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WIRELESS MESH POINT PORTABLE DATA
TERMINAL

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] The present application claims the benefit of U.S.
patent application Ser. No. 12/125,621 for a Wireless Mesh
Point Portable Data Terminal filed May 22, 2008 (and pub-
lished Nov. 27, 2008 as U.S. Patent Publication No. 2008/
0294766), now U.S. Pat. No. 8,638,806, which itself claims
the benefit of U.S. Patent Application No. 60/931,850 for a
Wireless Mesh Point Data Collection Device Terminal filed
May 25, 2007. International Application No. PCT/US08/
64673 for a Wireless Mesh Point Portable Data Terminal filed
May 23, 2008 (and published Dec. 4, 2008 as WIPO Publi-
cation No. WO 2008/147970) also claims the benefit of U.S.
Patent Application No. 60/931,850. Each of the foregoing
patent applications, patent publications, and patent is hereby
incorporated by reference in its entirety.

FIELD OF THE INVENTION

[0002] The invention is generally related to data collection
systems employing portable data terminals and is specifically
related to a system and method of wireless data communica-
tion in a data collection system employing portable data ter-
minals.

BACKGROUND

[0003] Inrecentyears significant advances have been made
in the art of data collection devices and networks containing
the same.

[0004] In U.S. Pat. No. 5,900,613, a data collection device
system is described having a data collection device adapted to
read bar code data wherein the data collection device is in
communication with a local host processor and a remote host
processor. The data collection device of U.S. Pat. No. 5,900,
613 is configured to report bar code data to a remote computer
and execute reprogramming routines to receive program data
either or both from the remote host processor and the local
host processor.

[0005] In U.S. Pat. No. 6,298,176, a data collection device
system is described having a bar code reading device and a
host computer. The bar code reading device is equipped to
send bar code data and associated image data to the host. The
image data may contain digital images associated with trans-
mitted bar code data. In one example described in U.S. Pat.
No. 6,298,176, image data sent to a host includes image data
representing a handwritten signature.

[0006] In U.S. Publication No. US2002/0171745, a data
collection device system is described having a bar code read-
ing device which is in communication with a remote com-
puter. The bar code reading device sends image data and
associated bar code data to a remote computer. In one com-
bined bar code/image data transmission scheme described in
the above patent application publication decoded bar code
message data identifying a parcel is stored within an open
byte header location of an image file including an image
representation of the parcel.

[0007] InU.S.Publication No. US2002/0171745,an image
datafile in .PDF, .TIFF, or BMP file format is created at a data
collection device which includes an image representation of a
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decoded bar code message and an image representation of the
package including the bar code encoding the decoded mes-
sage.

[0008] In U.S. Publication No. US2003/0132292, a data
collection device is described having a data collection termi-
nal including a bar code reading device, an RFID reading
device, a magnetic stripe data reading device, a chip card
reading device, and a fingerprint reading device. The terminal
is coupled to a network, which is configured to facilitate
financial transactions involving data collected utilizing the
various reading devices.

[0009] In U.S. Publication No. US2007/0045424, a data
collection system is described comprising a plurality of data
collection devices and an access point. The access point can
be a wireline connected to a local server so that the access
point provides access to local and remote server applications
and databases. Each of the system’s data collection devices
can have an encoded information reader device and a dynamic
access module. The dynamic access module, among other
functions, enables a data collection device to receive a Media
Access Control (MAC) frame containing payload data from a
peer device and transmit that payload data to a system access
point and similarly receive a MAC frame containing payload
data from an access point and transmit that payload data to a
peer device.

[0010] As significant as the above developments are, short-
comings have been noted with the operation of presently
available data collection devices and the systems in which
they are incorporated. For example, while wireless data col-
lection systems have proliferated, connectivity issues remain
with such systems. In deploying a wireless data collection
system, a costly “site survey” is often commissioned to search
for “dead zones” in work environments. Dead zones are
prevalent in many data collection work environments, par-
ticularly where obstructions to free radio wave propagation
exist. Metal structures and water are known to obstruct the
free propagation of radio waves. Since metallic structures
(e.g., shelving, equipment including medical test equipment)
and water (plumbing and piping) are common in data collec-
tion work environments, data collection work environments
are often found to have numerous dead zones. Where a data
collection work environment to be serviced by an IEEE 802.
11 wireless communication system is found to have numer-
ous “dead zones,” the “solution” proposed by a site surveyor
is often to integrate numerous additional access points into
the system. The additional access points are costly and typi-
cally require connection to an expanded wireline bus. In many
data collection systems the number of integrated access
points is equal or greater than the number of data collection
devices.

[0011] Accordingly, there is a need for further advances in
data collection devices and systems in which they are con-
nected, and management of data collected utilizing such net-
works.

SUMMARY

[0012] A portable data terminal (PDT) adapted to partici-
pate in a wireless mesh network including a plurality of peer
PDTs can comprise: a PDT module including an encoded
information reading (EIR) device, and a mesh point (MP)
module communicatively coupled to the PDT module. The
MP module can include a microcontroller and at least one
wireless communication interface and can be configured to
perform IEEE 802.11-conformant wireless station services
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including authentication, de-authentication, privacy, and
MAC service data unit delivery, and IEEE 802.11-conform-
ant wireless distribution system services including associa-
tion, disassociation, distribution, integration, and re-associa-
tion. The MP module can be further configured, responsive to
receiving a MAC frame addressed to a recipient inside the
wireless mesh network, to deliver the MAC frame using the
distribution service. The MP module can be further config-
ured, responsive to receiving a MAC frame addressed to a
recipient outside of the wireless mesh network, to deliver the
MAC frame using the integration service. The MP module
can be further configured to route an incoming MAC frame
according to its destination address and the frame control
field. The MP module can be further configured to cause the
PDT moduleto exit said sleeping state responsive to receiving
a mobile management software (MMS) wake-up command.

[0013] Inanother aspect, a PDT adapted to participate in a
wireless mesh network including a plurality of peer PDTs can
comprise: a PDT module including a central processing unit
(CPU), a memory, and at least one EIR device. The EIR
device can be configured to output a decoded message data
corresponding to an encoded message. The PDT can further
comprise a MP module communicatively coupled to the PDT
module. The MP module can include a microcontroller and at
least one wireless communication interface. The MP module
can be configured to perform IEEE 802.11-conformant wire-
less station services, and IEEE 802.11-conformant wireless
distribution system services. The MP module can be further
configured to route an incoming MAC frame according to its
destination address and the frame control field.

[0014] In another aspect, there is provided a PDT adapted
to participate in a wireless mesh network including a plurality
of' peer PDTs. The PDT according to the invention can com-
prise: a PDT module including a CPU, a memory, and at least
one EIR device. The EIR device can be configured to output
a decoded message data corresponding to an encoded mes-
sage. The PDT can further comprise a mesh point MP module
communicatively coupled to the PDT module. The MP mod-
ule can include a microcontroller and at least one wireless
communication interface. The PDT module can be config-
ured to control its power management states at least between
an awake state and a sleeping state. The MP module can be
configured to cause the PDT module to exit the sleeping state
responsive to receiving a MMS wake-up command.

[0015] In another aspect, there is provided a dynamic
deployable mesh point adapted to participate in a wireless
mesh network including a plurality of portable data terminals.
The dynamic deployable mesh point can comprise a micro-
controller and at least one wireless communication interface.
The dynamic deployable mesh point can be configured to
perform IEEE 802.11-conformant wireless station services
including authentication, de-authentication, privacy, and
MAC service data unit delivery, and IEEE 802.11-conform-
ant wireless distribution system services including associa-
tion, disassociation, distribution, integration, and re-associa-
tion. The dynamic deployable mesh point can be further
configured, responsive to receiving a MAC frame addressed
to a recipient inside the wireless mesh network, to deliver the
frame using the distribution service. The dynamic deployable
mesh point can be further configured, responsive to receiving
a MAC frame addressed to a recipient outside of the mesh
network, to deliver the frame using the integration service.
The dynamic deployable mesh point can be substantially
devoid of any functionality other than routing MAC frames.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0016] For the purpose of illustrating the invention, the
drawings show aspects of one or more embodiments of the
invention. However, it should be understood that the present
invention is not limited to the precise arrangements and
instrumentalities shown in the drawings, wherein:

[0017] FIG. 1 illustrates a data collection system according
to the invention;

[0018] FIG. 2illustrates the Open Systems Communication
(OSI) network model;

[0019] FIG. 3 illustrates an architectural diagram of a PDT
according to the invention;

[0020] FIG. 4aq illustrates IEEE-802 MAC frame format;
[0021] FIG. 45 illustrates IEEE-802 MAC frame control
field format;

[0022] FIG. Sillustrates a data collection system including

a dynamic deployable mesh point according to the invention;
[0023] FIGS. 64 and 65 illustrate an exemplary hand held
portable data collection device housing into which all of the
components of FIG. 1 may be integrated;

[0024] FIGS. 7a-7c¢ illustrate an exemplary portable and
remountable housing into which all of the components of
FIG. 3 may be integrated, and which may support all of the
components of FIG. 3;

[0025] FIG. 8aillustrates a first exemplary deployment of a
data collection device according to the invention within a
retail store;

[0026] FIG. 85 illustrates a second exemplary deployment
of'a data collection device according to the invention within a
retail store; and

[0027] FIGS. 8c and 8d illustrate PIN and signature data
entry operational modes of a data collection device according
to the invention.

DETAILED DESCRIPTION

[0028] There is provided a data collection system compris-
ing a plurality of PDTs as shown in FIG. 1. A PDT can be
provided, for example, by a bar code scanner, a personal data
assistant (PDA), or a cellular telephone. A skilled artisan
would appreciate the fact that other portable computing
devices are within the scope and the spirit of the invention.
The data collection system according to the invention can
include more than one such type or category of PDT.

[0029] AsshowninFIG. 1, the data collection system 1000
can include a plurality of networks 200, 3001, 300, 400, and
500. Network 200 is a wireline local area network (LAN),
networks 300 and 3001 are IEEE 802.11-compliant wireless
networks, network 400 is an IP network shown in the specific
embodiment as the Internet, and network 500 is a remote data
archiving network managed by a data archiving entity. The
data collection system 1000 can include a plurality of PDTs
100-1, 100-2, 100-3, 100-4, 100-5 and an access point (AP)
210. The AP 210 can function as a portal interconnecting the
LAN 200 and the wireless network 3001. The wireline LAN
200 can also include a server 240 and a plurality of computer
devices such as a personal computer (PC) 250. As will be
described more fully herein, wireless network 3001 in the
specific illustrative embodiment of FIG. 1 can include the APs
210, 210", PDT 100-1, and PDT 100-3 whereas the wireless
network 300 can includes PDTs 100-1, 100-2, 100-4, 100-5.
The data collection system 1000 may also include a gateway
242 between network 200 and network 400 and a gateway 412
between network 400 and network 500. While different “net-
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works” are designated herein, it is recognized that a single
network as seen from the network layer 3106 of the OSI
model (FIG. 2) can comprise a plurality of lower layer net-
works, e.g., what can be regarded as a single IP network can
include a plurality of different physical networks.

[0030] The OSImodel diagram is shown in FIG. 2. Accord-
ing to the OSI network layer model, data protocols may be
implemented in one of seven layers; i.e., the physical layer
3102 the link layer 3104, the network layer 3106 (can pro-
vided by, e.g., IP), the transport layer 3110 (can provided by,
e.g., TCP or UDP), the session layer 3112, the presentation
layer 3114, and the application layer 3116.

[0031] Referring to further aspects of the networks of the
data collection system 1000, network 500 can be located
remotely from the network 200 and can be located thousands
of miles from network 200. Network 500, for example, can
include a web server 410, which can be in communication
with various databases 420, 430. Network 500 can be in
communication with network 200 via the Internet 400 or
another communications path, such as a publicly accessible
network, and/or through a private network, such as network
305. A network included into the data collection system 1000
can be interconnected with other networks using both OSI
layer 2 bridging and OSI layer 3 internetworking.

[0032] In one embodiment of the invention, AP 210 of
system 1000 can be compliant with one of the IEEE 802.11,
802.11a, 802.14, 802.11g, 802.11e, and 802.11i Specifica-
tions. Each PDT 100 of the data collection system 1000 can
incorporate a radio transceiver which can be compliant with
one of the IEEE 802.11, 802.11a, 802.14, 802.11g, 802.11e,
and 802.11i Specifications, and can have an associated unique
Internet Protocol (IP) address.

[0033] Referring to attributes of the AP 210, AP 210 can be
wireline connected to server 240 via wireline network 215
shown throughout the views and in communication with
remote server 410 via network 400. Thus, communication
with AP 210 can provide access to all files and applications
stored on server 240 or server 410. AP 210 can be designed to
have a large antennae 212 boosting the transmit and receive
range and throughput of data through AP 210. Wireline net-
work 215, can be provided by e.g., an Ethernet cable, to form
a backbone of the network 200.

[0034] AP 210 may also be implemented with enhanced
security features. According to a security feature (e.g., the
Wired Equivalency Privacy (WEP) feature, where AP 210 is
IEEE 802.11-compliant), AP 210 may incorporate a security
module 1424 which can enable AP 210 to encrypt MAC
frames transmitted to a network device (e.g., a PDT) and
decrypt MAC frames received from a network device (e.g., a
PDT). In accordance with the security module 1424, AP 210
may examine a control field of a received MAC frame to
determine if a security feature (e.g., WEP) is enabled, and if
it is enabled, decrypt the received MAC frame.

[0035] Inanother aspect, a PDT according to the invention
can be capable of performing MP functionality defined in
IEEE P802.11s family of draft standards, including IEEE
P802.11sD0.01,D1.02, and D2.0, Draft amendments to stan-
dard IEEE 802.11™: ESS Mesh Networking IEEE. Thus, a
PDT according to the invention can establish wireless links
with one or more peer PDTs and route a MAC frame received
from one peer PDT to another peer PDT or to an AP, so that
the MAC frame can finally reach its destination within or
outside the wireless network.
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[0036] Inafurther aspect, a PDT can support IEEE 802.11-
conformant wireless station services, including authentica-
tion, de-authentication, privacy, and MAC service data unit
(MSDU) delivery. Each of the services is briefly described
herein infra.

[0037] Authentication: Physical security can not be effec-
tively employed to prevent unauthorized access to a wireless
network since the wireless medium does not have precise
bounds. IEEE 802.11 provides the ability to control network
access via the authentication service. This service can be used
by all wireless devices to establish their identity to other
wireless devices with which they communicate. IEEE 802.11
supports several authentication processes, but does not man-
date the use of any particular authentication scheme. IEEE
802.11 provides link-level authentication between IEEE 802.
11 wireless devices, e.g., a shared key authentication. In a
shared key authentication system, identity is demonstrated by
knowledge of a shared secret encryption key.

[0038] De-authentication: The de-authentication service is
invoked whenever an existing authentication is to be termi-
nated.

[0039] Privacy: Any IEEE 802.11-conformant wireless
device may hear all IEEE 802.11 traffic that is within its radio
range. Thus the connection of a single wireless link (without
privacy) to an existing wired LAN may seriously degrade the
security level of the wired LAN. To bring the functionality of
the wireless LAN up to the level implicit in wired LAN
design, IEEE 802.11 provides the ability to encrypt the con-
tents of MAC frames. This functionality is provided by the
privacy service. IEEE 802.11 specifies an optional privacy
algorithm, WEP, which is designed to satisfy the goal of wired
LAN “equivalent” privacy.

[0040] In afurther aspect, a PDT can further support IEEE
802.11-conformant distribution system services, including
association, disassociation, distribution, integration, and
reassociation, and thus act as an AP. Each of the services is
briefly described herein infra.

[0041] Association: To deliver a MAC frame within a wire-
less network, the distribution service needs to know which AP
or portal to access for the given wireless device. This infor-
mation can be provided by the association service. Before a
wireless device is allowed to transmit a MAC frame via an AP
or a portal, it shall first become associated with the AP or the
portal. At any given time, a wireless device can be associated
with no more than one AP or portal. An AP or a portal may be
associated with many wireless devices at one time.

[0042] Disassociation: The disassociation service is
invoked whenever an existing association is to be terminated.
The disassociation service may be invoked by either party to
an association (wireless device or AP).

[0043] Distribution: the distribution service delivers the
MAC frame within a wireless network to the intended recipi-
ents.

[0044] Integration: If the distribution service determines
that the intended recipient of a MAC frame is on a network
integrated with the wireless network where the MAC frame
originates, the MAC frame will need to be routed via a portal
interconnecting the wireless network with the integrated net-
work. The integration function is responsible for accomplish-
ing whatever is needed to deliver a MAC frame to the inte-
grated network.

[0045] Reassociation: Association is sufficient for no-tran-
sition MAC frame delivery between IEEE 802.11 devices.
Additional functionality is needed to support device transi-
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tion mobility. The additional required functionality is pro-
vided by the reassociation service which is invoked to “move”
a current association from one AP or portal to another.

[0046] In a further aspect, a PDT 100 according to the
invention can comprise a PDT module 302 communicatively
coupled to an MP module 304, as shown in FIG. 3. In one
embodiment, the PDT module can be communicatively
coupled to the MP module over a wired interface. In another
embodiment, the PDT module can be communicatively
coupled to the MP module over a wireless interface, e.g., an
optical interface or a radio frequency (RF) interface. A skilled
artisan would appreciate the fact that other implementations
of'the interface between the MP module and the PDT module
are within the scope and the spirit of the invention.

[0047] The PDT module 302 can include a CPU 306, a
memory 308, and an FIR device 310. The EIR device 310 can
be provided by one or more of a bar code reader device, an
RFID reader device, and a credit/debit card reader device. In
one embodiment, a bar code reader device can be provided by
an imaging assembly and a control circuit which can manage
the capture of image data into a memory and the subsequent
decoding of image data in accordance with a symbology
decoding program stored in the memory. A bar code reader
device may also be provided by a product having dedicated
decode circuit such as an IT 4XXX or IT 5XXX imaging
module with decode circuit as is available from Hand Held
Products, Inc. of Skaneateles Falls, N.Y. The decode circuit
can process image signals generated by the imaging module
and decode the signals to produce decoded message data,
such as decoded bar code message data from numerous sym-
bologies such as PDF417, MicroPDF417, MaxiCode, Data
Matrix, QR Code, Aztec, Aztec Mesa, Code 49, UCC Com-
posite, Snowflake, Dataglyphs, Code 39, Code 128, Codabar,
UPC, EAN, Interleaved 20f5, RSS, Code 93, Codablock, BC
412, Postnet (US), Planet Code, BPO 4 State, Canadian 4
State, Japanese Post, Kix (Dutch Post) and OCR-A, OCR-B.

[0048] In another aspect, a PDT according to the invention
can include a power source (e.g., a battery 320 best viewed in
FIG. 3).

[0049] Ina further aspect, the MP module 304 of FIG. 3 can
function as an IEEE 802.11s-conformant MP. Hence, a wire-
less network formed by PDTs acting as MPs can provide a set
of IEEE 802.11s-conformant mesh services, including the
management of the mesh and the transport of MAC frames. In
a further aspect, the MP module 304 can comprise a low
power embedded microcontroller 312 to perform 802.11s MP
functionality independently of the current power manage-
ment state of the PDT module. The MP module 304 can
further comprise at least one wireless communication inter-
face 314.

[0050] In a further aspect, the MP module of a PDT can
receive a frame (e.g., a MAC frame) from the PDT module of
the same PDT, from a peer PDT, or from an AP or portal. The
PDT can route the frame using the distribution service to a
recipient within the same wireless network, or using the inte-
gration service to a recipient outside of the wireless network.

[0051] In another aspect, the MAC frames transmitted and
received by a PDT can belong to one of the three IEEE 802.11
MAC sublayer message types—data, management, and con-
trol. The data messages are handled via the MAC data service
path. MAC management messages are used to support the
IEEE 802.11 services and are handled via the MAC manage-
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ment service data path. MAC control messages are used to
support the delivery of IEEE 802.11 data and management
messages.

[0052] Each MAC frame consists of the following basic
components, illustrated in FIG. 4a:

[0053] a) a MAC header, which comprises frame control,
duration, address, and sequence control information;

[0054] b) a variable length frame body, which contains
information specific to the frame type;

[0055] c)aframe check sequence (FCS), which contains an
IEEE 32-bit cyclic redundancy code (CRC).

[0056] The Frame Control field consists of the following
subfields: Protocol Version, Type, Subtype, To DS, From DS,
More Fragments, Retry, Power Management, More Data,
WEDP, and Order. The format of the Frame Control field is
illustrated in FIG. 45.

[0057] A PDT can route a MAC frame according to its
destination address and the frame control field of the frame
header as shown in the following table.

Type value Type Subtype value Subtype

b3 b2 description b7 b6 b5 b4 description

00 Management 0000 to1100 Management Message

01 Control 0110tol111 Control both for
WLAN and Mesh

10 Data 0000 to 0111 MPDT Data

11 Mesh Data 0000 to 0001 Mesh Data

[0058] In another aspect, the MP module and the PDT

module of a PDT might share the same IP address. In one
embodiment, the routing algorithms between the MP module
and the PDT module can be as follows:

[0059] If the PDT module has an outgoing frame, the
frame is put into the input FIFO of the MP module and
queued for the MP module to transmit the frame.

[0060] If the MP module receives an incoming frame
with its own destination address, the frame is transmitted
to the PDT module.

[0061] Inanother aspect, a PDT according to the invention
can have a single power supply (e.g., a battery 320 best
viewed in FIG. 3) for both MP and PDT modules. In another
embodiment, each of the MP and PDT modules can have
separate power supplies (e.g., batteries) controlled by inde-
pendent power management schemes or a single coordinated
power management scheme. For example, in one embodi-
ment of a coordinated power management scheme, if the MP
module energy source is depleted, the PDT module energy
source may be used to supply power to the MP module to
provide for continued mesh network functionality. In another
embodiment, if the PDT module energy source is depleted,
then the MP module energy source may be used to supply
power to the PDT provide for its continued operation.

[0062] Inanother aspect, a PDT according to the invention
can support power management control aimed at saving
energy. In one embodiment, while the PDT module can tran-
sition into a sleeping state when it has no job to process, the
MP module can remain operational to provide the mesh rout-
ing functionality. If a frame (e.g., a MAC frame) received by
an MP module is not addressed to the PDT module of the
same PDT, the MP module can route the frame to its destina-
tion using distribution or integration service. If the incoming
frame is addressed to the PDT module of the same PDT, the
MP module can route the frame to the PDT module. If the
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PDT module is in a sleeping state, the MP module can cause
the PDT module to exit the sleeping state and to transition to
an awake state by transmitting the frame to the PDT module.
[0063] Ina furtheraspect,a PDT according to the invention
can support one or more of the following power saving fea-
tures:

[0064] a) Reducing the frequency of beacons, e.g., by bea-
coning only at Delivery Traffic Indication Message (DTIM)
intervals;

[0065] b) Providing efficient power save mode advertising,
e.g., by including an indication of the power save mode into
the beacon frames or the frame control field;

[0066] c)Allowing MPs to be awake only for that portion of
time required for actual reception.

[0067] In another aspect, a MMS server can be employed
by the data collection system according to the invention for
performing management functions including application
updates and reloads, device reconfigurations and resets, etc.

[0068] In one embodiment, a PDT according to the inven-
tion can exit the sleeping state and transition to the awake
state responsive to receiving an MMS awake command. In a
further aspect, the MMS server can issue a command to
immediately wake up all of the PDTs participating in the data
collection system according to the invention.

[0069] In another embodiment, a PDT according to the
invention can be devoid of the PDT module and thus provide
MP module functions only. The apparatus according to the
invention which is devoid of the PDT module will be referred
to as a dynamic deployable MP. One or more dynamic deploy-
able mesh points can be installed within the data collection
system according to the invention with the purpose of extend-
ing the RF signal coverage or enhancing the mesh network
density and throughput. For example, a dynamic deployable
mesh point can be installed at a “blind spot” of an existing
wireless network. In another embodiment, one or more
dynamic deployable mesh points can be used to roll out a
temporary network in a situation where a permanent network
does not exist or could not be installed. In one example, a
temporary network using dynamic deployable mesh points
can be deployed in a warehouse where the inventory needs to
be taken. In another example, a temporary network using
dynamic deployable mesh points can be deployed in a hospi-
tal ward. In a further example, a temporary network using
dynamic deployable mesh points can be deployed in a mili-
tary combat or field training environment.

[0070] A dynamic deployable mesh point according to the
invention can support IEEE 802.11-conformant wireless sta-
tion services, including authentication, de-authentication,
privacy, and MAC service data unit (MSDU) delivery. In a
further aspect, a dynamic deployable MP according to the
invention can further support IEEE 802.11-conformant dis-
tribution system services, including association, disassocia-
tion, distribution, integration, and reassociation.

[0071] In a further aspect, a dynamic deployable mesh
point according to the invention can be capable of performing
mesh point functionality defined in IEEE P802.11s family of
draft standards, including IEEE P802.11s D0.01, D1.02, and
D2.0, Draft amendments to standard IEEE 802.11™: ESS
Mesh Networking. IEEE. Thus, a dynamic deployable mesh
point according to the invention can establish wireless links
with one or more wireless devices (e.g., PDTs or other
dynamic deployable MPs) and route incoming MAC frames,
so that the MAC frames can finally reach its destination
within or outside the wireless network. In one aspect, a
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dynamic deployable MP can be substantially devoid of any
non-trivial functionality other than routing incoming frames.
[0072] Ina further aspect, the dynamic deployable MP can
route an incoming frame (e.g., a MAC frame) using the dis-
tribution service to a recipient within the same wireless net-
work, or using the integration service to a recipient outside of
the wireless network.

[0073] Inone embodiment, illustrated in FIG. 5,a PDT 100
can be located outside of the coverage of the AP 202. Accord-
ing to the invention, a dynamic deployable mesh point 9024,
responsive to receiving a frame (e.g., a MAC frame) from a
PDT 100, can route the frame to the dynamic deployable
mesh point 9025, which in turn can route the frame to the AP
202 so that the frame can be finally routed to the server 240.
A skilled artisan would appreciate the fact that frames
addressed to the PDT 100 can also be routed via the dynamic
deployable mesh points 902a and 9024.

[0074] Inanotheraspect, adynamic deployable MP accord-
ing to the invention can be self-configurable. Upon being
powered up, the dynamic deployable mesh point can auto-
matically update its routing table, automatically associate
with a wireless network, and start routing incoming frames
(e.g., MAC frames). In another embodiment, a dynamic
deployable mesh point can be remotely configurable over the
network.

[0075] Inanother aspect, a dynamic deployable mesh point
according to the invention can be characterized by small
physical size and low power consumption. In one embodi-
ment, a dynamic deployable MP according to the invention
can be powered by a battery. In another embodiment, a
dynamic deployable MP can be plugged into an electrical
outlet.

[0076] A dynamic deployable MP according to the inven-
tion can be further characterized by a low cost, and thus
provide a cost-effective solution for flexible on-demand man-
agement of a wireless network coverage and throughput.
[0077] Inanother aspect, the components ofa PDT accord-
ing to the invention can be incorporated into a variety of
different housings. As indicated by the embodiment of FIGS.
6a and 65, the components of a PDT according to the inven-
tion can be incorporated into a hand held housing 101 as
shown in FIGS. 64 and 65 which is shaped to be held in a
human hand. PDT 100 of FIGS. 6a and 654 is in the form factor
of'a hand held portable data terminal. PDT 100 as shown in
FIGS. 6a and 65 can include a keyboard 1090 a display 504
having an associated touch screen overlay, a card reader 1348
and an imaging module 360 which can include the compo-
nents of an imaging assembly as described herein; namely an
image sensor array incorporated on an image sensor IC chip.
As indicated by the side view of FIG. 65, the components of
a PDT according to the invention may be supported within
housing 101 on a plurality of circuit boards 1077. In the
embodiment of FIGS. 7a-7¢, PDT 100 is in the form of a
transaction terminal which may be configured as a retail
purchase transaction terminal or as a price verifier. Housing
102 of the transaction terminal shown in FIGS. 7a-7¢ can be
configured to be portable so that it can be moved from loca-
tion to location and is further configured to be replaceably
mounted on a fixed structure such as a fixed structure of a
cashier station or a fixed structure of the retail store floor (e.g.,
a shelf, a column 264). Referring to bottom view of FIG. 7¢,
the housing 102 of PDT 100 can have formations 268 facili-
tating the replaceable mounting of PDT 100 on a fixed struc-
ture. PDT 100 can include a display 504 having an associated
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touch screen 5047T, a card reader 1348, and an imaging mod-
ule 360. Referring to further details of PDT 100, PDT 100 can
further include a luminous shroud 362. When light from
illumination block (not shown in FIGS. 7a, 75, 7¢) strikes
luminous shroud 362, the shroud glows to attract attention to
the location of imaging assembly. In certain operating modes
as indicated in FIG. 8¢, PDT 100 in accordance with any of
FIGS. 6a-7c¢, displays on display 504 a PIN entry screen
prompting a customer to enter PIN information into touch
screen 5047T. In other operating modes, as indicated in FIG.
84, PDT 100 displays on display 504 a signature prompt
screen prompting a customer to enter signature information
into the device with use of a stylus 505.

[0078] Referring to FIGS. 84 and 85, various installation
configurations for the data collection device of FIGS. 6a-7¢
are shown. In the view of FIG. 8a, PDT 100 is installed as a
retail purchase transaction terminal at a point of sale cashier
station 260. In the setup of FIG. 8a, PDT 100 is configured as
aretail purchase transaction terminal and is utilized to aid and
facilitate retail transactions at a point of sale. A customer may
enter a credit card or a debit card into card reader 1348 and
retail purchase transaction terminal 100R may transmit the
credit card information to credit/debit authorization network.
[0079] In the view of FIG. 85, PDT 100 is configured as a
price verifier to aid customers in checking prices of products
located on a store floor. PDT 100 may be mounted on a shelf
or on a column 264 or other fixed structure of the retail store.
PDT 100 may decode bar code data from bar codes on store
products and send decoded bar code messages to store server
240 for lookup of price information which is sent back from
server 240 to terminal 100 for display on display 504.
[0080] A small sample of systems methods and apparatus
that are described herein is as follows:

Al. A portable data terminal adapted to participate in a wire-
less mesh network including a plurality of peer portable data
terminals, said portable data terminal comprising:

[0081] a portable data terminal module including a central
processing unit, a memory, and at least one encoded informa-
tion reading device configured to output a decoded message
data corresponding to an encoded message; and

[0082] a mesh point module communicatively coupled to
said portable data terminal module, said mesh point module
including a microcontroller and at least one wireless commu-
nication interface;

[0083] wherein said mesh point module is configured to
perform IEEE 802.11-conformant wireless station services,
and TEEE 802.11-conformant wireless distribution system
services including distribution and integration;

[0084] wherein said mesh point module is further config-
ured, responsive to receiving a Media Access Control frame
addressed to a recipient inside said mesh network, to deliver
said Media Access Control frame using said distribution ser-
vice; and

[0085] wherein said mesh point module is further config-
ured, responsive to receiving a Media Access Control frame
addressed to a recipient outside of said mesh network, to
deliver said Media Access Control frame using said integra-
tion service.

A2. The portable data terminal of A1, wherein said portable
data terminal module employs a power management scheme
for controlling power management states of said portable data
terminal module at least between an awake state and a sleep-
ing state; and
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[0086] wherein said mesh point module is configured to
cause said portable data terminal module to exit said portable
data terminal module sleeping state by transmitting at least
one frame to said portable data terminal module.

A3. The portable data terminal of A1, wherein said portable
data terminal module includes a first battery;

[0087] wherein said mesh point module includes a second
battery; and
[0088] wherein said first battery is used to power said mesh

point module responsive to said second battery depletion,
thus providing for uninterrupted operation of said mesh point
module.

A4. The portable data terminal of A1, wherein said wireless
network comprises one or more portals, each portal routing
frames between said wireless network and at least one exter-
nal network.

AS. The portable data terminal of Al, wherein said mesh
point module is configured to transmit beacons only at Deliv-
ery Traffic Indication Time intervals.

B1. A portable data terminal adapted to participate in a wire-
less mesh network including a plurality of peer portable data
terminals, said portable data terminal comprising:

[0089] a portable data terminal module including a central
processing unit, a memory, and at least one encoded informa-
tion reading device configured to output a decoded message
data corresponding to an encoded message; and

[0090] a mesh point module communicatively coupled to
said portable data terminal module, said mesh point module
including a microcontroller and at least one wireless commu-
nication interface;

[0091] wherein said mesh point module is configured to
perform IEEE 802.11-conformant wireless station services,
and IEEE 802.11-conformant wireless distribution system
services;

[0092] wherein said mesh point module is further config-
ured, responsive to receiving a Media Access Control frame
having a header including a destination address and a frame
control field, to route said Media Access Control frame
according to said destination address and said frame control
field.

B2. The portable data terminal of B1, wherein said portable
data terminal module employs a power management scheme
for controlling power management states of said portable data
terminal module at least between an awake state and a sleep-
ing state; and

[0093] wherein said mesh point module is configured to
cause said portable data terminal module to exit said portable
data terminal module sleeping state by transmitting at least
one frame to said portable data terminal module.

B3. The portable data terminal of B1, wherein said portable
data terminal module includes a first battery;

[0094] wherein said mesh point module includes a second
battery; and
[0095] wherein said first battery is used to power said mesh

point module responsive to said second battery depletion,
thus providing for uninterrupted operation of said mesh point
module.

B4. The portable data terminal of B1, wherein said wireless
network comprises one or more portals, each portal routing
frames between said wireless network and at least one exter-
nal network.

BS5.The portable data terminal of B1, wherein said mesh point
module is configured to transmit beacons only at Delivery
Traffic Indication Time intervals.
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C1. A portable data terminal adapted to participate in a wire-
less mesh network including a plurality of peer portable data
terminals, said portable data terminal comprising:

[0096] a portable data terminal module including a central
processing unit, a memory, and at least one encoded informa-
tion reading device configured to output a decoded message
data corresponding to an encoded message; and

[0097] a mesh point module communicatively coupled to
said portable data terminal module, said mesh point module
including a microcontroller and at least one wireless commu-
nication interface;

[0098] wherein said portable data terminal module is con-
figured to control power management states of said portable
data terminal module at least between an awake state and a
sleeping state; and

[0099] wherein said mesh point module is configured to
cause said portable data terminal module to exit said sleeping
state responsive to receiving a mobile management software
wake-up command.

C2.Theportable data terminal of C1, wherein said mesh point
module is configured to perform IEEE 802.11-conformant
wireless station services including authentication, de-authen-
tication, privacy, and Media Access Control service data unit
delivery, and IEEE 802.11-conformant wireless distribution
system services including association, disassociation, distri-
bution, integration, and re-association.

C3. The portable data terminal of C1, wherein said portable
data terminal module includes a first battery;

[0100] wherein said mesh point module includes a second
battery; and
[0101] wherein said first battery is used to power said mesh

point module responsive to said second battery depletion,
thus providing for uninterrupted operation of said mesh point
module.

C4. The portable data terminal of C1, wherein said wireless
network comprises one or more portals, each portal routing
frames between said wireless network and at least one exter-
nal network.

CS5.Theportable data terminal of C1, wherein said mesh point
module is configured to transmit beacons only at Delivery
Traffic Indication Time intervals.

D1. A dynamic deployable mesh point adapted to participate
in a wireless mesh network including a plurality of portable
data terminals, said dynamic deployable mesh point compris-
ing:

[0102] a microcontroller; and
[0103] at least one wireless communication interface;
[0104] wherein said dynamic deployable mesh point is con-

figured to perform IEEE 802.11-conformant wireless station
services including authentication, de-authentication, privacy,
and Media Access Control service data unit delivery, and
IEEE 802.11-conformant wireless distribution system ser-
vices including association, disassociation, distribution, inte-
gration, and re-association;

[0105] wherein said dynamic deployable mesh point is fur-
ther configured, responsive to receiving a Media Access Con-
trol frame addressed to a recipient inside said mesh network,
to deliver said Media Access Control frame using said distri-
bution service;

[0106] wherein said dynamic deployable mesh point is fur-
ther configured, responsive to receiving a Media Access Con-
trol frame addressed to a recipient outside of said mesh net-
work, to deliver said Media Access Control frame using said
integration service; and
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[0107] wherein said dynamic deployable mesh point is sub-
stantially devoid of any functionality other than routing
Media Access Control frames.

D2. The dynamic deployable mesh point of D1 further com-
prising a battery.

D3. The dynamic deployable mesh point of D1, wherein said
dynamic deployable mesh point is configured to be plugged in
an electrical outlet.

D4. The dynamic deployable mesh point of D1 further com-
prising a routing table;

[0108] whereinsaid dynamic deployable mesh point is con-
figured, responsive to being powered up, to automatically
update said routing table.

DS5. The dynamic deployable mesh point of D1, wherein said
dynamic deployable mesh point is remotely configurable
over a network.

[0109] While the present invention has been described with
reference to a number of specific embodiments, it will be
understood that the true spirit and scope of the invention
should be determined only with respect to claims that can be
supported by the present specification. Further, while in
numerous cases herein systems and apparatuses and methods
are described as having a certain number of elements, it will
be understood that such systems, apparatuses and methods
can be practiced with fewer than the mentioned certain num-
ber of elements.

1. A terminal comprising:

a terminal module comprising an encoded information
reading device and a first battery, wherein the terminal
module manages its power between at least an awake
state and a sleep state and sends outgoing Media Access
Control frames to a mesh point module;

the mesh point module communicatively coupled to the
terminal module for providing distribution and integra-
tion services over a wireless mesh network comprising
at least two other terminals, wherein the mesh point
module is configured for:

receiving a Media Access Control frame;

while the terminal module is in the awake state or the
sleep state, in response to receiving a Media Access
Control frame addressed to a recipient in the wireless
mesh network, delivering the Media Access Control
frame using the distribution services;

while the terminal module is in the sleep state, in
response to receiving a Media Access Control frame
addressed to a recipient outside the wireless mesh
network, delivering the Media Access Control frame
using the integration services;

in response to receiving an outgoing Media Access Con-
trol frame from the terminal module addressed to a
recipient in the wireless mesh network, delivering the
Media Access Control frame using the distribution
services;

in response to receiving an outgoing Media Access Con-
trol frame from the terminal module addressed to a
recipient outside the wireless mesh network, deliver-
ing the Media Access Control frame using the inte-
gration services; and

in response to receiving a Media Access Control frame

addressed to the mesh point module, transmitting the
Media Access Control frame to the terminal module.
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2. The terminal of claim 1, wherein the terminal module is
configured for, in response to receiving a Media Access Con-
trol frame from the mesh point module while in the sleep
state, exiting the sleep state.
3. The terminal of claim 1, wherein:
the mesh point module comprises a second battery; and
the terminal is configured for, when the second battery is
depleted, powering the mesh point module with the first
battery.
4. The terminal of claim 1, wherein the wireless mesh
network comprises a portal for routing frames between the
wireless mesh network and an external network.
5. The terminal of claim 1, wherein the mesh point module
is configured for transmitting beacons only at Delivery Traffic
Indication Time intervals.
6. A terminal comprising:
a terminal module comprising an encoded information
reading device and a first battery, wherein the terminal
module manages its power between at least an awake
state and a sleep state and sends outgoing Media Access
Control frames to a mesh point module;
the mesh point module communicatively coupled to the
terminal module for providing distribution and integra-
tion services over a wireless mesh network comprising
at least two other terminals, wherein the mesh point
module is configured for:
receiving a Media Access Control frame having a header
including a destination address and a frame control
field;

while the terminal module is in the awake state or the
sleep state, in response to receiving the Media Access
Control frame, routing the Media Access Control
frame according to the destination address and the
frame control field;

in response to receiving an outgoing Media Access Con-
trol frame from the terminal module addressed to a
recipient in the wireless mesh network, delivering the
Media Access Control frame using the distribution
services;

in response to receiving an outgoing Media Access Con-
trol frame from the terminal module addressed to a
recipient outside the wireless mesh network, deliver-
ing the Media Access Control frame using the inte-
gration services; and

in response to receiving a Media Access Control frame
addressed to the mesh point module, transmitting the
Media Access Control frame to the terminal module.

7. The terminal of claim 6, wherein the terminal module is
configured for, in response to receiving a Media Access Con-
trol frame from the mesh point module while in the sleep
state, exiting the sleep state.

8. The terminal of claim 6, wherein:

the mesh point module comprises a second battery; and

the terminal is configured for, when the second battery is
depleted, powering the mesh point module with the first
battery.

9. The terminal of claim 6, wherein the wireless mesh
network comprises a portal for routing frames between the
wireless mesh network and an external network.

10. The terminal of claim 6, wherein the mesh point mod-
ule is configured for transmitting beacons only at Delivery
Traffic Indication Time intervals.

11. The terminal of claim 6, comprising a portable housing,
wherein:
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the terminal module is disposed within the portable hous-
ing; and
the mesh point module is disposed within the portable
housing.
12. A terminal comprising:
a terminal module comprising an encoded information
reading device and a first battery, wherein the terminal
module manages its power between at least an awake
state and a sleep state and sends outgoing Media Access
Control frames to a mesh point module;
the mesh point module communicatively coupled to the
terminal module for providing distribution and integra-
tion services over a wireless mesh network comprising
at least two other terminals, wherein the mesh point
module is configured for:
receiving a Media Access Control frame having aheader
including a destination address and a frame control
field;

while the terminal module is in the awake state or the
sleep state, in response to receiving the Media Access
Control frame, routing the Media Access Control
frame according to the destination address and the
frame control field;

in response to receiving an outgoing Media Access Con-
trol frame from the terminal module addressed to a
recipient in the wireless mesh network, delivering the
Media Access Control frame using the distribution
services;

in response to receiving an outgoing Media Access Con-
trol frame from the terminal module addressed to a
recipient outside the wireless mesh network, deliver-
ing the Media Access Control frame using the inte-
gration services;

in response to receiving a Media Access Control frame
addressed to the mesh point module, transmitting the
Media Access Control frame to the terminal module;

receiving a wake-up command from an external server;
and

in response to receiving a wake-up command from an
external server, causing the terminal module to exit
the sleep state.

13. The terminal of claim 12, wherein the mesh point
module is configured for:

performing IEEE 802.11-conformant wireless station ser-
vices comprising authentication, de-authentication, pri-
vacy, and Media Access Control service data unit deliv-
ery; and

performing IEEE 802.11-conformant wireless distribution
system services including association, disassociation,
distribution, integration, and re-association.

14. The terminal of claim 12, wherein:

the mesh point module comprises a second battery; and

the terminal is configured for, when the second battery is
depleted, powering the mesh point module with the first
battery.

15. The terminal of claim 12, wherein the wireless mesh
network comprises a portal for routing frames between the
wireless mesh network and an external network.

16. The terminal of claim 12, wherein the mesh point
module is configured for transmitting beacons only at Deliv-
ery Traffic Indication Time intervals.

17. The terminal of claim 12, comprising a portable hous-
ing, wherein:
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the terminal module is disposed within the portable hous-

ing; and

the mesh point module is disposed within the portable

housing.

18. The terminal of claim 12, wherein the terminal module
comprises a central processing unit and memory.

19. The terminal of claim 12, wherein the encoded infor-
mation reading device is configured for outputting decoded
message data corresponding to an encoded message.

20. The terminal of claim 12, wherein the mesh point
module comprises a microcontroller and a wireless commu-
nication interface.
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