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SECURE DEVICE AUTHENTICATION
PROTOCOL

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 13/267,265 entitled “Secure Device
Authentication Protocol” and filed Oct. 6, 2011; which claims
the benefit of Provisional Application Ser. No. 61/390,361,
filed on Oct. 6, 2010. The entirety of each of the foregoing
patent applications is incorporated by reference herein.

BACKGROUND OF THE DISCLOSURE

[0002] 1. Field of the Disclosure

[0003] Thedisclosure generally relates to the field of device
authentication, more particularly, for example, to systems and
methods in which a multimedia source device communicates
with a multimedia sink device (such as a display, or signal
distributor), wherein the multimedia source device confirms
the identity of the sink device and confirms its trustworthiness
through a trust authority.

[0004] 2. General Background

[0005] Digital audio/video source devices (e.g., item 140
shown in FIG. 1), such as settop boxes, DVD players, Blu-ray
players, media servers and video game consoles, typically
connect to a compatible digital sink device (herein referred to
as a “display device,” such as item 150 shown in FIG. 1) such
as an A/V receiver, digital television, digital projector or
monitor, via a digital audio/video interface that transmits
digital data from the source device to the output device.
Commonly used digital audio/video interfaces include HDMI
(High-Definition Multimedia Interface) and DVI (Digital
Visual Interface). FIG. 1 provides an example of an HDMI-
based digital audio/video interface.

[0006] As shown in FIG. 1, the HDMI interface (100) can
be described as being formed of three communication chan-
nels, including a transition minimized differential signaling
(TMDS) channel (110), a display data channel (DDC) (120),
and a consumer electronics control (CEC) channel (130). In
addition, audio/video (A/V) data, information on an appara-
tus, and control commands may be transmitted and received
through the HDMI. The TMDS channel is typically used for
transmitting and receiving video signals and audio signals.
The DDC is a data communication standard between a source
device and a display device, defined by VESA, which is an
international standards-setting organization. When booting a
system, the output apparatus realizes an optimum image by
referring to information about the monitor. In general, the
source device transmits optimum video signals and audio
signals with reference to enhanced extended display identifi-
cation data (E-EDID) of the display device. The CEC channel
is an additional protocol for performing high-level control
functions in the HDMI interface.

[0007] As is typical with digital audio/video interfaces,
“in-band” data, i.e., data that is contained within the audio/
video data stream, and “out-of-band” data, i.e., data that is not
contained within the audio/video data stream, are used to
provide an essentially self-configuring link between the digi-
tal audio/video source device and a compatible digital output
device. Thus, “out-of-band” data is communicated back to the
source device from the display device via the interface, allow-
ing for two-way communication between the source and dis-
play device.
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[0008] In addition to sending in-band audio/video data to
the digital audio/video display device, most digital sources
also send data to the display device regarding the A/V data
format of the audio/video source through a data block some-
times referred to as an “InfoFrame.” In the case of HDMI, this
InfoFrame is typically compliant with one or more revisions
of EIA/CEA-861, an industry standard.

[0009] The display device in most digital audio/video inter-
faces typically allows the device’s EDID (Extended Display
Identification Data) information to be read back by the source
device, which is a data structure provided by a digital display
to describe its capabilities to a source (e.g., graphics card,
set-top box). For instance, the EDID enables a source device
to know the make and model of the projector to which it is
connected, as well as the capabilities of that projector.
[0010] Although the EDID of a display device provides for
some level of security by allowing a source device to deter-
mine the type and capability of such a display device, as
currently implemented by most consumer electronics digital
display devices, the data block on an EDID itselfis not secure,
and may be subject to spoofing or may otherwise become
compromised. Although HDCP (High-bandwidth Digital
Content Protection) protects audio/video data being transmit-
ted via HDMI by obfuscating the data, in the event that the
security of the HDCP scheme is compromised, the potential
for spoofing of the EDID allows for a potential breach in the
security of the system.

[0011] It is desirable to address the limitations in the art.
For example, it may be desirable to provide a method or
system for using a digital audio/video source device, using
common digital audio/video interfaces, such as HDMI or
DVI, to verify that a digital audio/video display device is a
genuine, trustworthy device without relying solely on the
EDID of'the display device to confirm the identity and secu-
rity of such a display device. Furthermore, it is desirable to
provide a method that can be used to retrofit existing deployed
products with these authentication capabilities.

SUMMARY

[0012] Systems and methods are disclosed with reference
to certain exemplary embodiments, by which a multimedia
source device communicates to a display device, allowing the
multimedia source device to confirm the identity of the dis-
play device (and vice-versa) and confirm its trustworthiness
through a trust authority. Other aspects and advantages of
various aspects of the present invention can be seen upon
review of the figures and of the detailed description that
follows.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] By way of example, reference will now be made to
the accompanying drawings, which are not to scale.

[0014] FIG. 1illustrates an exemplary HDMI-based digital
audio/video interface.

[0015] FIG. 2 illustrates an exemplary computing device
that may be used to implement aspects of certain embodi-
ments of the present invention.

[0016] FIG. 3 illustrates an exemplary implementation of
certain aspects of the present invention, in which a data packet
sent by a source device to a display device is in the form of an
InfoFrame, as used in the HDMI protocol.

[0017] FIG. 4 illustrates another exemplary implementa-
tion of certain aspects of the present invention.
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DETAILED DESCRIPTION

[0018] Those of ordinary skill in the art will realize that the
following description of the present invention is illustrative
only and not in any way limiting. Other embodiments of the
invention will readily suggest themselves to such skilled per-
sons, having the benefit of this disclosure. Reference will now
be made in detail to specific implementations of the present
invention as illustrated in the accompanying drawings. The
same reference numbers will be used throughout the draw-
ings and the following description to refer to the same or like
parts.

[0019] Further, certain figures in this specification are flow
charts illustrating methods and systems. It will be understood
that each block of these flow charts, and combinations of
blocks in these flow charts, may be implemented by computer
program instructions. These computer program instructions
may be loaded onto a computer or other programmable appa-
ratus to produce a machine, such that the instructions which
execute on the computer or other programmable apparatus
create structures for implementing the functions specified in
the flow chart block or blocks. These computer program
instructions may also be stored in a computer-readable
memory that can direct a computer or other programmable
apparatus to function in a particular manner, such that the
instructions stored in the computer-readable memory pro-
duce an article of manufacture including instruction struc-
tures which implement the function specified in the flow chart
block or blocks. The computer program instructions may also
be loaded onto a computer or other programmable apparatus
to cause a series of operational steps to be performed on the
computer or other programmable apparatus to produce a
computer implemented process such that the instructions
which execute on the computer or other programmable appa-
ratus provide steps for implementing the functions specified
in the flow chart block or blocks.

[0020] Accordingly, blocks of the flow charts support com-
binations of structures for performing the specified functions
and combinations of steps for performing the specified func-
tions. It will also be understood that each block of the flow
charts, and combinations of blocks in the flow charts, can be
implemented by special purpose hardware-based computer
systems which perform the specified functions or steps, or
combinations of special purpose hardware and computer
instructions.

[0021] For example, any number of computer program-
ming languages, such as C, C++, C# (C-Sharp), Perl, Ada,
Python, Pascal, SmallTalk, FORTRAN, assembly language,
and the like, may be used to implement aspects of the present
invention. Further, various programming approaches such as
procedural, object-oriented or artificial intelligence tech-
niques may be employed, depending on the requirements of
each particular implementation. Compiler programs and/or
virtual machine programs executed by computer systems
generally translate higher level programming languages to
generate sets of machine instructions that may be executed by
one or more processors to perform a programmed function or
set of functions.

[0022] The term “machine-readable medium” should be
understood to include any structure that participates in pro-
viding data which may be read by an element of a computer
system. Such a medium may take many forms, including but
not limited to, non-volatile media, volatile media, and trans-
mission media. Non-volatile media include, for example,
optical or magnetic disks and other persistent memory. Vola-
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tile media include dynamic random access memory (DRAM)
and/or static random access memory (SRAM). Transmission
media include cables, wires, and fibers, including the wires
that comprise a system bus coupled to processor. Common
forms of machine-readable media include, for example, a
floppy disk, a flexible disk, a hard disk, a magnetic tape, any
other magnetic medium, a CD-ROM, a DVD, any other opti-
cal medium.

[0023] FIG. 2 is an exemplary diagram of a computing
device 200 that may be used to implement aspects of certain
embodiments of the present invention. Computing device 200
may include a bus 201, one or more processors 205, a main
memory 210, a read-only memory (ROM) 215, a storage
device 220, one or more input devices 225, one or more output
devices 230, and a communication interface 235. Bus 201
may include one or more conductors that permit communi-
cation among the components of computing device 200.
[0024] Processor 205 may include any type of conventional
processor, microprocessor, or processing logic that interprets
and executes instructions. Main memory 210 may include a
random-access memory (RAM) or another type of dynamic
storage device that stores information and instructions for
execution by processor 205. ROM 215 may include a con-
ventional ROM device or another type of static storage device
that stores static information and instructions for use by pro-
cessor 205. Storage device 220 may include a magnetic and/
or optical recording medium and its corresponding drive.
[0025] Input device(s) 225 may include one or more con-
ventional mechanisms that permit a user to input information
to computing device 200, such as a keyboard, a mouse, a pen,
a stylus, handwriting recognition, voice recognition, biomet-
ric mechanisms, and the like. Output device(s) 230 may
include one or more conventional mechanisms that output
information to the user, including a display, a printer, a
speaker, and the like. Communication interface 235 may
include any transceiver-like mechanism that enables comput-
ing device 200 to communicate with other devices and/or
systems. For example, communication interface 235 may
include mechanisms for communicating with another device
or system via a network, such as network 105.

[0026] As will be described in detail below, computing
device 200 may perform operations based on software
instructions that may be read into memory 210 from another
computer-readable medium, such as data storage device 220,
or from another device via communication interface 235. The
software instructions contained in memory 210 cause proces-
sor 205 to perform processes that will be described later.
Alternatively, hardwired circuitry may be used in place of or
in combination with software instructions to implement pro-
cesses consistent with the present invention. Thus, various
implementations are not limited to any specific combination
of hardware circuitry and software.

[0027] In certain embodiments, the present invention pro-
vides for a method or system for a digital audio/video source
device, using common digital audio/video interfaces, such as
HDMI or DVI, to verify that a digital audio/video display
device is secure without relying solely on the EDID of the
display device to confirm the identity and security of such
display device. As disclosed herein, a method and system is
described in which a data packet is sent by a digital audio/
video source device through a common digital audio/video
interface to a display device. In one embodiment, the data
packet is transmitted as in-band data along with the audio/
video data being sent to the display device.
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[0028] In that case, the display device receives the data
packet and, if the display device is a secure device, it securely
signs the data packet and allows the signature to be read back
by the source device. In one embodiment, the display device
incorporates a firmware patch that enables the display device
to recognize the data packet and securely sign the data packet.
Such a firmware patch is installed by the display device
manufacturer, or is securely transmitted to the display device
through any of numerous secure protocols that are known to
those of skill in the art. In another embodiment, the display
device’s ability to recognize and sign the data packet is
included in its hardware.

[0029] Upon receipt of the signed data packet, the source
device determines the identity of the display device, and
verifies, independently of the EDID provided by the display
device, whether the display device is secure or otherwise
compatible with the source device, via a look-up table, data-
base, installed firmware, or any other suitable mechanism. In
one embodiment, the signature identifies the manufacture and
type of device signing the data packet. In another embodi-
ment, the signature is unique to every instance of a display
device.

[0030] Inyetanother embodiment, the data packet sent by
the source device is in the form of an InfoFrame, as used in the
HDMI protocol. FIG. 3 illustrates an exemplary implemen-
tation of this arrangement (300). The InfoFrame (310) is
securely signed by the display device using any of numerous
trusted techniques known to those skilled in the art (such as
RSA signing), allowing the source device to ensure that the
signature securely and uniquely identifies the display device.
Once a unique, trusted identity has been established for the
display device, the source device can look up the display
device’s identity using a device trust authority.

[0031] In one embodiment, the secure certificate authority
uses commonly known public key infrastructure (PKI) tech-
niques, and the resulting signature provides secure identifi-
cation of the device. The specific identity of the device is then
verified independently of the claimed device manufacturer. In
such an embodiment, it is assumed that the display device has
a PKI key-set assigned to it, for example through a firmware
patch or as integrated by a manufacturer in hardware.

[0032] In this embodiment, a data structure, including a
new one as described herein according to aspects of the
present invention, is transmitted through the InfoFrame
method to the display device, and the display device then
creates a hash of'the InfoFrame data (using an algorithm such
as SHA-1 or any other suitable algorithm). The display device
then encrypts the hash using its Private Key to generate a
signature block (see, e.g., item 355 in FIG. 3). The display
device then stores its Public Key and the signature block into
a memory device located on the DDC channel.

[0033] The source device then reads the memory (and sig-
nature) back across the DDC channel (120) after waiting a
period of time (to give the display device time to generate the
signature).

[0034] The source device then verifies the signature using
the display device’s Public Key. The display device’s status is
then verified by searching through a database of trusted
devices using the display device’s Public Key (see, e.g., item
345in FIG. 3). The source device then determines whether to
commence or continue sending the display device its digital
audio/video data.

[0035] As an extension to this concept, a display chain
consisting of multiple display devices in series, with the out-
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put of one display device (e.g., an AV receiver) feeding the
input of another display device (e.g., a projector), can also be
verified. The verification follows standard PKI-based daisy-
chained authentication through signature chaining In this sce-
nario, the first display device either replaces or adds its sig-
nature to the InfoFrame that it then relays to the next display
device; each display device either replaces the InfoFrame
data with its own signature, or chains its signature to the code
in the InfoFrame. The source device can then read back the
signature over EDID from each display device in the chain,
verifying each link on the way; or the source could verify all
the embedded signatures in a chained-signature-block from
the final display device in the chain.

[0036] FIG. 4 illustrates another exemplary implementa-
tion (400) of certain aspects of the present invention. During
a manufacturing phase (410), at step (415) a PKI key set is
assigned to and stored in a multimedia source device such as
HDMI transmitter (402), and at step (417) a corresponding
PKI key set is assigned to and stored in a multimedia sink
device such as HDMI display/receiver (405). During initial-
ization phase (420), an electrical connection (425) is estab-
lished between transmitter (402) and display/receiver (405)
for transmitting an audio/video data stream from transmitter
(402) to display/receiver (405).

[0037] During authentication phase (430), at step (431) an
authentication data structure is generated at transmitter (402)
for transmission from transmitter (402) to display/receiver
(405). In one embodiment the authentication structure may
comprise a unique data “blob” for each audio/video data
stream transmission session. The blob may comprise any
suitable data, such a combination of a predetermined still
video pattern and/or configuration data unique to transmitter
(402) such as an identifier (e.g., MAC address) of a network-
ing facility (e.g., Ethernet port) on the transmitter (402). At
part of step 431, the authentication data structure (e.g.,
“blob”) may be signed with the PKI private key associated
with the transmitter (402).

[0038] Atstep (432), the blob, the transmitter’s PKI public
key, and a unique signature block are inserted into an InfoF-
rame or a video frame, along with markers to indicate an
authentication process request. At step (433), the authentica-
tion data structure is transmitted from transmitter (402) to
display/receiver (405) within an audio/video data stream
between transmitter (402) and display/receiver (405) (e.g.,
within the in-band audio/video HDMI data stream across the
primary HDMI channel, within an InfoFrame or video
frame).

[0039] Atstep (434), display/receiver (405) detects that the
incoming audio/video data stream contains an in-band
authentication request and authentication structure, then cre-
ates a hash of a portion of said authentication data structure
(e.g., verifies the integrity of the received blob, public key,
and signature block), and encrypts the hash using a private
key associated with display/receiver (405) to generate its own
signature block.

[0040] At step (435), after waiting a sufficient amount of
time for display/receiver (405) to perform step (434), trans-
mitter (402) transmits an authentication request to display/
receiver (405) to obtain the Device ID of display/receiver
(405), along with the PKI public key of display/receiver (405)
and the signature block created by display/receiver (405) in
step (434).

[0041] At step (436), the Device ID of display/receiver
(405), along with the PKI public key of display/receiver (405)
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and the signature block created by display/receiver (405) in
step (434) are sent from display/receiver (405) to transmitter
(402) (e.g., via HDMI DDC and/or CEC channels).
[0042] At step (437), transmitter (402) checks the informa-
tion sent from display/receiver (405) to transmitter (402) in
step (436), based on the public key associated with display/
receiver (405). The trustworthiness of display/receiver (405)
is verified in one embodiment by searching through a data-
base of trusted devices based on the public key associated
with display/receiver (405).
[0043] At session control phase (440), the audio/video data
stream transmission session continues its normal operation
(e.g., by performing HDCP session control).
[0044] The entire contents of each of the following docu-
ments are hereby incorporated by reference as if fully set forth
herein: United States Published Patent Application Nos.
2008/0126591 A1,2009/0260043 A1, and 2007/0200918 A1,
U.S. Pat. Nos. 6,914,637 and 7,565,649, and CEA Standard
CEA-861-E (March, 2008) entitled “A DTV Profile for
Uncompressed High Speed Digital Interfaces.”
[0045] While the above description contains many specit-
ics and certain exemplary embodiments have been described
and shown in the accompanying drawings, it is to be under-
stood that such embodiments are merely illustrative of and
not restrictive on the broad invention, and that this invention
not be limited to the specific constructions and arrangements
shown and described, since various other modifications may
occur to those ordinarily skilled in the art, as mentioned
above. The invention includes any combination or subcom-
bination of the elements from the different species and/or
embodiments disclosed herein.

We claim:

1. A method for verifying the trustworthiness of connected
multimedia devices, comprising:

storing a public key infrastructure (PKI) key set in said

multimedia sink device;
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storing a matching PKI key set in a multimedia source
device;

establishing an electrical connection between said multi-
mediasource device and said multimedia sink device for
transmitting an audio/video data stream from said mul-
timedia source device to said multimedia sink device;

generating an authentication data structure for transmis-
sion from said multimedia source device to said multi-
media sink device;

at said multimedia source device, creating a hash of a
portion of said authentication data structure, and
encrypting said hash using a private key associated with
said multimedia source device to generate a signature
block;

transmitting said authentication data structure from said
multimedia source device to said multimedia sink device
within an audio/video data stream between said multi-
media source device and said multimedia sink device;

at said multimedia sink device, detecting said authentica-
tion data structure, creating a hash of a portion of said
authentication data structure, and encrypting said hash
using a private key associated with said multimedia sink
device to generate a signature block;

transmitting an authentication request from said multime-
dia source device to said multimedia sink device;

transmitting said signature block and a public key associ-
ated with said multimedia sink device from said multi-
media sink device to said multimedia source device;

at said multimedia source device, verifying said signature
block based on said public key associated with said
multimedia sink device; and

verifying the trustworthiness of said multimedia sink
device by searching through a database of trusted
devices based on said public key associated with said
multimedia sink device.
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