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ABSTRACT

The present technology relates to a reception
device, a transmission device, and a data processing
method that enable a flexible operation of a service
using an application that accompanies content.

A reception device includes: a reception unit that
receives content; an acquisition unit that acquires an
application in accordance with acquisition source
information indicating an acquisition source of the
application accompanying the content, the acquisition
source information being included in control information
transmitted together with the content; and a control unit
that instantly starts the acquired application. The
present technology can be applied to a television set

capable of receiving digital broadcasts, for example.
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DESCRIPTION
RECEPTION DEVICE, TRANSMISSION DEVICE, AND DATA
PROCESSING METHOD

TECHNICAL FIELD
[0001]

The present technology relates to a reception
device, a transmission device, and a data processing
method, and more particularly, to a reception device, a
transmission device, and a data processing method that
enable a flexible operation of a service using an

application that accompanies content.

BACKGROUND ART
[0002]

It is known that application control information
such as an application information table (AIT) is used in
performing delivery lifecycle control for an application
accompanying content such as a program or a commercial
(this application will be hereinafter simply referred to
as the application). With this application control
information, it is possible to control the start and the
end of the application.

[0003]

Meanwhile, there is a problem of a possibility that
the application will be replaced with a malicious
application unintended by the content provider, through a
fraudulent act such as so-called broadcast hijacking
{(broadcast signal intrusion).

[0004]

A method of constructing a full-fledged application
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authentication platform using Public Key Infrastructure
(PKI) or the like might be considered as a solution to
this kind of problem, but constructing a full-fledged
platform only for application authentication is not
realistic from a cost perspective. Also, digital rights
management (DRM) is known as a mechanism for protecting
the copyrights of content (see Patent Document 1, for

example) .

CITATION LIST

PATENT DOCUMENT

[0005]

Patent Document 1: WO 2014/080783 Al

SUMMARY OF THE INVENTION
PROBLEMS TO BE SOLVED BY THE INVENTION
[0006]

While the application lifecycle control is
simplified, there is a demand for suggestions for
providing an application in a secure manner at low costs,
and flexibly operating a service using an application
that accompanies content.

[0007]

The present technology has been made in view of
such circumstances, and aims to enable a flexible
operation of a service using an application that

accompanies content.

SOLUTIONS TO PROBLEMS
[0008]

A reception device according to a first aspect of
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the present technology is a reception device that
includes: a reception unit that receives content; an
acqguisition unit that acquires an application in
accordance with acquisition source information indicating
an acguisition source of the application accompanying the
content, the acquisition source information being
included in control information transmitted together with
the content; and a control unit that instantly starts the
acquired application.

[0009]

The reception device according to the first aspect
of the present technology may be an independent device or
may be an internal block forming one device. Meanwhile,
a data processing method according to the first aspect of
the present technology is a data processing method
compatible with the above described reception device
according to the first aspect of the present technology.
[0010]

In the reception device and the data processing
method according to the first aspect of the present
technology, content is received, an application
accompanying the content is acquired in accordance with
acquisition source information that is included in
control information transmitted together with the content
and indicates the acquisition source of the application,
and the acquired application is instantly started.

[0011]

A transmission device according to a second aspect
of the present technology is a transmission device that
includes: a generation unit that generates control

information for causing an acquired application to be
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instantly started, the control information including
acquisition source information indicating an acquisition
source of the application accompanying content; and a
transmission unit that transmits the control information
together with the content.

[0012]

The transmission device according to the second
aspect of the present technology may be an independent
device or may be an internal block forming one device.
Meanwhile, a data processing method according to the
second aspect of the present technology is a data
processing method compatible with the above described
transmission device according to the second aspect of the
present technology.

[0013]

In the transmission device and the data processing
method according to the second aspect of the present
technology, control information that includes acquisition
socurce information indicating the acquisition source of .
an application accompanying content and is for causing
the acquired application to be instantly started, and the
control information is transmitted together with the
content.

[0014]

A reception device according to a third aspect of
the present technology is a reception device that
includes: a reception unit that receives content; an
acquisition unit that acquires an application
accompanying the content, the application being protected
by digital rights management (DRM) of the content; a

verification unit that verifies whether the acquired
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application is a legitimate application; and a control
unit that starts the application in a case where the
application is recognized as a legitimate application.
[0015]

The reception device according to the third aspect
of the present technology may be an independent device or
may be an internal block forming one device. Meanwhile,
a data processing method according to the third aspect of
the present technology is a data processing method
compatible with the above described reception device
according to the third aspect of the present technology.
[0016]

In the reception device and the data processing
method according to the third aspect of the present
technology, content is received, an application that
accompanies the content and is protected by digital
rights management (DRM) of the content is acquired,
verification is performed to determine whether the
acquired application is a legitimate application, and the
application is started in a case where the application is
recognized as a legitimate application.

[0017]

A transmission device according to a fourth aspect
of the present technology is a transmission device that
includes: a protection unit that protects an application
accompanying content by digital rights management (DRM)
of the content; and a transmission unit that transmits
the content and the application, the content and the
application being protected by the same digital rights
management (DRM) .

[0018]
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The transmission device according to the fourth
aspect of the present technology may be an independent
device or may be an internal block forming one device.
Meanwhile, a data processing method according to the
fourth aspect of the present technology is a data
processing method compatible with the above described
transmission device according to the fourth aspect of the
present technology.

[0019]

In the transmission device and the data processing
method according to the fourth aspect of the present
technology, an application accompanying content is
protected by digital rights management (DRM) of the
content, and the content and the application that are
protected by the same digital rights management (DRM) are

transmitted.

EFFECTS OF THE INVENTION
[0020]

According to the first through fourth aspects of
the present technology, it is possible to flexibly

operate a service using an application that accompanies

content.
[0021]

It should be noted that the effects of the present
technology are not necessarily limited to the effects
described herein, and may include any of the effects

described in the present disclosure.

BRIEF DESCRIPTION OF DRAWINGS
[0022]
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Fig. 1 is a diagram showing an example
configuration of a transmission system according to a
first embodiment.

Fig. 2 1s a diagram showing an example
configuration of a DASH server.

Fig. 3 is a diagram showing an example
configuration of a signaling server.

Fig. 4 is a diagram showing an example
configuration of an application server.

Fig. 5 is a diagram showing an example
configuration of a broadcast server.

Fig. 6 is a diagram showing an example
configuration of a client device.

Fig. 7 is a diagram showing an overview of
application control in accordance with application URLs.

Fig. 8 is a flowchart for explaining the flow of
processing on the transmission side in a case where
application control in accordance with application URLSs
is performed.

Fig. 9 is a flowchart for explaining the flow of
processing on the reception side in a case where
application control in accordance with application URLs
is performed.

Fig. 10 is a diagram showing an example description
of MPD metadata according tc an MPD event method.

Fig. 11 is a flowchart for explaining the flow of
processing on the transmission side in a case where
application control depending on events according to the
MPD event method is performed.

Fig. 12 is a flowchart for explaining the flow of

processing on the reception side in a case where
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application control depending on events according to the
MPD event method is performed.

Fig. 13 is a diagram showing an example disposition
of a DASHEventMessageBox according to an in-band event
method.

Fig. 14 is a flowchart for explaining the flow of
processing on the transmission side in a case where
application control depending on events according to the
in~-band event method is performed.

Fig. 15 is a flowchart for explaining the flow of
processing on the reception side in a case where
application control depending on events according to the
in-band event method is performed.

Fig. 16 is a diagram showing an example
configuration of a transmission system according to a
second embodiment.

Fig. 17 is a diagram showing an example
configuration of a stream server.

Fig. 18 is a diagram showing an example
configuration of a DASH server.

Fig. 19 is a diagram showing an example
configuration of an application server.

Fig. 20 is a diagram showing an example
configuration of a client device.

Fig. 21 is a diagram showing an overview of an
application digest.

Fig. 22 is a diagram showing an example syntax of
an application digest.

Fig. 23 is a diagram showing an example of
digest type.

Fig. 24 is a diagram showing an example of the data
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format of a segment compliant with ISOBMFF.

Fig. 25 1s a diagram for explaining an overview of
a watermark storage method.

Fig. 26 is a diagram showing a method of storing an
application digest using a video watermark.

Fig. 27 is a diagram showing an example syntax of a
watermark payload.

Fig. 28 is a diagram showing an example syntax of a
WM message block.

Fig. 29 is a diagram showing an example of a WM
message ID.

Fig. 30 is a flowchart for explaining the flow of
processing on the transmission side in a case where the
watermark storage method is adopted.

Fig. 31 is a flowchart for explaining the flow of
processing on the reception side in a case where the
watermark storage method is adopted.

Fig. 32 is a diagram for explaining an overview of
a non-VCL-NAL unit storage method.

Fig. 33 is a flowchart for explaining a flow of
processing on the transmission side in a case where the
non-VCL-NAL unit storage method is adopted.

Fig. 34 is a flowchart for explaining a flow of
processing on the reception side in a case where the non-
VCL-NAL unit storage method 1s adopted.

Fig. 35 is a diagram showing an example format of
SLT.

Fig. 36 is a diagram showing an example format of
UsSD.

Fig. 37 is a diagram showing an example format of

S-TSID.
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Fig. 38 is a diagram showing an example extension
of an applicationUrl element of MPD metadata.

Fig. 39 is a diagram showing an example format of
S-TSID.

Fig. 40 is a diagram showing an example format of
SrcFlow.

Fig. 41 is a diagram showing an example format of
EFDT.

Fig. 42 is a diagram showing an example extension
of an EFDT-Instance element or a File element.

Fig. 43 is a diagram showing an example

configuration of a computer.

MODES FOR CARRYING OUT THE INVENTION
[0023]

The following is a description of embodiments of
the present technology, with reference to the drawings.
It should be noted that explanation will be made in the
following order.

[0024]

1, First embodiment: Application lifecycle control

(1) System configuration

(2) Application control in accordance with
application URLs

(3) Application control in accordance with
application control events

(A) MPD event method

{(B) In-band event method

2. Second embodiment: secure provision of
applications

(1) System configuration
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(2) Overview of an application digest

(3) Application digest transmission methods

(A) Watermark storage method

(B) Non-VCL-NAL unit storage method

3. Examples of signaling

4. Modifications

5. Example configuration of a computer
[0025]

<l. First Embodiment: Application Lifecycle
Control>
[0026]

There is a demand for suggestions for implementing
a control model of an application in a simple manner when
a service using the application accompanying content such
as a program or a commercial is provided. For example,
Advanced Television Systems Committee (ATSC) 3.0, which
is currently being developed and is a next-generation
broadcasting standard in the United States, has
considered the use of an application signaling table
(AST) in application delivery lifecycle control. However,
there is a demand for simpler implementation of a control
model of an application, other than the use of an AST.
[0027]

Therefore, in the present technology, only the
Uniform Resource Locator (URL) (hereinafter referred to
as the application URL) of the application that is
started in conjunction with content is described in
signaling. In a case where a service (channel) is
selected, the application is acquired in accordance with
the application URL described in the signaling, so that

the acquired application is instantly started.
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[0028]

That is, in the present technology, lifecycle
control on individual applications controlled by
application control information such as AST or AIT is not
performed, but one or more application URLs bound to the
service (channel) or a specific time zone (such as
program time frame or a commercial time frame) are
described in signaling, so that the current application
is acquired and is instantly started in a case where the
application URL is described in signaling.

[0029]

In the following, simplification of application
lifecycle control using an application URL is described
as a first embodiment.

[0030]

{1) System Configuration
[0031]

{Configuration of a Transmission System)

Fig. 1 is a diagram showing an example
configuration of an embodiment (the first embodiment) of
a transmission system to which the present technology is
applied. Note that the term "system" means a group of a
plurality of devices logically gathered.

[0032]

In Fig. 1, a transmission system 1 is formed with a
transmission-side system 5 and a client device 60 on the
reception side. In the transmission system 1, data
transmitted from the transmission-side system 5 is
received by the client device 60 via a transmission
channel 80 or the Internet 90.

[0033]
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For example, in the transmission system 1, data
transmission compliant with a predetermined standard such
as ATSC 3.0 is performed. It should be noted that, in
ATSC 3.0, it is assumed that more sophisticated services
are to be provided by introducing not the MPEG2-TS
(Transport Stream) method currently widely used as a
transmission method, but an IP transmission method that
uses, in digital broadcasting, Internet Protocol (IP)
packets that are commonly used in the communications
fields.

[0034]

The transmission-side system 5 performs processing
for transmitting data compliant with a predetermined
standard such as ATSC 3.0, for example. The
transmission-side system 5 includes a DASH server 10, a
signaling server 20, an application server 30, a
broadcast server 40, and a communication server 50.

[0035]

The DASH server 10 is a server for providing
delivery services compatible with MPEG-DASH (Dynamic
Adaptive Streaming over HTTP). Here, MPEG-DASH is a
streaming delivery standard compliant with over-the-top
video (OTT-V), and is a standard related to adaptive
streaming delivery using a streaming protocol based on
Hyper Text Transfer Protocol (HTTP).

[0036]

This MPEG-DASH standard specifies a manifest file
for writing metadata that is management information about
video and audio files, and a file format for transmitting
video content. It should be noted that the former, which

is a manifest file, is referred to as Media Presentation
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Description (MPD). Furthermore, the latter, which is a
file format, is also referred to as a segment format.
[0037]

The DASH server 10 receives data for generating MPD
metadata from the outside, data of content, and the like.
The DASH server 10 generates MPD metadata in accordance
with the data from the outside, and transmits the MPD
metadata to the signaling server 20. The DASH server 10
also generates a file of a segment of content such as a
program or a commercial (such a segment will be
hereinafter also referred to as a DASH segment) in
accordance with the data from the outside, and transmits
the file to the broadcast server 40 or the communication
server 50.

[0038]

The application server 30 receives data and the
like for generating an application from the outside. The
application server 30 generates an application URL
indicating the acquisition source of the application in
accordance with the data from the outside, and transmits
the application URL to the signaling server 20. The
application server 30 also generates the application to
be identified by the application URL in accordance with
the data from the outside, and transmits the application
to the broadcast server 40 or the communication server 50.
[0039]

It should be noted that the application is an
application that accompanies content such as programs and
commercials. Furthermore, an application that
accompanies content may be a markup language such as

Hyper Text Markup Language 5 (HTML5) or an application
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developed in a script language such as JavaScript
(registered trademark) can be used, for example.
[(0040]

The application server 30 also generates an event
for controlling the operation of the application {(this
event will be hereinafter referred to as the application
control event), and transmits the event to the DASH
server 10. The DASH server 10 can store the application
control event transmitted from the application server 30
into the MPD metadata or the DASH segment.

[0041]

The signaling server 20 receives data for
generating a signal, from the outside. The signaling
server 20 also receives the MPD metadata from the DASH
server 10 and the application URL from the application
server 30. The signaling server 20 generates a signal in
accordance with data from the outside, the MPD metadata,
and the application URL, and transmits the signal to the
broadcast server 40 or the communication server 50.
[0042]

Here, according to ATSC 3.0, it is assumed that
Link Layer Signaling (LLS) signaling and Service Layer
Signaling (SLS) signaling are used as signaling, for
example. LLS signaling i1s signaling acquired prior to
SLS signaling, and SLS signaling is acquired according to
the information included in the LLS signaling. SLS
signaling is service-unit signaling.

[0043]

LLS signaling includes metadata such as a service

list table (SLT). The SLT metadata includes basic

information indicating the configurations of streams and
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services in the broadcast network, such as information
(tuning information) necessary for channel selection for
a service.

[0044]

SLS signaling includes metadata such as User
Service Description (USD), Service-based Transport
Session Instance Description (S-TSID), or Media
Presentation Description (MPD). USD metadata includes
information such as the acquisition sources of other
metadata. It should be noted that USD is sometimes
referred to as User Service Bundle Description (USBED).
[0045]

S-TSID metadata is an extension of LCT Session
Instance Description (LSID) for ATSC 3.0, and is control
information for the Real-time Object Delivery over
Unidirectional Transport (ROUTE) protocol. It should be
noted that ROUTE is a protocol for streaming file
transfer, and is an extension of File Delivery over
Unidirectional Transport (FLUTE).

[0046]

As described above, the MPD metadata is management
information for files of video and audio files to be
streamed. It should be noted that metadata such as SLT,
USD, S-TSID, and MPD can be described in a markup
language such as Extensible Markup Language (XML), for
example.

[0047]

The signaling server 20 generates LLS signaling
including the SLT metadata, and the SLS signaling
including USD metadata, S-TSID metadata, and MPD metadata.

However, the signaling server 20 processes the MPD
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metadata generated by the DASH server 10 as SLS signaling.
The signaling server 20 further incorporates the
application URL generated by the application server 30
into metadata such as SLT, USD, S-TSID, or MPD.

[o04s8]

The broadcast server 40 is a transmitter capable of
performing data transmission compliant with digital
broadcasting standards such as ATSC 3.0.

[0049]

The broadcast server 40 receives the DASH segment
transmitted from the DASH server 10, the signaling
transmitted from the signaling server 20, and (a file of)
the application transmitted from the application server
30. The broadcast server 40 processes the DASH segment,
the signaling, and (the file of) the application, and
transmits (simultaneously broadcasts) the results via the
transmission channel 80.

[0050]

Locally Cached Content (LCC) content is also input
to the broadcast server 40. LCC content is content to be
reproduced after being temporarily stored into a storage
in the client device 60. The broadcast server 40
processes (a file of) the LCC content inputted thereto,
and transmits (simultaneously broadcasts) the LCC content
via the transmission channel 80.

[0051]

The communication server 50 i1s a server that
provides various kinds of data via the Internet 90 in
response to a request from the client device 60 connected
to the Internet 90.

[0052]
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The communication server 50 receives the DASH
segment transmitted from the DASH server 10, the
signaling transmitted from the signaling server 20, and
(a file of) the application transmitted from the
application server 30. The communication server 50
processes the DASH segment, the signaling, and (the file)
of the application. Then, in response to a request from
the client device 60, the communication server 50
transmits various kinds of files via the Internet 90.
[0053]

The client device 60 is a receiver capable of
receiving transmission data compliant with digital
broadcast standards such as ATSC 3.0. For example, the
client device 60 is a fixed receiver such as a television
set or a set top box, or a mobile receiver such as a
smartphone, a mobile phone, or a tablet computer.
Alternatively, the client device 60 may be a device
mounted on an automobile such as an in-vehicle television
set, for example.

[0054]

The client device 60 receives and processes files
of DASH segments, signaling, LCC content, or the like
transmitted (simultaneously broadcast) from the broadcast
server 40 via the transmission channel 80, to output
videos and sounds of content such as broadcast programs.
[0055]

Furthermore, in a case where the client device 60
has a communication function, the client device 60 can
access the communication server 50 via the Internet 90
and acgquire various kinds of files. For example, the

client device 60 receives and processes a file of a DASH
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segment, MPD metadata, and the like that are transmitted
(adaptively streamed) from the communication server 50
via the Internet 90, to output videos and sounds of
content such as video-on-demand (VOD) programs.

[0056]

The client device 60 also acquires an application
distributed from the broadcast server 40 or the
communication server 50 in accordance with the
application URL included in signaling transmitted from
the broadcast server 40 or the communication server 50,
and instantly starts the acquired application.

[0057]

By doing so, the client device 60 executes an
application that is acqguired via broadcasting or
communication and accompanies content acquired via the
broadcasting or communication. However, the application
may not be explicitly displayed as some information, but
may be invisibly operated (in the background) (in some
cases, an application may start without being recognized
by the user).

[0058]

Further, in a case where an application control
event i1s stored in the MPD metadata or the DASH segment,
the client device 60 controls the operation of the
application in accordance with the application control
event.

[0059]

It should be noted that, in the transmission system
1, the transmission channel 80 may be formed with, for
example, satellite broadcasting using a broadcasting

satellite (BS) or a communications satellite (CS), cable
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broadcasting using cables (CATV), or the like, in
addition to terrestrial waves (terrestrial broadcasting).
[0060]

Here, in the transmission system 1 shown in Fig. 1,
only one client device 60 is shown for ease of
explanation. However, a plurality of client devices 60
can be provided, and a digital broadcast signal
transmitted (simultaneously broadcast) by the
transmission-side system 5 can be simultaneously received
by the plurality of client devices 60 via the
transmission channel 80.

[0061]

A plurality of transmission-side systems 5 can also
be provided. Each of the plurality of transmission-side
systems 5 transmits a digital broadcast signal including
a broadcast stream in a separate channel, or in a
separate frequency band, for example, and the client
device 60 can select the channel for receiving the
broadcast stream from among the respective channels of
the plurality of transmission-side systems 5.

[0062]

Referring now to Figs. 2 through 6, the
configurations of the DASH server 10, the signaling
server 20, the application server 30, and the broadcast
server 40 of the transmission-side system 5, and the
configuration of the client device 60 in the transmission
system 1 shown in Fig. 1 are described. It should be
noted that, although the configuration of the
communication server 50 is not specifically described
herein, the communication server 50 has a configuration

similar to that of a general server having a
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communication function.
[0063]

(Configuration of the DASH Server)

Fig. 2 is a diagram showing an example
configuration of the DASH server 10 shown in Fig. 1.
[0064]

In Fig. 2, the DASH server 10 includes a reception

unit 101, a processing unit 102, and a transmission unit

103.
[0065]

The reception unit 101 receives data for streaming
delivery from an external server (not shown) or the like,
and supplies the data to the processing unit 102. 1In a
case where the reception unit 201 receives an application
control event from the application server 30, the
reception unit 201 also supplies the application control
event to the processing unit 102. It should be noted
that an application control event will be described later
in detail.

[0066]

The processing unit 102 processes the data supplied
from the reception unit 101, and supplies the processed
data to the transmission unit 103. The processing unit
102 also includes an MPD generation unit 111 and a DASH
segment generation unit 112.

[0067]

The MPD generation unit 111 generates MPD metadata
in accordance with the data supplied from the reception
unit 101. In a case where an application control event
is supplied from the reception unit 201 (where the later

described MPD event method is adopted), the MPD
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generation unit 111 also stores the application control
event into the MPD metadata.
[0068]

The DASH segment generation unit 112 generates a
DASH segment, in accordance with the data supplied from
the reception unit 101. It should be noted that the DASH
segment is compliant with ISO Base Media File Format
(ISOBMFF). In a case where an application controcl event
is supplied from the reception unit 201 (where the later
described in-band event method is adopted), the DASH
segment generation unit 112 also stores the application
control event into the DASH segment. However, as will be
described later in detail with reference to Figs. 10
through 15, either the MPD metadata or the DASH segment
should store an application control event.

[0069]

Here, the DASH segment is a segment file obtained
by processing content such as live content (for example,
a live broadcast program such as a sports broadcast)
transmitted from a relay location via a transmission
channel or a communication line, or recorded content (for
example, a recorded program such as a drama) stored in a
storage.

[0070]

The transmission unit 103 transmits the MPD
metadata of the data supplied from the processing unit
102 to the signaling server 20, and transmits the DASH
segment to the broadcast server 40 or the communication
server 50. It should be noted here that, in a case where
the DASH segment is delivered via broadcasting, the data

is transmitted to the broadcast server 40. In a case
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where the DASH segment is delivered via communication,
the data is transmitted to the communication server 50.
[0071]

The DASH server 10 is configured as described above.
(0072]

(Configuration of the Signaling Server)

Fig. 3 is a diagram showing an example
configuration of the signaling server 20 shown in Fig. 1.
[0073]

In Fig. 3, the signaling server 20 includes a
reception unit 201, a processing unit 202, and a
transmission unit 203.

[0074]

The reception unit 201 receives data for generating
signaling from an external server (not shown) or the like,
and supplies the data to the processing unit 202. The
reception unit 201 also receives MPD metadata transmitted
from the DASH server 10 and an application URL
transmitted from the application server 30, and supplies
them to the processing unit 202.

[0075]

The processing unit 202 processes the data supplied
from the reception unit 201, and supplies the data to the
transmission unit 203. The processing unit 202 also
includes a signaling generation unit 211.

[0076]

In accordance with the data supplied from the
reception unit 201, the signaling generation unit 211
generates LLS signaling containing SLT metadata, and SLS
signaling containing USD metadata, S$S-TSID metadata, and

MPD metadata. However, the SLT metadata, the USD



10

15

20

25

30

CA 03010777 2018-07-06

24
SP365596W000

metadata, the S-TSID metadata, or the MPD metadata
includes the application URL generated by the application
server 30.

[0077]

The transmission unit 203 transmits the signaling
supplied from (the signaling generation unit 211 of) the
processing unit 202 to the broadcast server 40 or the
communication server 50. It should be noted here that,
in a case where the signaling is delivered via
broadcasting, the data is transmitted to the broadcast
server 40. In a case where the signaling is delivered
via communication, the data is transmitted to the
communication server 50.

[0078]

The signaling server 20 is configured as described
above.
[0079]

(Configuration of the Application Server)

Fig. 4 is a diagram showing an example
configuration of the application server 30 shown in Fig.
1.

[0080]

In Fig. 4, the application server 30 includes a
reception unit 301, a processing unit 302, and a
transmission unit 303.

[0081]

The reception unit 301 receives data for an
application from an external server (not shown) or the
like, and supplies the data to the processing unit 302.
The processing unit 302 processes the data supplied from

the reception unit 301, and supplies the data to the
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transmission unit 303. The processing unit 302 also
includes an application URL generation unit 311, an
application generation unit 312, and an application
control event generation unit 313.

[0082]

In accordance with the data supplied from the
reception unit 301, the application URL generation unit
311 generates an application URL indicating the
acquisition source of an application. In accordance with
the data supplied from the reception unit 301, the
application generation unit 312 generates the application
to be identified by the application URL.

[0083]

At predetermined timing to cause the application to
perform a predetermined operation, the application
control event generation unit 313 generates an event for
controlling the operation of the application (this event
is an application operation event).

[0084]

The transmission unit 303 transmits the application
URL of the data supplied from the processing unit 302 to
the signaling server 20, and transmits the application to
the broadcast server 40 or the communication server 50.
It should be noted here that, in a case where the
application is delivered via broadcasting, the data is
transmitted tec the broadcast server 40. In a case where
the application is delivered via communication, the data
is transmitted to the communication server 50.

[0085]
In a case where an application operation event is

supplied from (the application control event generation
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unit 313 of) the processing unit 302, the transmission

unit 303 also supplies the application operation event to

the DASH server 10.
[0086]

The application server 30 is configured as

described above.

[0087]

[Configuration of the Broadcast Server]

Fig. 5 is a diagram showing an example

configuration of the broadcast server 40 shown in Fig.

[0088]

In Fig. 5, the broadcast server 40 includes a

reception unit 401, a processing unit 402, and a

transmission unit 403.

[0089]

The reception unit 401 receives a DASH segment

transmitted from the DASH server 10, signaling

transmitted from the signaling server 20, and an

application transmitted from the application server 30,

and supplies them to the processing unit 402.

[0090]

The processing unit 402 performs necessary

processing on the DASH segment, the signaling, and the

application supplied from the reception unit 401, and

supplies them to the transmission unit 403. Here,

processing for generating an IP/UDP packet storing the

data of an LCT session including a DASH segment, SLS

signaling, and an application in the payload, processing

for generating an IP/UDP packet storing the data of LLS

signaling in the payload,

example.

or the like Is performed, for

1.
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{0091

The transmission unit 403 transmits (simultaneously
broadcasts) broadcast waves (a digital broadcast signal)
including the data supplied from the processing unit 402
via the transmission channel 80 through an antenna 421.
[0092]

The broadcast server 40 is configured as described
above.

[0093]

(Configuration of the Client Device)

Fig. 6 is a diagram showing an example
configuration of the client device 60 shown in Fig. 1.
[0094]

In Fig. 6, the client device 60 includes a
processing unit 601, an input unit 602, a reception unit
603, broadcast middleware 604, a DASH client 605, a
decoder 606, an output unit 607, and a communication unit
608.

[0095]

The processing unit 601 performs processing for
controlling operation of each component of the client
device 60 and the 1like.

[0096]

The input unit 602 supplies an operation signal
corresponding to a user operation to the processing unit
601. In accordance with the operation signal supplied
from the input unit 602, the processing unit 601 controls
operation of each component of the client device 60.
[0097]

The reception unit 603 receives and processes

broadcast waves (a digital broadcast signal) transmitted
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(simultaneously broadcast) from the broadcast server 40
via the transmission channel 80 through an antenna 621,
and supplies the resultant data to the broadcast
middleware 604. It should be noted that the reception
unit 603 is formed with a tuner or the like.

[0098]

The broadcast middleware 604 processes the data
supplied from the reception unit 603, and supplies the
data to the processing unit 601 or the DASH client 605.
Here, of the current data to be processed, the MPD
metadata and the DASH segment are supplied to the DASH
client 605, and data such as the application and the
signaling are supplied to the processing unit 601.

[0099]

The MPD metadata and the DASH segment are supplied
from the broadcast middleware 604 to the DASH client 605.
In accordance with the MPD metadata, the DASH client 605
processes the DASH segment. The video and audio data
obtained by processing this DASH segment is supplied to
the deccder 606.

[0100]

The decoder 606 decodes video and audio data
supplied from the DASH client 605, in accordance with
predetermined decoding methods (such as High Efficiency
Video Coding (HEVC)) and Advanced Audio Coding (AAC), for
example). The video and audio data obtained through this
decoding are supplied to the output unit 607.

[0101]

The output unit 607 outputs the video and audio

data supplied from the decoder 606. As a result, in the

client device 60, content such as a program or a
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commercial 1s reproduced, and the video and the sound
thereof are output.
[0102]

Under the control of the processing unit 601, the
communication unit 608 exchanges data with the
communication server 50 via the Internet 90. Of the data
received by the communication unit 608, the MPD metadata
and the DASH segment are supplied to the DASH client 605,
and data such as the application and the signaling are
supplied to the processing unit 601. The processing
performed on these pieces of data acquired via
communication is similar to the above described
processing performed on the data acquired via
broadcasting, and therefore, explanation thereof is not
made herein.

[0103]

The processing unit 601 further includes an
application control unit 611 and a rendering engine 612.
The application control unit 611 controls operation of
the application supplied from the broadcast middleware
604 or the communication unit 608. The rendering engine
612 controls the output unit 607, to generate a video and
sound and the like by rendering video, audio, and
application data.

[0104]

The client device 60 is configured as described
above.
[0105]

(2) Application control in accordance with
application URLs
[0106]
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As described above, there is a demand for a
proposal to implement, in a simple manner, a control
model cof an application that accompanies content such as
a program or a commercial. In the first embodiment, the
application URL of an application that starts in
conjunction with content is described in signaling
(metadata in SLT, USD, S~TSID, MPD, or the like, for
example), so that, in a case where the service is
selected, the application is immediately acquired and
instantly started in accordance with the application URL
described in the signaling in the client device 60.
[0107]

Here, as shown on the left side in Fig. 7, in the
transmission-side system 5 on the transmission side, the
application URL generation unit 311 of the application
server 30 generates the application URL. Meanwhile, the
application is generated by the application generation
unit 312 of the application server 30.

[0108]

Here, the application is developed in a markup
language such as HTML5 or a script language such as
JavaScript (registered trademark), for example, and is
formed with a plurality of files such as HTML document
files and image files. Meanwhile, an application entry
(index.html, for example) is identified by an application
URL. However, an entry means the page that is activated
first in an application.

[0109]

In the transmission-side system 5 on the

transmission side, an application generated by the

application server 30 is transmitted to the client device
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60 on the reception side via the transmission channel 80
(or the Internet 90) by the broadcast server 40 (or the
communication server 50).

[0110]

Also, in the transmission-side system 5 on the
transmission side, an application URL generated by the
application server 30 is incorporated into SLT metadata
or SLS signaling (metadata in USD, S-TSID, MPD, or the
like, for example) generated by (the signaling generation
unit 211 of) the signaling server 20.

[0111]

In the transmission-side system 5 on the
transmission side, signaling generated by the signaling
server 20 1s transmitted to the client device 60 on the
reception side via the transmission channel 80 (or the
Internet 90) by the broadcast server 40 (or the
communication server 50).

[0112]

On the other hand, as shown on the right side in
Fig. 7, the signaling transmitted from the transmission-
side system 5 on the transmission side is received and
processed in the client device 60 on the reception side.
In this signaling, an application URL is included in SLT
metadata or SLS signaling (metadata in USD, S-TSID, MPD,
or the like, for example).

[0113]

The client device 60 on the reception side receives
the application transmitted from the broadcast server 40
{(or the communication server 50), in accordance with the
application URL included in the SLT metadata or the SLS

signaling. The client device 60 on the reception side
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then instantly starts the received application.
[0114]

Here, the started application explicitly displays
some information in some case, or the application is
activated while the background is transparent in some
other case (where nothing is displayed, and the user is
not made to recognize the start of the application).
[0115]

Furthermore, as for the timing to stop the active
application, for example, the application can be stopped
when the current service is switched to another one, with
the trigger being a user operation (such as a service
switching operation with a remote controller) or control
performed on a native application (an embedded
application) in the client device 60.

[0116]

However, even in a case where the service is
switched to another one, if the same application URL is
included in the SLS metadata or the SLS signaling of the
other service, the active application remains in
operation without a stop. In this case, the active
application is notified of the service ID or the major
channel number of the service at the switch destination,
so that the active application can detect that service
switching has occurred.

[0117]

It should be noted that one or more application
URLs can be described as a list in signaling. In a case
where application URLs are described as a list,
activation priority control, activation selection control,

and the like are performed on the applications
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corresponding to those application URLs, in accordance
with the operating environment and the like of the client
devicel60, for example.

[0118]

As described above, in the application control
based on application URLs in the first embodiment, an
application is acquired in accordance with the
application URL included in SLT metadata or SLS signaling
(metadata in USD, S-TSID, MPD, or the like, for example),
and is instantly started. Thus, a control model of an
application can be implemented in a simpler manner than
in a case where application control information such as
AST or AIT is used in performing application delivery
lifecycle control.

[0119]

The following is a description of the flow of
processing to be performed in the respective devices of
the transmission system 1 (Fig. 1) in a case where
application control depending on application URLs is
performed, with reference to the flowcharts shown in Figs.
8 and 9.

[0120]

(Flow of Processing on the Transmission Side)

Referring first to the flowchart in Fig. 8, the
flow of processing on the transmission side in a case
where application control depending on application URLs
is performed is described.

[0121]

The processes in steps S101 through $103 in Fig. 8

are performed by the DASH server 10. In step S101, the

MPD generation unit 111 generates MPD metadata.
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Furthermore, in step S102, the DASH segment generation
unit 112 processes (the data of) content such as a
program, to generate a DASH segment whose reproduction is
to be managed with the MPD metadata generated through the
process in step S101.

[0122]

In step S103, the transmission unit 103 transmits
the MPD metadata generated through the process in step
S101 to the signaling server 20, and transmits the DASH
segment generated through the process in step S102 to the
broadcast server 40.

[0123]

The processes in steps S$301 through S303 in Fig. 8
are performed by the application server 30. In step S301,
the application URL generation unit 311 generates an
application URL. In step S302, the application
generation unit 312 generates the application to be
identified by the application URL generated through the
process in step S301.

[0124]

In step S$303, the transmission unit 303 transmits
the application URL generated through the process in step
S301 to the signaling server 20, and transmits the
application generated through the process in step S302 to
the broadcast server 40.

[0125]

The processes in steps S201 and 5202 in Fig. 8 are
performed by the signaling server 20. Also, in the
signaling server 20, the MPD metadata transmitted through
the process in step S103 and the application URL

transmitted through the process in step S303 are received.
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[0126]

In step $201, the signaling generation unit 211
generates signaling. Here, LLS signaling containing SLT
metadata, and SLS signaling containing USD metadata, S-
TSID metadata, and MPD metadata are generated as the
signaling. The application URL generated by the
application server 30 is also described in the SLT
metadata or the SLS signaling {(metadata in USD, S-TSID,
MPD, or the like, for example).

[0127]

In step $202, the transmission unit 203 transmits
the signaling generated through the process in step S201
to the broadcast server 40.

[0128]

The processes in steps S401 through S403 in Fig. 8
are performed by the broadcast server 40. Also, in the
broadcast server 40, the DASH segment transmitted through
the process in step S103, the signaling transmitted
through the process in step S202, and the application
transmitted through the process in step S303 are received.
101291

The transmission unit 403 transmits (simultaneously
broadcasts) the application generated by the application
server 30, the signaling generated by the signaling
server 20, and the DASH segment generated by the DASH
server 10 via the transmission channel 80 (S401 through
S403) .

[0130]

The flow of processing on the transmission side has

been described so far.

[0131]
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Note that, although, in the transmission-side
processing shown in Fig. 8, an application, signaling,
and a DASH segment are delivered by the broadcast server
40 via broadcasting, it is also possible that all or part
of the data of an application, signaling, and a DASH
segment may be delivered by the communication server 50
via communication. It should be noted that the
description below also mainly concerns a case where the
data of an application, signaling, a DASH segment, and
the like is delivered by the broadcast server 40 via
broadcasting.

[0132]

(Flow of Processing on the Reception Side)

Referring now to the flowchart in Fig. 9, the flow
of processing on the reception side in a case where
application control depending on applicatiocn URLs is
performed is described.

[0133]

The processing shown in Fig. 9 is performed by the
client device 60. It should be noted that Fig. 9 shows
not only the flow of the processing to be performed by
the broadcast middleware 604, but also the flow in a
video/audio-related process to be performed by the DASH
client 605, the decoder 606, the rendering engine 612,
and the like, and the flow in an application-related
process to be performed by the application control unit
611, the rendering engine 612, and the like.

[0134]

However, the video/audio-related process indicates

a process related to the video and audio data of content,

and the application-related process indicates a process
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related to the data of an application.
[0135]

In the client device 60, in a case where a starting
operation is performed by a user who is to view content
(S1), respective components such as the processing unit
601, the broadcast middleware 604, the DASH client 605,
and the decoder 606 are started (S601, 5621, S631).
[0136]

In step S602, the broadcast middleware 604 receives
signaling transmitted from the broadcast server 40 via
the reception unit 603. In step S603, the broadcast
middleware 604 processes the signaling received through
the process in step S602.

[0137]

Here, LLS signaling containing SLT metadata, and
SLS signaling containing USD metadata, S-TSID metadata,
and MPD metadata are processed as the signaling.
Furthermore, in a case where there is an application
accompanying the content, the application URL is
described in the SLT metadata or the SLS signaling
(metadata in USD, S-TSID, MPD, or the like, for example).
[0138]

In step S604, the broadcast middleware 604 notifies
the DASH client 605 of the MPD metadata acquired through
the process in step S603. In step S622, the DASH client
605 processes the MPD metadata reported through the
process in step S604.

[0139]

In step $605, the broadcast middleware 604 receives

the DASH segment transmitted from the broadcast server 40

via the reception unit 603. In step S606, the broadcast



10

15

20

25

30

CA 03010777 2018-07-06

38
SP365596W0O00

middleware 604 transfers the DASH segment received
through the process in step S605 to the DASH client 605.
[0140]

In step S623, the DASH client 605 processes the
DASH segment transferred through the process in step S606,
in accordance with a result of the processing of the MPD
metadata in step $622. Further, in step S$624, the
decoder 606 decodes the video and audio data obtained
through the process in step $623.

[0141]

In step S625, the rendering engine 612 renders the
video and audio data obtained through the process in step
S624. As a result, the video of the content such as a
program is displayed on the client device 60, and the
sound thereof is output via the output unit 607.

[0142]

In the client device 60, the processes in steps
S622 through $S625 are performed by the DASH client 605,
the decoder 606, and the rendering engine 612 in the
above manner, so that content such as a selected program
is reproduced.

[0143]

Further, in step S607, the broadcast middleware 604
determines whether an application URL is described in
signaling such as the SLT metadata or the SLS signaling
{metadata in USD, S-TSID, MPD, or the like, for example),
in accordance with a result of the processing of the
signaling in step S$S603.

{0144]
If it is determined in step S$607 that an

application URL is described in the signaling, the
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process moves on to step S608. In step S608, under the
control of the application control unit 611, the
broadcast middleware 604 receives the application
transmitted from the broadcast server 40 via the
reception unit 603 in accordance with the application URL
described in the signaling.

[0145]

In step S609, the broadcast middleware 604
transfers the application received through the process in
step S608 to the application control unit 611.

[0146]

In step S632, the application control unit 611
instantly starts the application transferred through the
process in step S609. Further, in step S633, the
rendering engine 612 renders the data cf the application
started through the process in step 5632. As a result,
the video of the application accompanying the content
such as a program is displayed on the client device 60.
[0147]

In the client device 60, the processes in steps
S632 and 633 are performed by the application control
unit 611 and the rendering engine 612 in the above manner,
so that the application is started. The application may
of course be displayed on the screen together with the
video of the content such as a program, but may be
executed in the background without display.

[0148]

It should be noted that, if it is determined in
step S607 that any application URL is not described in
the signaling, the processes in steps 5608 and S609 are

skipped. That is, in this case, the application
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accompanying the content is not started.
[0149]

After that, in a case where a service switching
operation is performed by the user viewing the content on
the client device 60 (S2), for example, the broadcast
middleware 604 receives and processes signaling of the
service at the switch destination transmitted from the
broadcast server 40 via the reception unit 603 (S610).
[0150]

Note that, although detailed explanation is not
repeated herein, in a case where a service switching
operation is performed, processes similar to the above
described processes in steps S604 through S606 and the
processes in steps S$S622 through $625 are performed, so
that the content of the program at the switch destination
is reproduced.

[0151]

Further, in step S611, in a case where an
application URL is described in signaling such as the SLT
metadata in accordance with a result of the processing of
the signaling in step S610, the broadcast middleware 604
determines whether the application URL is the same as the
application URL of the currently active application.
[0152]

If it is determined in step S611 that the
application URL described in the signaling is different
from the application URL of the active application, the
process moves on to step S612. In step S612, under the
control of the application control unit 611, the
broadcast middleware 604 receives the application

transmitted from the broadcast server 40 via the
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reception unit 603 in accordance with the application URL
described in the signaling.
[0153]

In step S613, the broadcast middleware 604
transfers the application received through the process in
step S612 to the application control unit 611.

(01541

In step S634, the application control unit 611
stops (terminates) the application started through the
process in step $5632.

[0155]

In step S635, the application control unit 611
instantly starts the new application transferred through
the process in step S613. Further, in step $636, the
rendering engine 612 renders the data of the new
application started through the process in step S635. As
a result, instead of a video of the application started
through the process in step S632, a video of the new
application started through the process in step S635 is
displayed on the client device 60.

[0156]

If it is determined in step S611 that the
application URL described in the signaling is the same as
the application URL of the currently active application,
the process moves on to step S614.

(01571

In step S614, the broadcast middleware 604 notifies
the application control unit 611 of the service ID or the
channel number (the major channel number) of the service
at the switch destination. As a result, the application

control unit 611 causes the application started through
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the process in step $632 to recognize the service ID or
the channel number of the service at the switch
destination, so that the application can sense that
service switching has occurred.

[0158]

It should be noted that, if it is determined in
step S611 that any application URL is not described in
the signaling, the processes in steps S$612 through S614
are skipped.

[0159]

The flow of processing on the reception side has
been described above.
[0160]

(3) Application control in accordance with
application control events
[0161]

Meanwhile, an application may actively switch
services in accordance with an interaction with the user
or some other event. In such a case, the application
calls an application programming interface (API) for
switching services, for example. Furthermore, to
explicitly stop an application in a case where contents
of a service is being reproduced in the client device 60,
a DASH event specified in MPEG-DASH is used, so that the
current application can be stopped by a control command
that can be interpreted by the application.

[0162]

Here, MPEG-DASH defines an event notification
mechanism called a DASH event, and specifies two kinds of
event transfer methods. Specifically, the first transfer

method is an MPD event, and the second transfer method is
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an in-band event (in-band event signaling). In the first
embodiment, operations of applications are controlled
with MPD events and in-band events.

[0163]

It should be noted that the control command in the
case of using a DASH event should be a control command
that can be interpreted by the current application, and
therefore, there is no need to standardize and specify
the format thereof and the contents of the command such
as meaning. Because of this, in the first embodiment,
schemIdUri = "urn:atsc:applicationPrivateEvent"” is
defined as a SchemlIdUri, which defines the type of a new
event. In this manner, a DASH event for carrying a
protocol primitive both the transmission-side system 5
and the client device 60 can understand are introduced.
[0164]

Hereinafter, a method of controlling operation of
an application using an MPD event will be referred to as
the MPD event method, and a method of controlling
operation of an application using an in-band event (in-
band event signaling) will be referred to as the in-band
event method. In the following, these methods will be
explained in detail in this order.

[0165]

(A) MPD event method
[0166]

According to the MPD event method, an EventStream
element is added for each period in MPD metadata, and
information about the event is described therein.
Specifically, in the MPD metadata, an event firing

schedule for each period and event data to be processed
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by the client device 60 at the timing of firing of each

event are described. With this arrangement, the MPD

metadata is analyzed so that processing using the event

data is performed at the timing of firing of a

predetermined event in the client device 60.

{0167]

(Example Description in MPD)

Fig. 10 is a diagram showing an example description

of MPD metadata according to the MPD event method.

[C1l68]

It should be noted that, in MPD metadata in the XML

format, a Period element, an AdaptationSet element, and a

Representation element are described in a hierarchical

structure. A Period element is a unit that describes the

configuration of a service such as content. Furthermore,

an AdaptationSet element and a Representation element are

used in each stream of service components such as a video,

an audio, and subtitles, and the attribute of each stream

can be described.

[0169]

In Fig. 10, the availabilityStartTime attribute of

an MPD element as the root element indicates the UTC time

of the start of the first Period element. Further, the

startTime attribute of the Period element indicates the

offset time from the availabilityStartTime attribute of

the MPD element.
{0170]

Here, in addition to the AdaptationSet element and

the Representation element in which information about the

respective streams of service components such as a video

and an audio are described,

an EventStream element is
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added to the Period element. That is, the event
specified by this EventStream element is associated with
the stream of the service components specified by the
AdaptationSet element.

(0171]

With this EventStream element, it is possible to
describe the event firing schedule for each Period
element and the event-related data that should be
processed by the client device 60 at the timing of each
event firing (or should be passed on to the application
started {(operating) in the client device 60).

[0172]

In the example description of MPD metadata shown in
Fig. 10, the type of the event can be defined by the
schemelIdUri attribute in the EventStream element, and the
event-related data can be described in the content part
of an Event element of the EventStream element. That 1is,
the format of the event-related data (indicating what
should be stored) stored in the content part of this
Event element is defined (specified) by the value of the
schemeIdUri attribute ("urn:xxx" in this example).

{0173]

Note that, although "1000" is designated as the
timescale attribute of the EventStream element, which
means that the unit time of the value of the
presentationTime attribute of the Event element i1s 1/1000
seconds.

[0174]

Further, in the EventStream element in Fig. 10,

event-related data -1 is described in the content part of

the first Event element, for example, so that the event-
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related data -1 can be passed on to the currently active
application at an event that lasts for a unit time of
"1000" designated by the duration attribute from the
firing time "0" designated by the presentationTime
attribute.

[0175]

Also, event-related data -2 is described in the
content part of the second Event element, for example, so
that the event-related data -2 can be passed on to the
currently active application at an event that lasts for a
unit time of "4000" designated by the duration attribute
from the firing time "1000" designated by the
presentationTime attribute.

[0176]

Here, "urn:atsc:applicationPrivateEvent" is defined
as the value of the schemeIdUri attribute of the
EventStream element, for example, so that the proprietary
protocol both the transmission-side system 5 and the
client device 60 shown in Fig. 1 can understand can be
processed. The processing of such a proprietary protocol
is a process such as changing the displayed contents of
the application being executed by the client device 60
and stopping the execution of the application, for
example.

[0177]

It should be noted that the MPD event method can be
used only in cases where the contents of the Period
element described in the MPD metadata can be determined
in the transmission-side system 5 prior to sending of the
MPD metadata.

[0178]
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The following is a description of the flow of
processing to be performed in the respective devices of
the transmission system 1 (Fig. 1) in a case where
application control depending on events according to the
MPD event method is performed, with reference to the
flowcharts shown in Figs. 11 and 12. However, this
application control depending on events according to the
MPD event method is performed on the assumption that an
application has already been started in the client device
60 through the above described processes shown in Figs. 8
and 9.

[0179]

(Flow of Processing on the Transmission Side)

Referring first to the flowchart in Fig. 11, the
flow of processing on the transmission side in a case
where application control depending on events according
to the MPD event method is performed is described.

[0180]

The processes in steps S311 and S312 in Fig. 11 are
performed by the application server 30. In step S311,
the application control event generation unit 313
generates an application control event. In step S312,
the transmission unit 303 transmits the application
control event generated through the process in step S311
to the DASH server 10.

[0181]

The processes in steps S111 through S113 in Fig. 11
are performed by the DASH server 10. Also, in the DASH
server 10, the application control event transmitted
through the process in step S312 is received.

[0182]
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In step S111, when generating MPD metadata, the MPD
generation unit 111 stores the application control event,
which has been generated by the application server 30, as
an MPD event into the MPD metadata.

[0183]

Specifically, in the MPD metadata, an EventStream
element is described in a Period element, and the
application control event generated by the application
server 30 1s described as the event-related data. It
should be noted, at this stage,
"urn:atsc:applicationPrivateEvent" is specified in the
schemeIdUri attribute of the EventStream element.

[0184]

In step S112, the DASH segment generation unit 112
processes content such as a program, to generate a DASH
segment whose reproduction is to be managed with the MPD
metadata generated through the process in step S111.
[0185]

In step S113, the transmission unit 103 transmits
the MPD metadata generated through the process in step
S111 to the signaling server 20, and transmits the DASH
segment generated through the process in step S112 to the
broadcast server 40.

[0186]

The processes in steps S211 and S212 in Fig. 11 are
performed by the signaling server 20. Also, in the
signaling server 20, the MPD metadata transmitted through
the process in step S113 is received.

[0187]
In step S211, the signaling generation unit 211

generates signaling. Here, LLS signaling containing SLT
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metadata, and SLS signaling containing USD metadata, S-
TSID metadata, and MPD metadata are generated as the
signaling. However, the MPD metadata includes an MPD
event (an application control event).

[0188]

In step S212, the transmission unit 203 transmits
the signaling generated through the process in step S211
to the broadcast server 40.

[0189]

The processes in steps S411 and $S412 in Fig. 11 are
performed by the broadcast server 40. Also, in the
broadcast server 40, the DASH segment transmitted through
the process in step S113 and the signaling transmitted
through the process in step S212 are received.

[0190]

The transmission unit 403 transmits (simultaneously
broadcasts) the signaling generated by the signaling
server 20 and the DASH segment generated by the DASH
server 10 via the transmission channel 80 (S411 and S412).
[0191]

The flow of processing on the transmission side has
been described so far.

[0192]

Note that, although, in the above described
processing on the transmission side shown in Fig. 11, an
application control event is generated by the application
server 30, a dedicated event server for generating
application control events may be provided. Also,
signaling or a DASH segment may be delivered by the
communication server 50 via the communication.

[0193]
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(Flow of Processing on the Reception Side)

Referring now to the flowchart in Fig. 12, the flow
of processing on the reception side in a case where
application control depending on events according to the
MPD event method is performed is described.

[0194]

In steps S641 through S643, the signaling from the
broadcast server 40 is received and processed by the
broadcast middleware 604, and the DASH client 605 is
notified of the MPD metadata, as in steps 5602 through
S604 in Fig. 9.

[0195]

In step S651, the DASH client 605 processes the MPD
metadata reported through the process in step S643. 1In
step S652, the DASH client 605 also extracts the
application control event stored as an MPD event from the
MPD metadata, in accordance with a result of the
processing of the MPD metadata in step S651.

[0196]

Specifically, in the MPD metadata, an EventStream
element is described in a Period element, and an
application control event is described as the event-
related data. Therefore, the application control event
is extracted therefrom. It should be noted, at this
stage, "urn:atsc:applicationPrivateEvent"” i1s specified in
the schemeIdUri attribute of the EventStream element.
[0197]

In step S653, the DASH client 605 notifies the
application control unit 611 of the application control
event extracted through the process in step S$5652.

[0198]
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In step S661, the application control unit 611
receives the application control event reported through
the process in step S653. In step S662, the application
control unit 611 processes the proprietary protocol in
accordance with the application control event acquired
through the process in step S661. Here, the processing
of the proprietary protocol is a process both the
transmission-side system 5 and the client device 60 can
understand, a process such as changing the displayed
contents of the active application and stopping the
execution of the application is performed, for example.
[0199]

It should be noted that, in steps S644 and S645,
the DASH segment 1s received by the broadcast middleware
604 and is transferred to the DASH client 605, as in
steps S605 and S606 in Fig. 9. Further, in steps S654
through S656, the DASH client 605, the decoder 606, and
the rendering engine 612 perform processing related to
the video and audio data of the content, so that the
video of the content such as a program is displayed, and
the sound thereof is output, as in steps S623 through
S625 of Fig. 9
[0200]

The flow of processing on the reception side has
been described above.

[0201]

Note that, as the processing on the reception side
shown in Fig. 12 is performed in the client device 60, it
is possible to stop (terminate) the active application in
accordance with an application control event through the

process in step S662. However, once the application is
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stopped, any application is not started until a different
application URL from the application URL of the stopped
application is designated in the SLS signaling of the

same service (or in the entry of the service in the SLT
metadata). Through such simplification of a control
model, application lifecycle control can be simplified.
Thus, installation and testing of the client device 60
can be facilitated, and introduction costs can be lowered,
for example.

[0202]

(B) In-band event method
[0203]

According to the in-band event method, an MP4 box
called a DASHEventMessageBox having a box type "emsg" as
the brand name of MP4 is inserted into a DASH segment, so
that an application control event is transmitted in a
segment stream. It should be noted that, in the
description below, a DASHEventMessageBox having the
box type "emsg" among DASHEventMessageBoxes is also
referred to as an emsg box.

[0204]

(Example Disposition of a DASHEventMessageBox)

Fig. 13 is a diagram showing an example disposition
of a DASHEventMessageBox of the in-band event method.
[0205]

In the example shown in Fig. 13, "emsg" is placed
in the field of box type. Meanwhile, the type of event
is defined in the field of scheme id uri, and the event-
related data is placed in the field of message_data.
[0206]

Here, "urn:atsc:applicationPrivateEvent" is defined
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in the field of scheme id uri, so that the proprietary
protocol both the transmission-side system 5 and the
client device 60 shown in Fig. 1 can understand can be
processed.

[0207]

Further, in A of Fig. 13, event-related data -1 is
placed in the field of message data, so that the event-
related data -1 can be passed on to the currently active
application at an event that lasts for a unit time of
"OxFFFF", which is placed in the field of event duration,
after the firing time "0" (0 x 1/1000 seconds after the
earliest DASH segment presentation time) placed in the
field of presentation time delta.

[0208]

Meanwhile, in B of Fig. 13, event-related data -2
is placed in the field of message_data, so that the
event-related data -2 can be passed on to the currently
active application at an event that lasts for a unit time
of "OxXFFFF", which is placed in the field of
event duration, after the firing time "500" (500 x 1/1000
seconds after the earliest DASH segment presentation
time) placed in the field of presentation time delta.
[0209]

In this manner, "urn:atsc:applicationPrivateEvent"”
is defined in the field of scheme id uri, and the event-
related data -1 or the event-related data -2 is placed in
the field of message data. Thus, it becomes possible to
change the displayed contents of the application being
executed in the client device 60, or stop the application,
for example.

[0210]
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The following is a description of the flow of
processing to be performed in the respective devices of
the transmission system 1 (Fig. 1) in a case where
application control depending on events according to the
in-band event method is performed, with reference to the
flowcharts in Figs. 14 and 15.

[0211]

(Flow of Processing on the Transmission Side)

Referring first to the flowchart in Fig. 14, the
flow of processing on the transmission side in a case
where application control depending on events according
to the in-band event method is performed is described.
[0212]

In steps 5321 and S$S322 in Fig. 14, the application
control event generation unit 313 of the application
server 30 generates an application control event, and
transmits the application control event to the DASH
server 10, as in steps S311 and S$S312 in Fig. 11.

[0213]

Steps S121 through 35123 in Fig. 14 are performed by
the DASH server 10. Also, in the DASH server 10, the
application control event transmitted through the process
in step S322 is received. In step S121, the MPD
generation unit 111 generates MPD metadata.

[0214]

In step S122, when generating a DASH segment, the
DASH segment generation unit 112 stores the application
control event as an in-band event into the emsg box
(DASHEventMessageBox), and inserts the application
control event into (the box structure of) the DASH

segment.
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[0215]

Specifically, in the emsg box (DASHEventMessageBox),
"urn:atsc:applicationPrivateEvent" is defined in the
field of scheme id uri, and the application control event
generated by the application server 30 is placed as
event-related data in the field of message data.

[0216]

In step S123, the transmission unit 103 transmits
the MPD metadata generated through the process in step
S121 to the signaling server 20, and transmits the DASH
segment generated through the process in step S122 to the
broadcast server 40.

[0217]

In steps S$221 and S$S222 in Fig. 14, LLS signaling
and SLS signaling are generated by the signaling
generation unit 211 of the signaling server 20, and are
transmitted to the broadcast server 40, as in steps S211
and S212 in Fig. 11.

[0218]

In steps S421 and S422 in Fig. 14, the transmission
unit 403 of the broadcast server 40 transmits the
signaling generated by the signaling server 20 and the
DASH segment generated by the DASH server 10 via the
transmission channel 80, as in steps S411 and S412 in Fig.
11.

[0219]

The flow of processing on the transmission side has

been described so far.
[0220]
Note that, although, in the above described

processing on the transmission side shown in Fig. 14, an
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application control event is generated by the application
server 30, as in the processing on the transmission side
shown in Fig. 11, a dedicated event server for generating
application control events may be provided. Also,
signaling or a DASH segment may be delivered by the
communication server 50 via the communication.

[0221]

(Flow of Processing on the Reception Side)

Referring now to the flowchart in Fig. 15, the flow
of processing on the reception side in a case where
application control depending on events according to the
in-band event method is performed is described.

[0222]

In steps S671 through S673, the signaling from the
broadcast server 40 is received and processed by the
broadcast middleware 604, and the DASH client 605 is
notified of the MPD metadata, as in steps S641 through
5643 in Fig. 12.

[0223]

In step $681, the DASH client 605 processes the MPD
metadata reported through the process in step S673.
[0224]

In steps S674 and S675, the DASH segment from the
broadcast server 40 is received by the broadcast
middleware 604, and is transferred to the DASH client 605,
as in steps 8644 and $S645 in Fig. 12.

[0225]

In step S682, the DASH client 605 processes the
DASH segment transferred through the process in step S675,
in accordance with a result of the processing of the MPD

metadata in step S681. In step S683, the DASH client 605
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also extracts the application control event stored as an
in-band event from the emsg box (DASHEventMessageBox)
inserted in (the box structure of) the DASH segment, in
accordance with a result of the processing in step S682.
[0226]

Specifically, in the emsg box (DASHEventMessageBox),
"urn:atsc:applicationPrivateEvent”™ is defined in the
field of scheme id uri, and the application control event
is placed as event-related data in the field of
message data. Therefore, the application control event
is extracted therefrom.

[0227]

In step S684, the DASH client 605 notifies the
application control unit 611 of the application control
event extracted through the process in step S$683.

[0228]

In steps S691 and S692, the application control
unit 611 processes the proprietary protocol corresponding
to the application control event, as in steps S661 and
S662 in Fig. 12. Here, the processing of the proprietary
protocol is a process both the transmission-side system 5
and the client device 60 can understand, a process such
as changing the displayed contents of the active
application and stopping the execution of the application
is performed, for example.

[0229]

It should be noted that, in steps S$S685 and S686,
the decoder 606 and the rendering engine 612 perform
processing relating to the video and audio data of the
content, so that the video of the content such as a

program is displayed, and its sound is output, as in
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steps S655 and S656 in Fig. 12.
[0230]

The flow of processing on the reception side has
been described above.
[0231]

Note that, as the processing on the reception side
shown in Fig. 15 is performed in the client device 60, it
is possible to stop (terminate) the active application in
accordance with an application control event through the
process in step S692. However, once the application is
stopped, any application is not started until a different
application URL from the application URL of the stopped
application is designated in the SLS signaling of the
same service (or in the entry of the service in the SLT
metadata). Through such simplification of a control
model, application lifecycle control can be simplified.
Thus, installation and testing of the client device 60
can be facilitated, and introduction costs can be lowered,
for example.

[0232]

<2. Second Embodiment: Secure Provision of
Applications>
[0233]

Meanwhile, there is a problem with an application
accompanying content such as a program or a commercial,
because such an application can be replaced with a
malicious application unintended by the provider (such as
a broadcasting station) of the content such as a program,
through an fraudulent act such as so-called broadcast
hijacking. A method of constructing a full-fledged

application authentication platform using Public Key
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Infrastructure (PKI) or the like might be considered as a
solution to this kind of problem, but constructing a
full-fledged platform only for application authentication
is not realistic from a cost perspective.

[(0234]

Meanwhile, it is assumed that content such as a
program accompanied by an application is protected from
illegitimate use by digital rights management (DRM). In
view of this, the present technology enables secure
provision of an application accompanying convent, taking
advantage of this content protection mechanism of DRM.
[0235]

In the description below, secure provision of an
application using the content protection mechanism of DRM
will be described as a second embodiment. It should be
understood that, in the second embodiment, lifecycle
control on securely provided applications is simplified,
as in the first embodiment described above.

[0236]

Further, in the second embodiment, an application
digest (the later described application digest
(app_digest message) shown in Fig. 22) including a digest
value {(a hash value) obtained through certain calculation
procedures (algorithm) from an application with the use
of the content protection mechanism of DRM is stored by
the following two methods.

[0237]

Specifically, according to a first method, an
application digest is inserted as a watermark into video
coded data as a VCL-NAL (Video Coding Layer - Network

Abstraction Layer) unit, and is then transmitted as a
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sample in mdat of fragmented mp4 of ISO Base Media File
Format (ISOBMFF). In the description below, this first
method will be described as the watermark storage method.
[0238]

According to a second method, on the other hand, an
application digest is stored directly into a non-VCL-NAL
(Non Video Coding Layer - Network Abstraction Layer) unit,
and is then transmitted as a sample in mdat of fragmented
mp4 of ISOBMFF. In the description below, this second
method will be referred to as the non-VCL-NAL unit
storage method.

[0239]

It should be noted that a Network Abstraction Layer
(NAL) is a layer (a network abstraction layer) provided
between a Video Coding Layer (VCL) handling a video
coding process and a lower-order system that transmits
and accumulates coded information (coded strings), in
High Efficiency Video Coding (HEVC) or the like, for
example. Therefore, a VCL and an NAL are separated
structures.

[0240]

(1) System Configuration
[0241]

(Configuration of a Transmission System)

Fig. 16 is a diagram showing an example
configuration of an embodiment (the second embodiment) of
a transmission system to which the present technology is
applied.

(0242]
In Fig. 16, the transmission system 2 is formed

with a transmission-side system 7 and a client device 60
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on the reception side. It should be noted that, in the
transmission system 2 shown in Fig. 16, the components
equivalent to those of the transmission system 1 in Fig.
1 are denoted by the same reference numerals as those
used in Fig. 1, and explanation of them will not be
repeated as appropriate.

[0243]

In Fig. 16, the transmission-side system 7 differs
from the transmission-side system 5 shown in Fig. 1 in
that a stream server 70 is newly provided in addition to
the components from the DASH server 10 to the
communication server 50.

[0244)]

The application server 30 generates an application
digest. Note that, as will be described later in detail
with reference to Fig. 22 and other drawings, the
application digest includes an application URL of an
application, and a digest value (a hash value) generated
by applying a predetermined algorithm to the application.
[0245]

In a case where the watermark storage method is
adopted, the application server 30 transmits the
application digest to the stream server 70. In a case
where the non-VCL-NAL unit storage method is adopted, the
application server 30 transmits the application digest to
the DASH server 10.

[0246]

The stream server 70 processes (the data of)
content such as a program, to generate a stream (a
baseband frame sequence). The stream server 70 also

encodes the baseband frame of the stream, to generate a
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VCL-NAL unit.
[0247]

However, in a case where the watermark storage
method is adopted, the stream server 70 stores the
application digest generated by the application server 30
into a watermark inserted in the baseband frame of the
stream.

[0248]

The DASH server 10 processes the data of the stream
transmitted from the stream server 70, generates a DASH
segment, and transmits the DASH segment to the broadcast
server 40 or the communication server 50.

[0249]

However, in a case where the watermark storage
method is adopted, the DASH server 10 generates the DASH
segment by processing a DRM protected file obtained
through encryption of the VCL-NAL unit including the
watermark storing the application digest generated by the
application server 30.

[0250]

In a case where the non-VCL-NAL unit storage method
is adopted, on the other hand, the DASH server 10
generates the DASH segment by generating a non-VCL-NAL
unit storing the application digest generated by the
application server 30, and processing a DRM protected
file obtained through encryption of the VCL-NAL unit and
the non-VCL-NAL unit.

[0251]

The broadcast server 40 or the communication server

50 delivers the DASH segment generated by the DASH server

10, the signaling generated by the signaling server 20,
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and the application generated by the application server
30 via the transmission channel 80 or the Internet 90.
[0252]

Like the client device 60 shown in Fig. 1, the
client device 60 reproduces content, and executes the
application accompanying the content. However, the
client device 60 differs from the client device 60 shown
in Fig. 1 in performing an application verification
process using an application digest.

[0253]

Specifically, in a case where the watermark storage
method is adopted, the client device 60 extracts the
application digest stored in the watermark included in
the DRM protected file, and performs an application
verification process, using the application digest. In a
case where the non-VCL-NAL unit storage method is adopted,
on the other hand, the client device 60 extracts the
application digest stored in the non-VCL-NAL unit
included in the DRM protected file, and performs an
application verification process, using the application
digest.

[0254]

It should be noted that the configuration of the
transmission system 2 shown in Fig. 16 is an example, and
some other configuration may be adopted. For example,
application digests may be generated not by the
application server 30 but by a dedicated server. Further,
a dedicated server may perform processing related to the
watermark in a case where the watermark storage method is
adopted, for example.

[0255]
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Referring now to Figs. 17 through 20, the
configurations of the stream server 70, the DASH server
10, and the application server 30 of the transmission-
side system 7, and the configuration of the client device
60 in the transmission system 2 shown in Fig. 16 are
described. It should be noted that the configuration of
the signaling server 20 is the same as that shown in Fig.
3, and therefore, explanation thereof will not be
repeated. The communication server 50 also has the same
configuration as the above described configuration.

[0256]

(Configuration of the Stream Server)

Fig. 17 is a diagram showing an example
configuration of the stream server 70 shown in Fig. 16.
[0257]

In Fig. 17, the stream server 70 includes a
reception unit 701, a processing unit 702, and a
transmission unit 703. Further, the processing unit 702
includes a stream generation unit 711, a watermark
inserter 712, and an encoder 713.

[0258]

The reception unit 701 receives (the data of)
content such as a program or a commercial from an
external server (not shown) or the like, and supplies the
content to the processing unit 702. It should be noted
that, in this example, a case where (the data of) content
such as a program or a commercial is provided from the
outside is described, but (the data of) content such as a
program or a commercial may be accumulated by the stream
server 70.

[0259]
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Furthermore, in a case where the watermark storage
method is adopted, the reception unit 701 receives an
application digest transmitted from the application
server 30, and supplies the application digest to (the
watermark inserter 712 of) the processing unit 702.
[0260]

The processing unit 702 processes (the data of) the
content such as a program supplied from the reception
unit 701, and supplies the content to the transmission
unit 703. The processing unit 702 also receives supplies
from the stream generation unit 711, the watermark
inserter 712, and the encoder 713.

[0261]

The stream generation unit 711 generates a video
stream (a baseband frame sequence) by processing (the
data of) the content such as a program supplied from the
reception unit 701. Note that, although not specifically
described herein, the stream generation unit 711 also
generates an audio stream by processing (the data of) the
content.

[0262]

In a case where the watermark storage method is
adopted, the watermark inserter 712 inserts an
application digest generated by the application server 30
into a watermark (a watermark payload) inserted in the
baseband frame of the stream generated by the stream
generation unit 711.

[0263]

However, the watermark inserter 712 operates only

in a case where the watermark storage method is adopted.

In a case where the non-VCL-NAL unit storage method is
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adopted, there is no need to operate (or provide) the
watermark inserter 712 in the stream server 70.
[0264]

The encoder 713 encodes the baseband frame of the
video stream generated by the stream generation unit 711
and generates a VCL-NAL unit, in accordance with a
predetermined coding method (HEVC or the like, for
example). Note that, although not specifically described
herein, the encoder 713 also encodes the audio stream
generated by the stream generation unit 711, in
accordance with a predetermined coding method (AAC or the
like, for example).

[0265]

The transmission unit 703 transmits the stream data
including the VCL-NAL unit (and the audio data) supplied
from (the encoder 713 of) the processing unit 702, to the
DASH server 10.

[0266]

The stream server 70 is configured as described
above.
[0267]

(Configuration of the DASH Server)

Fig. 18 is a diagram showing an example
configuration of the DASH server 10 shown in Fig. 16.
Note that, in the DASH server 10 in Fig. 18, the
components equivalent to those of the DASH server 10 in
Fig. 2 are denoted by the same reference numerals as
those used in Fig. 2, and explanation thereof is not made
herein.

[0268]

In Fig. 18, the DASH server 10 includes a reception
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unit 101, a processing unit 102, and a transmission unit
103. Further, the processing unit 102 includes not only
an MPD generation unit 111 and a DASH segment generation
unit 112, but also an encryption unit 113, a DRM
protected file generation unit 114, and a non-VCL-NAL
unit generation unit 115.

[0269]

The reception unit 101 receives the data of a
stream transmitted from the stream server 70, and
supplies the stream to the processing unit 102. The
processing unit 102 processes the data of the stream
supplied from the reception unit 101, generates a DASH
segment, and supplies the DASH segment to the
transmission unit 103. The transmission unit 103
transmits the DASH segment supplied from the processing
unit 102 to the broadcast server 40 or the communication
server 50.

[0270]

More specifically, in a case where the watermark
storage method is adopted, a DASH segment is generated in
the following manner. That is, the encryption unit 113
encrypts a VCL-NAL unit generated by the stream server 70
according to a predetermined encryption method.

[0271]

The DRM protected file generation unit 114 then
processes the VCL-NAL unit encrypted by the encrypticn
unit 113, to generate a DRM protected file. Here, the
DRM protected file is protected according to a DRM scheme
such as PlayReady (registered trademark), for example.
The DASH segment generation unit 112 then processes the

DRM protected file generated by the DRM protected file
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generation unit 114, to generate a DASH segment.
[0272]

In a case where the non-VCL-NAL unit storage method
is adopted, on the other hand, a DASH segment is
generated in the following manner. That is, the non-VCL-
NAL unit generation unit 115 generates a non-VCL-NAL unit
storing an application digest generated by the
application server 30. Further, in accordance with a
predetermined encryption method, the encryption unit 113
encrypts a VCL-NAL unit generated by the stream server 70
and the non-VCL-NAL unit generated by the non-VCL-NAL
unit generation unit 115.

[0273]

The DRM protected file generation unit 114 then
processes the VCL~NAL unit and the non-VCL-NAL unit
encrypted by the encryption unit 113, to generate a DRM
protected file. Here, the DRM protected file is
protected according to a DRM scheme such as PlayReady
(registered trademark), for example. The DASH segment
generation unit 112 then processes the DRM protected file
generated by the DRM protected file generation unit 114,
to generate a DASH segment. However, the non-VCL-NAL
unit generation unit 115 operates only in a case where
the non-VCL-NAL unit storage method is adopted. In a
case where the watermark storage method is adopted, there
is no need to operate (or provide) the non-VCL-NAL unit
generation unit 115 in the DASH server 10.

[0274]
The DASH server 10 is configured as described above.
[0275]

(Configuration of the Application Server)
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Fig. 19 1s a diagram showing an example
configuration of the application server 30 shown in Fig.
16. It should be noted that, in the application server
30 shown in Fig. 19, the components equivalent to those
of the application server 30 shown in Fig. 4 are denoted
by the same reference numerals as those used in Fig. 4,
and explanation thereof is not made herein.

[0276]

In Fig. 19, the application server 30 includes a
reception unit 301, a processing unit 302, and a
transmission unit 303. Further, the processing unit 302
includes an application digest generation unit 314 in
addition to an application URL generation unit 311, an
application generation unit 312, and an application
control event generation unit 313.

[0277]

The application digest generation unit 314
generates an application digest including a digest value
(a hash value) obtained through certain calculation
procedures (algorithm) from an application generated by
the application generation unit 312, and supplies the
application digest to the transmission unit 303. Note
that, the contents of the application digest will be
described later in detail, with reference to Fig. 22 and
other drawings.

[0278]

The transmission unit 303 transmits the application
digest supplied from the application digest generation
unit 314 to the DASH server 10 or the stream server 70.
[0279]

It should be noted that, in a case where the
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watermark storage method is adopted, the application
digest is transmitted to the stream server 70. In a case
where the non-VCL-NAL unit storage method is adopted, on
the other hand, the application digest is transmitted to
the DASH server 10.

[0280]

The application server 30 is configured as
described above.
(02811

(Configuration of the Client Device)

Fig. 20 is a diagram showing an example
configuration of the client device 60 shown in Fig. 16.
It should be noted that, in the client device 60 shown in
Fig. 20, the components equivalent to those of the client
device 60 in Fig. 6 are denoted by the same reference
numerals as those used in Fig. 6, and explanation thereof
is not made herein.

[0282]

In Fig. 20, the client device 60 includes a
processing unit 601, an input unit 602, a reception unit
603, a broadcast middleware 604, a DASH client 605, a
decoder 606, an output unit 607, and a communication unit
608. Further, unlike the processing unit 601 shown in
Fig. 6, the processing unit 601 includes a watermark
extractor 613 and an application digest validator 614, in
addition to an application control unit 611 and a
rendering engine 612.

[0283]

The client device 60 in Fig. 16 differs from the

client device 60 shown in Fig. 6 in performing an

application verification process using an application
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digest.
[0284]

More specifically, in a case where the watermark
storage method is adopted, an application verification
process using an application digest is performed in the
following manner. That is, (the DRM protected file
processing unit of) the DASH client 605 performs
unpackaging of a DRM protected file obtained by
processing a DASH segment. Further, according to a
predetermined decryption method, (the decryption unit of)
the DASH client 605 decrypts the encrypted VCL-NAL unit
obtained through the unpackaging of the DRM protected
file.

(0285}

The decoder 606 then decodes the VCL~-NAL unit
processed by the DASH client 605, according to a
predetermined decoding method (HEVC or the like, for
example) . At this stage, the watermark extractor 613
extracts the watermark inserted in the baseband frame
obtained by decoding the VCL-NAL unit. The application
digest validator 614 extracts the application digest
stored in the watermark extracted by the watermark
extractor 613.

[0286]

The application digest validator 614 then compares
the application digest stored in the watermark with the
application digest corresponding to the application from
the broadcast middleware 604. If the application digests
as the current comparison objects are the same, the
application from the broadcast middleware 604 is

{instantly) started.
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[0287]

In a case where the non-VCL-NAL unit storage method
is adopted, on the other hand, an application
verification process using an application digest is
performed in the following manner. That is, (the DRM
protected file processing unit of) the DASH client 605
performs unpackaging of a DRM protected file obtained by
processing a DASH segment. Further, according to a
predetermined decryption method, (the decryption unit of)
the DASH client 605 decrypts the encrypted non-VCL-NAL
unit obtained through the unpackaging of the DRM
protected file.

[0288]

The application digest validator 614 then extracts
the application digest stored in the non-VCL-NAL unit
decrypted by (the decryption unit of) the DASH client 605.
[0289]

The application digest validator 614 then compares
the application digest stored in the non-VCL-NAL unit
with the application digest corresponding to the
application from the broadcast middleware 604. TIf the
application digests as the current comparison objects are
the same, the application from the broadcast middleware
604 is (instantly) started.

[0290]

In this manner, an application verification process
using an application digest is performed by the watermark
storage method or the non-VCL-NAL unit storage method in
the client device 60. However, the watermark extractor
613 operates only in a case where the watermark storage

method i1s adopted. In a case where the non-VCL-NAL unit
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storage method is adopted, there is no need to operate
(or provide) the watermark extractor 613 in the client
device 60.

(02911

The client device 60 is configured as described
above.
[0292]

(2) Overview of an application digest
[0293]

According to the first embodiment described above,
in a case where application start control is performed as
the lifecycle control on the application that accompanies
content, the client device 60 is notified of the
application URL of the application, so that the
application (the application package) identified by the
application URL is acquired and is instantly started in
the client device 60.

[0294]

In this case, the application is acquired via
broadcasting or communication. However, it is necessary
to protect the application in a case where there is a
possibility that a fraudulent act such as replacement or
falsification of the application URL or the applicaticn
will be conducted in the broadcast transmission path.
[0295]

An example of conceivable protection methods herein
is a method of encrypting the session for transmitting
SLT metadata or (metadata of) SLS signaling including an
application URL and the session for transmitting the
application, using an appropriate transport/network

security technique (Security Architecture for Internet
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Protocol (IPSec) or the like, for example).
[0296]

However, the costs for constructing a system for
this kind of encryption and detection of falsification or
the like might become a problem, and there is a demand
for a mechanism for minimizing costs, and protecting
application URLs and applications more easily from the
danger of fraudulent acts such as replacement and
falsification.

[0297]

In view of the above, according to the second
embodiment, the digest value (the hash value) of an
application calculated by a hash function algorithm in
the transmission-side system 7 is reported as an
application digest to the client device 60 so that a
fraudulent act such as replacement or falsification of
the application can be detected. Furthermore, using the
application digest (the digest value of the application)
reported from the transmission-side system 7, the client
device 60 verifies whether a fraudulent act such as
replacement or falsification has been conducted on the
application.

[0298]

For example, in a case where an application is
formed with a plurality of files such as HTML document
files, a method defined by an XML signature (XML
Signature) can be used as a method of collectively
signing the files constituting the application. It
should be noted that an XML signature 1is recommended for
specifying XML syntax for digital signature by W3C (World

Wide Web Consortium).
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[0299]

As shown on the left side in Fig. 21, in the
transmission-side system 7 on the transmission side, the
application digest generation unit 314 of the application
server 30 generates an application digest including a
digest value (a hash value) generated by applying a
predetermined algorithm to an application to be delivered
to the client device 60. This application digest can
include the application URL of the current application
and a digest value obtained by applying a predetermined
algorithm, such as Message Digest Algorithm 5 (MD5), SHA-
1, or SHA-256, to the application URL, for example.

[0300]

In the transmission-side system 7 on the
transmission side, an application generated by the
application server 30 is transmitted to the client device
60 on the reception side via the transmission channel 80
(or the Internet 90) by the broadcast server 40 (or the
communication server 50).

[0301]

Further, in the transmission-side system 7 on the
transmission side, an application digest generated by the
application server 30 is transmitted to the client device
60 on the reception side via the transmission channel 80
(or the Internet 90) by the broadcast server 40 (or the
communication server 50), while being protected by the
watermark storage method or the non-VCL-NAL unit storage
method.

[0302]
In the client device 60 on the reception side, on

the other hand, the application transmitted from the
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transmission-side system 7 on the transmission side is
received. The client device 60 on the reception side
applies the same algorithm as that used by the
transmission-side system 7 on the transmission side to
the application delivered (received) from the
transmission-side system 7 on the transmission side, and
generates an application digest (a digest value). Here,
a digest value is obtained by applying a predetermined
algorithm, such as MD5, SHA-1, or SHA-256, to the
application URL of the current application, for example.
[0303]

Also, in the client device 60 on the reception side,
an application digest that 1s transmitted from the
transmission-side system 7 on the transmission side, and
is protected by the watermark storage method or the non-
VCL-NAL unit storage method is received.

[0304]

The client device 60 on the reception side then
compares the application digest (the digest value)
protected by the watermark storage method or the non-VCL-
NAL unit storage method with the application digest (the
digest value) obtained by the client device 60 using the
same algorithm as that used on the transmission side, and
determines whether these application digests (digest
values) are the same.

[0305]

In a case where the application digests (digest
values) are determined to be the same, the client device
60 on the reception side processes the application
delivered from the transmission-side system 7 on the

transmission side as a legitimate application, and
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instantly starts the application, for example. In a case
where the application digests (digest values) are
determined not to be the same, on the other hand, the
client device 60 on the reception side processes the
application delivered from the transmission-side system 7
on the transmission side as an illegitimate application,
and does not start the application, for example.

[0306]

Meanwhile, content accompanied by an application
may be protected from illegitimate use by digital rights
management (DRM). Particularly, ATSC 3.0 requires
protection of (streams of) content such as programs, and
is highly likely to introduce some type of DRM. 1In the
second embodiment, the DRM for protecting content is used,
and an application digest is reported from the
transmission-side system 7 to the client device 60, so
that a check can be made to verify whether the
application is a legitimate application.

[0307]

As the DRM is used, it is also possible to verify
the binding (association) between (a stream of) the
current content to be protected and the application
accompanying the content.

[0308]

Here, a method such as PlayReady (registered
trademark), Marlin, Widevine, or Verimatrix can be used
as the DRM, for example. However, various formats for
application binding protection that can be commonly used
for any method are preferably specified. Thus, the
client device 60 can verify whether the binding is with a

legitimate application in a case where any of the methods
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is adopted as DRM, regardless of the differences among
the respective methods.
[0309]

(Example Syntax of an Application Digest)

Fig. 22 is a diagram showing an example syntax of
an application digest (app_digest message).

[0310]

The 8-bit uri strlen indicates the length of the
URL (the application URL) for identifying the current
application. Uri string () formed with 8 x uri_strlen
bits indicates the URL (the application URL) for
identifying the current application.

{0311]

The 8-bit digest type indicates the type of
algorithm of a cryptographic hash function. For example,
as shown in Fig. 23, in a case where "0x01l" is designated
as digest type, the algorithm is Message Digest Algorithm
5 (MD5). Also, in a case where "0x02" is designated as
digest type, SHA-1 is designated as the algorithm, for
example. In a case where "0x03" is designated, SHA-256
is designated as the algorithm, for example. It should
be noted that SHA is an abbreviation for Secure Hash
Algorithm. Meanwhile, 0x00 and 0x04 through OXFF are set
as reserved values (Reserved) for future expansions.
[0312]

Referring back to Fig. 22, the 8-bit digest_len
indicates the byte length of the digest value of the
current application. The digest value formed with 8 x
digest-len bits indicates the digest value of the current
application.

[0313]
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Furthermore, in the second embodiment, the
application digest (app_digest message) shown in Fig. 22
is stored according to the watermark storage method or
the non-VCL-NAL unit storage method described above.
[0314]

That is, according to the watermark storage method,
an application digest is inserted as a watermark into
video coded data, and is then transmitted as a VCL-NAL
unit that is a sample in mdat of fragmented mp4 of
ISOBMFF. Furthermore, according to the non-VCL-NAL unit
storage method, on the other hand, an application digest
is stored directly into a non-VCL-NAL unit so as to be
transmitted as a sample in mdat of fragmented mp4d of
ISOBMFF.

[0315]

Note that, although Fig. 24 shows an example of the
data format of a segment compliant with ISOBMFF, in a
case where the watermark storage method or the non-VCL-
NAL unit storage method is adopted, an application digest
is stored in mdat between moof and mdat constituting the
Movie fragment of a sub segment (Sub Segment) in a media
segment (Media Segment).

[0316]

(3) Application digest transmission methods
[0317]

Next, the watermark storage method and the non-VCL-
NAL unit storage method are described in detail.

[0318]

(A) Watermark storage method

[0319]

(Overview of the Watermark Storage Method)
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Fig. 25 is a diagram for explaining an overview of
the watermark storage method.
[0320]

Fig. 25 schematically shows a broadcast stream to
be transmitted from the broadcast server 40 of the
transmission-side system 7 to the client device 60 via
the transmission channel 80. This broadcast stream
includes a portion encrypted by DRM (Encrypted Pipe) and
an unencrypted portion (Clear Pipe).

[0321]

According to the watermark storage method, an
application digest (App Digest) for verifying an
application (App) is stored in a watermark (Watermark) in
the encrypted pipe, so that the application digest is
protected. However, as shown in Fig. 22, the application
digest includes application identification information
(an application URL, for example) and the digest value of
the application.

[0322]

The client device 60 extracts the application URL
and the digest value of the application stored in the
watermark by canceling the DRM during reproduction of the
content such as a program, and, using the digest value,
verifies whether the application identified by the
application URL is a legitimate application. 1In this
case, verification is performed by comparing the digest
value stored in the watermark with the digest value
corresponding to the application acquired in accordance
with the application URL. 1In a case where these digest
values are the same, the application identified by the

application URL is determined to be a legitimate
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application.
[(0323]

For example, in ATSC 3.0, which adopts an IP
transmission method, a video and audio stream of content
such as a program is transmitted and protected by a
secure encrypted pipe according to DRM. However, a
watermark including an application digest is stored in a
VCL-NAL unit stored in mdat of the Movie fragment of a
media segment forming a file (DASH segment MP4 fragment
file) of the DASH segment {(of the content) to be
transmitted in a ROUTE session on IP/UDP. Furthermore, a
field of an application digest including the application
URL and the digest value of the application is defined as
the structure of this watermark.

[0324]

As the watermark storage method is adopted in this
manner, a secure encrypted pipe according to DRM for
protection of content such as a program is used for
transmitting an application digest. As a result, end-to-
end security is guaranteed, and it becomes possible to
avoid fraud (attacks) by a malicious third party, such as
replacement or falsification of an application, or
falsification of association between content and the
application, for example.

[0325]

Further, according to the watermark storage method,
application authentication can be performed by using the
existing DRM, without construction of a full-fledged
platform (infrastructure) for application authentication
using PKI or the like. Thus, a cost reduction can be

guaranteed.
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[0326]

(Structure of a Watermark Payload)

Fig. 26 is a diagram showing a method of storing an
application digest using a video watermark (a watermark).
[0327]

As shown in Fig. 26, in one video frame,
predetermined lines (two lines, for example) in an upper
portion of the video display region can be used as a
video watermark. In the lines used in this video
watermark, an information amount of one or two bits can
be transmitted for each block, for example. Furthermore,
in the video watermark, predetermined lines (two lines,
for example) of video coded data can be used in
transmitting a watermark payload.

[0328]

In this watermark payload, the application digest

message (app digest message ()) shown in Fig. 22 can be
placed as a WM message (wm message ()). This application
digest message includes uri string () storing the

application URL and digest value storing the digest value.
The syntax of the watermark payload will be described
below with reference to Figs. 27 through 29.
[0329]

(Syntax of a Watermark Payload)

Fig. 27 is a diagram showing an example of the
syntax of a watermark payload.
[0330]

In the 16-bit run_in pattern, the transmission
pattern of the video watermark and the resolution of one
region expressed in the range from white to black are

specified. As this transmission pattern, one or two
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lines are designated, for example. Furthermore, as the
resolution of one region, 8 to 12 bits are designated,
for example.

[0331)

The wm _message block () indicates the message
region of the watermark. The 8-bit zero pad indicates
zero padding.

[0332]

(Syntax of the WM Message Block)

Fig. 28 is a diagram showing an example of the
syntax of the WM message block (wm message block ())
shown in Fig. 27.

{0333]

The WM message ID is designated in 8-bit
wm _message id. The WM message block length is designated
in 8-bit wm _message block length.

[0334]

The WM message version is designated in 4-bit
wm_message version. Information about fragments 1is
specified in 2-bit fragment number and 2-bit
last fragment.

[0335]

Here, the WM message corresponding to the value
specified in the WM message ID is specified in wm message
(). For example, as shown in Fig. 29, in a case where
"0x08" is designated as the WM message ID, an application
digest message (app digest message ()) is placed as the
WM message. It should be noted that the WM message
includes error detection codes such as message_CRC_ 32
and CRC_ 32.

[0336]
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The following is a description of the flow of
processing to be performed in the respective devices of
the transmission system 2 ({Fig. 16) in a case where the
watermark storage method is adopted, with reference to
the flowcharts shown in Figs. 30 and 31.

[0337]

(Flow of Processing on the Transmission Side)

Referring first to the flowchart in Fig. 30, the
flow of processing on the transmission side in a case
where the watermark storage method is adopted is
described. It should be noted that this processing on
the transmission side is performed in a case where an
application digest is stored in a video watermark.
Therefore, the processing for video data will be mainly
described below, and explanation of the processing for
audio data will be skipped where appropriate.

[0338]

The processes in steps 5351 through S$355 in Fig. 30
are performed by the application server 30. In step $351,
the application URL generation unit 311 generates an
application URL. In step $352, the application
generation unit 312 generates the application to be
identified by the application URL generated through the
process in step S351.

[0339]

In step S353, the transmission unit 303 transmits
the application URL generated through the process in step
$351 to the signaling server 20, and transmits the
application generated through the process in step $352 to
the broadcast server 40.

[0340]
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In step S354, the application digest generation
unit 314 generates an application digest. This
application digest contains, for example, the application
URL generated through the process in step $351 and the
digest value (hash value) obtained by applying a
predetermined algorithm (such as MD5, for example) to the
application generated through the process in step S$352.
[0341]

In step S$355, the transmission unit 303 transmits
the application digest generated through the process in
step S354 to the stream server 70.

[0342]

The processes in steps S701 through S704 in Fig. 30
are performed by the stream server 70. Also, in the
stream server 70, the application digest transmitted
through the process in step S355 is received.

[0343]

In step S701, the stream generation unit 711
generates a stream (a baseband frame sequence) by
processing (the data of) content such as a program
accumulated in the reception unit 701.

[0344]

In step S702, the watermark inserter 712 stores the
application digest generated by the application server 30
into a watermark (a watermark payload) inserted in the
baseband frame of the stream generated through the
process in step S701.

[0345]

In step S703, the encoder 713 encodes the baseband

frame processed in step S$702 according to a predetermined

coding method (HEVC or the like, for example), and
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generates a VCL-NAL unit. In step S704, the transmission
unit 703 transmits the VCL-NAL unit generated through the
process in step S703, to the DASH server 10.

[0346]

The processes in steps S$S151 through S$156 in Fig. 30
are performed by the DASH server 10. Also, in the DASH
server 10, the VCL-NAL unit transmitted through the
process in step S704 is received.

[0347]

In step S151, the MPD generation unit 111 generates
MPD metadata. Further, in step S152, the transmission
unit 103 transmits the MPD metadata generated through the
process in step S151, to the signaling server 20.

[0348]

In step S153, the encryption unit 113 encrypts the
VCL-NAL unit generated by the stream server 70, according
to a predetermined encryption method. In step S154, the
DRM protected file generation unit 114 processes the VCL-
NAL unit encrypted through the process in step S153, to
generate a DRM protected file.

[0349]

In step S155, the DASH segment generation unit 112
processes the DRM protected file generated through the
process in step S154, to generate a DASH segment. In
step S156, the transmission unit 103 transmits the DASH
segment generated through the process in step S155, to
the broadcast server 40.

[0350]

The processes in steps $251 and S252 in Fig. 30 are

performed by the signaling server 20. Also, in the

signaling server 20, the MPD metadata transmitted through
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the process in step S152 and the application URL
transmitted through the process in step S$353 are received.
[0351]

In step S251, the signaling generation unit 211
generates signaling. Here, LLS signaling containing SLT
metadata, and SLS signaling containing USD metadata, S-
TSID metadata, and MPD metadata are generated as the
signaling. The application URL generated by the
application server 30 is also described in the SLT
metadata or the SLS signaling (metadata in USD, S-TSID,
MPD, or the like, for example).

[0352]

In step $252, the transmission unit 203 transmits
the signaling generated through the process in step S251,
to the broadcast server 40.

[0353]

The processes in steps S451 through 5453 in Fig. 30
are performed by the broadcast server 40. Also, in the
broadcast server 40, the DASH segment transmitted through
the process in step S$156, the signaling transmitted
through the process in step $252, and the application
transmitted through the process in step S353 are received.
[0354]

The transmission unit 403 transmits (simultaneously
broadcasts) the application generated by the application
server 30, the signaling generated by the signaling
server 20, and the DASH segment generated by the DASH
server 10 via the transmission channel 80 (S451 through
S453).

[0355]

The flow of processing on the transmission side has
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been described so far.
[0356]

(Flow of Processing on the Reception Side)

Referring now to the flowchart in Fig. 31, the flow
of processing on the reception side in a case where the
watermark storage method is adopted is described. It
should be noted that this processing on the reception
side is performed in a case where an application digest
is stored in a video watermark. Therefore, the
processing for video data will be mainly described below,
and explanation of the processing for audio data will be
skipped where appropriate.

[0357]

Fig. 31 shows not only the flow of the processing
to be performed by the broadcast middleware 604 and the
DASH client 605, but also the flow in a video/audio-
related process to be performed by the decoder 606, the
rendering engine 612, the watermark extractor 613, and
the like, and the flow in an application-related process
to be performed by the application control unit 611, the
rendering engine 612, the application digest validator
614, and the like.

[{0358]

However, the video/audio-related process indicates
a process related to the video and audio data of content,
and the application-related process indicates a process
related to the data of an application, as in Fig. 9 and
others.

[0359]
In step S801, the broadcast middleware 604 receives

the signaling transmitted from the broadcast server 40
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via the reception unit 603. In step S802, the broadcast
middleware 604 processes the signaling received through
the process in step S801.

[0360]

Here, LLS signaling containing SLT metadata, and
SLS signaling containing USD metadata, S-TSID metadata,
and MPD metadata are processed as the signaling. The
application URL generated by the application server 30 is
also described in the SLT metadata or the SLS signaling
(metadata in USD, S-TSID, MPD, or the like, for example).
[0361]

In step S803, the broadcast middleware 604 notifies
the DASH client 605 of the MPD metadata acquired through
the process in step S802, and notifies the application
control unit 611 of the application URL acquired through
the process in step S802.

[0362]

In step S804, under the control of the application
control unit 611, the broadcast middleware 604 receives
the application transmitted from the broadcast server 40
via the reception unit 603 in accordance with the
application URL described in the signaling. In step S805,
the broadcast middleware 604 transfers the application
received through the process in step S804, to the
application control unit 611.

[0363]

In step S831, the application control unit 611
acquires the application transferred through the process
in step S805. In step S832, the application digest
validator 614 generates an application digest

corresponding to the application acquired through the
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process in step S831.
[0364]

Furthermore, in this process in step S832, the same
algorithm (MD5 or the like, for example) as that used in
the process in step S$354 (Fig. 30) in the transmission-
side system 7 is applied to the application acquired
through the process in step $831, so that a digest value
(a hash value) is generated.

[0365]

In step S806, the broadcast middleware 604 receives
the DASH segment transmitted from the broadcast server 40
via the reception unit 603. In step S807, the broadcast
middleware 604 transfers the DASH segment received
through the process in step $S806, to the DASH client 605.
[0366]

In step S812, the DASH client 605 processes the
DASH segment transferred through the process in step S807,
in accordance with a result of the processing of the MPD
metadata in step S811. 1In step S813, (the DRM protected
file processing unit of) the DASH client 605 processes
the DRM protected file acquired through the process in
step S812, and performs unpackaging of the DRM protected
file.

[0367]

In step S814, according to a predetermined
decryption method, (the decryption unit of) the DASH
client 605 decrypts the encrypted VCL-NAL unit obtained
through the process in step S814. In step S815, the DASH
client 605 transfers the VCL-NAL unit decrypted through
the process in step S814, to the decoder 606.

[0368]
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In step S821, according to a predetermined decoding
method (HEVC or the like, for example), the decoder 606
decodes the VCL-NAL unit transferred through the process
in step $815. In step S822, the watermark extractor 613
extracts the watermark (video watermark) inserted in the
baseband frame obtained through the process in step S821.
[0369]

In step S$823, the application digest validator 614
extracts the application digest stored in the watermark
(watermark payload) extracted through the process in step
S822. It should be noted that, in the client device 60,
the rendering engine 612 renders the video and audio data
obtained through the process in step S$821, so that the
video and the sound of the content such as a program are
output (S824), as in the cases described above.

[0370]

In step S833, the application digest validator 614
performs application digest verification by comparing the
application digest generated through the process in step
S832 with the application digest extracted through the
process in step S823. In step S834, in accordance with a
result of the verification in step S$833, the application
digest validator 614 determines whether the compared
application digests are the same.

[0371]

Here, the application digest (the digest value)
extracted through the process in step S823 has been
generated through the process in step S354 (Fig. 30) (by
the application server 30) in the transmission-side
system 7, and has been generated according to the same

algorithm (MD5 or the like, for example) as that used for
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the application digest (the digest value) generated
through the process in step $S832. Therefore, if the
application digests (the digest values) compared in the
determination process in step S834 are the same, the
current application can be regarded as a legitimate
application.

(03721

If the compared application digests are determined
to be the same in step S$S834, the process moves on to step
S835. In step $835, the application control unit 611
(instantly) starts the application acquired through the
process in step $831. That is, in this case, the client
device 60 regards the received application as a
legitimate application, and permits the application to
start.

[0373]

In step S$836, the rendering engine 612 renders the
data of the application started through the process in
step S835. As a result, the video of the application
accompanying the content such as a program is displayed
on the client device 60, for example.

[0374]

If the compared application digests are determined
not to be the same in step S834, on the other hand, the
processes in steps S835 and S836 are skipped. That is,
in this case, the client device 60 regards the received
application as an illegitimate application, and refuses a
start of the application. It should be noted that, in a
case where such an illegitimate application is detected,
for example, some other operation such as notifying the

user or the related broadcasting station may be performed.
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{0375]

The flow of processing on the reception side has
been described above.
[0376]

(B) Non-VCL-NAL Unit Storage Method
[0377]

(Overview of the Non-VCL-NAL Unit Storage Method)

Fig. 32 is a diagram for explaining an overview of
the non-VCL-NAL unit storage method.

[0378]

Like Fig. 25, Fig. 32 schematically shows a
broadcast stream to be transmitted from the broadcast
server 40 to the client device 60 via the transmission
channel 80. This broadcast stream includes a portion
encrypted by DRM (Encrypted Pipe) and an unencrypted
portion (Clear Pipe).

[(0379]

According to the non-VCL-NAL unit storage method,
an application digest (App Digest) for verifying an
application (App) 1s stored in Video-SEI stored in an NAL
unit in the encrypted pipe, so that the application
digest is protected.

[0380]

Here, the network abstraction layer (NAL) unit
includes various kinds of data, and can be roughly
classified into a video coding layer (VCL) and a non-
video coding layer {(Non-VCL). A VCL-NAL unit is slice
data (coded data) of a compressed video.

[0381]
On the other hand, a non-VCL-NAL unit is designed

for storing other auxiliary information. For example, a
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non-VCL-NAL unit may be a video parameter set (VPS), a
sequence parameter set (SPS), a picture parameter set
(PPS), supplemental enhancement information (SEI), or the
like. Particularly, an SEI message is for storing
additional information that is not indispensable in
decryption of a VCL, and can include information (User
data unregistered) uniquely defined by the user. Thus,
an application digest can be stored into an SEI message.
[0382]

According to the non-VCL-NAL unit storage method,
however, not only a VCL-NAL unit but also an NAL unit (a
non-VCL-NAL unit) storing an SEI message including an
application digest needs to be subjected to DRM
encryption. Further, as shown in Fig. 22, this
application digest includes identification information
(the application URL, for example) about the application
and the digest value of the application.

[0383]

The client device 60 extracts the application URL
and the digest value of the application stored in the
non-VCL-NAL unit (SEI message) by canceling the DRM
during reproduction of the content such as a program, and,
using the digest value, performs verification to
determine whether the application identified by the
application URL is a legitimate application. Here,
verification is performed by comparing the digest value
stored in the non-VCL-NAL unit (SEI message) with the
digest value corresponding to the application acquired in
accordance with the application URL. In a case where
these digest values are the same, the application

identified by the application URL is determined to be a



10

15

20

25

30

CA 03010777 2018-07-06

95
SP365596W000

legitimate application.
[0384]

As the non-VCL-NAL unit storage method is adopted
in this manner, a secure encrypted pipe according to DRM
for protection of content such as a program is used for
transmitting an application digest. As a result, end-to-
end security 1s guaranteed, and it becomes possible to
avoid fraud (attacks) by a malicious third party, such as
replacement or falsification of an application, or
falsification of association between content and the
application.

[0385]

Also, according to the non-VCL-NAL unit storage
method, application authentication can be performed by
using the existing DRM, without construction of a full-
fledged platform (infrastructure) for application
authentication using PKI or the like. Thus, a cost
reduction can be guaranteed.

[038¢6]

Further, in a case where the watermark storage
method is adopted, it is necessary to always keep the
watermark extractor 613 (Fig. 20) in an active state, to
extract the application digest stored in a watermark in
the client device 60. In a case where the non-VCL-NAL
unit storage method is adopted, on the other hand, it is
possible to extract the application digest without
activating (not providing) the watermark extractor 613.
[0387]

The following is a description of the flow of
processing to be performed in the respective devices of

the transmission system 2 (Fig. 16) in a case where the
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non~-VCL-NAL unit storage method is adopted, with
reference to the flowcharts shown in Figs. 33 and 34.
{0388]

(Flow of Processing on the Transmission Side)

Referring first to the flowchart in Fig. 33, the
flow of processing on the transmission side in a case
where the non-VCL-NAL unit storage method is adopted is
described. It should be noted that this processing on
the transmission side is performed in a case where an
application digest is stored in a non-VCL-NAL unit.
Therefore, the processing for video data will be mainly
described below, and explanation of the processing for
audio data will be skipped where appropriate.

[0389]

The processes in steps S$361 through S365 in Fig. 33
are performed by the application server 30. In steps
5361 through $365, an application URL, an application,
and an application digest are generated, and are
transmitted to the current server, as in steps S351
through 8355 in Fig. 30.

(03901

However, 1n a case where the non-VCL-NAL unit
storage method is adopted, the application digest is
transmitted not to the stream server 70 but to the DASH
server 10. Further, this application digest contains,
for example, the application URL generated through the
process in step S361 and the digest value (hash value)
obtained by applying a predetermined algorithm (such as
MD5, for example) to the application generated through
the process in step S362.

[0391]
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The processes in steps S711 through S713 in Fig. 33
are performed by the stream server 70. In step 8711, a
stream (a baseband frame sequence) is generated, as in
step S701 in Fig. 30.

[0392]

In step S712, the encoder 713 encodes the baseband
frame generated through the process in step S711
according to a predetermined coding method (HEVC or the
like, for example), and generates a VCL-NAL unit. 1In
step S713, the transmission unit 703 transmits the VCL-
NAL unit generated through the process in step S712, to
the DASH server 10.

[0393]

The processes in steps S161 through S167 in Fig. 33
are performed by the DASH server 10. Also, in the DASH
server 10, the application digest transmitted through the
process in step S365, as well as the VCL-NAL unit
transmitted through the process in step $713, is received.
[0394]

In steps S16l and S162 in Fig. 33, MPD metadata is
generated, and 1s transmitted to the signaling server 20,

as in steps S151 and S152 in Fig. 30.
[0395]

In step $163, the non-VCL-NAL unit generation unit
115 generates a non-VCL-NAL unit storing the application
digest generated by the application server 30. Here, an
SEI message that the user can uniquely define can be used
as the non-VCL-NAL unit.
[0396]

In step S164, the encryption unit 113 encrypts the

VCL-NAL unit generated by the stream server 70 and the
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non-VCL-NAL unit generated through the process in step
5163, according to a predetermined encryption method. In
step 8165, the DRM protected file generation unit 114
processes the VCL-NAL unit and the non-VCL-NAL unit
encrypted through the process in step S164, to generate a
DRM protected file.

[0397]

In step S166, the DASH segment generation unit 112
processes the DRM protected file generated through the
process in step $165, to generate a DASH segment. In
step S167, the transmission unit 103 transmits the DASH
segment generated through the process in step S166, to
the broadcast server 40.

[0398]

The processes in steps 5261 and S262 in Fig. 33 are
performed by the signaling server 20. In steps S261 and
S262, signaling is generated, and 1s transmitted to the
broadcast server 40, as in steps S251 and S$252 in Fig. 30.
[0399]

The processes in steps S461 through S463 in Fig. 33
are performed by the broadcast server 40. In steps S46l
through S463, the application, the signaling, and the
DASH segment are transmitted (simultaneously broadcast)
by the transmission unit 403 via the transmission channel
80, as in steps $451 through S453 in Fig. 30.

[0400]

The flow of processing on the transmission side has

been described so far.
(04011
(Flow of Processing on the Reception Side)

Referring now to the flowchart in Fig. 34, the flow
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of processing on the reception side in a case where the
non-VCL-NAL unit storage method is adopted is described.
It should be noted that this processing on the reception
side is performed in a case where an application digest
is stored in a non-VCL-NAL unit. Therefore, the
processing for video data will be mainly described below,
and explanation of the processing for audic data will be
skipped where appropriate.

[0402]

In steps $841 through S847, signaling, an
application, and a DASH segment transmitted from the
broadcast server 40 are received and processed by the
broadcast middleware 604, as in steps S801 through 5807
in Fig. 31.

[0403]

Alsc, 1in step S851, MPD metadata is processed by
the DASH client 605, as in step S811 in Fig. 31. Further,
in steps S871 and S872, the application corresponding to
the application URL is acquired by the application
control unit 611, and an application digest in accordance
with the application is generated by the application
digest validator 614, as in steps S831 and S832 in Fig.
31.

[0404]

In this process in step S832, the same algorithm
(MD5 or the like, for example) as that used in the
process in step S$364 (Fig. 33) in the transmission-side
system 7 is applied to the application acquired through
the process in step S871, so that a digest value (a hash
value) is generated.

[0405]
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In step S852, the DASH client 605 processes the
DASH segment transferred through the process in step S847,
in accordance with a result of the processing of the MPD
metadata in step S851. In step S853, (the DRM protected
file processing unit of) the DASH client 605 processes
the DRM protected file acquired through the process in
step S852, and performs unpackaging of the DRM protected
file.

(0406]

In step S854, according to a predetermined
decryption method, (the decryption unit of) the DASH
client 605 decrypts the encrypted VCL-NAL unit obtained
through the process in step $853. In step 8855, the DASH
client 605 transfers the VCL-NAL unit decrypted through
the process in step S854, to the decoder 606.

[0407]

In step S861, according to a predetermined decoding
method (HEVC or the like, for example), the decoder 606
decodes the VCL-NAL unit transferred through the process
in step S855. Further, in step S862, the rendering
engine 612 performs rendering of the video and audio data
obtained through the process in step S861. As a resuilt,
in the client device 60, the video and the sound of the
content such as a program are output.

[0408]

Further, in step S$856, according to a predetermined
decryption method, (the decryption unit of) the DASH
client 605 decrypts the encrypted non-VCL-NAL unit
obtained through the process in step S853. 1In step S857,
the application digest validator 614 extracts the

application digest stored in the non-VCL-NAL unit



10

15

20

25

30

CA 03010777 2018-07-06

101
SP365596W000

decrypted through the process in step $856.
[0409]

In step S873, the application digest validator 614
performs application digest verification by comparing the
application digest generated through the process in step
S872 with the application digest extracted through the
process in step S$S857. In step $S874, in accordance with a
result of the verification in step $873, the application
digest validator 614 determines whether the compared
application digests are the same.

[0410]

Here, the application digest (the digest value)
extracted through the process in step S857 has been
generated through the process in step S364 (Fig. 33) (by
the application server 30) in the transmission-side
system 7, and has been generated according to the same
algorithm (MD5 or the like, for example) as that used for
the application digest (the digest value) generated
through the process in step S$872. Therefore, if the
application digests (the digest values) compared in the
determination process in step S874 are the same, the
current application can be regarded as a legitimate
application.

[0411]

If the compared application digests are determined
to be the same in step S874, the process moves on to step
S875. In steps S875 and S876, the received application
is regarded as a legitimate application, and the
application is (instantly) started, so that the video
thereof is displayed, as in steps S835 and S836 in Fig.
31.
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[0412]

If the compared application digests are determined
not to be the same in step S$874, on the other hand, the
received application is regarded as an illegitimate
application, and the application is not started.

[0413]

The flow of processing on the reception side has
been described above.
[0414]

<3. Examples of Signaling>
[0415]

The following is a description of example formats
of signaling for transmitting acquisition source
information (such as a URL) indicating the acquisition
source of an application, with reference to Figs. 35
through 42.

[0416]

(SLT Format)

Fig. 35 is a diagram showing an example format of
SLT metadata in an XML format. It should be noted that,
between the elements and the attributes in Fig. 35, "@"
is attached to the attributes. Alsc, indented elements
and attributes are those specified for the higher-order
elements. These relationships also apply in the other
signaling formats described later.

[0417]

An SLT element is a root element, and is a higher-
order element of a bsid attribute, an sltCapabilities
attribute, an sltInetUrl element, and a Service element.
[0418]

In the bsid attribute, the broadcast stream ID is
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specified. In the sltCapabilities attribute, information
about required capabilities is specified.
[0419]

In the sltInetUrl element, the base URL for
acquiring an Electronic Service Guide (ESG) and SLS
signaling is specified. The sltlnetUrl element is a
higher-order element of a urlType attribute. In the
urlType attribute, the type of files available with the
base URL is specified.

[0420]

In the Service element, information about one or
more services is specified. The Service element is a
higher-order element of a serviceld attribute, an
sltSvcSegNum attribute, a protected attribute, a
majorChannelNo attribute, a minorChannelNo attribute, a
serviceCategory attribute, a shortServiceName attribute,
a hidden attribute, a broadbandAccessRequired attribute,
an svcCapabilities attribute, an applicationUrl attribute,
a BroadcastSvcSignaling element, and an svcInetUrl
element.

[0421]

In the serviceld attribute, the service ID 1is
specified. In the sltSvcSegNum attribute, information
about the version of the SLT metadata is specified. 1In
the protected attribute, encryption information
indicating protection of the service is specified.
[0422]

In the majorChannelNo attribute, the major channel
number is specified. In the minorChannelNo attribute,
the minor channel number is specified. In the

serviceCategory attribute, the category of the service is
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specified. In the shortServiceName attribute, the short
service name is specified.
(0423]

In the hidden attribute, whether the service is a
hidden service or not is specified. 1In the
broadbandAccessRequired attribute, whether it is
necessary to access a communication line such as the
Internet 90 or not is specified. In the svcCapabilities
attribute, information about capabilities required for
decoding and the like is specified.

[(0424]

In the applicationUrl attribute, the URL
(application URL) indicating the acquisition source of
the application is specified. This application URL is
the information for identifying the entry (index.html,
for example) in a case where the application is formed
with a plurality of files such as an HTML document file
and an image file, for example. Also, in the client
device 60 that has received this SLT metadata, the
application is acquired in accordance with the
application URL, and is instantly started.

[0425]

In the BroadcastSvcSignaling element, information
about the acquisition source of SLS signaling is
specified in a case where the SLS signaling is acquired
via broadcasting. The BroadcastSvcSignaling element is a
higher-order element of an slsProtocol attribute, an
slsMajorProtocolVersion attribute, an
slsMinorProtocolVersion attribute, an slsPlpld attribute,
an slsDestinationIpAddress attribute, an

slsDestinationUdpPort attribute, and an
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slsSourceIpAddress attribute.
[0426]

In the slsProtocol attribute, information about the
protocol of SLS signaling is specified. 1In the
slsMajorProtocolVersion attribute, the major version
number of the protocol of SLS signaling is specified. In
the slsMinorProtocolVersion attribute, the minor version
number of the protocol of SLS signaling is specified.
[0427]

In the slsPlplId attribute, the ID of the physical
layer pipe (PLP) to which SLS signaling is transmitted is
specified. In the slsDestinationIpAddress attribute, the
IP address of the destination of SLS signaling is
specified. In the slsDestinationUdpPort attribute, the
port number of the destination of SLS signaling is
specified. In the slsSourcelIpAddress attribute, the IP
address of the source of SLS signaling 1is specified.
[0428]

In the svcInetUrl element, the URL of the
acquisition source of SLS signaling 1s specified in a
case where the SLS signaling is acquired via
communication. The svcInetUrl element is a higher-order
element of a urlType attribute. In the urlType attribute,
the type of files available with this URL is specified.
[0429]

Note that, as for the number of occurrences (Use)
in Fig. 35, in a case where "1" is designated, only one
element or attribute is specified, and in a case where
"0..1" is specified, the element or attribute may or may
not be specified. Further, in a case where "1..N" is

specified, one or more elements or attributes are
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specified. In a case where "0..N" is specified, one or
more elements or attributes may or may not be specified.
[0430]

Further, in a case where "unsignedShort" or
"unsignedByte" is specified as Data Type, the value of
the element or attribute is of an integer type. In a
case where "string" is specified as Data Type, the value
of the element or attribute is of a character string type.
In a case where "anyURI" is specified as Data Type, the
value of the element or attribute is a character string
in the form of a URI. In a case where "boolean" is
specified as Data Type, the element or attribute is of a
Boolean type. Note that, in a case where "language" 1is
specified as Data Type, the value of the element or
attribute is valid as the value of an xml:lang attribute,
and in a case where "dateTime" is specified, the value of
the element or attribute indicates a specific date and
time.

[0431]

(USD Format)

Fig. 36 is a diagram showing an example format of
USD metadata (USBD metadata) in an XML format.

[0432]

A bundleDescription element is a root element, and
is a higher-order element of a userServiceDescription
element (USD element). This userServiceDescription
element is a higher-order element of a globalServicelD
attribute, a serviceld attribute, a serviceStatus
attribute, a fullMPDUri attribute, an sTSIDUri attribute,
an applicationUrl attribute, a name element, a

servicelLanguage element, a capabilityCode element, and a
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deliveryMethod element.
[0433]

In the globalServiceID attribute, the global
service ID is specified. 1In the serviceld attribute, the
service ID is specified. 1In the serviceStatus attribute,
information about the status of the service is specified.
In the fullMPDUri attribute, the URI for referring to MPD
metadata is specified. In the sTSIDUri attribute, the
URI for referring to S-TSID metadata is specified.

[0434]

In the applicationUrl attribute, the URL
{application URL) indicating the acquisition source of
the application is specified. This application URL is
the information for identifying the entry (index.html,
for example) in a case where the application is formed
with a plurality of files such as an HTML document file
and an image file, for example. Also, in the client
device 60 that has received this USD metadata, the
application is acquired in accordance with the
application URL, and is instantly started.

[0435]

In the name element, the name of the service of
ATSC 3.0 is specified. The name element is a higher-
order element of a lang attribute. 1In the lang attribute,
the language of the name of the ATSC 3.0 service is
specified. In the servicelanguage element, the languages
available in the ATSC 3.0 service are specified. 1In the
capabilityCode element, the codes related to capabilities
are specified.

[0436]

In the deliveryMethod element, information about
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the data delivery method is specified The deliveryMethod
element is a higher-order element of a
broadcastAppService element and a unicastBAppService
element. The broadcastAppService element is a higher-
order element of a basePattern element, and information
about delivery via broadcasting is specified therein.
The unicastAppService element is a higher-order element
of a basePattern element, and information about delivery
via communication is specified therein.

[0437]

(S-TSID Format)

Fig. 37 is a diagram showing an example format of
S-TSID metadata.

(0438]

An S-TSID element is a root element, and is a
higher-order element of a servicelId attribute, an
applicationUrl attribute, and an RS element. In the
servicelId attribute, the service ID is specified.

[0439]

In the applicationUrl attribute, the URL
(application URL) indicating the acquisition source of
the application is specified. This application URL is
the information for identifying the entry (index.html,
for example) in a case where the application is formed
with a plurality of files such as an HTML document file
and an image file, for example. Also, in the client
device 60 that has received this S-TSID metadata, the
application is acquired in accordance with the
application URL, and is instantly started.

[0440]

In the RS element, information about a ROUTE
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session is specified. The RS element is a higher-order
element of a bsid attribute, an sIpAddr attribute, a
dIpAddr attribute, a dport attribute, a PLPID attribute,
and an LS element.

[0441]

In the bsid attribute, the broadcast stream ID is
specified. In the sIpAddr attribute, the IP address of
the source is specified. In the dIpAddr attribute, the
IP address of the destination is specified. In the dport
attribute, the port number of the destination is
specified. In the PLPID attribute, the PLP ID in the
ROUTE session is specified.

[0442]

In the LS element, information about an LCT session
is specified. The LS element is a higher-order element
of a tsi attribute, a PLPID attribute, a bw attribute, a
startTime attribute, an endTime attribute, a SrcFlow
element, and a RprFlow element.

[0443]

In the tsi attribute, TSI is specified. In the
PLPID attribute, the ID of the PLP is specified. In the
bw attribute, the bandwidth is specified. 1In the
startTime attribute and the endTime attribute, the start
date and time, and the end date and time are specified.
In the SrcFlow element, source flow information is
specified.

[0444]

(MPD Format)

Fig. 38 is a diagram showing an example format of
MPD metadata.

[0445]
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In Fig. 38, the attributes specified under an MPD
element as the root element are enumerated inside the
frame of "attributes", and the elements specified under
the MPD element are enumerated outside the frame of
"attributes". Among the attributes or elements specified
in the MPD element, "any ##other" indicates a freely
expandable region, so that an applicationUrl attribute or
an applicationUrl element is defined therein.

[0446]

In this applicationUrl attribute or the
applicationUrl element, a URL (an application URL)
indicating the acquisition source of an application is
specified. This application URL is the information for
identifying the entry (index.html, for example) in a case
where the application is formed with a plurality of files
such as an HTML document file and an image file, for
example. Also, in the client device 60 that has received
this MPD metadata, the application is acquired in
accordance with the application URL, and is instantly
started.

[0447]

In a case where an application URL is described
with the use of the applicationUrl element, for example,
the description can be conducted in the following
structure. That is, in this example case, the
application URL is stored in a content part as it is.
[0448]

<ApplicationUrl>http://xxx.com/app.html</Applicatio
nUrl>
10449)

(Structure of Metadata in a Case Where an
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Application Entry Is Clearly Indicated in S-TSID)

Referring now to Figs. 39 through 42, the structure
of metadata in a case where an application entry is
clearly indicated in S~TSID is described.

[0450]

Fig. 39 is a diagram showing an example format of
5-TSID metadata.
[0451]

The S-TSID metadata in Fig. 39 differs from the S-
TSID metadata shown in Fig. 37 in that the applicationUrl
attribute is excluded. Fig. 40 shows the format of the
SrcFlow element included in the S-TSID metadata of Fig.
39.

[0452]

The SrcFlow element in Fig. 40 is a higher-order
element of an rt attribute, a minBuffSize attribute, an
EFDT element, ContentInfo element, and a Payload element.
[0453]

In the minBuffSize attribute, the minimum buffer
size required by the client device 40 is specified. 1In
the EFDT element, information about an extended FDT
(Extended FDT) is specified. In the ContentInfo element,
Information about content is specified.

[0454]

The Payload element is a higher-order element of a
codePoint attribute, a formatID attribute, a frag
attribute, an order attribute, an srcFecPayloadID
attribute, and an FECParams attribute, and information
about the payload of a ROUTE packet storing the object of
the source flow is specified therein.

[0455]
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Fig. 41 shows the format of the EFDT element
included in the SrcFlow element in Fig. 40. The EFDT
element in Fig. 41 is a higher-corder element of a tsi
attribute, an idRef attribute, a version attribute, a
maxExpiresDelta attribute, a maxTransportSize attribute,
a FileTemplate attribute, and an FDTParameters attribute.
[0456]

In the FDTParameters attribute, the same type as
FDT-Instance, which is the root element of FDT defined by
Internet Engineering Task Force (IETF), is defined. Fig.
42 shows the structure of an FDT-Instance element. That
is, among the attributes specified in the FDT-Instance
element, "any" ("any ##other") indicates a freely
expandable region, and an ApplicationEntry attribute can
be defined therein. In this ApplicationEntry attribute,
a file URL (that is, an application URL) that is the URL
of a file for an application entry is described.

[0457]

Also, a File element is defined under the FDT-
Instance element. Among the attributes or elements in
this File element, "any" ("any ##other") indicates a
freely expandable region, and an ApplicationEntry
attribute or an ApplicationEntry element is defined
therein.

(0458}

However, 1n a case where an ApplicationEntry
attribute is defined in the File element, the file
indicated by a Content-Location attribute (a file URL (an
application URL)) in the File element having this
attribute (the boolean value is "ture") 1is an application

entry. In a case where an ApplicationEntry element is
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defined in the File element, on the other hand, the file
indicated by a Content-Location attribute (a file URL (an
application URL)) in the File element having this element
therein is an application entry.

[0459]

It should be noted that, in Fig. 42, either an
ApplicationEntry attribute that can be defined in the
FDT-Instance element, or an ApplicationEntry attribute or
an ApplicationEntry element that can be defined in the
File element under the FDT-Instance element is defined.
[0460]

<4, Modifications>
[0461]

In the above explanation, ATSC (particularly, ATSC
3.0), which is a system adopted in the United States and
other countries, has been described as a standard for
digital broadcasting. However, the present technology
may be applied to Integrated Services Digital
Broadcasting (ISDB), which is a system adopted in Japan
and other countries, Digital Video Broadcasting (DVB),
which is a system adopted in the countries and the like
in Europe, and the like. Also, in the above description,
ATSC 3.0, which adopts an IP transmission method, has
been explained as an example. However, the present
technology may be applied not only to an IP transmission
method but also to some other method such as MPEG2-TS
(Transport Stream), for example.

[0462]

Also, as for digital broadcasting, the present

technology can be applied not only to terrestrial

broadcasting, but also to satellite broadcasting using a
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broadcasting satellite (BS), a communications satellite
(CS), or the like, cable broadcasting such as cable
television (CATV), and the like.

[0463]

Also, the above mentioned names of signaling and
the like are an example, and other names may be used in
some cases. However, the differences between these names
are formal differences, not differences in substantive
contents of the current signaling and the like. For
example, an application signaling table (AST) is referred
to as an application information table (AIT) or the like,
and locally cached content (LCC) is sometimes referred to
as an NRT (Non Real Time) or the like. Further, in a
case where signaling is described in a markup language
such as XML, the names of the elements and attributes are
merely an example, and other names may be adopted.
However, the differences between these names are formal
differences, not differences in substantive contents of
those elements and attributes.

[0464]

Also, in the above description, SLT metadata has
been described as LLS signaling. However, LLS signaling
may include metadata such as an emergency alerting table
(EAT) and a region rating table (RRT). EAT metadata
includes information about emergency information that
needs to be delivered urgently. RRT metadata includes
information about rating.

[0465]

It should be noted that an application is not

necessarily an application developed in a markup language

such as HTML5 or a script language such as JavaScript
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(registered trademark), but may be an application
developed in a programming language such as Java
(registered trademark), for example. Furthermore, the
above described content may include various kinds of
content such as e-books, games, and music, for example,
as well as videos and advertisements.

[0466]

The present technology can also be applied to a
predetermined standard (other than digital broadcasting
standards) specified on the assumption that a
transmission channel other than broadcasting network
channels, a communication line (a communication network)
such as the Internet or a telephone network, or the like,
for example, is used as the transmission channel.

[0467]

<5. Configuration of a Computer>
[0468]

The above described series of processes can be
performed by hardware, and can also be performed by
software. Where the series of processes are to be
performed by software, the program that forms the
software is installed into a computer. Fig. 43 is a
diagram showing an example configuration of the hardware
of a computer that performs the above described series of
processes in accordance with a program.

[0469]

In a computer 1000, a central processing unit (CPU)
1001, a read only memory (ROM) 1002, and a random access
memory (RAM) 1003 are connected to one another through a
bus 1004. An input/output interface 1005 is further

connected to the bus 1004. An input unit 1006, an output
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unit 1007, a recording unit 1008, a communication unit
1009, and a drive 1010 are connected to the input/output
interface 1005.
{04701

The input unit 1006 is formed with a keyboard, a
mouse, a microphone, and the like. The output unit 1007
is formed with a display, a speaker, and the like. The
recording unit 1008 is formed with a hard disk, a
nonvolatile memory, or the like. The communication unit
1009 is formed with a network interface or the like. The
drive 1010 drives a removable medium 1011 such as a
magnetic disk, an optical disk, a magnetooptical disk, or
a semiconductor memory.
[0471]

In the computer 1000 having the above configuration,
the CPU 1001 loads a program recorded on the ROM 1002 or
the recording unit 1008 into the RAM 1003 wvia the
input/output interface 1005 and the bus 1004, for example,
and executes the program, so that the above described
series of processes are performed.

[0472]

The program to be executed by the computer 1000
(the CPU 1001) may be recorded on the removable medium
1011 as a package medium or the like to be provided, for
example. Alternatively, the program can be provided via
a wired or wireless transmission medium such as a local
area network, the Internet, or digital satellite
broadcasting.
[0473]

In the computer 1000, the program can be installed

into the recording unit 1008 via the input/output
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interface 1005 when the removable medium 1011 is mounted
on the drive 1010. Alternatively, the program may be
received by the communication unit 1009 via a wired or
wireless transmission medium, and be installed into the
recording unit 1008. Alternatively, the program may be
installed beforehand into the ROM 1002 or the recording
unit 1008.

[0474]

In this specification, the processes to be
performed by the computer in accordance with the program
are not necessarily performed in chronological order
compliant with the sequences shown in the flowcharts.
That is, the processes to be performed by the computer in
accordance with the program include processes to be
performed in parallel or independently of one another
(such as parallel processes or object-based processes).
In addition, the program may be executed by one computer
(a processor), or may be executed in a distributive
manner by more than one computer.

[0475]

It should be noted that embodiments of the present
technology are not limited to the above described
embodiments, and various modifications may be made to
them without departing from the scope of the present
technology.

[0476]

The present technology may also be embodied in the
configurations described below.
[0477]

(1)

A reception device including:
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a reception unit that receives content;

an acquisition unit that acquires an application in
accordance with acquisition source information indicating
an acquisition source of the application accompanying the
content, the acquisition source information being
included in control information transmitted together with
the content; and

a control unit that instantly starts the acquired
application.

(2)

The reception device according to (1),

in which

the content and the control information are
transmitted by broadcast waves,

the control information is signaling for providing
a digital broadcasting service, and

the acquisition source information is a Uniform
Resource Locator (URL).

(3)

The reception device according to (2), in which the
control unit controls operation of the application in
accordance with an event transmitted together with the
content or the control information.

(4)

The reception device according to any of (1) to (3),
in which

the acquisition unit acquires the application
protected by digital rights management (DRM) of the
content,

the reception device further includes a

verification unit that verifies whether the acquired
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application is a legitimate application, and,

in a case where the application is recognized as a
legitimate application, the control unit starts the
application.

(5)

The reception device according to (4), in which the
verification unit

extracts a first digest value corresponding to the
application, the first digest value being included in a
stream of the content,

generates a second digest value corresponding to
the acquired application, and

verifies whether the acquired application is a
legitimate application by comparing the first digest
value with the second digest value.

(6)

The reception device according to (5), in which

video data of the content is coded according to a
predetermined coding method, and

the first digest value is stored in a watermark
inserted in a baseband frame included in an encrypted
VCL-NAL (Video Coding Layer - Network Abstraction Layer)
unit.

(7)

The reception device according to (5), in which

video data of the content is coded according to a
predetermined coding method, and

the first digest value is stored in an encrypted
non-VCL-NAL (Non Video Coding Layer - Network Abstraction
Layer) unit.

(8)
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A data processing method implemented in a reception
device,

the data processing method including the steps of:

receiving content;

acquiring an application in accordance with
acquisition source information indicating an acquisition
source of the application accompanying the content, the
acquisition source information being included in control
information transmitted together with the content; and

instantly starting the acquired application,

the steps being carried out by the reception device.

(9)

A transmission device including:

a generation unit that generates control
information for causing an acquired application to be
instantly started, the control information including
acquisition source information indicating an acquisition
source of the application accompanying content; and

a transmission unit that transmits the control
information together with the content.

(10)

A data processing method implemented in a
transmission device,

the data processing method including the steps of:

generating control information for causing an
acquired application to be instantly started, the control
information including acquisition source information
indicating an acquisition source of the application
accompanying content; and

transmitting the control information together with

the content,



10

15

20

25

30

CA 03010777 2018-07-06

121
SP365596W000

the steps being carried out by the transmission

device.

(11)

A reception device including:

a reception unit that receives content;

an acquisition unit that acquires an application
accompanying the content, the application being protected
by digital rights management (DRM) of the content;

a verification unit that verifies whether the
acquired application is a legitimate application; and

a control unit that starts the application in a
case where the application 1s recognized as a legitimate
application.

(12)

The reception device according to (11), in which
the verification unit

extracts a first digest value corresponding to the
application, the first digest value being included in a
stream of the content,

generates a second digest value corresponding to
the acquired application, and

verifies whether the acquired application is a
legitimate application by comparing the first digest
value with the second digest value.

(13)

The reception device according to (12), in which

video data of the content is coded according to a
predetermined coding method, and

the first digest value is stored in a watermark
inserted in a baseband frame included in an encrypted

VCL-NAL (Video Coding Layer - Network Abstraction Layer)
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unit.

(14)

The reception device according to (12), in which

video data of the content is coded according to a
predetermined coding method, and

the first digest value is stored in an encrypted
non-VCL-NAL (Non Video Coding Layer - Network Abstraction
Layer) unit.

(15)

The reception device according to (12), in which
the first digest value 1s included in a message and is
transmitted together with identification information for
identifying the application.

(1o)

The reception device according to any of (11) to
(15), in which

the acquisition unit acquires the application in
accordance with acquisition source information indicating
an acquisition source of the application, the acquisition
source information being included in control information
transmitted together with the content, and,

in a case where the acquired application is
recognized as a legitimate application, the control unit
instantly starts the application.

(17)

The reception device according to (16),

in which

the content and the control information are
transmitted by broadcast waves,

the control information is signaling for providing

a digital broadcasting service, and
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the acquisition source information is a Uniform
Resource Locator (URL).

(18)

A data processing method implemented in a reception
device,

the data processing method including the steps of:

receiving content;

acquiring an application accompanying the content,
the application being protected by digital rights
management (DRM) of the content;

a verification unit that verifies whether the
acquired application is a legitimate application; and

starting the application in a case where the
application is recognized as a legitimate application,

the steps being carried out by the reception device.

(19)

A transmission device including:

a protection unit that protects an application
accompanying content by digital rights management (DRM)
of the content; and

a transmission unit that transmits the content and
the application, the content and the application being
protected by the same digital rights management (DRM).

(20)

A data processing method implemented in a
transmission device,

the data processing method including the steps of:

protecting an application accompanying content by
digital rights management (DRM) of the content; and

transmitting the content and the application, the

content and the application being protected by the same
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digital rights management (DRM),

the steps being carried out by the transmission

device.

REFERENCE SIGNS LIST
[0478]
1, 2 Transmission system

5, 7 Transmission-side system

10 DASH server

20 Signaling server

30 Application server
40 Broadcast server

50 Communication server
60 Client device

70 Stream server

80 Transmission channel
90 Internet

101 Reception unit

102 Processing unit

103 Transmission unit

111 MPD generation unit

112 DASH segment generation unit

113 Encryption unit

114 DRM protected file generation unit
115 Non-VCL-NAL unit generation unit
201 Reception unit

202 Processing unit

203 Transmission unit

211 Signaling generation unit

301 Reception unit

302 Processing unit
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Transmission unit

Application URL generation unit
Application generation unit
Application control event generation unit
Application digest generation unit
Reception unit

Processing unit

Transmission unit

Processing unit

Input unit

Reception unit

Broadcast middleware

DASH client

Decoder

Output unit

Communication unit

Application control unit
Rendering engine

Watermark extractor
Application digest validator
Reception unit

Processing unit

Transmission unit

Stream generation unit
Watermark inserter

Encoder

Computer

CPU
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CLAIMS

1. A reception device comprising:
a reception unit configured to receive content,
wherein video data of the content is coded;
an acquisition unit configured to acqguire an
application in accordance with acquisition source
information indicating an acquisition source of the
application accompanying the content, the application
being protected by digital rights management (DRM) of the
content, the acquisition source information being
included in control information transmitted with the
content;
a verification unit configured to:
extract a first digest value corresponding to
the application, the first digest value being
included in a stream of the content in an encrypted
non-VCL-NAL (Non Video Coding Layer - Network
Abstraction Layver) unit or in a watermark inserted
in a baseband frame included in an encrypted VCL-
NAL unit,
generate a second digest value corresponding
to the acquired application, and
verify whether the acquired application is a
legitimate application by comparing the first
digest value with the second digest value; and
a control unit configured to start the acquired
application in a case where the application is recognized

as a legitimate application.
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2. The reception device according to claim 1, wherein

the content and the control information are
transmitted by broadcast waves,

the control information is signaling for providing
a digital broadcasting service, and

the acquisition source information is a Uniform

Resource Locator (URL).

3. The reception device according to claim 2, wherein
the control unit controls operation of the application in
accordance with an event transmitted with the content or

the control information.

4. A method implemented in a reception device, the
method comprising the steps of:

receiving content, wherein video data of the
content is coded;

acquiring an application in accordance with
acquisition source information indicating an acquisition
source of the application accompanying the content, the
application being protected by digital rights management
(DRM) of the content, the acquisition source information
being included in control information transmitted with
the content;

extracting a first digest value corresponding to
the application, the first digest value being included in
a stream of the content in an encrypted non-VCL-NAL (Non
Video Coding Layer - Network Abstraction Layer) unit or
in a watermark inserted in a baseband frame included in
an encrypted VCL-NAL unit,

generating a second digest value corresponding to

Date regue/Date received 2023-05-23
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the acquired application,
verifying whether the acquired application is a
legitimate application by comparing the first digest
value with the second digest value; and
5 starting the acquired application in a case where

the application is recognized as a legitimate application.

5. The method according to claim 4,wherein
the content and the control information are
10 transmitted by broadcast waves,
the control information is signaling for providing
a digital broadcasting service, and
the acquisition source information is a Uniform

Resource Locator (URL).

15
6. The method according to claim 4 comprising
controlling operation of the application in accordance
with an event transmitted with the content or the control
information.

20

Date regue/Date received 2023-05-23
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FIG. 13

(B) IN-BAND EVENT METHOD

box_type="emsg’
scheme_id_uri="urn:xxx”

value=0

timescal e=1000

A presentation_time_delta=0
event_duration=0xFFFF

id=1

message_data[]= EVENT-RELATED DATA -1

box_type="emsg’
scheme_id_uri="urn:xxx”

value=0

timescale=1000
presentation_time_delta=0
event_duration=0xFFFF

id=2

message_data[]=EVENT-RELATED DATA -2
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FIG. 22
Syntax No. of Bits Format
app_digest_message () {
uri_strlen 8 uimsbf
uri_string() 8xuri_strlen
digest_type 8 uimsbf
digest_flen 8 uimshf
digest_value 8xdigest_len
}
FIG. 23
digest type value [Meaning
0x00 Reserved
0x01 MD5
0x02 SHA-1
0x03 SHA-256
0x04-0xFF Reserved
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FIG. 29
wm_message_id Value wm_message ()
0x00 reserved ]
o1 ] content_id messageQ) |
0x02 D presentation_time_messageO 4
003 ] uri_messageO 4
R | vpl_ message( |
005 dynamic_event_message() |
ox06 ] emergency alert message)
x0T ] display_override message) |
0x08 ... |app digest messageQ) |
0X09-Ox/F ]! reserved ]
0x80-0xFF user private
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FIG. 31

SP365596

( PROCESS IN ) (VlDEO/AUDIO—RELATED) G\PPLICATIOMRELATE[D
DASH CLIENT PROCESS PROCESS

I
(19

S$801
[ RECEVESGNALNG |
S802
[ PROCESSSONANG |
S803
[REPORT APPLICATION URL AND MPD >
S804 S811
RECEIVE APPLICATION L PROCESSHPD |
CORRESPONDING TO
APPLICATION URL
I 5805
TRANGEER APPUCATON__ }= N ACQUIREAJF:PLICATION 15831
R SEGMENSTSOGI [ GENERATE APPLICATION DIGEST ] S832
S807
[ TRANGFERDASHGEQENT >
[PROCESS DAfH seownT 19812
PERFORM UNPACKAGING 19813
OF DRM PROTECTED FILE
v
[ DECRYPTVeL-NALUNT 9814
[TRAEERVOL T 19812 »
S821
[ DECODEVOLAL |
S822
EXTRACT WATERMARK INSERTED
IN BASEBAND FRAME
[ 5823
EXTRAGT APPLICATION DIGEST
STORED INWATERMARK
| VERIFYAPPLI(iATION biGesT 19833
D0 APPLICATION >S8ﬂ
DIGESTS MATCH? NG
TVES
$894 | STARTAPJF:LICATION 15835
PERFORM VIDEO
AND AUDIO PERFORMRENDERNG 9836
RENDERING OF APPLIGATION
END END BND 0D
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FIG. 34

SP365596

CPROCESS {NBROADCAST PROCESS IN VIDEO/AUDIO-RELATED ) (" APPLICATION-RELATED
MIDDLEWARE DASH CLIENT PROCESS PROCESS
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FIG. 35

Element or Attribute Name Use | Data Type Short Description
SLT Root element of the SLT
ghsid 1 _junsignedShort [Identifier of the entire Broadcast Stream.
@s|tCapabil ities 0.1 string Required capabilities for decoding and
meaningful ly presenting the content for
all the services in this SLT instance.
sltinetUrt 0.1 anyURI Base URL to acquire ESG or service level
signalling files available via broadband
for services in this SLT.
l@urIType 0.. 1] unsignedByte [Type of files available with this URL
Service 1..N Service information
@serviceld 1 |unsignedShort |Integer number that identifies this Service
within the scope of this Broadcast area.
05| tSveSeaNum 1| unsignedByte [Version of SLT service info for this service.
@protected 0..1 boolean Indicates whether one or more components
needed for meaningful presentation of
this service are protected.
tma jor Channe INo 0..1 1..999 Major channel number of the service
@minorChanne INo 0..1 1..999 Minor channel number of the service
@serviceCategory 1 unsignedByte |Service category, coded per Table
@shor tSer viceName 0..1 string Short name of the Service
@hidden 0.1 boolean Indicates whether the service is intended
for testing or proprietary use. and is not
to be selected by ordinary TV receivers.
@br oadbandAccessRequired 0..1 boolean Indicates whether broadband access is
required for a receiver to make a meaningful
presentation of the service.
@svcCapabilities Q.1 string Required capabilities for decoding and
meaningful ly presenting content of
this service.
@applicationtr! 0.1 string Applicationlr| indicetes the url of
the application to be executed just after
the service will be tuned.
BroadcastSveSignal ing 0.1 Location, protocol, address,
id information for broadcast signaling
@slsProtocol 1 unsignedByte |Protocol used to deliver the service layer
signalling for this service
@s13sMajorProtocolVersion 1 unsignedByte [Major version number of protocol used
to deliver Service Layer Signalling for
this service.
@s | sMinorProtocolVersion 1 unsignedByte |Minor version number of protocol used
to deliver Service Layer Signalling for
this service.
s |sPipld i unsignedByte |PLP ID of the physical layer pipe carrying
the broadcast
SLS for this service.
OslsDestinationlpAddress 1 string A string containing the dotted-[Pv4
destination address of the packets carrying
broadcast SLS data for this service.
€ssDestinationlUdpPort I {unsignedShort |Port number of the packets carrying
broadcast SLS data for this service.
Bs(sSourcalpAddress 1 string A string containing the dotted-IPv4 source
address of the packets carrying broadcast
SLS data for this service.
svcinetUr | 0..N anyURI URL to access Internet signalling for
this service
I@urIType 0..1| unsignedByte |Type of files available with this URL
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FIG. 36

Element or Attribute Name Use fata Type Description
bundleDescription Root element of the User Service Bundle Description.
userServiceDescription A single instance of an ATSC 3.0 Service.
BglobalServicelD 1 anyURI A globally unique URI that identifies the ATSC 3.0

Service, unique within the scope of the BSID.

This parameter is used to link to ESG data
(Service@globalServicelD),

@serviceld 1 |unsignedShort [Reference to corresponding service entry in LLS
(SLT). The value of this attribute is the same value
of serviceld assigned to the entry.

@serviceStatus 0..1 booiean Specify the status of this service. The value
indicates whether this service is active or inactive.
¥hen set to “1” (true), that indicates service is
active, Shall default to 1 when not present.

@ful IMPDUr i 1 anyUR| Reference to an MPD fragment which contains
descriptions for contents components of the ATSC 3.0
Service delivered over broadcast and optionally,
also over broadband.

QsTS1DUr i 1 anyUR1 Reference to the S-TSID fragment which provides
access related parameters to the Transport sessions
carrying contents of this ATSC 3.0 Service.

@zppl icationlr! 0..1 string dpplicationlrl indicates the ur! of ths spplication
to be executed just wfter the service will be tuned

name 0..N string Name of the ATSC 3.0 service as given by the lang
attribute.

Alang | langugge  JLanguage of the ATSC 3.0 service name, The language

shall be specified according to BCP 47.

servicelanguage 0..N language [Available languages of the ATSC 3.0 service. The
language shall be specified according to BCP 47.

capabilityCode 0..1 string Specifies the capabilities and capability groups, as

defined in the ATSC 3.0 Service Announcement
specification, required in the receiver to be able
to create a meaningful presentation of the content
of this ATSC service. The format of this element
shall be identical to the capabilities element
specified under the Content fragment of the ATSC 3.0
Service Announcement specification

de | iveryMethod 1..N Container of tramsport related information
pertaining to the contents of the service over
broadcast and (optionally) broadband modes of access.
broadcastAppService 1..N A DASH Representation delivered over broadcast,

in multiplexed or non-multiplexed form, containing
the corresponding media component(s) belonging to
the ATSC 3.0 Service, across ail Periods of

the affiliated Media Presentatian,

basePattern 1..N string A character pattern for use by the ATSC receiver

to match against any portion of the Segment URL used
by the DASH client to request Media Segments of

a parant Representation under its containing Period.
A match implies that the corresponding requested
Media Segment is carried over broadcast transport.
unicastAppService 0..N A DASH Representation delivered over broadband,

in myltipiexed or non-multiplexed form, containing
the constituent media content component(s) belonging
to the ATSC 3.0 Service, across alil Periods of

the affiliated Media Presentation.

basePattern 1..N string A character pattern for use by the ATSC receiver to
match against any portion of the Segment URL used by
the DASH client to request Media Segments of

a parent Representation under its containing Period.
A match implies that the corresponding requested
Media Segment is carried over broadband transport.
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FIG. 37

Element or Attribute Name | Use Data Type Description

S-TSID Service Transport Session

Instance Description

unsignedShort |Reference to corresponding service
element in the USD. The value of this
attribute shall reference a service
with a corresponding value of Serviceld.

string ApplicationUr] indicates the url of
the application to be executed just
after the service will be tuned

ROUTE session

unsignedShort {ldentifier of the Broadcast Stream
within which the content component (s)
of the broadcastAppService are carried.
When this attribute is absent, the
default Broadcast Stream is the one
whose PLPs carry SLS fragments for
this ATSC 3.0 service. Its value shall
be identical to that of the @hsid in
the SLT
string Source IP address (default: current
ROUTE session’ s source IP address)

(M for non~primary session)
string Dastination IP address (default:
current ROUTE session’ s destination
IP address) (M for non-primary session)
unsigneddhort [Destination port (default. current
ROUTE session’” s destination port)
(M for non-primary session)
unsignedByte (Physical Layer Pipe ID for ROUTE
session (default: current physical
layer pipe). PLP_ID shall be as
spacified A/322 “ATSC 3.0 Physical
Layer Downlink Standard” [3].
LS 1..N LCT channel
@tsi 1 unsignedInt |TSI value
@PLPID unsignedByte |PLP 1D
(overrides default ROUTE session value)
unsignedInt [Maximum bandwidth

dateTime |[Start time

dateTime |End time
srcFlowlype |Source Flow as defined in Annex A,
Section A3
rprFlowType |Repair Flow as defined in Annex A,
Section A. 4

oy

@serviceld 0..

-

@appl icationUr| 0..

RS
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=

Ehsid 0.,

—
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-
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FIG. 39

Element or Attribute Name

Use

Data Type

Description

S-TSID

Service Transport Session Instance
Description

@serviceld

—

unsignedShort

Reference to corresponding service
element in the USD. The value of this
attribute shall reference a service
with a corresponding value of Serviceld.

RS

ROUTE session

@bsid

—

unsignedShort

Identifier of the Broadcast Stream
within which the content component(s)
of the broadcastAppService are carried.
When this attribute is absent, the
default Broadcast Stream is the one
whose PLPs carry SLS fragments for
this ATSC 3.0 service. Its value shall
he identical to that of the ®bsid in
the SLT.

@s1pAddr

—

string

Source IP address {(default: current
ROUTE session’'s source IP address)
M for non-primary session)

@dIpAddr

oy

string

Destination IP address (default:
current ROUTE session's destination
IP address) (M for non-primary session)

@dport

ey

nsignedShort

Destination port (default: current
ROUTE session’s destination port)
M for non-primary session)

@PLPID

—

uns i gnedByte

Physical Layer Pipe ID for ROUTE
session (default: current physical
layer pipe). PLP_ID shall be as
specified A/322 “ATSC 3.0 Physical
Layer Downlink Standard™ [3].

LS

LCT channel

@tsi

unsignedlnt

TSI value

@PLPID

—

unsignedByte

PLP ID
(overrides default ROUTE session value)

Bbw

unsignedInt

Maximum bandwidth

@startTime

datelime

Start time

@endTime

dateTime

End time

SrcFlow

ololele
N S Y B

srcF [owType

Source Flow as defined in Annex A,
Section A3

RepairFlow

—

rprFiowType

Repair Flow as defined in Annex A
Section A4
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FIG. 40

[ETement or Attribute Name | Use |Data_Type Description

SroF low |srcF|o~Type Source flow carried in the LCT channel .
@rt 0..1 [boolean If @rt is not present, it is assumed false. Shall be present and set to “true”

when the SrcFlow carries streaming media.

Default value: false

@ninBuffSize 0..1 |unsignedInt [Defines the minimum nurber of kilobytes reauired in the receiver transport
buffer for the LCT channel. This value may be present if @rt is set to true.

or 0.1 The extended FOT instance. See further description in Section 4.83.3.2.3.

Content Info 0..1 |string May provide additional information that can be mapped to the app!ication service
that is carried in this transport session, ¢.8. Representation ID of a DASH
content or the Adaptation Set parameters of a DASH Media Representation in order
to select the LCT channel for rendering.,

{PayToad 1..N érlwforn'ation on the payload of ROUTE packets carrying the objects of the source

oW.
[@codePoint 0..1 |unsignedByte [& numerical representation of the combination of values specified for the child

elements and attributes of the Payload element. The value of @codePoint shali be
identical to the CP (Codepoint) field in the LCT header.

Default valus = “0°
gormtlb 1 _JunsignedByte [Specifies the payload format of the delivery object. For details ses Tabio A.3.2.

rag 0..1 unsignedByte [This attribute contains an n UnsignedByte valus indioating how the payload of ROUTE
packets carrying the objects of the source flow are fragmented for delivery.

0: arbitrary. This value means that the payload of this ROUTE packet carries a
contiguous portion of the delivery object whose fragmentation occurs at arbitrary
byte boundaries.

1: application specific (sampie based). This value means that the rayload of this
ROUTE packet carries media data in the form of one or mora complete sawples, whers
the term “sample” is as defined in 1SO/IEC 14496-12 (23). [ts usage pertains to
the MOE mode as described in Sec. 8.1.1.5.2, whereby the packet strictly carries
an MDE data block comprising samples stored in the ‘mdat’ box.

2: application specific (a collection of boxes). This value means that the payload
of this RIUTE packet contains the entire data content of one or more boxes, where
term "box™ is as defined in ISO/IEC 14488-12 [41]. Its usage pertains to the WDE
mode as described in Sec. 8.1.1.6.2, whereby each packet carries the portion of an
MUE data block starting with RAP, and strictly comprising hoxes which contain
metadata(e.g. styp, sidx, moof and their contained (subordinate) boxes).

3-127: reserved for future use

128-255: reserved for propristary use

Default value = "0”

unsignedByte [This attribute contains an unsignedByte value indiceting whether and how the
payload of ROUTE packets carrying the objects of the source £low as DASH Sesments
are deliverad in the order of their gerieration by the DASH encoder.

0: arbitrary. This packet carries a portion of the DASH Segment whose order is
arbitrary (non-specific) relative to the portion of the same DASK Segment carried
by angther packet.

1: in-order delivery, The concatenation of the paylcads of contisuous packets
whicz carry a DASH Segment is identical to the Sesment produced by the DASH
angodaer .

2: in-order delivery of media samples and prior to movie frasment box. The
concatenation of the payloads of contiguous packets which carry the media sample

of a movie fragment (where “movie fragment™ is as defined by 1SO/IEC 23008-1
[26]) is in the same order of those samples as produced by the DASH encoder.
However, these packets shall be transmitted prior to the packet(s) which carry
the movie fragment box, moof . Usage of @order=2 is specific to the MDE mode as
described in Sec. 8.1.1.5.2.

3-127: reserved for future use

128-255: reserved for propristary use

[@order 0.,

Dofault value = 0"

unsignedByte |Dsfined values of the Source FEC Payload ID for uss in conjunction with the

following rules:
0: the source FEC payload ID is absent and the entire delivery object is
contained in this packet. The FECParams child alement of SteFlow shall
be absent.
-1: the source FEC payload 1D is a 32-bit unsigned integer value that
oxpresses the start offset in the object. Start offset is defined in
Section A.3.5 The FECParams child element of SrcFlow shall be absent.
+2: the FECParams child element of SrcFlow defines the Format of the
Source FEC Payload 1D,

Dsfault valus =

FECParams 0..1 Def ines the parameters of the FEC scheme associated with the source flow, in the
form of FEC Object Transmission Information as defined in RFC 5052 [16].

8srefocPayloadiD 0..

The FEC parameters are applied to the Source FEC Payload ID value specified in
the ROUTE (ALC) packet header.
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FIG. 41

Element or Attribute Name | Use |Data Type Description

EFDT If provided, it specifies the details of the file
delivery data in the form of the Extended FDT
instance which includes nominal FDT instance
parameters.

The EFDT may either be embedded or may be provided
as a reference. If provided as a reference the
EFDT may be updated independently of the signaling
metadata.

If referenced, and delivered as an in-band object
of the included source flow which is delivered on
an LCT channel separate from the LCT charnel
carrying the signaling metadata . its TOI value
shall be “0”

If the referenced EFDT is delivered on a different
LCT channel from the LCT channe! carrying the
contents of the referencing SrcFlow. its T0I value
shall be “1" .

unsignedInt TSI of the LCT channel carrying the referenced

tsi 0.

—_

@idRef 0..

anyUR1 Identification of the EFDT in the form of a URI
when the EFDT is delivered in-band with the source
flow as a referenced delivery object. ldentical to
the Content-Location for the FDT.

unsignedInt Version of this Extended FDT instance descriptor.
The version if increased by ene when the descripton
is updated. The received EFDT with highest version
number is the currently valid version.

unsignedInt Time interval in number of integer seconds, which
when added to the wall-clock time at the receiver
when it acquires the first ROUTE packet carrying
the object described by this EFDT, shal) represent
the expiration time of the associated EFDT.

If BmaxExpiresDelta is not presernt, the expiration
time of the EFDT shal! be given by the sum of a)
the value of the ERT field in the EXT_TIME header
of the ROUTE packet and b) the current receiver
time when parsing the packet header. See Section
A.3.3.2.3.2 on additional rules for deriving the
EFDT expiration time.

unsignedInt The maximum transport size of any object described
by this EFDT.

Shall be present if not present in FEC_OTI.

string Specifies the file URL (equivalent to

the Content-Location attribute of the FDT) or a
template format for the derivation of the file URI.
For details refer to Section A.3.3.2.3.2.

fdt:FDT-InstanceType |Any parameters allowed in the FLUTE FDT instance
from RFC 6726.

j—y

@version 0..

@maxExpiresDelta 0.

—y

—

@maxTransportSize 0..

FileTemplate 0.

—_

FDTParameters 0.

pu—y
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