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(57) Abstract: A method and apparatus for distributed services and data in a machine-to-machine (M2M) communication network
are disclosed. A network server, an M2M gateway, and M2M devices include an M2M service capability layer for supporting M2M
service capabilities, respectively. Reference points may be defined for interactions between network service capability layers,
between gateway service capability layers, between a gateway service capability layer and a device service capability layer of an
M2M device, between M2M device applications, and/or between a network, gateway, or device service capability layer and an M2M
application. The network server may be split into a control server and a data server at a service capability layer to provide service
capabilities for control functions and service capabilities for data functions, respectively. The data server may be configured to inter -
act with another data server to push or pull data or resources either directly or indirectly via the control server.
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METHOD AND APPARATUS FOR SUPPORTING
MACHINE-TO-MACHINE COMMUNICATIONS

CROSS REFERENCE TO RELATED APPLICATIONS
[0001] This application claims the benefit of U.S. provisional application
Nos. 61/586,352 filed January 13, 2012 and 61/694,904 filed August 30, 2012,

the contents of which are hereby incorporated by reference herein.

BACKGROUND

[0002] European Telecommunications Standards Institute (ETSI)
machine-to-machine (M2M) standard contains an overall end-to-end M2M
functional architecture. The ETSI M2M standard describes a resources-based
architecture that can be used for the exchange of data and events between
machines.

[0003] FIG. 1 shows a conventional ETSI M2M architecture. The M2M
architecture includes M2M devices including D devices 10 and/or D' devices
12, an M2M gateway(s) 20, and a network domain 30. An M2M device 10/12
1s a device that runs M2M application(s) using M2M service capabilities. The
M2M devices 10/12 may connect to the network domain 30 either directly or
via the M2M gateway 20. A D device 10 may provide M2M service capability
(1.e., device service capability layer (DSCL)) that communicates to a network
service capability layer (NSCL) using an mlId reference point and to a device
application (DA) using a dla reference point. A D' device 12 may host a DA
that communicates to a gateway service capability layer (GSCL) using a dla
reference point. A D' device 12 does not implement ETSI M2M service
capabilities. There may be a non-ETSI M2M compliant device ('d' device) that
connects to the service capability layer (SCL). The d devices do not use ETSI
M2M defined reference points.

[0004] An M2M gateway 20 runs M2M application(s) using M2M service
capabilities. The M2M gateway 20 may act as a proxy between M2M devices

10/12 and the network domain 30. The M2M gateway 20 may provide a service
-
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to other devices (e.g., d devices) connected to it that are hidden from the
network domain. The M2M gateway 20 may provide M2M service capabilities
(1.e., GSCL) that communicates to the NSCL using the mlId reference point
and to a gateway application (GA) using the dla reference point.

[0005] The network domain 30 comprises an access network and a core
network. The access network 1s a network which allows the M2M device and
the gateway to communicate with the core network. The access network
includes, but 1s not limited to, x-Digital Subscriber Line (xDSL), GPRS EDGE
Radio Access Network (GERAN), UMTS Terrestrial Ratio Access Network
(UTRAN), Evolved UTRAN (E-UTRAN), wireless local area network (WLAN),
WiMAX, etc. The core network provides Internet protocol (IP) connectivity,
service and network control functions, interconnection with other networks,
roaming, etc. The core network includes, but i1s not limited to, Third
Generation Partnership Project (3GPP) core network, ETSI Telecoms &
Internet converged Services & Protocols for Advanced Networks (TISPAN)
core network, 3GPP2 core network, etc.

[0006] The ETSI M2M defines 3 reference points (mla, dla, and mld) as
shown in FIG. 1. The mla reference point offers generic and extendable
mechanism for network applications interactions with the NSCL. The dla
reference point offers generic and extendable mechanism for DA/GA
interactions with the DSCL or GSCL. The mld reference point offers generic

and extendable mechanism for SCL interactions.

SUMMARY
[0007] A method and apparatus for distributed services and data in an
M2M communication network are disclosed. A network server, an M2M
gateway, and M2M devices that comprise an M2M network architecture. The
network server, the M2M gateway, and the M2M device may comprise a
processor that 1s configured to implement an M2M service capability layer for

supporting M2M service capabilities. Reference points may be defined in the
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M2M network architecture for interactions between network service capability
layers, between gateway service capability layers, between a gateway service
capability layer and a device service capability layer of an M2M device,
between M2M device applications, and/or between a network/gateway/device
service capability layer and an M2M application.

[0008] The network server may be split into a control server and a data
server at the service capability layer to provide service capabilities for control
functions and service capabilities for data functions, respectively. Reference
points for control functions and data functions may be separately provided
between network service capability layers; between gateway service capability
layers; between a gateway service capability layer and a device service
capability layer; between M2M device applications; and/or between a
network/gateway/device service capability layers and an M2M application at
the service capability layer level. The data server may be configured to
interact with another data server to push or pull data or resources either
directly or indirectly via the control server.

[0009] The control server and the data server may have a resource for
storing a list of registered data servers or control servers. The network server
and/or the gateway may have a capabilities resource for storing information
for sharing of capabilities with another network server or another gateway.
Each instance of the capabilities resource may include sub-resources for
storing information regarding supported capabilities, capabilities shared with
other service capability layers, and capabilities shared from other service

capability layers.

BRIEF DESCRIPTION OF THE DRAWINGS
[0010] A more detailed understanding may be had from the following
description, given by way of example in conjunction with the accompanying
drawings wherein:

[0011] FIG. 1 1s a conventional ETSI M2M architecture;

-3-
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[0012] FIG. 2A 1s a system diagram of an example communications
system 1n which one or more disclosed embodiments may be implemented;
[0013] FIG. 2B 1s a system diagram of an example wireless
transmit/receive unit (WTRU) that may be used within the communications
system 1llustrated in FIG. 2A;

[0014] FIG. 2C 1s a system diagram of an example radio access network
and an example core network that may be used within the communications
system 1llustrated in FIG. 2A;

[0015] FIG. 3 shows an example M2M architecture with new reference

points in accordance with one embodiment;

[0016] FIG. 4 shows an example M2M architecture wherein mld
reference points with extensions are used;

[0017] FIG. 5 shows an example scalable M2M architecture (SMA);
[0018] FIG. 6 shows an example structure that one M2M control server

controls multiple M2M data servers;

[0019] FIG. 7 1s a flow diagram of an example procedure for M2M data
server registration with an M2M control server;

[0020] FIG. 8 1s a flow diagram of an example procedure for enhanced
SCL registration;

[0021] FIG. 9A 1s a signaling diagram of an example procedure for data
move and copy operation wherein data 1s indirectly accessed between M2M
data servers in accordance with one embodiment;

[0022] FIG. 9B is a signaling diagram of an example procedure for data
move and copy operation wherein data 1s directly accessed between M2M data
servers 1n accordance with one embodiment;

[0023] FIG. 10A 1s a signaling diagram of an example procedure for data
copy and move operations wherein data i1s accessed indirectly between M2M

data servers in accordance with another embodiment;
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[0024] FIG. 10B 1s a signaling diagram of an example procedure for data
move and copy operation wherein data 1s accessed directly between M2M data
servers 1n accordance with another embodiment;

[0025] FIG. 11A shows an example resource structure including a
centralized resource “dataServers”;

[0026] FIG. 11B shows an example resource structure including
distributed resource “dataServers”;

[0027] FIGS. 12A and 12B show an example sclBase tree structure for

an M2M control server;

[0028] FIGS. 13A and 13B show an sclBase tree structure for data
server;

[0029] FIG. 14 shows an example structure of resource “dataServers”;
[0030] FIG. 15 shows an example structure of resource “controlServers”;
[0031] FIG. 16 shows the structure of “requestedServices”;

[0032] FIG. 17 shows the structure of “agreedServices”;

[0033] FIG. 18 shows an example structure of “trafficStatistics”
resource;

[0034] FIG. 19A shows an example resource for capability management

under <sclBase>;

[0035] FIG. 19B shows an example structure of resource “capabilities”;
[0036] FIG. 19C shows an example structure of resource “remoteCaps”;
[0037] FIG. 20 1s a signaling diagram of an example procedure for

capability sharing with mutual registration;

[0038] FIG. 21 1s a signaling diagram of an example procedure for
capability sharing without mutual registration;

[0039] FIG. 22 1s a signaling diagram of an example procedure for SCL
mutual registration;

[0040] FIGS. 23A and 23B i1s a signaling diagram of an example
procedure for GSCL-GSCL capability sharing;

[0041] FIG. 24 shows the conventional SCL resource structure;
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[0042] FIG. 25 shows an example SCL resource structure in accordance
with one embodiment; and

[0043] FIG. 26 shows an sclBase resource structure.

DETAILED DESCRIPTION

[0044] FIG. 2A 1s a diagram of an example communications system 100
in which one or more disclosed embodiments may be implemented. The
communications system 100 may be a multiple access system that provides
content, such as voice, data, video, messaging, broadcast, etc., to multiple
wireless users. The communications system 100 may enable multiple wireless
users to access such content through the sharing of system resources,
including wireless bandwidth. For example, the communications systems 100
may employ one or more channel access methods, such as code division
multiple access (CDMA), time division multiple access (TDMA), frequency
division multiple access (FDMA), orthogonal FDMA (OFDMA), single-carrier
FDMA (SC-FDMA), and the like.

[0045] As shown in FIG. 2A, the communications system 100 may
mclude wireless transmit/receive units (WTRUs) 102a, 102b, 102¢, 102d, a
radio access network (RAN) 104, a core network 106, a public switched
telephone network (PSTN) 108, the Internet 110, and other networks 112,
though 1t will be appreciated that the disclosed embodiments contemplate any
number of WTRUs, base stations, networks, and/or network elements. Each
of the WTRUs 102a, 102b, 102¢, 102d may be any type of device configured to
operate and/or communicate in a wireless environment. By way of example,
the WTRUs 102a, 102b, 102¢, 102d may be configured to transmit and/or
receive wireless signals and may include user equipment (UE), a mobile
station, a fixed or mobile subscriber unit, a pager, a cellular telephone, a
personal digital assistant (PDA), a smartphone, a laptop, a netbook, a

personal computer, a wireless sensor, consumer electronics, and the like.
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[0046] The communications systems 100 may also include a base station
114a and a base station 114b. Each of the base stations 114a, 114b may be
any type of device configured to wirelessly interface with at least one of the
WTRUs 102a, 102b, 102c, 102d to facilitate access to one or more
communication networks, such as the core network 106, the Internet 110,
and/or the networks 112. By way of example, the base stations 114a, 114b
may be a base transceiver station (BTS), a Node-B, an eNode B, a Home Node
B, a Home eNode B, a site controller, an access point (AP), a wireless router,
and the like. While the base stations 114a, 114b are each depicted as a single
element, it will be appreciated that the base stations 114a, 114b may include
any number of interconnected base stations and/or network elements.

[0047] The base station 114a may be part of the RAN 104, which may
also include other base stations and/or network elements (not shown), such as
a base station controller (BSC), a radio network controller (RNC), relay nodes,
etc. The base station 114a and/or the base station 114b may be configured to
transmit and/or receive wireless signals within a particular geographic region,
which may be referred to as a cell (not shown). The cell may further be
divided into cell sectors. For example, the cell associated with the base station
114a may be divided into three sectors. Thus, in one embodiment, the base
station 114a may include three transceivers, 1.e., one for each sector of the cell.
In another embodiment, the base station 114a may employ multiple-input
multiple output (MIMO) technology and, therefore, may utilize multiple
transceivers for each sector of the cell.

[0048] The base stations 114a, 114b may communicate with one or more
of the WTRUs 102a, 102b, 102¢, 102d over an air interface 116, which may be
any suitable wireless communication link (e.g., radio frequency (RF),
microwave, infrared (IR), ultraviolet (UV), visible light, etc.). The air interface
116 may be established using any suitable radio access technology (RAT).
[0049] More specifically, as noted above, the communications system

100 may be a multiple access system and may employ one or more channel
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access schemes, such as CDMA, TDMA, FDMA, OFDMA, SC-FDMA, and the
lhike. For example, the base station 114a in the RAN 104 and the WTRUs
102a, 102b, 102¢ may implement a radio technology such as Universal Mobile
Telecommunications System (UMTS) Terrestrial Radio Access (UTRA), which
may establish the air interface 116 using wideband CDMA (WCDMA).
WCDMA may include communication protocols such as High-Speed Packet
Access (HSPA) and/or Evolved HSPA (HSPA+). HSPA may include High-
Speed Downlink Packet Access (HSDPA) and/or High-Speed Uplink Packet
Access (HSUPA).

[0050] In another embodiment, the base station 114a and the WTRUs
102a, 102b, 102¢ may implement a radio technology such as Evolved UMTS
Terrestrial Radio Access (E-UTRA), which may establish the air interface 116
using Long Term Evolution (LTE) and/or LTE-Advanced (LTE-A).

[0051] In other embodiments, the base station 114a and the WTRUs
102a, 102b, 102¢c may implement radio technologies such as IEEE 802.16 (i.e.,
Worldwide Interoperability for Microwave Access (WiMAX)), CDMAZ2000,
CDMA2000 1X, CDMA2000 EV-DO, Interim Standard 2000 (IS-2000), Interim
Standard 95 (IS-95), Interim Standard 856 (IS-856), Global System for Mobile
communications (GSM), Enhanced Data rates for GSM Evolution (EDGE),
GSM EDGE (GERAN), and the like.

[0052] The base station 114b in FIG. 2A may be a wireless router, Home
Node B, Home eNode B, or access point, for example, and may utilize any
suitable RAT for facilitating wireless connectivity in a localized area, such as a
place of business, a home, a vehicle, a campus, and the like. In one
embodiment, the base station 114b and the WTRUs 102¢, 102d may
implement a radio technology such as IEEE 802.11 to establish a wireless
local area network (WLAN). In another embodiment, the base station 114b
and the WTRUs 102¢, 102d may implement a radio technology such as IEEE
802.15 to establish a wireless personal area network (WPAN). In yet another
embodiment, the base station 114b and the WTRUs 102¢c, 102d may utilize a
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cellular-based RAT (e.g., WCDMA, CDMA2000, GSM, LTE, LTE-A, etc.) to
establish a picocell or femtocell. As shown in FIG. 2A, the base station 114b
may have a direct connection to the Internet 110. Thus, the base station 114b
may not be required to access the Internet 110 via the core network 106.

[0053] The RAN 104 may be in communication with the core network
106, which may be any type of network configured to provide voice, data,
applications, and/or voice over internet protocol (VoIP) services to one or more
of the WTRUs 102a, 102b, 102c, 102d. For example, the core network 106
may provide call control, billing services, mobile location-based services, pre-
paid calling, Internet connectivity, video distribution, etc., and/or perform
high-level security functions, such as user authentication. Although not
shown in FIG. 2A, it will be appreciated that the RAN 104 and/or the core
network 106 may be in direct or indirect communication with other RANs that
employ the same RAT as the RAN 104 or a different RAT. For example, in
addition to being connected to the RAN 104, which may be utilizing an E-
UTRA radio technology, the core network 106 may also be in communication
with another RAN (not shown) employing a GSM radio technology.

[0054] The core network 106 may also serve as a gateway for the
WTRUs 102a, 102b, 102¢, 102d to access the PSTN 108, the Internet 110,
and/or other networks 112. The PSTN 108 may include circuit-switched
telephone networks that provide plain old telephone service (POTS). The
Internet 110 may include a global system of interconnected computer
networks and devices that use common communication protocols, such as the
transmission control protocol (TCP), user datagram protocol (UDP) and the
internet protocol (IP) in the TCP/IP internet protocol suite. The networks 112
may include wired or wireless communications networks owned and/or
operated by other service providers. For example, the networks 112 may
include another core network connected to one or more RANs, which may

employ the same RAT as the RAN 104 or a different RAT.
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[0055] Some or all of the WTRUs 102a, 102b, 102c, 102d in the
communications system 100 may include multi-mode capabilities, 1.e., the
WTRUs 102a, 102b, 102¢, 102d may include multiple transceivers for
communicating with different wireless networks over different wireless links.
For example, the WTRU 102c¢ shown in FIG. 2A may be configured to
communicate with the base station 114a, which may employ a cellular-based
radio technology, and with the base station 114b, which may employ an IEEE
802 radio technology.

[0056] FIG. 2B 1s a system diagram of an example WTRU 102. As
shown 1n FIG. 2B, the WTRU 102 may include a processor 118, a transceiver
120, a transmit/receive element 122, a speaker/microphone 124, a keypad 126,
a display/touchpad 128, non-removable memory 130, removable memory 132,
a power source 134, a global positioning system (GPS) chipset 136, and other
peripherals 138. It will be appreciated that the WT'RU 102 may include any
sub-combination of the foregoing elements while remaining consistent with an
embodiment.

[0057] The processor 118 may be a general purpose processor, a special
purpose processor, a conventional processor, a digital signal processor (DSP), a
plurality of microprocessors, one or more microprocessors in association with a
DSP core, a controller, a microcontroller, Application Specific Integrated
Circuits (ASICs), Field Programmable Gate Array (FPGAs) circuits, any other
type of integrated circuit (IC), a state machine, and the like. The processor
118 may perform signal coding, data processing, power control, input/output
processing, and/or any other functionality that enables the WTRU 102 to
operate 1n a wireless environment. The processor 118 may be coupled to the
transceiver 120, which may be coupled to the transmit/receive element 122.
While FIG. 2B depicts the processor 118 and the transceiver 120 as separate
components, 1t will be appreciated that the processor 118 and the transceiver

120 may be integrated together in an electronic package or chip.
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[0058] The transmit/receive element 122 may be configured to transmit
signals to, or receive signals from, a base station (e.g., the base station 114a)
over the air interface 116. For example, in one embodiment, the
transmit/receive element 122 may be an antenna configured to transmit
and/or receive RF signals. In another embodiment, the transmit/receive
element 122 may be an emitter/detector configured to transmit and/or receive
IR, UV, or visible light signals, for example. In yet another embodiment, the
transmit/receive element 122 may be configured to transmit and receive both
RF and light signals. It will be appreciated that the transmit/receive element
122 may be configured to transmit and/or receive any combination of wireless
signals.

[0059] In addition, although the transmit/receive element 122 1is
depicted in FIG. 2B as a single element, the WTRU 102 may include any
number of transmit/receive elements 122. More specifically, the WTRU 102
may employ MIMO technology. Thus, in one embodiment, the WTRU 102
may 1include two or more transmit/receive elements 122 (e.g., multiple
antennas) for transmitting and receiving wireless signals over the air
interface 116.

[0060] The transceiver 120 may be configured to modulate the signals
that are to be transmitted by the transmit/receive element 122 and to
demodulate the signals that are received by the transmit/receive element 122.
As noted above, the WTRU 102 may have multi-mode capabilities. Thus, the
transceiver 120 may include multiple transceivers for enabling the WTRU 102
to communicate via multiple RATs, such as UTRA and IEEE 802.11, for
example.

[0061] The processor 118 of the WTRU 102 may be coupled to, and may
recelive user input data from, the speaker/microphone 124, the keypad 126,
and/or the display/touchpad 128 (e.g., a liquid crystal display (LCD) display
unit or organic light-emitting diode (OLED) display unit). The processor 118
may also output user data to the speaker/microphone 124, the keypad 126,

-11-
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and/or the display/touchpad 128. In addition, the processor 118 may access
information from, and store data in, any type of suitable memory, such as the
non-removable memory 106 and/or the removable memory 132. The non-
removable memory 106 may include random-access memory (RAM), read-only
memory (ROM), a hard disk, or any other type of memory storage device. The
removable memory 132 may include a subscriber identity module (SIM) card,
a memory stick, a secure digital (SD) memory card, and the like. In other
embodiments, the processor 118 may access information from, and store data
in, memory that is not physically located on the WTRU 102, such as on a
server or a home computer (not shown).

[0062] The processor 118 may receive power from the power source 134,
and may be configured to distribute and/or control the power to the other
components in the WTRU 102. The power source 134 may be any suitable
device for powering the WTRU 102. For example, the power source 134 may
include one or more dry cell batteries (e.g., nickel-cadmium (NiCd), nickel-zinc
(N1Zn), nickel metal hydride (N1IMH), lithium-ion (Li-ion), etc.), solar cells,
fuel cells, and the like.

[0063] The processor 118 may also be coupled to the GPS chipset 136,
which may be configured to provide location information (e.g., longitude and
latitude) regarding the current location of the WTRU 102. In addition to, or in
lieu of, the information from the GPS chipset 136, the WTRU 102 may receive
location information over the air interface 116 from a base station (e.g., base
stations 114a, 114b) and/or determine its location based on the timing of the
signals being received from two or more nearby base stations. It will be
appreciated that the WTRU 102 may acquire location information by way of
any suitable location-determination method while remaining consistent with
an embodiment.

[0064] The processor 118 may further be coupled to other peripherals
138, which may include one or more software and/or hardware modules that

provide additional features, functionality and/or wired or wireless
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connectivity. For example, the peripherals 138 may include an accelerometer,
an e-compass, a satellite transceiver, a digital camera (for photographs or
video), a universal serial bus (USB) port, a vibration device, a television
transceiver, a hands free headset, a Bluetooth® module, a frequency
modulated (FM) radio unit, a digital music player, a media player, a video
game player module, an Internet browser, and the like.

[0065] FIG. 2C 1s a system diagram of the RAN 104 and the core
network 106 according to an embodiment. As noted above, the RAN 104 may
employ an E-UTRA radio technology to communicate with the WTRUs 102a,
102b, 102c¢c over the air interface 116. The RAN 104 may also be in
communication with the core network 106.

[0066] The RAN 104 may include eNode-Bs 140a, 140b, 140c, though it
will be appreciated that the RAN 104 may include any number of eNode-Bs
while remaining consistent with an embodiment. The eNode-Bs 140a, 140b,
140c may each include one or more transceivers for communicating with the
WTRUs 102a, 102b, 102¢ over the air interface 116. In one embodiment, the
eNode-Bs 140a, 140b, 140c may implement MIMO technology. Thus, the
eNode-B 140a, for example, may use multiple antennas to transmit wireless
signals to, and receive wireless signals from, the WTRU 102a.

[0067] Each of the eNode-Bs 140a, 140b, 140c may be associated with a
particular cell (not shown) and may be configured to handle radio resource
management decisions, handover decisions, scheduling of users in the uplink
and/or downlink, and the like. As shown in FIG. 2C, the eNode-Bs 140a, 140b,
140c may communicate with one another over an X2 interface.

[0068] The core network 106 shown in FIG. 2C may include a mobility
management gateway (MME) 142, a serving gateway 144, and a packet data
network (PDN) gateway 146. While each of the foregoing elements are
depicted as part of the core network 106, 1t will be appreciated that any one of
these elements may be owned and/or operated by an entity other than the core

network operator.
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[0069] The MME 142 may be connected to each of the eNode-Bs 142a,
142b, 142c in the RAN 104 via an S1 interface and may serve as a control
node. For example, the MME 142 may be responsible for authenticating users
of the WTRUs 102a, 102b, 102c, bearer activation/deactivation, selecting a
particular serving gateway during an initial attach of the WTRUs 102a, 102b,
102¢, and the like. The MME 142 may also provide a control plane function
for switching between the RAN 104 and other RANs (not shown) that employ
other radio technologies, such as GSM or WCDMA.

[0070] The serving gateway 144 may be connected to each of the eNode
Bs 140a, 140b, 140c in the RAN 104 via the S1 interface. The serving gateway
144 may generally route and forward user data packets to/from the WTRUs
102a, 102b, 102c. The serving gateway 144 may also perform other functions,
such as anchoring user planes during inter-eNode B handovers, triggering
paging when downlink data is available for the WTRUs 102a, 102b, 102c,
managing and storing contexts of the WT'RUs 102a, 102b, 102¢, and the like.
[0071] The serving gateway 144 may also be connected to the PDN
gateway 146, which may provide the WTRUs 102a, 102b, 102c with access to
packet-switched networks, such as the Internet 110, to facilitate
communications between the WTRUs 102a, 102b, 102¢ and IP-enabled
devices.

[0072] The core network 106 may facilitate communications with other
networks. For example, the core network 106 may provide the WTRUs 102a,
102b, 102c with access to circuit-switched networks, such as the PSTN 108, to
facilitate communications between the WTRUs 102a, 102b, 102c¢ and
traditional land-line communications devices. For example, the core network
106 may include, or may communicate with, an IP gateway (e.g., an IP
multimedia subsystem (IMS) server) that serves as an interface between the
core network 106 and the PSTN 108. In addition, the core network 106 may
provide the WTRUs 102a, 102b, 102¢ with access to the networks 112, which
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may include other wired or wireless networks that are owned and/or operated
by other service providers.

[0073] Hereafter, the terms “SCL” and “service capabilities” will be used
interchangeable, unless it explicitly states that service capabilities mean a
specific service capability. The terms “M2M server” and “server”, “M2M
control server” and “control server”, “M2M data server” and “data server”,
“M2M gateway” and “gateway”, and “M2M device” and “device” will be used
interchangeably, respectively.

[0074] M2M service capabilities provide M2M functions that are to be
shared by different applications. The M2M service capabilities expose
functions through a set of open interfaces, use core network functionalities,
and simplify and optimize application development and deployment through
hiding of network specificities. The M2M service capabilities in the network
domain, the gateway, and the device include application enablement, generic
communication, reachability, addressing and repository, communication
selection, remote entity management, security, history and data retention,
transaction management, compensation broker, telco operator exposure,
interworking proxy, etc. M2M applications are applications that run a service
logic and use M2M service capabilities accessible via an open interface.

[0075] In the case where M2M devices reside behind an M2M gateway,
the service capabilities may be distributed over the M2M system in a form of
hierarchy. This hierarchical architecture may be generalized further if one
considers that M2M gateways may exist behind other M2M gateways, and
that network service capabilities may be replicated and shared between many
M2M service providers. Sharing service capabilities may provide benefits such
as reducing device overhead (e.g., an M2M device with limited hardware
capacity would not need to support complex service capability functionalities
and may make use of other service capabilities in the network).

[0076] The ETSI M2M standard uses RESTful architecture such that

information 1s represented by resources which are structured as a tree.
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Representational state transfer (REST) 1s a style of software architecture for
distributed systems such as World Wide Web. A RESTful architecture is about
the transfer of representations of uniquely addressable resources. A resource
1s a uniquely addressable entity in the RESTful architecture. When handling
resources in a RESTful architecture, there are four basic methods (called
"verbs"). A CREATE method creates child resources. A RETRIEVE method
reads the content of the resource. An UPDATE method writes the content of
the resource. A DELETE method deletes the resource.

[0077] A resource has a representation that may be transferred and
manipulated with the verbs. A resource may be addressed using a Universal
Resource Identifier (URI). A sub-resource 1s a resource that has a
containment relationship with the addressed (parent) resource. A sub-
resource may be called a child resource. The parent resource representation
contains references to the child resource. A hosting SCL 1s the SCL where the
addressed resource resides. An issuer 1s the actor performing a request. An
1ssuer may be either an application or an SCL.

[0078] The notation <resourceName> in the following description and
the drawings means a placeholder for an identifier of a resource of a certain
type, and the actual name of the resource 1s not predetermined. The notation
"attribute" denotes a placeholder for one or more fixed names. Without the
delimiters < and > or "and", names appearing in boxes in drawings may be
literals for fixed resource names or attributes.

[0079] FIG. 26 shows an example sclBase resource structure. An
sclBase resource 2600 1s the root of all other resources and contains all other
resources of the hosting SCL. The sclBase resource 2600 may be represented
by an absolute URI. All other resources hosted in the SCL may be identified
by a URI

[0080] Attribute 2602 1s meta-data that provides properties associated

with a resource representation.
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[0081] An SCL resource 2604 may represent an associated (remote) SCL
that 1s authorized to interact with the hosting SCL. In order to be authorized
to interact with the hosting SCL, the remote SCL may go through an M2M
service registration procedure. An SCL resource 2604 may be created as a
result of a successful registration of the remote SCL with its local SCL, or
vice-versa.

[0082] An application resource 2606 may store information about the
application. The application resource 2606 may be created as a result of
successful registration of an application with the local SCL.

[0083] A container resource 2608 1s a generic resource that may be used
to exchange data between applications and/or SCLs by using the container as
a mediator that takes care of buffering the data.

[0084] A group resource 2610 may be used to define and access groups of
other resources. For example, a group resource may be used to write the same
content to a group of M2M container resources .

[0085] An accessRight resource 2612 may store a representation of
permissions. An accessRight resource 2612 1s associated with resources that
may be accessible to entities external to the hosting SCL.

[0086] A subscription resource 2614 may be used to keep track of status
of active subscription to its parent resource. A subscription represents a
request from the issuer to be notified about modifications on the parent
resource.

[0087] A discovery resource 2616 may be used to allow discovery. It may
be used to retrieve the list of URI of resources matching discovery filter
criteria.

[0088] In the conventional ETSI M2M functional architecture, control
and data paths are not separated and supposed to use the same transmission
mechanism. Such approach may make control and data paths impact each
other. For example, if there 1s a big volume of data stream between two M2M

devices that i1s routed via an M2M server, it may delay other M2M devices to
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register with the M2M server. On the other hand, if there are many new M2M
devices (normal or malicious) to register with the M2M server, the existing
data transmission on the data path may be impacted and even stopped in the
worst case.

[0089] The conventional ETSI M2M SCL registration is network-centric
(1.e., NSCL-centric) and 1s limited to a DSCL registration to an NSCL and a
GSCL registration to an NSCL. The impact of such limit i1s that the NSCL
serves as an anchor point and there 1s no direct communication between some
SCLs, such as DSCL to DSCL, DSCL to GSCL, GSCL to GSCL, or NSCL to
NSCL.

[0090] The M2M servers (e.g., NSCLs in the ETSI M2M framework)
may be owned by different businesses and a service provider. They may offer
different service capability functionalities, and offer a complete service jointly.
Therefore, NSCL-to-NSCL interaction 1s needed.

[0091] The M2M gateways belonging to the same service providers may
need to have interactions to exchange control and user data. Such information
does not need to go through their common NSCL for efficiency. In mobility
scenarios, for example, when a device moves from one gateway to another, a
direct communication between the gateways 1s needed.

[0092] In the case where multiple verticals are involved, a full scale of
and diverse SCL interactions is needed. For example, a monitor in an eHealth
system detected an emergency issue. The home gateway sends a message to
the eHealth system to report the emergency. The eHealth system contacts
emergency medical services (EMS) for an ambulance, and the ambulance
system contacts the city traffic control system for route information. Here,
there are three different kinds of SCLs: one for eHealth, one for EMS, and one
for city traffic control system. Interactions among them are needed to perform
necessary coordination to support the use case.

[0093] In one embodiment, new reference points and/or new operations

on the reference points are defined to support SCL interactions based on the
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ETSI M2M architecture. Conventional reference points and application
programming interface (API) operations may be supported and re-used.

[0094] FIG. 3 shows an example M2M architecture with new reference
points 1n accordance with one embodiment. The M2M architecture includes
M2M devices 310/312, M2M gateways 320, and M2M servers 330. The M2M
devices may be a WTRU. New reference points mIm, dId, dla, and ala are
defined.

[0095] mlm 1s a reference point between two M2M servers 330 (ie.,
NSCLs). Within the M2M architecture, the mIm reference point resides
between two NSCLs to provide new service capability sharing and
configuration functions. Within the scalable M2M architecture (SMA), which
will be explained below, the mIm reference point may reside between two
M2M control servers, between an M2M control server and an M2M data
server, or between two M2M data servers to provide new functions, such as
resource copy/move and charging.

[0096] dId 1s a reference point between a GSCL and a GSCL, or between
a DSCL and a GSCL, or between a DSCL and a DSCL that 1s defined to
support new functions such as capability sharing and resource copy/move.
[0097] dla 1s a reference point between a DSCL and D' devices 312 that
1s defined to enable direct communications between a DSCL and D' devices
312 by leveraging dla reference points with enhanced application registration.
[0098] ala 1s a reference point between D' devices 312. For example, D'
devices may register with an M2M gateway 320 but the data may be
exchanged between the D' devices 312 directly. Alternatively, one D' device
may register with the M2M gateway 320 and other D' devices may register
with the M2M gateway 320 through the D' device registered with the M2M
gateway 320. The D/D' devices may exchange data directly with other D/D’
devices.

[0099] In another embodiment, instead of introducing new reference

points, the conventional mld reference point may be re-used with extensions.
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FIG. 4 shows an example M2M architecture wherein mld reference points
with extensions are used. For example, the mld reference point with
extensions may be used for interactions between M2M servers 430.

[0100] In another embodiment, a scalable M2M architecture (SMA) may
be implemented. In the SMA, the M2M server 1s split to an M2M data server
and an M2M control server. One M2M control server may control one or
multiple M2M data servers. The control path and the data path may be
separated. The SMA may eliminate drawbacks in the conventional M2M
functional architecture and may achieve better system reliability, scalability,
and manageability.

[0101] In SMA, functions and procedures in the ETSI M2M architecture
may be categorized into control functions and data functions. The control
functions 1include, but are not limited to, M2M bootstrap, M2M SCL
registration, M2M application registration, M2M resource discovery, and
M2M remote entity management (REM), or the like. The data functions
include other regular resource access such as operations on containers and
groups resources.

[0102] FIG. 5 shows an example scalable M2M architecture (SMA). The
M2M network includes M2M devices (D devices 510 and/or D' devices 512), an
M2M gateway(s) 520, an M2M control server(s) 532, and an M2M data
server(s) 534. An M2M server 1s split into the M2M control server 532 and
the M2M data server 534. Both the M2M control server 532 and the M2M
data server 534 are logical entities. The M2M control server 532 has service
capabilities for performing control functions including, but not limited to,
bootstrapping, registration, resource discovery and management, and the like.
The M2M data server 534 has service capabilities for M2M data functions
and handles data path transmissions such as M2M data access and storage,
etc. There are interactions between the M2M control server 532 and the M2M

data server 534 via a reference point (e.g., mIm reference point). The M2M
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control server 532 may configure, monitor, and change the behaviors of the
M2M data server 534.

[0103] In FIG. 5, the suffix “_d” stand for data path, and the suffix “ ¢”
stands for control path. Control reference points and data reference points
may use different transport protocol. For example, Transmission Control
Protocol (TCP) and Stream Control Transmission Protocol (SCTP) may be
used for control reference points to provide reliable transmission, while User
Datagram Protocol (UDP) may be used for data reference points to provide
lower overhead and latency.

[0104] mlIm 1s a reference point between two M2M servers. The mIm
reference point may be wused for registration, authorization,
subscription/notification between M2M servers, M2M point of contact (PoC)
operations, management functions, capability/functionality sharing, SCL and
application registration, copy or move resources, billing (e.g., requested
services, traffic statistics, etc.), or the like.

[0105] dId_d 1s a reference point between two D devices or two M2M
gateways for non-control operations. The dId_d reference point may be used
for DSCL/GSCL retrieve and update on DSCL/GSCL container, content
instances collection management, group management, group collection
management, capability/functionality sharing, and the like.

[0106] dId_c 1s a reference point between two D devices or two M2M
gateways for control operations. The dId_c reference point may be used for
DSCL/GSCL gateway or device bootstrapping, SCL management, access right
management, resource discovery, notification channels collection
management, notification channel management, M2M PoCs and M2M PoCs
collection management, capability/functionality sharing, or the like.

[0107] ala_d 1s a reference point between two D' devices for data
operations. The ala_d reference point may be used for billing (e.g., traffic

statistics), multi-hop data relaying, or the like.
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[0108] ala_c 1s a reference point between two D' devices for control
operations. The ala_c reference point may be used for DA bootstrapping
operations, remote triggering, registration, resource discovery on DA,
capability/functionality sharing, or the like.

[0109] mla_d 1s a reference point between an NA and an M2M data
server. The mla_d reference point may be used for NA announce/de-announce,
retrieve and update application, containers, content instances management
and groups collection management, billing (e.g., traffic statistics), or the like.
[0110] mla_c 1s a reference point between an NA and an M2M control
server. The mla_c reference point may be used for NA registration,
authorisation, announce/de-announce, subscription and subscription collection
management, access right management, resource discovery and remote entity
management, capability/functionality sharing, application registration, or the
like.

[0111] mld_d 1s a reference point between a DSCL/GSCL and an M2M
data server. The mld_d reference point may be used for DSCL/GSCL,
containers and content instances management, group and groups collection
management, copy or move resources, billing (e.g., traffic statistics), or the
like.

[0112] mld_c 1s a reference point between a DSCL/GSCL and an M2M
control server and between a DSCL and a GSCL. The mld_c reference point
may be used for DSCL/GSCL gateway or device bootstrapping, SCL
management, access right management, resource discovery, notification
channels collection management and notification channel management, M2M
PoCs and M2M PoCs collection management, SCL registration, billing (e.g.,
requested services), capability or functionality sharing, or the like.

[0113] dla_d 1s a reference point between a DA/GA and a DSCL/GSCL
for non-control operations. The dla_d reference point may be used for DA/GA

announce/de-announce, containers and content instances management, group
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and groups collection management on DSCL/GSCL, billing (e.g., traffic
statistics), or the like.

[0114] dla_c 1s a reference point between a DA/GA and a DSCL/GSCL
for control operations. The dla_c reference point may be used for DA/GA
bootstrapping operations, remote triggering, registration, resource discovery
and remote entity management M2M PoCs and M2M PoCs -collection
management on DSCL/GSCL, capability/functionality sharing, application
registration, or the like.

[0115] FIG. 6 shows an example structure that one M2M control server
632 controls multiple M2M data servers 634. As shown in FIG. 6, one M2M
control server 632 may control multiple M2M data servers 634. An M2M
control server may direct M2M devices or gateways from one M2M data server
to another M2M data server for purposes such as load balancing or group
operations. There may be security exchanges between the M2M control server
632 and the M2M data server 634, so that interactions between the M2M
control server 632 and the M2M data server 634 may be secured and
communications between the M2M data server 634 and the M2M devices,
gateways, and applications may be secured. One M2M data server 634 may
register itself with multiple M2M control servers 632.

[0116] Multiple M2M devices and/or gateways may operate in a group,
for example where devices provide the same services or where devices are
deployed for the same company. If the M2M devices are currently not under
the same M2M data server, it may be difficult to perform a group operation
efficiently. Therefore, the M2M control server may move a group of M2M
devices/gateways to the same M2M data server.

[0117] If an M2M data server i1s at the risk of congestion, the M2M
control server may move some M2M devices from the current M2M data
server to other M2M data server. If one M2M data server goes down, M2M

devices may move to another M2M data server. An M2M data server(s) may
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be used to back-up each other and have consistent images of each other, for
example, using the mIm reference point.

[0118] In order to manage multiple M2M data servers, the M2M control
server may maintain an M2M data server inventory to have a list of currently
active M2M data servers. In one embodiment, each M2M data sever may
register or attach itself to an M2M control server once it becomes online or
active. In addition, the M2M control server and the M2M data server may
periodically exchange messages so that the M2M control server may have real-
time 1nformation about each M2M data server. In another embodiment, an
M2M control server may dynamically discover M2M data servers using service
discovery mechanism such as domain name system-service discovery (DNS-
SD).

[0119] Splitting an M2M server into an M2M control server and an
M2M data server may be extended to a GSCL and/or a DSCL. For example, a
GSCL may be split to one control gateway (i.e., CGSCL) and one or more data
gateway (1.e., DGSCL). The CGSCL may handle control-related GSCL
functions, while the DGSCL may handle data-related GSCL functions. The
CGSCL may register with the M2M control server (i.e., CNSCL), while the
DGSCL may communicate with the M2M data server (i.e., DNSCL) directly.
The same scheme may be applied to the DSCL.

[0120] The mIm reference point may handle interactions between M2M
servers or between an M2M control server and an M2M data server. The mIm
reference point may also handle interactions between two M2M data servers
or between two M2M control servers.

[0121] The M2M control server may manage a set of M2M data servers.
The M2M control server may enable direct communications between two M2M
data servers. For example, the M2M control server may trigger to move data
or resources from one M2M data server to another M2M data server. The

M2M control server may pass M2M devices and gateways registration-related
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information to M2M data servers, so that the M2M data servers may
authenticate messages and operations from the M2M devices and gateways.
[0122] For interactions between the M2M control server and the M2M
data server, each M2M data server may first register with the M2M control
server. FIG. 7 1s a flow diagram of an example procedure for M2M data server
registration with an M2M control server. The M2M data server 754 sends a
registration request to the M2M control server 752 (702). The M2M control
server 752 sends a registration response to the M2M data server 754 (704).
After establishment of the registration (association), the M2M data server 754
and the M2M control server 752 may exchange periodic messages to maintain
the association (706). The M2M control server 752 may configure, control,
manage the behavior of the M2M data server 754 (708).

[0123] The configuration, control, and management operations may be
performed through RESTful operations. Each M2M data server may provide
management objects via which it may be managed by the M2M control server.
[0124] An SCL may register with multiple SCLs. For example, a device
may be connected to multiple local gateways and may use different service
capability functions in each of the gateways, (e.g., one for caching and one for
security and addressability). A device may be roaming and its SCL may be
registered to both home and visiting network cores. One to multiple SCL
registration may happen at initial SCL registration (i.e., an SCL registers
with multiple SCLs at the initial registration), or it may occur incrementally
(1.e., an SCL 1nitially registers with one SCL, and subsequently registers to
multiple SCLs). Upon SCL registration, an SCL resource may be created on
the target SCL for the requestor SCL.

[0125] An application may have one anchor SCL, or may register to
multiple SCLs. An application may request different service capability
functionalities from the SCLs it registers with. The different SCLs may

exchange the information of the application.
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[0126] Each time when an M2M device, gateway, or application
registers itself with the M2M control server, the M2M control server may
assign one or more M2M data server to the M2M device or gateway. FIG. 8 is
a flow diagram of an example procedure for SCL registration. An M2M
device/gateway 856 sends a registration request to an M2M control server 852
(802). The M2M control server 852 obtains the status of the M2M data server
(804), and selects an M2M data server (806).

[0127] The M2M control server 852 may notify the M2M data server 854
or the M2M gateway 856 and may create corresponding resources locally
(808). The M2M control server 852 may create or copy such resource into the
M2M data server(s) 854 so that the M2M data server(s) 854 may authenticate
messages and operations from the M2M device/gateway 856. The M2M
control server 852 may send a registration response to the M2M
device/gateway 856 (810). The M2M data server 854 may pass traffic
statistics information to the M2M control server 852 for example, for charging.
Alternatively, the M2M control server 852 may query the M2M data server
854 for such information.

[0128] Upon 1instruction from the M2M control server, an M2M data
server may push or pull data or resources from another M2M data server, for
example, for data replication, data mobility, etc. The direct communications
between the M2M data servers may be managed and controlled by the M2M
control server.

[0129] FIG. 9A 1s a signaling diagram of an example procedure for data
move and copy operation wherein data 1s indirectly accessed between M2M
data servers in accordance with one embodiment. An M2M control server 952
sends a retrieve request to an M2M data server 954 (902). The request
addresses a specific resource of the hosting SCL. A hosting SCL 1s the SCL
where the addressed resource resides. The M2M data server 954 returns the
requested information in a response to the M2M control server 952 if it 1s

verified that the requested resource exists and retrieval of the resource i1s
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allowed (904). The M2M control server 952 then sends a create request to the
M2M data server 956 (906). The M2M data server 956 creates a resource in a
resource tree and sends a response to the M2M control server 952 (908). The
M2M control server 952 sends a delete request to the M2M data server 954
(910). The M2M data server 956 deletes the resource and sends a response to
the M2M control server (912).

[0130] FIG. 9B is a signaling diagram of an example procedure for data
move and copy operation wherein data 1s directly accessed between M2M data
servers in accordance with one embodiment. The M2M control server 952 and
the M2M data server 956 perform resource discovery (922). The resource
discovery procedure allows discovering of resources residing on an SCL. The
hosting SCL responds to the issuer with the appropriate URIs list of
discovered resources in the hosting SCL. An issuer 1s the actor performing a
request. An 1ssuer may be either an application or an SCL.

[0131] Once the resource 1s discovered (in this example data server
954), the M2M data server 956 sends a retrieve request to the data server 954
(924). The M2M data server 954 sends a response to the M2M data server 956
(926). The M2M data server may send a resource operation report to the M2M
control server 952 (928). The M2M data server 956 sends a delete request to
the M2M data server 954 (930). The M2M data server 954 deletes the
resource and sends a response to the M2M data server 956 (932). The M2M
data server 956 may send a resource operation report to the M2M control
server 952 (934).

[0132] FIG. 10A 1s a signaling diagram of an example procedure for data
copy and move operations wherein data 1s accessed indirectly between M2M
data servers in accordance with another embodiment. The M2M control
server 1052 sends a create/update request to the M2M data server 1054 with
copy or copytree attribute (1002).

[0133] The whole resource including a sub-tree may be moved, copied, or

created by one message or operation. The “copy” attribute is used to copy the
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single resource. The “copytree” attribute is used to copy the whole sub-tree
under the requested resource including the requested resource. The
“movetree” attribute 1s used to move the whole sub-tree under the requested
resource including the requested resource. The “createtree” attribute is used
to create a sub-tree under the requested resource. The above attributes may
be triggered by using CREATE or UPDATE method.

[0134] The M2M data server 1054 sends a full representation of the
requested resource 1n a response to the M2M control server 1052 (1004). The
M2M control server 1052 sends a create/update request to the M2M data
server 1056 with createtree attribute (1006). The M2M data server 1056
creates the resource tree and copies the resource and sends a response to the
M2M control server 1052 (1008). For the movetree operation, the M2M
control server 1052 sends a create/update request with movetree attribute to
the M2M data server 1054 (1010). The M2M data server 1054 sends a full
representation of the requested resource in a response to the M2M control
server 1052 and deletes the resource and deletes the resource (1012). The
M2M control server 1052 sends a create/update request with createtree
attribute to the M2M data server 1056 (1014). The M2M data server 1056
creates the resource tree and copies the resource and sends a response to the
M2M control server 1052 (1016).

[0135] FIG. 10B 1s a signaling diagram of an example procedure for data
move and copy operation wherein data 1s accessed directly between M2M data
servers in accordance with another embodiment. The M2M data server 1056
sends a create/update request with copy or copytree attribute to the M2M data
server 1054 (1022). The M2M data server 1054 sends a full representation of
the resource in a response to the M2M data server 1056 (1024). The M2M
data server 1056 creates a resource tree, copies the resources, and may send a
resource operation report to the M2M control server 1052 (1026). For
movetree operation, the M2M data server 1056 sends a create/update request

with movetree attribute to the M2M data server 1054 (1028). The M2M data
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server 1054 sends a full representation of the requested resource in a response
to the M2M data server 1056 and deletes the resource (1030). The M2M data
server 1056 creates a resource tree, copies the resource, and may send a
resource operation report to the M2M control server 1052 (1032).

[0136] There may be some implications to resource discovery by copying
and moving resources from one data server to another data server. For
example, the moved resource may have been announced previously. After it 1s
moved to another data server, the previously announced resource becomes
invalid and the old data server may perform de-announcement and perform
announcement update to reflect the new location of the moved resource. As
shown in FIGS. 9B and 10B, the data server may report the results of
“resource copy/move” to the control server via a resource operation report (928,
934, 1026, 1032), so that the control server may update its announced
resource record.

[0137] It should be noted that even though FIGS. 9A, 9B, 10A, and 10B
describe the procedures for resource copy and move between two data servers,
the same procedures may be applied to copy or move resources between two
M2M gateways or two M2M devices, (e.g., in M2M mobility).

[0138] In the context of ETSI M2M, both a control server and a data
server may be treated as an NSCL. In other words, both a control server and a
data server may create and maintain an sclBase tree (as shown in FIG. 26),
but with some differences, because they handle different functions. The
control server handles control-related functionalities such as SCL registration,
application registration, resource discovery, management, or the like. The
data server mainly deals with data functionalities such data storage and
access. The data server needs to register itself with one or more control
servers.

[0139] The resources <dsclBase> and <gsclBase> (i.e., the root resource
of the device and gateway, respectively) need new resources and attributes to

represent the list of data servers. Each DSCL/GSCL may get a list of assigned
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data servers which they may access, when it registers with an M2M control
server. As an alternative, the control server may update or re-assign new
data server to an M2M device or gateway.

[0140] In one embodiment, a new resource “dataServers” 1s introduced.
It 1s a collection of data servers assigned to the device or gateway.

[0141] The resource “dataServers” may be centralized. FIG. 11A shows
an example resource structure including a centralized resource “dataServers”
1110. The resource “dataServers” 1110 may be placed as a direct sub-resource
of <dsclBase> or <gsclBase> 1120.

[0142] Alternatively, the resource “dataServers” may be distributed.
FIG. 11B shows an example resource structure including distributed resource
“dataServers” 1110. The resource “dataServers” 1110 may be placed as a
direct sub-resource of <cnscl> 1130. <cnscl> stands for the control server
which the device/gateway registers with. If a device/gateway registers with
multiple control servers, there may be multiple <cnscl> and accordingly
multiple “dataServers.” The structure of resource “dataServers” 1s shown in
FIG. 14.

[0143] Referring to FIGS. 11A and 11B, each <scl> 1130, 1132 in
<d/gsclBase> tree may have new attributes: dataServerIDs, controlServerIDs,
and/or serverIndication.

[0144] dataServerIDs 1s the list of data server IDs assigned to the <scl>.
Each dataServerID points to a data server contained in the resource
“dataServers” 1110.

[0145] controlServerIDs 1s the list of control server IDs assigned to the
<scl>. Each controlServerID points to a <cnscl> under <d/gsclBase/<scls>. A
<scl> representing a control server may not have this attribute.

[0146] serverIndication 1s a flag to show if <scl> 1s <cnscl> or <d/gscl>.
If 1t 1s a <d/gscl>, this attribute may also indicate if this <d/gscl> has server

capability to support hierarchical service structure, 1.e., to show if the
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device/gateway represented by this <scl> has other D/GSCL behind it. The
serverIndication attribute may not be used.

[0147] Each <application> 1140 in <d/gsclBase> tree may have new
attributes: dataServerIDs and controlServerIDs. dataServerIDs 1s the list of
data server IDs assigned to this <application>. Each dataServerID points to a
data server contained in the resource “dataServers” 1110. controlServerIDs is
the list of control server IDs assigned to this <application>. Each
controlServerID points to a <cnscl> under <d/gsclBase/<scls>.

[0148] FIGS. 12A and 12B show an example sclBase tree structure for
an M2M control server (1.e., <cnsclBase>). The control server may maintain a
list of data servers which are associated or registered with the control server.
[0149] In FIG. 12A, the <scl> resource structure 1s used to represent a
data server by adding a new attribute “serverIndication” to show if this <scl>
1s a data server or not.

[0150] In FIG. 12B, a separate resource “dataServers” 1210 1s
introduced as a sub-resource of <cnsclBase> as a collection to maintain data
servers, which are associated with the control server. The structure of
resource “dataServers” is shown in FIG. 14.

[0151] As shown in FIGS. 12A and 12B, each <d/gscl> 1220 under
<cnsclBase> may have sub-resources “dataServers’1222, “requestedServices”
1224, and “agreedServices” 1226. “requestedServices” 1224 represents which
type of service a D/GSCL or an application requests. For example, a service
type may stand for a set of service capabilities, a service class with flat-based
charging, a service class with usage-based charging, or the like.

[0152] Each <application> 1230 under <cnsclBase> may have sub-
resources “dataServers” 1232, “requestedServices” 1234, and “agreedServices”
1236. FIG. 16 shows the structure of “requestedServices” 1224/1234, and FIG.
17 shows the structure of “agreedServices” 1226/1236. Each <scl> under

<cnsclBase> may not have data-related resources such as containers.
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[0153] FIGS. 13A and 13B show an sclBase tree structure for data
server (i.e., <dnsclBase> 1305). The data server may maintain a list of control
servers which it registers with. In one embodiment, as shown in FIG. 13A,
the <scl> resource structure may be used to represent a control server by
adding a new attribute “serverIndication” to show if this <scl> is a control
server or not.

[0154] Alternatively, as shown in FIG. 13B, a separate resource
“controlServers” 1310 may be introduced as a sub-resource of <dnsclBase>
1305 as a collection to maintain data servers, which are associated with the
control server.

[0155] Each <d/gscl> 1320 under <dnsclBase> may have two sub-
resources “controlServers” 1322 and “trafficStatistics” 1324. Each
<application> 1330 wunder <dnsclBase> may have a sub-resource
“controlServers” 1332 and “trafficStatistics” 1334, for example, for charging
purpose. Each <scl> under <dnsclBase> may have data-related resources such
as containers.

[0156] FIG. 14 shows an example structure of resource “dataServers”.
dataServers 1s a collection resource, which includes multiple <dataServer>
instances. Each <dataServer> instance 1400 may have the following
attributes: dataServerID, controlServerID, listOfDGSCLs, listOfApps,
creationTime, lastmodifiedTime, and expirationTime. dataServerID stands
for the ID of this <dataServer>. controlServerID stands for the ID of the
control server this <dataServer> registers with. In case where the
<dataServer> registers with multiple control servers, this attribute stands for
a list of controlServerID. listOfDGSCLs 1s a list of <d/gscl> which are assigned
to this <dataServer>. listOfApps 1s a list of <application> which are assigned
to this <dataServer>.

[0157] The resource “dataServers” may be a sub-resource of <scl>,
<application>, or <cnsclBase>. For the <cnsclBase>/dataServers,

<dataServer> may also have sub-resources “groups” 1402 for data server to
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create groups on the control server, and “containers” 1404 for data server to
create containers on the control server, so that each data server may create
groups and containers on their control servers.

[0158] FIG. 15 shows an example structure of resource “controlServers.”
controlServers 1s a collection resource, which 1includes multiple
<controlServer> instances. Each <controlServer> instance 1500 may have the
following  attributes: controlServerID, dataServerIDs, creationTime,
lastmodifiedTime, and expirationTime. controlServerID stands for the ID of
this <controlServer>, and dataServerIDs stands for the ID of the data server
this <controlServer> has. In case where this <controlServer> has multiple
data servers, this attribute may stand for a list of dataServerIDs.

[0159] The resource “controlServers” may be a sub-resource of <scl>,
<app>, or <dnsclBase>. For the <dnsclBase>/controlServers, <controlServer>
may also have sub-resources “groups” 1502 for the control server to create
groups on the data server and “containers” 1504 for the control server to
create containers on the data server, so that each control server may create
groups and containers on their data servers.

[0160] FIG. 16 shows an example structure of resource

&«

“requestedServices.” “requestedServices” describes which service types that a
<d/gscl> or an <application> requests. It 1s a collection of <servicelnstance>.
Each <serviceInstance> 1600 may have the following attribute: serviceType,
expirationTime, startTime, and creationTime. serviceType stands for the
class or the type of the service. Each service type may have some sub-
attributes including performance requirements (such as delay, throughput,
packet loss ratio, etc.), billing properties (such as flat-rate, usage-based, free,
etc.), and usage bounds (such as maximum storage size, maximum traffic
volume, etc.). expirationTime stands for the ending time, by then this
<servicelnstance> will become invalid as requested. startTime stands for the

starting time that this <servicelnstance> will start as requested. creationTime

stands for the creation time of this <servicelnstance>.
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[0161] FIG. 17 shows an example structure of resource “agreedServices.”
“agreedServices” describes which service types are approved to a <d/gscl> or
an <application>. It 1s a collection of <agreedServicelnstance>. Each
<agreedServicelnstance> 1700 may have the following attribute:
requestedServicel D, agreedServiceType, expirationTime, startTime, and
creationTime. requestedServiceID indicates the reference to a requested
service instance stored in “requestedServices”. agreedServiceType stands for
the class or the type of the agreed service. Each agreed service type may have
some sub-attributes including performance requirements (such as delay,
throughput, packet loss ratio, etc.), billing properties (such as flat-rate, usage-
based, free, etc.), and usage bounds (such as maximum storage size, maximum
traffic volume, etc.). expirationTime stands for the time by then this
<servicelnstance> will become invalid as agreed. startTime stands for the
starting time that this <servicelnstance> will start as agreed. creationTime
stands for the creation time of this <servicelnstance>.

[0162] FIG. 18 shows an example structure of “trafficStatistics” resource
1802. trafficStatistics may have multiple <performanceMetric> 1810 sub-
resources and one  accessHistories 1830  sub-resource.  Each
<performanceMetric> 1810 may have the following attributes: name,
measureMode, measurePeriod, startTime, creationTime, and expirationTime.
Name indicates the name of this <performanceMetric>. It may be delay, delay
jitter, throughput, packet loss ratio, or the like. measureMode stands for how
this <performanceMetric> may be measured. It may be periodically or one-
time up-to-date average measurement, minimum or maximum value, etc.
measurePeriod stands for the period for each measurement. startTime stands
for when this <performanceMetric> starts to be measured. creationTime 1s
the time when this <performanceMetric> 1s created. expirationTime is the
time when <performanceMetric> 1s expired.

[0163] Each <performanceMetric> 1810 may have sub-resource “results”

1812 to store measurement values. Each <resultlnstance> stands for a value.
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Each <resultInstance> may have two attributes: startTime and endTime.
startTime 1s the start time of the <resultInstance> and endTime is the end
time of the <resultInstance>.

[0164] Each <performanceMetric> 1810 may have sub-resource “actions”
1814, which has two attributes (start and stop) to start or stop the
measurement by using UPDATE or CREATE method on those two attributes.
Attribute start is for starting the measurement, and attribute stop is for
stopping the measurement.

[0165] As alternative embodiments, the resources “requestedServices”,
“agreedServices”, and “trafficStatistics” may be directly applied to the
conventional ETSI M2M resource structure, (e.g., adding them as a sub-
resource of <scl> and <application>), to provide charging and billing function.
[0166] A new attribute may be added for the application to indicate if its
data may be distributed to other SCLs, besides the hosting SCL. For example,
an attribute “Local” may be used. By using this attribute, the application that
registered to an SCL (i.e., the hosting SCL) may indicate and decide whether
its data may distributed to other SCLs besides the hosting SCL. The attribute
“Local” may be a Boolean value. For example, when it is set to “1”, it means
the data 1s available only at the hosting SCL. Alternatively, the attribute may
be a reference to sub-resource containers.

[0167] Privacy control may be performed when data 1s shared in
distributed SCLs. Access rights may be created as resources, and each access
right resource’s URI may become the AccessRightID associated with different
resources. The access right resource defines who may do what (e.g., READ,
WRITE, CREATE, DELETE, DISCOVER, etc.).

[0168] When two SCLs are owned by different businesses, they may not
be able to establish an access right completely. The application who creates
the data on a hosting SCL may decide the general rule of whether the data

may be shared.
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[0169] In one embodiment, when an SCL owned by a different service
provider 1s registered to a hosting SCL, the hosting SCL: may create or update
the access right resources to define the access right for the SCL belonging to
another SCL. The hosting SCL. may apply the AccessRightID to different
resources 1n its resource tree.

[0170] To enhance the access right protection over distributed SCLs,
(e.g., over SCLs owned by different service providers), the conventional access
right permissions and flags may be extended. New “permissionFlags” values
that indicates an access mode may be defined to support additional
operations. Table 1 shows example permissionFlag values. A new
“externalPermissions” attribute may be introduced to define permissions for
SCLs owned by different service providers. If the attribute
“externalPermissions” 1s absent, the entities that correspond to ancestor

resources may have no permissions.

TypeName Values

PermissionFlag "READ": read enabled

"WRITE": write enabled

"DELETE": deletion enabled

"CREATE": create child enabled

‘MOVE”: move a resource enabled

“MOVETREE”: move a resource and its subresources enabled
“READTREE”: read a resource and its subresources enabled
“WRITETREE”: write a resource and 1ts subresources enables
“DELETETREE”: delete a resource and its subresources enabled
“CREATETREE”: create a resource and its subresources enabled
"DISCOVER": discovery enabled

Table 1

[0171] Service capabilities are the functionalities that one SCL
supports. Among the various service capabilities defined by ETSI M2M
standard, an SCL may not support all service capabilities and may rely on
capabilities provided by different SCLs. Before sharing the detail of the

service capabilities, SCLs may register with the other SCL or mutually
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register with each other depending on the requirement like whether both
want to share the capabilities or just one SCL wants to get support from other
SCL. There may be security exchanges between two SCLs that establish a
shared capability. Capability sharing may be performed by NSCLs, GSCLs,
and DSCLs by sharing the detail of the capabilities they support and the
capabilities they want to share.

[0172] Service capability sharing may be transparent to other M2M
entities such as M2M devices and M2M network applications, which use the
shared service capabilities. In other words, the original SCL which shares
service capabilities from other SCLs may be kept in the loop and may control
related procedures. For example, suppose NSCL1 shares or gets extra service
capabilities (e.g., remote entity management (REM)) from NSCL2. There 1s an
M2M network application (NA1) and an M2M device (Devl) registered with
NSCL1. Since NSCL1 does not have REM, it may rely on the REM in NSCL2
to manage Devl. NA1 may still issue a management command to NSCL1, and
NSCL1 may forward the management command to NSCL2. From there on,
NSCL2 may use its REM to manage Devl on behalf of NSCL1 and get a
response back from Devl. NSCL2 may forward a management response back
to NSCL1 and NSCL1 may forward the response to NA1. In this process, both
request and response messages may pass through, and under the control of,
NSCL1, and both Devl and NA1 may not need to be aware of the existence of
NSCL2.

[0173] In another example, DSCL1 may register with NSCL1. NSCL1
may have a shared container management service capability with NSCL2.
NSCL1 and NSCL2 negotiate and configure such capability while they are
registered with each other. NSCL2 may conduct container management for
DSCL1 even though DSCL1 is not registered with NSCL2.

[0174] In one embodiment, capability management resources may be
added to the SCL resource tree to facilitate and maintain the SCL-SCL

interaction and sharing of capabilities. FIG. 19A shows an example resource
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for capability management under <sclBase>. FIG. 19B shows an example
structure of resource “capabilities.” FIG. 19C shows an example structure of
resource “remoteCaps.” The resource structures in FIGS. 19A-19C add the
feature for SCLs to be able to keep the details for the
capabilities/functionalities that it shared with another SCL. The SCL may
track the capabilities/functionalities supported by itself.

[0175] A collection resource called “capabilities” 1910 may be added to
the resource tree <sclBase> 1905 (as shown in FIG. 19A). The “capabilities”
resource 1910 may be used to track the capability sharing of the current SCL
with other SCLs. Under each instance of <scl> 1920, there may be a resource
“remoteCaps” 1922, which records the capabilities of the remote SCLs
registered with the current SCL base.

[0176] Referring to FIG. 19B, the “capabilities” resource 1910 may
contain one or multiple instances called <capability>, where each <capability>
instance 1s the capability sharing agreement with another SCL. For each
instance of <capability>, it may have capSupported 1932, capSharedTo 1934,
and capSharedFrom 1936. “capSupported” 1932 indicates the capabilities
supported by the current SCL, (e.g., registration). “capSharedTo” 1934
indicates what capabilities that the current SCL may provide to other SCLs
and to what entities these capabilities may be shared, (e.g., data
management). “capSharedFrom” 1936 indicates what capabilities that the
current SCL obtained from other SCLs and from which entities respectively.
[0177] Referring to FIG. 19C, under the resource “remoteCaps” 1922, a
remote SCL which registered with the current SCL may either provide its
capability in a <capability> instance 1924, or may announce its capability by
providing a link of 1its capability URI 1in the “attribute” wunder
<capabilityAnnc> 1926.

[0178] Procedures for the operations of different SCL service capability
configurations are described hereafter. The operations may apply to control

plane reference points.
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[0179] Before sharing the service capabilities, SCLs may register with
the other SCL. The registration may be mutual or unidirectional depending
on the requirement. For example, if only one SCL wants to share the
capability with other SCL, mutual registration may not be needed. If the
NSCLs that want to share capabilities belong to two different service
providers, the NSCLs may perform security procedures before sharing service
capabilities. For example, they may use shared password or some known key
to authenticate each other during registration procedure.

[0180] FIG. 20 1s a signaling diagram of an example procedure for
capability sharing with mutual registration. NSCL-1 2052 sends a
registration request (e.g., CREATE) to NSCL-2 2054 (2002). In the request
message, NSCL-1 2052 may include capability information, including
capSupported and/or capSharedTo. NSCL-2 2054 knows the capabilities
available from NSCL-1 2052 from capSharedTo. NSCL-2 2054 may perform
the security checks to authenticate the communication of NSCLs and if
authenticated may create a resource for NSCL-1 2052 (2004). If NSCL-1 2052
1s not allowed to communicate with NSCL-2 2054, the request may be
rejected. NSCL-2 2054 then sends a response to NSCL-1 2052 (2006).

[0181] For mutual registration, NSCL-2 2054 sends a registration
request (e.g., CREATE) to NSCL-1 2052 (2008). In the request message,
NSCL-2 2054 may include capability information, including capSupported
and/or capSharedTo. NSCL-1 2052 knows the capabilities available from
NSCL-2 2054 from capSharedTo. NSCL-1 2052 may perform the security
checks to authenticate the communication of NSCL-2 2054 (2010). If NSCL-2
2054 1s not allowed to communicate with NSCL-1 2052, the request may be
rejected. If authenticated, NSCL-1 2052 sends a response to NSCL-2 2054
(2012).

[0182] When NSCL-1 2052 needs to obtain capabilities from NSCL-2
2054 (2014), NSCL-1 2052 may send a CREATE request to NSCL-2 2054 for
capability sharing (2016). In the request, NSCL-1 2052 indicates the
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capabilities it requires from NSCL-2 2054. Once NSCL-2 2054 grants the
requested capabilities, NSCL-2 2054 may create the capSharedFrom resource,
for example, under the <scl2Base>\scls\<scll>remoteCaps\<capability>
resource (2018). NSCL-2 2054 sends a success response to NSCL-1 2052
(2020).

[0183] FIG. 21 1s a signaling diagram of an example procedure for
capability sharing without mutual registration. NSCL-1 2152 sends a
registration request (e.g., CREATE) to NSCL-2 2154 (2102). In the request
message, NSCL-1 2152 may include capability information, including
capSupported and/or capSharedTo. NSCL-2 2154 knows the capabilities
available from NSCL-1 2152 from capSharedTo. NSCL-2 2154 may perform
the security checks to authenticate the communication of NSCLs and if
authenticated and NSCL-1 2152 is allowed to communicate with NSCL-2
2154, NSCL-2 2154 may create a resource for NSCL-1 2152 (2104). If NSCL-1
2152 1s not allowed to communicate with NSCL-2 2154, the request may be
rejected. NSCL-2 2154 then sends a response to NSCL-1 2152 (2106).

[0184] Without mutual registration, NSCL-1 2152 may not be aware of
the capabilities supported and offered by NSCL-2 2154. Alternatively, NSCL-
2 2154 may include such information, (e.g., capSupported and/or
capSharedTo), in the response to NSCL-1 2152. Since NSCL-1 2152 1s
registered to NSCL-2 2154, NSCL-2 2154 may decide if it may grant
capabilities to NSCL-1 2152.

[0185] When NSCL-1 2152 needs to obtain capabilities from NSCL-2
2154 (2108), NSCL-1 2152 may send a CREATE request to NSCL-2 2154 for
capability sharing (2110). In the request, NSCL-1 2152 indicates the
capabilities it requires from NSCL-2 2154. Once NSCL-2 2154 grants the
requested capabilities, NSCL-2 2154 may create the capSharedFrom resource,
for example, under the <scl2Base>\scls\<scll>remoteCaps\<capability>
resource (2112). NSCL-2 2154 sends a success response to NSCL-1 2152
(2114).
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[0186] FIG. 22 1s a signaling diagram of an example procedure for SCL
mutual registration. The issuer SCL 2252 may send a CREATE request to the
hosting SCL 2254 for registration (2202). Mutual registration may be initiated
by the issuer SCL 2252. If so, in the CREATE request, the issuer SCL 2252
may indicate that a mutual registration is required. The hosting SCL 2254
may check if the issuer SCL 2252 1s authorized to create the resource for the
registration (2204).

[0187] If it 1s determined that the issuer SCL 2252 1s authorized, the
hosting SCL 2254 sends a positive respond to the request (2206). If mutual
registration was not requested by the issuer SCL 2252 in the CREATE
request, the mutual registration may be requested by the hosting SCL 2254.
The hosting SCL 2254 may indicate it in the response. The issuer SCL 2252
may wait for the mutual registration request (2208). The issuer SCL 2252
knows that there 1s a mutual registration pending, since it either requested
the mutual registration, or the response from the hosting SCL 2254 indicated
a mutual registration.

[0188] The hosting SCL 2254 sends a mutual registration request (e.g.,
CREATE) (2210). The 1ssuer SCL 2252 authenticates and authorizes the
hosting SCL 2254 (2212). The 1ssuer SCL 2252 responds positively to the
request (2214).

[0189] The 1ssuer SCL 2252 may creates the sc/ resource in its scl/Base
resource tree for the hosting SCL 2254 and the hosting SCL 2254 may creates
the scl resource in its sclBase resource tree for the issuer SCL 2252 (2216,
2218).

[0190] For the i1ssuer and hosting SCL 2252/2254 to indicate that a
mutual registration is needed, two primitive types for the create request may
be introduced: SCL_MUTUAL_CREATE_REQUEST and
SCL_MUTUAL_CREATE_RESPONSE. Tables 2 and 3 show
sclCreateRequestIndication and sclCreateResponseConfirm (successful case)

primitives, respectively. STATUS_ACCEPTED may be used for the hosting
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SCL 2254 when sending the response back to the issuer SCL 2252.
Alternatively, a new status code

STATUS MUTUAL_REGISTRATION_PENDING may be used.

Primitive Attribute [Description
requestingEntity SCL originally requesting the primitive
targetID The URI of the target entity where the SCL
resource may be created. This request may address
<sclBase>/scls/ of the target SCL.
primitiveType SCL_ MUTUAL CREATE_REQUEST
Resource Description
Scl The scl resource to be created under <sclBase>/scls/
in the hosting SCL
Table 2
Primitive Attribute Description
primitiveType SCL_MUTUAL_CREATE_RESPONSE
statusCode STATUS MUTUAL_REGISTRATION_PENDING
resourceURI The URI of the scl resource that was created
under <sclBase>/scls/
Resource Description
scl The scl resource created if hosting SCL over-wrote
the values provided in the request
Table 3
[0191] Alternatively, an SCL may indicate that a mutual registration is

required in the scl resource. For example, an attribute “mutualRegis” may be
added to the <scl> resource attribute to indicate that a mutual registration is
required. In this way, the indication may be discovered and retrieved by other
SCLs. Alternatively, the SCL may include it as a primitive attribute in the
sclCreateRequestIndication.

[0192] To facilitate an SCL to decide whether a mutual registration
should be done, for example, an attribute called “sclType” may be added to the
<scl> resource attribute list. The sclType attribute may indicate the SCL type:
NSCL, GSCL, DSCL.

[0193] FIGS. 23A and 23B are a signaling diagram of an example
procedure for GSCL-GSCL capability sharing. FIGS. 23A and 23B show the

call flow when GSCL-1 2352 and GSCL-2 2354 are registered with NSCL-1
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2362 and NSCL-2 2364, respectively, and GSCL-1 2352 wants to communicate
and share capabilities with GSCL-2 2354. Although not shown in FIGS. 23A
and 23B, GSCL-1 2352 and GSCL-2 2354 may perform mutual registration.
[0194] The capability sharing procedures between GSCL-1 2352 and
GSCL-2 2354 are the same as NSCL-1 2362 and NSCL-2 2364. The additional
complexity is the role of NSCLs in the communication and security. FIGS.
23A and 23B show as an example that security is managed by the NSCLs, and
the communication 1s directed between GSCLs (with initial indication from
NSCL-1). If the security and trust relationship allow, a fully distributed
communication between xSCLs may be achieved.

[0195] GSCL-1 2352 indicates to NSCL-1 2362 that it wants to
communicate with GSCL-2 2354 (2302). GSCL-1 2352 is already registered
with NSCL-1 2362, and GSCL-2 2354 1s already registered with NSCL-2 2364.
NSCL-1 2362 may relay the request to NSCL-2 2364 (2304), and NSCL-2 2364
may relay the request to GSCL-2 2354 (2306). It 1s assumed that NSCL-1
2362 and NSCL-2 2364 have a trust relationship. GSCL-2 2354 sends a
response which 1s related by NSCL-2 2364 and NSCL-1 2362 to GSCL-1 2352
(2308, 2310, 2312).

[0196] GSCL-1 2352 initiates the registration procedure by sending a
registration request to GSCL-2 2354 (2314). In the request message, GSCL-1
2352 may include capability information, including capSupported and/or
capSharedTo. GSCL-2 2354 knows the capabilities available from GSCL-1
2352 from capSharedTo. GSCL-2 2354 may perform security checks to
authenticate the communication from GSCL-1 2352 (2316). GSCL-2 2354 may
check supported service capabilities (2318).

[0197] Before sending a successful response, GSCL-2 2354 may ask for
the authentication check from NSCL-2 2364 (2320). If GSCL-1 2352 and
GSCL-2 2354 belong to the same service provider, GSCL-2 2354 may not need
to authenticate the GSCL-1 2352. If GSCL-1 2352 and GSCL-2 2354 do not

belong to the same service provider, NSCL-2 2364 may retrieve and verify
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GSCL-1 2352 from NSCL-1 2362 (2322). NSCL-1 2362 sends response back to
NSCL-2 2364 (2324).

[0198] NSCL-2 2364 sends a successful response to GSCL-2 2354 if
GSCL-1 2352 and GSCL-2 2354 are allowed to communicate (2326). GSCL-2
2354 sends a successful response to GSCL-1 2352 (2328).

[0199] When GSCL-1 2352 needs to obtain capabilities from GSCL-2
2354, GSCL-1 2352 may send a request (e.g., CREATE) to GSCL-2 2354 for
capability sharing (2330, 2332). In the request, NSCL-1 2362 indicates the
capabilities 1t requires from GSCL-2 2354. In terms of the capabilities
requested from GSCL-1 2352, additional security check procedures may be
performed between NSCL-1 2362 and NSCL-2 2364 (2334). GSCL-2 2354
grants the requested capabilities and sends a successful response to GSCL-1
2352 (2336, 2338). GSCL-1 2352 may update NSCL-1 2362 for the change of
the capabilities, and GSCL-2 2354 may update NSCL-2 2364 for the change of
the capabilities (2340, 2342).

[0200] Currently in ETSI M2M, when SCL1 registers with SCL2, two
<scl> resources are created, one in SCL1 and one in SCL2. FIG. 24 shows the
conventional SCL resource structure. The resource on SCL1 may be like
<sclBasel>/scls/<scl2>. This i1s a record that SCL1 keeps for itself which
indicates that SCL1 1is registered with SCL2. The resource on SCL2 may be
like <sclBase2>/scls/<scll>, which 1s the resource created on SCL2 that 1s
related to SCL1. If there is another SCL, named SCL3, that registers with
SCL1, a resource like <sclBasel>/scls/<scl3> will be created, based on the
resource tree structure defined in ETSI M2M. There is no way to differentiate
between scl2 and scl3.

[0201] The resource tree structure may be changed as shown in FIG. 25.
In one embodiment, the two kinds of SCLs may be differentiated as scls-in
2502 and scl-out 2504. The scls-in 2502 1s for the incoming scls, and the scls-
out 2504 1s for the outgoing scls. It should be noted that the name of the scls

1s provided as an example and any other name may be used. Using the same
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example as above, the different SCLs may be stored as: <sclBasel>/scls-
out/<scl2> and <sclBasel>/scls-in/<scl3>.

[0202] In another embodiment, the same SCL resource structure may be
kept without change, and a new attribute called, for example, “Direction” may
be introduced. It should be noted that the name of the attribute is merely an
example and any name may be used for the attribute.  The “Direction”
attribute indicates that if the SCL resource 1s the SCL where the local SCL
registered to, or other SCLs that registered with the local SCL.

[0203] Embodiments.

[0204] 1. An apparatus for supporting M2M communications.

[0205] 2. The apparatus of embodiment 1 comprising a processor
comprising a service capability layer for providing M2M service capabilities
that provide M2M functions that are to be shared by different applications.
[0206] 3. The apparatus of embodiment 2 wherein the processor
comprises an application configured to run a service logic and use the M2M
service capabilities accessible via an open interface.

[0207] 4, The apparatus of embodiment 3, wherein the application is
configured to interact with an M2M gateway or an M2M device at an
application level via the M2M service capabilities.

[0208] 5. The apparatus as in any one of embodiments 2-4, wherein
the processor 1s configured to interact with an M2M server, wherein the M2M
server 1s split into an M2M control server and an M2M data server at a
service capability layer to provide service capabilities for control functions and
service capabilities for data functions, respectively.

[0209] 6. The apparatus of embodiment 5, wherein the service
capability layer interacts with the M2M control server and the M2M data
server using separate interfaces.

[0210] 7. The apparatus as in any one of embodiments 2-6, further
comprising a resource for storing a list of M2M data servers assigned to the

apparatus.
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[0211] 8. The apparatus as in any one of embodiments 3-7, wherein
the application i1s configured to interact with another entity to push or pull
data or resources in a sub-tree of resources in a resource tree structure.

[0212] 9. The apparatus as in any one of embodiments 2-8, further
comprising a capabilities resource for storing information for sharing of M2M
service capabilities with other service capability layer.

[0213] 10. The apparatus of embodiment 9, wherein each instance of
the capabilities resource includes sub-resources for storing information
regarding supported capabilities, capabilities shared with other service
capability layers, and/or capabilities shared from other service capability
layers.

[0214] 11. The apparatus as in any one of embodiments 2-10, further
comprising at least one of a resource for requested services, a resource for
agreed services, or a resource for traffic statistics, wherein the resource for
requested services describes which service types that a device or gateway
service capability layer or application requests, the resource for agreed
services describes which service types are approved to the device or gateway
service capability layer or application, and the resource for traffic statistics 1s
for storing traffic related measurements.

[0215] 12. A method for supporting M2M communications.

[0216] 13. The method of embodiment 12 comprising a device
registering with an M2M server.

[0217] 14. The method of embodiment 13, wherein the device and the
M2M server comprise a service capability layer for providing M2M service
capabilities that provide M2M functions that are to be shared by different
applications.

[0218] 15. The method as in any one of embodiments 13-14 further
comprising the device interacting with an M2M gateway or another M2M

device at an application level via the M2M service capabilities.
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[0219] 16. The method as in any one of embodiments 13-15, wherein
the M2M server 1s split into an M2M control server and an M2M data server
at a service capability layer that provide service capabilities for control
functions and service capabilities for data functions, respectively.

[0220] 17. The method of embodiment 16, wherein the device
interacts with the M2M control server and the M2M data server using
separate interface.

[0221] 18. The method as in any one of embodiments 13-17, further
comprising the device storing a list of M2M data servers assigned to the device
1n a resource.

[0222] 19. The method as in any one of embodiments 13-18, further
comprising the device interacting with another entity to push or pull data or
resources in whole a sub-tree of resources in a resource tree structure.

[0223] 20. The method as in any one of embodiments 13-19, further
comprising storing information for sharing of M2M service capabilities with
other service capability layer in a capabilities resource.

[0224] 21. The method of embodiment 20, wherein each instance of
the capabilities resource includes sub-resources for storing information
regarding supported capabilities, capabilities shared with other service
capability layers, and/or capabilities shared from other service capability
layers.

[0225] 22. The method as in any one of embodiments 13-21, wherein
the device comprises at least one of a resource for requested services, a
resource for agreed services, or a resource for traffic statistics, wherein the
resource for requested services describes which service types that a device or
gateway service capability layer or application requests, the resource for
agreed services describes which service types are approved to the device or
gateway service capability layer or application, and the resource for traffic

statistics 1s for storing traffic related measurements.
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[0226] 23. An M2M communication network, comprising at least one
network server configured to provide network service capabilities.

[0227] 24. The network of embodiment 23 comprising at least one
gateway configured to provide gateway service capabilities.

[0228] 25. The network as in any one of embodiments 23-24, wherein
reference points are provided at least between network service capability
layers, between gateway service capability layers, between a gateway service
capability layer and a device service capability layer of an M2M device,
between M2M device applications, and/or between a network, gateway or
device service capability layer and an M2M application.

[0229] 26. The network as in any one of embodiments 23-25, wherein
the network server 1s split into a control server and a data server at a service
capability layer that provide service capabilities for control functions and
service capabilities for data functions, respectively.

[0230] 27. The network of embodiment 26, wherein reference points
for control functions and data functions are separately provided between
network service capability layers, between gateway service capability layers,
between a gateway service capability layer and a device service capability
layer, between M2M device application, and/or between a network, gateway or
device service capability layer and an M2M application.

[0231] 28. The network as in any one of embodiments 23-27, wherein
one control server controls more than one data server.

[0232] 29. The network as in any one of embodiments 26-28, wherein
the data server 1s configured to interact with another data server, the
gateway, or an M2M device to push or pull data or resources either directly or
indirectly via the control server.

[0233] 30. The network as in any one of embodiments 26-29, wherein
the control server and the data server have a resource for storing a list of

registered data servers or control servers.
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[0234] 31. The network as in any one of embodiments 23-30, wherein
the network server and/or the gateway have a capabilities resource for storing
information for sharing of capabilities with other network server or other
gateway and each instance of the capabilities resource includes sub-resources
for storing information regarding supported capabilities, capabilities shared
with other service capability layers, and/or capabilities shared from other
service capability layers.

[0235] 32. The network as in any one of embodiments 24-31, wherein
the gateway 1s configured to share gateway service capabilities with another
gateway.

[0236] 33. The network as in any one of embodiments 26-32, wherein
the control server is configured to receive a registration request from an M2M
device, gateway, or application, obtain a status of an M2M data server, select
an M2M data server for the M2M device, gateway, or application, and send a
registration response including an identity of the selected M2M data server to
the M2M device, gateway, or application.

[0237] Although features and elements are described above in particular
combinations, one of ordinary skill in the art will appreciate that each feature
or element can be used alone or in any combination with the other features
and elements. In addition, the methods described herein may be implemented
in a computer program, software, or firmware incorporated in a computer-
readable medium for execution by a computer or processor. Examples of
computer-readable media include electronic signals (transmitted over wired or
wireless connections) and computer-readable storage media. Examples of
computer-readable storage media include, but are not limited to, a read only
memory (ROM), a random access memory (RAM), a register, cache memory,
semiconductor memory devices, magnetic media such as internal hard disks
and removable disks, magneto-optical media, and optical media such as CD-

ROM disks, and digital versatile disks (DVDs). A processor in association with
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software may be used to implement a radio frequency transceiver for use in a

WTRU, UE, terminal, base station, RNC, or any host computer.

* * *
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CLAIMS

1. An apparatus for supporting machine-to-machine (M2M)
communications, the apparatus comprising a processor comprising:

a service capability layer for providing machine-to-machine (M2M)
service capabilities that provide M2M functions that are to be shared by
different applications; and

an application configured to run a service logic and use the M2M
service capabilities accessible via an interface,

wherein the application 1s configured to interact with an M2M
gateway or an M2M device at an application level via the M2M service

capabilities.

2.  The apparatus of claim 1 wherein the processor is configured to
interact with an M2M server, wherein the M2M server 1s split into an M2M
control server and an M2M data server at a service capability layer to provide
service capabilities for control functions and service capabilities for data
functions, respectively, and the service capability layer interacts with the

M2M control server and the M2M data server using separate interfaces.

3.  The apparatus of claim 2 further comprising:
a resource for storing a list of M2M data servers assigned to the

apparatus.

4. The apparatus of claim 1 wherein the application 1s configured to
interact with another entity to push or pull data or resources in a sub-tree of

resources In a resource tree structure.

5. The apparatus of claam 1 further comprising a capabilities

resource for storing information for sharing M2M service capabilities with
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another service capability layer and each instance of the capabilities resource
includes sub-resources for storing information regarding supported
capabilities, capabilities shared with other service capability layers, and/or

capabilities shared from other service capability layers.

6. The apparatus of claim 1 further comprising at least one of a
resource for requested services, a resource for agreed services, or a resource
for traffic statistics, wherein the resource for requested services describes
which service types that a device or gateway service capability layer or
application requests, the resource for agreed services describes which service
types are approved to the device or gateway service capability layer or
application, and the resource for traffic statistics is for storing traffic related

measurements.

7. A method for supporting machine-to-machine (M2M)
communications, the method comprising:

a device registering with an M2M server, wherein the device and the
M2M server comprise a service capability layer for providing M2M service
capabilities that provide M2M functions that are to be shared by different
applications; and

the device interacting with an M2M gateway or another M2M device

at an application level via the M2M service capabilities.

8.  The method of claim 7 wherein the M2M server 1s split into an
M2M control server and an M2M data server at a service capability layer to
provide service capabilities for control functions and service capabilities for
data functions, respectively, and the device interacts with the M2M control

server and the M2M data server using separate interfaces.

9. The method of claim 8 further comprising:
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the device storing a list of M2M data servers assigned to the device in

a resource.

10. The method of claim 7 further comprising:
the device interacting with another entity to push or pull data or

resources In a sub-tree of resources 1n a resource tree structure.

11. The method of claim 7 further comprising:

storing information for sharing M2M service capabilities with another
service capability layer in a capabilities resource, wherein each instance of the
capabilities resource includes sub-resources for storing information regarding
supported capabilities, capabilities shared with other service capability layers,

and/or capabilities shared from other service capability layers.

12. The method of claim 7 wherein the device comprises at least one
of a resource for requested services, a resource for agreed services, or a
resource for traffic statistics, wherein the resource for requested services
describes which service types that a device or gateway service capability layer
or application requests, the resource for agreed services describes which
service types are approved to the device or gateway service capability layer or
application, and the resource for traffic statistics is for storing traffic related

measurements.

13. A machine-to-machine (M2M) communication network,
comprising:

at least one network server configured to provide network service
capabilities; and

at least one gateway configured to provide gateway service

capabilities,
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wherein reference points are provided at least between network
service capability layers, between gateway service capability layers, between a
gateway service capability layer and a device service capability layer of an
M2M device, between M2M device applications, and/or between a network,

gateway or device service capability layer and an M2M application.

14. The network of claim 13 wherein the network server is split into
a control server and a data server at a service capability layer to provide
service capabilities for control functions and service capabilities for data
functions, respectively, and reference points for control functions and data
functions are separately provided between network service capability layers,
between gateway service capability layers, between a gateway service
capability layer and a device service capability layer, between M2M device
application, and/or between a network, gateway or device service capability

layer and an M2M application.

15. The network of claim 14 wherein one control server controls more

than one data server.

16. The network of claim 14 wherein the data server 1s configured to
interact with another data server, the gateway, or an M2M device to push or

pull data or resources either directly or indirectly via the control server.

17. The network of claim 14 wherein the control server and the data
server have a resource for storing a list of registered data servers and/or

control servers.

18. The network of claim 13 wherein the network server and/or the
gateway have a capabilities resource for storing information for sharing

capabilities with another network server or another gateway and each
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instance of the capabilities resource includes sub-resources for storing
information regarding supported capabilities, capabilities shared with other
service capability layers, and/or capabilities shared from other service

capability layers.

19. The network of claim 13 wherein the gateway i1s configured to

share gateway service capabilities with another gateway.

20. The network of claim 14 wherein the control server 1s configured
to receive a registration request from an M2M device, gateway, or application,
obtain a status of an M2M data server, select an M2M data server for the
M2M device, gateway, or application, and send a registration response
including an identity of the selected M2M data server to the M2M device,

gateway, or application.

-55-



PCT/US2012/071028

WO 2013/106188

{727

P

NIYROQ
FHOMIAN

(

0¢

(1Y HOMd)

| "0l

~

a
N
............. g 0
S



WO 2013/106188 PCT/US2012/071028

2727

112
OTHER
NETWORKS

106
CORE NETWORK

110
INTERNET

100

Fic. 2A

114b



WO 2013/106188 PCT/US2012/071028

3/27

102 \

- 122
124 TRANSCEIVER 134
SPEAKER POWER
MICROPHONE SOURCE
KEYPAD PROCESSOR CHIPSET
12 138
DISPLAY/ "
TOUCHPAD PERIPHERALS
»
130 132
NON - REMOVABLE REMOVABLE
MEMORY MEMORY

FiG. 2B



PCT/US2012/071028

WO 2013/106188

4/27

J¢ 9l

SMHOMUIN ¥3H10

LINUILN
1112

<

AMaLYD| [ AvMaLvo
had ONIAY3S
ol i

=N
1475

L3N

8-300Ne

8- 300N




PCT/US2012/071028

WO 2013/106188

5/27

¥ 301A30

m .O_ m 1154
s08 |~
Hp gi1g
A A% s va
rh J0IA3C 9 201A3C g wum\EW\ i N 30IA3Q
| o P PP sos
— 028 ~ | A
va
§ $ : 8 §
T rrw T % S ;
wp } Py o | P % 3omag
3] Yo Vo w
B T ug +9 $98
U AYMELYD b AVMILYD U AYMILYD b AYMILYY P
N
H [}
EE, Pl o /I pr Ul \\ v
. . , } A0IASG a
L L
508 | oW P08 | wam 8 ok
Pj T N
| & 08¢ ,\L | F 1% L va
i) o i 0ig




PCT/US2012/071028

WO 2013/106188

6/27

0ty ~

NIVIHOG
HHYOMLIN

pra

06y ~—

plw

di@

NIYROG
HAUOMLIN

£ 1
H i
N H
N H
N H
N H
N H
N H
N H
H

N h
N H
N H
N H
N H
D aaas)

Vol

ep

vQ




WO 2013/106188

PCT/US2012/071028

FIG. 5

1/21
M2M DATA SERVER
M2M DEVICE (D) M2M DEVICE (0} {* 510 {8} : 534
M2M DEVICE M2ZM DEVICE
did d mid ¢ SERVICE mia d
APPLICATIONS i APPLICATIONS I CAPABILITIES i
t [FOR DATA PATH
{
""" M2M DEVICE | —J— | M2M DEVICE /
SERVICE did o SERVICE
CAPABILITIES CAPABILITIES
: i dif__d
519 did ¢i_ did el
MaM DEVICE (D) (~ 520 | }
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Y R A — dla d @
]
M2M DEVICE ! M2M GATEWAY =
APPLICATIONS d.iarc APPLICATIONS <
) mim | o-
<
alawdk::) 512 ww 2l3 ¢ dd, d.iaﬁc__ %
da ¢ e
MOM DEVICE i MZM GATEWAY ;
APPLICATIONS | | %~ SERVICE g
‘ i CAPABILITIES =
2M DEVICE (0 | hiF! GATEWAY (6) s d
dla d dia ¢ dd d did ¢ '
510 -]— '!' | )
mid d
i
M2M DEVICE(D) | .\ o
}
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, SERVIGE
1l
£ CAPABILITEES | |}
M2M DEVICE(D) | e FOR
E CONTROL PATH
| M2M CONTROL SERVER
~ 510 N 520 oL SERVER . 530




PCT/US2012/071028

WO 2013/106188

8/27

ye8 —

Ol
ins
" 343 300834 NIGNOAS3UNOD ILVAHO Y (quonageer) joig 8791
808 —1+. . AVMILVO/30IA30 3HL 40 ¥3IAAS Yiva -ﬁ@@ 3SNOdS3Y NOILVYLSIOI 108
908
T HIAMIS VIVQ JOSNIVIS 3HL 139 )
YO8 oo e e e e N 1830034 NOILYHLSIOF 108 1208
HINYIS V1YQ 268 —| ¥3AY3S T0MINGD 968 — AVMALYO /30IA30
801 —: INTAIOUNVIV ONY NOILVHNSINDD MIAEE VIVG -
2 5 ‘
801 b5 S3OVSSaN WoidomEd L9l
YoL{ ™ ISNO4S3Y NOILYHLSIOFY
20L { 1530034 NOILVHLSIORY -
poL —|  Y3AY3S VLV 261 — HIAYIS TOULNOD
T MEINER ETNER EINER EIEY aneEs’ 'Ol
VIYO o[- VY0 -upo VYo VIV U YIVO upme yive
WOW W WoW W2 WoN oW
/ A o / S A S
n W
CI I w7y v wo” |
YIANIS ¥3IAN3S
1eq —| TOULNOD HCH TOHINOD WeH

i



WO 2013/106188

r954

PCT/US2012/071028

9/27

(’ 852

DATA SERVER 1

r 956

CONTROL SERVER DATA

SERVER 2

- RETRIEVE resource srviisre? |+ 902

RESPONSE . 904 3
" CREATE resource srv.?«'rsrc‘l'__} 308 . §
P RESPONSE 1908 83
<= &
% o
| DELETE resource srvtirsre! i} 910 7
X RESPONSE - 912
Fic. 9A
DATA SERVER 1 CONTROL SERVER DATA SERVER 2
. RESOURCE DISCOVERY _ |} 922
. RETRIEVE | resource srvlirsret } 924 "
" RESPONSE 1926 | > §
35 RESOURCE OPERATION REPORTI} gog | © @
g2 N " "
i |
. DELETE resource srviirsrct } 930
RESP%)NSE ot 932
_ Lgssouncs OPERATION REPORT|} 934

Fic. 9B




WO 2013/106188

PCT/US2012/071028

( 1056

DATA SERVER 1

CONTROL SERVER

DATA SERVER 2

I
CREATE | UPDATE resource srvi/rsrcticopy
or.resource srviirsreticopytree

} 1002

RESPONSE {FULL REPRESENTATION

PLUSALL ITS SUB-RESQURCES)
L

CREATE/UPDATE

OF rsrel

} 1004

CREATE/UPDATE
resource<root>/creatolree -

RESPONSE

—

} 1010

| fesource srviirsrct/movetres

RESPONSE { FULL REPRESENTATION

PLUSALL ITS SUB - RESOURCES )} } 1012

RESOURCE
DELETION

( 1054

OF rsret

CREATE / UPDATE
resource <root>/createlree

RESPONSE

Fic. 10A

( 1052

N

} 1006
} 1008

'\

} 1014

Y
cOoPY
RESOURCE

Y
MOVE
RESOURCE

} 101§

( 1056

DATA SERVER 1

CREATE/UPDATE resource srviisrctimovelree

 RESOURCE OPERATION REPORY

RESPONSE { FU!.EL REPRESENTATION OF
rsc1 PLUS ALL ITS SUB-RESOURCES )

L

RESOURCE
DELETION

}EESQURCE OPERATION REPOR;{

Fic. 10B

CONTROL SERVER DATA SERVER 2
CREATE | UPDATE| resource srvifrsrciicopy N
- or resourde srviirsroticopytree } 1022
RESPONSE (FULL REPRESENTATION OF
rsret OR rsref PLUSALL /T8 SUB- RESOURCES ) } 1024
Y

} 1026
} 1028

} 1030
} 1032
7

Y
CopPY
RESOURCE

V
MOVE
RESQURCE




WO 2013/106188 PCT/US2012/071028

11727

dfgsciBase e 1420

|+ dataServeriDs

*—‘( "attributes" )
, + controlServeriDs

e scis = o
\ » serverindication

& <dscl> 1132 /

/
—C “attributes” )

( 1130 ) « serverindication

<gnscl /
—< “attributes” )
| S applications

<application> i~ 1140

—( "atiributes” )
*» ¢ 8 @ \

\ * dataServerlDs
+ controiServeriDs

dataServers ~— 1110

Fic. 11A



WO 2013/106188

dfgsciBase

12727

*—‘( "attributes" )

<dscl>

—~ 1132

PCT/US2012/071028

-+ dataServerlDs
« controlServeriDs
7« serverindication

—( "attributes" )

1130
-

<gnscl»

.« serverindication

*—‘C “attributes” )

dataServers  —~~— 1110

<application>

—~— 1140

- scls
[ I—
*r— applications
* & »

Fic. 11B

/

« dataServeriDs

/ + controlServeriDs

—( "attributes” )




WO 2013/106188 PCT/US2012/071028

13/27

cnsciBase
w—( "attributes" )
F— scis

—  «digseP P~ 4220

¢——  dataServers |~ 1222

-l requestedServices (~— 4294

agreedServices  ~— 1226

<gnsch>

{ "attributes" )

T

™~

-

&t gpplications e

« serverindication

<application» I~ 1230

&——  dataServers |~ 4232

—— requestedServices ~—- 1234

agreedServices  ~— 1236

Fic. 12A



WO 2013/106188 PCT/US2012/071028

14727

cnsciBase
~—< “attributes™ )
F N sels

igsel>  ~— 1220

——  dataServers  |~— 4292

¢ requestedServices [~ 4224

agreedServices [~ 1226

—  applications

<application>  ~— 1230

——  dataServers |~ 4232

»— requestedServices ~— 4234

agreedServices [~ 1936

dataServers  ~— 4240

Fic. 12B




WO 2013/106188 PCT/US2012/071028
15/27
dnsclBase -~ 1305
w—( "attributes" )
P S— sels
*~— <digscl> ~~— 1320
¢———  controlServers |~ 1322
trafficStatistics '~ 4324
« serverindication
<gnscl> |
-—< "attributes” )
&t gnplications
<application>  ~ 1330
&—  controiServers [~ 1332
.. trafficStatistics |~ 4334

Fic. 13A




WO 2013/106188 PCT/US2012/071028
16/217
dnsciBase —~~- 1305
*—C “attributes” )
*>— scls
<digsch e 1320
e controlServers I~ 1322
#——  applications trafficStatistics ~— 1324
<application>  ~— 1330
& controlServers I~ 4332
& . 0
trafficStatistics .- 4334
controiServers I~ 41310
Fic. 13B
dataServers « dataServerlD
« controlServeriDs
» listOfDGSCLs
* { “attributes™ ‘ » listOfApps
S ) 1400 » creationTime
-/ o lastModifiedTime
o——  <dataServer> —o—( "attributes™ ) « expirationTime
subscriptions *-— groups —~ 1402
& containers P~ 1404
FIG- '] 4 subscriptions




WO 2013/106188 PCT/US2012/071028

17727

controlServers ‘e controlServerld
¢ dataServeriDs
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr x*/ « creationTime
wamibutesn 1560 i - Iast'fﬂoc‘hﬁe{':mme
< ___/ » gxpirationTime
e——  <controlServer> —.—C "aftributes” )
subscriptions | S groups —~ 1502

| containers ~ 1504

Fl G, l 5 subscriptions

requestedServices

o serviceType
1600 o expirationTime
77777777777777777777777777777777777777777777777777777 J « startTime
» creationTime
o  <gerviceinstance>

"altributes” )

subscriptions

subscriptions

Fic. 16



gt gUDSCriptions

Fic. 18

accessHistories —~— 1830

WO 2013/106188 PCT/US2012/071028
18/27
agreedServices 1790 o requestedServicelD
» agreedServiceType
| / « oxpirationTime
mgreedSewicetnstanc@ + startTime
» creationTime
tributes” )
subscriptions
subscriptions
Fic. 17
bt ¢ name
trafficStatistios  +~— 4802 1810 e measureMode
77777777777777777777777777777777777777777777777777777 J » measurePeriod
« startTime
o &performanceMetric> . » creationTime
l /, £ » oxpirationTime
\ “attributes” )
. results ~ 1812
<resultinstance»
1814j
* actions ® start
/ * stop
A( "atiributes” )
subscriptions




WO 2013/106188

19727

PCT/US2012/071028

<sciBase> -~ 1805
1
n i o ) 1920 1922
d d
« 1 scls <scl> remoteCaps
o1 applications
PO - containers
PR groups
e capabilities - 1010
e——  accessRights
ot subscriptions
L discovery

Fic. 19A



WO 2013/106188

20727

capabilities <capability>

PCT/US2012/071028

k‘ 1910 ’LC “attribute” )

¢———  capSupported  ——- 4032
0.1
= capSharedTo |~ 4034
0.1
¢—=— capSharedFrom -~ 4036
Fe 1 subscriptions
accessRights

0.1 <capabilty>  +—~— 4924
- capSupported
o 01 capSharedTo
UL copSharedfron
( 1922 ot subscriptions
remoteCaps 1 accessRights
0.1 <capabilityAnnc>  ‘—. 1926

Fic. 19C

t ( “atiribute” )




WO 2013/106188 PCT/US2012/071028

217217

( 2052

NGSL -1 NSCL-2

NSC-1SENDS REGISTRATION REQUEST TO NSCL-2
{ capSupported, capSharadTo )

SECURITY CHECK

CREATE RESOURCE FOR NSCL-1

AND VALIDATION;

NSCL -2 SENDS SUCCESSFUL RESPONSE TO NSCL-1

oy

NSCL - 2 SENDS REGISTRATION REQUEST TO NSCL-1
{ capSupported, capSharedTo )

Lo

} 2006
} 2008

( 2010

SECURITY CHECK
AND VALIDATION

NSGL - 1 SENDS SUCCESSFUL RESPONSE TO NSCL-2
-
( 2014

NEED TO REQUEST CAPABILITIES
FROM NSCL-2

NSCL-1 SENDS CREATE REQUEST TO NSCL-2 FOR
CAPARILITY SHARING {capSharedFrom)

s

} 2012

GRANT NSCL-1 REQUIRED CAPABILITIES;
CREATE capSharedFrom RESOURCE
UNDER NSCL -1

NSCL-2 SENDS SUCCESSFUL RESPONSE TO NSCL-1

FiG. 20

} 2020



WO 2013/106188

PCT/US2012/071028

22/21

( 2154

NSC -1 SENDS REGISTRATION REQUEST TO NSCL-2
{ capSupported, capSharedTo )

SECURITY CHECK

CREATE RESOURCE FOR NSCL-1

AND VALIDATION;

NSCL -2 SENDS SUCCESSFUL RESPONSE TO NSCL.-1
{ OPTIONAL: capSupported, capSharedto)

( 2108

NEED TO REQUEST CAPABILITIES
FROM NSCL-2

NSCL -1 SENDS CREATE REQUEST TO NSCL-2 FOR
CAPABILITY SHARING (capSharedFrom)

—

} 2106

GRANT NSCL -1 REQUIRED CAPABILITIES;
CREATE capSharedFrom RESQURCE
UNDER NSCL-1

NSCL-2 SENDS SUCCESSFUL RESPONSE TO NSCL -1

Fic. 21

F2114



WO 2013/106188

23721

PCT/US2012/071028

( 2254

REGISTRATION REQUEST

{ CREATE )

REQUESTS MUTUAL REGISTRATION

ISSUER HOSTING SCL
{ISSUER SCL) { RECEIVER SCL)
ISSUER REQUESTS TO REGISTER
THE SCL { CREATE) 1} 2202
( 2204
AUTHENTICATES THE
REQUESTING §CL
- RESPONSE } 2208
( 2208
WAIT FOR MUTUAL

}2210

( 2212

AUTHENTICATES THE
REQUESTING SCL

RESPONSE

4 2216
LOCAL PROCESSING
(CREATES RESOURCE)

mid

Fic. 22

LOCAL PROCESSING

{ CREATES RESQURCE)




PCT/US2012/071028

WO 2013/106188

ge2 D4 0L

¥
Y YEe 9ld
' Y
9262 { Z8NO4SIW IN4SS3OONS |
¥282 { JSNOISTY -
228 {11089 Adnan - ‘
Y SAIL 0282 {  %03HD NOILYDLLNBHLNY
8167 —| SILITIEVAYO 30AM3S
G3140ddNS WOIHD
|
G167 — NOILOVYILNI AVMALYD ¥O4
NOLLONAA ALINAO3S WHO4M34
7 sl
m.la riee { { 0] paseygdes ﬁmtoa%mami
< 2-1089 0L NOILYALSIORY SUNIS 4-1089
AR YA JENOJSTY
04 {~  3snodsm »
80ET { IENOJSIY
0082 { 7-708S HLM WWOD |
S1SINDIY - 1089 AV13Y
V082 { 7-1085 HLUM WROD
_ SIS3ND3Y }-7089 AVI
2082 { 2-1089 OL BLYOINIWHOD OLSGIIN LI SILYDION: | - 1089
- HIAYHIS Z-HIANIS SAALIUGYAYD WILINE HLIM SIILIMAYIYD TVILINE HLM
1V L-108N 1Y 2-108N 2-108N 1V 2-1089 L= 108N LY 1-1089
2962 — 962 — y567 — 2682 —



PCT/US2012/071028

WO 2013/106188

25/ 21

et {

gg¢ ol

<

(NOILYOIJILON ¥04) ™
31vadn
OVEZ {™ (NOILVOWILON ¥O4]
31v4dN -
88Ee { }-1089 OL JSNO4SIY
48530008 SANIS 2-1089
SALIUAYAYD
—
9cee 31S3NDIY CILNVEO
ALNNO3S /! ALHN03S N
e N\ -
28€¢ { { wioigpaseygdes )
| Z-71089 OL 1S3ND3Y 3LYIUO SONIS 1-1089
peed _
Z2-1089

0682~  woud s3LmEV4YD
183n0D3¥ 04 033N

82€¢ {

<1089 O1 3SNO4S3Y I.A

138830008 SON3S 271080 y

Y
YEC Ol WOU A



WO 2013/106188 PCT/US2012/071028

26/27

<sciBase>
scls
<sgh>
Fic. 24
(PRIOR ART)
<sciBase>
2502
(,
® scls - in <scl>
2504
(,
scls - out <sel»

FiG. 25



WO 2013/106188 PCT/US2012/071028
277217
<sclBase> —— 2600

* C “attribute” }\ 2602
) sels -~ 2604
. applications  —— 2606
! containers -~ 2608
. groups — 2610
* accessRights -~ 2642
) subscriptions =~ 2814

discovery —— 2616

FiG. 26



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - description
	Page 52 - description
	Page 53 - claims
	Page 54 - claims
	Page 55 - claims
	Page 56 - claims
	Page 57 - claims
	Page 58 - drawings
	Page 59 - drawings
	Page 60 - drawings
	Page 61 - drawings
	Page 62 - drawings
	Page 63 - drawings
	Page 64 - drawings
	Page 65 - drawings
	Page 66 - drawings
	Page 67 - drawings
	Page 68 - drawings
	Page 69 - drawings
	Page 70 - drawings
	Page 71 - drawings
	Page 72 - drawings
	Page 73 - drawings
	Page 74 - drawings
	Page 75 - drawings
	Page 76 - drawings
	Page 77 - drawings
	Page 78 - drawings
	Page 79 - drawings
	Page 80 - drawings
	Page 81 - drawings
	Page 82 - drawings
	Page 83 - drawings
	Page 84 - drawings

