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(57) Abréegée/Abstract:

Systems and methods for authorizing operations associated with blocked media assets using two-factor authentication. In some
aspects, a media guidance application (e.g., executed by a set-top box or other user equipment used to store and display media
assets) prompts a user for a password (e.g., a personal information number) in order to unlock the content for viewing. In response
to recelving a second request from the user to perform an operation related to the media asset (e.g., delete), the media guidance
application prompts the user for an additional factor confirming his or her identity, consistent with two-factor authentication
protocol. If the user's identity is authenticated as a user that has authority to perform the operation related to the media asset (e.g.,
delete the stored media asset), the media guidance application performs the operation related to the media asset (e.g., deletes the
media asset).
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(57) Abstract: Systems and methods for authorizing operations associ-
ated with blocked media assets using two-factor authentication. In some
aspects, a media guidance application (e.g., executed by a set-top box or
other user equipment used to store and display media assets) prompts a
user for a password (e.g., a personal information number) in order to un-
lock the content for viewing. In response to receiving a second request
from the user to perform an operation related to the media asset (e.g.,
delete), the media guidance application prompts the user for an additional
factor confirming his or her identity, consistent with two-factor authen-
tication protocol. If the user's identity is authenticated as a user that has
authority to perform the operation related to the media asset (e.g., delete
the stored media asset), the media guidance application performs the op-
eration related to the media asset (e.g., deletes the media asset).
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Y STEMS AND METHODS FOR CONTROLLING ACCESS TO MEDIA
ASSETS USING TWO-FACTOR AUTHENTICATION

Backeoround

G001}  Grven the plethora of content available to modern felevision viewers.,

(S

parental control systems have become near ubiguitous 1n electronic program guides
(EPGs), which aliow users to filter content for viewing. For example, parental
control systems give parents the ability to decide what their children can watch
when they are not around. Typically, a parental control system will have an access
code that can be mput to block and unblock content. A child attempting to access a
10 blocked program and unaware of the access code will not be able to view the
program. However, with this binary approach {access / no aceess based on a singic
code), multiple users m a household may have access 1o a media asset and may
perform actions {¢.g., delcting the media asset) that the other users do not want
performed as there 1s no way to differentiate the dentity of the user performing the
15 action.
6002} Some conventional systems attempt {o solve this problem by using a uscr-
profile system where users enter different codes to wdentify which specific user he
or she 1s. However, this approach, using user-spectiic codes, while stronger than a
simngle code to block and unblock media assets, still has the same problem i terms
20 of vahidating user wdentity. For example, if a parent gives a child his or her code n
order for the child to access a blocked media asset once, the child could
conceivably remember the code and perform anv of the actions the parent could at

any time, defeating the purpose of having user-specific codes.



CA 03041454 2015-04-23

WO 2018/080554 PCT/US2016/061756

Summary

{3003] Accordingly, svstems and methods are described herein for authonizing
operations associated with blocked media assets using two-factor authentication.
For example, a media gurdance application {¢.g., exccuted by a set-top box or other
S5 user equipment used to store and display media assets) prompts a user fora

password {€.g., a personal wdentification number {TPIN}) m order to unlock
content for viewing. In response to receiving a second request from the user to
perform an operation related to the media asset {e.3., delete), the media guidance
appiication prompts the user for an additional factor contirming his or her wdentity,

10 consistent with the two-tactor authentication protocol desenbed hercin. 1 the
user s identity 1s authenticated as a user that has authority to perform: the operation
rclated to the media asset (¢.g., delete the stored media asset), the media guidance
application pertorms the operation related to the media assct {¢.g., deletes the
media asset).

15 {G334] [n some aspects, the media guidance application receives a first request to
access a media asset for viewmg on user equipment, wheremn access to the media
asset 18 blocked. For example, the media guidance application may store a
plurality of media assets i storage, cither local to the user device that generates
media assets for display (€.g., in memory of a set-top box} or remotely at a server.

20 'The media guidance apphication may generate a listing ot media assets {e.g., m a
user mitertace} from which the user can select @ media asset {6 be generated for
displav. The media guidance application may set a flag, based on metadata
associated with cach stored media asset, indicating whether each media asset
should be blocked for a given user. As a speciiic example, the media guidance

25 application may sct the fiag based on metadata associated with the media assct
indicating that 1t fultiils a predefined blocking criterion {¢.g., that a particular user
cannot watch shows with a rating greater than TV-P{).
6005 The media guidance apphication then receives a first input of a first

authonzation code. The first authorization code may be any combination of

Y’
,‘-‘M
L

aiphanumernic characters that can be maitched to a stored string of aipbanumerc
characters. The media gmdance apphication may receive the first identibier via user

mput using a user mput interface, such as a touchscreen or remote control. For
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exampie, the media guidance application may receive the user mput, “1378, " via a
remote control.,
(6006]  The media gundance apphcation deternmnes that the recerved first

avthornzation code matches a stored first identifier granting access to view the

L

media asset. For exampie, the media guidance application determines whether the
received mput, 1578, maiches a value stored m memory tor the first identitier.
As a specific example, the media guidance application may access a parenial
control database which contains a phurality of identifiers associated with
pernussions {1.¢., whether cach code can access the media asset). The media
10 gwidance application may compare the received first authorization code with the
stored 1dentificrs to determine a maich {(e.g., by comparing the characters of the
first authonzation code with characters of cach of the stored identificrs). After
determuning a match, the media gwidance apphicabion retrieves data from a field
the databasc corresponding to the matched dentificr and determines whether the
i3 data indicates a user has access to the media asset.
GG07]  In some cmbodiments, the media guidance application retricves, from a
field o the parental control database including a plurality of entnies with stored
identificrs associated with users, the first stored 1dentificr. For example, the media
guidance application mav execute an SQL program script utilizing the declarative
20 “Select” statement to retnieve the value of the first stored identifier from a field o
the database, such as "12345.7 The media gmdance application may determme
whether the first stored 1dentiticr matches the received authorization code by
comparing characters ot the first stored idenfificr with characters of the received

authonzation code. For example, the media guidance application may compare

o
(A

cach mdexed character of a received string (i.¢., the first authonzation code) with
cach indexed character of the stored identifier to determine whether the two strings
match. The media guidance application may determine a match if the number or
percentage of matched characters exceeds a threshold. For example, the media
guidance application may determine that “12343678917 matches 1224367891, i
30 a 90% match exceeds a threshold percentage {¢.g., 73%:).

(G008]  In response to determuung that the fivst stored identifier matches the

recerved authonzation code, the media gwdance application retrieves a value from
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a ficld associated with the first stored identifier. For example, the media guidance
application may retrieve a blocking cnfenion from a field associated with the first
stored 1dentificr {e.g., that the user identified by the first stored dentifier cannot

access media assets with a rating greater than TV-PG). The media gindance

L

appiication then determines whether the user wdentified by the first stored dentifier
has access to the media asset based on the value. For example, the media gudance
application may compare a blocking cnierion retrieved from the ficld associated
with the first stored identificr with metadata associated with the media asset to
deternunce whether the user wdentified by the first stored identificr has permussion to
10 access the media asset. As a specific example, if the blocking cnitenion is the rating
“TV-PG7 and the media asset has a rating of “"TV-MA.," then the media guidance
application may determine that the user docs not have pernussion to access the

media asset smee the rating of the media asset exceeds the blocking criterion

rating.
i3 {3009]  After determining that the recetved first authornization code matches the

stored first identificr, the media guidance application generates the media asset for
display. For example, the media guidance application may generate for display the
media asset on a display connected to the user equipment. Alternatively or
additionaily, the media guidance application may query the parental control
28 database for an mdication whether the user identified by the first authonization
code can view the media asset on a device not coupled to the user equipment {e.g.,
streamed to a mobile device, such as a celiular teicphone).
G316 In some cmbodiments, the media gmidance application generates an

mstruction to allow access to view the media asset for a predetermined penod of

o
(A

time. For example, atter the media gwndance apphication deternunes the user
ilentified by the first authorization code has access to the media asset, the media
guidance application may generate an mstruchion (€.g.. in a program script) {o
allow access to the media asset for a peniod of time. The media guidance
application may then execuie the mstruction, wherein the mstraction stores a

30 temporary mdication, i a ficld associated with the first stored wlentifier 1o the
parental control database, 1o allow access to view the media asset. For example,

the media gindance application may execule the program script that was generated,
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which then stores an indication {¢.g., a boolean vahue set to “true™) 1n the parental
control database that the user has access to the media asset. The media guidance
application then, mn response to exccuting the mstruction, monitors an elapsed time.

For exampie, the program script may store an end time n the parental control

L

database when access to the media asset expires and the media gudance
appiication may execute another program script to remove the indication when the
time reaches the value m the end time. Alternatively, the media guidance
appiication may continuge running the program scrnipt, which monitors the clock
time and removes the mdication afier the predetermined period of tume. The media
10 gwdance application, i response to determinmng the elapsed time exceeds the
predetermined pentod of time, deletes the temporary mdication to allow access to
view the media asset. For examplie, the media gmdance application may resct the
contents of the ficld where the mdication was stored.
3011} 'The media guidance application then receives a second reguest to exccute
i3 an operation associated with the media asset. The operation may be any command
or instruction that when executed alters or copics the stored audiovisual data tor
the media asset or any stored metadata relating to the media asset. For example,
the media guwdance application may reccive a request via a user mput mtertace
{¢.2., a touch screen) to delcte the media asset. As another example, the media
20 guidance application may receive a request via a user input imnterface to copy the
media asset to another device. As yet another example, the media gindance
application may receive a request 1o update a user profile {e.g.. with the viewing
progress or an indication that a user dislikes the media asset) associated with the

first authornzation code.

o
(A

6012} Based on recerving the sccond request, the media guidance application
quernies a parental control database for information relating to pernmssible
operations associated with the media asset. For exampie, the media guidance
apphication may, in a field of the parental control database for the wdentifier that
matches the first authorization code, store a pomter to an array which lists media
30 assets for wiuch a user 1s granted to perform the operation. The parental control
databasc mav contamn multiple fields, each with a poinier to an array ndicating

media assets for which a particular operation can be performed without a second
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authorization code (¢.g., delete, modity, etc.}. Alternatively or additionally, the
media gumidance application may store an mdication of which operations require a
second authorization code {€.g., they are not permissible with only the first

authonzation code) with metadata stored with the media asset. For example, the

L

media guidance apphication may store the runtime, rating, ortiginal airdate, and

other metadata as a header i the stored audiovisual data for the media asset, and

may additionally contam mdications of which operations require a second
authorization code (€.2.. a boolean value set based on whether a particular
operation requires a second authorization code to be performed).

10 (60131 The media gmidance apphcation determinges, from the mformation, that a
second authorization code 18 requred to exccute the operation associated with the
media asset, wheremn the second authorization code 15 generated perntodically as a
function of ttime by a token mechamsm remote from the user equipment. For
example, based on retrieving the mntormation from the parental control database, as

i35 described above for the stored media asset, the media guidance application
deternunes whether a second factor 15 needed n order to execuie the function. The
second authorization code may be generated by a token mechanmism (e .g., a
standalone token or an application executed on a device, such as a cellular
telephone) which can then be put {(¢.g., via a user mput micrface) to the media

280 guidance apphication. The token may generate the authonzation code based on a

mathematical function of clock time, analogous to public-key anthentication. In

some embodiments, other suitable two-factor methods, such as asymmetric

{private-public key) authentication may be used for the second authentication code.

(6014} 'The media gmidance apphication receives a second mput of the second

o
(A

authonzation code gencrated at a first time. For example, the media guidance
application may receive, via a user mput miertace, the second authorization code,
such as "45678." The media guidance application may deternund that the moput
was recerved at 10:23:30 (hours : minutes : seconds) on 05:31:16 (month : day :
vear} based on the clock time when the mput was received. Aliernatively or

30 addifionallv, the media guidance application may recerve a clock time with the
imputted second authorization code based on the clock time of the device where the

code was generated.
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3015} The media gutdance application may then transnut, o an authonzation
database, the second authonzation code generated at the first time. For example,
the media gindance apphication may transmirt the sccond authonzation code to a
databasc. which may be located remotely from the user equipment {(¢.g., on a
server} and accessible via a communications network, or stored in memory at the
user equuipment. In some embodiments, the media guidance application may
preprocess the second authonzation code. For example, the media gmidance
application may gencrate a data packet contaming the second authonzation code
and the tine at which 1t was generated, as described above. In another example,
the media gwdance application may concatenate the tume to the nearest second or
minute before transmission, depending on how ofien new authorization codes are
gencrated by the token mechamisn.

3816] The media gudance application, m response to transmitting, to the
authorization database, the second authorization code generated at the first time,
recetves an indication granting authorization to ¢xecute the operation associated
with the media asset based on the transmittted second authornization code matching
a second identifier generated at the first fime. For example, the media gmdance
application may recerve a data packet from the authorization package with a
boolcan value sct to “true” it the transmutied authonzation code corresponds to a
second identifier or “false” it it does not. The second identitier mayv be a second
token mechamsm with the same mathematical function of time which may
compare the output at a parficular time {e.g.. the second identifier) with the
recerved second authornization code. The token may be identified by the first
authonzation code. which allows the authorization database to deternune whether
the recewved second aunthorization code 1s correct. For example, the media
gwidance application may transmit that the user identified by first authorization
cade 1234 entered second authonzation code 43678 {o the authorization
database. Instead of searching every token mechanism stored at the authorization
database, the authorization database need only scarch for a token corresponding {o
user 12347 and determine whether 45678 was gencerated by that token

mechamsm at the particular tune.
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130171 'The media gutdance application, based on receiving the indication that the
second authonzation code matches the stored second wdentificr, executes the
operation related to the media asset. For example, the media guidance apphication

may execute an mstruction to clear or free the blocks of memory where a particular

L

media asset 15 stored {¢.g.. delete the media assct).
({30318] In some embodiments, the operation comprises the media guidance
application accessing blocks of memory contamming data corresponding 1o the
media asset. For example, the media gwndance application mayv determuine the
particular biocks of memory where audiovisual data of the media asset 1s stored.
10 The media gmidance apphication may then copy the data contained mn the blocks of
memory corresponding to the media asset to a second user equipment. For
cxampie, the media guidance application may retrieve the stored audiovisual data
and transnut it o another device, such as a mobile phone, such that the user can
access the media asset remote from the user equipment.
i3 30191 In some embodiments, 1 response to copying the data, the media
guidance application stores, in a ficld associated with the media asset 1 the
parental control database, an mdication that the media assct has been copied to the
second user equpment. For example, the media guidance application may store, in
an arrav of media assets copied to other user cquipment pointed to m a ficld ot the
20 parental control database, an indication that the media asset has been copied {(¢.g.,
by adding an wdentificr of the media asset (o the arrav). The media guidance
application receives a third request to access the media asset on the first user
cquipment. For example, the media guidance application may receive a request 1o

access the media asset on the user equipment that onginally scheduled it for

o
(A

storage via a user input mnterface. The media guidance application then prevents
access to the media asset on the first user equipment while the media asset 1s stored
on the seccond user eqguipment. For example, the media guidance application may
query the array and determine that, since the wWentifier of the media asset 15 1 the
array, that access 1s not permitted from the first user equipment. In this way, the
30 media guidance application ensures that the media asset cannot be stored and
viewed on multiple devices at the same time, by mamntaimng a “checked-out”

mechanism.
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1{30208)  In other cmbodiments, the operation comprises the media guidance
application accessing a viewing progress data structure contamming currently stored
media assets. For example, the media guidance application may access the

viewing progress data structure locally in storage or remotelv at a server via a

L

communications network. The viewing progress data structure may be organized
such that cach media asset has an associated viewing progress, which may be
expressed i time or percentage viewed. The media gindance application then
stores, 1 a field for the media asset, an indication that the media asset has been
viewed to completion. For example, the media guidance application mayv update
10 the ficld of the viewing progress data structure to retiect the current user’'s viewing
progress of the media asset. As a specific example, the user may have completed
the media asset and thus the media guidance application may set a “viewed 1o
completion” tlag to “true.”
6021} In some embodiments, the media guidance apphcation, m response o
i3 recetving an mdication not granting authorization to execuic the operation
associated with the media asset based on the transmitted second authonzation code
not matching the second wdentitier generated at the first tume, quernies the parental
control database to deternune whether there 1s an alternate second authorization
cade to allow the operation. For cxample, the media guidance application may
20 receive a data packet from the authorization package with a boolean value set to
“false” if the transmutted authorization code does not correspond to a second
identificr. The media guidance application then accesses the parcntal controd
databasc and determunes whether anv other second-factor authornization sources are

associated with the first stored identifier. For example, the media guidance

o
(A

application may determime that the user can also be wdentified via a biometric
signafiure (€.2., an inis scan or facial recognition} as the second authorization code.
In response to deternuning that there 1s an aliemate second authonzation code to
allow the operation, the media guidance application generates for display an
indication to wmput the alternate second authorization code. For example, the media
30 guwidance application may gencrate for display a prompt to use a camera {€.2.,
imtegrated mto a cellular telephone) to input a biometric signature as the second

authonzation code.
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{3022} In some embodiments, the media guidance application may prompt tor
the alternate second authonzation code {¢.g., from another source) only afier a
threshold mumber of failed matches to a second wdentifier for the orniginal second
authornization code. For example, if the media guidance application receives, from
the authornzation database, an indication that three consceutive transmitted second
authornization codes faited to match the second stored identifier, the media
guidance application may determne {o prompt tor the alternate second
authorization code.

63231 In some embodiments, the media guidance application receives a user
input to schedule the media asset for storage. For example, the media guidance
application may receive a user mput via a user input mierface {(€.g., a remote
control) to schedule a media asset for storage. As a specific example, the user may
select a particular media asset bisting in a gnd-gumde generated by the media
guidance apphcation, which results in the media asset being added to a scheduling
database. The media guidance application, in response to receiving the user input,
generates for display a user interface with a pluralidy of selectable options tor
restricting access to a corresponding plurality of operations. For example, the
media guidance application may generate a user mterface with buttons to requre
two-~factor authentication for operations that can be performed {e.g.. delete) with
respect to the media asset. The media guidance apphication receives a selection of a
selectable option for restricting aceess (o a correspondimng operation. For example,
the media gurdance application may recetve a user selection via a user mnput
interface to restrict access (¢.g., require two-factor authentication} for a particular
operation {¢.g., delete). The media guidance application, m response 1o receiving
the selection, stores 1n the parental control database, miormation that the operation
requires the second authonzation code. For example, the media guidance
application may add an identiticr of the media assct 1o an array a pomnter m the
parcntal control database pomts to for the operation, as descnbed above.
Alternatively or additionally, the media gutdance application may store the
indication with metadata of the stored media asset, as described above.

16024] In some embodiments, the media guidance application accesses a user

database mchuding identifiers of users who have accessed the media asset. For
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example, the media guidance application may maintain a database or other
appropriate data structure and store an identifier of a user in a ficld associated with
an wdentifier of the media asset aticr a user accesses the media asset. As a specific

example, the user identificr may be the first authonization code, such as “111H1.7

L

The media guidance application then retricves, from the ficld 1o the user database

associated with the wdentifier, contact information for a device associated with a

user who has accessed the media asset. For example, the media gindance

application may determine that the user identificd by authonization code “11117

has previousiy viewed the same media assct that the user identified by first

10 authonzation code 12347 has mdicated thev would like to pertorm an operation
on and retnieves contact mformation (¢.¢.. a cellular phone number or email
address) of the user wdentified by authonzation code “H111.7 As a specific
example, the media guidance applhication mav retrnieve the mobile phone number
“123-456-78907 from a field 1n the user database corresponding {0 the user

i3 identificd by auwthonzation code 11117 The media gurdance application then
transmuts, to the device based on the contact mformation, a nottfication to the user
that the operation associated with the media asset has been received. For example,
the media gwdance application may transint a message to the mobile phone based
on the retricved phone number. The transnuticd message may mmclude detaus of

28 the operation and/or the user that 1s trving to perform the operation. For example,

the media guidance application may transmit the message, “User “Steve’ 18 trying

to deiete “Game of Thrones, Season 6, episode 5.7

160251 In addiion to transnuthing the notification to the user that the operation

associated with the media asset has been received, in some embodiments, the

o
(A

media guidance application receives, from the device, an mndication to prevent the
operation. For example, the media guidance application may recetve from the
device to which the message was transmitted an mdication to biock the operation.
As a specific exampie, it the notification was transnutted to a mobile phone of a
user, the message may include text instructing the user to reply to the message if
30 they wish to block the operation. In some embodiments, the media guidance
application may determine whether the user has authornity to block the operation

based on an mdication stored m the user database associated with the user and will
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only mchude the text instructing the user to reply to the message if they have
authornty to block the operation. The media gudance application then stores the
mdication in a second ficld of the parental control database associated with the
media asset, wherein the indication prevents the operation from bemg executed.
For cxample, the media guidance application may remove the media asset trom the
array of media assets the user has authonty to delete (e.g., pomnted to by a ficld
the parental control database) based on the recetved mndication to block the
operation. Alternatively or additionally, the media guidance application may add
the media asset to an array wn the parcntal control database for media assets where
the user has been blocked by another user from perfornung operations.

(6026] Altematively, the media gundance application may determune that the
required second authorization code 1s a biometnc signature of the user. For
example, the media guidance application may pertorm the same steps outlined
above, but instcad of recerving a code generated by a token mechanism, the media
guidance application receives a biometric signature. As a specific example, the
biometric signature may be an iris scan, fingerprint scan. or facial map of a user
transmtted to the media gwidance application as an image. The media gudance
application may analvze the biometric signature (¢.2., by analyzing critical pomts /
patterns 10 a pixel map of the received tmage) and compare to stored biometric
signatures, or may transmit the biometnce signature 1o a remote server which
analvzes the biometric signature and determines whether it matches a second
stored identiticr, sumilar to as s described above tor the authorization database and
the token mechanism.

6027] It should be noted the systems and/or methods described above may be

applied to, or used in accordance with, other systems, methods and/or apparatuses.

Bret Description of the Drawings

3028} 'The above and other objects and advantages of the disclosure will be
apparent upon consideration of the following detatled description, taken
comyunction with the accompanving drawings, m whach like reference characters

refer to hke parts throughout, and 1 whach:
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130291 FIG. 1 shows an illustrative example of a two-~tactor authentication
approach to perform an operation related to a media asset, i accordance with some
embodiments of the disclosure;

[GG30] FiG. 2 15 an illustrative example of a database structure tor storing
parcntal control information, in accordance with some embodiments of the
disclosure;

0031]  FIG. 3 15 an dlustrative display of a user mierface for requuring two-factor
authentication for operations associated with a media asset, 18 accordance with
some cmbodiments of the disclosure;

160321 F1G. 4 15 an dlustrative display of a user mterface for blocking an
operation associated with a media asset, i accordance with some embodiments of
the disclosure:

{3833] FiG. 5 shows an illustrative example of a media guidance display for
navigating and sclecting media assets in accordance with some embodiments of the
disclosure:;

16034} FIG. 6 shows another tiustrative example of a media guidance display for
navigating and selecting media assets in accordance with some embodiments of the
disclosure;

G835]  FiG. 7 15 a block diagram of an dlustrative user equipment device in
accordance with some embodiments of the disclosure;

6036] FIG. 8 15 a block diagram of an illostrative media system i accordance
with some embodiments of the disclosure:

16337 FiG. 9 15 a flowchart of ilustrative steps for authorizing operations
associated with blocked media assets using two-factor authentication, mn
accordance with some embodiments of the disclosure:

{3038} FIG. 10 15 a flowchart of dlustrative steps tor deternunimg whether a
received authonzation code pernuts access 1o a media asset, 1 accordance with
some embodunents of the disclosure;

130391 FIG. 11 15 a flowchart of illustrative steps for determiining whether a
requested operation requires a second authonzation code, 1 accordance with some

embodiments of the disclosure;
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13040F FIG. 12 15 a flowchart of illustrative steps for performing an operation
relating to a media asset, i accordance with some embodiments ot the disclosure;
and

[6341] FIi(. 13 15 ancther Hlowchart of iHustrative steps for authorizing
operations associated with blocked media assets using two-tactor authentication, in

accordance with some emibodiments of the disclosure.

Detailed Descrintion

6042] Systems and methods are described herem for authonzing operations
associated with blocked media assets using two-tactor anthentication. For
cxampie, a media guidance application {¢.2., executed by a sct-top box or other
user equipment used to store and display media assets) prompts a user fora
password {¢.g., a PIN) o order to unlock the content for viewing. In response 1o
receiving a second requcst from the user to perform an operation related to the
media asset (e.g., delete), the media guidance apphication prompts the user for an
additional factor confirming his or her ideniity, consistent with two-factor
authentication protocol. 1t the user s identity 15 authenticated as a user that has
authority to perform the operation related to the media asset {¢.2., delete the stored
media asset), the media gudance application performs the operation related to the
media asset {¢.g., deletes the media asset).

{3043} FIG. 1 shows an dlustrative example of a two-factor authentication
approach o perform an operation related to a media asset, m accordance with some
embodiments of the disclosure. For example, display 102 may be coupled o user
equipment 104 which executes a media guidance application in order {o display
media asset 100, After receiving a request to perform an operation associated with
media asset 106, the media gwidance application may generate for display prompt
110 for mput of an authorization code to perform the operation. Display 102 may
appear on one or more user devices {e.g.. any of the devices listed m FiGS. 7-8
below}. Moreover, the media gurdance application may use onc or motre of the
processes described mn FIGS. 9-13 to generate display 102 or any of the features
described therem.

133441 The media gmidance application {¢.g., cxecuted on user cquipment 104)

recerves a first request t0 access a media asset for viewing on user equipment,
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wherein access 1o the media asset 1s blocked. For example, the media gwidance
application may store a plurality of media assets in storage either local to the user
device that generates media assets for display {e.g., 1 memory of user equipment
104} or remotelv at a server. The media guidance application may gencrate a
listing of media assets {¢.g., m a user micrtace displaved on display 102} which the
user can sclect for display. The media guidance application mayv set a flag, base
on metadata associated with each stored media asset, mdicating whether cach
media asset should be blocked for a given user. As a specific example, the media
guidance application may set the flag based on metadata associated with the media
asset {e.g., media asset 106} indicating that 1t fulfills a predefined blocking
criterion {¢.g., that a particular vser cannot watch shows with a rating greater than
TV-PG and media asset 106 has a content rating ot TV-MA, which s greater than
TV-PG).

13845] The media gutdance application then recerves a first mput of a first
authorization code. The first authonzation code may be any combination of
alphanumeric characters that can be matched to a stored string of alphanumeric
characters. The media gmdance apphication mav receive the first wentificr via user
mput using a user mput mtertace, such as remote control 108, For example, the
media guidance application may recerve the user mput, “1378,7 via remote controd
108,

|3046] The media gurdance application determines that the recerved first
authorization code maiches a stored first identifier granfing access {0 view the
media asset. For example, the media gindance application determines whether the
recetved mput, T1578, matches a value stored in memory for the first identifier, as
described further below with respect to FIG. 2. As a specihic example, the media
ocwidance application may access a parental control database which contains a
plurality ot wlentificrs associated with permissions (1.¢., whether each code can
access the media asset). The media gmidance application may compare the
recetved first authorization code with the stored identifiers to determune a match
{c.g., by comparing the characters of the first authorization code with characters ot
cach of the stored identifiers). After determuning a match, the media guidance

application retrieves data from a hicld in the database corresponding to the matched
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identitier and determines whether the data indicates a user has access to the media
asset.
6047} After determiing that the reccived first authorization code matches the

stored first tdentifier, the media gundance application gencrates the media asset for

L

displav. For cxample, the media guidance application may generate for displav the
media asset {e.g., media asset 106} on a display (e.g., display 102} connected to the
user equipment {¢.g., user cquipment 104). Alternatively or additionally, the
media guidance application may query the parental control database for an
indication whether the user wdentified by the first authorization code can view the
10 media asset on a device not coupled to the user cquipment {(e.g., streamed to a
mobile device, such as cellular telephone 112}, As described further below with
respect to PG, 2, the media guidance application may store a temporary indication
oranting access to the media asset {e.g., m the parental control database).
13048} 'The media gurdance application then recerves a second request to execute
i3 an operation associated with the media asset. The operation may be any command
or instruction that when executed alters or copics the stored audiovisual data tor
the media asset or any stored metadata relating to the media asset. For example,
the media guwdance application may receive a request via a user mput mtertace
{¢.2., atouch screen on celludar telephone 1172 or remote 108) to delete the media
20 asset {¢.g., media asset 106) from storage. As another example, the media
guidance application may receive a request via a user mput miterface (o copy the
media asset to ancther device. As vet another example, the media gudance
application may receive a request 1o update a user profile {(¢.g., with the viewing

progress or an indication that a user dislikes the media asset} associated with the

o
(A

first avthorization code.

{3049} Based on recerving the second request, the media guidance application
quertes a parental control database for information relating to permissible
operations associated with the media asset. For example, the media guidance
application may, m a field of the parcental control database for the identiticr that
30 matches the first authorization code, store a pomnter to an array which lists media
assets a user 1s granted to perform the operation on. The parental control database

may contam multiple fields, each with a pomter to an array ndicating media assets
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where a particular operation can be performed without a second authorization code
{¢.g., delete, modity, etc.}. Allematively or additionally, the media guidance
application may store an indication of which operations require a second
avthonzation code {¢.g., they are not permussible with only the first authorization
code) with metadata stored with the media asset {¢.g., media asset 106). For
example, the media guidance application may store the runtime, rating, oniginal
atrdate and other metadata as a header in the stored audiovisual data for the media
asset {¢.g., media asset 106), and may additionally contamn mdications of which
aperations require a second authorization code.

60501 The media gmidance apphication then deternunes, from the mformation,
that a second authornzation code 18 requured to execute the operation associated
with the media asset, wherein the second authornization code 15 gencrated
pertodically as a function of time by a token mechamism remote from the user
cequipment. For example, based on retricving the information from the parental
control database as described above for the stored media asset {e.g.. media asset
106}, the media guidance application deternunes whether a second factor 1s needed
in order to execute the function. The second authorization code may be generated
by atoken {¢.g., a standalone token or an application executed on a device, such as
on cellular telephone 112} which can then be mput {e.2., via a user input mierface)
to the media gwdance application. The token mayv generate the authonzation code
vased on a mathematical function of clock time, analogous o public-key
authentication. in some embodiments. other two-factor authentication methods,
such as asymmetric (private-public kev) authentication may be used for the second
authentication code.

6051} The media gmdance apphcation receives a second mput of the second
authonzation code generated at a first time. For example, the media guidance
appiication may receive, via a user input mierface., the second authornzation code,
such as "4567%7 (e.g., mput to user equipment 104 using a user mput mterface).
The media gurdance application may determune that the mput was received at
10:23:30 (hours : minutes ; scconds) on 05:31:16 (month : dav : vear), based on the
clock time when the mput was received. Alternatively or additionally, the media

guidance application may receive a clock time with the mputied second
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authorization code based on the clock tume of the device {¢.g.. cellular iclephone
112} where the code was generate
16052 'The media guidance apphceation may then transmi, to an authorization

database. the second authorization code generated at the first tume. For example,

L

the media guidance apphication may transmit the second authornzation code to a
database, which may be located remotely from the user equipment {e.g., on a
server) and accessible via a commumcations network, or stored 1 memory at the
user equipment {¢.g., user equipment 104). In some embodiments, the media
guidance application may preprocess the second authornization code. For example,
10 the media gwmdance application may generate a data packet contaming the second
authonzation code and the time at which it was generated, as described above. In
another example, the media guidance application may concatenate the time to the
nearest second or nunute before transmission, depending on how often new
authorization codes are generated by the token mechanism.
i3 130531  The media guidance application, 1n response to transnutting, to the
authorization database, the sccond authornization code generated at the first fime,
receives an mndication granting authornization to execute the operation associated
with the media asset based on the transniitted second authorization code matching
a second 1dentifier generated at the first ime.  For example, the media guidance
20 application may receive a data packet from the authorization package with a
voolean value sct to “true™ if the transmutted authorization code corresponds (o a
second identifier or “false™ if it does not. The second identificr may be a second
token mechanism with the same mathematical function of tune which may

compare the output at a particular time {¢.g., the second identifier) with the

o
(A

reccived second authonzation code. The token may be additionally identified by
the first authonzation code, which would allow the authonzation database to more
ctiiciently determine whether the received second authorization code 15 correct.
For example, the media guidance application may transmit that the user identified
by first authorization code 12347 entered second authorization code “456787 o
30 the authonzation database. Instead of scarching every token mechanism stored at

the authorization database, the authonzation database need only search for a token
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corresponding to user 12347 and determine whether 456787 was generated by
that token at the particular time.
608541 The media gwndance apphcation, based on receiving the indication that the

second authorization code matches the stored second identifier, execuies the

L

operation related to the media asset. For example, the media guidance application

may execute an mstruction to clear or free the blocks of memory where a particular

media asset 15 stored {¢.g., delete media asset 106 from storage).

13355]  In some cmbodiments, the operation may comprise the media gudance

application accessing blocks of memory containing data corresponding fo the

10 media asset. For example, the media gwidance application may determing the
particular segments of memory where audiovisual data of the media asset (e.g.,
media asset 106} 15 stored {¢.g.. locally in storage of user equipment 104 or
remotely at a server). The media gmadance application may then copy the data
contamed m the blocks of memory corresponding to the media asset to a second

i3 user equipment. For example, the media guidance application may retrieve the
stored audiovisual data and fransmit it to another device, such as a mobile phone
{¢.g., cellular telephone 112}, such that the user can access the media asset remote
from the user equipment (¢.g., user equipment 104),
B336]  In some embodiments, 1n response o copving the data, the media

28 guidance application stores, n a ficld associated with the media asset in the

parental control database, an indication that the media asset has been copied to the

second user equipment. For example, the media guidance application may store, in

an array of media assets copied to other user equipment pownted to in a ficld of the

parental control database {¢.g., as described below with respect to FIG. 2), an

o
(A

mdication that the media asset has been copied {e.g., by adding an identifier of
media asset 106 to the array). The media gindance apphication receives a third
request to access the media asset on the first user equipment. For exampic, the
media gwmdance application may receive a request 1o access the media asset (€.,
media asset 106} on the user equipment {€.¢., user equipment 104} that onginally
30 scheduled it for storage via a user input mierface. The media guidance application
then prevents access to the media asset {e.g., media asset 106} on the first user

cquipment {e.g., user equipment 104) while the media assct 1s stored on the sccond



CA 03041454 2015-04-23

WO 2018/080554 PCT/US2016/061756

- 2{) -

avnal

user equipment {¢.g., on cellular telephone 112). For example, the media guidance
application may guery the array and deternune that, since the identitier of the
media asset 1s stored m the array, that access 1s not permitied from the first user

cquipment. In this way, the media guidance application ensurcs that the media

L

assct cannot be stored and viewed on multiple devices at the same time, by
mamtaimmng a “checked-out” mechanism.

6037]  In other embodiments, the operation compnrises the media guidance
application accessing a viewing progress data structure contaming currently stored
media assets. For example, the media guidance application may access the

10 viewing progress data structure locally m storage {¢.g., of user equipment 104) or

remotely at a server via a communications network. The viewing progress data
structure may be organized such that cach media asset has an associated viewing

progress, which may be expressed in time or percentage viewed. The media

guidance apphication then stores, 1 a ficld for the media asset, an indication that

i3 the media asset has been viewed to completion. For exampie, the media guidance
application may update the ticld of the viewing progress data structure to reflect
the current user s viewing progress of the media asset {e.g., media asset 106}, Asa
specific example, the user may have completed the media asset and thus the media
guidance application may sct a “viewed to completion” flag fo “true.”

20 {3058]  Altematively, the media guidance application may determine that the
required second authorization code 18 a biometric signature of the user. For
example, the media guidance application mav perform the same steps outlined
above, but instead of receiving a code generated by a token mechanism {e.g., by an

application on cellular telephone 112), the media gmidance application receives a

o
(A

biometric signature. As a specific example, the biometric signature may be an 1n1s
scan, fmgcrprint scan, or facial map of a user transmiticd to the media guidance
appiication as an umage {¢.g., taken bv an micgrated camera on user cquipment 104
or cellular telephone 112). The media gmidance application may analvze the
tiometric signature {¢.g., by analvzing critical points / patterns n a pixel map of
30 the received umage) and compare to stored biometne signatures, or may transmuit
the biometric signature to a remote server whach analyzes the biometnic signature

and deternunes whether it matches a sccond stored wdentificr, sumlar to as 18
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described above with respect to the authorization database and the token
mechanmism.
605391 FI(. 2 15 an illustrative example of a database structure for storing

parcntal control information, 1n accordance with some embodiments of the

L

disclosure. For example, parental control database 200 and stored metadata 250
may be stored ¢ither locally m storage (¢.g., on any of the devices histed m FIGS.
7-8 below), or remotely at a server accessible via a communications network.
Muoreover, the media gindance application mayv use one or more of the processes
described mn FIGS. 9-13 to generate parental control database 2040 and stored
10 metadata 250, or any of the features described therein.
6068} Parental control database 200 may be organized as a table, with a plarality
of identifiers {(¢.g., wdentificr 202} cach with associated stored data. In some
embodiments, the stored identificr may be the first authonization code (e.g., i 18
both an dentifier of the user and an authorization code}. In other embodiments,
i35 cach identifier may have an associated user name {(¢.g., additional ficlds 210
contains a stored string for the user name such as “Dad ) and/or a ditfcrent
associated authornization code,
68611 For ecach identificr, the parental control database contains blocking
critenta {¢.g., blocking criterion 204}, as well as an indication of a type of second
28 factor that can be used tor two-factor authentication of the particular wdentifier
{c.g., second factor 206}, as well as any alternative second factor {e.g., alicrnate
second factor 208). The blocking cnitena tield may be a single field for cach
blocking cnitenia {¢.g., more are stored in additional ficlds 210} or it may contain a

pomier to an array containing all blocking cnitena associated with the user {e.g..

o
(A

mchiding blocking criterion 2043, Second factor 206 and alternaic second factor
208 are standard strings that, when retrieved by the media gindance application,
mstruct the media guidance application what program script to run. For exampie,
the media guidance application may retneve the string “token™ from the parental
control database and determine that 1 order to authenticate a particular tdentifier
30 {c.g., correspondmg to a user), a scnpt to prompt the user for a second

authonzation code generated by a token mechamsm needs to be executed.
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13062] Additional fieids 210 may contain separate fields for each operation that
can be performed with respect to media assets. Specitically, the media guidance
application may store a pointer (o an array for media assets a uyser 18 authorized {or
not authorized) to perform a particular operation on. As an example, identifier
12347 {¢.z., wlentificr 202} may be authorized to delete media assets “Game of
Thrones” and “Westworld” smce wdentifiers of those media assets are stored 1n the
array pointed to from the parental control database tor delete operations. Based on
the rdentifiers 1in the arravs, the media guidance application may determine whether
a second factor is needed to perform a requested operation {¢.g., as described
above with respect to FIG. 1) and then determine what second-~tactor {(¢.g., sccond
factor 206} can be used to authenticaie the user to allow them to perform the
operation {(if anv).

{30863]  Stored metadata 250 may contamn metadata relating to the stored media
asset and may be stored in memory with the data for the media asset{c.g., as a
header m an audiovisual file contaming data for the media asset). Stored metadata
may confan total runtune 252, rating 254, as well as indications about which
operations reguire a second factor to perform. For example, the media gumidance
application may store a boolean set to “true” it two-factor authentication is
required {¢.g.. second factor to delete 256) or “false™ if two-factor authentication 15
not reguired (¢.g., second factor to copy 238 and second factor to update viewmg
progress 2603, In some embodiments, the media guidance application may store
speciiic users for which two-factor authentication 1s required to perform the
opceration {¢.g., in additional ticlids 262},

(6064] In some embodiments, the media guidance application retrigves, from a
field m the parental control database {¢.g., parental control database 200} mcluding
a plurality of entries with stored identificrs {¢.g., identificr 202} associated with
users, the first stored dentificr. For example, the media guidance apphication may
execute an SQL program script utilizing the declarative “Select” statement to
retrieve the value of the first stored identifier from a field i the database, such as
12347 'The media guidance appiication may determimne whether the first stored
identifier (e.g. identifier 202) maitches the received authorization code by

comparing characters of the first stored dentifier with characters of the received
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authorization code. For example, the media guidance application mayv compare
cach mdexed character of a recerved stning (i.¢., the first authonzation code) with
cach mdexed character of the stored dentifier to determine whether the two strings

match. The media guidance application may determine a match if the number or

L

percentage of matched characters excecds a threshold, For example, the media
guidance apphcation may determune that 12345678917 matches "1224567891, 7 1f
a Y09% maitch exceeds a threshold percentage (€.2., 73%).
{3065F  In response to determuning that the first stored identihier matches the
recerved authorization code, the media gurdance application then retricves a value
10 from a ficld associated with the first stored wdentificr. For example, the media
gurdance application may retrieve a blocking critenion {e.g., blocking criterion 204)
from a ficld associated with the first stored identificr {¢.g., that the user wdentified
by the first stored identificr cannot access media assets with a rating greater than
TV-PG). The media guidance application then determines whether the user
i35 identificd by the first stored identifier has access to the media asset based on the
valuc. For example, the media gudance application may compare a blocking
criterion retrieved from the ficld associated with the first stored wdentificr with
metadata associated with the media asset {€.g., stored metadata 250} {o determine
whether the user identified by the first stored 1dentifier has pernussion to access the
20 media asset. As a specific example, if the blocking cnitenion 1s the rating TV-PG™
and the media assct has a rating of "TV-MA” {¢.g., as mdicated by stored metadata
250), then the media gwdance application may determine that the user does not
have pernussion 1o access the media asset since the rating of the media asset

exceeds the blocking enitenon rating.

o
(A

6066]  In some embodiments, the media guidance application generates an
mstruction to allow access to view the media asset for a predetermined period of
time. For example, after the media guidance application determines the user
wlentified by the first authonzation code {e.g., which may be wdentitier 202 as
described above) has access to the media asset. the media guidance application

30 may gencrate an mstruction {(€.2., by exccuting a program script) to allow access to
the media asset for a peniod of time. The media gmidance apphication may then

execute the mstruction, wherein the mstraction stores a temporary mdication, i a
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ficld associated with the first stored identifier 1n the parental control database (¢.g..
parental control database 200}, to allow access to view the media asset. For
cxampie, the media guidance application may execute the program script that was

senerated, which then stores an indication (e.g.. a boolean value set to “true™ ) in

L

the parental control database {¢.g., n additional fieids 210 of parental control

database 200} that the user has access to the media asset. The media guidance

application then, m response to executing the mstruction, monitors an elapsed fime.

For exampie, the program script may store an end time 1n the parental control

database {¢.g.. i parental control database 200} when access to the media asset

10 cxpires and the media guidance application may execute another program scnpt 1o
remove the mdication when the time reaches the value m the end time.
Altematively, the media guwidance application may confinuc running the program
script, which monitors the clock time and removes the mmdication after the
predeternuned period of time. The media guidance application, m response to

i35 determining the elapsed time exceeds the predetermined period of time, deleies the
temporary mdication to allow access to view the media asset. For example, the
media guidance application may reset the contents of the field (¢.¢., one of
additional ficlds 210 mn parental control database 200} where the indication was
stored .

20 3867]  In some embodiments, the media gmdance application, in response o

recetving an mdication not granting anthorization to execuie the operation

associated with the media asset based on the transmitted second authorization code

not matching the second identificr gencrated at the first time, querics the parenial

control database to determine whether there 18 an altemate second authorization

o
(A

code to allow the operation. For example, the media guidance application may
reccive a data packet from the authorization package with a boolean value set to
“false” if the transnutied authornization code docs not correspond to a second
wentificr. The media guidance application then accesses the parental control
database {¢.g.. parcntal control database 200} and detcrmines whether any other
30 second-factor authonzation sources are associated with the first stored identificr
{¢.g., altemate second authorization factor 208}, For example, the media gindance

application may determine that the user can also be wdentified via a biometric
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signature {¢.g., an ir1s scan or facial recognition) as the second authorization code
based on data stored 1 the parental control database {¢.g., alternate second
authonzation factor 208}, In response to deternmmnmg that there 1s the second
authonzation code to allow the operation. the media guidance application generates
for display an mdication to mput the alternate sccond authonization code. For
example, the media guidance apphication may generate for display a prompt to use
a camera {(e.g., mtegrated into a cellular telephone} (o mput a biometric signature
as the second authortzation code.

1G068]  In some embodiments, the media guidance application may prompt for
the alternate second authonzation code {¢.g., from another source) only after a
threshold mumber of tailed matches to a second wdentihier for the oniginal second
authornization code {e.g.. second factor 206). For example, if the media guidance
appiication receives, from the authonzation database, an mndication that three
conscoutive transnutted second authorization codes failed to match the second
stored dentifier, the media guidance application may deternmne to prompt for the
alicmate second authorization code (¢.g., alternate sccond authonzation factor
208}

16069]  FIG. 3 15 an idlustrative display of a user mtertace for requiring two-factor
authenfication for operations associated with a media asset, in accordance with
some embodiments of the disclosure. For example, the media gundance application
may generate for display on display 302 permussions menu 304, Dhsplay 302 may
appear on one or more user devices {¢.g., any of the devices listed in FIGS. 7-8
below). Morcover, the media guidance appiication may use one or more of the
processes described m FIGH. 9-13 to generate display 302 or any of the features
described therem.

6078] Permussions menu 304 may contain text, mdicating an dentifier of a
media asset a user 15 scheduling for storage {¢.2., "Game of Thrones™), as well as a
prompt contaming options 1o set pernussions for operations that will reguire two-
factor authentication. For example, the media gurdance application may generate a
plurality of options that when selected require two-~factor authentication to perform
the corresponding operation, such as ophion to delete 306, optlion to copy 314, and

option to update viewing progress 316, In some embodiments, selection of an
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option requiring two-tactor authentication for a specific operation {¢.g., option 1o
delete 306 as mdicate by mdicator 308) mav be further customized for specific
users {€.2., via selection of specific users 312} or may be set for all asers (e 2., via

selection of all users 310},

L

G871}  In some embodiments, the media guidance application réeceives a user

mput to schedule the media asset for storage. For exampie, the media gudance

application may receive a user mput via a user mput mterface {e.g., a remole

control) to schedule a media asset for storage. As a specific example, the user may

seiect a particular media asset listing in a grid-guide generated by the media

10 guidance application, which results in the media asset bemng added to a scheduling
database. The media gwndance application, m response {o receiving the user input,
gencrates for display a user intertace {¢.g., mcluding permuissions menu 304} with a
plurality of selectable options {¢.g., options 306, 314, and/or 316} for restricting
access 10 a corresponding plurality of operations. For example, the media

13 guidance application may generate a user mterface with buttons to require two-
factor authentication for operations that can be performed (¢.2., option to delete
306} with respect to the media asset. The media guidance application receives a
selection of a sclectable option for restricting access to a corrgsponding operation.
For cxample, the media guidance application may receive a user selection viaa

20 user mput mtertace to restrict access (e.g., regure two-tactor authentication) for a

particular operation {¢.g., delete}. The media guidance application, 1n response to

recetving the selection, stores in the parental control database {¢.g.. as described

above with respect to FIG. 2), information that the operation requires the second

authonzation code. For example, the media gwidance application may add an

o
(A

identifier of the media asset to an array a pointer 1n the parental control database
points {0 for the operation, as described above. Altcrnatively or additionally, the
media guidance application may store the indication with metadata of the stored
media asset, as descrnibed above with respect to FIG. 2.

{30721 FIG. 4 15 an dlustrative display of a user wnterface for blocking an

30 operation associated with a media asset, 1o accordance with some embodiments of
the disclosure. For example, the media gmidance application may generate tor

display on display 402 of mohile device 400 alert 404, Alert 404 may contain text
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indicating that a request to perform a particular operation {¢.g., deicic) was
received by the media gmidance application. Alert 404 may additionally generate
for display selectable options to block 406 and allow 408 the operation. Dhsplay
4072 may appear on one or more user devices {e.g., any of the devices histed 1n
FiGh. 7-8 below). Maoreover, the media guidance application may use one or nore
of the processes described m FIGH. 9-13 to generate display 402 or any of the
featores described therein.

30731 In some embodiments, the media guidance apphication accesses a user
database includimg identificrs of users who have accessed the media asset. For
cxample, the media guidance application may maintain a database or other
appropriate data structure and store an dentifier of a user 1n a field associated with
an identificr of the media asset afier a user accesses the media asset. As a spectiic
exampie, the user identificr may be the first authonzation code, such as “11i1.7 In
some embodiments, the user database may be associated with the parental control
database discussed above with respect io FIG. 2 {e.¢.. pomnted to or hinked via an
index data structure). The media guidance application then retnicves, from the
field 1 the user database associated with the identifier, contact information for a
device associated with a user who has accessed the media asset. For example, the
media gurdance application may deternune that the user identified by authorization
code 11117 has previously viewed the same media asset that the user identified by
first authonzation code 12347 has mdicated they would like o perform an
operation on and retricves contact information (¢.g., for mobile device 400} of the
user identificd by authonization code 11117 As a specific example. the media
guidance application may retrieve the mobile phone number "123-456-78907 from
a field 1 the user database corresponding (o the user wdentificd by authonzation
code 11117 The media gmndance application then transmits, to the device {e.g..
mobile device 400) based on the contact information, a notification to the user that
the operation associated with the media asset has been recerved. For example, the
media gidance application may transnut a message to the mobile phone based on
the retrieved phone number. The transmitted message may 1nclude details of the

operation and/or the user that 1s tryving to perform the operation. For example, the
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o

media gudance application may transmit the message, “User “Steve” 1s requesting

to delete "Game of Thrones, Season 6, episode 5.7

160874} In addition {o transmutting the notification to the user that the operation
associated with the media asset has been received, 1o some embodiments the media
guidance application receives, from the device, an mdication o prevent the
operation. For example, the media gudance applhication may receive from the
device to which the message was transmiticd an mndication to block the operation
{€.g., via uscr mnput selecting option to block 406). As a specilic example, 1f the
nofification was transmitied to a mobiic phone of a uscr, the message may inciude
text mstructing the user to reply to the message if they wish to block the operation.
In some embodiments, the media guidance application may determine whether the
user has authornty to block the operation based on an indication stored n the user
database associated with the user and will only mclude the text mstructing the user
to reply to the message if they have authonty to block the operation. The media
guidance application then stores the indication m a second field of the parcntal
control databasc associated with the media asset, wherein the mdication prevents
the operation from being executed. For example, the media guidance application
may remove the media asset from the array of media asscts the vser has authonty
to delete {e.g., pointed to by a ficld in the parental control database as described
above with respect to FIG. 2) based on the received mdication {o block the
operation. Alternatively or additionally, the media gurdance application may add
the media asset to an array i the parental control database tor media assets where
the user has been blocked by another user from perfornung operations.

{60751  The amount of content available to users mn any given content delivery
system can be substantial. Conseguently, many users desire a form of media
gwidance through an mtertace that allows users to efficiently navigate content
selections and easily identify content that they may desire. An application that
provides such guidance 1s referred to herein as an mnteractive media gudance
application or, sometimes, a media guidance application or a guidance application.
16076]  Interactive media guidance applications may take various fornis
depending on the content for which they provide gmidance. One typical type of

media guidance application 15 an mteractive television program guide. Interactive
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television program guides {sometimes referred to as electronic program guides) are
well-known gmidance applications that, among other things, allow users to navigate
among and locale many tvpes of content or media assets. Interactive media

oswidance applications may generate graphical user interface screens that enable a

L

user to navigate among, locate and select content. As referred to herein, the terms
"media asset” and "content” should be understood to mean an electronically
consumable user asset, such as {elevision programming, as well as pay-per-view
programs, on~demand programs {as m video-on-demand {(VOD) svstems), Internet
content (e.g.. streaming content, downioadable content, Webcasts, etc.), video
10 chlips, audio, content information, pictures, rotating unages, documents, plavhists,
websties, artic<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>