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(57) ABSTRACT 

The present invention includes methods and Systems for 
Securely delivering electronic mail to electronic mail Servers 
having dynamic IP addresses. Before requesting mail deliv 
ery, a receiving mail Server having a dynamic IP address 
registers its dynamic IP address along with a receiving mail 
Server code in memory accessible by a dynamic name Server. 
The receiving mail Server code is preferably also stored with 
the domain name for which the receiving mail Server 
receives mail in memory accessible by a private name 
Server. In response to a request for mail delivery, a delivering 
mail Server utilizes the receiving mail Server code Stored in 
memory accessible by the private name Server and the 
dynamic name Server to determine the dynamic IP address. 
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METHODS AND SYSTEMS FOR SECURELY 
DELIVERING ELECTRONIC MAIL TO HOSTS 

HAVING DYNAMIC PADDRESSES 

TECHNICAL FIELD 

0001. The present invention relates to methods and sys 
tems for Securely delivering electronic mail to hosts having 
dynamic IP addresses. More particularly, the present inven 
tion relates to methods and Systems for Securely delivering 
electronic mail to mail Servers having dynamic IP addresses 
utilizing the Simple Mail Transfer Protocol (SMTP). 

BACKGROUND OF THE INVENTION 

0002) Hosts connected to a TCP/IP network communi 
cate with each other using internet protocol (IP) addresses. 
An IP address is a number uniquely identifying a network 
connection. Available Internet IP addresses have become 
limited in number due to inefficient address assignment and 
an increase in the number of hosts connected to the Internet. 
As a result, Internet service providers (ISPs) may be unwill 
ing to allocate Static IP addresses to customers without 
charging Substantial fees. A Static or fixed IP address does 
not change for a given network connection. For example, 
each time a customer with a Static IP address accesses the 
Internet through an ISP, the customer has the same IP 
address. Instead of allocating Static IP addresses to custom 
ers, some ISPs allocate dynamic IP addresses. A dynamic IP 
address is temporarily assigned to a user, or, more specifi 
cally, to the network connection of a user's machine. For 
example, when a customer accesses the Internet through an 
ISP, the customer may be given a dynamic IP address. When 
the customer terminates the connection with the ISP, the 
dynamic IP address may be assigned to another customer. 
When the first customer accesses the Internet a Second time 
through the same ISP, he or she may or may not receive the 
Same IP address used in the first connection. Thus, dynamic 
IP addresses allow owners of static IP addresses to maximize 
the value of each address by temporarily allocating the 
address to multiple customers. 
0003 SMTP is the dominant Internet standard for deliv 
ering electronic mail. SMTP allows mail for multiple users 
to be delivered to a single SMTP server. SMTP is an 
IP-based protocol. In order to deliver electronic mail, a 
delivering mail Server retrieves the IP address of a receiving 
mail server. The SMTP protocol was designed to route mail 
to a Server permanently connected to a network using a Static 
IP address. Delivering mail to a mail server that randomly 
connects to a network with a dynamic IP address cannot be 
done Securely using SMTP according to conventional mail 
delivery techniques. Alternatively, an SMTP server having a 
dynamic IP address cannot securely retrieve mail. For 
example, in order for a delivering SMTP server to determine 
where to deliver electronic mail, the delivering SMTP server 
determines the IP address of the receiving SMTP server. In 
order to determine the IP address of the receiving SMTP 
server, the delivering SMTP server may access a Domain 
Name System (DNS) server. A DNS server stores a database 
of resource records containing information relating to hosts, 
including IP addresses of the hosts. 
0004) Determining the IP address of the receiving SMTP 
server is a two step process. First, the delivering SMTP 
server queries the DNS server for the name of the receiving 
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SMTP server. The query includes the domain name of the 
domain for which the receiving SMTP server receives mail. 
The DNS server searches its resource records for a mail 
eXchange or MX record corresponding to the domain name 
in the query. An MX record Specifies the name of a mail 
eXchanger, i.e., the receiving SMTP Server, responsible for 
receiving mail for a given domain. The DNS server sends an 
MX record specifying the name of the receiving SMTP 
server to the delivering SMTP server. 
0005 The next step is determining the IP address corre 
sponding to the mail eXchanger name Specified in the MX 
record received by the delivering SMTP server. Accordingly, 
the delivering SMTP server queries the DNS server for the 
IP address corresponding to the name of the mail eXchanger 
extracted from the MX record. The DNS server stores 
additional resource records, known as address or A records, 
that pair IP addresses with host names. Thus, if the DNS 
Server Stores the A record for the mail eXchanger, the A 
record is transmitted to the delivering SMTP server, which 
can then initiate an SMTP connection to the IP address 
specified by the A record and deliver the mail. However, 
when the receiving SMTP server has a dynamic IP address, 
the DNS server may not have the A record for the receiving 
SMTP server because conventional DNS servers are not 
dynamically updated when a host receives a dynamic IP 
address. More particularly, no mechanism exists in the 
conventional Domain Name System for dynamically or 
automatically updating A records in a DNS server. Updating 
may be performed manually, for example, using a keyboard. 
However, Such a process is time-consuming, labor-intensive, 
and unsuitable in a computing environment where dynamic 
IP addresses change frequently. Thus, conventional DNS 
Servers may store A records containing Static IP addresses 
only. 

0006 Since SMTP was originally designed to route mail 
between mail Servers permanently connected to a network 
using fixed IP addresses, the fact that conventional DNS 
Servers were not dynamically updatable was of little conse 
quence. Conventional DNS servers stored the A records for 
the permanently connected mail servers. Mail delivery to the 
permanently connected mail Servers was reasonably Secure 
because delivering mail Servers Verified the addresses of 
receiving mail servers by accessing DNS servers before 
delivering mail. As long as the records stored in the DNS 
Servers were Secure, mail delivery occurred to the intended 
recipients. 

0007. However, in order to reduce network access fees, it 
has become desirable for a receiving mail Server not to 
maintain a permanent connection to a network. For example, 
a receiving mail Server may access a network periodically to 
retrieve mail queued by a delivering mail Server. One 
conventional mechanism for receiving queued mail for a 
domain is the SMTP TURN command. In order to retrieve 
mail using the TURN command, the receiving mail server 
first establishes an SMTP connection with the delivering 
mail server. Next, the receiving mail server issues the TURN 
command followed by the domain name for which the 
receiving mail Server receives mail. The delivering mail 
Server then delivers queued mail for the domain name 
specified in the TURN command without verifying the IP 
address of the receiving mail server. The SMTP connection 
initiated by the receiving mail Server is essentially reversed 
and used by the delivering mail server to deliver mail. The 
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TURN command is not Secure because a user can initiate an 
SMTP connection, issue the TURN command, and retrieve 
mail for a domain for which he or she is not authorized to 
retrieve mail. 

0008 Because of the security problems associated with 
the TURN command, the SMTP ETRN command was 
developed as a more Secure method for retrieving queued 
mail. In order to utilize the ETRN command to retrieve mail, 
the receiving mail server first initiates an SMTP connection 
with the delivering mail Server. Next, the receiving mail 
server issues the ETRN command followed by the domain 
name for which mail delivery is requested. In response to the 
ETRN command, the delivering mail server queries a DNS 
server for the mail exchanger and then for the IP address of 
the mail eXchanger. Because the delivering mail Server 
queries the DNS server to determine where to deliver mail, 
mail retrieval using the ETRN command is more secure than 
mail retrieval using the TURN command. However, if the 
receiving mail server has a dynamic IP address, the DNS 
Server may not Store the A record for the receiving mail 
Server. As a result, the IP address cannot be determined and 
mail retrieval using the ETRN command fails. An alterna 
tive is to use the TURN command, which is not secure. 
Thus, according to conventional delivery techniques, elec 
tronic mail could not be securely delivered to an SMTP 
Server having a dynamic IP address. 

SUMMARY OF THE INVENTION 

0009. As used herein, the term “server” refers to a 
program executing on a machine, Such as a computer, and 
providing Shared Services to client processes on a network. 
The computer may include a memory device that Stores the 
Server and a processor that executes the Server. The com 
puter may also include one or more network adapters, Such 
as Ethernet adapters, that allow the Server to communicate 
with other Servers executing on other machines. Alterna 
tively, multiple Servers may execute on the Same physical 
machine. However, a Server, as described herein, is not 
intended to be limited to use with or by any particular 
hardware configuration. In addition, the term "server' is not 
intended to be limited to a program that always provides 
Services to clients. For example, in Some communications, 
Servers may act as clients or peers of other network pro 
CCSSCS. 

0010. In addition, the phrase “delivering mail server” 
refers to a program that Stores and delivers mail to a 
receiving mail Server. The phrase “receiving mail Server' 
refers to a program that requests delivery of queued mail 
from the delivering mail server. However, neither of these 
phrases is intended to be limited to a mail Server that only 
delivers or only receives mail. For example, the receiving 
mail Server may deliver mail, and the delivering mail Server 
may receive mail. Thus, the terms “delivering” and “receiv 
ing” are intended to describe the functions of the mail 
Servers with regard to a given transaction. 
0.011 AS used herein, the phrase, “receiving mail server 
code” refers to any String or grouping of alphanumeric 
characters, digits, and/or Symbols preferably arranged So 
that the receiving mail Server code is difficult to determine. 
The receiving mail Server code is utilized to Securely deliver 
electronic mail to a receiving mail Server, as described in 
more detail below. 

Jan. 10, 2002 

0012. According to one aspect, the present invention 
includes one or more name Servers in communication with 
a delivering mail Server to Securely communicate the 
dynamic IP address of receiving mail servers to the deliv 
ering mail Server. A first name Server hereinafter referred to 
as “the dynamic name Server' dynamically Stores records 
linking receiving mail Server codes of receiving mail Servers 
with dynamic IP addresses of receiving mail Servers. A 
Second name Server hereinafter referred to as “the private 
name Server Stores records linking the receiving mail Server 
codes with domain names for which the receiving mail 
Servers receive mail. AS used herein, the phrase “dynamic 
name Server” refers to any Server capable automatically 
registering records linking receiving mail Server codes and 
dynamic IP addresses of receiving mail Servers in response 
to registration requests received over a network. The phrase 
“private name Server” refers to any name Server capable of 
Storing records linking receiving mail Server codes to 
domain names for the receiving mail Servers, wherein access 
to the records is preferably limited, e.g., to a delivering mail 
Server, in order to protect the Stored receiving mail Server 
codes. A third name Server, hereinafter referred to as, “the 
public name server” may be used by other mail servers to 
route mail to the delivering mail Server. AS used herein, the 
phrase “public name Server” refers to any Server that Stores 
records linking domain names mail eXchanger names and 
records linking mail eXchanger names to IP addresses, 
wherein the records are freely accessible to network users. 
The public name server is not essential to the invention but 
is nonetheless mentioned for completeneSS. 
0013. According to another aspect, the present invention 
includes a Setup phase, a connection phase, and a mail 
delivery phase. The Setup phase may occur when a new 
receiving mail server and the domain(s) for which it receives 
mail are added to a network. The Setup phase may include 
generating a receiving mail Server code for the receiving 
mail Server and linking the receiving mail Server code with 
the domain name corresponding to the domain for which the 
receiving mail Server receives mail. The receiving mail 
Server code and the domain name are preferably registered 
with a private name Server. The receiving mail Server code 
and the domain name are preferably also registered with the 
receiving mail Server. 
0014) Next, during the connection phase, the receiving 
mail Server connects to the network and receives a dynamic 
IP address. During the connection phase, the receiving mail 
Server preferably registers its IP address along with its 
receiving mail Server code with a dynamic name Server. The 
connection phase may occur each time a receiving mail 
Server connects to the network and receives a dynamic IP 
address. 

0015) Next, during the mail retrieval phase, the receiving 
mail Server requests delivery of queued mail from the 
delivering mail server. The delivering mail server first 
retrieves the receiving mail Server code corresponding to the 
domain or domains for which the receiving mail Server 
receives mail from the private name Server. The delivering 
mail server then requests the dynamic IP address from the 
private name Server. The private name Server determines that 
it does not have the record containing the IP address, So the 
private name Server queries the dynamic name Server for the 
dynamic IP address. The dynamic name Server transmits the 
dynamic IP address to the private name server. The private 
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name server transmits the dynamic IP address to the deliv 
ering mail Server. The delivering mail Server then creates an 
SMTP connection to the IP address received from the private 
name server and then delivers the mail. The mail delivery 
phase may occur each time the delivering mail Server 
requests delivery of queued mail after connecting to the 
network and receiving a dynamic IP address. 
0016. According to another aspect, the present invention 
includes a method for Securely delivering electronic mail to 
a receiving mail Server having a dynamic IP address. The 
method includes registering a dynamic IP address and a code 
of a receiving mail Server to which electronic mail is to be 
delivered in a dynamic name Server. In order to retrieve 
electronic mail, after the registration, the receiving mail 
Server may transmit a request for delivery of electronic mail 
to a delivering mail Server. The delivering mail Server may 
be a remote mail Server Storing queued messages for the 
receiving mail Server. In order to determine where to deliver 
the queued mail, the delivering mail Server may transmit a 
request for the dynamic IP address of the receiving mail 
server to a private name server, such as a DNS server. The 
private name Server may store a database of resource records 
linking receiving mail Server codes with domain names for 
a plurality of receiving mail Servers. However, Since the 
dynamic IP address of the receiving mail Server may not be 
Stored in the private name Server, the private name Server 
may transmit a request for determining the dynamic IP 
address to the dynamic name Server. The request may 
include the receiving mail Server code. The dynamic name 
server may extract the dynamic IP address based on the 
receiving mail Server code. The dynamic IP address may 
then be transmitted to the delivering mail server. The deliv 
ering mail Server may then deliver the mail to the receiving 
mail Server utilizing the dynamic IP address transmitted 
from the private name Server. 
0.017. According to another aspect, the present invention 
may include a System for Securely delivering electronic mail 
to electronic mail Servers having dynamic IP addresses. In 
the System, a delivering mail Server receives requests for 
electronic mail delivery from a plurality of receiving mail 
servers having dynamic IP addresses via a network. The 
delivering mail Server delivers electronic mail to the plural 
ity of receiving mail Servers. A dynamic name Server 
receives and Stores receiving mail Server codes and corre 
sponding dynamic IP addresses of the receiving mail Serv 
ers, e.g., during the connection phase when the receiving 
mail Servers are allocated dynamic IP addresses. A private 
name Server may be in communication with the dynamic 
name Server and the delivering mail Server for Storing the 
receiving mail Server codes and corresponding domain 
names of the plurality of receiving mail Servers. The private 
name Server may access the dynamic name Server to deter 
mine dynamic IP addresses of the plurality of receiving mail 
SCWCS. 

0.018. According to another aspect, the present invention 
includes a method for Securely communicating a dynamic IP 
address of a receiving mail Server to a delivering mail Server. 
The method includes registering a dynamic IP address and 
a receiving mail Server code of a receiving mail Server with 
a dynamic name Server. Registering the dynamic IP address 
may include transmitting a name registration request packet, 
including the dynamic IP address and the receiving mail 
Server code, from the receiving mail Server to the dynamic 
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name Server. The receiving mail Server code may also be 
Stored with the domain name of the receiving mail Server in 
a private name Server in communication with the dynamic 
name Server. In response to a request for the dynamic IP 
address of the receiving mail Server from a delivering mail 
Server, the private name Server may extract the receiving 
mail Server code from its records. The private name Server 
may then transmit a request for the dynamic IP address to the 
dynamic name Server. The request may include the receiving 
mail Server code. The dynamic name Server, having previ 
ously registered the dynamic IP address with the receiving 
mail Server code, extracts the dynamic IP address from its 
records. The dynamic IP address is then transmitted to the 
delivering mail Server. Transmitting the dynamic IP address 
to the delivering mail Server may include first transmitting 
the dynamic IP address to the private name server. The 
private name Server may then transmit the dynamic IP 
address to the delivering mail Server. 
0019. According to another aspect, the present invention 
may include a computer-readable medium having computer 
executable instructions for performing Steps for retrieving 
mail from a mail Server. The Steps may include identifying 
a routeable dynamic IP address received from a network. 
Next, a receiving mail Server code previously Stored with the 
receiving mail Server, e.g., during the Setup phase, may be 
retrieved and linked with the dynamic IP address. If the 
receiving mail Server code is encrypted, it is preferably 
decrypted before being linked with the dynamic IP address. 
Next, the receiving mail server code and the dynamic IP 
address may be registered With a dynamic name Server. The 
receiving mail Server may then request and receive mail 
Securely. 

0020. According to another aspect, the present invention 
may include a computer-readable medium having Stored 
thereon a data Structure. The data Structure may include an 
A record. The A record may include a first data field 
containing data representing a Secret receiving mail Server 
code of a receiving mail Server and a Second data field 
containing data representing a dynamic IP address of the 
receiving mail Server. 
0021 According to another aspect, the present invention 
may include a computer-readable medium having Stored 
thereon a data Structure. The data Structure may include an 
MX record. The MX record may include a first data field 
containing data representing a Secret receiving mail Server 
code of a receiving mail Server and a Second data field 
containing data representing a domain name of a domain for 
which the receiving mail Server receives mail. 

BRIEF DESCRIPTION OF THE DRAWING 

0022 FIG. 1 is a block diagram of an exemplary oper 
ating environment for computer-executable instructions 
according to embodiments of the present invention. 
0023 FIG. 2 is a flow diagram of a method and a system 
for Securely delivering electronic mail to a mail Server 
having a dynamic IP address according to an embodiment of 
the present invention. 
0024 FIG. 3 is a flow chart of a process for securely 
delivering electronic mail to a mail Server having a dynamic 
IP address according to an embodiment of the present 
invention. 
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0.025 FIG. 4 is a diagram of an exemplary data structure 
of an A record according to an embodiment of the present 
invention. 

0.026 FIG. 5 is a diagram of an exemplary data structure 
of an MX record according to an embodiment of the present 
invention. 

0.027 FIG. 6 is a network diagram of a system for 
Securely delivering electronic mail to a mail Server having a 
dynamic IP address according to an embodiment of the 
present invention. 
0028 FIG. 7 is a flow chart illustrating an exemplary 
process that may be performed by a receiving mail Server to 
retrieve electronic mail after receiving a dynamic IP address 
according to an embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Exemplary Operating Environment 

0029 FIG. 1 and the following discussion are intended to 
provide a brief, general description of a Suitable computing 
environment in which the invention may be implemented. 
For example, embodiments of the present invention may 
include a receiving mail Server 101, a dynamic name Server 
102, a delivering mail server 103, and a private name server 
104, all of which are illustrated in FIG. 2. Any or all of these 
Servers may be implemented in the computing environment 
illustrated in FIG. 1. Although not required, the invention 
will be described in the general context of computer-execut 
able instructions, Such as program modules, being executed 
by a personal computer. Generally, program modules 
include routines, programs, objects, components, data Struc 
tures, etc. that perform particular tasks or implement par 
ticular abstract data types. Moreover, those skilled in the art 
will appreciate that the invention may be practiced with 
other computer System configurations, including hand-held 
devices, multiprocessor Systems, microprocessor-based or 
programmable consumer electronics, network PCs, mini 
computers, mainframe computers, and the like. The inven 
tion may also be practiced in distributed computing envi 
ronments where tasks are performed by remote processing 
devices that are linked through a communications network. 
In a distributed computing environment, program modules 
may be located in both local and remote memory Storage 
devices. 

0030. With reference to FIG. 1, an exemplary system for 
implementing any of the Servers, data Structures, or other 
programs for Securely delivering electronic mail to mail 
Servers according to embodiments of the present invention 
may include a general purpose computing device, Such as a 
conventional personal computer 20. The personal computer 
20 may include a processing unit 21, a System memory 22, 
and a System buS 23 that couples various System components 
including the System memory to the processing unit 21. The 
System buS 23 may be any of Several types of bus Structures 
including a memory bus or memory controller, a peripheral 
bus, and a local bus using any of a variety of bus architec 
tures. The System memory includes read only memory 
(ROM) 24 and random access memory (RAM) 25. A basic 
input/output system 26 (BIOS) containing the basic routines 
that helps to transfer information between elements within 
the personal computer 20, Such as during Start-up, is Stored 
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in ROM 24. The personal computer 20 further includes a 
hard disk drive 27 for reading from and writing to a hard 
disk, not shown, a magnetic disk drive 28 for reading from 
or writing to a removable magnetic disk 29, and an optical 
disk drive 30 for reading from or writing to a removable 
optical disk 31 such as a CD ROM or other optical media. 
0031. The hard disk drive 27, magnetic disk drive 28, and 
optical disk drive 30 are connected to the system bus 23 by 
a hard disk drive interface 32, a magnetic disk drive inter 
face 33, and an optical drive interface 34, respectively. The 
drives and their associated computer-readable media provide 
nonvolatile Storage of computer readable instructions, data 
Structures, program modules and other data for the personal 
computer 20. Exemplary instructions and data Structures that 
may be Stored in these computer readable media according 
to embodiments of the present invention include mail Serv 
ers, name Servers, receiving mail Server codes, IP addresses, 
MX records, A records, or any other instructions and data 
Structures utilized to Securely deliver electronic mail to mail 
Servers having dynamic IP addresses. Although the exem 
plary environment described herein employs a hard disk, a 
removable magnetic disk 29 and a removable optical disk 
31, it should be appreciated by those skilled in the art that 
other types of computer readable media which can Store data 
that is accessible by a computer, Such as magnetic cassettes, 
flash memory cards, digital Video disks, Bernoulli car 
tridges, random access memories (RAMs), read only memo 
ries (ROM), and the like, may also be used in the exemplary 
operating environment. 
0032. A number of program modules may be stored on 
the hard disk, magnetic disk 29, optical disk 31, ROM 24 or 
RAM 25, including an operating system 35, one or more 
application programs 36, Such as mail Servers and name 
Servers according to embodiments of the present invention, 
other program modules 37, and program data 38, Such as 
dynamic IP addresses, domain names, and receiving mail 
Server codes according to embodiments of the present inven 
tion. A user may enter commands and information into the 
personal computer 20 through input devices Such as a 
keyboard 40 and pointing device 42. Other input devices 
(not shown) may include a microphone, joystick, game pad, 
Satellite dish, Scanner, or the like. These and other input 
devices are often connected to the processing unit 21 
through a Serial port interface 46 that is coupled to the 
System bus, but may be connected to the processing unit 21 
by other interfaces, Such as a parallel port, game port or a 
universal serial bus (USB). A monitor 47 or other type of 
display device is also connected to the System buS 23 via an 
interface, Such as a Video adapter 48. In addition to the 
monitor, personal computers typically include other periph 
eral output devices (not shown), Such as Speakers and 
printers. 
0033. The personal computer 20 may operate in a net 
worked environment using logical connections to one or 
more remote computers, Such as a remote computer 49. The 
remote computer 49 may be another personal computer, a 
Server, a router, a network PC, a peer device or other 
common network node, and typically includes many or all of 
the elements described above relative to the personal com 
puter 20, although only a memory Storage device has been 
illustrated in FIG. 1. For example, the personal computer 20 
may embody a receiving mail Server and the remote com 
puter 49 may embody a delivering mail server. The logical 
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connections depicted in FIG. 1 include a local area network 
(LAN) 51 and a wide area network (WAN) 52. Such 
networking environments are commonplace in offices, enter 
prise-wide computer networks, intranets and the Internet. 
0034. When used in a LAN networking environment, the 
personal computer 20 is connected to the local network 51 
through a network interface or adapter 53. The network 
interface 53 may be connected to a cable modem or ADSL 
device. When used in a WAN networking environment, the 
personal computer 20 typically includes a modem 54 or 
other means for establishing communications over the wide 
area network 52, Such as the Internet. The modem 54, which 
may be internal or external, is connected to the System bus 
23 via the serial port interface 46. In a networked environ 
ment, program modules depicted relative to the personal 
computer 20, or portions thereof, may be Stored in the 
remote memory Storage device. Thus, any of the Servers, 
Such as the name Servers or the mail Servers according to 
embodiments of the present invention, may store program 
data, Such as receiving mail Server codes, domain names, 
and IP addresses, in remote memory Storage devices. It will 
be appreciated that the network connections shown are 
exemplary and other means of establishing a communica 
tions link between the computerS may be used. 
0.035 FIGS. 2 and 3 illustrate a process, e.g., a set of 
computer executable instructions, for Secure delivery of 
electronic mail to a mail Server having a dynamic IP address 
according to an embodiment of the present invention. The 
instructions illustrated in FIGS. 2 and 3 may be stored on 
a computer-readable medium, for example, any of the com 
puter-readable media illustrated in FIG. 1. In FIG. 2, a 
receiving mail server 101, such as an SMTP server, may 
receive a dynamic IP address, for example, when the receiv 
ing mail Server accesses a network, Such as the Internet. 
According to an important aspect of the invention, the 
receiving mail Server 101 preferably registers the dynamic 
IP address along with a receiving mail Server code with a 
dynamic name server 102. (Step ST1) The registration may 
occur during the connection phase when the receiving mail 
Server accesses the network. The receiving mail Server code 
registered with the dynamic name server 102 is preferably 
Secret, i.e., Structured and Stored to reduce the likelihood of 
discovery by Someone attempting to imperSonate the receiv 
ing mail Server 101 and Steal electronic mail. The generation 
and Storage of an exemplary receiving mail Server code are 
discussed in more detail below. 

0036). In a preferred embodiment, the dynamic name 
Server 102 comprises a dynamically updatable name Server, 
such as a “Windows” Internet Name Service (WINS) server. 
The present invention is not limited to registering the 
receiving mail Server code and the dynamic IP address of the 
receiving mail server 101 with a WINS server. Any server 
capable of dynamically updating a database of receiving 
mail server codes and IP addresses is within the scope of the 
invention. Using a WINS server is preferred because WINS 
Servers allow users to dynamically register receiving mail 
Server codes and dynamic IP addresses by transmitting a 
name registration request, including a receiving mail Server 
code and a dynamic IP address, to the WINS server. Thus, 
unlike conventional DNS servers, WINS servers are capable 
of maintaining a dynamically updated database of receiving 
mail server codes and dynamic IP addresses. WINS servers 
are conventionally used in Small business computer net 
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Works to allow users to Self-register machine names and IP 
addresses and communicate with other users connected to 
the Small business computer network. In the present embodi 
ment, rather than Storing machine names and IP addresses of 
machines in a local network, the dynamic name Server 102 
Stores receiving mail Server codes and dynamic IP addresses 
for Secure delivery of electronic mail to remote mail Servers. 
Moreover, unlike the conventional use of the WINS server, 
access to the records Storing the receiving mail Server codes 
may be limited to prevent unauthorized discovery of the 
receiving mail Server codes. In an alternative embodiment, 
the dynamic name server 102 may comprise a dynamic DNS 
SCWC. 

0037 After registering the receiving mail server code and 
the dynamic IP address with the dynamic name server 102, 
the receiving mail server 101 may request mail delivery for 
a domain name from a delivering mail server 103 for 
example, using SMTP (Step ST2) In response to the request 
for mail delivery, the delivering mail server 103 transmits a 
request for the name of the mail Server that receives mail for 
the domain name received in ST2 to a private name Server 
104. (Step ST3) The private name server 104 is preferably 
a DNS server. However, instead of Storing a record mapping 
the machine name of the receiving mail server 101 with a 
domain, the private name Server 104 Stores a record linking 
the receiving mail Server code and the domain name of a 
domain for which the receiving mail Server receives mail. 
Multiple domain names can be linked with the Same receiv 
ing mail server code. This record may be created and Stored 
at Some time prior to the request for mail delivery, for 
example, when the owner of the receiving mail server 101 
contracts for Services from the owner of the delivering mail 
Server 103, i.e., during the Setup phase. The private name 
server 104 then transmits the record linking the domain 
name and the receiving mail Server code to the delivering 
mail server 103. (Step ST4) The delivering mail server 103 
transmits a request for the dynamic IP address corresponding 
to the receiving mail Server code to the private name Server 
104. (Step ST5) The private name server 104 may not store 
a record linking the IP address of the receiving mail Server 
101 with the receiving mail Server code, Since the receiving 
mail server 101 has a dynamic IP address. Once the private 
name server 104 determines that it does not have the record 
linking the receiving mail Server code with the dynamic IP 
address, the private name Server requests the record from the 
dynamic name server 102 (Step ST6). The dynamic name 
server 102, having stored the dynamic IP address and the 
receiving mail Server code during the registration, extracts 
the record containing the dynamic IP address and transmits 
the record containing the IP address of the receiving mail 
server 101 to the private name server 104. (Step ST7) The 
private name server 104 transmits the record including the 
dynamic IP address of the receiving mail server 101 to the 
delivering mail server 103. (Step ST8) Finally, the deliver 
ing mail server 103 delivers electronic mail to the receiving 
mail server 101. (Step ST9) Thus, electronic mail can be 
Securely delivered to a mail Server, even when the mail 
server has a dynamic IP address. The delivery is secure 
because the receiving mail Server code Stored by the name 
Servers and the receiving mail Server is preferably Secret. An 
unauthorized user cannot imperSonate the receiving mail 
Server and receive mail without knowing the receiving mail 
Server code. 
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0038. Each of the steps in FIG. 3 is discussed in more 
detail below. In Step ST1, the receiving mail server 101 
registers a dynamic IP address and a receiving mail Server 
code with the dynamic name server 102. The receiving mail 
Server code may be any combination of alphanumeric char 
acters, digits, and/or symbols that are preferably arranged So 
that the receiving mail Server code is difficult to determine. 
For example, the receiving mail Server code may comprise 
a random or pseudo-random String of characters, Such as 
“AXRY14TJLM.” Alternatively, the receiving mail server 
code may comprise a pure binary value that does not 
translate into alphanumeric characters. The length of the 
receiving mail Server code may vary according to the desired 
level of Security. For example, the longer the receiving mail 
Server code, the more difficult the receiving mail Server code 
is to determine through iterative techniques. In this example, 
the receiving mail Server code is a ten-character String. 
0.039 The receiving mail server code may be generated 
by the receiving mail server 101, the delivering mail server 
103, or by any program in communication with the receiving 
mail server 101 or the delivering mail server 103. For 
example, the receiving mail Server code may be generated 
by a program executing on a machine at an ISP and 
downloaded to the receiving mail server 101 the first time 
that the receiving mail server 101 connects to the ISP, e.g., 
during the Setup phase. Alternatively, the receiving mail 
Server may include the program for generating the receiving 
mail Server code and upload the receiving mail Server code 
to the ISP when the receiving mail server 101 connects to the 
ISP for the first time. The program or algorithm for gener 
ating the receiving mail Server code may comprise any 
Suitable algorithm for generating a code having the charac 
teristics described above. For example, the algorithm may 
comprise a random or pseudo-random number generation 
algorithm. Once the receiving mail Server code is generated, 
the receiving mail Server code is preferably Stored by the 
receiving mail Server 101, e.g., in memory accessible by the 
receiving mail Server 101, to be used in the receiving mail 
Server code registration process. 
0040. In order to register the receiving mail server code 
and the dynamic IP address with the dynamic name server 
102, the receiving mail server 101 preferably constructs a 
packet of registration data in a format recognizable by the 
dynamic name server 102. If the dynamic name server 102 
is a WINS server, the packet may be a name registration 
request. In general, a name registration request includes a 
header Section, a question Section, and a resource record 
Section. Details of the Structure of the header Section and the 
question Section are described in Request For Comments 
(RFC) 1002, entitled, “Protocol Standard For NetBIOS 
Service on a TCP/UDPTransport: Detailed Specifications,” 
by The NetBIOS Working Group (March 1987), the disclo 
sure of which is incorporated herein by reference. The 
resource record Section contains the data being registered 
with the dynamic name server 102. Since the data being 
registered includes the dynamic IP address of the receiving 
mail server 101, the resource record is an address or A 
record. 

0041 FIG. 4 illustrates an exemplary data structure for 
an A record according to an embodiment of the present 
invention. The data structure illustrated in FIG. 4 may be 
embodied in any computer-readable medium, for example, 
any of the computer-readable media illustrated in FIG. 1. In 
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FIG. 4, the words in parenthesis indicate the field names for 
each block of the A record. The characters under each field 
name indicate textual representations of data, which may be 
Stored in each field according to the present embodiment. 
For example, block 130 represents the Resource Domain 
Name field. The Resource Domain Name field is tradition 
ally used to Store the domain name of the machine to which 
the record pertains. For instance, if the name of the receiving 
mail server is “mailbox” and the domain to which the 
machine is connected is “Smallbiz.com,” then the ReSource 
Domain Name field may store “mailbox.smallbiz.com.” In 
the illustrated embodiment, the Resource Domain Name 
field Stores the receiving mail Server code, for example, 
“AXRY14TJLM.” Block 138 represents the IP address field 
for Storing the IP address corresponding to the name in block 
130. In the illustrated embodiment, block 138 stores the 
dynamic IP address of the receiving mail server, for 
example, “131.100.100.13.” Block 136 represents the Type 
field indicating the type of data contained in the resource 
record. For an Arecord, the Type field contains the character 
“A,” representing “Address.” Blocks 132 and 134 respec 
tively represent the Network Class field and the Time to Live 
field of the A record. 

0042. The values in these blocks are not essential to the 
invention. For purposes of the examples used to illustrate the 
present embodiment, the characters "IN" for Internet class 
are used for the Network Class field, and the Time to Live 
field is blank, Since it is optional. Thus, the textural repre 
Sentation of an exemplary A record Stored in the dynamic 
name Server 102 according to the present embodiment using 
the receiving mail Server code and the dynamic IP address 
of the receiving mail server 101 may be as follows: 

AXRY14TULM IN A 131.100..100.13. 

0043. The dynamic name server 102 preferably maintains 
a dynamically updated database of A records containing 
receiving mail Server codes and dynamic IP addresses of a 
plurality of receiving mail Servers. 

0044) The present invention is not limited to linking 
dynamic IP addresses with receiving mail Server codes using 
A records. Any data Structure for linking a dynamic IP 
address with a receiving mail Server code is within the Scope 
of the invention. In addition, the present invention is not 
limited to Storing the records linking IP addresses and 
receiving mail server codes in a WINS server. Any type of 
Server capable of dynamically registering records linking 
receiving mail Server codes with dynamic IP addresses is 
within the scope of the invention. 
0045. In Step ST2, the receiving mail server 101 trans 
mits a mail delivery request command to the delivering mail 
server 103. In a preferred embodiment of the invention, the 
mail delivery request command is the SMTP ETRN com 
mand. As discussed above, the ETRN command was devel 
oped to allow remote users to receive queued mail over a 
transient connection to an ISP. The ETRN command is an 
Internet standard for remote delivery of queued mail. The 
ETRN command instructs the delivering mail server 103 to 
establish a separate SMTP connection with the receiving 
mail server 101 to deliver mail, rather than reversing the 
mail delivery request connection. Establishing a separate 
connection enhances Security because the delivering mail 
Server accesses a name Server to determine where to deliver 
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the mail, instead of relying on a name provided by an 
unknown requester. For example, prior to the ETRN com 
mand, Some mail servers used the SMTP TURN command 
to receive queued mail. The TURN command is not secure 
because the delivering mail server does not access a DNS 
server to verify the name of the receiving mail server. For 
example, after establishing an SMTP connection with an 
SMTP mail server, a user may enter the command “TURN 
smallbiz.com.” The delivering mail server then delivers all 
mail intended for Smallbiz.com to the user's IP address 
without extracting the MX record from a DNS server to 
determine whether the user is a mail Server authorized to 
receive mail for Smallbiz.com. The ETRN command is an 
improvement over the TURN command because the deliv 
ering mail Server accesses a domain name Server to deter 
mine the name of the mail eXchanger authorized to receive 
mail for a domain. However, prior to the present invention, 
mail delivery using the SMTPETRN command could not be 
performed unless the receiving mail Server had a Static IP 
address because conventional DNS servers may not be 
updated when a receiving SMTP server receives a dynamic 
IP address. 

0046) The present invention is not limited to using the 
ETRN command to start delivery of queued mail. Any 
command that causes the delivering mail Server to perform 
name verification before delivering mail is within the Scope 
of the invention. 

0047. In step ST3, the delivering mail server 103 requests 
the name of the mail eXchanger authorized to receive mail 
for the domain specified in the ETRN command. AS dis 
cussed above, according to SMTP, the delivering mail server 
103 requests the MX record to determine the name of the 
receiving mail server 101. FIG. 5 shows an exemplary 
format of an MX record according to the present embodi 
ment. The data structure illustrated in FIG. may be embodied 
in a computer-readable medium, for example, any of the 
computer-readable media illustrated in FIG. 1. In FIG. 5, 
the words in parenthesis inside each block indicate the field 
types for the MX record. The characters under each block 
illustrate exemplary data in textual format for each field 
according to the present embodiment. Block 150 indicates 
the Exchange-Dname field. This field is conventionally used 
to Store the domain name of the mail eXchanger, i.e., the 
receiving mail Server. However, according to the present 
embodiment, block 150 is used to store the receiving mail 
Server code corresponding to the dynamic IP address, for 
example, “AXRY14TJLM.” Block 140 represents the 
Resource Domain Name field. This field stores the domain 
name of the domain for which the receiving mail Server 
handles mail, e.g., Smallbiz.com. Block 142 represents the 
Class field. For purposes of the present example, the Class 
field is assumed to be IN or Internet. Block 144 represents 
the Time to Live field. The Time to Live field is used for 
caching. The Time to Live field is not essential in explaining 
the present embodiment, and is left blank. Block 46 repre 
sents the Preference field. The Preference field stores a 
numeric priority value that allows the delivering mail Server 
to Select among multiple MX records when multiple mail 
eXchangers deliver mail for a domain. The preference value 
is not important in explaining the present embodiment, Since 
only one receiving mail machine has been described. Thus, 
in the illustrated embodiment, the preference value is Set to 
0. An example of an MX record in textual format according 
to the present embodiment may be as follows: 
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Smallbiz.com. IN MX OAXRY14TULM 

0048. The MX record according to the present embodi 
ment may be stored in the private name server 104 at any 
time prior to the request for mail delivery. For example, the 
MX record may be stored when the owner of the receiving 
mail server 101 contracts for services with the owner of the 
delivering mail server 103 and the receiving mail server is 
added to the network, i.e., during the Setup phase. The 
private name server 104 performs a search of its MX records 
for the MX record corresponding to the domain for which 
the receiving mail Server 101 receives mail. After locating 
the MX record, the private name server 104 transmits the 
MX record including the receiving mail Server code to the 
delivering mail server 103 (Step ST4). 
0049. The present invention is not limited to using MX 
records to link receiving mail Server codes with domain 
names of receiving mail Servers. Any data Structure for 
linking the receiving mail Server codes and the domain 
names is within the Scope of the invention. 
0050. After receiving the MX record, the delivering mail 
server 103 queries the private name server for the A record 
corresponding to the receiving mail Server code in the MX 
record. (Step ST5) The private name server 104 performs a 
Search of its resource records, for example, using the receiv 
ing mail Server code specified in the request received from 
the delivering mail server 103. However, since the receiving 
mail server 101 has a dynamic IP address, the private name 
server 104 may not store an A record for the receiving mail 
server 101. The private name server 104 preferably does, 
however, Store a record that points to the dynamic name 
server 102 for A records that it does not contain. When the 
dynamic name server 102 comprises a WINS server, the 
record is known as a WINS record. The private name server 
104 thus queries the dynamic name server 102 for the A 
record. (Step ST6) An exemplary format for the query is the 
name query request, as described in RFC 1002. The dynamic 
name Server 102 Stores the A record including the receiving 
mail server code and the dynamic IP address because the A 
record was previously registered in Step ST1 by the receiv 
ing mail server 101. Thus, the dynamic name server 102 
locates the A record, for example, by executing a look-up 
algorithm of its A records using the receiving mail Server 
code received in the query from the dynamic name Server 
102. The dynamic name server 102 then transmits the A 
record including the dynamic IP address and the receiving 
mail server code to the private name server 104. (Step ST7) 
The private name server 104 delivers the A record to the 
delivering mail server 103. (Step ST8) The delivering mail 
server 103 then establishes an SMTP connection with the 
machine corresponding to the dynamic IP address Specified 
by the Arecord and delivers mail to that machine. (Step ST9) 
Since the receiving mail server code and the dynamic IP 
address were registered by the receiving mail server 101, the 
mail reaches its intended destination. 

0051) Mail delivery following receipt of the dynamic IP 
address preferably follows the Simple Mail Transfer Proto 
col, as described, for example, in RFC 821, entitled “Simple 
Mail Transfer Protocol.” by Jonathan Postel (August 1982), 
the disclosure of which is incorporated herein by reference. 
The present invention is not limited to the Simple Mail 
Transport Protocol as defined in RFC 821. For example, 
SMTP mail delivery according to the present invention may 
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include any extensions and modifications of the basic pro 
tocol, for example, extensions and modifications pursuant to 
RFC 1869, entitled, “SMTP Service Extensions,” by J. 
Klensin et al. (November 1995), the disclosure of which is 
also incorporated herein by reference. 

0.052 After receiving mail, the receiving mail server 101 
may unregister the A record containing the receiving mail 
server code from the dynamic name server 102 to reduce the 
likelihood of discovery of the receiving mail Server code. 
Thus, if the dynamic name Server is compromised, only 
receiving mail Server codes being used in pending mail 
transactions are discoverable. An exemplary command for 
unregistering data from a WINS server is the name overwrite 
request described in RFC 1002. Because the receiving mail 
server code is preferably secret and a separate SMTP con 
nection is established to deliver the mail, mail delivery is 
SCCC. 

0.053 FIG. 6 is a network diagram illustrating an exem 
plary System for Securely delivering electronic mail to mail 
Servers having dynamic IP addresses according to an 
embodiment of the present invention. In the illustrated 
embodiment, the System includes a dynamic name Server 
102 including a first interface in communication with a 
public network 108, Such as the Internet, and a second 
interface in communication with a private network 109. The 
dynamic name Server 102 is preferably a dynamically updat 
able server, such as a WINS server. The dynamic name 
Server 102 registers dynamic IP addresses and correspond 
ing receiving mail Server codes from receiving mail Servers, 
such as the receiving mail server 101. The dynamic name 
server 102 preferably stores the receiving mail server codes 
and the corresponding IP addresses as A records. A private 
name server 104 includes a first interface coupled to the 
second interface of the dynamic name server 102 via the 
private network 109. 
0.054 The private name server 104 preferably comprises 
a DNS server. The private name server 104 stores records, 
preferably MX records, pairing the receiving mail Server 
codes stored by the dynamic name server 102 with domain 
names. The private name server 104 is preferably hidden 
from the public network 108 to enhance the security of the 
receiving mail server codes. A delivering mail server 103 
includes a first interface in communication with the public 
network 108 and a second interface in communication with 
the private network 109 to deliver mail to the receiving mail 
server 101 via the public network 108. The delivering mail 
server 103 may also communicate with additional private or 
public networks to deliver mail to a plurality of receiving 
mail servers. The delivering mail server 103 is preferably an 
SMTP server. In the illustrated embodiment, the dynamic 
name server 102 and the delivering mail server 103 execute 
on the same machine. 

0055. In order to retrieve mail, the receiving mail server 
101 may access the public network 108 through any suitable 
means, for example, using a modem. The modem may 
access a communication link 105, Such as the public tele 
phone network. A network access Server, Such as a router 
106, including a modem or a plurality of modems, receives 
calls from mail Servers requesting mail delivery. Thus, one 
of the modems of the router 106 may receive the call from 
the receiving mail server 101 over the communication link 
105. A dialup access network 107 may provide a password 
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authentication Service before allowing customer access to 
the public network 108. Thus, the dialup access network 107 
may connect the receiving mail server 101 to the public 
network 108 only after verifying a password. In an alterna 
tive arrangement, customerS may connect to the delivering 
mail Server through a private network (not shown), i.e., a 
network that is not accessible to non-Subscribers of the 
private network. Once connected to the public network 108, 
the receiving mail server 101 may receive a dynamic IP 
address and request delivery of electronic mail. 

0056. The dynamic and private name servers 102 and 
104, the delivering mail server 103, the router 106, and the 
dialup access network 107 may be managed by an ISP 
providing electronic mail and Internet Services to remote 
customers. Additional Servers, Such as public name Servers, 
may communicate with the other servers at the ISP through 
the public and private networks. These Servers are not 
essential in explaining the present embodiment and are 
therefore not shown in FIG. 6. The receiving mail server 
101 may be located remotely from the ISP, for example, at 
a company receiving Internet and electronic mail Service 
from the ISP. However, the present invention is not limited 
to any particular location of the receiving mail Server 101. 

0057. As stated above, the private name server 104 that 
Stores the MX records pairing the receiving mail Server 
codes and the receiving mail Server domain names is pref 
erably hidden from, i.e., not directly connected to, the public 
network 108. In the illustrated embodiment, the delivering 
mail server 103 and the dynamic name server 102 are 
connected to the public network 108. In order to reduce the 
likelihood of a security breach of the private name server 
104, the delivering mail server 103 and the dynamic name 
server 102 preferably respond to a limited set of commands, 
e.g., name registration requests and ETRN commands, 
received from the public network 108. In order to further 
enhance the Security of the receiving mail Server codes 
stored in the private name server 104, a firewall server may 
be provided at any logical location between the private name 
server 104 and the public network 108, for example, 
between the delivering mail server 103 and the public 
network 108. In addition, the private name server 104 may 
be directly connected to the public network 108 through the 
firewall. Implementations of firewall servers, which may be 
Suitable, include packet filters, Stateful inspection filters, and 
combinations of packet and Stateful inspection filters. Any 
type of firewall Server for protecting the Stored receiving 
mail Server codes is within the Scope of the invention. In 
addition, to further enhance Security, the receiving mail 
server codes stored in the private name server 104, the 
dynamic name Server 102, and/or the receiving mail Server 
101 may be encrypted. 

0058. The present invention is not limited to the embodi 
ment illustrated in FIG. 6. For example, because TCP/IP 
application level communications occur on different logical 
ports of a machine, the delivering mail server 103, the 
dynamic name server 102, and the private name server 104 
may execute on the same physical machine. In another 
alternative, each of the Servers may execute on Separate 
machines to enhance processing Speed. Any combination of 
Servers and machines is within the Scope of the invention. 
0059. The following example illustrates how a receiving 
mail Server connected to a Small busineSS computer network 
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having a domain name of Smallbiz.com may utilize the 
system of FIG. 6 to securely retrieve electronic mail. First, 
when the owner of the receiving mail server 101 contracts 
with the Internet Service provider, the Internet Service pro 
vider may generate the receiving mail Server code and Store 
the receiving mail Server code in an MX record including the 
domain name smallbiz.com in the private name server 104. 
The receiving mail Server code is preferably also Stored in 
memory accessible by the receiving mail server 101 to be 
used in Secure mail transactions. For example, the receiving 
mail server code may be downloaded with the customer's 
Internet access Software. In order to retrieve mail, the 
receiving mail server 101 connects to the public network 
108 through any Suitable means, for example, using a 
modem, as described above. In order to communicate with 
other machines connected to the public network 108, the 
receiving mail Server preferably receives an IP address. 
Because available IP addresses may be limited, the receiving 
mail Server may receive a dynamic IP address, for example, 
from a dynamic host configuration protocol (DHCP) server 
or a RADIUS server located at the Internet service provider. 
In this example, it is assumed that the receiving mail Server 
101 is given a dynamic IP address of 131.100.100.13. 
0060. After receiving the dynamic IP address, the receiv 
ing mail Server 101 executes a program for retrieving its 
mail. FIG. 7 illustrates exemplary steps which may be 
performed by the receiving mail server 101 after receiving 
a dynamic IP address in order to Securely retrieve electronic 
mail. The StepS may are preferably computer-executable 
instructions, i.e., a program, embodied in a computer-read 
able medium, for example, any of the computer-readable 
media illustrated in FIG. 1. In order to retrieve mail, the 
program evaluates network interfaces of the receiving mail 
server to identify a valid Internet address. (Step ST21) 
Nonrouteable default IP addresses, which may have been 
stored by the receiving mail server 101 for use in local area 
network communications, are preferably ignored. When the 
program locates the dynamic IP address received from the 
Internet Service provider, that address is Selected as the 
address for mail communications, provided it is a routeable 
Internet address. 

0061. After locating the dynamic IP address, the receiv 
ing mail Server 101 Sends a name registration request to the 
dynamic name server 102 at the ISP (Step ST22) The name 
registration request includes the dynamic IP address and a 
receiving mail Server code. The dynamic name Server 102 
Stores the A record including the dynamic IP address and the 
receiving mail Server code. 
0.062. After Sending the name registration request, the 
receiving mail Server 101 may request delivery of electronic 
mail. (Step ST23) First, the receiving mail server 101 
establishes an SMTP connection with the delivering mail 
server 103, for example, using logical port 25. After estab 
lishing the connection, the receiving mail Server 101 may 
transmit the SMTP command “EHLO" to identify the 
receiving mail server 101 and determine SMTP commands 
supported by the delivering mail server 103. The delivering 
mail server 103 responds by sending a list of SMTP com 
mands that the delivering mail server 103 supports. After 
receiving the list of commands, the receiving mail Server 
101 transmits the command “ETRN Smallbiz.com.” In 
response, the delivering mail server 103 first queries the 
private name server 104 for the MX record to identify the 
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name of the mail Server responsible for receiving mail for 
smallbiz.com. In this example, the private name server 104 
may respond by transmitting the MX record, “smallbiz.com. 
IN MX 0AXRY14TJLM” to the delivering mail server 103. 
Alternatively, the private name Server may transmit only the 
receiving mail server code to the delivering mail server 102. 
The delivering mail server 103 then queries the private name 
server 104 for the A record corresponding to 
AXRY14TJLM. The private name server 104 does not have 
an A record for AXRY14TJLM. However, the private name 
server 104 may store a WINS record pointing to the dynamic 
name server 102. The private name server 104 queries the 
dynamic name server 102 for the A record for 
AXRY14TJLM. This process is known as a WINS referral. 
The dynamic name Server 102 may respond by transmitting 
the A record “AXRY14TULM IN A 131.100..100.13. to the 
private name server 104. The private name server 104 
transmits the A record to the delivering mail server 103. The 
delivering mail server 103 establishes an SMTP connection 
to machine located at the IP address 131.100.100.13 and 
delivers the mail to that machine. The receiving mail Server 
101 may then receive the mail (Step ST24) and distribute the 
mail to users of its site. Thus, Secure delivery of electronic 
mail to a mail Server having a dynamic IP address is 
achieved. Because the receiving mail Server code is prefer 
ably Secret, unauthorized users cannot imperSonate the 
receiving mail server 101 and steal electronic mail. For 
example, without knowing the receiving mail Server code, a 
user cannot register the receiving mail Server code and the 
user's IP address with the dynamic name server 102. More 
over, as discussed above, the receiving mail server prefer 
ably unregisters the receiving mail Server code and the 
dynamic IP address after receiving mail. (Step ST25) 
0063. While the invention has been described in some 
detail by way of illustration and example, it should be 
understood that the invention is Susceptible to various modi 
fications and alternative forms, and is not restricted to the 
specific embodiments set forth. It should be understood that 
these specific embodiments are not intended to limit the 
invention but, on the contrary, the intention is to cover all 
modifications, equivalents, and alternatives falling within 
the Spirit and Scope of the invention. 

What is claimed is: 
1. A method for Securely delivering electronic mail to a 

mail Server having a dynamic IP address comprising: 
registering a dynamic IP address and a receiving mail 

Server code of a receiving mail Server with a dynamic 
name Server, 

transmitting a request for delivery of electronic mail from 
the receiving mail Server to a delivering mail Server; 

transmitting a request for the dynamic IP address from the 
delivering mail Server to a private name Server; 

transmitting a request for determining the dynamic IP 
address from the private name Server to the dynamic 
name Server, the request including the receiving mail 
Server code, 

extracting the dynamic IP address from the dynamic name 
Server based on the receiving mail Server code, 

transmitting the dynamic IP address to the delivering mail 
Server; and 
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delivering electronic mail from the delivering mail Server 
to the receiving mail Server utilizing the dynamic IP 
address extracted from the dynamic name Server. 

2. The method of claim 1 wherein registering a dynamic 
IP address and a receiving mail Server code comprises: 

allocating memory for an A record having a ReSource 
Domain Name field and an IP address field; 

Storing the receiving mail Server code in the ReSource 
Domain Name field; and 

storing the dynamic IP address in the IP address field. 
3. The method of claim 1 comprising, before transmitting 

the request for delivery of electronic mail, Storing the 
dynamic IP address of the receiving mail server and the 
receiving mail Server code in the private name Server. 

4. The method of claim 3 wherein storing the IP address 
and the receiving mail Server code in the private name Server 
comprises: 

allocating memory for an MX record having an 
Exchange-Dname field and a Resource Domain field; 

Storing the receiving mail Server code in the Exchange 
Dname field; and 

Storing a domain name for which the receiving mail Server 
receives mail in the Resource Domain Name field. 

5. The method of claim 4 wherein transmitting a request 
for the dynamic IP address from the delivering mail server 
to the private name Server comprises: 

transmitting a request for the MX record from the deliv 
ering mail Server to the private name Server; 

extracting the MX record from the private name Server; 
transmitting the MX record from the private name server 

to the delivering mail Server; and 
transmitting a request for the A record from the delivering 

mail Server to the private name Server. 
6. The method of claim 1 wherein transmitting a request 

for delivery of electronic mail comprises transmitting an 
SMTP ETRN command from the receiving mail server to 
the delivering mail Server. 

7. The method of claim 1 wherein registering a dynamic 
IP address and a receiving mail Server code comprises 
registering a dynamic IP address and a Secret receiving mail 
Server code with the dynamic name Server. 

8. The method of claim 7 wherein registering a dynamic 
IP address and a Secret receiving mail Server code comprises 
transmitting a name registration request including the 
dynamic IP address and the Secret receiving mail Server code 
to a WINS Server. 

9. A System for Securely delivering electronic mail to 
electronic mail Servers having dynamic IP addresses com 
prising: 

a delivering mail Server for receiving requests for elec 
tronic mail delivery from a plurality of receiving mail 
Servers having dynamic IP addresses via a network and 
for delivering electronic mail to the plurality of receiv 
ing mail Servers, 

a dynamic name Server for receiving and Storing receiving 
mail Server codes and corresponding dynamic IP 
addresses of the receiving mail Servers, and 
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a private name Server in communication with the dynamic 
name Server and the delivering mail Server for Storing 
the receiving mail Server codes and corresponding 
domain names of the plurality of receiving mail Serv 
ers, wherein the private name Server accesses the 
dynamic name Server to determine dynamic IP 
addresses of the plurality of receiving mail Servers. 

10. The system of claim 9 wherein the dynamic name 
server comprises a WINS server. 

11. The system of claim 9 wherein the dynamic name 
server comprises a dynamic DNS server. 

12. The system of claim 9 wherein the private name server 
comprises a DNS server. 

13. The system of claim 9 wherein the delivering mail 
server comprises an SMTP server. 

14. The system of claim 9 wherein the dynamic name 
Server Stores a plurality of A records having Resource 
Domain Name fields and IP address fields, wherein the 
receiving mail Server codes are Stored in the ReSource 
Domain Name fields and the dynamic IP addresses are 
stored in the IP address fields. 

15. The system of claim 9 wherein the private name server 
Stores a plurality of MX records having Exchange-Dname 
fields and Resource Domain Name fields, wherein the 
receiving mail Server codes are Stored in the EXchange 
Dname fields and domain names for which the plurality of 
receiving mail Servers receive mail are Stored in the 
Resource Domain Name fields. 

16. The system of claim 9 wherein the plurality of 
receiving mail server codes are Secret codes. 

17. A method for securely communicating a dynamic IP 
address of a receiving mail Server to a delivering mail Server 
comprising: 

registering a dynamic IP address and a receiving mail 
Server code of a receiving mail Server with a dynamic 
name Server; and 

in response to a request for the dynamic IP address of the 
receiving mail Server transmitted from a delivering 
mail Server to a private name Server: 

Searching resource records in the private name Server 
for a record containing the dynamic IP address, 

transmitting a request for the dynamic IP address from 
the private name Server to the dynamic name Server, 
the request including the receiving mail Server code, 

extracting the dynamic IP address from the dynamic 
name Server based on the receiving mail Server code, 
and 

transmitting the dynamic IP address to the delivering 
mail Server. 

18. The method of claim 17 wherein registering a 
dynamic IP address and a receiving mail Server code com 
prises: 

allocating memory for an A record having a ReSource 
Domain Name field and an IP address field; 

Storing the receiving mail Server code in the ReSource 
Domain Name field; and 

storing the dynamic IP address in the IP address field; and 
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transmitting a name registration request including the A 
record from the receiving mail Server to the dynamic 
a SCWC. 

19. The method of claim 17 further comprising storing the 
receiving mail Server code and a domain name of the 
receiving mail Server with the private name Server. 

20. The method of claim 19 wherein storing the receiving 
mail Server code and a domain name of the receiving mail 
Server comprises: 

allocating memory for an MX record having a ReSource 
Domain Name field and an Exchange-Dname field; 

Storing the receiving mail Server code in the Exchange 
Dname field; and 

Storing the domain name of the receiving mail Server in 
the Resource Domain Name field. 

21. The method of claim 17 further comprising generating 
the receiving mail Server code and Storing the receiving mail 
Server code in the receiving mail Server. 

22. The method of claim 17 wherein registering a 
dynamic IP address and a receiving mail Server code com 
priseS registering a dynamic IP address and a Secret receiv 
ing mail Server code with the dynamic name Server. 

23. A computer-readable medium having computer-ex 
ecutable instructions for performing StepS comprising: 

(a) identifying a routeable dynamic IP address received 
from a network; and 

(b) registering a receiving mail server code and the 
dynamic IP address with a dynamic name server. 

24. The computer-readable medium of claim 23 having 
computer executable instructions for performing Steps fur 
ther comprising after Step (b), 

(c) requesting delivery of electronic mail from a deliver 
ing mail Server; and 

(d) receiving electronic mail routed to the dynamic IP 
address from the delivering mail Server. 

25. The computer-readable medium according to claim 23 
wherein step (b) comprises: 
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allocating memory for an A record having a ReSource 
Domain Name field and an IP address field; 

Storing the receiving mail Server code in the ReSource 
Domain Name field; and 

storing the dynamic IP address in the IP address field; and 
transmitting a name registration request including the A 

record from the receiving mail Server to the dynamic 
C SCWC. 

26. The computer-readable medium of claim 24 compris 
ing, after Step (d), unregistering the receiving mail server 
code and the dynamic IP address from the dynamic name 
SCWC. 

27. A computer-readable medium having Stored thereon a 
data structure, the data structure including an A record 
comprising: 

(a) a first data field containing data representing a receiv 
ing mail Server code of a receiving mail Server; and 

(b) a Second data field containing data representing a 
dynamic IP address of the receiving mail Server. 

28. The computer-readable medium of claim 27 wherein 
the first data field comprises a Resource Domain Name Field 
and the second data field comprises an IP Address field. 

29. A computer-readable medium having Stored thereon a 
data Structure, the data Structure including an MX record 
comprising: 

(a) a first data field containing data representing a receiv 
ing mail Server code of a receiving mail Server, and 

(b) a Second data field containing data representing a 
domain name of a domain for which the receiving mail 
Server receives mail. 

30. The computer-readable medium of claim 29 wherein 
the first data field comprises an Exchange-Dname field and 
the Second data field comprises a Resource Domain Name 
field. 


