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UNIFIED SUPPORT FOR WEB BASED 
ENTERPRISE MANAGEMENT (“WBEM”) 

SOLUTIONS 

BACKGROUND 

1. Field of the Invention 
The invention relates generally to supporting a Web Based 

Enterprise Management (“WBEM) environment and more 
specifically relates to providing unified support for a WBEM 
Solution. 

2. Discussion of Related Art 
Web Based Enterprise Management (“WBEM) com 

prises standard-based technologies for a client to communi 
cate system/device management messages with a server. 
More specifically, a specially designed client application 
opens a port of the server and uses the Hypertext Transfer 
Protocol (“HTTP) to exchange the management messages 
with the server. However, typically the specially designed 
client application needs to be installed and maintained at a 
client computer. For example, when a device of the server is 
updated with added capabilities, not only does the server need 
to be updated, but each client computer having the specially 
designed client application also needs to be updated to Sup 
port the added capabilities. 
One possible solution is to allow the client computer to 

launch a general purpose web browser to download an applet 
(or a small program, or part of a small program) from the 
server, and then execute the applet within the general purpose 
web browser. However, a security concept known as same 
origin policy, which specifies that an applet is not allowed to 
communicate with other than the applet’s origin site and port, 
usually prevents the applet from being operational. For 
example, the origin port (e.g., port 80) from which the applet 
is downloaded is usually different from the port (e.g., WBEM 
port 5988 for a WBEM server) that the applet needs to com 
municate with to exchange management messages. 
One possible method to circumvent the “same origin 

policy” is to use a proxy server. The applet would be down 
loaded from the proxy server (e.g., from port 80 of the proxy 
server), and the applet would communicate with the proxy 
server (e.g., still using port 80) Such that, based on certain 
rules, the proxy server finally forwards management mes 
sages to the WBEM server (that may reside at WBEM port 
5988 of the proxy server and/or on a different server). How 
ever, there would at least be two components (i.e., the proxy 
server and the WBEM server) that occupy server memory and 
resources, and need to be installed, configured, and Sup 
ported. Importantly, having two components also opens up 
more possibilities (e.g., both ports 80 and 5988 are both open) 
for external network attacks with critical security ramifica 
tions. 

Thus it is an ongoing challenge to provide unified Support 
for a WBEM Solution. 

SUMMARY 

The present invention solves the above and other problems, 
thereby advancing the state of the useful arts, by providing 
systems and computer readable medium/program to Supporta 
unified Web Based Enterprise Management (“WBEM) solu 
tion. A first processing element for generating first HTTP 
content data is provided in a server Such that a response to a 
non-Common Information Model (“CIM) request is based 
on the first HTTP content data. A second processing element 
for generating second HTTP content data is also provided 
such that another response to a CIM request is based on the 
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2 
second HTTP content data. At least one of the first processing 
element and the second processing element is accessible 
directly only from within the system. Beneficially, because 
there are fewer components that can be accessed directly by 
the external client from outside the system, security is 
improved with fewer opportunities for external network 
attacks. 

In one aspect hereof, a system is provided for Supporting 
Web Based Enterprise Management (“WBEM). The system 
comprises a first processing element for generating first 
HTTP content data, in that a response to a non-Common 
Information Model (“CIM) request originally received in a 
first HTTP request is based on the first HTTP content data, 
and in that the first HTTP request is sent by a client in 
communication with the system. The system also comprises a 
second processing element for generating second HTTP con 
tent data, in that another response to a CIM request originally 
received in a second HTTP request is based on the second 
HTTP content data, and in that the second HTTP request is 
also sent by the client. Additionally, at least one of the first 
processing element and the second processing element is 
accessible directly only from within the system. 

Another aspect hereof provides a storage system for Sup 
porting Web Based Enterprise Management (“WBEM). The 
storage system comprises a first processing element for gen 
erating first HTTP content data, in that a response to a non 
Common Information Model (“CIM) request originally 
received in a first HTTP request is based on the first HTTP 
content data, and in that the first HTTP request is sent by a 
client in communication with the system. The storage system 
also comprises a second processing element for generating 
second HTTP content data, in that another response to a CIM 
request originally received in a second HTTP request is based 
on the second HTTP content data, and in that the second 
HTTP request is also sent by the client. Moreover, the first 
processing element and the second processing element share 
a single address space Such that an address to a location in 
memory is the same for both the first processing element and 
the second processing element. Furthermore, the client uses a 
single Internet Protocol (“IP) port number for both the first 
HTTP request and the second HTTP request. 

Yet another aspect hereof provides a computer readable 
medium having a computer readable program embodied 
therein for supporting Web Based Enterprise Management 
(“WBEM) in a system. The computer readable program 
comprises instructions for a first processing element for gen 
erating first HTTP content data in the storage subsystem, in 
that a response to a non-Common Information Model 
(“CIM) request originally received in a first HTTP request is 
based on the first HTTP content data, and in that the first 
HTTP request is sent by a client in communication with the 
system. The computer readable program also comprises 
instructions for a second processing element for generating 
second HTTP content data in the storage subsystem, in that 
another response to a CIM request originally received in a 
second HTTP request is based on the second HTTP content 
data, and in that the second HTTP request is also sent by the 
client. Additionally, the instructions for the first processing 
element and the instructions for the second processing ele 
ment are included in a single object file. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of an exemplary system for 
supporting Web Based Enterprise Management (“WBEM) 
in accordance with features and aspects hereof. 
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FIG. 2 is a block diagram of an exemplary single process, 
single address space, and/or single object file for Supporting 
WBEM in accordance with features and aspects hereof. 

FIG. 3 is a flowchart describing an exemplary method in 
accordance with features and aspects hereof to Support 
WBEM. 

DETAILED DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of an exemplary system for 
supporting Web Based Enterprise Management (“WBEM) 
in accordance with features and aspects hereof. A client com 
puter 110 is in communication with a server 130 in that the 
client computer 110 sends Hypertext Transfer Protocol 
(“HTTP) requests 120 to be handled by the server 130. 
The client computer 110 may comprise any computing 

device or machine that allows a user to operate browser soft 
ware 113. The browser software 113 may comprise any web 
browser that can connect to a web server and retrieve web 
pages and/or a client application 117. For example, the 
browser software 113 may comprise Internet Explorer or 
Mozilla Firefox, among others. The client application 117 
may comprise an applet or a Software component that is 
executed in the context of or by the browser software 113. For 
example, the client application 117 may comprise a Java 
applet oran Adobe Flash applet, among others. It is noted that 
the browser software 113 and/or the client computer 110 may 
further comprise additional plugins or components including 
an Adobe Flash Player. As will be discussed in greater detail, 
the client application 117 may comprise a portion of an over 
all application, with each portion being downloaded from the 
server 130 as needed. 
The server 130 may comprise a server computer or an 

appliance. For example, the server computer may run an 
operating system including Microsoft Windows Server or 
Linux, and may comprise or connect to a device 180. The 
server computer itself and/or the device 180 may need to be 
managed. The appliance may comprise an embedded operat 
ing environment that may run an embedded operating system 
including VxWorks or an embedded version of Linux. The 
appliance may comprise or connect to the device 180. The 
appliance itself and/or the device 180 may need to be man 
aged. 
The server 130 comprises elements for responding to 

HTTP requests 120 sent from the client computer 110. More 
specifically, the server 130 comprises a request router 140, a 
first processing element 160 (for generating first HTTP con 
tent data), a second processing element 170 (for generating 
second HTTP content data), and a CIM provider 175. Each of 
these elements of the server 130 may comprise circuitry, 
Software, and/or their equivalents. 

Operations of the exemplary system may be initiated by a 
user. For example, the user may open the browser software 
113 to access a location in order to manage the device 180 of 
the server 130. To access the location, the browser software 
113 sends a non-Common Information Model ("CIM) 
HTTP request 120 to the server 130. The non-CIM HTTP 
request is sent using the HTTP protocol as the transport and 
may comprise an HTTP GET request. The request router 140 
identifies that the HTTP request 120 comprises a non-CIM 
request 153 and routes the request to the first processing 
element 160 (for generating the first HTTP content data). For 
example, if the non-CIM request 153 comprises the HTTP 
GET request, the data at a path specified in the HTTP GET 
request is retrieved to generate the appropriate first HTTP 
content data, which is then sent back to the browser software 
113. 
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4 
The data that has been sent back to the browser software 

113 may comprise the client application 117 (or a portion of 
the client application 117). The browser software 113 pro 
ceeds to execute the client application 117 so that the user 
may then interact with the client application 117 in order to 
manage the device 180. Subsequently, the user may cause the 
client application 117 to send a management message to the 
device 180. Accordingly, the client application 117 may send 
a CIM HTTP request 120 to the server 130. The CIM HTTP 
request 120 is sent using the HTTP protocol as the transport 
and may comprise an HTTP POST (or M-POST) request. The 
request router 140 identifies that the HTTP request 120 com 
prises a CIM request 157 and routes the request to the second 
processing element 170 (for generating the second HTTP 
content data). 
To process the CIM request 157, the second processing 

element 170 may forward request data in the CIM request 157 
to the CIM provider 175. For example, if the CIM request 157 
comprises the HTTP POST request, the second processing 
element 170 extracts the request data from the HTTP POST 
request before sending/passing the request data to the CIM 
provider 175. The CIM provider 175 further processes and 
converts the request data (that may comprise a CIM request 
rather than a native command accepted/understood by the 
device 180) and issues one or more native commands to the 
device 180. The CIM provider 175 may receive and process/ 
convert a response (that may comprise a native response 
rather than a CIM message) from the device 180, and forward 
the (converted) response back to the second processing ele 
ment 170. The second processing element 170 then generates 
the second HTTP content databased on the response received 
from the CIM provider 175. The second HTTP content data is 
subsequently sent back to the client application 117. The 
client application 117 may then convert and display the sec 
ond HTTP content data for the user. 
As noted above, only a portion of the overall application 

may have been downloaded and received at the client com 
puter 110. Accordingly, in Some instances one or more addi 
tional portions of the client application 117 may be down 
loaded by sending one or more additional non-CIM HTTP 
requests to the server 130 before the additional portions can 
be executed at the client computer 110. In other instances, the 
browser software 113, the client application 117, and/or 
another element may be able to access the server 130 to 
request a help file, a manual, or any other web page/data. Such 
a request would also be sent as a non-CIM HTTP request and 
would be handled by the first processing element 160. 
The first processing element 160 and the second processing 

element 170 may be arranged such that at least one of the first 
processing element 160 and the second processing element 
170 is accessible directly only from within the server 130. For 
example, the at least one element may be accessed directly 
only through a message passed in a procedure call, in an 
object/method invocation, between threads, and/or between 
processes within the server 130. Accordingly, the at least one 
element cannot be accessed directly by the client computer 
110 (including its browser software 113 and client application 
117) from outside the server 130. The message may be passed 
using memory stack (e.g., in a procedure call), pipes, sockets, 
shared memory, or any of a wide variety of inter-process or 
inter-procedure/method communication techniques within 
the server 130. The client computer 110 is notable to pass the 
message directly from outside the server 130, for example, 
because the client computer 110 (from outside the server 130) 
cannot access the memory space within the server 130 
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directly. In other words, direct access to the at least one 
element is hidden from the client computer 110 that resides 
outside of the server 130. 

In one embodiment, the client computer 110 (including its 
browser software 113 and client application 117) is able to 
connect to the server 130 over a network using Internet sock 
ets (i.e., by opening an Internet port on the server 130). The 
protocol used may be Internet Protocol version (“IPv4) or 
Internet Protocol version (“IPv6). However, at least one of 
the first processing element 160 and the second processing 
element 170 cannot be accessed directly using Internet sock 
ets. Rather, the at least one element is accessible to the client 
computer 110 only indirectly. For example, the client com 
puter 110 may use Internet Sockets to communicate with an 
intermediary (e.g., the request router 140), and then indirectly 
access the at least one element through the intermediary. 
Accordingly, the request router 140 may be responsible for 
handling Internet Sockets communications in addition to rout 
ing/processing the non-CIM request 153, the CIM request 
137, and their corresponding response data (e.g., the first and 
second HTTP content data). 
The first processing element 160 and the second processing 

element 170 may be associated with a single Internet Protocol 
(“IP) address (i.e., the IP address of the server 130). The first 
processing element 160 and the second processing element 
170 may further be associated with a single IP port number 
(e.g., the IP port number of the request router 140). Accord 
ingly, all HTTP requests 120 would be sent by opening IP 
ports using the single IP port number. Direct access (from the 
request router 140) to one of the first processing element 160 
and the second processing element 170 may be without the 
request router 140 opening an Internet port from within the 
server 130. Rather, direct access to one of the two elements 
may be through a message passed in a procedure call, in an 
object/method invocation, between threads, and/or between 
processes within the server 130 discussed above. Benefi 
cially, security is improved with fewer opportunities for 
external network attacks because there are fewer components 
that can be accessed directly by an external element outside 
the server 130. 

The request router 140, the first processing element 160, 
and the second processing element 170 may be integrated in 
a wide variety of configurations. For example, the three ele 
ments may each be arranged in a separate thread or process. 
Alternatively, the request router 140 and the first processing 
element 160 may be arranged in a single thread or process, 
with the second processing element 170 being arranged in 
another thread or process. In another alternative, the request 
router 140 and the second processing element 170 may be 
arranged in a single thread or process, with the first process 
ing element 160 being arranged in another thread or process. 
It is noted that the second processing element 170 and the 
portion of the request router 140 that handles Internet sockets 
communications (but not the portion that routes/processes the 
non-CIM request 153) may together be recognized by those 
skilled in the art as a CIM Object Manager (“CIMOM). In 
yet another alternative, the first processing element 160 and 
the second processing element 170 may be arranged in a 
single thread or process, with the request router element 140 
being arranged in another thread or process. In another alter 
native, all three elements may bearranged in a single thread or 
process. 

FIG. 2 is a block diagram of an exemplary single process, 
single address space, and/or single object file for Supporting 
WBEM in accordance with features and aspects hereof. The 
first processing element 160, the second processing element 
170, the request router 140, and the CIM provider 175 may 
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6 
each comprise computer instructions. Instructions for the first 
processing element 160, the second processing element 170, 
and optionally the request router 140 and/or the CIM provider 
175 may all be executed in a single process of the operating 
system of the server 130. Accordingly, at least some of these 
elements (e.g. the first processing element 160 and the second 
processing element 170) may share a single process identifier 
corresponding to the single process. Similarly, at least some 
of these elements (e.g. the first processing element 160 and 
the second processing element 170) may share a single 
address space Such that an address to a location in memory is 
the same for each of these elements (e.g., the same for both the 
first processing element 160 and the second processing ele 
ment 170). 

While instructions for these elements may be included in 
separate files, instructions for at least the first processing 
element 160 and instruction for the second element 170 may 
be included in a single object file. Having a single object file 
can simplify maintenance of the server 130. Meanwhile, dif 
ferent processes and/or threads can still be created from the 
single object file. 
Those of ordinary skill in the art will readily recognize 

numerous additional and equivalent components and mod 
ules within a fully functional system. Such additional and 
equivalent components are omitted herein for simplicity and 
brevity of this discussion. Thus, the structures of FIGS. 1 and 
2 are intended merely as representatives of exemplary 
embodiments of features and aspects hereof. 

FIG. 3 is a flowchart describing an exemplary method in 
accordance with features and aspects hereof to Support 
WBEM. The request router 140 may comprise a receiving 
element for receiving HTTP requests from the client com 
puter 110 in step 310. The request router 140 may also com 
prise a request distributor for distributing an HTTP request to 
one of the first processing element 160 and the second pro 
cessing element 170. For example, the request router 140 may 
identify whether the HTTP request includes a CIM request in 
step 320. The request router 140 may identify that the HTTP 
request includes a CIM request if the request method of the 
HTTP request is POST. If the request method of the HTTP 
request is GET, the request router 140 may identify that the 
HTTP request as including a non-CIM request. 

Alternatively or in addition, the request router 140 may 
identify that the HTTP request includes a CIM request based 
on a request path. For example, if the first line of the HTTP 
request is “M-POST/cimom HTTP/1.0, the request router 
140 may identify that the HTTP request includes a CIM 
request at least because of the “?cimom” path. Similarly, if the 
first line of the request is “GET/client.class HTTP/1.0, the 
request router 140 may identify that the HTTP request 
includes a non-CIM request at least because the “/client. 
class' path specifies a Java class file. Alternatively or in 
addition, the request router 140 may identify that the HTTP 
request includes a CIM request based on data Supplied with 
the HTTP request. For example, an HTTP request that 
includes a CIM request may include a header line “48-CIM 
Protocol Version: 1.0, among other CIM header lines. As 
another example, a CIM request may include a message body 
(i.e., the xmlCIM payload) that begins with a “-CIM... tag 
in the root element. 

If the HTTP request does not include a CIM request, in step 
330 the request router 140 distributes/processes the HTTP 
request as a non-CIM request. For example, the non-CIM 
request 153 discussed above may be extracted from the HTTP 
request 120. The non-CIM request 153 may then be sent/ 
passed to the first processing element 160, so that in step 340 
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the first processing element 160 may generate the first HTTP 
content data to respond to the non-CIM request 153. 

If the HTTP request does include a CIM request, in step 
350 the request router 140 distributes/processes the HTTP 
request as a CIM request. For example, the CIM request 157 
discussed above may be extracted from the HTTP request 
120. The CIM request 157 may then be sent/passed to the 
second processing element 170, so that in step 360 the second 
processing element 170 may generate the second HTTP con 
tent data to respond to the CIM request 157. 

Those of ordinary skill in the art will readily recognize 
numerous additional and equivalent steps that may be per 
formed and/or omitted in the methods of FIG. 3. Such addi 
tional and equivalent steps are omitted herein merely for 
brevity and simplicity of this discussion. 

While the invention has been illustrated and described in 
the drawings and foregoing description, such illustration and 
description is to be considered as exemplary and not restric 
tive in character. One embodiment of the invention and minor 
variants thereofhave been shown and described. Protection is 
desired for all changes and modifications that come within the 
spirit of the invention. Those skilled in the art will appreciate 
variations of the above-described embodiments that fall 
within the scope of the invention. As a result, the invention is 
not limited to the specific examples and illustrations dis 
cussed above, but only by the following claims and their 
equivalents. 
What is claimed is: 
1. A Web Based Enterprise Management (“WBEM) 

server comprising: 
a hardware processor configured to implement: a first pro 

cessing element for generating first HTTP content data, 
wherein a response to a non-Common Information 
Model (“CIM) request originally received in a first 
HTTP request is based on the first HTTP content data, 
wherein the first HTTP request is sent by a client in 
communication with the system; and 

a second processing element for generating second HTTP 
content data, wherein another response to a CIM request 
originally received in a second HTTP request is based on 
the second HTTP content data, wherein the second 
HTTP request is also sent by the client; 

wherein one of the first processing element and the second 
processing element is accessible directly only by com 
ponents of the server and is not directly accessible by 
components external to the server, and 

wherein the other of the first processing element and the 
second processing element is accessible directly by 
components within the server and by components exter 
nal to the server. 

2. The server of claim 1, wherein the first processing ele 
ment and the second processing element are associated with a 
single Internet Protocol (“IP) address. 

3. The server of claim 1, wherein the first processing ele 
ment and the second processing element are associated with a 
single IP port number. 

4. The server of claim 1, wherein direct access to one of the 
first processing element and the second processing element is 
achieved without opening an Internet port from within the 
SeVe. 

5. The server of claim 1, wherein the first processing ele 
ment and the second processing element share a single pro 
cess identifier. 

6. The server of claim 1, wherein instructions for the first 
processing element and instructions for the second process 
ing element are included in a single object file. 

8 
7. The server of claim 1, further comprising: 
a receiving element for receiving Hypertext Transfer Pro 

tocol (“HTTP) requests; and 
a request distributor for distributing an HTTP request to 

5 one of the first processing element and the second pro 
cessing element. 

8. The server of claim 7, wherein the request distributor 
distributes the HTTP request based on a request method. 

9. The server of claim 7, wherein the request distributor 
10 distributes the HTTP request based on a request path. 

10. The server of claim 7, wherein the request distributor 
distributes the HTTP request based on data supplied with the 
HTTP request. 

11. A storage system for supporting Web Based Enterprise 
15 Management (“WBEM), the storage system comprising: 

a hardware processor configured to implement: a first pro 
cessing element for generating first HTTP content data, 
wherein a response to a non-Common Information 
Model (“CIM) request originally received in a first 

2O HTTP request is based on the first HTTP content data, 
wherein the first HTTP request is sent by a client in 
communication with the system; and 

a second processing element for generating second HTTP 
content data, wherein another response to a CIM request 

25 originally received in a second HTTP request is based on 
the second HTTP content data, wherein the second 
HTTP request is also sent by the client; 

wherein the first processing element and the second pro 
cessing element share a single address space Such that an 

30 address to a location in memory is the same for both the 
first processing element and the second processing ele 
ment, and such that the client uses a single Internet 
Protocol (“IP) port number for both the first HTTP 
request and the second HTTP request, 

35 wherein one of the first processing element and the second 
processing element is accessible directly only by com 
ponents of the storage system and is not directly acces 
sible by components external to the storage system, and 

wherein the other of the first processing element and the 
40 second processing element is accessible directly by 

components within the storage system and by compo 
nents external to the storage system. 

12. The storage system of claim 11, wherein direct access 
to at least one of the first processing element and the second 

45 processing element is hidden from a client outside of the 
system. 

13. The storage system of claim 11, wherein the first pro 
cessing element and the second processing element are asso 
ciated with a single Internet Protocol (IP) address. 

50 14. The storage system of claim 11, wherein direct access 
to one of the first processing element and the second process 
ing element is achieved without opening an Internet port from 
within the system. 

15. The storage system of claim 11, wherein instructions 
55 for the first processing element and instructions for the sec 

ond processing element are included in a single object file. 
16. A non-transitory computer readable medium having a 

computer readable program embodied therein for Supporting 
Web Based Enterprise Management (“WBEM) in a system, 

60 the computer readable program comprising: 
instructions for a first processing element for generating 

first HTTP content data in the storage subsystem, 
wherein a response to a non-Common Information 
Model (“CIM) request originally received in a first 

65 HTTP request is based on the first HTTP content data, 
wherein the first HTTP request is sent by a client in 
communication with the system; and 
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instructions for a second processing element for generating 
second HTTP content data in the storage subsystem, 
wherein another response to a CIM request originally 
received in a second HTTP request is based on the sec 
ond HTTP content data, wherein the second HTTP 5 
request is also sent by the client; 

wherein the instructions for the first processing element 
and the instructions for the second processing element 
are included in a single object file, 

wherein one of the first processing element and the second 10 
processing element is accessible directly only by com 
ponents of the storage system and is not directly acces 
sible by components external to the storage system, and 

wherein the other of the first processing element and the 
second processing element is accessible directly by 15 
components within the storage system and by compo 
nents external to the storage system. 

10 
17. The computer readable medium of claim 16, wherein at 

least one of the first processing element and the second pro 
cessing element is accessible directly only from within the 
system. 

18. The computer readable medium of claim 16, wherein 
the first processing element and the second processing ele 
ment are associated with a single Internet Protocol (“IP) 
address. 

19. The computer readable medium of claim 16, wherein 
direct access to one of the first processing element and the 
second processing element is achieved without opening an 
Internet port from within the system. 

20. The computer readable medium of claim 16, wherein 
the first processing element and the second processing ele 
ment are associated with a single IP port number. 
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