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APPARATUS AND METHOD FOR
COMMUNICATIONS IN A SAFETY CRITICAL SYSTEM

BACKGROUND

[0001] Safety critical systems are used to monitor condition values and parameters of a system
within specified operational limits. For example, some safety critical systems include high level
units such as processors or central processing units, and low level units such as input/output
(“I/O”) modules or replicas of high level units. When a risk condition occurs, such as an
indication that a low level unit or a device associated with the low level unit is malfunctioning,
safety critical systems are often configured to trigger an alarm and/or place the system in a safe

condition or a shutdown condition.

[0002] Safety critical systems rely on various voting principles such as a two out of two
(“2002”) voting principle, a two out of three (“2003”") voting principle, another voting principle,
or combination thereof, to determine whether a system is operating normally or if there is a cause
for concern. Usually, for systems with a voting function, all input is distributed between all
units. Then, each unit within the system processes the input independently, and determines an
output. The output is voted by exchanging the information between all voting units. The voting
units have to agree on an output. Any unit that disagrees from the majority among the voting
units is restricted from generating an output. Voting functions are usually limited to high level
units in safety critical systems because of the complexity of the voting function, which requires

exchanging information between all of the voting units.

[0003] Communication between high level units and low level units are often complicated. For
example, in safety critical systems that employ the 2002 voting principle, to maintain

communication between multiple high level units and multiple low level units in a safety critical
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system, the 2002 voting principle requires that at least two communication channels are available
at all times within the system. Similarly, a safety critical system that employs a 2003 to 2003
voting principle also requires that at least two communication channels are available at all times
to maintain operation. Some safety critical systems employ combinations of voting principles
such as a 2003 to 2x2002. These systems require a single communication channel to be
available between high level units and low level units, but also require two communication

channels to each low level unit to be available.

[0004] Though voting rights are generally limited to high level units in safety critical systems,
some safety critical systems are configure to include low level units that employ voting
capabilities that require cross-communication channels, and relatively complex software, to
exchange information between the low level units and the high level units, which further

complicates communication within the safety critical system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] One or more embodiments are illustrated by way of example, and not by limitation, in the
figures of the accompanying drawings, wherein elements having the same reference numeral
designations represent like elements throughout. It is emphasized that, in accordance with
standard practice in the industry various features may not be drawn to scale and are used for
illustration purposes only. In fact, the dimensions of the various features in the drawings may be
arbitrarily increased or reduced for clarity of discussion.

Figure 1 is a diagram of a system configured to provide simplified communication for
safety critical systems, in accordance with one or more embodiments;

Figures 2 18 a diagram of a system configured to provide simplified communication for

safety critical systems, in accordance with one or more embodiments;
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Figure 3 is a diagram of a system configured to provide simplified communication for
safety critical systems, in accordance with one or more embodiments;

Figure 4 is a flow chart of a method of providing simplified communication for safety
critical systems;

Figure 5 is a process diagram of a method for performance testing of communication
units in a safety critical system, in accordance with one or more embodiments; and

Figure 6 illustrates a chip set or chip upon which or by which an embodiment is

implemented in accordance with one or more embodiments.

DETAILED DESCRIPTION

[0006] The following disclosure provides many different embodiments, or examples, for
implementing different features of the invention. Specific examples of components and
arrangements are described below to simplify the present disclosure. These are examples and are
not intended to be limiting.

[0007] As used herein, the term "unit" refers to one or more of a processor, a central processing
unit, a controller, a control module, a communication module, or other suitable communication
unit or module configured to be implemented in a safety critical system.

[0008] As used herein, the term “high level unit” refers to one or more units configured to have
one or more of voting capabilities in a safety critical system, control capabilities of one or more
other units in a safety critical system, the capability to generate messages to be communicated to
one or more other units of a safety critical system, or the ability to process received messages

from one or more other units of a safety critical system.
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[0009] As used herein, the term “low level unit” refers to one or more units configured to be in
communication with one or more high level units, generate messages in response to received
messages from one or more high level units, and/or be replicas of one or more high level units.

EE Y3

[0010] As used herein, the terms “voting,” “voting process,” or derivation thereof refers to a
process by which multiple high level and/or low level units having voting capabilities or rights
exchange data such as content to be distributed in or with a transmitted message, and decide to
agree or disagree on whether the distributed content is to be included in the transmitted message.
For example, sometimes the voting units have to agree on the content that is to be included in the
transmitted message, and any unit that disagrees from a primary high level unit or a majority of
units having voting capabilities is restricted from generating a message to be transmitted. Some
voting processes are directed by a primary high level unit such that the primary high level unit
counts votes or dictates what the data content should be. Some voting processes determine data
content on a majority rules basis. Sometimes the majority rules basis is tabulated by the primary
high level unit. Some voting processes do not generate a message to be transmitted until all of
the units having voting capabilities agree, whether it be immediately or through negotiation, on
the data content such that the content decision is unanimous. A content decision that requires a
unanimous agreement on the content of a generated message is, for example, enforced by a
message protection program or code that limits message generation by the high level and/or low
level units until a confirmation is made that all of the units agree on the content of the message to
be generated. In order to prevent an acceptable message that has not been voted from being sent,

no single unit, high level or low level, in a voting group has the capability to generate a message

on its own.
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[0011] As used herein, the term “voted message,” or derivation thereof refers to a message
comprising data content that has been subjected to a voting process to determine content of the
message, the content being (1) agreed upon between units having voting capabilities, (2) dictated
by a primary high level unit, or (3) dictated by a majority of units having voting capabilities.
[0012] Common safety critical systems involve communicating messages between high level
units such as central processing units (CPU’s) and low level units such as input/output (I/O)
controllers. Communications in common safety critical systems often rely on two different
strategies for reliable functionality. An employed communication strategy usually depends on
the level of sophistication of the low level processor units. For example, if a low level unit has
full interconnection, voting capabilities regarding output messages, and distribution capabilities
regarding received messages between low level units, then only a single communication channel
is required for fail-safe operation. This is because the message received by one lower level unit
can be distributed between the two units and voted upon. For redundancy two communication
channels are required. If the low level units do not have voting capabilities regarding received
messages between low level units, safety critical systems are sometimes structured so that at
least two communication channels are necessary for fail-safe operation, and at least three
communication channels are required to be active for redundancy in order to tolerate a single
communication channel failure.

[0013] Conventional safety critical systems have system architectures that employ voting
principles, such as those discussed. These safety critical systems have complicated system
architectures because the employed voting principles require at least two channels in the safety
critical system to be available at all times. Adding to the complexity, low level units are

sometimes configured to individually communicate messages themselves. Some safety critical
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systems employ voting principles that require at least two communication channels to be active
to provide interconnections to each low level unit for a 2003 to 2x2002 configuration. Other
safety critical system architectures employ voting principles that require two communication
channels to be active to provide interconnections to each high level unit so that each can
communicate with a low level unit. Additionally, some safety critical system architectures are
further complicated by employing voting principles that require voting capabilities at the low
level units.

[0014] Figure 1 is a diagram of a system 100 configured to provide simplified communication
redundancy and/or reliability for safety critical systems, in accordance with one or more
embodiments. The system 100 is configured to provide low level units that do not have voting
capabilities while having only one minimum active communication channel for normal operating
conditions, and only two minimum communication links to provide redundancy within the
system 100 thereby improving system reliability.

[0015] The system 100 comprises a first high level unit 101 and a second high level unit 103.
The first high level unit 101 and the second high level unit 103 are configured having voting and
distribution capabilities. The first high level unit 101 is coupled to the second high level unit 103
by at least one comparison channel 105. The first high level unit 101 is configured to generate a
first message and communicate the first message to a first low level unit 107. The first message
is a voted message that comprises data content agreed upon between the first high level unit 101
and the second high level unit 103 through a voting process. A first channel 109 couples the first
low level unit 107 to the first high level unit 101. The first message is communicated from the

first high level unit 101 to the first low level unit 107 by way of the first channel 109.
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[0016] The first high level unit 101 is also configured to generate and communicate a second
message to the first low level unit 107. The second message is a voted message that comprises
data content agreed upon between the first high level unit 101 and the second high level unit 103
through another voting process. A forwarding channel 113 couples a second low level unit 111
to the first low level unit 107. The second message is communicated from the first high level
unit 101 to the second low level unit 111 by way of the first channel 109, the first low level unit
107, and the forwarding channel 113. In some embodiments, the first low level unit 107 and the
second low level unit 111 are incapable of voting.

[0017] In some embodiments, one or more of the first high level unit 101 or the second high
level unit 103 protect the first message from unauthorized alteration, or unauthorized generation,
by generating a first data protection code based on the data content of the first message. In some
embodiments, at least two high level units such as first high level unit 101 and the second high
level unit 103 generate the first data protection code. In some embodiments, the first data
protection code is an error-checking code such as a cyclic redundancy check. Alternatively, the
first data protection code is a different data protection scheme such as a security code or data
encryption suitable for allowing processors to determine if a message has been corrupted, or is
unreliable, based on a determination that the message has been generated by an unauthorized
source. In some embodiments, the first data protection code is agreed upon between the first
high level unit 101 and the second high level unit 103 through a voting process. In some
embodiments, one or more of the first high level unit 101 or the second high level unit 103
generate a second data protection code based on the data content of the second message. In some
embodiments, the second data protection code is an error-checking code such as a cyclic

redundancy check. Alternatively, the second data protection code is a different data protection
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scheme such as a security code or data encryption suitable for allowing processors to determine
if a message has been corrupted, or is unreliable, based on a determination that the message has
been generated by an unauthorized source. In some embodiments, at least two high level units
such as the first high level unit 101 and the second high level unit 103 generate the second data
protection code. The first data protection code is different from the second data protection code.
In some embodiments, the second data protection code is agreed upon between the first high

level unit 101 and the second high level unit 103 through another voting process.

[0018] In some embodiments, the system 100 uses two different data protection codes so that a
lower level unit, such as the first low level unit 107 or the second low level unit 111, that is not
authorized to generate one of the first data protection code or the second data protection code, for
example, is prevented from generating or altering a message that corresponds with the first data
protection code or the second data protection code. For example, the second message
communicated to the second low level unit 111 is secured by the second data protection code
from alteration by the first low level unit 107. Similarly, the first low level unit 107 is incapable
of generating the second message, or a message to be communicated and processed by the
second low level unit 111 and/or the second high level unit 103, because the first low level unit
107is not authorized or is incapable of generating the second data protection code. In some
embodiments, to prevent alteration or generation of messages received or to be transmitted to a
non-corresponding high level or low level unit, the message generation capabilities of the low
level units is limited by limiting the availability of executable code (e.g., software instructions)
that make it possible for a low level unit to understand a particular data protection code, or to
generate a new data protection code, while still having the capability of forwarding and handling

both the first and second data protection code, and the corresponding first and second messages.
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[0019] In some embodiments, the first high level unit 101 and/or the second high level unit 103
are configured to determine that the first message and the second message are similar. The first
high level unit 101 communicates the first message and the second message as a single message
to the first low level unit 107 and to the second low level unit 111. The single message is,
therefore, communicated to the second low level unit 111 by way of at least the first low level
unit 107. The first data protection code and the second data protection code are communicated
with the single message to secure communications between the first low level unit 107 and the
first high level unit 101, and between the second low level unit 111 and the first high level unit
101. Sending the first message and the second message as a single message reduces a bandwidth

consumed by the system 100.

[0020] In some embodiments, the first high level unit 101 and/or the second high level unit 103
are configured to determine whether the first message is different from the second message.
Accordingly, the first message and the first data protection code are communicated together and
separately from the second message and the second data protection code, which are

communicated together.

[0021] The first low level unit 107 is configured to generate a first response message in response
to the first message. The first low level unit 107 communicates the first response message to the
first high level unit 101 by way of the first channel 109. The second low level unit 111 is
configured to generate a second response message in response to the second message. The
second low level unit 111 communicates the second response message to the first high level unit
101 by way of the forwarding channel 113, the first low level unit 107, and the first channel 109.

In some embodiments, the first data protection code is further configured to correspond with the
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first response message, and the second data protection code is further configured to correspond

with the second response message.

[0022] In some embodiments, the first high level unit 101 and/or the second high level unit 103
are configured to have voting capabilities to compare the first response message and the second
response message. The first high level unit 101 and/or the second high level unit 103 have
distribution capabilities to forward received messages to the other of the first high level unit 101
or the second high level unit 103, or other high level units that are part of the system 100 and/or
correspond to the received message. In other embodiments, the first high level unit 101, the
second high level unit 103, and/or other high level unit are configured to forward received

messages to all of the high level units.

[0023] In some embodiments, the first high level unit 101, the second high level unit 103, the
first low level unit 107, and the second low level unit 111 are periodically polled. A
performance test is configured to identify whether the first high level unit 101, the second high
level unit 103, the first low level unit 107, and the second low level unit 111 are operating
normally or are malfunctioning. The performance test is also configured to identify whether the
comparison channel 105, the first channel 109 and/or the forwarding channel 113 are in a failure
mode. For example, if the first channel 109 is determined to be in a failure mode, the system 100
reverses the flow of communication between the first high level unit 101, the second high level
unit 103, the first low level unit 107, and the second low level unit 111 such that communication
flows through a second channel 115. The second channel 115 is configured to couple the second

high level unit 103 to the second low level unit 111.

[0024] The first channel 109 is configured to remain active to facilitate communication between

the first high level unit 101, the second high level unit 103, the first low level unit 107, and the

10
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second low level unit 111 during normal operation. But, the second channel 115 provides
redundancy in the event that the first channel 109 is in the failure mode. As such, the system 100
operates normally using the first channel 109, and provides redundancy in interconnectivity

using the second channel 115.

[0025] The system 100 is configured to provide redundant and reliable communications in safety
critical systems while reducing bandwidth consumption compared to common safety critical
systems. The system 100 is additionally configured to secure communications between
corresponding high level and low level units by using individually generated data protection
codes. The system 100 is configured to employ the 2002 to 2002 communication scheme. In
some embodiments, the system 100 is capable of being modified to employ the 2003 to 2x2002
communication scheme, or other communication schemes which are applicable to

communications in safety critical systems.

[0026] Figure 2 is a diagram of a system 200 configured to provide simplified communication
redundancy and reliability for safety critical systems, in accordance with one or more
embodiments. In some embodiments, the system 200 comprises many of the features of system
100 (Figure 1). The first low level unit 107 is divided into two or more first subunits 107a and
107b. The second low level unit 111 is divided into two or more second subunits 111a and 111b.
The first high level unit 101 is configured to communicate with the first subunits 107a and 107b
by way of the first channel 109. The second high level unit 103 is configured to communicate
with the second subunits 111a and 111b by way of the second channel 115. First subunit 107a is
coupled to second subunit 111a by the forwarding channel 113. First subunit 107b is coupled to

second subunit 111b by another forwarding channel 201.

11
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[0027] In some embodiments, the first subunit 107a, first subunit 107b, second subunit 111a, and
second subunit 111b are periodically polled. A performance test is configured to identify
whether the first high level unit 101, the second high level unit 103, the first low level subunits
107a and 107b, and the second low level subunit 111a and 111b are operating normally or are
malfunctioning. The performance test is also configured to identify whether the comparison
channel 1035, the first channel 109, the forwarding channel 113, and/or the other forwarding
channel 201 are in a failure mode.

[0028] If, for example, one of the first channel 109 or the second channel 115 is determined to
be inoperable (i.e., in the failure mode) based on the performance test, the first message or the
second message is communicated to the first low level unit 107 (i.e., first subunits 107a and
107b) or the second low level unit 111 (i.e., second subunits 111a and 111b) by way of the other
of the first channel 109 or the second channel 115 determined to be operable based on the
performance test.

[0029] In some embodiments, the system 200 includes a third high level unit 203 configured to
communicate with one or more of the first high level unit 101 or the second high level unit 103
by way of at least one comparison channel 105. The third high level unit 203 is configured to be
a component that is included within the high level voting scheme such as that between first high
level unit 101 and second high level unit 103 discussed with respect to Figure 1. In the event
that either of first high level unit 101 or second high level unit 103 fails, or enters into a failure
mode, the system 200 includes the third high level unit 203 so that at least two high level units
remain in operation. For example, if all three of first high level unit 101, second high level unit
103 and third high level unit 203 are in operation, the first high level unit 101, second high level

unit 103 and third high level unit 203 are included within the high level voting scheme. If

12
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second high level unit 203 fails, then first high level unit 101 and third high level unit 203 are
included in the high level voting scheme. If third high level unit 203 fails, then first high level
unit 101 and second high level unit 103 are included in the high level voting scheme. In some
embodiments, the third high level unit 203 is configured to facilitate diagnostic polling without
impacting bandwidth consumed by communications between other units of the system 200, such
as communications between the first high level unit 101 and the first low level unit 107.

[0030] Figure 3 is a diagram of a system 300 configured to provide simplified communication
redundancy and reliability for safety critical systems, in accordance with one or more
embodiments.

[0031] In some embodiments, the system 300 comprises many of the features of system 100
(Figure 1). The first low level unit 107 is divided into two or more first subunits 107a and 107.
The second low level unit 111 is divided into two or more second subunits 111a and 111b. The
first high level unit 101 is configured to communicate with the first subunits 107a and 107b by
way of the first channel 109. The second high level unit 103 is configured to communicate with
the second subunits 111a and 111b by way of the second channel 115. First subunit 107a is
coupled to second subunit 111a by the forwarding channel 113. First subunit 107b is coupled to
second subunit 111b by another forwarding channel 201.

[0032] In some embodiments, the first subunit 107a, first subunit 107b, second subunit 111a, and
second subunit 111b are periodically polled. A performance test is configured to identify
whether the first high level unit 101, the second high level unit 103, the first low level subunits
107a and 107b, and the second low level subunit 111a and 111b are operating normally or are

malfunctioning. The performance test is also configured to identify whether the comparison

13
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channel 1035, the first channel 109, the forwarding channel 113, and/or the other forwarding
channel 201 are in a failure mode.

[0033] If, for example, one of the first channel 109 or the second channel 115 is determined to
be inoperable (i.e., in the failure mode) based on the performance test, the first message or the
second message is communicated to the first low level unit 107 (i.e., first subunits 107a and
107b) or the second low level unit 111 (i.e., second subunits 111a and 111b) by way of the other
of the first channel 109 or the second channel 115 determined to be operable based on the
performance test. The third high level unit 203 is coupled to the second subunit 111a and the
second subunits 111b by a third channel 301.

[0034] In some embodiments, the third high level unit 203 is configured to be a component that
18 included within the high level voting scheme such as between first high level unit 101 and
second high level unit 103 discussed with respect to Figure 1. In the event that either of first
high level unit 101 or second high level unit 103 fails, or enters into a failure mode, the
system 300 includes the third high level unit 203 so that at least two high level units remain in
operation. For example, if all three of first high level unit 101, second high level unit 103 and
third high level unit 203 are in operation, the first high level unit 101, second high level unit 103
and third high level unit 203 are included within the high level voting scheme. If second high
level unit 203 fails, then first high level unit 101 and third high level unit 203 are included in the
high level voting scheme. If third high level unit 203 fails, then first high level unit 101 and
second high level unit 103 are included in the high level voting scheme. In some embodiments,
the third high level unit 203 is configured to facilitate diagnostic polling without impacting
bandwidth consumed by communications between other units of the system 200, such as

communications between the first high level unit 101 and the first low level unit 107a.

14



WO 2015/193743 PCT/IB2015/051384

[0035] The third high level unit 203 is configured to relay communication between the first high
level unit 101, the second high level unit 103, the first low level unit 107 (i.e., the first sub-
units 107a and 107b), and the second low level unit 111 (i.e., second subunits 111a and 111b) by
way of the third channel 301, and one or more additional comparison channels 105 coupling the
third high level unit 203 to one or more of the first high level unit 101 or the second high level
unit 103 based on a determination that one of the first channel 109 or the second channel 115 is
inoperable.

[0036] Figure 4 is a flow chart of a method 400 of providing simplified communication
redundancy and reliability for safety critical systems, in accordance with one or more
embodiments. Method 400 begins with step 401 in which a processor such as processor 603
(FIG. 6) or a control module implemented in chip set 600, executes an instruction to determine a
first high level unit and a second high level unit are configured to have voting capabilities. At
least one comparison channel couples the first high level unit to the second high level unit. In
step 403, a first message having a first data protection code is generated by one or more of the
first high level unit or the second high level unit. In some embodiments, the first data protection
code is generated by at least two high level units such as the first high level unit and the second
high level unit. The first high level unit and the second high level unit exchange the first
message and the first data protection code, and vote on the data content of the first message via a
voting process. In step 4035, if the voting process is successful, the first message and first data
protection code are communicated from the first high level unit to a first low level unit coupled
to the first high level unit by a first channel. The first message is communicated from the first

high level unit to the first low level unit by way of the first channel.
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[0037] In step 407, a second message having a second data protection code is generated by one
or more of the first high level unit or the second high level unit. In some embodiments, the
second data protection code is generated by at least two high level units such as the first high
level unit and the second high level unit. The first high level unit and the second high level unit
exchange the second message and the second data protection code, and vote on the data content
of the second message via another voting process. In step 409, if the voting process is
successful, the second message and second data protection code are communicated from the first
high level unit to a second low level unit coupled to the first low level unit by a forwarding
channel. The second message is communicated from the first high level unit to the second low
level unit by way of the first channel, the first low level unit, and the forwarding channel. The
first data protection code and the second data protection code are configured to prevent
unauthorized alteration of the first message or the second message. In some embodiments, the
first data protection code and the second data protection code are communicated together with
the first message and the second message.

[0038] In step 411, a first response message is communicated from the first low level unit to the
first high level unit by way of the first channel. The first response message is generated by the
first low level unit in response to the first message. In step 413, a second response message is
communicated from the second low level unit to the first high level unit in response to the
second message. The second response message is generated by the second low level unit and
communicated from the second low level unit to the first high level unit by way of the

forwarding channel, the first low level unit, and the first channel.
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[0039] In step 415, the first response message and the second response message are compared
based, at least in part, on the determination that the first high level unit and the second high level
unit have voting capabilities.

[0040] Figure 5 is a process diagram of a method 500 for performance testing of a security
communication system, in accordance with one or more embodiments. In some embodiments,
the first high level unit 101 communicates a first polling message 501 to the first low level
unit 107. The first low level unit 107 responds to the first polling message 501 with a first
performance message 503 indicative of an operating condition of the first low level unit 107 in
response to the first polling message 501. The first performance message 503 is communicated
from the first low level unit 107 to the first high level unit 101. The first performance message
503 is secured by the first data protection code. In this example, the first data protection code is
illustrated as being a cyclic redundancy check (i.e., “CRC1”), but it should be understood that
the first data protection code is not so limited.

[0041] The first high level unit 101 communicates a second polling message 505 to the second
low level unit 111. The second polling message 505 is communicated to the second low level
unit 111 by way of the first low level unit 107. The first high level unit 101 first communicates
the second polling message 505 to the first low level unit 107. The first low level unit 107 relays
or forwards the second polling message 505 to the second low level unit 111. The second low
level unit 111 responds to the second polling message 505 with a second performance
message 507 indicative of an operating condition of the second low level unit 111 in response to
the second polling message 505. The second performance message 507 is communicated to the
first high level unit 101 and optionally the second high level unit 103. The second performance

message 507 is secured by the second data protection code. In this example, the second data
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protection code is illustrated as being a cyclic redundancy check (i.e., “CRC2”), but it should be
understood that the second data protection code is not so limited. The second performance
message 507 is first communicated to the first low level unit 107. The first low level unit 107
relays or forwards the second performance message 507 to the first high level unit 101. The first
high level unit 101 processes or forwards the second performance message 507 to the second
high level unit 103.

[0042] In some embodiments, a similar flow of communication occurs for other types of
message communicated between the example first high level unit 101, second high level
unit 103, first low level unit 107 and second low level unit 111.

[0043] The processes described herein for providing simplified communication redundancy and
reliability for safety critical systems may be advantageously implemented via software in
combination with hardware, hardware, firmware or a combination of software and firmware
and/or hardware. For example, the processes described herein, may be advantageously
implemented via processor(s), Digital Signal Processing (DSP) chip, an Application Specific
Integrated Circuit (ASIC), Field Programmable Gate Arrays (FPGAs), etc. Such exemplary
hardware for performing the described functions is detailed below.

[0044] FIG. 6 illustrates a chip set or chip 600 upon which or by which an embodiment is
implemented. Chip set 600 is programmed to provide simplified communication redundancy
and reliability for safety critical systems, as described herein, and includes, for example, bus 601,
processor 603, memory 605, DSP 607 and ASIC 609 components.

[0045] The processor 603 and memory 605 are incorporated in one or more physical packages
(e.g., chips). By way of example, a physical package includes an arrangement of one or more

materials, components, and/or wires on a structural assembly (e.g., a baseboard) to provide one

18



WO 2015/193743 PCT/IB2015/051384

or more characteristics such as physical strength, conservation of size, and/or limitation of
electrical interaction. It is contemplated that in certain embodiments the chip set 600 are
implemented in a single chip. It is further contemplated that in certain embodiments the chip set
or chip 600 is implemented as a single “system on a chip.” It is further contemplated that in
certain embodiments a separate ASIC would not be used, for example, and that all relevant
functions as disclosed herein would be performed by a processor or processors, e.g.,
processor 603.  Chip set or chip 600, or a portion thereof, constitutes a mechanism for
performing one or more steps of providing simplified communication redundancy and reliability
for safety critical systems.

[0046] In one or more embodiments, the chip set or chip 600 includes a communication
mechanism such as bus 601 for passing information among the components of the chip set 600.
Processor 603 has connectivity to the bus 601 to execute instructions and process information
stored in, for example, the memory 605. In some embodiments, the processor 603 is also
accompanied with one or more specialized components to perform certain processing functions
and tasks such as one or more digital signal processors (DSP) 607, or one or more application-
specific integrated circuits (ASIC) 609. A DSP 607 typically is configured to process real-world
signals (e.g., sound) in real time independently of the processor 603. Similarly, an ASIC 609 is
configurable to perform specialized functions not easily performed by a more general purpose
processor. Other specialized components to aid in performing the functions described herein
optionally include one or more field programmable gate arrays (FPGA), one or more controllers,
or one or more other special-purpose computer chips.

[0047] In one or more embodiments, the processor (or multiple processors) 603 performs a set of

operations on information as specified by computer program code related to providing simplified

19



WO 2015/193743 PCT/IB2015/051384

communication redundancy and reliability for safety critical systems. The computer program
code is a set of instructions or statements providing instructions for the operation of the
processor and/or the computer system to perform specified functions.

[0048] The processor 603 and accompanying components have connectivity to the memory 605
via the bus 601. The memory 605 includes one or more of dynamic memory (e.g., RAM,
magnetic disk, writable optical disk, etc.) and static memory (e.g., ROM, CD-ROM, etc.) for
storing executable instructions that when executed perform the steps described herein to provide
simplified communication redundancy and reliability for safety critical systems. The
memory 605 also stores the data associated with or generated by the execution of the steps.
[0049] In one or more embodiments, the memory 605, such as a random access memory (RAM)
or any other dynamic storage device, stores information including processor instructions for
providing simplified communication redundancy and reliability for safety critical systems.
Dynamic memory allows information stored therein to be changed by system 100. RAM allows
a unit of information stored at a location called a memory address to be stored and retrieved
independently of information at neighboring addresses. The memory 605 is also used by the
processor 603 to store temporary values during execution of processor instructions. In various
embodiments, the memory 605 is a read only memory (ROM) or any other static storage device
coupled to the bus 601 for storing static information, including instructions, that is not changed
by the system 100. Some memory is composed of volatile storage that loses the information
stored thereon when power is lost. In some embodiments, the memory 605 is a non-volatile
(persistent) storage device, such as a magnetic disk, optical disk or flash card, for storing
information, including instructions, that persists even when the system 100 is turned off or

otherwise loses power.
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[0050] The term “computer-readable medium” as used herein refers to any medium that
participates in providing information to processor 603, including instructions for execution.
Such a medium takes many forms, including, but not limited to computer-readable storage
medium (e.g., non-volatile media, volatile media). Non-volatile media includes, for example,
optical or magnetic disks. Volatile media include, for example, dynamic memory. Common
forms of computer-readable media include, for example, a floppy disk, a flexible disk, hard disk,
magnetic tape, any other magnetic medium, a CD-ROM, CDRW, DVD, any other optical
medium, punch cards, paper tape, optical mark sheets, any other physical medium with patterns
of holes or other optically recognizable indicia, a RAM, a PROM, an EPROM, a FLASH-
EPROM, an EEPROM, a flash memory, any other memory chip or cartridge, or another medium
from which a computer can read. The term computer-readable storage medium is used herein to
refer to a computer-readable medium.

[0051] One aspect of this description relates to a method executed by at least one processor, the
method comprises generating a first message and a first data protection code corresponding to
the first message by a first high level unit. The first high level unit is coupled to a second high
level unit by at least one comparison channel. The first message comprises content agreed upon
between the first high level unit and the second high level unit through a first voting process.
The method further comprises communicating the first message and the first data protection code
from the first high level unit to a first low level unit coupled to the first high level unit by a first
channel. The first message is communicated from the first high level unit to the first low level
unit by way of the first channel. The method additionally comprises generating a second
message and a second data protection code corresponding to the second message by the first high

level unit. The second message comprises content agreed upon between the first high level unit
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and the second high level unit through a second voting process. The method also comprises
communicating the second message and the second data protection code from the first high level
unit to a second low level unit coupled to the first low level unit by a forwarding channel. The
second message is communicated from the first high level unit to the second low level unit by
way of the first channel, the first low level unit, and the forwarding channel. The first data
protection code and the second data protection code prevent unauthorized alteration of the first
message or the second message.

[0052] Another aspect of this description relates to an apparatus comprising at least one
processor, and at least one memory including computer program code for one or more programs,
the at least one memory and the computer program code configured to, with the at least one
processor, cause the apparatus to generate a first message and a first data protection code
corresponding to the first message by a first high level unit. The first high level unit is coupled
to a second high level unit by at least one comparison channel. The first message comprises
content agreed upon between the first high level unit and the second high level unit through a
first voting process. The apparatus is further caused to communicate the first message and the
first data protection code from the first high level unit to a first low level unit coupled to the first
high level unit by a first channel. The first message is communicated from the first high level
unit to the first low level unit by way of the first channel. The apparatus is additionally caused to
generate a second message and a second data protection code corresponding to the second
message by the first high level unit. The second message comprises content agreed upon
between the first high level unit and the second high level unit through a second voting process.
The apparatus is also caused to communicate the second message and the second data protection

code from the first high level unit to a second low level unit coupled to the first low level unit by
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a forwarding channel. The second message is communicated from the first high level unit to the
second low level unit by way of the first channel, the first low level unit, and the forwarding
channel. The first data protection code and the second data protection code prevent unauthorized
alteration of the first message or the second message.

[0053] A further aspect of this description relates to a method executed by at least one processor,
the method comprises generating a first message and protecting the first message with a first
protection scheme corresponding to the first message by a first high level unit. The first high
level unit is coupled to a second high level unit by at least one comparison channel. The first
message comprises content agreed upon between the first high level unit and the second high
level unit through a first voting process. The method further comprises communicating the first
message and the first protection scheme from the first high level unit to a first low level unit
coupled to the first high level unit by a first channel. The first message is communicated from
the first high level unit to the first low level unit by way of the first channel. The method
additionally comprises generating a second message and protecting the second message with a
second protection scheme corresponding to the second message by the first high level unit. The
second message comprises content agreed upon between the first high level unit and the second
high level unit through a second voting process. The method also comprises communicating the
second message and the second protection scheme from the first high level unit to a second low
level unit coupled to the first low level unit by a forwarding channel. The second message is
communicated from the first high level unit to the second low level unit by way of the first
channel, the first low level unit, and the forwarding channel. The first protection scheme and the
second protection scheme prevent unauthorized alteration of the first message or the second

message.
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[0054] It will be readily seen by one of ordinary skill in the art that the disclosed embodiments
fulfill one or more of the advantages set forth above. After reading the foregoing specification,
one of ordinary skill will be able to affect various changes, substitutions of equivalents and
various other embodiments as broadly disclosed herein.  Although features of various
embodiments are expressed in certain combinations among the claims, it is contemplated that
these features can be arranged in any combination and order. It is therefore intended that the
protection granted hereon be limited only by the definition contained in the appended claims and

equivalents thereof.
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WHAT IS CLAIMED IS:

1. A method executed by at least one processor, the method comprising:

generating a first message and a first data protection code corresponding to the first
message by a first high level unit, the first high level unit being coupled to a second high level
unit by at least one comparison channel, the first message comprising content agreed upon
between the first high level unit and the second high level unit through a first voting process;

communicating the first message and the first data protection code from the first high
level unit to a first low level unit coupled to the first high level unit by a first channel, the first
message being communicated from the first high level unit to the first low level unit by way of
the first channel;

generating a second message and a second data protection code corresponding to the
second message by the first high level unit, the second message comprising content agreed upon
between the first high level unit and the second high level unit through a second voting process;

communicating the second message and the second data protection code from the first
high level unit to a second low level unit coupled to the first low level unit by a forwarding
channel, the second message being communicated from the first high level unit to the second low
level unit by way of the first channel, the first low level unit, and the forwarding channel,

wherein the first data protection code and the second data protection code prevent

unauthorized alteration of the first message or the second message.

2. The method of claim 1, further comprising:
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communicating a first response message from the first low level unit to the first high
level unit by way of the first channel, the first response message being generated by the first low
level unit in response to the first message; and

communicating a second response message from the second low level unit to the first
high level unit in response to the second message, the second response message being generated
by the second low level unit and communicated from the second low level unit to the first high

level unit by way of the forwarding channel, the first low level unit, and the first channel.

3. The method of claim 2, further comprising:
comparing the first response message and the second response message based, at least in
part, on a determination that the first high level unit and the second high level unit have voting

capabilities.

4. The method of claim 2, wherein the first data protection code is further configured to
correspond with the first response message, the second data protection code is further configured
to correspond with the second response message, and the first data protection code and the
second data protection code prevent unauthorized generation of the first response message or the

second response message.

5. The method of claim 1, wherein
the first message and the second message are similar and communicated as a single
message to the first low level unit and to the second low level unit by way of at least the first low

level unit, and
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the first data protection code and the second data protection code are communicated with
the single message to secure communications between the first low level unit and the first high

level unit, and between the second low level unit and the first high level unit.

6. The method of claim 1, wherein the first message is different from the second message, the
first message and the first data protection code are communicated together, and the second

message and the second data protection code are communicated together.

7. The method of claim 1, further comprising:

polling the second low level unit to conduct a performance test of the second low level
unit;

determining the first channel is in a failure mode; and

reversing communications between the first high level unit, the second high level unit,
the first low level unit, and the second low level unit to flow through a second channel, the

second channel being configured to couple the second high level unit to the second low level unit.

8. The method of claim 1, wherein the first low level unit is divided into two or more first
subunits and the second low level unit is divided into two or more second subunits, the first high
level unit is configured to communicate with the first subunits by way of the first channel, the
second high level unit is configured to communicate with the second subunits by way of a
second channel, a first portion of the first subunits is coupled to a first portion of the second
subunits by the forwarding channel, and a second portion of the first subunits is coupled to a
second portion of the second subunits by another forwarding channel, the method further

comprising:
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polling the first portion of the first subunits and the second subunits to conduct a
performance test;

determining one of the first channel or the second channel is inoperable based on the
performance test; and

communicating the first message or the second message to the first low level unit or the
second low level unit by way of the other of the first channel or the second channel determined

to be operable based on the performance test.

9. The method of claim 1, wherein the first low level unit is divided into two or more first
subunits and the second low level unit is divided into two or more second subunits, the first high
level unit is configured to communicate with a first portion of the first subunits by way of the
first channel, the second high level unit is configured to communicate with a second portion of
the first subunits by way of a second channel, the first portion of the first subunits is coupled to a
first portion of the second subunits by the forwarding channel, the second portion of the first
subunits is coupled to a second portion of the second subunits by another forwarding channel,
and a third high level unit is coupled to the first portion of the second subunits and the second
portion of the second subunits by a third channel, the method further comprising:

relaying communications between the first high level unit, the second high level unit, the
first low level unit, and the second low level unit by way of the third high level unit, the third
channel, and one or more additional comparison channels coupling the third high level unit to
one or more of the first high level unit or the second high level unit based on a determination that

one of the first channel or the second channel is inoperable based on a performance test.
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10. The method of claim 1, wherein the first low level unit and the second low level unit are

incapable of voting.

11. An apparatus comprising:

at least one processor; and

at least one memory including computer program code for one or more programs,

the at least one memory and the computer program code configured to, with the at least
one processor, cause the apparatus to:

generate a first message and a first data protection code corresponding to the first
message by a first high level unit, the first high level unit being coupled to a second high level
unit by at least one comparison channel, the first message comprising content agreed upon
between the first high level unit and the second high level unit through a first voting process;

communicate the first message and the first data protection code from the first high level
unit to a first low level unit coupled to the first high level unit by a first channel, the first
message being communicated from the first high level unit to the first low level unit by way of
the first channel;

generate a second message and a second data protection code corresponding to the
second message by the first high level unit, the second message comprising content agreed upon
between the first high level unit and the second high level unit through a second voting process;

communicate the second message and the second data protection code from the first high
level unit to a second low level unit coupled to the first low level unit by a forwarding channel,
the second message being communicated from the first high level unit to the second low level

unit by way of the first channel, the first low level unit, and the forwarding channel,
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wherein the first data protection code and the second data protection code prevent

unauthorized alteration of the first message or the second message.

12. The apparatus of claim 11, wherein the apparatus is further caused to:

communicate a first response message from the first low level unit to the first high level
unit by way of the first channel, the first response message being generated by the first low level
unit in response to the first message; and

communicate a second response message from the second low level unit to the first high
level unit in response to the second message, the second response message being generated by
the second low level unit and communicated from the second low level unit to the first high level

unit by way of the forwarding channel, the first low level unit, and the first channel.

13. The apparatus of claim 12, wherein the apparatus is further caused to:
compare the first response message and the second response message based, at least in
part, on a determination that the first high level unit and the second high level unit have voting

capabilities.

14. The apparatus of claim 12, wherein the first data protection code is further configured to
correspond with the first response message, the second data protection code is further configured
to correspond with the second response message, and the first data protection code and the
second data protection code prevent unauthorized generation of the first response message or the

second response message.

15. The apparatus of claim 11, wherein
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the first message and the second message are similar and communicated as a single
message to the first low level unit and to the second low level unit by way of at least the first low
level unit, and

the first data protection code and the second data protection code are communicated with
the single message to secure communications between the first low level unit and the first high

level unit, and between the second low level unit and the first high level unit.

16. The apparatus of claim 11, wherein the first message is different from the second message,
the first message and the first data protection code are communicated together, and the second

message and the second data protection code are communicated together.

17. The apparatus of claim 11, wherein the apparatus is further caused to:
poll the second low level unit to conduct a performance test of the second low level unit;
determine the first channel is in a failure mode; and
reverse communications between the first high level unit, the second high level unit, the
first low level unit, and the second low level unit to flow through a second channel, the second

channel being configured to couple the second high level unit to the second low level unit.

18. The apparatus of claim 11, wherein the first low level unit is divided into two or more first
subunits and the second low level unit is divided into two or more second subunits, the first high
level unit is configured to communicate with the first subunits by way of the first channel, the
second high level unit is configured to communicate with the second subunits by way of a
second channel, a first portion of the first subunits is coupled to a first portion of the second

subunits by the forwarding channel, and a second portion of the first subunits is coupled to a
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second portion of the second subunits by another forwarding channel, and the apparatus is
further caused to:

poll the first portion of the first subunits and the second subunits to conduct a
performance test;

determine one of the first channel or the second channel is inoperable based on the
performance test; and

communicate the first message or the second message to the first low level unit or the
second low level unit by way of the other of the first channel or the second channel determined

to be operable based on the performance test.

19. The apparatus of claim 11, wherein the first low level unit is divided into two or more first
subunits and the second low level unit is divided into two or more second subunits, the first high
level unit is configured to communicate with a first portion of the first subunits by way of the
first channel, the second high level unit is configured to communicate with a second portion of
the first subunits by way of a second channel, the first portion of the first subunits is coupled to a
first portion of the second subunits by the forwarding channel, the second portion of the first
subunits is coupled to a second portion of the second subunits by another forwarding channel,
and a third high level unit is coupled to the first portion of the second subunits and the second
portion of the second subunits by a third channel, and the apparatus is further caused to:

relay communications between the first high level unit, the second high level unit, the
first low level unit, and the second low level unit by way of the third high level unit, the third
channel, and one or more additional comparison channels coupling the third high level unit to
one or more of the first high level unit or the second high level unit based on a determination that

one of the first channel or the second channel is inoperable based on a performance test.
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20. The apparatus of claim 11, wherein the first low level unit and the second low level unit are

incapable of voting.

21. A method executed by at least one processor, the method comprising:

generating a first message and protecting the first message with a first protection scheme
corresponding to the first message by a first high level unit, the first high level unit being
coupled to a second high level unit by at least one comparison channel, the first message
comprising content agreed upon between the first high level unit and the second high level unit
through a first voting process;

communicating the first message and the first protection scheme from the first high level
unit to a first low level unit coupled to the first high level unit by a first channel, the first
message being communicated from the first high level unit to the first low level unit by way of
the first channel;

generating a second message and protecting the second message with a second protection
scheme corresponding to the second message by the first high level unit, the second message
comprising content agreed upon between the first high level unit and the second high level unit
through a second voting process;

communicating the second message and the second protection scheme from the first high
level unit to a second low level unit coupled to the first low level unit by a forwarding channel,
the second message being communicated from the first high level unit to the second low level
unit by way of the first channel, the first low level unit, and the forwarding channel,

wherein the first protection scheme and the second protection scheme prevent

unauthorized alteration of the first message or the second message.

33



PCT/IB2015/051384

WO 2015/193743

1/6

el
l/

¢y
13A3T MOT

/I L

¢d
13AITHOMH

I
1IATTMOT

/ €0l

/ 601

/I 101

2<|
13AITHOMH

) \

/ 001

l Ol



PCT/IB2015/051384

WO 2015/193743

2/6

/ Gl

|

2
8713731 MOT
0T ~_|
Y
g 13ATTMOT
90k ~_|
e
2
¥13A31 MOT
el ~_|
Y
¥13IATTMOT

e ———————————F

€0¢

\\

e
13AITHOMH

¢d
13AITHOMH

/ €0l

/ 601

/ e/0l

2<|
13AITHOMH

T\ 50

/ 00¢

10l \

¢ 9l



PCT/IB2015/051384

WO 2015/193743

3/6

2
8713731 MOT
0T ~_|
Y
g 13ATTMOT
90k ~_|
e
2
¥13A31 MOT
el ~_|
Y
¥13IATTMOT

e

13AITHOMH

¢d

13AITHOMH

/ €0l

/ e/0l

/ 601

2<|

13AITHOMH

10l \

T\ 50

/ 00¢€

€ Ol



PCT/IB2015/051384

WO 2015/193743

4/6

and

JOVSSIN 3SNOJSIY
ANOD4S ANV 3OVSSaN
dSNOJdS3Y LSHId FdvdNOD

A

dSNOdS3d
ANOD4S ALVIINNNINOD

|~ e

A

dSNOdS3d
1SdId 31VOINNNINOD

A

3003 NOILO310dd
V1vd ANOO4S ANV 3OVSSIN
ANOD4S ALVIINNNINOD

A

3003 NOILO3410dd
vV1vd ANOJ4S ANV |~ L0¥
JOVSSIN ANOD3S 310N ANV
41VdINTO A1LN3AN3d3ANI
A
3d02 Sov
NOILO3LOYd VIVA LSHId ANY |~
JOVSSIN LSdId 31VOINNNNOD
#
3003 NOILO3.10dd V1vd 1Sy c0v
ONV 3OVSSIN 1SHI4 JLOAANY |~
41VdINTO A1LN3AN3d3ANI
*
S3AILNEVdvO |~ 0¥
ONILOA ANINY313d
7 007
1Yv1S
¥ Ol



PCT/IB2015/051384

WO 2015/193743

5/6

|
|
|
|
|
|
|
|
|

10G

NOmQ yim Z ssucdsey vm_ﬁmzcow

}{ 10§

 lowoum L ssuodsey|

NOmo yisa g jlod vm?@éom

|
|

—_ 50§

T €05

- 608

oD M Z jied

LU0 Y | fjled

-._/ 10S

- /05

-]
Y 927 JamoT]

13-
Y [PART 19MOT

Ld 18a97 18ybiH
1

. 24 [easT JayBiy

\
N L

\
N 101

N 10l

\
N €0l
/ 009G

¢ Ol



PCT/IB2015/051384

WO 2015/193743

6/6

G09 AMOWAN
A
A
109 snd
'y y Y A
v A 4 Y
. __ £00
609 OISV £09 dsd ¥0SS300Yd

90l



International application No.

PCT/1B2015/051384

INTERNATIONAL SEARCH REPORT

A. CLASSIFICATION OF SUBJECT MATTER
IPC: GO6F 11/14 (2006.01), GO6F 15/163 (2006.01), HO4L 12/58 (2006.01), HO4L 29/14 (2006.01)

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
IPC: GOGF 11/14 (2006.01), GO6F 15/163 (2006.01), HO4L 12/58 (2006.01), HO4L 29/14 (2006.01)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic database(s) consulted during the international search (name of database(s) and, where practicable, search terms used)

Keywords: trip; 2002; 2003; voting; protection; compare; processor, message; channel; logic;
Databases: Questel Orbit, Google Patents

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A [US7130703 B2 (Ott et al.), 31 October 2006 (31-10-2006) 1,11,21
* Abstract; Fig. 2; column 1 line 15-column 12 line 44; claims 1-12

A [US7010450 B2 (Law et al.), 07 March 2006 (07-03-2006) 1,11,21
* Abstract; Fig. 2; column 1 lines 25-column 4 line 40; column 9 line 61-column 12 line 53

A US20110202163 Al (Kim et al.), 18 August 2011 (18-08-2011) 1,11,21
* Abstract, Figs. 2, 3; paragraphs [0010-0014, 0030-0053]; claims 1-2

A US20120096314 Al (Motika et al.), 19 April 2012 (19-04-2012) 1,11,21
* Abstract; Fig. 1; paragraphs [0004-0009, 0025-0026]; claim 1

A Vittal, et al. "Transient instability risk assessment." IEEE Power Engineering Society Summer 1,11,21
Meeting, 31 December 1999 (31-12-1999), Vol. 1, pages 206-211
* section 3.2

I Further documents are listed in the continuation of Box C. W See patent family annex.
*  |Special categories of cited documents: “T” |later document published after the international filing date or priority
“A” |document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
“E” |earlier application or patent but published on or after the international “X” |document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
“L” |document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other “Y” |document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
“0” |document referring to an oral disclosure, use, exhibition or other means combined with one or more other such documents, such combination
being obvious to a person skilled in the art
“P” |document published prior to the international filing date but later than “&” |document member of the same patent family
the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report
08 September 2015 (08-09-2015) 22 September 2015 (22-09-2015)
Name and mailing address of the ISA/CA Authorized officer
Canadian Intellectual Property Office
Place du Portage I, C114 - 1st Floor, Box PCT Leslic Yeow (819) 934-0345
50 Victoria Street
Gatineau, Quebec K1A 0C9

Facsimile No.: 001-819-953-2476

Form PCT/ISA/210 (second sheet ) (January 2015)



INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/1B2015/051384

Patent Document Publication Patent Family Publication

Cited in Search Report Date Member(s) Date

Us7130703B2 31 October 2006 (31-10-2006) US2004255013A1 16 December 2004 (16-12-2004)
CN1536457A 13 October 2004 (13-10-2004)
CN100445907C 24 December 2008 (24-12-2008)
DE102004016929A1 25 November 2004 (25-11-2004)
GB0407892D0 12 May 2004 (12-05-2004)
GB2400688A 20 October 2004 (20-10-2004)
HK1068967A1 11 May 2007 (11-05-2007)
JP2004310779A 04 November 2004 (04-11-2004)
JP4557588B2 06 October 2010 (06-10-2010)

US7010450B2 07 March 2006 (07-03-2006) US2004199364A1 07 October 2004 (07-10-2004)
CN1570793A 26 January 2005 (26-01-2005)
CN100485557C 06 May 2009 (06-05-2009)
CN1619444A 25 May 2005 (25-05-2005)
CN102890504A 23 January 2013 (23-01-2013)
DE102004015616A1 04 November 2004 (04-11-2004)
GB0407443D0 05 May 2004 (05-05-2004)
GB2400456A 13 October 2004 (13-10-2004)
GB0407444D0 05 May 2004 (05-05-2004)
GB2403819A 12 January 2005 (12-01-2005)
HK1068969A1 22 September 2006 (22-09-2006)
HK1071609A1 16 March 2007 (16-03-2007)
JP2004310767A 04 November 2004 (04-11-2004)
JP4511861B2 28 July 2010 (28-07-2010)
JP2013229053A 07 November 2013 (07-11-2013)
JP5715199B2 07 May 2015 (07-05-2015)
JP2004310769A 04 November 2004 (04-11-2004)
JP2010218565A 30 September 2010 (30-09-2010)
US2004199351A1 07 October 2004 (07-10-2004)
US6898542B2 24 May 2005 (24-05-2005)

US2011202163A1 18 August 2011 (18-08-2011)  US2011202163A1 18 August 2011 (18-08-2011)
CN102217004A 12 October 2011 (12-10-2011)
EP2343712A2 13 July 2011 (13-07-2011)
KR20100044544A 30 April 2010 (30-04-2010)
KR100980043B1 06 September 2010 (06-09-2010)
W02010047542A2 29 April 2010 (29-04-2010)

US2012096314A1 19 April 2012 (19-04-2012) US2012096314A1 19 April 2012 (19-04-2012)
US8769360B2 01 July 2014 (01-07-2014)

Form PCT/ISA/210 (patent family annex ) (January 2015)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - wo-search-report
	Page 42 - wo-search-report

