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(57) Abstract: Described is an aggregation device comprising a plurality of virtual network interface cards (vNICs) and an
input/output (I/O) processing complex. The vNICs are in communication with a plurality of processing devices. Each processing
device has at least one virtual machine (VM). The I/O processing complex is between the vNICs and at least one physical NIC. The
I/O processing complex includes at least one proxy NIC and a virtual switch. The virtual switch exchanges data with a processing
device of the plurality of processing devices via a communication path established by a vNIC of the plurality of vINICs between the
at least one VM and at least one proxy NIC.
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SYSTEMS AND METHODS FOR
INPUT/OUTPUT VIRTUALIZATION

FIELD OF THE INVENTION
[8091] The present invention relates generally to virtualized networks, and more specifically,

to systems and methods for input/output (VO) virtualization.

BACKGROUND
(80823 Data centers are generally centralized facilities that provide Internet and intranet

services supporting businesses and organizations. A typical data center can house various types
of electronic equipment, such as computers, domain name system (DNS) servers, network
switches, routers, data storage devices, and s0 on. A given data center can have hundreds or
thousands of interconnected server nodes communicating with each other and external devices
via a switching architecture comprising switches, routers, etc. Prata centers can be configured for
virtualization, permitting the server nodes to share network interface cards (NICs), hard disk
drives, or other hardware. Virtualized environments typically require less hardware, thereby

reducing power, floor space, cabling, and costs associated of running a data center.

BRIEF SUMMARY OF EMBODIMENTS

80031 In sccordance with an aspect, provided is an aggregation device comprising a
plurality of virtual network interface cards (vNICs) and an input/output (V0) processing
complex. The vNICs are in communication with a plurality of processing devices, Hach

processing device has at least one virtual rnachine (VM). The VO processing complex is
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logically between the vINICs and at least one physical NIC. 'The VO processing complex
includes at least one proxy NIC and a virtual switch. The virtual switch exchanges data with a
processing device of the plurahity of processing devices via a communication path established by
a vINIC of the plurality of vNICs between the at least one VM and at Jeast one proxy NIC.
[6004] Tn accordance with another aspect, there is provided a server aggregation system
coraprising a plurality of server nodes and an aggregation device. Fach server node has af Jeast
one virtual reachine (VM). The aggregation device is coupled hetween the plurality of server
nodes, and includes a plurality of virtual network interface cards (vNI(Cs) 1o communication with
the server nodes; and an input/output (1/0) processing complex. The VO processing complex
includes at least one proxy NIC and a virtual switch that exchanges data with a server node of the
phurality of server nodes via a communication path established by a vNIC of the plurality of
vINICs between the at least one VM and at least one proxy NIC.

[6085] In accordance with an aspect, there is provided a method of performing an ¥O
operation in a virtualized netwaork. The method comprises creating a virtual switch at an
aggregation device and forming a communication path between a virtual machine at a server
node and the virtual switch at the aggregation device.

[8006] In accordance with an aspect, there is provided a computer program product
comprising a computer readable storage medium having computer readable program code
embodied therewith. The computer readable program code comprises computer readable
program code configured to create a virtual switch at an aggregation device; and computer
readable program code configured to form a communication path between a virtual machine at a
server node and the virtual switch at the aggregation device.

(80071 In accordance with an aspect, there is provided a method for reducing overhead
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associated with an VO virtualization operation, comprising: constructing and arranging a virtual
switch at a server node aggregation device; and forming a data path over a communication
chanuel between one or mere server node virtual machines and a physical device in
corpmunication with the virtual switch.

[6008] Tn accordance with an aspect, there s provided an aggregation system, comprising: a
plurality of virtual machines at one or more processing devices; and an input/output (V0O)
processing complex in communication with the one or more processing devices. The VO
processing complex includes a virtual switch. The IO processing complex establishes a data
path over a commumication channel between a virtual machine of the one or more virtual

machines and the virtual switch.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

[6089] ‘The above and further advantages of this invention may be better understood by
referring to the following description in conjunction with the accompanying drawings, in which
like numerals indicate like structural elements and features in various figures. The drawings are
not necessarily to scale, emphasis instead being placed upon illustrating the principles of the
invention.

[G016] FI(G. 148 a block diagram of a conventional server node;

(8011} FIG. 2 is a block diagram of a computing infrastructure including a plurality of server
nodes in communication with an aggregation system, in accordance with an embodiment;
[8012] FIG. 3 is a block diagram of an IO processing complex, in accordance with an
embodiment;

[$013] FIG. 4 8 a flowchart illustrating a method for electronic communication between a



WO 2014/004060 PCT/US2013/044914

server pode and an aggregation systern, in accordance with an emnbodiment;

[¢014] FIG. 5 is a flowchart illustrating a method for electronic communication between a
virtual switch and a destination server node, in accordance with an embodiment;

[6015] FIG. 6 is an illustration of data flow paths in a computing infrasiructure, in
accordance with another emnbodiment; and

[6016] FIG. 7 is an illustration of data flow paths in a computing infrastructure, in

accordance with another ernbodiment.

DETAILED DESCRIPTION

(6017} In the following description, specific details are set forth although it shouid be
appreciated by one of ordinary skill that the systems and roethods can be practiced without at
least some of the details. In some instances, known features or processes are not described in
detail so as not to obscure the present invention.

[(018] FIG. 1 is a block diagram of a conventional server node 112. The server node 112
include one or more processors 102, for example, microprocessors, central processing units
{{"PUs), graphics processing units {GPUs), digital signal processors (ID5Ps), application-specific
integrated circuits { ASICs), memory controllers, mulii-core processors, bus adapters, and other
types of data processing devices, or combinations of these and other devices.

[0019] The server node 112 also inchudes a local memory 104 and a network interface card
(NIC) 164, The local memory 104 can include non-volatile or volatile memory, for exampie,
dynamic random access memory (DRAM) or static RAM (SRAM). The NIC 164 can include an
Fihernet, peripheral component interconnect express (PCle), or other network connector 118 for

establishing an electronic communication with a switching device, for example, a network switch
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Or router.

(6020} The server node 112 can be configured for virtualization. Accordingly, provided at
the local meroory 104 can inchude one or more virtual machines {VYMs) 114-1, 114-2 {genersaily,
114}, permitting different processing environments (o occur at the server node 112, The VMs
114-1, 114-2 can include an operating system 154-1, 154-2 (generally, 154) corresponding to a
virtual machine 152, a guest device driver 156-1, 156-2 (generally, 156), and a virtual network
interface card (VNIC) 158-1, 158-2 (generally, 158), respectively. The server node 112 includes
a hypervisor 160 that provides a virtualization abstraction of physical elements of the server node
112, thereby permitting the VMs 114 to share hardware resources, for example, the NIC 164.
The VMs 114 can commumicate with the hypervisor 160 using an ¥/ virtualization framework
such as virtio.

6021} Each guest operating systern 154-1, 154-2 can execute program code corresponding
to one or more applications. This feature is desirable in a data center environment, where one
customer can run a set of applications at a first virtualization environment including the YM 114-
1, while another customer can run a set of different applications at a second virtualization
environment including the VM 114-2. The hypervisor 160 can include a virtual switch 162, or
vswitch, that provides network connectivity within the virtualization environments so that the
applications running at the YMs 114-1, 114-2 can communicate within the virtual network. In
addition to routing, the virtual switch 162 at the server nede 112 can provide other features such
as packet inspection and security controls, for example, access control fists (ACL) for network
firewalls.

(8022} The hypervisor 166 and the virtual switch 162 perform IO virtualization operations at

the server node 112, which can inchude the use of a slow and processor-intensive “world switch”
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between the VMs 114, Virtual switching at the hypervisor 160 in this manner adds overhead and
degrades VM ¥/0 performance, resulting in inefficient utilization of bandwidth, CPU resources,
and also resulting in high latency. Inconsisient CPU utilization can oceur, sinee the virtual

switch 162 can assume CPU cycles intended for a client application under one VM, e.g., VM

S

114-1, which can affect applications running at another VM, e.g., VM 114-2.

[(623] To order to reduce CPU overbead and traffic latency associated with virtualized
environments, there is a desire to provide a direct pass-though of NIC devices to guest virual
machines. However, doing so requires bypassing the hypervisor 160 and virtual switch 162,
resulting in Hmitations with respect to functionality and security oifered by the virtual swiich
162.

6024} The present inventive concepts provide an aggregation system and method for
reducing overhead associated with VO virtualization operations performed between server node
VMs and physical devices such as Ni{s, basic input output system (BI0S), host bus adapter
{HBA} hard drives, and the like, by constructing and arranging a virtual switch at a server node
aggregation system and forming a data path over a communication channel {e.g., a PCle
connection or the like) from the server node VMs to the server node aggregation system. A
virtual switch at a server node aggregation sysiem offloads virtual switching functions from a
hypervisor at a server node.  In doing so, CPU-intensive processing related to ¥} virtualization
operations af a server node 5 reduced, since the hypervisor’s role in such operations is reduced
or ehiminated. Virtual networks can therefore extend to an aggregation device, providing
scalability at a data center or other environment requiring large-scale communications between
elecironic devices. The virtual switch is not limited with respect to processing ACLs, monitoring

security between virtual machines, or related to routing decisions, tunneling, for example, 1P or



WO 2014/004060 PCT/US2013/044914

generic routing encapsulation {(GRE) tunneling, or related features at a virtualized host. Instead,
such features are made available at the server node aggregation systen.

[3025] As described above, YMs at the attached server nodes can comununicate with a
hypervisor using virtio (a virtualization framework for ¥O known in the art). Embodiments of
the present inventive concepts establish that when an YO operation is performed, the
hypervisor’s role is reduced or eliminated with respect to /O, Instead, hardware can be provided
i perform the VO operations of VMs, for example, establishing a direct coramunication between
the ¥Ms and the server node aggregation system, reducing I/ latency and CPU resources
otherwise consumed by the VM. Instead, the server node aggregation system communicates
with the local memories of the interconnected server nodes, for example, to read/write data in an
VO operation. The server node aggregation system can include an input/output memory
management unit (OMMU). The IOMMU can be controlied by the hypervisor, for example to
provide memory protection, while facilitating a pass-through across the hypervisor, for example,
when performing a direct memory access (DMA) operation. This feature can eliminate memory-
to-memory data copies from occurring under the direction of the hypervisor. Another feature is
that a vINIC can be made available to a guest at a virtualized server node, permitting a direct
attachment to the aggregation system without intervention by a hypervisor.

[8026] FI(G. 2 is a block diagram of a computing infrastructure including a plurality of server
nodes 212-1 through 212-N {generally, 212} in communication with an aggregation system 200,
in accordance with an embodiment.

[8027] The aggregation system 200 includes a plurality of vNICs 222-1 to 222-N (generally,

' or related

2223, a switch fabric 224 and an /O processing complex 226. The server nodes 2

rocessing devices, can rely on the ageresation system 200 to share physical devices such as a
) o & = .
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NIC 242, or share memory, BIOS, or other computer hardware components in communication
with the aggregation gystem 300.

[8028] The switch fabric 224 includes a pharality of O ports (nol shown) that exchange data
or other electronic information between the server podes 212-212-N and/or one or more
electronic devices 252 in communication with the aggregation system via a network router 324
and the like. The switch fabric 224 can include a switching configuration, for example, a
crossbar, for moving data between the YO ports, as is well-known to those of ordinary skill in the
art. The switch fabric 224 and the VO processing complex 226 can be interconnected via an 143
conumunication channel 227, which provides bandwidth for exchanging data between output
ports at the switch fabric 224 and the V0 processing complex 226.

[e029] The ¥ processing complex 226 processes data exchanged between the server nodes
212 and one or more external electronic devices, for example, a remote electronic device 252, In
an embodiment, the I/{} processing complex 226 includes a network processor for exchanging
data between server nodes 212 and/or the remote electronic device 25Z. In another embodiment,
the 1/ processing complex 226 includes a multiplexer and other logic for performing data
transfers to and from the switch fabric 224 in accordance with a control plane processor (not
shown} at which the plurality of vNICs 222-1 to 222-N (generally, 222} can be provided. Here,
the 1O processing complex 226 can serve as a staging area for transmitting data into and out of
the aggregation system 200, for example, between two or more server nodes 312, or between a
server node 212 and the remote computing device 2352,

[8030] Hach vNIC 222 can be connected to a virtual switch at the KO processing complex
226 described in detail below. Each vINIC 222 can logically connect a VM 252 at a server node

217 to a port at a virtual switch at the VO processing complex 226, This can be achieved by
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establishing a communication path via a PCle connection 214 or refated network connection
between the vNIC 222 and a vNIC interface 258-1 to 258-N {generally, 258) at the serves node
222 and exchanging data through the vINIC wnterface 258, Hach vNIC 222 can be assigned an
address, {for example, a MAC address and/or an IP address.

80631} The server nodes 212-1 through 212-N (generally, 212) can be single socket servers
or other low-power processor-based servers. The server nodes 212 can be configured as a
processor cluster or other well-known arrangement. The server nodes 2172 can be configured to
include one or more virtualization environments, for example, described herein. The server nodes
212 can maintain ring buffers and the like defined in the memory 204 for processing the data for
performing a data transmit and/or receive operations.

(0321 The server nodes 212 can each include at least one processor 202, which can include
one or more microprocessors, CPUs, GPUs, SPs, ASICs, memory controllers, multi-core
processars, or other data processing devices, or combinations of clements thereof.

[8033] ‘The server nodes 212 each includes a local memory 204. The local memory 204 can
be non-volatile or volatile memory, for example, one or more channels of DRAM or static RAM
{SRAM). The server nodes 112 can each include an V(0 logic {not shown) including a
southbwidge or related VG controller for managing data transfers between the server node 212
and the aggregation system 200, and for performing other ¥/0 functions known to those of
ordinary skill in the art. 'The VO logic can include an Ethernet interface, a PCle interface, and/or
other network connectors, interfaces, and the like for communicating via a unidirectional or bi-
directional communication path 214 with the aggregation systern 200.

[8034] Stored at the local memory 204 can include program code, such as program code

related to one or more YMs 252, operating systems (not shown) , and software applications (not
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showny, for example, customer applications in a data center environment.

[0035] The local memory 204 of a server node 212 can include at least one vNIC interface
258-1, 258-N (generally, 258). Bach vNIC interface 258 s constructed and arranged to establish
communications between one or more VMs 252 at a server node 112 and a vNIC 222 generated
at the aggregation system 200. In an ermnbodiment, a 111 relationship is established between a
vINIC interface 258 and a corresponding vNIC 222, In another embodiment, an N:1 relationship,
where N is an integer greater than 1, is established between vINIC interfaces 258 and a vINIC 222,
(80361 A VNI interface 258 can include a set of registers including data for controlling a
corresponding VNIC 222, A vNIC interface 258 can include a virtual DMA engine for
transferring data between the server node memory 204 and the aggregation system 200. The
vINIC interface 258 can include a mailtbox to communicating with the corresponding vINIC 222,
for example, informing the vINIC 222 that data sent to the VINIC 222 is to be processed. The
VNI interface 258 can include an interrupt generator that provides an interrupt to the CPU 2072.
For example, the CPU 202 may be interrupted indicating the arrival of data.

(806371 A vINIC interface 258 can provide a notification to a corresponding VINIC 222 over a
PCle bus or other communication path 214, indicating that data is moved to a local memory 204
at a server node 212 for transmission. VM VO is sent directly to the 1/0 processing complex 226,
more specifically, a virtual switch at the /0O processing complex 226, via the vINIC interface 258
and its corresponding vINIC 222,

[B8038] In an embodiment, the ¥YMs 252 communicate with the hypervisor 260 according 1o a
consortium-provided standard such as virtio. In another embodiment, the ¥YMs 252
communicate with the hypervisor 260 according to a proprietary communication. Regardless of

the manner of communication between YMs 252 and the hypervisor 260, 1O operations can be

10
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performed via communications between the VMs 252 and a virtual switch (not shown} at the VO
processing complex 226 with little or no intervening V(-related communication performed by
the hypervisor 260.  Accordingly, this feature can improve O performance and reduce latency
related (o data transfers between the VMs 252 and the VO processing complex 226.

[6039] FIG. 3 48 a block diagram of an 0 processing complex 226, in accordance with an
erabodiment, tor example, shown in FIG. 2. The VO processing complex 226 can include a
processor 302, a memory device 304, at least one proxy NIC 306, and at least one virtual switch
308.

[6040] The processor 302 executes program code for performing the functions of the VG
processing complex 226, for example, functions related to the virtual switch 308 such as
directing data to a proxy NIC 306 based on a destination address associated with a data packet,
and coordinating data transfers with the memory device 304 and between the server nodes 212
and/or external devices via NiCs 242, The processor 302 can include one or more CPUSs, GPUs,
DSPs, ASICs, memory coniroliers, multi-core processors, or other types of data processing
devices, or combinations of elements thereof. The processor 302 can be used by the virtual
switch 308 and/or one or more proxy NiCs 306 in conumunication with the virtual switch 308.
[8041] ‘The memory device 304 can store a set of descriptors and/or data for processing by
the virtual switch 308. The memory device 304 can maintain buffers, for example, receive
butfers, for the NICs 242, The processor 302 can stream data to the virtual switch 308, This
feature can eliminate the need to copy buffers, which can be used in place by creating new
descriptors pointing 1o an original buffer in the memory device 304, In an embodiment, the
memary device 304 is part of the YO processing complex 226. In another embodiment, the

memory device 304 is separate from the /0 processing complex 226 and positioned elsewhere,

11
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for example, another focation at the aggregation system 200. The memory 304 can include rules,
ACLs, or related criteria comprising executable CPU code and data that can be used by the
virtual switch 308 for processing the data, for exaraple. The rules, ACLs, and the like can be
processed to determine conditions under which data can be forwarded to a destination, for
example, whether to deny or forward data, where to forward the data, or other information on
how to process a packet containing the data

(80421 Fach proxy NIC 306 is constructed and arranged to communicate directly with a
vINIC 222, for example, in a 1:1 relationship. A vINIC 222-1 can establish a communication with
a proxy NIC 306 under the control of the processor 302 according to destination information for
the data received from a corresponding source server node 212-1. The vNIC 222-1 can send a
request to the proxy NIC 306 for availability to receive data. The proxy NIC 306 cansend a
response indicating that it can receive the data. Otherwise, the vINIC 222-1 can wait until the
proxy NIC 306 is available to process data received from the vINIC 222-1. The vNIUC 222-1 and
the proxy NIC 306 can enter a poll mode, whereby the proxy NIC 306 can receive periodic polls
regarding memory focation status, and a request for availability to receive and process data from
the vINI{C 222-1.

[8043] ‘The proxy NIC 306 can place data in the memory 304 and/or retrieve data from the
memaory 304 during a data transfer operation. The proxy NIC 306 can generate a notification o
the virtual switch 308 indicating that data is available at the memory device 304 {or processing.
The proxy NIC 306 can also retrieve data from the memory device 304 for processing by the
virtual switch 308 and for outputting to a destination. The proxy NIC 306 can allocate data io
the memory 304 after determining that sutficient memory locations are available. The processor

302 can manage the allocation of the data to the memory 304 by the proxy NIC 306.

12
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(G044 The virtual switch 308 processes data packets, frames, cells, or other units of dats,
from the memory 304 or the proxy NIC 306. The virtual switch 308 can route the data to its
destination according to header information of a packet, frame, and the like. The virtual switch
308 can provide logical connections among the VMSs 252 at the server nodes 212 and/or between
YMs 252 and physical devices, for exarople, physical NIC 242 or related output device. The
aggregation system 200 can include multiple virtual switches 308, each associated with different
proxy NICs 306. A data path to a virtaal switch 308 from a proxy NIC 306 can provide
destination information used by the virtual switch 308 to route received data. The virtual switch
308 can perform other functions known to those of ordinary skill in the art for example, packet
classification, packet inspection and security controls, for example, ACLs, for network firewalls,
and so on. The virtual switch 308 can process data according 1o a rules engine (not shown), for
example, firewall rules establishing when to drop or forward data packets.

[(045] FHG. 4 15 a tlowchart illusirating a method 400 for electronic conuynunication between
a server node and an aggregation system, in accordance with an embodiment. In describing the
method 400, reference is made to a server node 212 and the aggregation system 2(X) described
with reference to Fi(Gs. 2 and 3. The method 400 can be governed by instructions that are stored
in a local memory 204 of one or more server nodes 212 and/or the aggregation system 200 of
FiGs. 2 and 3. Some or all of the method 400 can be performed on-die, at an ASIC, a system-
orr-a-chip (8OC), or related device.

[3046] At block 402, a cell, packet, frame or other fixed length or variable length unit of data
can be provided to the focal memory of a server node, for example, source server node 212-1, for
output to a destination, for example, server node 212-N or an external electronic device 232,

The CPU 202 of the source server node 212-1 can generate a descriptor or related information

13
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regarding the data in the local memory to be ouiput from the server node 212, The descriptor
can include a command, a scatter-gather list, and the like related to the data to be transferred to
the aggregation system 200. The descriptor information can identify a location in the server
node local oemory 204 where the data contents reside, a destination address where the data is (o
be transmitied, the number of byies of data to move, and/or other relevant information for
ransmitting the data to a destination electronic device.

(60471 At block 404, a notification can be gencrated by the vNIC fnterface 258-1 of the

source server node 212-1 that data is in the local memory 204 and is available for transmission.

tramsmission. The CPU 202 can generate a maiibox write or related event notification that is sent
to the vNIC 222-1 via the vNIC interface 252-1 over a communication path 214, e.g., a PCIE
bus.

(048] At block 406, the vNIC 222-1 reads and processes the descriptor to determine a
destination address or related information. Alternatively, meta information can be provided with
a transmit descriptor or packet that identifics a destination port. Accordingly, the vNIC 222-1
determines that data is available for transfer.

[8049] At block 408, the vNIC 222-1 can use the destination information to identily a proxy
NIC 306 that communicates with an interface at a particular virtual switch 30¥ for processing
data from the source server node 212-1. The vINIC 222-1 can communicate with the proxy NIC
306 according to a mode of communication. In accordance with one mode, the vNIC 222-1 can
establish a direct cornmunication with the proxy NIC 206, regardless of the state of the proxy
NIC 306, for example, regardless of whether there is an available buffer location for the data. In

accordance with another mode, a determination can be made whether a buffer location is

14
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available for the data. If so, a communication path is established between the vNIC 222-1 and the
proxy NIC 306. The O processing complex 226 can be manually or automatically configured
for at least one mode of communication. Accordingly, a data path can be formed from the data
origin, for example, a VM 252 at the source server node 212-1, to the proxy NIC 306, which in
rn communicates with the virtual switch 308, See, for example, data path 602 shown in FIG. 6.
The vINICs 222 are constructed and arranged to output data from an associated VM 252 to the
virtual switch 308 along the data path.

[B05¢] At block 410, the proxy NIC 306 can transfer the data to a buffer at the memory
device 304 for subseguent processing by the virtual switch 308, The vNIC 222-1 can fetch
descriptors {rom the server node local memory 204, and, accordingly, move the data over the
established data path to the memory device 304 under the direction and control of the proxy NIC
306,

{68051 ] At block 412, the proxy NIC 306 generates a notification informing the virtual switch
308 of data at the memory device 304 that can be processed by the virtual switch 308.

(00521 At block 414, the virtual switch 308 can process the data, for example, inspecting
data packets and the like. The virtual switch 308 can examine the data to determine whether it
should be filtered or forwarded according to the descriptor and/or header information. The
virtual switch 308 can coordinate the transfer of data between one or more proxy NICs 306 and
one or more destination server nodes 212 memory and/or remote computing devices 252, for
example, according to a predetermined policy. The virtual switch 308 can identify the source of
the data from the proxy NIC 306, permitting the virtual switch 308 to perform functions such as
maintaining ACLs, packet inspection, and the like. The virtual switch 308 can apply

predetermined rules, process destination MAC addresses, and perform other virtual switch
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functions known to those of ordinary skill in the art. In this manner, processor-intensive
operations related o a server node hypervisor can be reduced or eliminated. Also, issues related
to variable loads, for example, CPU resources allocated to a virtual machine being consumed by
other processes, can be avoided.

(60531 FIG. 548 a flowchart dlustrating a method 500 for electronic communication between
a virfual switch and a destination server node, in accordance with an embodiment. In describing
the method 500, reference is made to FIGs. 2-4. The method 500 can be governed by
instructions that are stored in a local memory 204 of one or more server nedes 212 and/or the
aggregation system 200 of FiGs. 2 and 3. Some or all of the method 500 can be performed on-
die, at an ASIC, a system-on-a-chip (8OC), or a related device.

[6054] The virtual switch 308 receives data from the proxy NIC 306, which in turn can
retrieve the data from the memory 304. The virtual switch 308 can classify, route, or otherwise
process the data, for example, for forwarding the data to a destination server node 212-N or
remote computing device 252. The virtual switch 308 can perform other well-known virtual
switch functions such as packet encapsulation/decapsulation, layer 2 security, and other well-
known virtual switch features.

[B055] At block 302, the virmal switch 308 notifies a proxy NI 306 that data is available
for transmission. The proxy NIC 306 can be determined from destination information, such as
an address.

(30561 At block 5304, the proxy NIC 306 establishes a communication with a destination
vNIC 222-N. The comnwunication can be ¢stablished at a bidirectional path between the proxy
NIC 306 and the vINIC 222-N. The proxy NiC 306 can process the destination information in a

packet header or other {ield corresponding to the data payload forwarded by the virtual switch
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308 to identify a vNIC 222 1o receive the data. The proxy NIC 306 can notify the vINIC 222-N
that the data is available for routing by the virtual switeh 308, The processor 302 can create a
transmtt descriptor containing command/scatter data. The processor 302 can inform the proxy
NI 306 that transmit data is available for output from the virtual switch 208,

(G057 At block 506, a CPU 202 at the destination server node 212-N can post a receive
descriptor that points to an available data butfer in the local memory 204 of the destination
server node 212-N. The receive descriptor can inchude a buffer address, length, or related
information. Descriptors can be posted by ringing a doorbell occurring in hardware.

(G058 At block 508, the destination VINIC 222-N can allocate a receive buffer from the
destination node memory 204 for receiving the data from the virtual switch 308. If no receive
buffers are currently available, the /O processing complex 226 can wait {or a receive buffer to
become available at the destination server node memory 204,

[(059] At block 510, the destination vINIC 222-N fetches and processes a descriptor for a
receive buffer and moves the data to the local memory 204 at the destination server node 212-N.
[8060] FIG. © s an illustration of data flow paths in a computing infrastructure 20, in
accordance with another embodiment. In describing FIG. 6, reference is made to Fls, 2-5.
[8061] A data path 602 is formed from a VM 252 at the source server node 212-1 to a proxy
NIC 306-1 at the aggregation system 200. The data path 602 can be formed according to the
method 400 described herein. The proxy NIC 306-1 is determined according to destination
information provided to the vNIC 222-1 along the data path 602. The proxy NIC 306-1 outputs
data 604 received via the data path 602 into an available location at the memory 304,

[8062] The proxy NIC 306-1 sends a notification 606 to the virtual switch 308, informing the

virtual switch 308 that data is available for processing. The virtual switch 306 can process 608
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the data, for example, forwarding the data to a destination, applying rules, ACLs, or other
security features. The virtual switch 308 can output 610 the data to a selected proxy NIC 306-2,
for example, accovding to block 502 described with reference to Fi(. 5.

[6063] A data path 612 is formed from the virtual swiich 308 to a target VM 252 at the
destination server node 212-2. The data path 612 can be formed according to the method 400
and/or method 506 described herein.

[6064] FIG. 7 is another illastration of data flow paths in a computing infrastructure 20, in
accordance with another embodiment.

[6065] A data packet is output 702 from a remote computer 252 to a receive buffer at the
memory 304 in communication with a NIC 242,

[@066] The processor 302 can notify 704 the virtual switch 308 that there is data in the
memory 304 for processing.

[68067] The virtual switch 308 can retrieve 706 the data from the memory 304 and process
the data, for example, route, inspect, and 8o on.

[8068] A data path 708 is formed {rom the proxy NIC 306 and a target VM 252 at the
destination server node 212-2. The data path 708 can be formed according to the method 400
and/or method 500 described herein.

[8069] As will be appreciated by one skilled in the art, aspects of the present invention may
be embodied as a system, method or conmputer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-code, ete.) or an embodiment
combining software and hardware aspects that may all generally be referred to hereinas a

“circuit,” “module” or “system.” Furthermore, aspects of the present invention may take the form
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of a computer program product embodied in one or more computer readable medium(s) having
computer readable program code embodied thereon.

(80701 Any combination of one or oore compuler readable medium(s) may be utilized. The
corpputer readable medhim may he a computer readable signal medium or a computer readable
storage medium. A computer readable storage medium may be, for example, hut not limited to,
an electronic, magnetic, optical, electrornagnetic, infrared, or semdconducior system, apparatus,
or device, or any suitable combination of the {oregoing. More specific examples (a non-
exhausfive list) of the computer readable storage medium would include the following: an
electrical connection having one or more wires, a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory (ROM), an erasable programmable read-
only memory (BPROM or Flash memory}, an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic storage device, or any suitable
combination of the foregoing. In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or store a program {or use by or in
connection with an instruction execution system, apparatus, or device.

(8071} A computer readable signal medium may include a propagated data signal with
computer readable program code embodied therein, for example, in baseband or as partof a
carrier wave. Such a propagated signal may take any of a variety of forms, including, but not
limited to, electro-magnetic, optical, or any suitable combination thereof. A computer readable
signal medivm may be any computer readable medium that is not a computer readable storage
medium and that can coramunicate, propagate, or transport a program for uge by or in connection
with an instruction execution system, apparatus, or device. Program code embodied on a

computer readable medium may be transmitted using any appropriate medium, including but not
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limited to wireless, wireline, optical fiber cable, R¥F, etc., or any suitable combination of the
foregning.

(80721 Computer program code for carrying out operations {or aspects of the present
invention may be written in any cornbination of one or more programuming languages, including
an object oriented programuning fanguage such as Java, Smalltalk, C++ or the hike and
conventional procedural progravyming languages, such as the "C" programuroing language or
similar progranuming languages. The program code may execute entirely on the user's computer,
partly on the user's compuier, as a stand-alone software package, partly on the user's computer
and partly on a remote computer or entirely on the remote computer or server. In the latter
scenario, the remote computer may be connected to the user's computer through any type of
network, including a focal area network (LAN) or a wide area network (WAN), or the
connection may be made to an external computer (for example, through the Internet using an
Internet Service Provider).

[B8073] Aspects of the present invention are described below with reference to flowchart
illstrations and/or block diagrams of methods, apparatus (systems) and computer program
products according to embodiments of the invention. It will be understood that each block of the
flowchart illustrations and/or block diagrams, and combinations of blocks in the flowchart
iltustrations and/or block diagrams, can be implemented by computer program instructions.
These computer program instructions may be provided to a processor of a general purpose
computer, special purpose computer, or other progranmumable data processing apparatus to
produce a machine, such that the instructions, which execute via the processor of the computer or
other programmable data processing apparatus, create means for implementing the functions/acts

specified in the fowchart and/or biock diagram block or blocks.
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(6074} These computer program instructions may also be stored in a computer readable
medinm that can direct a computer, other programmable data processing apparatus, or other
devices to function in 4 particelar manner, such that the 1nstructions stored in the cornputer
readable medivm produce an article of mamufacture including instroctions which implement the
function/act specified in the flowchart and/or block diagram block or blocks. The computer
progrart instructions may also be loaded ooto a cornputer, other prograromable data processing
apparatus, or other devices to cause a series of operational steps to be performed on the
computer, other programmable apparatus or other devices to produce a compuler implemented
process such that the instructions which execute on the computer or other programmable
apparatus provide processes for implementing the functionsfacts specified in the flowchart and/or
block diagram block or blocks.

[G075] The flowchart and block diagrams in the figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and computer
program products according to varicus embodiments of the present invention. In this regard,
each block in the flowchart or block diagrams may represent a module, segment, or portion of
code, which comprises one or more executabie instructions for implementing the specified
logical function(s). It shouid also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the arder noted in the figures. For example, two
biocks shown in succession may, in fact, be executed substantially concurrently, or the blocks
may sometimes be executed in the reverse order, depending upon the functionality involved. It
will also be noted that cach block of the block diagrams and/or flowchart illustration, and
combinations of blocks in the block diagrams and/or flowchart illustration, can be implemented

by special purpose hardware-based systems that perform the specified functions or acts, or
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combinations of special purpose hardware and computer instructions,
[8676] While the invention has been shown and described with reference to specific
erobodiments, it should be understood by those skilled in the art that various changes in form and

detail may he made therein without departing from the spirit and scope of the invention.
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What is claimed is;

1. An aggregation device, comprising:

a plurality of virtual network interface cards (vNICs) in comwnunication with a plurality
of processing devices, each processing device having at least one virtual machine (VM); and

an input/output (FO) processing complex logically between the vINICs and at least one
physical NIC, the VO processing complex including at least one proxy NIC and a virtual switch,

the virtual swilch exchanging data with a processing device of the plurality of processing devices

via 2 communication path established by a vNIC of the plurality of vNICs between the at least

one VM and at least one proxy NIC.

2. The aggregation device of claim i, wherein the VO processing complex further
includes a memory that temporarily stores the data exchanged between the processing device and

the virtual switch.

3. The aggregation device of claim 2, wherein a proxy NIC of the at least one proxy NIC

outputs the data from the commurnication path to the memory.

4. The aggregation device of claim 2, wherein a proxy NIC of the at least one proxy NIC

retrieves the data from the memory for output to a destination processing device.

5. 'The aggregation device of c¢laim 2, wherein the communication path extends
between a vINIC interface at the processing device that corresponds to the vINIC and the at least

one proxy NIC.

6. The aggregation device of claim 1, further comprising a switch fabric coupled 1o the
1O processing compilex, the switch fabric including a plurality of ports, wherein the data is
received from an input port of the plurality of ports and output to the ¥ processing complex via

an output port of the plurality of ports.
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7. The aggregation device of claim i, wherein the processing device includes a

virtualized server node.

§. The aggregation device of claim 1, wherein the virtual switch is connected to the at
least one physical NIC {or exchanging the data between the processing device and a rerpote

electronic device via the at least one physical NIC.

9. The aggregation device of claim 1, further comprising peripheral component
intercounect express (PCle) connectors Tor cornecting the aggregation device and the plurality of

processing devices.

10. The aggregation device of claim 1, wherein the virtual switch at the aggregation

device provides security features related to the exchanged data.

11, A server aggregation system, comprising:
a plurality of server nodes, each server node having at least one virtual machine (VM);
and
an aggregation device coupled between the plurality of server nodes, the aggregation
device including:
a plurality of virtual networsk interface cards (vNICs) in communication with the
server nodes; and
an input/output (V) processing complex, the VO processing complex including
at least one proxy NIC and a virtual switch that exchanges data with a server node of the
plurality of server nodes via a comumunication path established by a vNIC of the plurality

of vNICs between the at least one VM and at least one proxy NIC.
12. The server aggregation system of claim 11, wherein at least one server node of the

plurality of server nodes includes a virtual interlace in communication with the vNIC of the

plurality of vINICs, and wherein the conmmmunication path extends between the virtual interface
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and the at least one proxy NIC.

13, The server aggregation system of claim 12, wherein the virtual interface conprises;

a virtual DMA engine that establishes a conumunication between a memary at the server
node and the aggregation device;

a matlbox that informs the vINIC that data ser (o the vNIC 18 £0 be processed

an interrupt generator that provides an interrupt to a processor at the server node,
indicating the arrival of data at the server node; and

a set of registers including data for controlling at feast one vNIC corresponding to the

server node.

14. The server aggregation system of ¢laim 11, wherein the ¥ processing complex
further includes a memory that temporarily stores the data exchanged between the server node

and the virtual switch.

15. The server aggregation system of claim 14, wherein a proxy NIC of the at least one

proxy NIC outputs the data from the coramunication paih to the memory.

16. The server aggregation system of claim 14, wherein a progy NIC of the at least one
proxy NIC retrieves the data from the merory {or output to a destination server node of the

phurality of server nodes.

17. The server aggregation system of claim 16, wherein a second communication path
extends between a virtual interface at the destination server node that corresponds (o a

destination vINIC and the proxy NIC.

[R. The server aggregation system of claim 11, further comprising a switch fabric
coupled to the /O processing complex, the switch fabric including a plurality of ports, wherein
the data is received {rom an input port of the plurality of ports and output to the ¥0 processing

complex via an output port of the plurality of ports.
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19. The server aggregation system of claim 11, wherein the virtual switch provides

security features related to the exchanged data.

20. A method of performing an VO operation in a virtualized network, comprising:
creating a virtual switch at an aggregation device; and
torming a communication path hetween a virtual machine al a server node and the virtual

switch at the aggregation device.

21. The method of claim 20, wherein forming the coromunication path between the
virtual machine at the server node and the virtual switch af the aggregation device comprises;

providing data to a local memory at the server node;

sending a notification from a virtual interface at the server node to a virtual network
interface card (vNIC) at the aggregation device;

generating a descriptor at the server node;

reading the descriptor to determine a destination of the data; and

establishing a communication between the vNIC and a proxy NIC at the aggregation

device.

22. 'the method of claim 21, further comprising:

notifying, by the proxy NIC, the virtual switch that the data is available for processing.

23. The method of claim 20, wherein forming the communication path between the
virtual machine at a server node and the virtual switch at the aggregation device comprises:

notifying, by the virtual switch, a proxy NIC at the aggregation device that data is
available for transmission from the aggregation device to the server node;

establishing a communication between the proxy NIC and a destination vNIC at the
aggregation device; and

establishing a communication between the destination vINIC and a virtual interface at the

server node.
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24. The method of claim 20, further comprising:
posting at the server node a receive descriptor; and

atlocating, by the destination vINIC, a receive buffer at a memory at the server node.
25. The method of claim 20, further comprising:

processing data at the virtual swilch according Lo source server node information.

26. The method of claim 20, wherein the virtual switch at the aggregation device

provides security features related to the exchanged data.

27. The method of claim 20, where forming the communication path includes forming a
data path over a comynunication channel between the virtual machine and a physical

device in communication with the virtual switch.

28. The method of claim 27, wherein the physical device includes a network interface

card, a basic input output system (BI{5), a host bus adapter (HBA), or a storage device.

29. A compuier program product, comprising:
a computer readable storage medivm having computer readable program code embodied
therewith, the compuier readable program code comprising:
computer readable program code configured to create a virtual switch at an
aggregation device; and
computer readable program code configured to form a comnmunication path
between a virtual machine at a server node and the virtual switch at the aggregation

device.
30, A method for reducing overhead associated with an VO virtualization operation,

comprising:

constructing and arranging a virtual switch at a server node aggregation device; and
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forming a data path over a communication chanuel between one or more server node

virtual machines and a physical device in communication with the virtual switch.

31, The method of claim 30, wherein the communication channel includes a PCle

conmection.

32, The method of claim 30, wherein forming the data path between the one or more
server node virtual machines and the virtual switch comprises:

sending a notification from a virtual machine of a server node 1o a virtal network
interface card (VNIC) at the aggregation device; and

establishing a cormmunication path between the vINIC and a proxy NIC at the aggregation
device.

33. The method of claim 32, further comprising:

notifying, by the proxy NIC, the virtual switch that the data is available {or processing.

34. The method of claim 30, wherein forming the commumnication path between the one
or more server node virtual machines and the virtual switch at the aggregation device comprises:

notifying, by the virtual switch, a proxy device at the aggregation device that daia is
available for transmission from the aggregation device to a virtual machine at the one or more
virtual machines;

establishing a communication between the proxy device and a destination virtual device
at the aggregation device; and

establishing a communication between the destination virtual device and a virtual

interface at the server node.

35. The method of claim 30, further comprising:

processing data at the virtual switch according to source server node information.

36. The method of claim 30, wherein the virtual switch at the aggregation device

ey
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provides security features related to the exchanged data.

37. The method of claim 30, wherein the physical device includes a network interface

card {NIC), a basic input output system (BIOS), a host bus adapter (HBA), or a storage device.

38. An aggregalion system, coraprising:

a plurality of virtual machines at one or more processing devices;

an input/output (HO) processing complex in communication with the one or more
processing devices, the VO processing complex including a virtual switch, wherein the VO
processing coraplex establishes a data path over a communication channel between a virtual

machine of the one or more virteal machines and the virtual switch.

39, The aggregation system of claim 38, further comprising:
a physical device in communication with the YO processing complex, wherein the

communication channel is between the one or more virtual machines and the physical device.

40. The aggregation system of claim 39, wherein the physieal device includes a network
interface card (NI}, a basic input output system (BIOS), a host bus adapter (HBA), or a storage

device.
41. The aggregation system of claim 3§, wherein the VO processing complex further
includes 2 memory that temporariy stores the data exchanged between the virtual machines, the

virtual switch, and the physical device.

42. 'the aggregation system of claim 3&, wherein the communication channel includes a

PCle connection.

43, The aggregation system of claim 38, wherein the virtual switch at the input/output

(1/0) processing complex provides security features related to the exchanged data.
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