wo 2014/130764 A1 |[IN I N0F V000000 OO O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

28 August 2014 (28.08.2014)

WIPOIPCT

(10) International Publication Number

WO 2014/130764 A1

(51

eay)

(22)

(25)
(26)
(30)

1

(72

International Patent Classification:
HO4W 16/02 (2009.01) HO04W 16/14 (2009.01)

International Application Number:
PCT/US2014/017574

International Filing Date:
21 February 2014 (21.02.2014)

Filing Language: English
Publication Language: English
Priority Data:

13/773.725 22 February 2013 (22.02.2013) US

Applicant: RIVADA NETWORKS, LLC [US/US]; 7899
Lexington Drive, Suite 250, Colorado Springs, CO 80920
(US).

Inventors: SMITH, Clint; 12 Brandywine Drive, War-
wick, NY 10990 (US). GANLEY, Declan; Moyne Park,
Tuam, Galway (IE). MAULICK, Rishi; A3 Wing-1
Shakthi Highlands, Ayyappa Nagar, Kodigehalli, Devas-
andra Main Road, K.R. Puram, Bangalore 560036 (IN).
SURAMPUDI, Purnima; 136, B-block Elegance Garne
Apartments, Outer Ring Road, Bellandur, Bangalore
560103 (IN). NELLIKUNNU, Nithin; I-803, Rohan Jhar-
oka Apartments, Kempapur Village, Yemalur, Bangalore
560034 (IN). MOHANTY, Sony; Plot 1838, Viswanath

(74

(8D

(84)

Nagar, B J B Nagar, Kalpana Area, Bhubaneswar 751014
(IN). VASTRAD, Geetha; Plot No 86, Raghvendra Nagar,
Khasbhag, Belgaum, Karnataka (IN). MISHRA, Vimal;
127/436, S-block, Vinoba Nagar, Uttar Pradesh, Kanpur
208014 (IN). KEMPANNA, Kalpana; #404, "smr Vinay
Regency" Outer Ring Road, Near Ram Murthy Nagar
Cross Road, Dodda Banaswadi, Bangalore 560043 (IN).
DUTTA, Dipanjan; Nh-403, Shriram Spandhana Apart-
ments, Challaghatta, Bangalore 560037 (IN).

Agents: HANSEN, Robert et al; The Marbury Law
Group, PLLC, 11800 Sunrise Valley Drive, 15th Floor,
Reston, VA 20191 (US).

Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, T™M,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,

[Continued on next page]

(54) Title: METHODS AND SYSTEMS FOR DYNAMIC SPECTRUM ARBITRAGE

6702 ~-

MNetwaork, the First eNodeB
fobile Devics Being Groupad inte Tiers/Priority Groups

Ronitor Metwork Rescurce Lisage in a First eModaB in a First Communication
ing Coupled 1o @ Plurality of Mobile Devices, the

!

6704 ~4

Betermine that the Usage of Network Resources Exceeds e Threshold Value

!

G708 ~ Shazpe 'zf:\ 4

6708 ~

6710 4

tions Server
rces Between the

FIG. 67

(57) Abstract: Methods and system are
provided for managing and monitoring alloca-
tion of RF spectrum resources based on time,
space and frequency. A network may be enabled
to allocate excess spectrum resources for use by
other network providers on a real-time basis. Al-
located resources may be transterred from one
provider with excess resources to another in
need of additional resources based on contractu-
al terms or on a real-time purchase negotiations
and settlements. A network may be enabled to
monitor the use of allocated resources on real-
time basis and off-load or allow additional users
depending on the spectrum resources availabil-
ity. Public safety networks may be enabled to
make spectrum resources available to general
public by allocating spectrum resources and
monitoring the use of those resources. During an
emergency, when traffic increases on a public
safety network, the public safety networks may
off-load bandwidth traffic to make available ne-
cessary resources for public safety users.



WO 2014/130764 A1 |IIWAT 00N 000 00O A A

GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, Published:
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SF, SI, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ,

— as to the applicant's entitlement to claim the priority of
the earlier application (Rule 4.17(iii))

—  with international search report (Art. 21(3))

GW, KM, ML, MR, NE, SN, TD, TG). —  before the expiration of the time limit for amending the
. claims and to be republished in the event of receipt of
Declarations under Rule 4.17: amendments (Rule 48.2(h))

— as to applicant’s entitlement to apply for and be granted
a patent (Rule 4.17(ii))



WO 2014/130764 PCT/US2014/017574

Methods and Systems for Dynamic Spectrum Arbitrage

CROSS REFERENCE TO RELATED PATENT APPLICATIONS

[0001] This application claims priority to U.S. Patent Application No. 13/773,725
entitled “Methods and Systems for Dynamic Spectrum Arbitrage” filed on February

22, 2013, the entire contents of which is hereby incorporated by reference for all

purposes.
BACKGROUND

[0002] With the ever increasing use of wireless communication devices for accessing
networks and downloading large files (e.g., video files), there is an increasing demand
for radio frequency spectrum. Smart phone users complain about dropped calls, slow
access to the Internet and similar problems which are due largely to too many devices
trying to access finite RF bandwidth allocated to such services. Yet parts of the RF
spectrum, such as the RF bands dedicated to emergency services (€.g., police, fire and

rescue, etc.) go largely unused due to the non-continuous and episodic employment of

such voice-radio communication bands.

SUMMARY

[0003] According to a first embodiment, a method for dynamically managing radio
frequency (RF) spectrum resources in frequency, space and time includes monitoring
the use of RF spectrum resources at a first network and determining an amount of
unused RF spectrum resources in the first network. The method includes allocating a
portion of the amount of unused RF spectrum resources of the first network for use by
secondary users and receiving a request for additional RF spectrum resources from a
second network. The method includes providing the second network access to the
unused RF spectrum resources of the first network. The method may include off-

loading a secondary user from the first network.
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[0004] According to another embodiment, a communication system comprising a
server configured with server-executable instructions to perform operations comprises
a dynamic spectrum arbitrage and management. The management enables radio
frequency spectrum to be made available to RF devices in frequency, space and time
as described herein. In another embodiment, a server configured with server-
executable instructions to perform operations comprises a dynamic spectrum arbitrage
and management. The management enables radio frequency spectrum to be made

available to RF devices in frequency, space and time.

[0005] In another embodiment, radiofrequency spectrum clearinghouse includes a
server for monitoring the use of RF spectrum resources. The clearinghouse
determines an amount of unused RF spectrum resources in a first communication
system and allocates a portion of the amount of unused RF spectrum resources for use
by secondary users. The server forms allocated shares of the unused RF spectrum
resources of the first communication system. The allocated shares are to be utilized
by a second communication system. The server may communicate the availability of

the allocated shares to the second communication system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The accompanying drawings, which are incorporated herein and constitute part
of this specification, illustrate exemplary embodiments of the invention, and, together
with the general description given above and the detailed description given below,

serve to explain features of the invention.

[0007] FIG. 1 isa system block diagram illustrating call volume requests made to a

cellular communication network under normal conditions.

[0008] FIG. 2 is a system block diagram illustrating call volume requests made to a

cellular communication network under an emergency situation condition.

[0009] FIG. 3 is a system block diagram illustrating call volume requests made to a
cellular communication network under an emergency situation condition when a first

responder arrives on the scene.
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[0010] FIG. 4 is a system block diagram illustrating call volume requests made to a

cellular communication network as additional emergency response petsonnel arrive on

the scene.

[0011] FIG. 5 is a system block diagram illustrating call volume requests made to a

cellular communication network after an emergency situation has been alleviated.

[0012] FIG. 6 is a process flow diagram of an embodiment method for managing

Tiered Priority Access (TPA) operations on a network.

[0013] FIG. 7 is a process flow diagram of another embodiment method for managing

TPA operations on a network.

[0014] FIG. 8 is an example hierarchical table of classes of users given priority access

to emergency communication resources.

[0015] FIG. 9 is a communication system block diagram of a Dynamic Spectrum

Arbitrage (DSA) communication system according to an embodiment.

[0016] FIG. 10 is a communication system block diagram of a DSA communication

system according to an embodiment.

[0017] FIG. 11 is a communication system block diagram of a DSA communication

system according to an embodiment.

[0018] FIG. 12 is a communication system block diagram of a DSA communication

system illustrating an embodiment for providing master control for the arbitrage

process.

[0019] FIG. 13A is a diagram of RF spectrum illustrating its allocation according to an

embodiment.

[0020] FIG. 13B is a diagram illustrating a manner in which RF spectrum may be

allocated for use according to an embodiment.
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[0021] FIG. 14 is a block diagram illustrating the manner in which RF spectrum may

be allocated with a guard band for use according to an embodiment.

[0022] FIG. 15 is a diagram illustrating a manner in which RF spectrum may be

pooled for use allocation according to an embodiment.

[0023] FIGs. 16A-16C are block diagrams illustrating a manner in which spectrum is
allocated for Mobile Virtual Network Operators (MVNO).

[0024] FIG. 17 is a communication system block diagram of a DSA communication
system illustrating communication between components of the system for allocating

resources according to an embodiment.

[0025] FIG. 18 is a communication system block diagram illustrating communications
between components of two networks in a DSA communication system during

resource reservation according to an embodiment.

[06026] FIG. 19 is a communication system block diagram of a DSA communication

system illustrating bifurcation of resources at an eNodeB according to an embodiment.

[6027] FIG. 20 is a communication system block diagram of a DSA communication
system illustrating Serving Gateway (SGW) and Packet Gateway (PGW) link

bandwidth allocation and capacity control according to an embodiment.

[0028] FIG. 21 is a communication system block diagram of a DSA communication
system illustrating combining the x-furcation of resources at an eNodeB and SGW and

PGW link bandwidth allocation with capacity control according to an embodiment.

[0029] FIG. 22 is a communication system block diagram of a DSA communication
system illustrating spectrum allocation based on license and regional area methods

according to an embodiment.

[0030] FIG. 23A is a diagram illustrating typical RF spectrum allocation in a licensed

area according to an embodiment.
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[0031] FIG. 23B is a diagram illustrating RF spectrum allocation in a DSA

communication system based on license area according to an embodiment.

[0032] FIG. 24 is a diagram illustrating spectrum allocation in a DSA communication

system based on regional area according to an embodiment.

[0033] FIG. 25A is a communication system block diagram of a DSA communication

system illustrating a situation where the subscriber is using a first carrier (carrier A)

according to an embodiment.

[0034] FIG. 25B is a communication system block diagram of a DSA communication
system illustrating a situation in which a subscriber is using a second carrier (carrier

B) in a de facto type roaming arrangement for spectrum off-loading according to an

embodiment.

[0035] FIG. 26A is a communication system block diagram of a DSA communication
system illustrating a situation in which the subscriber is using a first carrier (carrier A)

for both public safety and commercial DSA schemes according to an embodiment.

[0036] FIG. 26B is a communication system block diagram of a DSA communication
system illustrating a situation in which based on the services being used, geographic
location or time the subscriber can use carrier B resources in a de facto short term

lease using DSA according to an embodiment.

[0037] FIG.27A is a communication system block diagram of a DSA communication

system illustrating a normal operation situation according to an embodiment.

[0038] FIG. 27B is a communication system block diagram of a DSA communication
system illustrating additional capacity and spectrum made available for use by a

subscriber according to an embodiment.

[0039] FIG. 28 is a process flow diagram illustrating an embodiment method for

network selection and reselection in a DSA communication system.
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[0040] FIG. 29 is a communication block diagram of a DSA communication system
illustrating TAI routing areas where the home non-DSA user equipment uses one TAI

element (TAI) and DSA user equipment use another TAI

[0041] FIG. 30 is a communication block diagram of a DSA communication system

illustrating high level tracking and monitoring of RF spectrum resource allocations

and use according to an embodiment.

[0042] FIG. 31 is a communication block diagram of a DSA communication system

illustrating integration required for full mobility between visiting and home networks.

[0043] FIG. 32 is a communication block diagram of a DSA communication system
illustrating media independent handover of user equipment from one network to

another according to an embodiment.

[0044] FIG. 33 is a communication block diagram of a DSA communication system

illustrating data flow for initiating a network handover according to an embodiment.

[0045] FIG. 34 is a communication system block diagram of a DSA communication
system illustrating providing user equipment access to several Radio Access

Terminals (RAT) according to an embodiment.

[0046] FIG. 35 is a message flow diagram illustrating message communications

between components of a DSA communication system according to an embodiment.

[0047] FIGs. 36-40 are process flow diagrams of embodiment methods for allocating

and accessing resources using the DSA communication system.

[0048] FIG. 41 is a message flow diagram illustrating in more detail message

communications between components of a DSA communication system according to

an embodiment.

[0049] FIGs. 42-44 are process flow diagrams of embodiment methods for off-loading

communication sessions from a host network. .
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[0050] FIGs. 45-49 are process flow diagrams of embodiment methods for allocating

and accessing resources in a public safety network using the DSA communication

system.

[0051] FIGs. 50-53 are process flow diagrams of embodiment methods for off-loading

communication sessions from a public safety network.

[0052] FIGs. 54-56 are process flow diagrams of embodiment methods for enabling an
authorized public safety authority to access the public safety network using a wireless

device from another network.

[0053] FIGs. 57A and57B are system block diagrams illustrating network components

in an example communication system suitable for use with the various embodiments.

[0054] FIG. 58 is a system block diagram illustrating user classes and tiers in a long
term evolution (LTE) cellular communication network in accordance with an

embodiment.

[0055] FIGS. 59A and 59B are table diagrams illustrating various combinations of

classes and tiers in accordance with various embodiments.

[0056] FIGS. 60A and 60B are example table diagrams illustrating various

arrangements of triggers or threshold values for resources.

[0057] FIGS. 61A and 61B are process flow diagrams of embodiment methods of

managing internal tiered priority access (ITPA) operations in a network.

[0058] FIG. 62 is a call flow diagram illustrating an embodiment method of

performing DSA operations that includes origination and handin restrictions.

[0059] FIG. 63 is a call flow diagram illustrating an embodiment method of
performing DSA operations that includes quality of service (QoS) degradation.

[0060] FIG. 64 is a call flow diagram illustrating an embodiment method of

performing DSA operations that includes handoffs.
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[0061] FIG. 65 is a call flow diagram illustrating an embodiment method of

performing DSA operations that includes session termination.

[0062] FIG. 66 is a process flow diagram illustrating an embodiment method of

performing DSA operations.

[0063] FIG. 67 is a process flow diagram illustrating an embodiment eNodeB method

of performing DSA operations.

[0064] FIG. 68 is a process flow diagram illustrating an embodiment controller

method of performing DSA operations.

[0065] FIG. 69 is a component block diagram of an example mobile device suitable

for use with the various aspects.

[0066] FIG. 70 is a component block diagram of a server suitable for use with an

embodiment.

DETAILED DESCRIPTION

[0067] The various embodiments will be described in detail with reference to the
accompanying drawings. Wherever possible, the same reference numbers will be
used throughout the drawings to refer to the same or like parts. References made to
particular examples and implementations are for illustrative purposes, and are not

intended to limit the scope of the invention or the claims.

[0068] As used herein, the terms “mobile device,” “wireless device” and “user
equipment (UE)” may be used interchangeably and refer to any one of various cellular
telephones, personal data assistants (PDA’s), palm-top computers, laptop computers
with wireless modems, wireless electronic mail receivers (e.g., the Blackberry® and
Treo® devices), multimedia Internet enabled cellular telephones (e.g., the iPhone®),
and similar personal electronic devices. A wireless device may include a
programmable processor and memory. In a preferred embodiment, the wireless
device is a cellular handheld device (e.g., a mobile device), which can communicate

via a cellular telephone communications network.
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[0069] As used in this application, the terms “component,” “module,” “engine,”
“manager” are intended to include a computer-related entity, such as, but not limited
to, hardware, firmware, a combination of hardware and software, software, or
software in execution, which are configured to perform particular operations or
functions. For example, a component may be, but is not limited to, a process running
On a Processor, a processor, an object, an executable, a thread of execution, a program,
a computer, a server, network hardware, etc. By way of illustration, both an
application running on a computing device and the computing device may be referred
to as a component. One or more components may reside within a process and/or
thread of execution and a component may be localized on one processor or core and/or
distributed between two or more processors or cores. In addition, these components
may execute from various non-transitory computer readable media having various

instructions and/or data structures stored thereon.

[6070] A number of different cellular and mobile communication services and
standards are available or contemplated in the future, all of which may implement and
benefit from the various embodiments. Such services and standards include, e.g.,
third generation partnership project (3GPP), long term evolution (LTE) systems, third
generation wireless mobile communication technology (3G), fourth generation
wireless mobile communication technology (4G), global system for mobile
communications (GSM), universal mobile telecommunications system (UMTS),
3GSM, general packet radio service (GPRS), code division multiple access (CDMA)
systems (e.g., cdmaOne, CDMA2000TM), enhanced data rates for GSM evolution
(EDGE), advanced mobile phone system (AMPS), digital AMPS (IS-136/TDMA),
evolution-data optimized (EV-DO), digital enhanced cordless telecommunications
(DECT), Worldwide Interoperability for Microwave Access (WiMAX), wireless local
area network (WLAN), public switched telephone network (PSTN), Wi-Fi Protected
Access I & I (WPA, WPA2), Bluetooth®, integrated digital enhanced network (iden),
and land mobile radio (LMR). Each of these technologies involves, for example, the
transmission and reception of voice, data, signaling and/or content messages. It

should be understood that any references to terminology and/or technical details
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related to an individual telecommunication standard or technology are for illustrative
purposes only, and are not intended to limit the scope of the claims to a particular

communication system or technology unless specifically recited in the claim language.

[0071] A high priority in responding to any emergency or disaster situation is
establishing effective communications. In large scale emergency or disaster (both
manmade and natural) situations, it is paramount to maintain communications
between all first responders and emergency personnel in order to respond, manage,
and control the emergency situation effectively. In the absence of effective
communication among first responders and other emergency personnel, resources may
not be effectively mobilized to the areas which need the resources most. Even in
minor emergency situations (e.g., traffic accidents and fires), first responders must be
able to call on support assets and coordinate with other services (e.g., public utilities,
hospitals, etc.). With the ubiquity of wireless device ownership and usage, emergency
communication via wireless devices using commercial cellular communication
networks often are the most efficient and effective means to mobilize emergency
response personnel and resources. Enabling wireless devices to provide effective
emergency communications obviates the technical challenges and expense of
coordinating radio frequencies among various first responder agencies (e.g., police,
fire, ambulance, FEMA, public utilities, etc.). Also, qualified first responders to an
accident who are off duty or not ordinarily equipped with radios (e.g., doctors, nurses,

retired police, or military personnel) will have or can quickly borrow a wireless

device.

[0072] Emergency communications over cellular communication networks is not
without problems, however. As discussed above in the Background, cellular
communication networks (“networks”) are designed to accommodate access requests
from only a fraction of the total number of wireless devices in a particular cell. At
times of emergency or crisis, network resources may become overtaxed when
predictable human responses to the situation prompt an extraordinary number of
wireless device users within a particular cell to access the network at the same time.

Wireless device users may be attempting to alert emergency personnel of the

10
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emergency situation (such as a 911 emergency call) or to alert friends or family
members that the user is safe despite being in the area of an emergency situation.
Some users may be transmitting images of the emergency condition (fire, accident,
etc.) to news services or friends. In a wide scale situation, emergency responders
using wireless devices for emergency communications will add to the call volume.
Regardless, the predictable increase in call volume during an emergency situation can
overwhelm a commercial cellular communications network, particularly in the cell
zone encompassing the emergency, thus rendering the network unreliable for

emergency response personnel communication usage.

[0073] To illustrate the problem, consider the case of a traffic accident occurring on
the highway. FIG. 1 illustrates a cellular communication network under normal
conditions. As illustrated, multiple wireless devices 101(a-g) are wirelessly connect
to the cellular communication network via a base station 102 servicing a particular
cell 100. The base station 102 connects via a base station controller (BSC)/radio
network controller (RNC) 103 to a Mobile Switching Center (MSC) 104. The MSC
104 contains both a public switched telephone network (PSTN) interface and an
Internet interface. Calls made to and from any of the multiple wireless devices 101(a-
g) may be routed via conventional landlines over the PSTN 105 or Internet 106 using
VOIP. Calls between conventional landline telephone stations and any one of
wireless devices 101(a-g) may be routed over via the PSTN or Internet. Calls between
wireless devices 101(a-g) may be routed over the PSTN or Internet to similar MSC
104, BSC/RNC 103, and base station 102 located near the initiating or intended

wireless device 101(a-g).

[0074] FIG. 1 illustrates the typical situation in which a fraction of the wireless
devices within a cell access the network at the same time. For example, FIG. 1 shows
seven separate wireless devices 101(a-g) located within the cell, only three of which
(101¢, 101d, and 101e) are currently accessing the network. Thus, the network is
operating well within its operating parameters and all requests to the network from
wireless devices 101(a-g) are granted. It is noted that all wireless devices 101(a-g)

that are turned on but not in use continue to communicate with the base station 102 via

11
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a link management channel (not illustrated). The network uses these communications
to keep track of the wireless devices 101(a-g) within each cell to support call routing.
However, the amount of information communicated between all wireless devices
101(a-g) and the base station 102 for such tracking purposes is small (particularly in
contrast to the bandwidth required for a normal telephone call), so the number of on-

but-inactive wireless devices 101 within a cell normally will not overwhelm the

network.

[0075] This normal functioning of the cellular network can be disrupted when, for
example, an accident stops traffic, prompting delayed drivers to simultaneously use
their wireless devices to alert emergency personnel of the traffic accident (emergency
911 call) or contact friends, family members, business associates, etc., to inform them
of the delay. FIG. 2 illustrates a cellular communication network in such an
emergency situation. In this illustration, a truck 107 in the vicinity of base station 102
is on fire. Predictably, the truck 107 fire prompts most of the wireless devices 101(a-
g) users within the vicinity to access the cellular network at approximately the same
time. This causes an overload condition in the cell by exceeding the bandwidth of the
carriers on the local base station 102. Consequently, some of the wireless devices
101b, 101f will not be granted access to the network, and new network access requests
may be denied until communication channels open up. This communication
bottleneck may worsen the emergency situation by delaying the response by

emergency personnel and denying first responders with effective communication over

the network.

[0076] This problem is exacerbated in disaster situations involving many victims and
large areas, such as wildfires, floods, hurricanes, tornados and terrorist attacks. As
witnessed during the September 11" attack and Hurricane Katrina, large disasters can
destroy part of the cellular and landline telephone network infrastructure, leaving the
remaining network more vulnerable to overload conditions. Network overloads

during disaster events are particularly troublesome since such situations naturally
involve widespread confusion and require close coordination among a large number of

emergency and relief personnel.

12



WO 2014/130764 PCT/US2014/017574

[0077] If a disaster situation will persist long enough (e.g., a flood or hurricane
situation), additional cellular communication capacity can be added to a region by
activating a deployable cellular communication system to provide emergency
response teams and personnel with the ability to communicate. Such recently
developed deployable units, referred to herein as a “switch on wheels,” can include a
CDMA2000 base station and switch, Land Mobile Radio (LMR) interoperability
equipment, a satellite Fixed Service Satellite (FSS) for remote interconnection to the
Internet and PSTN, and, optionally, a source or remote electrical power such as a
gasoline or diesel powered generator. A more complete description of an example
deployable switch on wheels is provided in U.S. Patent Application No. 12/249,143,
filed October 10, 2008, the entire contents of which are hereby incorporated by

reference in their entirety.

[0078] These switch on wheels are effectively mobile cellular base stations which may
be deployed in a disaster area and operate as a cellular tower antenna. The switch on
wheels sends and receives communication signals from a plurality of wireless devices
101 and serves as a gateway portal to the rest of the conventional communications
infrastructure. Communications between the switch on wheels and a wireless device
101 is broken down into packets for transport as a VOIP communication, and may be
transmitted via satellite to a ground station outside the disaster area from which the
call is forwarded through the telephone network to the recipient. Even with the added
bandwidth provided by deployable switch on wheels, network overloads may still

cause communication delay and frustration to emergency response personnel.

[0079] To overcome such problems in the event of a national emergency, the WPA
system was developed. Conventional WPA systems provide selected emergency
leadership with preemptive access to cellular communication networks. However,
conventional WPA systems do not permit calls made to the wireless device of a
registered WPA authority. In other words, while wireless devices registered for WPA
service may be given priority access for placing calls on the network, there are no
provisions in the WPA system enabling those very same wireless devices to receive

calls. Incoming calls to wireless devices in a command center may be just as

13
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important as outgoing calls. Also, conventional WPA systems assume that if an
authorized user needs to make a call, the call will be made from their pre-registered
wireless device. However, there may be instances where the authorized personnel do

- not have their pre-registered wireless device. Alternatively, the wireless device may
be damaged. Provisions must be made to enable the authorized personnel access to an
overloaded network. Also, emergency personnel who have not previously registered
their wireless device on the WPA system cannot access overloaded cellular
communication networks “on the fly.” Many times, off duty, junior, volunteer
emergency response personnel may be the first responders on the scene on an incident.
Such personnel may not be entitled to conventional WPA which is designed to address
the needs of the leadership. Thus, precisely the personnel who can quickly alleviate a
situation given their proximity on the scene are unlikely not pre-registered and

authorized for conventional WPA.

[0080] To overcome these limitations with conventional cellular communication
networks and conventional WPA, the various embodiments provide Tiered Priority
Access (TPA) capabilities to deliver Quality of Service (QoS)/Grade of Service
(GOS) wireless device communications for first responders for calls both originated
and terminated at a mobile handset. The various embodiments are particularly aimed

at the needs of first responders at the very start of an emergency event.

[0081] TPA as its name implies aims to provide a tiered response to network capacity
requirements. The tiered response mirrors typical communication requirements at the
incident scene as more responders appear to help resolve the problem(s) at hand.
When an incident occurs first responders are either at the incident scene or begin to
respond. First responders reporting to an incident initially arrive on scene in small

numbers and may grow in direct response to the magnitude and severity of the

incident.

[0082] To accommodate this predictable response, TPA enables an escalation and de-
escalation process based upon call volume as first responders arrive on scene and

depart as the situation is restored to normal.

14
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[0083] In overview, the various embodiments work as follows. During normal
operation, cellular call volume through particular base stations is monitored to
determine if the network is reaching capacity limits. Call volume may be monitored
based on current calls, attempts to access the network, engaged bandwidth, or other
methods known to cellular service providers. Call volume may be locally monitored
at the base station 102, at a BSC/RNC 103, or an MSC 104 or, in an embodiment,
centrally, such as in a Network Operation Center (NOC). Such monitoring is at the
cellular level, since normal emergency situations are most likely to impact one or two
cell zones, although TPA will work in a similar fashion in the event of a widespread
emergency. When call volume in a cell exceeds a threshold value preselected by the
service provider and/or emergency response planners, the system allocates one

channel in the affected cell tower to TPA operation.

[0084] FIG. 2 illustrates a situation in which call volume has exceeded a threshold
indicating that TPA should be implemented. As shown in FIG. 2, more wireless
devices 101 in the cell supported by the base station 102 are attempting to access the
network than the network can connect. As a result, only some of the wireless devices
101a, 101c, 101d, 101e and 101g will be able to place or receive calls (shown as solid
black), while others will be denied access to the network (shown as white). In this
situation, call volume within the cell served by the base station 102 has exceeded the
threshold, so one of the communication channels on the antenna will be allocated to
TPA operation. However, the channel remains available to general public use until a

TPA-authorized call is placed. Thus, no change in the communication network is
shown in FIG. 2.

[0085] The various embodiments address this overload condition in order to allow
emergency personnel to use the cellular communication network as they arrive on
scene, as is illustrated in FIG. 3. When an emergency responder 108 arrives on scene,
that individual may initiate a wireless telephone call. If a communications channel
has been allocated to TPA operation and the emergency responder’s wireless device is
pre-registered as a TPA-authorized wireless device, the network can recognize the

pre-registered TPA authorized wireless device from the wireless device’s unique ID
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and recognizes the call as a TPA-call. The base station 102, BSC/RNC 103 or the
MSC 104 may ensure the TPA call is connected. If necessary, the bandwidth
allocated to civilian wireless device users is reduced and one or more non-emergency
calls may be dropped to enable the TPA call to be connected. This is illustrated in
FIG. 3 as the connection to wireless device 101c has been dropped and denied further
access to the network (illustrated as a white lightning bolt), and the TPA call
(illustrated as a dashed black lightning bolt) by the emergency responder 108 is

connected.

[0086] As additional emergency personnel 109 arrive on scene of the emergency,
additional TPA calls may need to be connected as illustrated in FIG. 4. To
accommodate the increase in TPA calls, additional network resources may be
automatically allocated to TPA operation in order to provide emergency responders
reliable cellular communications. This is illustrated in FIG. 4 which shows connected
TPA calls with police 108 and fire 109 personnet (illustrated as a dashed black
lightning bolts), while wireless devices 101c and 101d have been disconnect
(illustrated as a white lightning bolts). Automatically allocating more resources to
TPA use reduces the bandwidth available to the general public, which will limit
general access to the network. However, emergency personnel are provided reliable

access to the network so long as the heavy call volume persists.

[0087] Eventually the emergency situation will be resolved and emergency personnel
will begin to scene. As conditions return to normal, civilian call volume should return
to normal levels while the number of emergency responders requiring TPA-access
will also decline. This is illustrated in FIG. 5 which shows that the fire has been
extinguished and firemen have left the scene. As traffic begins returning to normal
flow fewer general population wireless devices 101a-g access the network
simultaneously. With cellular communications returning to normal, cellular
communications resources may be released from TPA operations, restoring the
network to normal operations. As illustrated, the remaining emergency personnel 108
are connected to the cellular communication network in the normal fashion as the call

volume has decreased to the point that TPA operation has been terminated.
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[0088] When TPA operation is implemented on one or more communication channels,
the cellular system (e.g., locally in the base station , BSC/RNC, or MSC, or in a
central location such as a NOC) monitors incoming and outgoing calls to determine
whether any calls are coming from or directed to emergency response personnel. This
may be accomplished by recognizing an originating or destination wireless device as
being TPA pre-registered wireless device. Alternatively, the system may recognize
emergency response personnel when they complete a special dialing procedure such

as the *272 dialing procedure described below.

[0089] Wireless devices can be pre-registered for TPA use by authorized users. This
may be accomplished by registering as a qualified emergency responder (e.g.,
according to criteria established by governmental authorities) with the cellular
network provider. As is well known in the telecommunications art, all wireless
devices 101 which access the cellular communication are assigned a unique
identification number. In the pre-registration process, the cellular network provider
stores the wireless device’s unique identification number in a database of authorized
TPA personnel. The cellular network provider may also issue the individual a unique
Personal Identification Number (PIN) for use in implementing TPA preemption from

a non-TPA wireless device as described more fully below.

[0090] If the emergency responder’s wireless device is not pre-registered (suchasa
borrowed phone), and the network is overload, the emergency responder may be
unable to access network resources. In this situation, the emergency responder can
activate the embodiment TPA from a non-registered wireless device 101 by first
dialing *272 followed by a personal identification number (PIN) and the telephone
number. The nearest base station 102 to the non-registered wireless device 101
receives the transmission from the wireless device 101 indicating that the wireless
device is initiating a call. The base station 102 (or BSC/RNC 103 connected to the
receiving base station) recognizes the *272 special dialing prefix and starts to route
the call to the appropriate destination. Alternatively, recognition and routing of the
#272 dialing prefix may be accomplished at the MSC 104. This destination may be
the closest PSAP or central location with a database of PINs. The *272 call is
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similarly processed at the BSC/RNC 103 and later MSC 104 as the call proceeds
through the communication network system. The BSC/RNC 103 and MSC 104
controlling the base station antenna 102 and other associated antennae are
programmed to recognize the special dialing procedure using a database of pre-
registered first responder PINs. This PIN database may be stored at the MSC 104 or at
another central location such as a NOC. If the received PIN matches a record in the
PIN database, the MSC 104 may immediately give the caller preemptive access to the
network just as if the call had been made from a TPA-registered wireless device as
described above. In order to support this capability, a TPA-allocated channel reserves
sufficient open capacity during TPA-operation to receive and recognize *272 dialed
calls.' If the communication channel is at capacity and a dialed number does not begin
with *272, the call is promptly dropped with no attempt to complete the call.
However, if the dialed number begins with *272, the MSC 104 completes the process
of :comparing the entered PIN to the PIN database and the temporarily registering the
call as a TPA-authorized wireless device. Non-TPA calls may be dropped if

necessary in order to retain sufficient capacity to receive and recognize *272 calls.

[0091] While reference is made throughout the application to the MSC 104 monitoring
and providing the TPA capability, it should be appreciated by one of skill in the art
that other elements of the communication system may implement the various method
steps. These elements may include, but are not limited to equipment collocated with
the base station antenna 102, the BSC/RNC 103, or a NOC.

[0092] Once a wireless device has been recognized as a TPA-phone by means of the
*272 dialing procedure, the MSC 104 will track the wireless device and continue to
treat it as if it were a TPA-registered wireless device so long as at least one
communication channel is allocated to TPA operation. Using the unique identification
number assigned to the wireless device, the MSC 104 will recognize subsequent calls
from the wireless device as TPA-calls without the need for the user to repeat the *272
dialing procedure. Similarly, the MSC 104 can identify incoming calls to the first
responder that should receive TPA preemption service. Thus, a first responder 108

using a non-registered wireless device can register the wireless device “on the fly”
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when TPA is implemented for both incoming and outgoing calls by using the *272

dialing procedure to call one number (such as a dispatcher or “9117).

[0093] In an embodiment, a TPA authorized user with a PIN can authenticate any
number of wireless devices using the *272 dialing procedure described above. This
embodiment will enable first responders, such as a policeman, fireman or emergency
medical technician, to “deputize” volunteers, such as military personnel, doctors or
retired policemen that they find on the scene, thus creating a reliable ad hoc
emergency communication network. Since the temporary TPA-authorization of a
wireless device established by the *272 dialing procedure is rescinded as all
communication channels in the affected area return to normal operation (i.e. cease
TPA operation), there is limited concern that the TPA system could be compromised
for subsequent emergencies provided the authorized user’s PIN is not revealed. Even
if the PIN is revealed, the PIN can be easily changed without significant impact since

TPA implementation is expected to be an infrequent, random and episodic event.

[0094] In a further embodiment, a user of a TPA-registered wireless device who does
not have (or forgot) a PIN can register another phone “on the fly,” thereby
“deputizing” it for the duration of the TPA event by simply initiating the special
dialing procedure on any wireless device. For example, the first responder may use a
TPA-registered wireless device to dial the number of the wireless device to be
“deputized” followed by *272 (any dialing prefix or postscript may be used). When
this call is received by the MSC 104, the *272 prefix or postscript is recognized as
indicating that the dialed number is to be treated as a temporary TPA-authorized
wireless device, allowing it to store the unique ID of the called wireless device in a
database for tracking such temporary TPA authorizations. Using this capability, a first

responder can quickly deputize one or more volunteers simply by calling their

numbers.

[0095] In still a further embodiment, emergency response personnel whose position
does rise to the level of qualifying for pre-registration TPA service or PIN may still be

the first emergency personnel on the scene of an emergency situation. The user may
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use his/her non pre-registered wireless device to initiate a *272 special dialing
procedure. The call may be forwarded to a PSAP which may issue a temporary PIN

and add the wireless device to the database of temporary TPA authorizations.

[0096] Alternatively, if the user initiates a *272 special dialing (or similar dialing
procedure such as 911), the call may be forwarded to a PSAP. In large scale crisis
situations, the answering PSAP may be disabled or unable to answer quickly due to
the large incoming call volume. In such situations, if the *272 call is not answered by
the PSAP within a predetermined time frame a temporary TPA authorization may be
automatically issued. Since the circumstances surrounding the issuance of the
temporary TPA authorization have not been fully analyzed by a PSAP operator, it is
unclear whether the user receiving the temporary TPA authorization is properly
authorized. Accordingly, the temporary TPA authorization may be flagged on the

PSAP monitor for possible deactivation or investigation.

[0097] In a further embodiment, the cellular network is configured to give calls from a
TPA-registered wireless device and (optionally) temporary TPA-authorized wireless
devices priority when dialing to a civilian (i.e., non-TPA authorized) wireless device
within the cell zone(s) implementing TPA operations. When such a call is made, the
MSC 104 is programmed to route the call to the dialed wireless device through the
communication channel or channels allocated to TPA operation. If a TPA-allocated
channel is at capacity when the call from a TPA-authorized wireless device is received
for a civilian wireless device, another civilian wireless device call is dropped in order
to provide sufficient capacity to complete the call, with the associated preemption
process being used to prevent another 911 call from being dropped. This embodiment
gives emergency personnel the ability to dial-into an emergency. For example,
emergency personnel can use this capacity to call back a civilian who initially called
911 to report an emergency in order to request an update from a potential eye witness.
As another example, a first responder can call volunteers within the emergency scene
without deputizing their phones, assured of being able to reach the volunteers even

though the communications network is otherwise overwhelmed.
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[0098] TPA operations may be implemented in at least two embodiments of the
present disclosure. In a first embodiment described below with reference to FIG. 6,
one or more cellular communication channels are dedicating to TPA calls, providing
emergency personnel with dedicated communication capacity while leaving the
remaining communication channels to the general public. In a second embodiment
described below with reference to FIG. 7, call preemption for TPA calls is
implemented only as a TPA allocated communication channel reaches capacity.

These embodiments are described separately below.

[0099] FIG. 6 illustrates an example process flow of steps that may be taken to
implement the first embodiment of TPA that may be operable with a computing
device having a processor. During normal operations cellular communication network
call volume is monitored, block 201. In particular, the cellular communication
network call volume (or number of access requests or engaged bandwidth) are
compared against a predetermined threshold (for example 85% of maximum
capacity), block 202. If the call volume is below the predetermined threshold a
normal situation is assumed to exist, so the monitoring process returns to block 201 to
continue monitor call volume. If, however, the call volume (or number of access
requests or engaged bandwidth) exceeds the predetermined threshold, an abnormal
situation exists which may indicate that an emergency situation is unfolding. To
prepare for an emergency situation, network resources (e.g., communication channels
on a particular base station antenna) are partitioned and reserved for TPA use, block
203. By automatically allocating a communication channel to TPA use, the system
permits a TPA-authorized wireless device to gain access to the network, even when
the network is otherwise overloaded. However, TPA preemption does not occur until

a TPA-qualified caller attempts to access an overloaded network.

[0100] Since the increased call volume may or may not be in response to an
emergency situation, a communication channel allocated to TPA continues to function
normally, by handling civilian (i.e., non-TPA) calls in the ordinary fashion. In
instances where the increased call volume is simply due to coincidental network.

requests and no TPA-qualified user is attempting to place a call, call preemption
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enabled by TPA is not needed. Thus, the TPA threshold may be exceeded and TPA
implemented even when there is no actual emergency incident. Delaying actual
implementation of TPA preemption until the service is required by a first responder

increases the reliability of the network under normal circumstances.

[0101] The system may be informed that an actual emergency situation is occurring
indicated by a TPA-authorized emergency response personnel placing a TPA call
within the affected cell zone. When the communication channel is in TPA mode, the
cellular system (be it at the base station, BSC/RNC/MSC, or in a central location such
as a NOC) monitors incoming and outgoing calls to determine whether any emergency
response personnel is using a TPA-pre-registered wireless device or has completed a
special dialing procedure invoking TPA preemption, block 204. If no emergency
response personnel has initiated a call using a TPA-authorized wireless device or the
special dialing procedure, the system may continue to monitor access requests, in
block 204, as well as call volume, in block 201, to determine if the communication

channel should be released from TPA operation, block 202.

[0102] If a call is initiated by a TPA-authorized wireless device, or if the call is
generated from a non pre-registered wireless device using the *272 dialing procedure

TPA is initiated, block 205. When TPA is initiated, block 205, only emergency

L]

personnel previously registered or given clearance “on the fly” will be permitted
access to the partitioned and reserved network resources. As noted above, TPA will
normally be implemented on a single communication channel initially, leaving the
remaining channels to general public use. Then, if TPA-use exceeds the capacity of
the TPA-allocated network resources another resource can be converted to TPA
operation. By dedicating network resources to emergency personnel use one channel
or one resource at a time, the remaining network resources are left available for non-
essential general public use. In addition, by dedicating network resources for

emergency personnel communication, emergency personnel are able to both send and

receive calls on their wireless devices.
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[0103] In an optional embodiment, upon the initiation of TPA, block 205, the MSC
104 may survey the wireless devices 101 located within the affected cell or serviced
by other base station antennae 102 within the same BSC/RNC 103, to identify all
registered or temporarily registered first responders. These first responders may be
advised via SMS message (or other methods) that they can utilize the TPA service by

placing a call or using the special dialing procedure, block 206.

[0104] In a further optional embodiment, the base station 102, BSC/RNC 103, or MSC
104 may also send messages to all non-emergency wireless devices 101a-g within the
affected area/cell 100 advising them to avoid using their wireless device 101a-g
except for Emergency 911 calls and to indicate that emergency services have been
notified, block 207. This messaging may be initiated by the PSAP responsible for the
incident area, by the local incident Command and Control authority, or by the network
service provider. Such messages may be delivered via SMS message or other
communication means. The system may also notify callers connected to the channel

allocated to TPA use that their calls are being terminated prior to disconnecting the

calls.

[0105] As the emergency situation continues to unfold and additional emergency
response personnel appear on the scehe, additional network resources may be required
to support emergency personnel communication. Accordingly, the partitioned and
dedicated network resource may be monitored to determine if additional network
resources should be partitioned and allocated to TPA. This may be accomplished by
comparing the call volume on the partitioned and dedicated network resource to a
predefined maximum or minimum threshold, block 208. If call volume exceeds a
predefined maximum (indicating an escalating situation), for example 25% usage of
the partitioned and dedicated network resources in the cell site/sector, additional
dedicated network resources may be partitioned to TPA operation, block 211, to allow

emergency response personnel to communicate.

[0106] In an embodiment, before terminating calls in order to allocate the additional

channel to TPA operation, non-essential (i.e., non-emergency personnel) wireless
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devices 101 that have a call or data sessions in progress with the allocated channel
may be informed with a warning tone and/or recorded announcement that their call is
being terminated unless a defined code is entered, block 210. This permits first
responders to maintain their calls by quickly entering a code (e.g., their PIN). If anin

process call is an emergency 911 call, the defined code may be supplied by a PSAP.

[0107] In an embodiment, the system will continue to automatically retrieve and re-
allocate network resources for emergency response personnel communication until all
available network resources are dedicated to emergency response personnel use. Such
an embodiment will maximize communication capabilities of emergency response
personnel. Other embodiments may reserve at least a minimum portion of network
resource (e.g., one communication channel) to enable the general public the ability to
alert emergency response personnel to new or developing emergency situation, such
as by placing 911 calls. Accordingly, other embodiments may impose maximum
limits to the amount of network resources that are taken away from the general
population and dedicated to emergency response personnel communication. To
accomplish this, the MSC 104 may determine whether the maximum amount of
network resources have been partitioned and dedicated to emergency response
personnel communication, in block 209. If the maximum amount of network
resources have already been partitioned and dedicated, the MSC 104 may continue to
monitor the level of utilization of the partitioned and dedicated network resources, in
block 208. If the maximum amount of network resources that can be partitioned and
dedicated has not been reached, the MSC 104 may (optionally) inform current callers
that calls are being terminated, block 210, and reallocate network resources from
general population usage to emergency response personnel communication use, block
211. Once the additional communication channel has been dedicated, the MCS 104
will return to monitoring the level of utilization of the partitioned and dedicated
network resources to determine if the emergency situation is escalating or de-

escalating, block 208.

[0108] As emergency response personnel work to alleviate the emergency incident and

return conditions to normal, the need for network resources will decrease as
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emergency personnel exit the scene. To enable the system to return to normal
operations, the MSC 104 may continually monitor the call volume on the partitioned
and dedicated network resources for an indication of escalation or de-escalation, block
208. When the level of use of the partitioned and dedicated network resource drops
below a predefined minimum, the MSC 104 may begin to re-allocate network
resources back to general public usage, block 212. Network resources may be
automatically re-allocated channel by channel, incrementally reducing the resources

allocated to emergency personnel usage, returning to normal operations in a stepwise
fashion.

[0109] By demobilizing network resources one channel or network resource at a time,
the embodiment provides a flexible communication system which may adapt to the
situation as it evolves. If the situation requires more or less network resources for
emergency personnel communication, the embodiment system and method can meet
the demand while still providing some network resources for the general public to use.
The system may wait for a period of time after each release of a TPA-dedicated
channel in order to accommodate surges in emergency personnel use during the event
wind-down phase, thereby avoiding having to repeat the process of dropping callers,

block 210, unnecessarily.

[0110] Once the cellular communication channel has been re-allocated for general
public usage, the MSC 104 determines if there are any more network resources that
are currently partitioned and dedicated for emergency personnel communication,
block 213. If additional network resources are currently partitioned and dedicated for
emergency personnel communication, the MSC 104 returns to block 208 to determine
whether the emergency situation is escalating or de-escalating. As the emergency
situation further de-escalates and returns to normal, emergency response personnel
require less and less network resources to support their communications. Thus, the
MSC 104 will continue to automatically re-allocate network resources to general
public usage in response to call volume, block 212, until all network resources are in
normal operating configuration for general public use. The MSC 104 may return to

block 201 and may monitor call volume waiting for the next emergency situation.
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[0111] In the second embodiment, illustrated in the process flow diagram in FIG. 7,
network resources are incrementally allocated to TPA use at level of individual calls
by way of call preemption so that public access to the network is maximized while
meeting emergency personnel use requirements. During normal operations, cellular
communication network usage is monitored, block 302. Network access requests, call
volume or engaged bandwidth may be compared to a predetermined threshold (for
example 85% of maximum capacity), block 304. If the usage is below the
predetermined threshold, a normal situation is assumed to exist, so the monitoring
process returns to block 302 to continue monitoring call volume. If, however, the
usage exceeds the predetermined threshold, an abnormal situation exists which may
indicate that an emergency situation is unfolding. To prepare for an emergency
situation, network resources, such as a communication channel on an affected base
station antenna, are partitioned and reserved for TPA use, block306. By automatically
allocating a communication channel to TPA use, the system permits a TPA-authorized
wireless device to gain access to the network, even when the network is otherwise
overloaded. However, TPA preemption does not occur until a TPA-qualified caller

attempts to access an overloaded network.

[0112] Since the increased call volume may or may not be in response to an
emergency situation, a communication channel allocated to TPA continues to function
normally by handling civilian (i.e., non-TPA) calls in the ordinary fashion. In
instances where the increased call volume is simply due to coincidental call volume
and no TPA-qualified user is attempting to place a call, call preemption enabled by
TPA is not needed. Thus, the TPA threshold may be exceeded and TPA implemented
even when TPA call preemption is not required. Delaying actual implementation of
TPA preemption until preemption is required by a first responder increases the

reliability of the network under normal circumstances.

[0113] With a network resource allocated to TPA operation, the cellular system (be it
at the base station, BSC/RNC or in a central location such as an MSC}) monitors
incoming and outgoing calls, block 308. The TPA-allocated channel continues to

function as a normal cellular communication channel until (a) the channel is at
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capacity (i.e., current call volume through the channel equals its maximum capacity)
and (b) a TPA-qualified wireless device attempts to access the network to place or
receive a call. Call volume on the TPA-allocated communication channel is
monitored to determine if a call must be dropped in order to connect a TPA-qualified
call. Thus, when a new call is received (incoming or outgoing) that will be allocated
to the TPA-allocated channel, the system may first determine if that channel is
presently at capacity (i.e., has as many calls connected as the channel can reliably
maintain), block 310. If the channel is not at capacity (i.e., there is excess capacity on
the network), the call may be connected, block 315. This monitoring of the TPA
channel may prevent disconnecting a civilian call if sufficient capacity exists on the

channel to enable connection of a new incoming or outgoing TPA call.

[0114] As discussed above, the system can recognize a TPA-authorized call by
determining if the source or destination wireless device is a TPA-registered wireless
device, block 312, and if not by the caller completing a special dialing procedure. The
dialing procedure may invoke TPA preemption, block 316. In block 315, the call may
be connected. For example, if the caller is using (or the call is placed to) a TPA-
registered wireless device the call may be connected. The call may be connected if at
least one non-TPA call is connected on the TPA-allocated channel, block 314 and
capacity is released to sufficient to connect the TPA call, block 315. This allows the
TPA-qualified first responder to make a call without delay even though the network is
at capacity. Similarly, if an incoming call is directed to a TPA-qualified wireless
device, at least one non-TPA call on the TPA channel is terminated in order to connect
the incoming call to the TPA-qualified wireless device. The process of terminating
non-TPA calls from the allocated channel may continue as more calls to TPA-
qualified wireless devices access the network. If the caller is not using a TPA-
registered phone and did not enter a *272 type dialing sequence, the call may be
blocked, block 320, as a non-emergency call at a time when system resources are at
capacity. If the caller has entered the special dialing sequence (such as *272 plus a
PIN), the entered PIN is compared to PIN values stored in a database (e.g., at the base
station 102, BSC/RNC 103, or MSC 104,) in block 318. If the PIN matches a
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registered emergency personnel, a non-TPA call connected on the TPA-allocated

channel, block 314, in order to release capacity sufficient to connect the TPA call,
block 315.

[0115] The system may also monitor call volume on the TPA-allocated channel, block
322 to ensure sufficient capacity remains to accommodate further emergency
personnel requirements. TPA-call volume (i.e., the volume of calls to/from TPA-
qualified wireless devices) on a TPA-allocated communication channel may be
compared to a threshold value in block 322 to determine when to allocate another
communication channel to TPA use. If the TPA call volume threshold is exceeded

(i.c., test 322 = “Yes”), another channel will be allocated to TPA functions block 306,

which is discussed above.

[0116] TPA-call volume on each TPA-allocated channel, block 322, as well as call
volume on all channels, block 324, may continue to be monitored. This may
determine when TPA calls are no longer being made, as will occur when the
emergency is resolved and first responders leave the scene, or when total call volume
returns to a level at which TPA operation is no longer required. If call volume
continues to exceed the TPA threshold, the system may continue to operate at least
one channel in TPA mode, accepting calls, block 308, checking for TPA channel call
volume, block 310 and connecting calls, block 315, if the call is from/to a TPA
authorized wireless device block 312 or if call volume is less than capacity. As TPA-
call volume declines, the number of channels allocated to TPA-operation can be
reduced by releasing a TPA channel, block326. The monitoring call volume and
releasing of channels from TPA allocation will continue until all communication
channels are returned to normal operations. Also, if call volume on non-TPA
channels drops back to normal, the system may deactivate TPA operation on all
allocated channels since the normal capacity of the network can accommodate TPA-

qualified callers without the need for TPA preemption.

[0117] This second embodiment allows TPA-allocated channels to be operated in a

fashion that ensures every TPA-authorized caller can access the network while
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providing maximum bandwidth possible to the general public. Monitoring of TPA
channel call volume allows the system to avoid dropping civilian calls if sufficient
capacity exists on the channel to enable connection of a new incoming or outgoing
TPA call. If no emergency response personnel initiated a call using a TPA-authorized
wireless device or the special dialing procedure, the system may continue to monitor
access requests, block 308, and the call volume, block 324, to determine if the

communication channel should be released from TPA operation, block 326.

[0118] An additional embodiment provides prioritizing access to TPA-dedicated
network resources to enable highest priority callers to use the cellular communication
network. In a situation where the number of emergency responders can exceed the
capacity of the cellular network resources, this embodiment may enable high priority
users, such as national leadership and on-site commanders, to preempt other, lower
priority users in order to gain instant access to the network. High priority users can
use their pre-registered wireless devices to gain access to the network. The unique ID
of their wireless devices can be used to determine the priority of the user from a
database of unique IDs. Similarly, high priority users can identify themselves to the
network using the special dialing procedure, with a code or PIN providing sufficient
information for the network (e.g., the MSC 104) to determine the priority of the user
from a database of PINs. Using the priority value determined from a database, the
network (e.g., the MSC 104) can determine whether the present caller has a higher
priority than any callers already connected to TPA-allocated network resources.
Assuming the wireless device 101 is properly authorized, the call may be given
priority in the queue on the TPA-allocated network resource so that the emergency
personnel member using the pre-registered authorized wireless device may be able to
complete the call. If the network resource is at capacity, a call from a person with a

lower priority level may be dropped in order to free-up sufficient capacity to complete
the call.

[0119] FIG. 8 illustrates an example hierarchy of emergency response personnel.
Various other configurations are possible and other personnel may be included, and

personnel roles or status may change based on events, for example, the military
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commander 302 may assume the role of executive leadership, etc. As shown in FIG.
8, Executive Leaders and Policy Makers 301 may be given highest priority status.
Members of this class may pre-register their wireless devices 101 such that the
wireless device 101 unique identifier is stored in a hierarchy database. If a call is
placed from any wireless device pre-registered to a member of the executive leader
and policy maker class 301, the call is placed first in any queue of partitioned and
dedicated network resources. Similarly, Disaster Response/Military Command and
Control personnel 302 may be provided the next highest priority class, followed by
Public Health, Safety, and Law Enforcement Command 303, Public Service/Utilities
and Public Welfare 304, and Disaster Response Team 305. Lower level priority may
be afforded to line police and firefighters 306 and emergency medical technicians 307.
In all cases, wireless devices may be pre-registered so their unique identifiers and/or

the user’s PIN can be stored in a hierarchy database to support this embodiment.

[0120] The foregoing embodiments may also be implemented in a cellular system
using a deployable “switch on wheels” cellular communication system. Since such
systems may be implemented in large scale emergency/disaster situations with access
limited to emergency responders and command authority, network overload will occur
from too many authorized (i.e., non-civilian) users placing calls at the same time. To
ensure reliable communications in such cases, the deployable switch on wheels can
implement the caller priority embodiment so that callers with highest priority (e.g.,
national and regional commanders) have assured access to cellular communications,
while lowest priority authorized users may be disconnected if necessary. In this
embodiment, a database of authorized users indicating individual priority (hierarchy)
levels (e.g., illustrated in FIG. 8) may be maintained in a server within the deployable

switch on wheels.

[0121] The foregoing embodiments have been described as being implemented by the
MSC 104. One of skill in the art would appreciate that the foregoing embodiments
may be implemented within a number computer switching system elements within the
cellular communications network, including but not limited to the base station 102,

BSC/RNC 103 or NOC. Monitoring of call volume on communication channels and
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within a cell is performed automatically already. Such systems may be reprogrammed
to implement the foregoing embodiments so that the implementation of TPA
operations is performed automatically. Thus, the system can automatically recognize
when call volumes exceed thresholds so that a communication channel should be
allocated to TPA operation. The system can further recognize TPA authorized calls as
described above and dedicate network resources and perform the call connections and
disconnections described above automatically. Similarly, as call volume declines
below the TPA threshold levels, the systems can automatically return the network to
normal configuration. In this manner, the cellular communication network can
respond to emergency situations to enable assured communications for emergency
personnel without the need for human action or intervention. For example, even if an
event goes unreported (e.g., no one bothers to dial 911), the system will nevertheless
respond to excess call volume to enable an emergency responder to use the network.
This capability also ensures police, fire and EMT personnel (typical individuals who
may be authorized to implement TPA) can use the cellular communication network
during times of peak usage, such as during rush hour on the freeway or following

conclusion of a major sporting event.

[0122] The hardware used to implement the forgoing embodiments may be processing
elements and memory elements configured to execute a set of instructions, wherein
the set of instructions are for performing method steps corresponding to the above
methods. Such processing and memory elements may be in the form of computer-
operated switches, servers, workstations and other computer systems used in cellular
communications centers and remote facilities (e.g., base station antenna locations).

Some steps or methods may be performed by circuitry that is specific to a given

function.

[0123] Wireless devices use the portions of radio frequency (RF) spectrum dedicated
to cellular telephone communication. This RF spectrum is shrinking at a fast pace
primarily due to the increasing number of wireless devices using the already burdened
RF bandwidth and inefficient allocation of bandwidth in the marketplace. Since the

total RF spectrum is finite, as the number of users of the RF spectrum grows, more
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efficient methods of RF spectrum management may be required to ensure that the

growing need for RF spectrum is properly addressed.

[0124] The currently available RF spectrum is divided among cellular service
providers based upon static allocation models such as speculation models and archaic
licensing deals. The currently practiced static allocation models rely on a command
and control scheme allowing for allocation of spectrum to providers in defined blocks
of frequency and space. For example, one static method of leasing RF spectrum
includes assigning, based on a leasing agreement, an entire block or sub-block of
spectrum to one operator for their exclusive use. Such wholesale allocation of
spectrum is inefficient because the licensee provider is purchasing spectrum based on

a speculation that the spectrum may be used in the future.

[0125] However, the spectrum usage and traffic are dynamic and may depend upon
different variables including the time of the day the spectrum is used and the
geographic location of the wireless device using that spectrum. Traffic usage may be
time dependent since usage may vary during peak as compared to non peak hours.
Traffic may also be geographically based since the location where subscribers use the
network may also vary. For instance, during the day, time and geographically based
usage of spectrum on a network may vary while subscribers are traveling to work, at

work, traveling back from work or during off hours.

[0126] Because spectrum usage and traffic are dynamic and impossible to predict,
providers inevitably waste spectrum resources by speculating regarding its future use.
Thus, the current spectrum allocation schemes fail to take into consideration real-time
data about traffic patterns, encourage under utilization and segmentation of spectrum,
and create further inefficiencies through the implementation of guard bands and

bandwidth throttling or bandwidth intensive features and services.

[0127] The various embodiment methods and systems provide a Dynamic Spectrum
Arbitrage (DSA) system for dynamically managing the availability, allocation, access
and use of RF spectrum by using real-time data. Currently, RF spectrum is licensed or

purchased in frequency and space based upon speculation of future usage and without
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taking into account real-time data. The DSA communication system makes RF
spectrum available based on frequency, space (i.e., geographical regions) and time,
thus, providing a flexible and dynamic spectrum management method and system as
compared to the current static command and control methods. Since the RF spectrum
resources are available based on time, frequency and space, spectrum allocated
through the DSA communication system may be available for short term leases and
free from interference. Short term leasing of spectrum may increase competition in a
given market area and improve spectrum efficiency without negatively impacting the
carriers’ ability to deliver service. By efficiently and dynamically managing spectrum
availability, allocation, access and use, the DSA communication system may in effect

increase the RF spectrum availability.

[0128] In an embodiment, the DSA communication system may be a stand-alone
business affiliated with the participating providers. In such a scenario, components of
the DSA communication system may be integrated units participating network
providers to allow providers to monitor their resources vs. bandwidth traffic and
determine whether they need or can provide additional resources. The non-integrated
components of the DSA communication system may manage the overall exchange of
resources between participating providers. Benefits of using the DSA communication
system may include optimizing commercial yield and providing wider and more

efficient use of bandwidth on physical (geographic) and time bases.

[0129] In an embodiment, the DSA communication system may enable allocation
offaccess to RF spectrum resources by requiring that the participating providers
subscribe to the DSA communication system. For example, the subscription may be
based on a pricing arrangement. As a participant in the DSA communication system,
the RF spectrum requesting providers may be enabled to use any available RF
spectrum by slipping in and out of the RF spectrum’s “swim lanes” in accordance with
their need for bandwidth and their preparedness to pay for it. One spectrum’s “swim

lane” would be the RF spectrum bandwidth that is owned/controlled by one provider.
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[0130] To participate in the DSA communication system, initially the carrier or
carriers may agree to allow secondary use of their spectrum in the market. DSA
communication system may enable each provider to purchase available spectrum in

the network of providers or offer to sell additional spectrum to a buyer provider.

[0131] In an embodiment, the DSA communication system may determine the
compatibilities of the subscriber wireless devices 101 for using the secondary
networks and clusters. Incompatible Radio Access Networks (RAN) may be used if
subscriber devices are capable. Thus, if wireless devices 101 are capable of accessing
different RANs, the DSA communication system may facilitate the devices’ access to
spectrum from other RANs even if the switch is between incompatible RANs. DSA
communication system is policy based and may offer unique implementations for
spectrum and capacity management. The DSA communication system may be based
on Long Term Evolution (LTE), Evolution-Data Optimized or Evolution-Data only

(EVDO), Evolved High-Speed Packet Access (HSPA) and any known wireless access
platform.

[0132] FIG. 9 illustrates a communication component diagram 900 of an embodiment
DSA communication system in a wireless access platform based on Long Term
Evolution, LTE. The DSA communication system may include the Dynamic
Spectrum Policy Controller (DPC) 902 connected to a Home Subscriber Server (HSS)
904 which may communicate with network components of a provider network. The
HSS 904 may be a master user database that supports the Dynamic Spectrum Policy
Controller (DPC) 902. The HSS 904 may include the subscription-related information
(i.e., subscription-profile), perform authentication and authorize the secondary users,
and can optionally provide information about subscriber’s location and IP
information. The HSS 904 may contain users’ (SAE) subscription data such as the
EPS-subscribed QoS profile and any access restrictions for roaming. It may also hold,
store or retain information about the PDNs to which the user can connect. This could
be in the form of an access point name (APN) (which is a label according to DNS
naming conventions describing the access point to the PDN) or a PDN address

(indicating subscribed IP address(es)). In addition the HSS 904 holds dynamic
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information such as the identity of the Mobility Management Entity (“MME”) to
which the user is currently attached or registered. The HSS 904 may also integrate the

authentication center (AUC), which generates the vectors for authentication and

security keys.

[0133] The HSS 904 may be connected to a Signaling Server 7 (SS7) 906. Both the
Dynamic Spectrum Policy Controller (DPC) 902 and the HSS 904 may be connected
to the Internet 106. The HSS 904 may independently communicate with the in-
network components of a network via the SS7 network 906.

[0134] The DPC 902 may also communicate with the network components of a
network provider through a commercial or private wireless carrier 903 and Dynamic
Spectrum Controller (DSC) 910 or directly through the DSC 910 without using a
commercial or private carrier. The DSC 910 component may be added to network
components for networks which participate with the DSA communication system and
may communicate with the OMC/NMS 910. In various embodiments, the DSC 910
component may include a wired or wireless connection to a Policy Control and

Charging Rules Function (PCRF) 905 component/server.
[0135] AVAILABILITY OF SPECTRUM RESOURCES

[0136] In the various embodiments, the DSA communication system may enable a
spectrum provider to monitor and assess its RF spectrum usage and availability, and
make available unused RF spectrum for use by other providers or unsubscribed users
(ie., secondary users). The DSA communication system may provide different
methods to determine RF spectrum availability, such as location and database lookup,
signal detectors and spectrum usage beacon. The DSA communication system may
enable one provider (host network) to identify spectrum resources which may be
offered for use by another provider or provider subscribers (a secondary user), such as

on a pay per use or pay per minute basis.

[0137] In an exemplary embodiment, as illustrated in FIG. 9, the DSA communication

system 900 may enable a network to determine availability of RF resources. At each
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network or sub-network, the DSC 910 may monitor call traffic through OMC/NMS
912 to receive detailed status of the various network elements in real-time without
inserting another device into the network. The DSC 910 may carry out policy based
QoS decisions based on the status of the existing traffic, projected traffic margins and
the system policies to determine whether a network or sub-network has resources to

allocate for secondary use or requires resources from another provider.

[0138] The DSC 910 may be configured with software to communicate data regarding
the availability of spectrum resources to the DPC 902 using capacity policy criteria.
The data that is communicated to the DPC 902 may include data relating to current

excess capacity and expected future capacity of the network or sub-network.

[0139] The available resources at a network provider may be dynamically allocated
and de-allocated. The resource poll information may be controlled by the DSC 910
and relayed to the DPC 902 for central coordination. However, based on rule sets in
the DSA communication system, the DSC 910 may identify resources available for
secondary use on a system level and cluster level as traffic in the system fluctuates by
increasing and decreasing the resource pool for secondary usage may increase and

decrease and may be reported to the DPC 902 via the DSC 910.
[0140] ALLOCATION OF AVAILABLE RESOURCES

[0141] In the various embodiments, the Dynamic Spectrum Arbitrager (DSA) system
may further manage allocation or assignment of RF spectrum resources of a network
provider for specific uses, such as use by secondary users. The DSA communication
system may manage RF spectrum allocation based on the providers’ varying criteria,
such as degrees of prioritization (e.g., low priority or no priority), type of connection

(e.g., “always on” and “surge” guaranteed access and bandwidth), and price.

[0142] In contrast to the currently available spectrum allocation techniques, allocation
of spectrum resources by the DSA communication system may rely on real-time
traffic status of participating providers. The DSA communication system resource

allocation may further depend on different factors, such as availability of resources,

36



WO 2014/130764 PCT/US2014/017574

the type of services that are being delivered and the policies associated with those
services. Some of the key policy criteria that may be considered for allocating
resources in the DSA communication system may include Radio Access Selection,
Capacity Augmentation, Quality of Service (QoS), bearer selection, Congestion

Control, Routing, Security, and Rating. The DPC and DSC 910 may perform policy
definition and control.

[0143] Radio Access Selection: The DSA communication system may be configured
to make the best available spectrum assignment from the available pool of resources.
Factors considered in the selection of spectrum assignment may include spectrum
bandwidth, location of spectrum in the frequency band, geographic zone along with

the requested service, and QoS.

[0144] Capacity Augmentation: The DSA communication system may be configured
to make the best available capacity augmentation assignment from the available pool
of resources. Factors considered in the decision may include spectrum bandwidth,

location of spectrum in the frequency band, geographic zone along with the requested

service, and QoS.

[0145] Bearer Selection: The DSA communication system may be configured to select

the resources required to support the requested QoS profile at the radio and transport

bearer services.

[0146] Admission Control: The DSA communication system may be configured to
maintain information of available/allocated resources in both the radio and the IP
transport network and perform resource reservation/allocation in response to new

service requests.

[0147] Congestion Control: The DSA communication system may be configured to
monitor traffic conditions on the primary network, and seek alternative methods for
capacity off load. Additionally, The DSA communication system may be configured
to monitor the primary network and perform back-off of secondary users as traffic

demand increases on the primary network.
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[0148] Routing: The DSA communication system may be configured to ensure that the

optimum route for the service is used based on the bearer traffic and available network

resources.

[0149] Security: The DSA communication system may be configured to provide

security for the traffic streams by segregating the traffic into tunnels to ensure no cross

pollination of information.

[0150] Rating: The DSA communication system may be configured to coordinate

rating schemes including prioritization and carrier usage fee and other metering

processes.

[0151) The DSA communication system resource allocation may be based on different
methods, such as stateless and stateful methods. By employing different allocation
methods, the DSA communication system may enable providers to tailor spectrum
allocation and utilization based on their individual spectrum traffic demands. The
stateless method may involve coordinating spectrum usage between networks on a
real-time basis. The stateful method may include storing and forwarding spectrum
resources following defined time intervals. RF spectrum resources may further be
allocated on a need basis, which may be based on committed and peak
bandwidth/traffic requirements. The need based allocation method may allow for the
greatest flexibility and spectrum utilization. The DSA communication system may
further employ a just-in-time allocation method in enabling the providers to allocate
spectrum resources. By employing the just-in-time allocation method, the DSA
communication system may improve the overall spectrum utilization for a given

market and provide a revenue source for wireless carriers.

[0152] In an embodiment, the DSA communication system may provide the command
and control functions to enable spectrum to be leased for the entire license area or for
a defined sub-license area, and for a term. For example, the DSA communication
system may facilitate spectrum resource allocation using a sub-spectrum block

approach with the ability to increase or decrease the spectrum consumed dynamically.

38



WO 2014/130764 PCT/US2014/017574

For example, multiple different communication networks can allocate spectrum to the

same user.

[0153] As shown in FIG. 9, the components of the DSA communication system which

are not part of a provider’s network, such as the DPC 902, may manage spectrum

allocation between different networks or sub-networks.

[0154] In an embodiment, the DSA communication system may enable host networks
to allocate resources which are currently assigned for use by primary users for use by
secondary users. In such a scenario, the secondary users may be granted access to the
host networks’ spectrum capacity or resources regardless of existing available

capacity at of the host network.
[0155] GOVERNANCE AND POLICY MANAGEMENT

[0156] The DSA communication system may operate based on pre-determined rules
and parameters which may be based on the statistics of the channel availability. For
example, operating rules may enable the DSA communication system to monitor the
level of access to RF spectrum at any given time to allow the system to determine

whether capacity is available for allocation.

[0157] As described above, resource allocation may be done through the DSA
communication system components, such as the DPC 902 and DSC 910 following the
rules defined by the business arrangement, device compatibility, target system RAN,

and capacity and services requested.

[0158] FIG. 9 further illustrates the network architecture 900 of an embodiment
method for implementing DSA policy governance. The DSA communication system

may require that the participating parties adhere to the governing rules and policies.

[0159] In implementing the DSA policies, the Policy Control and Charging Rules
Function (PCRF) 905 of a participating network may provide the policy and service
control rules and the Rivada® Policy Control Network (RPCN) may provide policy

changes and corrections based on the DSA rules and DPC 902 requirements. The
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PCRF may be responsible for policy control decision-making, as well as for
controlling the flow-based charging functionalities in the Policy Control Enforcement
Function (PCEF), which resides in the PGW. The PCRF provides the QoS
authorization (QoS class identifier [QCI] and bit rates) that decides how a certain data
flow will be treated in the PCEF and ensures that the data flow and authorization
meets and is in accordance with the user’s subscription profile. The RPCN may be a
part of each network DSC 910. The RPCN may further maintain a Hot List for public

safety users who may also be linked to the commercial system.

[0160] For example, when resources of a host network is depleting, the network PCRF
905/RPCN may instruct the host network to take an action to recover additional
resources for the preferred users of the home network. The instructions sent by the
PCRF 905/RPCN may be used to determine the course of action needed to be taken to
free-up resources for the use of the preferred users. For example, the PCRF
905/RPCN instructions may be to reduce QoS for secondary user wireless devices 101
or certain applications, or shed secondary user wireless devices 101 from the network
based on a set of conditions. While managing the level of its resources by reducing

traffic, the host network may implement time slot allocations.

[0161] Some optional subcomponents of the EPC may include the MME 914
(Mobility Management Entity), which is a key control-node for the LTE access-
network and may be responsible for idle mode UE (User Equipment) tracking and
paging procedure including retransmissions and may be involved in the bearer
activation/deactivation process and is also responsible for choosing the SGW for a UE
at the initial attach and at time of intra-LTE handover involving Core Network (CN)
node relocation. MME 914 may be responsible for authenticating the user (by
interacting with the HSS). The Non Access Stratum (NAS) signaling terminates at the
MME 914 and may also be responsible for generation and allocation of temporary
identities to UEs. MME 914 may check the authorization of the UE to camp on the
service provider’s Public Land Mobile Network (PLMN) and enforces UE roaming
restrictions. SGW 922 (Serving Gateway) may route and forward user data packets,

while also acting as the mobility anchor for the user plane during inter-eNodeB
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handovers and as the anchor for mobility between LTE and other 3GPP technologies.
The PGW 908 (PDN Gateway) provides connectivity from the UE to external packet
data networks by being the point of exit and entry of traffic for the UE. A UE may
have simultaneous connectivity with more than one PGW 908 for accessing multiple
PDNs. HSS 926 may be a central database that contains user-related and subscription-
related information. The functions of the HSS 926 include, for example, mobility
management, call and session establishment support, user authentication and access
authorization. ANDSF 918 (Access Network Discovery and Selection Function)
provides information to the UE about connectivity to 3GPP and non-3GPP access
networks (such as Wi-Fi). The purpose of the ANDSF 918 is to assist the UE to
discover the access networks in their vicinity and to provide rules (policies) to
prioritize and manage connections to these networks. Network 900 may also include
ePDG (Evolved Packet Data Gateway) is to secure the data transmission with a UE

connected to the EPC over an untrusted non-3GPP access.

[0162] DSA communication system policy and governance may have the same
attributes as those found in a commercial network. However, in the DSA
communication system, the combination of policy driven QoS with dynamic spectrum
arbitrage/allocation may enhance both the primary and secondary (e.g., lessor and

lessee) spectrum utilization and reduce the overall costs.

[0163] In an embodiment DSA system, the policy/governance may be set for specific
levels of network resources per session, per “pipe,” per user or a group of users. The
policy may also relate to the priorities, such as emergency calls getting highest
priority, or preferences, such as allowing degrading quality for ongoing calls or
rejecting new ones at near congestion time. DSA policy and governance may also
invoke routine policies which may be applied to facilitate the best route for a

particular type of communication session and service offering.
[0164] ACCESS TO ALLOCATED RESOUCES OF ANOTHER NETWORK

[0165] In an embodiment, the DSA communication system may manage the access of

users to available RF spectrum resources of a network. For example, the DSA
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communication system may manage the access of secondary users to spectrum

resources of a primary host network that are allocated for secondary use.

[0166] The secondary users may access spectrum resources of a primary host network
using different methods such as, by acting as a dynamic roamer or using a coordinated
spectrum scheme with compatible access techniques. In allowing the secondary user
to access a primary host spectrum resources, the DSA communication system may
enable the wireless device 101 of a subscriber of one provider to change bandwidths
from the spectrum belonging to the home network provider of the wireless device 101
to one belonging to a host network provider based on different parameters such as

price, quality of reception, geographic area and location.

[0167] The DSA communication system may provide access to a secondary user based
on different access conditions. The DSA communication system may provide access
to available spectrum either temporarily or by sharing traffic throughput for a radio
access technique with a primary user of a primary provider. Temporary access may
involve accessing defined spectrum that was allocated for usage based on the policies
of the DSA communication system. Sharing spectrum may involve allowing the
subscribers of one provider to access radio spectrum at a host provider on a secondary

basis.

[0168] Secondary users’ home network providers may employ different methods to
dynamically contract for allocated RF spectrum resources of a primary provider. For
example, the primary provider may auction and the secondary provider may bid for
available spectrum resources. The bidding may be a fee based process; which may
involve managing the reselling of unused spectrum on temporary or permanent basis
to efficiently manage excess resources that might otherwise go unused for that time;

or managing leasing of excess RF spectrum on temporary or permanent basis.

[0169] FIG. 10 illustrates network architecture 1000 of two wireless network
providers using the DSA communication system to share spectrum resources. The
DSA communication system may be comprised of two general components: Qut-of-

network and in-network components. The out-of-network component of the DSA
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communication system may include a DPC 902 connected to a HSS 904. The DPC
902 may enable the DSA communication system to dynamically manage the access to
the allocated spectrum resources of a network. For example, the DPC 902 may

manage the access of secondary users of a network provider to the allocated spectrum

resources of a primary network provider.

[0170] The DPC 902 may further coordinate DSA communication system policies and
effectuate sharing of relative information between network providers. The DPC 902

may further facilitate the charging policy and resource requests which may be

communicated with the networks.

[0171] The DPC 902 may be configured to communicate with one or several networks
(e.g., Network 1 and Network 2) through in-network DSC 910 component of each
DSA communication system participating provider. In an embodiment, each Network
1 and Network 2 may include a DSC 910a, 910b which may be an add-on to the
online management center/network management system (OMC/NMS) 912a, 912b of a
wireless carrier. At each network, the DSC 910a, 910b may manage traffic and
capacity of each network and continuously monitor nodes for capacity constraints
based upon commands received from or policies and rule sets of the DPC 902. The

DSC 910 may communicate its findings with the DPC 910.

[0172] Each network may include an OMC/NMS 912a, 912b which may be in
communication with a wireless network 1002a, 1002b. The wireless network 1002a,
1002b may be in communication with wireless access nodes 102a, 102b. Subscriber
wireless devices 101 may communicate with a wireless access node 102a, 102b. The

relationship and interconnectivity of these components of the network are known.

[0173] In an embodiment, the DSC 910a of Network 1 may determine that additional
resources may be required by Network 1. The DSC 910a of Network 1 may be
configured to send a request for additional resources to the DPC 902. The DPC 902

may receive information regarding a secondary user wireless device 101a location and
the network.
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[0174] The DPC 902 may be configured to also receive data from other affiliated
networks such as from the DSC 910b of Network 2. The DSC 910b of Network 2
may be further configured to report to the DPC 902 that specified amounts of

resources are available in Network 2.

[0175] The DPC 902 may be configured to process data received from the requesting
network (i.e., Network 1) and the supplying network (i.e., Network 2) and facilitate a
real-time access to the resources of Network 2 by the requesting Network 1. Once
spectrum resources from Network 2 are made available for access by users of
Network 1, the DSC 910a may instruct the wireless devices 101a to change networks
and access the spectrum resources provided by Network 2. For example, when a
wireless device 101a of Network 1 requests communication resources, its rule set may
be validated by the DSC 910 of Network 2. Network 2 may receive the wireless
device’s 101a updated information in the PCRF 905 (shown in FIG. 9). The PCRF
903, with other platforms, may allow the secondary user wireless device 101a to

access the allocated resources of Network 2.

[0176] In an embodiment, the accessibility of resources to a secondary user through
the DSA communication system may also depend on Host Network Operators policy
and use criteria for those resources. The criteria can include both Radio Access and

Core Network Resources.

[0177] For example, some of the policy and resource criteria imposed by the Host
Network Operator may include: Availability of spectrum (e.g., separate or co-
existence); availability of capacity/bandwidth (e.g., RF and Core); overhead criteria
(e.g., percent total available capacity versus used capacity); existence of back-off
criteria (e.g., reselection, handover (intra system and inter-system), termination);
treatment (how specific services/applications are treated/routed); barred treatments
(e.g., services/applications which are barred for use); rating (e.g., how services are
rated, i.e., possible special discount for off-peak usage); geographic boundary (e.g.,

defining zones or cells for inclusion); time (e.g., defining time and day(s) for inclusion
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including); duration (e.g., defining incremental allocation based on time and

geographic boundary); user equipment types.

[0178] The DSA communication system may enable a secondary network to request
spectrum resources based on: time (e.g., when are resources requested); required
capacity/bandwidth; treatment (e.g., what services are desired, including QoS);

geographic boundary (e.g., where services are requested); and duration (e.g., for how

long are the resources requested).

[0179] In an embodiment, the communications that may be performed by the DSC
910a, 910b may be transparent to the secondary users. In another embodiment, the

communication may not be transparent.

[0180] FIG. 11 illustrates a network component diagram 1100 of an embodiment DSA
communication system where spectrum usage and traffic data may be processed by a
third party or spectrum clearinghouse. The out-of-network component 1102 of the
DSA communication system may include sub-components such as the DPC 902
(shown in FIG. 9). The DPC 902 may communicate with the wireless Networks 1 and
2, by communicating with sub-components of the core network 1104a, 1104b. The
out-of-network component 1102 may also communicate with one or both networks
using the Internet or a private network 106. For example, the DSA communication
system out-of-network component 1102 may communicate with the core network
1104b of Network 2 via the Internet 106 while directly communicating with the core
network 1104a of Network 1. The core networks 1104a, 1104b may include sub-

components such as the DSC 910, Long Term Evolution (LTE), (EVDO), (HSPA)
and OMC/NMS 912a.

[0181] When Network 1 becomes overburdened and requires additional spectrum
resources, the core network 1104a, may determine a need for spectrum and request for
additional spectrum resources from the DSA communication system out-of-network
component 1102. Network 2 may determine that it has available an excess amount of
spectrum resources due to low call traffic. Network 2 may also report the availability

of excess resources to the out-of-network component 1102. Communication between
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the DSA out-of-network component 1102 and Network 2 may be through the Internet
106. Alternatively, the out-of-network component 1102 and Network 2 may
communicate directly as shown by dashed line 1106. The DSA out-of-network
component 1102 may facilitate the allocation of spectrum resources from Network 2
to Network 1 which is shown here by the dashed line 1108.

[0182] The wireless device 101b may access the allocated resources by different
methods. Network 1 may instruct the wireless device 101b to switch networks to
Network 2 to use the allocated resources as a secondary user on Network 2.
Alternatively, the allocated resources of Network 2 may be made available throﬁgh
Network 1 enabling the wireless device 101b to use the resources of Network 2
without having to change communications session from Network 1 to Network 2. For

example, networks 1, 2, and 3 may pool spectrum that can be allocated for use by

multiple entities.

[0183] FIG. 12 illustrates a communication system 1200 of an embodiment DSA
network. The DPC 902 may provide the master control for the arbitrage process while
serving several different networks. The DPC 902 may include the policy and time
dependent arbitrage rules for current allocations. The DSC 910 may be configured to
also have a local copy of the policy and time dependent arbitrage rules for the current
allocation. The local copy of the policy and time dependent arbitrage rules may
ensure that the local control of the network resources may be maintained. In addition,
the DSCs 910a-910c may be separate platforms interfacing with the network

operations system providing a demarcation point for future network operation issues.

[0184] In an embodiment, to ensure disaster recovery of the system in the event of an
incident, the DPC 902 may be configured as a dual mirrored server site (e.g., DPC
902a and DPC 902b) or include several servers in a geographically dispersed cluster.
To secure the network, the DPC 902a, 902b may have a secured link to defined and
pre-approved network operators 1204a, 1204b, 1204c (e.g., spectrum resource
providers) and system resource requesters 1206, 1208, 1210(e.g., bidders).
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[0185] In the event of a failure of communication between the DPC 902a, 902b and
DSC 910a, 910b, 910c, the DSC 910 a, 910b, 910c may be configured to use its
locally saved policy and rule contents to maintain continuity in an arbitrage process
that has been initiated by the DPC 902a, 902b. However, because of the lack of
connection with the DSC 902a, 902b, the DSC 910a, 910b, 910c may not be able to
facilitate additional new resource allocations or bids. To ensure that local control is
always maintained, the DSC 910a, 910b, 910c may be further configured to control
and locally override components and functions that enable the local operators to

prematurely terminate or back-off resources from a secondary user.

[0186] For example, DSC 910a may locally store policy and rules of any
communicating DPCs 902a, 902b. As such, if communication between the DPCs
902a, 902b and DSC 910a is compromised after a bid has been processed by a DPC
902a, 902b, the DSC 910a may continue to provide resources to secondary users of
bidder 1 1206 without having to terminate the secondary users. Additionally, when
Network A 1204a requires more resources to provide service to its own primary users,
the DSC 910a may locally control the off-loading of secondary users from Network A
to free-up resources based on the policies and rules of the DPC 902a, 902b.

[0187] In an embodiment, the process involved in the DSA communication system
may be similar in all cases for flow. As illustrated in FIG. 13A, resources of a block
of spectrum 1300A may be categorized based on how they are used by a network.
Resources for a given spectrum may be categorized as occupied resources, uncertain
resources and available resources. The occupied resources may be those resources
which are currently in use by the carrier and may not be allocated by the DSA
communication system. The uncertain resources may provide a margin for the carrier
to manage peak loads. The uncertain resources may be used up during the peak loads
and not used during low peak loads. The available resources may be the subset of
resources which are not used at all by the network. The available resources may be

made available for allocation to other secondary providers.
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[0188] In an embodiment, spectrum resources may be allocated to secondary users by
different methods. FIG. 13B illustrates allocation of spectrum resources of a block of
spectrum 1300 licensed by a host network, according to an embodiment. The host
network may license a RF spectrum block 1300a including four channels. The host
network may dedicate three of the four channels of the RF spectrum block for use by
the network 1 subscribers. The dedicated channels 1-2 are shaded in the RF spectrum
block 1300b. As shown by RF spectrum 1300b, Channel 4 may remain unassigned by
the provider. Channel 3 may be partially allocated, partially transitional and partially
unassigned as illustrated by spectrum block 1300¢c. The transitional section of the
spectrum block 1300c may be reserved for use during high traffic periods by the

provider’s subscriber. The unassigned portions of the licensed spectrum 1300¢ may

never be used.

[0189] In an embodiment, the host network may sublicense the unassigned portion of
the licensed spectrum to secondary users using the DSA communication system. In
such a scenario, the host operator may make available to secondary users the

unassigned portion of channel 3 and all of channel 4.

[0190] FIG. 14 illustrates allocation of spectrum resources including a guard band
channel of a licensed spectrum 1400, according to an embodiment. The licensed
spectrum 1400 may include a guard band 1404 that is either defined or set aside by
operators as part of a spectrum deployment policy and program. Such guard bands
may include usable resources that currently remain unused. The host network may
allow the resources available in the guard bands to be used by secondary users using
the DSA communication system. By using the DSA the host network may make
available for use the unused guard band resources by combining the guard band into a

single usable channel 1402 for resource allocation.

[0191] FIG. 15 illustrates pooling and allocation of spectrum resources of more than
one host networks using the DSA communication system, according to an
embodiment. In an embodiment, the DSA communication system may be configured

to survey the available spectrum from different networks and pool the available
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together for allocation. In an exemplary embodiment as shown by spectrum block (1),
each of the host networks, network A and network B, may license a block of spectrum
including four channels each. For example, the block of spectrum 1502A licensed by
network A may include channels 1A, 2A, 3A, and 4A. The block of spectrum 1502B
licensed by network B may include channels 1B, 2B, 3B, and 4B.

[0192] In the exemplary embodiment as shown by spectrum block (2), the spectrum
block 1504A of network A may include available channel 4A and partially assigned
channel 3A. Channel 3A may be partially assigned for use by the network, partially
transitional and partially available for use by other networks. The spectrum block
1504B of network B may include available channels 1B and 4B and partially assigned
channel 3B. Channel 3B may be partially assigned for use by the network, partially

transitional and partially available for allocation to other networks.

[0193] In an exemplary embodiment as shown by spectrum block (3), each spectrum
block 1506A, 1506B of network A and network B may make available their resources
using the DSA communication system. The DSA communication system may pool
the available resources from each network and allocate them for secondary use. For
example, the DSA communication system may pool the resources available in
channels 1B and 4B and make them available to secondary users. The DSA
communication system may pool the resources available in channel 4A and the partial

resources available in channel 3A and make them available to secondary users.

[0194] The DSA communication system may pool available resources from different
networks for allocation to secondary users. In an exemplary embodiment, as shown in
spectrum block (4), the DSA communication system may pool available resources
from channel 4A in network A, spectrum block 1508A and channels 1B and 4B in

network B, spectrum block 1508B, and make them available to secondary users.

[0195] In an exemplary embodiment, as shown by spectrum block (5), the DSA
communication system may pool available resources from all channels in different
networks, including channels with resources that are fully committed for use by the

network and channels which include available resources. The DSA communication
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system may pool spectrum resources from channels 3A and 4A in network A,
spectrum block 1510A, and channels 1B, 3B and 4B in network B, spectrum block

1510B, and make them available to secondary users.

[0196] In an embodiment, the DSA communication system may enable Mobile Virtual
Network Operators (MVNO) to utilize unused spectrum capacity. For example, the
DPC 902 may aggregate multiple MVNO’s to utilize unused spectrum capacity in a
prioritization scheme. This would enable an MVNO to sell its unused or under used

capacity to another MVNO thereby ensuring that both MVNO’s operating efficiently.

[0197] FIGs. 16A-16C illustrate MVNO spectrum aggregation according to an
embodiment. FIG. 16A illustrates the allocation or capacity of spectrum for MVNO
A 1602A and MVNO B 1602B where both operators possess unassigned spectrum
capacity. FIG. 16B illustrates an exemplary embodiment method by which the DSA
communication system may enable the MVNO B 1604B to increase or augment its
available spectrum capacity by receiving unassigned spectrum from MVNO A 1604A.
FIG. 16C illustrates an exemplary embodiment method by which the DSA
communication system may be enabled one MVNO C 1606C to receive additional
spectrum capacity from two other MVNO’s 1606A, 1606B. The MVNO C 1606C
may be a new or additional MVNO and may obtain the available unassigned spectrum
capacity from MVNO A and B 1606A, 1606B for its potential use. In this scenario,
MVNO A and MVNO B 16064, 1606B may or may not operate on the same host
carrier and may or may not have the same Radio Access Technology (RAT). In

another embodiment, a conversion may be provided to provide access between
different RAT.

[0198] In an embodiment, to measure the quantity of the resources that are used by
secondary users, the host network may use similar processes as used for pre-paid users
to facilitate the time/duration and usage metering of secondary uses which can be

done at an individual or global account basis.

[0199] Depending on the method used by secondary users to access available

resources, several fundamental types of DSA allocation methods may be
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implemented, including: 1) virtual-best effort method; 2) virtual-secondary users
method; and 3) spectrum allocation method which may include License area and
Regional area spectrum allocation. Each of these allocation methods may have
several variations. For example, in a virtual-best effort method, the DSA
communication system may be configured to make available spectrum resources for
an entire license area or on a regional, sub-license area basis. Classes of the users may
also be defined in user’s wireless devices 101 by their home network providers and

may be assigned either secondary user or best effort user statuses.

[0200] In an embodiment, Resources in the virtual-best effort method may be available
to the MVNO through a grant of access to the network involved. Prioritization may

occur within the host network based on PCRF rules of the home and host networks.

[0201] In the virtual-best effort method, the host network may enable the secondary
user wireless devices 101 to use the same network as the host network but on a virtual
basis, i.e., an MVNO type of arrangement. Different variations of this arrangement
may include situations when 1) the secondary user uses the host network with the
same rights as the host network subscribers and 2) the secondary user uses the host
network as a secondary user or on a secondary basis where primary users (host
subscribers) have higher priority and rights than the secondary user subscribers.
Access priority for primary users may be established in networks where the primary
users are public safety users. During emergency situations, the host network may
drop secondary users due to an increase in use of its spectrum by other users such as

public safety primary users.

[0202] FIG. 17 illustrates a communication system 1700 of a DSA communication
system for allocating resources according to an embodiment. In a virtual-best effort

method, the wireless device 101 may be considered a valid roamer as shown in FIG.
17.

[0203] During the bidding process, the DSA communication system may implement a
rule sets which may be used to define the types of services, treatments and duration of

services for the wireless devices that are granted access to the host network. The rule
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sets may include information such as: 1) requested capacity/boundary; 2) treatment of
services such as when they are required and the QoS; 3) geographic boundaries based
on the requested service; 4) time for when resources are requested; and 5) duration for
which requested resources would be used by the secondary user. It is contemplated

that all or a sub-set of these rules may be used depending on the arbitrage scheme.

[0204] In the virtual-best effort method, the DSA communication system may follow
the industry roaming process in that access to spectrum may be granted to the
secondary users provide the service requesting wireless devices meet the required
authentication processes. Validation/authentication of the secondary user wireless

devices 101 may be performed following standard MAP/IS-41 processes through the
use of the host’s HSS 926 and AAA.

[0205] Additional criteria that the DSA communication system may add to the process
of roaming may include different billing schemes. For example, secondary user’s
wireless device’s 101 access duration or total usage permissions may be governed by
the host network. Such governing schemes enable the host network to control the
access of the secondary users locally and on a real-time basis. In the virtual-best

effort method, the DSA communication system may not reserve resources and merely

track the consumption of resources.

[0206] In the virtual-best effort method, the primary or host network provider may not
grant prioritization to the secondary users except through differentiation afforded by
the PCRF 905 and PDN Gateway (PGW) 908 of the host network provider. To use
the resources of a DSA communication system using the virtual-best effort method,
the secondary users may either use the PGW(s) 908 of the host network of or the
secondary network’s PGW which may be either connected to the appropriate Serving
Gateway (SGW) 922 of the host network or connected to the PGW of the host through
an intermediate PGW 908 that is governed by the host network.

[0207] The PGW is responsible for IP address allocation for the wireless device 101,
as well as QoS enforcement and flow-based charging according to rules from the

PCRF. It is responsible for the filtering of downlink user IP packets into the different
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QoS-based bearers. This is performed based on Traffic Flow Templates (TFTs). The
PGW performs QoS enforcement for guaranteed bit rate (GBR) bearers. It may also
serve as the mobility anchor for interworking with non-3GPP technologies such as
CDMA2000 and WiMAX® networks.

[0208] All user IP packets may be transferred through the SGW, which serves as the
local mobility anchor for the data bearers when the wireless device moves between
eNodeBs. The local mobility anchor point for inter-eNodeB handover includes
downlink packet buffering and initiation of network-triggered service requests, lawful
interception, accounting on user and QCI granularity, and UL/DL charging per
wireless device. SGW also retains the information about the bearers when the
wireless devices are in the idle state (known as “EPS Connection Management —
IDLE” [ECM-IDLE]) and temporarily buffers downlink data while the Mobility
Management Entity (MME) initiates paging of the wireless devices to reestablish the
bearers. In addition, the SGW performs some administrative functions in the visited
network such as collecting information for charging (for example, the volume of data
sent to or received from the user) and lawful interception. It may also serve as the
mobility anchor for interworking with other 3GPP technologies such as general packet
radio service (GPRS) and UMTS.

[0209] The MME is the control node that processes the signaling between the wireless
device and the CN. The protocols running between the wireless device and the CN are
known as the Non Access Stratum (NAS) protocols (eMM, eSM) and security, AS
security, tracking area list management, PDN GW and S-GW selection, handovers
(intra- and inter-LTE), authentication, bearer management. The MME also contains

mechanisms for avoiding and handling overload situations.

[0210] An eNodeB performs Radio Resource Management functions, such as radio
bearer control, radio admission control, radio mobility control, scheduling and
dynamic allocation of resources to wireless devices in both uplink and downlink. The
eNodeB may perform Header Compression which refers to the process of

compressing the IP packet headers that could otherwise represent a significant
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overhead, especially for small packets such as VoIP to help ensure efficient use of the
radio interface. The eNodeB may perform Security functions by ensuring that all data

sent over the radio interface is encrypted.

[0211] In an embodiment, the virtual-best effort method may enable the DSA
communication system to manage resources allocation by using different methods.
For example, the host network’s PCRF 905 may control the secondary users’ wireless
devices 101 that access the host network and track the usage of the resources. The

host network’s billing system may be used to bill the secondary user.

[0212] Alternatively, the host network’s billing system may control/track the usage of
the resources by the secondary user, and the secondary user’s home network PCRF

905 may provide preferred services. In such a scenario, the PCRF 905 of the host

network may retain final control.

[0213] Alternatively, the host network may provide access and secondary user’s home
network’s PCRF 905 may define the preferred services. Additionally, as part of the
allocation process using the virtual-best effort method, different TAI’s may be
assigned to the secondary user’s wireless devices which roam onto the host network.
The TAls may provide differential service areas or defined geogtraphic zones for
potential usage. In an embodiment, the subscriber wireless devices may be allowed to
access the home network through identification of a valid PLMN that it has in USIM
that is either pre-programmed or provided through OTA provisioning. The home
network may direct subscribers to use a host network as secondary users for different
reasons. Additionally, if the wireless device 101 is capable of accessing two networks
at the same time, the wireless device 101 may potentially use the home network for

one type of service and be directed to use a host network for other services.

[0214] In an embodiment, available resources may be allocated to secondary users
using a virtual-secondary user method (e.g., an Intra-System (i.e., Intra freq—lessor, or
Intra freq prime-lessee)). In the virtual-secondary user method, the primary host
network may allow the secondary users of the secondary network to operate using the

primary network’s system spectrum resources with different usage rights as compared
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to the primary users, such as on a de facto lease but with a different SID. This may be
achieved by allowing the secondary users to include spectrum allocation from the
primary host network when there is technology compatibility between the primary
network systems and the secondary user wireless device 101. This allocation may be
applied to the mobile virtual network operator mobile that provides mobile phone
services but does not have its own licensed frequency allocation of radio spectrum,

nor infrastructure required to provide mobile telephone service.

[0215] In a virtual-secondary user method, the prioritization of the secondary users
may follow the host network’s PCRF 905 and PGW 908 rules. The PGW(s) 908 that
may be used by the secondary wireless devices 101 may either be controlled by the
host network or available through the secondary user's home network. If the PGW
908 is available through the secondary users’ home network, it may either be
connected to the appropriate SGW 922 or provided through an intermediate PGW 908
that is governed by the host network. In such a scenario, a secondary user may be
considered a valid roamer in the DSA communication system using the virtual-

secondary user method as shown in FIG. 17.

[0216] In a virtual-secondary user method, the DSA communication system may use
five fundamental bidding rule sets, which are used to define the types of services,
treatment and duration for the secondary user wireless devices 101. The rule sets may
include information such as: 1) requested capacity/boundary; 2) treatment of services
such as when they are required and the QoS; 3) geographic boundaries based on the
requested service; 4) time for when resources are requested; and 5) duration for which
requested resources would be used by the secondary user, and other rule sets as
applicable. It is contemplated that all or a sub-set of these rules may be used

depending on the arbitrage scheme.

[0217] In an embodiment, when employing the virtual-secondary user method, a host
network may grant access to a secondary user wireless device 101 provided it meets a
predetermined required authentication process. The host network using a virtual-

secondary user method may use different billing schemes where the wireless devices
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101 access or usage total is governed by the rules and specifications of the host
network, allowing the secondary user devices 101 to be controlled locally. As
secondary users in the system, the wireless devices’ 101 access to the host network
can be restricted, reduced, or barred depending on the conditions of the host network.
The restrictions, reduction or barring may be imposed on a call, on a regional or
system wide basis depending on the conditions set forth by the host network in the
bidding system. The restrictions, reductions or barring may further be performed on

dynamic basis by overriding the bidding conditions (e.g., in public safety networks).

[0218] Authentication or validation of the secondary wireless device user may be
performed following the standard MAP/IS-41. Using MAP/IS-41, the host HSS 926

and AAA may authenticate secondary user wireless device.

[0219] In an embodiment, when using the virtual-secondary user method, the DSA
communication system may require that different components of the host and/or home
networks be used for resource allocation. For example, the host network billing
system and PCRF 905 may control the secondary user’s access to the network and
track its usage. Alternatively, the host network’s billing system may control and/or
track usage and the secondary users’ home network PCRF 905 may provide preferred
services and the network PCRF 905 may perform the final control. Alternatively, the
host network may provide access in the home network PCRF 905 may define the

preferred services.

[0220) When resources that are allocated using the virtual-secondary user method are
near exhaustion either based on time, usage or other criteria, the DPC 902 may notify
the home network operator in the host network that the resources may expire. The
home network operator, if allowed, may be enabled to top off or replenish the
resources available to the secondary user by requesting foreign bidding on additional
resources at the host network or otherwise provide additional RF spectrum resources.
To provide additional flexibility to the resource allocation process, different TADs

may be assigned to the secondary user’s wireless device that is roaming the host
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network. The TAI's may provide differential service areas or different geographic

zones for potential use.

[0221] In an embodiment, the secondary user’s wireless device may be able to access
the home network through identification of a valid public land mobile network or
PLMN that it may have stored in its universal subscriber identity module (“USIM”).
The USIM may be either pre-programmed or provided through OTA provisioning.
When using the home network, the secondary user’s wireless device 101 may be
redirected to search for a host network from which it can receive services. Once a
host network is identified, the secondary user wireless device 101 may use the host
network for all services, or use the host network for one type of service. Additionally,
the use the home network can be for other services if the wireless device 101 has the
capability of accessing two networks at the same time. Various configurations are

possible and within the scope of the present disclosure.

[0222] FIG. 18 illustrates a communication system block diagram 1800 itlustrating
communications between components of two networks in a DSA communication
system during resource reservation according to an embodiment. In an embodiment,
the host network’s (i.e., lessor) configuration may be controlled by the OMC 912.

Additionally the home network (i.e., lessee) 1802 may be separate from the host
network 1804.

[0223] In an embodiment, the host network using the virtual-secondary user method,
may reserve resources by using different methods, including: 1) X-furcating of the

eNodeB; 2) SGW and PGW link bandwidth; 3) combined resource allocation (PGW
and eNodeB); and 4) PCRF (host) control. These resource reservation methods may

be used in combination or may be mutually exclusive depending on the host networks

requirements and the bidding process.

[0224] By x-furcating the eNodeB, resources may be reserved for secondary users. In
an exemplary embodiment, as illustrated in FIG. 19, the eNodeB 916b may be
bifurcated to reserve resources for secondary users. The eNodeB 916b may receive

bifurcating instructions from the PCRF 905, MME 914 and SGW 922 to partition a
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percentage if its resources which may be used for another PLMN network. The PGW
908 may be located at the host network or may be located remotely. According to the
received instructions, the eNodeB 916b may reserve X% of the resources for the use
of the primary users and Y% of the resources for use by secondary users. The
eNodeB 916b may transmit an enhanced PLMN (¢ePLMN) which may be recognizable

to the secondary user wireless device 101b and camp on the cell.

[0225] In an embodiment, resources may also be reserved through controlling of the
connectivity between the SGW 922 and the PGW 908 to which the secondary user

wireless device is assigned.

[0226] FIG. 20 illustrates an embodiment method for controlling the SGW 922 and
PGW 908a, 908b link bandwidth allocation scheme according to an embodiment.
Resource reservation may be controlled by controlling the host SGW 922 connectivity
to the various PGW 908a, 908b. The SGW 922 connectivity to the PGW 908a, 908b
may be controlled through altering the available bandwidth between SGW 922 and
PGW 908a, 908b on a dynamic basis. The PGW 908a, 908b may be local and/or
remote with respect to the host network. The SGW 922 and PGW 908 link bandwidth
may be altered through the OMC/NMS 912 which may be connected to the DSC 910.
PGW 908a may be located at a host network or remotely.

[0227] In an embodiment, illustrated in FIG. 21, resources may be reserved for
allocation purposes by combining eNodeB x-furcation and SGW-PGW link
bandwidth control methods.

[0228] In an embodiment, the host PCRF 905 may control resource reservation for
allocation to secondary users. The host PCRF 905 may prioritize the secondary user
wireless device 101 based on the services requested using a combination of the
QCI/ARQ ARQ may be an automatic repeat request. In this scenario, the PCRF 905
may assign a QCI/ARQ to the primary user wireless devices 101a and the secondary

user wireless devices 101b.
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[0229] In an embodiment, the RF spectrum allocation method may be used to make
resources available for allocation. In the spectrum allocation method (e.g., Inter-
System (Inter freq-lessor, Inter freq prime —lessee)) the primary network may assign
spectrum resources for the use of the secondary users in a geographic region. Based
on this, the secondary network providers may make available the primary network
resources as channels/spectrum of their own normal operational network (i.e., can be
compatible or IRAT). This, also, may be applied to MVNO. Thus, secondary users
may access the primary network resources on their home networks and without having

to roam onto the primary network.

[0230] The spectrum allocation method may be based on a) licensed area; or b)
regional area. In both the license and regional area methods of spectrum allocation,
spectrum available for use by the primary network provider operators (i.e., lessor or
Network 1) may be programmable through the OMC/NMS 912. Spectrum allocation
method may enable the host network to allocate spectrum based on desired bandwidth,

geographic boundary of the secondary user, time the secondary user request resources,

and duration of time for which the secondary user request resources.

[0231] In an embodiment, the spectrum allocation method may make spectrum
resources available to secondary users on a dynamic basis. The billing process for the
spectrum allocation method may not involve the use of the host or the visiting

networks billing platforms. Instead, the DPC 902 may coordinate the billing for this
effort.

[0232] In contrast to the virtual-best effort or virtual-secondary user methods, the
spectrum allocation method may enable the home network operator (Network 2) to
use the allocated resources for the secondary user wireless device 101 and not share
the allocated resources with the primary host network. Therefore, the allocated
spectrum resources may be used by the secondary users for the duration of the lease.
The secondary user home networks may also be enabled to control the allocated

resources for the duration of the lease by using their radio access network nodes 102.
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[0233] FIGs. 23A and 23B illustrate an embodiment for allocating spectrum resources
to a license area 2300 using the spectrum allocation method. When allocating
spectrum resources to a license area 2300, the primary host network may allocate a
defined amount of spectrum resources to be used by secondary user home networks.
Each network operator of the secondary home network may be granted use of the
allocated spectrum over a geographically defined license area. As illustrated in FIG.

23A, a block of spectrum license 2300 may belong to a specific license area 2300.

[0234] The license area spectrum allocation method may involve partitioning the block
of spectrum 2302 which may be used over the entire license area. Partitioning may be
accomplished in various different channels, by sharing channels, or by other methods.

As shown in FIG 23B, the block of spectrum 2302 may be partitioned to provide three
channels 2304a, 2304b, 2304c for use by the primary users and channel 2304d for

leasing.

[0235] FIG. 24 illustrates an embodiment for allocating spectrum resources to a
regional area using the spectrum allocation method. The regional area spectrum
allocation may involve allocating spectrum within the host network’s defined license
area 2300. The primary host network may allocate certain defined geographic areas.
The areas border the secondary users which may use the allocated spectrum resources.
Therefore, the geographic area designated for the use of the allocated resources may
be a sub-area of the entire license area 2300 in which operators have access to the
spectrum. The host network (i.e., lessor) may lease, sell, option, or otherwise transfer
resources on a temporary basis to other secondary operators for their use in the
geographically defined sub-areas. This may allow the primary host operator to
reserve the use of other geographic areas to the use of their primary users or for

leasing to other secondary networks.

[0236] A single resource allocation may be defined for possible use in an operator’s
license area 2300. For example, Channel (4) 2302d may be licensed through the DSA
communication system to a successful secondary user bidder for regions A 2402. The

same Channel 4 may also be licensed to another secondary user bidder for region B
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2404. Outside of regions A 2402 and B 2404, the full spectrum (Channels 1-4) 2302
may be used by the primary network. In regions A 2402 and B 2404, only Channels
(1-3) 2302a, 2302b, 2302c may be used by the primary network operators. In regions
A 2402 and B 2404, the primary user may not use Channel (4) 2302d which is
licensed to secondary network providers. For example, a bidder for a resource may
engage in many different contractual relationships for spectrum including leasing,

buying, optioning, trading, pool, or otherwise transfer spectrum.

[0237] Once available resources are allocated, they may be accessed based on different
methods. The spectrum access methods may depend on the method of allocation used
by the network which is providing the resources. In general, spectrum access
methods may be divided into two categories of roaming and non-roaming methods.
When resources are accessed based on a roaming method, a secondary user wireless
device 101 may be required to use the available resources by roaming onto the
primary network. When resources are accessed based on non-roaming methods, the
secondary user wireless device 101 may be allowed to remain on its home network

while using the allocated resources.

[0238] FIGs. 25A and 25B illustrate two network diagrams showing access to
resources using roaming arrangements to allow a wireless device 101 to use resources
of another network according to an embodiment. As illustrated in FIG. 235A, a
wireless device 101 may currently use the spectrum of Network 1. Network 1 may
communicate to DPC 902 that the additional spectrum resources may be required to
continue service to the wireless device 101. DPC 902 may also receive information
from Network 2 which may have additional or excess spectrum resources that may be

allocated for use to the wireless device 101 from other networks.

[0239] As illustrated in FIG. 25B, once the DPC 902 confirmed that Network 2 has
spectrum for allocation, based on the services being used, time and/or geographic

location, the wireless device 101 may be instructed to switch carriers from Network 1
to Network 2.
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[0240] In an embodiment, a secondary user network provider may license or lease the
right to use spectrum resources that are allocated by a primary network. In such a
scenario, the secondary user device 101 may not be required to roam onto the primary
network to use the allocated spectrum resources. The secondary user device 101 may
remain on the secondary home network which may make available the resources of

the primary network through the secondary network access points based on the

licensing terms.

[0241] FIGs. 26A and 26B illustrate a further spectrum allocation method using short
term leasing of resources according to an embodiment. Available spectrum may be
leased to other networks by employing the DSA communication system, based on a
license area, sub-license area or by individual nodes, cell site. DSA communication
system may make available such leased spectrum for secondary use through other
networks following a geographic and space boundary determination. In an
embodiment, a secondary user may access allocated spectrum of a host network

through its own secondary network and without having to switch to the host network.

[0242] FIG. 26A illustrates a wireless device 101 in communication with the wireless
access node 102a of Network 1. Network 1 may have a licensing agreement with
Network 2 to use a designated block of the spectrum of Network 2. In such a
scenario, when the spectrum resources of Network 1 are exhausted and additional
resources are required, Network 1 may use the licensed secondary spectrum resources
to communicate with the subscriber wireless devices 101. FIG. 26B illustrates a
wireless device 101 in communication with Network 1 using licensed secondary

spectrum resources of Network 2.

[0243] Licensing of spectrum resources may enhance the capacity of a network as
illustrated in FIGs. 27A and 27B. As shown in FIG. 27A, network provider A may
serve a wireless device 101 through different wireless access points 102a, 102b, 102¢
depending on the geographic location of the wireless device 101. The wireless access

points 102a, 102b, 102¢c may serve the wireless device 101 using spectrum resources

from network provider A.
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[0244] Due to increased traffic, network provider A may requires additional spectrum
resources to properly serve its subscribers. Network provider A may license or lease
spectrum resources from network provider B to enhanced and augment its available
spectrum resources. As illustrated in FIG. 27B, spectrum capacity enhancement of
provider A may be achieved through co-use of the radio access platform with provider
B. In such a scenario, the wireless access point 102a, 102b, 102¢ may broadcast

spectrum signals received from both providers A and B.
[0245] INITIAL CELL SELECTION

[0246] Cell selection or origination may involve the situation where the wireless
device 101 of one network is directed to another network for accessing additional
resources available on the new network. Currently, wireless devices 101 are
programmed to establish connection with the correct networks for receiving services.
To find the correct networks, once the wireless device 101 is powered on, it may
search preferred Public Land Mobile Networks (PLMN), preferred roaming list (PRL)
and radio carriers that the device is authorized to use. The PLMN/PRL and list of
radio carriers may be provisioned on the wireless device. The PLMN/PRL list may

include PLMN identifications of authorized networks and carrier in ranked order.

[0247] Because the DSA communication system may provide dynamic and real-time
access to spectrum resources, when using the DSA system, spectrum resources may be

available at networks which are not listed on the wireless device’s PLMN/PRL.

[0248] As part of the DSA communication system process the wireless device 101
may be programmed in advance with the appropriate PLMN list. Further, the wireless
device 101 may also be provisioned over-the-air on the secondary home network. The
over-the-air provisioning may provide instructions to one or a group of wireless

devices 101 to reinitiate the cell selection process with an updated PLMN list.

[0249] Alternatively, the wireless device 101 may be configured with a client
application which upon receipt of a WAP/SMS message enables the wireless device

101 to search for a PLMN that has been made available in the DSA process.
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[0250] Several methods may be used to allow the wireless devices to access available
resources on different networks. In the DSA communication system, there are at least
two types of networks or source systems: virtual or existing networks. Virtual
networks may include networks that utilize the Radio Access Network (RAN) of the
primary network. When wireless devices 101 are required to access virtual networks,
the regulatory features and requirements for emergency calls (¢.g., 911 calls) and

other regulatory stipulations may need to be addressed.

[0251] When connecting to virtual networks, the DPC 902 of the primary network
may control the access of the secondary user wireless device 101 and access RF
spectrum resources and the subscriber records of the primary system to allow the
secondary users to appear as roamers on the primary network. The secondary user

wireless devices 101 may use a list of preferred networks to access virtual networks.

[0252] Alternatively, when originating using existing networks, the secondary user
wireless device 101 may make a cell selection based upon a priority list of networks
participating in the DSA communication system. Once the secondary user wireless
device 101 is authenticated, the DPC 902 of the primary host network may validate
the secondary user to access resources on the primary network. If authentication or
validation is not successful, the DPC 902 of the primary user may send a request to
the secondary wireless device 101 via a client in the device to re-originate onto the

proper system.

[0253] Wireless devices 101 may include a universal subscriber identity module or
USIM. The USIM may be a single or dual USIM. Critical information such as data
required to select the correct network may be stored on the USIM. By using a USIM,
a wireless device 101 may be enabled to no longer use a PLMN. USIM may have
stored upon it information such as home International Mobile Subscriber Identity, or

IMSI (HPLMN), prioritization list of permitted VPLMNSs and forbidden PLMNs list.

[0254] If a wireless device 101 uses a dual USIM, it may be enabled to immediately

access spectrum resources available in an alternative network. The dual USIM may
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further enable a multiband, multimode wireless device 101 to access a variety of

networks in the DSA as well as using standard roaming arrangements.

[0255] FIG. 28 illustrates an embodiment method 2800 for network and cell
initialization by a wireless device 101 in the DSA system. The initial network and cell
selection may begin with the wireless device 101 when it is either powered on or
trying to reestablish connectivity, block 2802. The wireless device 101 may initially
search the PLMN/PRL list that is stored on the device, block 2804, and select a cell by

receiving, reading and determining the strength of nearby cell site broadcast channels,
block 2806.

[0256] The wireless device 101 may read the cell site broadcast channel and determine
whether the cell site offers the correct system, determination 2808. The wireless
device 101 may select and establish a connection to the best cell site available. To
identify the best cell site available, the wireless device 101 may measure the adjacent

cells based upon the access technology to determine which cell is the best to utilize.

[0257] If, at initiation, a suitable cell is not available (i.e., determination 2808 = “No”),
the wireless device 101 may use the Any Cell Selection process/stage and continue to
search for a suitable cell site by selecting the next PLMN/PRL listing until it finds a

site that allows normal access following the access protocol in the appropriate PLMN
list, block 2810.

[0258] If the correct system is available through the selected cell site (i.e.,
determination 2808 = “Yes”), the wireless device 101 may receive and read the
System Information Block (SIB)/Master Information Block (MIB) transmitted by the
selected cell site, block 2812. The SIB/MIB may include information about the

network that the cell site is serving and available services through that network.

[0259] In an embodiment, SIB/MIB may include a host of information such as PLMN
ID(s), Cell ID, traffic allocation identifiers (TAI) (routing area), LTE neighbor list,
LTE non system sites, GSM cCells, UMTS cells, and CDMA cells. This information

may be used by the wireless device 101 for different purposes. For example, when the
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wireless device 101 moves from eNodeB to eNodeB, it may use the SIB/MIB
information sent from the new eNodeB to determine that a change has occurred in the
serving eNodeB. To detect the change in eNodeB, the wireless device 101 may
identify the change in SIB/MIB information which may include a change in change in
the PLMN availability and TAI parameters. TAI defines specific routing areas that

can further be used to refine a geographic region in which the wireless device 101 can

use available resources.

[0260] SIB/MIB information may be transmitted to the cell site by the network. The
cell site may receive the network information through the HSS 926 of the network. In
addition to the data transmitted through the SIB, the HSS 926 of the network may also

provide the information as to which PGW(s) 908 the wireless device 101 may use to

access resources on the network.

[0261] Upon reading the SIB/MIB, the wireless device 101 may determine whether
reselection is required, at determination block 2814. If no reselection is required (i.e.,
determination block 2814 = “Yes”), the wireless device 101 may camp on the cell
channel, in block 2816. If system reselection is required (i.e., determination block
2814 = “No”), the wireless device 101 may be instructed to reselect a new cell or

system based on the cell selection/reselection process, block 2818.

[0262] While camping on the selected cell site, the wireless device 101 may receive
additional information and instructions over the air from the selected network, such as
updated list of public land mobile network or PLMN/PRL. The wireless device 101

may also continue to monitor the SIB/MIB for any changes or additional information.

[0263] In an embodiment, the SIB/MIB may provide a Secondary Access Class which
may enable the wireless device 101 to determine which channels based on the DSA
process it can use for access through the reselection process. The SIB/MIB may also
include data to enable the camping wireless device 101 to reselect another radio
access technology (IRAT) and attempt to acquire a control channel on the new Radio

Access Terminal (RAT). The information in the SIB/MIB may, thus, be used to
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instruct a wireless device 101 to reselect another RAT that is associated with the same

or another network which may be on a another frequency band.

[0264] Cell reselection, which may trigger PLMN selection, may be controlled via
specific parameters. For example, the DSA communication system may employ
barred PLMN-id to prevent a wireless device 101 using resources from one network to
attempt to roam on to other networks. For example, the DSA communication system
may prevent a secondary user wireless device 101 using resources of a primary host
network to roam back to or establish connection with the secondary home network.
Similarly, the DSA communication system using a PLMN id prioritization scheme
that is over the air (OTA), client activated or dual USIM driven may also prevent a
wireless device 101 using resources of a network to reestablish connection with other

networks unless the DSA communication system rules permit.

[0265] In an embodiment, a wireless device 101 that is camping at a cell site may be
instructed to perform cell reselection when the capacity of the current cell reaches a
predetermined level. In such a scenario, the DSC 910 of the current camping network,
using the OMC 912, may change the SIB/MIB of the current network to include
instructions the camping wireless device 101 to perform a cell reselect and search for
another TAI area or system. The instructions to perform a cell reselect may also be

forwarded by the WAP/SMS message to the wireless device 101.

[0266] FIG. 29 illustrates an embodiment network diagram for cell reselection using
changes in the TAL. When using a network, different wireless devices 101 may be
assigned different TAT’s depending on their particular uses and device types. For
example, a network may assign one TAI to DSA communication system users. The
network may also assign another TAI to devices which do not use the DSA
communication system. The advantage of using multiple and layered TAI’s may
enable the TAI assigning network to selectively tailor usage traffic. The multiple and
layered TAI’s may further enable the TAI assigning networks to prevent the wireless

devices 101 that may have correct PLMN-id but are not supposed to use the selected
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area from selecting the cells but may be denied service or may be forced into cell

reselection.

[0267] In an embodiment, a special client may be installed on DSA communication
system compatible wireless devices 101 to enable the wireless devices 101 to
determine which system and RAT is supposed to use on secondary bases. The
PLMN/PRL list of the client application may be updated by receiving an SMS or
WAP that may be transmitted to the handset via a text message or through a data (IP)
session. The updated client application may instruct the wireless device 101 to go to

the proper channel for accessing allocated resources of a primary network.

[0268] Using a client application may facilitate the implementation of the DSA
communication system in legacy networks and systems which may or may not possess

the ability (e.g., due to software load) to have a secondary access channel defined in
the SIB.

[0269] In idle mode, the wireless device 101 may be instructed to perform intra and
inter frequency measurements in the cell reselection process. Using information in the
SIB/MIB or from the client application, the wireless device 101 may perform intra-
frequency search, inter-frequency, or inter-radio access tech (iRAT). This process
may be controlled by UTRAN. The Intra and Inter frequency measurements or inter-
radio access technologies may be on a region or cell/sector bases, depending on

configuration of the wireless device 101.
[0270] AUTHENTICATION OF SECONDARY USER WIRELESS DEVICES:

[0271] Once the wireless device 101 selects the appropriate cell site and before it
enters an idle mode, the wireless device may need to be authenticated by the system
on which it is camping. The selected network requires validation and authentication

of the wireless device 101 to ensure that the device possesses the required permissions

to access the network.

[0272] The DSA communication system may authenticate a wireless device 101 using

different methods. Authentication of the wireless device with the DSA may depend

68



WO 2014/130764 PCT/US2014/017574

on the business arrangements between different providers and the DSA system. For
example, authentication may be based on general or prioritization levels. The
authentication process may be followed using the DPC 902 HSS 904 as the anchor
and this may be accessed by the AAA/AuC of the 3G/2.5G networks of the PCRF 904
in LTE or similar platform. The Host Network may authenticate the secondary users
by using standard MAP/IS-41 signaling.

[0273] Upon authentication, each entrant may be assigned: (a) defined usage level
allowed on host network; duration permitted on system; purchase type (e.g., wholesale
or a range of IMI’s); HSS would allow redirecting of inbound calls; applications

would continue where they relied on a server which is accessible from the backend.
[0274] MONITORING AND TRACKING OF ALLOCATED RESOURCES:

[0275] The DSA communication system may ensure that the primary network provider
always has adequate resources to manage traffic on the primary provider network
(e.g., Network 2). Therefore, depending on the volume of traffic, the DSA
communication system may dynamically on a real-time and/or statistical basis alter

the spectrum/capacity available to secondary users.

[0276] For example, at peak hours, call traffic may increase in the primary network.
When call traffic increases in the primary network, the DSA communication system
may reduce the amount of spectrum available for allocation to secondary users to

ensure that the primary users have adequate resources.

[0277] The DSA communication system may manage allocation of and access to
resources based on different factors including priority level of the users, time the
spectrum is used and the geographic location of the user. In an embodiment, when the
secondary access to the primary network is related to certain events such as disasters,
emergencies, first responders or public safety, the DSA communication system may
manage the secondary use of the primary system by using different prioritization. For
example, when secondary users are first responders who are using the primary

network resources, the DSA communication system may maintain or increase the
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resources allocated to the secondary users by the primary network provider to allow

the emergency calls to go through successfully, even to the detriment of the primary

network users.

[0278] In an embodiment, the use of spectrum resources of one network by a
secondary user may be managed and controlled by different components of the DSA
communication system such as the DPC 902. For example, the DPC 902 of a primary
network may monitor the use of the allocated spectrum resources to ensure

appropriate steps are taken when allocated resources are exhausted or no longer

available for secondary use.

[0279] The DSC 910 of the primary network may be configured to monitor or receive
data regarding the traffic levels associated with the primary network on which the
wireless devices 101is operational as a secondary user. The DSC 910 may further be
configured to off-load the secondary user by downgrading resources, forcing to
terminate (i.e., off-load) a connection of a secondary user or redirecting a secondary

user to another carrier or channel set if the primary network capacity threshold is

reached.

[0280] The DSC 910 of a primary network may also inform the DPC 902 when off-
loading of secondary users may be required. For example, an unexpected surge of
primary callers may cause the DSC 910 to request that secondary users be off-loaded
to make available resources for the primary users. When off-loading of secondary
users is initiated, technical access parameters may be sent to (OTA) to the wireless
device 101. Alternatively, the system may dynamically assign resources via LTE
using the X2 link instructing the defined wireless device 101 to handover to the new
LTE network.

[0281] Off-loading of secondary users may include redirecting the secondary users’
connections back to the secondary user’s own network, to another provider network or
channel or disconnecting the secondary users’ connections with the primary provider
network. For example, when a primary host network may be required to terminate a

secondary user due to increased demand on the primary network, the DPC may be
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configured to determine whether other networks are available to redirect the
secondary user’s connection instead of terminating. The DPC 902 may inquire for
resources from DSC 910 of other networks. If the resources are available for use in
other networks, the DPC 902, using a rule set, may determine the most cost effective
connection with another host network which satisfies the resource request
requirements. Once the DPC 902 has identified another host network to which the
secondary user wireless device 101 may be redirected, the DPC 902 may instruct the
wireless device 101 to transition over to the new host network for the communication
session. The process of off-loading of secondary users may include handover or back-

off processes which are explained in more detail below.

[0282] In a further exemplary embodiment, the DPC 902 of the host network may also
be configured to instruct the primary host network to release the secondary user
wireless device 101 back to the secondary home network after the use of the primary
network resources is completed. The DPC 902 may further be configured to force
terminate the secondary user’s connection with the primary network if the DPC 902

determines that additional capacity is required for use by primary users.

[0283] If sufficient capacity is available, the DPC 902 may force the secondary user to
continue to use the resources of the primary host network until the traffic volume on

the primary host network requires additional action based on rule sets.

[0284] In the various embodiments, the DSA may further manage the use of the
allocated and accessed spectrum. For example, the DSA communication system may
manage the use of the host network’s RF spectrum by employing a back-off
mechanism. When the host spectrum network is accessed by high priority users, the

spectrum may rid of lower priority users to make available spectrum to higher priority

Uusers.

[0285] FIG. 30 illustrates a network architecture diagram 3000 for monitoring and
tracking of spectrum usage according to an embodiment. Tracking and monitoring of
the use of spectrum resources may be performed using different methods. In a DSA

communication system using the virtual-best effort method of resource allocation, the
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DSC 910 may monitor usage of spectrum resources based on pre-arranged billing

information and communication with the primary network billing platform.

[0286] The DSC 910 may monitor the usage level for the group and also track usage
level with the PGW 908. The usage may be compared and monitored against what
was anticipated or rather successfully bid. Once a predefined amount of the allocated
resources are used by a secondary user, the DSC 910 of the primary network may be
configured to generate a notice that resources are reaching a critically low level and
send it to the secondary network provider through the DPC 902. The secondary user
may receive the notice through its own DSC 910. Upon receipt of the notice, the
secondary user provider network may rebid for additional resources or simply let the

remaining resources to run out.

[0287] In the event that a secondary user is actively using a primary network when
allocated resources are fully consumed, the primary network may instruct the
secondary user wireless device 101 to reconnect to the home network (secondary user
network provider), terminate the wireless device’s connection, or charge an overage or
supplemental fee to the secondary network based on a previously negotiated contract.
Upon termination of connection, the secondary user wireless device may not be able

to access the primary network resources unless additional resources are allocated for

the secondary user.

[0288] In a DSA communication system using the virtual-secondary user method, the
DSC 910 may monitor the usage of the allocated resources based on pre-arranged
billing information and communication with the host primary network billing
platform. The process of monitoring the usage of the allocated resources based on a
virtual-secondary user method may involve mentoring the usage level for the group
and also tracking usage of the level with the PGW 908.

[0289] Similar to the DSA communication system using the virtual-best effort method,
the DSA communication system using the virtual-secondary user method may monitor
the usage by comparing the usage against the amount of resources that was allocated

to the secondary user network provider. Once a predefined amount of the allocated
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resources are used by the secondary user, the DSC 910 of the primary network may be
configured to generate a notice that resources are reaching a critically low level and
send it to the secondary network provider through the DPC 902. The secondary user
may receive the notice through its own DSC 910. Upon receipt of the notice, the
secondary user provider network may rebid for additional resources or simply let the

remaining resources to run out.

[0290] In the DSA communication system that is using the virtual-secondary user
method, after allocated resources are exhausted, the secondary user may be terminated

by different methods, for example by 1) No prioritization back-off; or 2) prioritization

back-off as discussed below.

[0291] In the no prioritization back-off method, when the allocated spectrum resources
at the pre-determined level are consumed, no further usage may be permitted. Once
allocated spectrum resources are exhausted, the primary network DSC 910 may
instruct the secondary user wireless device to connect to the secondary user home
network, terminate the secondary user wireless device’s connection with the primary
network, or charge an overage free based on previously negotiated contracts. Upon
termination from the primary network, the secondary user wireless device may not be
able to access the primary network resources unless additional resources are obtained

by the secondary home network provider.

[0292] In the prioritization back-off method, when the allocated spectrum resources
are at critically low levels and before the resources are completely consumed, the
primary network may commence a back-off process during which the primary
network may place the secondary user wireless device 101 on another suitable
network. If not, other suitable networks are available to accept the secondary user
wireless device 101, the primary network may handover the secondary user wireless
device 101 back to the secondary user home network. The primary network may

credit the secondary network for any allocated resources that were not used by the

secondary users.

73



WO 2014/130764 PCT/US2014/017574

[0293] When using the resource allocation method, the primary host network may
monitor allocated resources differently depending on whether resources are allocated

based on a license area or regional area method.

[0294] If the allocation of resources is preformed based upon a license area method,
the primary network may monitor the usage of the resources by the secondary users.
When the allocated resources are near exhaustion, the DSC 910/DPC 902 may inform
the secondary user network that the temporary lease of the resources is about to expire
and provide an opportunity to the secondary network to bid for and purchase

additional resources.

[0295] If the secondary network fails to or refuses to obtain additional resources, the
primary network may terminate or back-off the secondary user from the primary
network using different methods, such as, 1) no prioritization back-off; or 2)

prioritization method.

[0296] In the no prioritization back-off method, when the lease of the resources is
expired, the spectrum resources may no longer be available to the secondary users.
The primary network may instruct the secondary user wireless devices 101 to either

handover to another radio access system in their network or terminate their use.

[0297] In the prioritization back-off method, the primary network’s DSC 910/DPC
902 may coordinate resources with the DSC 910 of the secondary network with
respect to the affected sites. The secondary network may attempt to handover the
secondary user wireless network to another network, base station, radio access
channel or system for the affected area. The primary network may credit the

secondary network for unused allocated resources.

[0298] If the allocation of resources is preformed based upon a regional area method,
the primary network may monitor the usage of the resources by the secondary users.
When the allocated resources are to expire and near a predetermined completion level

the DSC 910/ DPC 902 of the primary host network may inform the secondary home

]
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network that the impending termination of resources. The primary network may

provide the secondary network an opportunity to rebid for additional resources.

[0299] If the secondary network fails or refuses to obtain additional resources, the
primary network may terminate or back-off the secondary user from the primary
network using different methods, such as, 1) no prioritization back-off: or 2)

prioritization method.

[0300] In the no prioritization back-off method, when the leased term for the allocated
resources is expired, the secondary user may no longer have access to the spectrum
resources of the primary network. The primary network may either hand over the
secondary user to another radio access system in their network, which can be a host

network or another network or terminate the secondary user’s access to the primary

network resources.

[0301] In the prioritization back-off method, the DSC 910 and DPC 902 of the primary
network and the DSC 910 of the secondary network may coordinate resources with
the affected sites and commence the back-off process before the lease of allocated
resources is expired. The secondary network may attempt to handover the secondary
user wireless network to another network, base station, radio access channel or system

for the affected area. The primary network may credit the secondary network for

unused allocated resources.
[0302] HANDOVER OF SECONDARY USERS DURING OFF-LOADING:

[0303] In an embodiment, the DSA communication system may employ handover
methods to prevent interruptions during or maintain communication sessions between
wireless devices 101, the DSA communication system and/or network providers. For
example, a communication session may include a wireless device 101 establishing
connection with a network. Handover may occur when the wireless device’s 101
connection migrates from the home network to a host network and back to the home

network during the period of one communication session. The SIB/MIB generated by
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the network may include the list of cells and networks that may be used to handover a

communication session.

[0304] Outside of the DSA communication system, mobile assisted handovers may
involve the wireless device 101 informing the servicing network that a better server is
available and changing the connection from the current server to the better server.
Such mobile assisted handovers may be performed when wireless devices are roaming
on host networks. However, the DSA communication system may not allow such
mobile assisted handovers, because the best server for roaming purposes may not be
the most optimum cell for capacity relief. Communication sessions with the DSA

communication system may involve circuit switch or packet switched services.

[0305] FIG. 31 illustrates a network component diagram of an embodiment network
capable of performing handover of communication sessions. To implement a
handover of a communication session, certain connectivity between components of
the host and home networks (e.g., network A and network B) may exist. For example,
the PGW 908 of the host and fhe home networks may be connected. The PGW 908 of
the host and home networks may communicate through the Internet or a private data
network. The PGW 908 of the host may also be connected to the SGW 922 of the
home network. The ANDSF 918 of the host and home networks may also be
connected to allow handover to the legacy system and to invoke the back-off process

when the wireless device is required to migrate from the host to the home network.

[0306] Access Network Discovery and Selection Function (ANDSF) is used to
manage intersystem mobility policy and access network discovery information stored
in a wireless device supporting provisioning of such information from an ANDSF.
The ANDSF may initiate the provision of information from the ANDSF to the
wireless device as specified in 3GPP TS 24.302 [3AA].

[0307] FIG. 32 illustrates a network diagram of an embodiment method for media
independent handover. The ANDSF through the DSA process may initiate the
handover by sending a SMS/WAP message to the wireless device 101 instructing it to

g0 a gap or non-gap handover. The handover process may be initiated under different
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circumstances and for different reasons. For example, a network may commence a
handover process based on contract specifications between the host and the home
network, based on the level of resources at the host network and whether the resource
has reached a predetermined threshold, based on resources leased by the home

network being exhausted or based on whether a back-off process is initiated.

[0308] When the host resources are no longer available for use or a back-off process is
initiated, the DSA communication system may employ additional components or
schemes to handover a communication session. In such a scenario, the eNodeB of the
host network may perform a back-off process based on the QCI and ARP
designations. The eNodeB 916 back-off may involve handing over the current
communication session from the host eNodeB 916b to another eNodeB through the
use of the X2 link between the exchanging networks. This process may also be
achieved by using the DSMPTA process with the ANDSF.

[0309] To initiate and implement a handover process, the host network may generate
and send certain commands to the wireless device 101. For example, three different

types of handover include: 1) Interfreq; 2) intrafreq; and 3) IRAT.

[0310] In the interfreq handover, the network currently serving a wireless device
101(i.e., the current network) may initiate handover of the wireless device 101 from
the current network to another network. In the intrafreq handover, the current network
may initiate a handover of the wireless device 101 from one cell in the one network to
another cell in the same network for capability offload. In the IRAT handover, the

current network may initiate wireless device 101 handover to another RAT.

[0311] The interfreq handover may be initiated when the current network sends
instruction to the secondary user wireless device 101 to begin using the resources of
another network. For example, a wireless device 101 on a home network may be

instructed to use a host network for large upload/downloads of files.

[0312] The interfreq handover may be used to offload a secondary user from a host

network based on the policy decision in place. The interfreq handover may further be
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used when a wireless device 101 no longer needs to use the services of the host
network as a secondary user and thus may be sent back to the its home network. The
interfreq handovers may further be used when a wireless device 101 leave the DSA
communication system cluster or cell area and requires to continue its communication
session. In such a scenario, the wireless device 101 may be either transferred to
another network/cluster or sent back to the home network. The interfreq handovers
may further be used to relieve network capacity constraints by allowing some primary

users to use the services of another network as secondary users.

[0313] The intrafreq handovers may be used in current network to relieve cell
congestion by shedding traffic from one cell to another. To avoid a ping-pong effect
which may prevent resolving capacity issues, the intrafreq handover commands may
bar wireless devices 101 from using the neighboring cell/sector, as appears on the
PLMN/PRL list, for defined periods of time.

[0314] IRAT handovers may be used to redirect wireless devices 101 to another RAT.
During a handover from one IRAT to another, both ratio access technology and
frequency of operation may be changed. This type of handover may be used when the
DSA communication system is available and the wireless device 101 is initially active
on a particular channel. The current network may instruct the wireless device 101 to
change to another RAT through the IRAT handover process. In one embodiment, the
handover command may be initiated from a current network, or alternatively the
handover command may be initiated from a different network or entity. Thus, if the
wireless device 101 communication session is dropped during the handover process,
the wireless device 101 may be able to reestablish the communication session with the

target RAT and not revert back to the previous network.

[0315] In one non-limiting embodiment, the session may be dropped during
INTERFREQ and/or INTRAFREQ handovers. In this embodiment, the device may

reestablish connections by reverting back to a previous network.

[0316] FIG. 33 illustrates a network component diagram of an embodiment system

required for initiating a network handover as part of the DSA process. The handover
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process may be initiated by the DSC 910 based on its rule sets which are established
prior to the bidding or during the bidding process. The use of the ANDSF 918 may

enable both intrafreq, interfreq and IRAT handovers to take place allow for maximum
flexibility.

[0317] BACK-OFF OF SECONDARY USERS FROM THE HOST NETWORK:

[0318] The DPC 902 may continuously monitor the host network resources to ensure
that sufficient levels of resources are available for the use of the primary users of the
host network. When the capacity of available resources at the host network reaches a
predefined threshold, the host network may instruct the wireless device 101 to begin a
back-off process of the secondary users. The back-off process may be initiated to

free-up resources at the hosting network.

[0319] When resources need to be made available to primary users or subscribers of a
network, the DSA may initiate a back-off of the secondary users to free-up additional
resources. The back-off process may involve different or combined methods
depending on the DSA configuration. However, commonality of the back-off policy
is done using the wireless device 101 type and any special flags associated with the
device, policy decision for redirecting active and idle traffic, policy decision as to

whom and the order to shed traffic, and re-provisioning either OTA or via activating a

client application.

[0320] In an embodiment, the DSA communication system may be configured to
employ tiered priority access (TPA) rules (as explained in detail above with respect to
FIGs. 1-8) when initiating back-off processes. For example, the back-off process may
be initiated when a resource level reaches a predetermined threshold level which may
be user defined. The threshold detection process may include traffic monitoring of the
Radio Access Network (RAN) and Core Network resources and determining whether
a predetermined threshold level is reached which may trigger QoS or require shedding

of secondary users to free-up resources.
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[0321] Threshold levels for RAN and Core Network resources may be determined
based on the traffic usage that secondary users may generate. For example, when
more than 85% of the RAN resources are used, back-off process may be implemented
to either reduce the throughput of the secondary users or shed secondary users from
the host network or both. By initiating the back-off process, the host network ensures

that amount of available RAN and Core Network resources always remain above
15%.

[0322] In an embodiment, the back-off process of the DSA which would allow each
host network to maintain certain amount of resources free at all times may be
proactive and independent of actual incidents. In the event of an incident, such as a
natural disaster, the DSA communication system may have the capacity to make

available free resources to first responders and employ the TPA process if additional

résources are necessary.

[0323] In an embodiment, the DSA communication system may monitor the traffic

during the back-off process and begin to release RAN resources for secondary use at

user defined intervals.

[0324] In an embodiment, each host network may employ certain back-off policies and
resource criteria in deciding whether to initiate a back-off process. These policy and
resource Criteria may include: spectrum availability (separate or co-existence);
capacity/bandwidth availability (RF and Core); overhead criteria (percent total
available capacity vs. used capacity); back-off criteria (reselection, handover — intra
system and inter-system) termination); treatment (how specific services/applications
are treated/routed); barred treatments (which services/applications are barred for use);
rating (how services are rated, i.e., possible special discount for off-peak usage);
geographic boundary (define zone or cell for inclusion); time (define time and day(s)

for inclusion); duration (define incremental allocation based on time and geographic

boundary); user equipment types.

[0325] Back-off process may be implemented differently for different resource

allocation methods. In an embodiment, the back-off process for the virtual-best effort
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(pure roaming) allocation method may be governed by the PCRF 905 policy rules set
forth in the (EPC). The eNodeB may also be configured to initiate traffic reducing
actions based on capacity loads by using the X2 link. In such a scenario, the eNodeB
may enable the host network to shed secondary users by handing off traffic to the
adjacent cell sites. In one embodiment, the eNodeB may send instructions to one or

more entities including the UE. In another embodiment, the eNodeB may initiate the

process.

[0326] Additionally the back-off process for DSA may also involve one or more items
which will be governed or instituted through the DSC following the agreed upon
policy based rule sets and are meant to ensure session continuity or re-allocation of the
UE to another access method in an attempt to ensure the user experience is maintained

during the back-off process.

[0327] In an embodiment, the (DSMPTA) back-off process for virtual-best effort may
be above and beyond the typical rule sets which are part of the Access and EPC.
When traffic reaches a pre-defined threshold, the DSA communication system may
initiate one or a combination of processes to implement a DSMPTA back-off process.
The PCRF 905 may dynamically adjust the QCI/ARQ values for the secondary user
wireless device 101. This may involve restricting the bandwidth or placing usage onto
a best effort or lower priority scheme. The cells which are experiencing capacity
constraint may be placed on a barred cell list so that no additional secondary user may
access the cells. The updates to the barred cell list may be communicated to the
wireless devices 101 through re-provisioning the broadcast message that is sent to the
wireless devices 101. The broadcast message may be updated with information

regarding the barred cells and the neighboring available cells.

[0328] To ensure that the wireless devices 101 receive and read the broadcast
messages regarding the barred cells and the available neighboring cells, the DSA
communication system may send WAP/SMS messages to the configured wireless
devices 101 to force them to reselect. The wireless devices 101 will have to read the

broadcast messages when they enter the reselection process.
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[0329] In an embodiment, the DSA may initiate close service groups to restrict the use
of particular cells sites to the roaming wireless devices 101. The combination of CSG
and TAI’s which may be involved with the capacity issue may restrict the secondary

user wireless device 101 from accessing the network. For example, the CSG and TAI

may drop callers, may reduce quality, may expand the network, or may provide other

items to deal with the capacity issue.

[0330] In an embodiment, during a back-off session, the ANDSF 918 may facilitate a
handover of the secondary users to another network or back to the secondary user
home network. ADDSF 918 may initiate a network handover if connectivity is
available with another network. The wireless devices 101 may be handed over to

another network or another access network (RAT/IRAT).

[0331] In an embodiment, the back-off process in DSA using a virtual-secondary user
method of resources allocation may be governed by the PCRF 905 policy rules set
forth in the EPC and DPC 902. The PCRF 905 policy rules of a primary host network
which apply to the secondary users may take priority over those enforced by the DPC
902. However, the PCRF 905 policy rules of the primary host network may be
dynamically changed or amended based on the conditions set forth by the primary
host network operations requirements. Additionally, the back-off process in a DSA
communication system may involve additional items. The implementation of these
additional items may be controlled and governed through the DSC 910 of the primary
host network based on the agreed upon policies and rules sets. The DSC 910 policies
and rules are designed to ensure communication session continuity and good user

experience during the back-off process.

[0332] In the event that the existing policies and rule sets in the Access and EPC fail to
apply to a back-off process, the DSA back-off process for secondary users may be
implemented. For example, when primary host network traffic reaches a
predetermined threshold level, the host DSC 910 may instruct the host eNodeB to
handover the secondary user to adjacent cell sites within the host network using the

X2 link and based upon the secondary user wireless device 101 QCI/ARQ rule sets.
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Alternatively, the DSC 910 may instruct the host eNodeB to handover the secondary
user to the home network using the X2 link when the host and home networks are

connected for full mobility.

[0333] Based upon instructions received from the host DSC 910, the host PCRF 905
may dynamically adjust the QCI/ARQ values for the secondary user wireless devices
101. For example, the host PCRF 905 may restrict the bandwidth, change resources

allocation method to virtual-best effort, or change priority schemes to low priority.

[0334] The DSC 910 may instruct the host network to update or generate a list of
barred cells and include the cells which are currently experiencing traffic capacity that
is above the predetermined traffic capacity threshold. The DSC 910 may further
instruct the host network to broadcast a message to re-provision the secondary user
wireless devices 101 with the updated barred cell list. The broadcast message may
further include information regarding the next ring or multiple rings of cells adjacent
to the constrained cell or group of cells. The broadcast message may include changed
and valid PLMN-ids, altered TAI for the cell or cells, and altered neighbor lists for the
use of the secondary user wireless device 101 to perform a handover process or
network reselection. To ensure that secondary user wireless devices 101 check for the
re-provisioning broadcast messages, the host network may send a WAP/SMS message

to configured wireless devices 101 to force them to perform network reselection.

[0335] The host DSC 910 may further instruct the host network to initiate Close
Service Groups (CGS) to restrict the use of particular cell sites to the roaming
secondary user wireless devices 101. The combination of CGS and TAI involved with
the network capacity may restrict access of the roaming secondary user wireless
devices 101 to the host network. The access restriction effectuated by the
combination of CGS and TAI may render the host network only accessible to

designated primary users.

[0336] In the event that connectivity exists between the primary host and another

network (e.g., the secondary home network), the host DSC 910 may instruct the host
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ANDSF 918 to initiate a network handover of the secondary user wireless device 101
to another connected network or access network (RAT/IRAT).

[0337] To reduce capacity overload when eNodeB is x-furcated for resources
allocation and access, the host OMC 912 (or other policy based controls configured to
manage capacity) may instruct the eNodeB to shed the resources accessible to the
secondary user wireless devices 101. Accordingly, the resources designated for
secondary use and associated with an eNodeB for the affected area may be reduced.
The reduction in available resources of an eNodeB may be force handovers to or

reselection of adjacent cell with resources.

[0338] The reallocation of eNodeB resources may be balanced by host network
initiated handovers to force the secondary user wireless devices 101 to handover to
another network on which they can roam and be provided with adequate resources.

For example, the handovers may be interfreq RAT or IRAT handovers.

[0339] The host PGW 908 may also be used as part of the back-off process. The SG
of the secondary user wireless devices 101 may be connected to the appropriate host
PGW 908 based on the policies and rules of the host HSS 904 and PCRF 905. The
host DSC 910 may control the bandwidth of the connection between the host PGW
908 and wireless device’s 101 SG. During the back-off process, the host DSC 910
may initiate the host network to reduce the bandwidth between the PGW 908 and
secondary user wireless device’s 101 SG which are being moved out of the host
network. The process by which the DSC 910 may reduce bandwidth between the
PGW 908 and SG may be governed by predetermined policy and rules. The host DSC
910 may continue to monitor the host network cells which may be overburdened by
high traffic and assess additional bandwidth reduction to the host PGW 908-device SG

connection to reduce traffic.

[0340] Not all the processes initiated by the DSC 910 as part of the DSMPT back-off
process may be necessary and the implementation of these processes and the order in

which they may occur may depend on the agreements between the host and home

networks.
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[0341] In an embodiment, the back-off process may be implemented in the DSA
communication system using a spectrum allocation method of resources allocation.
The spectrum allocation method may include the license area and regional area

methods for resources allocation.

[0342] In an embodiment, the back-off process for a DSA using a license area method
may involve the reallocation of the spectrum resources from the secondary home
network (i.e., lessee) to primary host network (i.e., lessor). The host network using
the license area method may initiate the back-off process to handover all the existing
secondary user wireless devices 101 from the lessor’s spectrum to another network or
back to the home network. The time frame for the reallocation will be predetermined
based on rule sets defined by the lessor and lessee agreements. Depending on the time
frame defined in the rule sets, not all the secondary users may be migrated out the host

network in time and as a result, some secondary users may be dropped.

[0343] Based upon pre-negotiated agreements between the lessor and the lessee, the
host network may determine whether the back-off process may be applied to a portion
of or the entire license area. Based on the geographic region involved for capacity
relief, spectrum reallocation may not be required for every cell of the entire license
area. Accordingly, back-off processes may be implemented in sub-license arcas of the

licensed area.

[0344] In implementing the back-off process for an entire license area, the host DSC
910 may inform the DPC 902 that the host network has reached a predefined threshold
of traffic capacity. The DPC 902 may communicate that message to the home DSC
910. The home DSC 910 may reduce the host resources available to the home
eNodeB in a stepwise manner and handover the secondary user traffic to a non-leased
spectrum. The steps of reducing the available resources to the eNodeB may be
performed on a predefined time intervals basis. If traffic is not migrated in a timely
manner, the home DPC 902 may initiate network handovers to migrate the secondary
users from the host network to another appropriate channel. Once the resources are

freed, the home eNodeB may remove the channel from its available channel lists.
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[0345] In implementing the back-off process for sub-license areas (in opposed to the
entire license area), the process above may be implemented except that defined cells

or TAI’s may be used instead of the entire license area.

[0346] Once the capacity restrictions are resolved by the host network, the spectrum
may be reallocated to the home network. To reallocate resources, the host DSC 910
may inform the DPC 902 that spectrum resources are again available for use by the
home network. The home DPC 902 may inform the home DSC 910 that resources are

again available. The resources may be reallocated to the home network based upon

predetermined policies and rule sets.

[0347] For back-off processes which are not governed by rules and policies in the
Access and EPC, the host may initiate a DSMPTA back-off process. It may be

possible that based on the rules sets.

[0348] In an embodiment, the back-off process for a DSA communication system

using a Regional area method may depend on the policies and rule sets agreed upon

by the lessor and the lessee.

[0349] The back-off process in a DSA using the Regional area method of resources
allocation may include handing over all the existing secondary wireless devices 101
using the host spectrum in the regional area or sub-regional area back to the home or
another network. The host DSC 910 and DPC 902/DSC 910 rule sets may define

whether the secondary users should be moved from the entire or a sub-set of regional

area.

[0350] The timeframe for the reallocation of resources during the back-off process
may be predetermined based on policies and rule sets agreed upon by the lessor and
lessee. Not all the traffic may be successfully migrated to the home or another
network during the back-off process if the timelines set forth in the agreement is not
met. In such a scenario, some connections may be dropped or lost as soon as the

predetermined timeframe is expired.

86



WO 2014/130764 PCT/US2014/017574

[0351] Upon initiation of the back-off process, the lessee network resources associated
with the home eNodeB may be reduced in a stepwise manner. The home OMC 912
may initiate reduction of the resources by the eNodeB. Other policy based
components of the home network, such as the DPC 902 may also initiate the reduction
of resources by the eNodeB. The home network may facilitate the handover of the
secondary users from the host network spectrum to the home network spectrum. If the
home network does not have the capacity to handle the traffic volume or handover is
not being performed in a timely fashion, it may either handover the communication
session to another network or channel or force the secondary user wireless devices

101 to perform a reselection process. Once the eNodeB has handed over all the
secondary users from the host spectrum, it may remove the spectrum channel from the

available list of channels accessible to secondary users.

[0352] Once the capacity restrictions are resolved by the host network, the spectrum
may be reallocated to the home network. To reallocation resources, the host DSC 910
may inform the DPC 902 that spectrum resources are again available for use by the
home network. The home DPC 902 may inform the home DSC 910 that resources are
again available. The resources may be reallocated to the home network based upon

predetermined policies and rule sets.

[0353] FIG. 34 shows a smart phone 101a, a laptop 101b, and a cell phone 101c
communicating with an element 3402 that is connected to a prime 3404 and a
secondary 2306 and which communicates with a base station 102a and 102b via a
primary RAT and a secondary RAT. The base station 102a connects with a primary
network and the base station 102b connects with a secondary network 102b. In an
embodiment, as illustrated in FIG. 34, the DSA communication system may allow
wireless devices 101a-101c to access several Radio Access Technologies (i.e.,
primary and secondary RATs) simultaneously. For example, the DSA may enable a
wireless device 101 using a primary RAT of a primary network to access a secondary
RAT on a secondary network only for certain types of services. For example, when
the wireless device 101 use of the primary network causes high volume or bursty

traffic, the DSA communication system may enable the primary network to offload
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and send the high volume and bursty traffic to the secondary network. For example,
prime and secondary element 2306 and 3404 may provide data to route traffic over to
the primary and secondary wireless networks and base stations using a header.
Switching may occur using a DSA to switch between the networks. In another
embodiment, the switching may occur using the element 3402, prime component or
secondary component 3404 or 3406. In yet another embodiment, the switching may be

initiated by the prime or secondary DSA networks, or by another entity that views the
capacity of the network.

[0354] FIG. 35 illustrates a message flow diagram 3500 of the arbitrate process in a
DSA communication system according to an embodiment. In this embodiment, one
bidder (i.e., Network 1) is used for simplicity, however, it is contemplated that
multiple bidders may use this process. Network 13501 may send a request for
resources message 3502 to the DPC 902. The DPC 902 may receive the request
message and send queries 3504, 3506 to participating DSCs 910a, 910b of Network 2
and Network 3 based on pre-defined criteria which may include types and capabilities
of the user wireless device 101 in addition to the geographic criteria of the requesting
wireless device 101. Geographic criteria may include geographic location, geographic
polygon or license area of the user wireless device 101. The geographic criteria
request may include parameters that are greater than those that the host network may

permit. The DPC 902 may receive resource inquiry responses 3508, 35010 from each
DSC 910a, 910b that was contacted.

[0355] The DPC 902 may send a resource availability message 3512 to inform
Network 1 that the requested resources are available through DSC 910a. Network 1
3501 may receive the resource availability message 3510 and in response send a
resources request message 3514 to the DPC 902 to reserve the available resources at
DSC 910a. The DPC 902 may the send a resource reservation request 3516 to the
DSC 910a. Upon receiving the resource reservation request 3516, the DSC 910a may
reserve the required spectrum and send a resources reserved message 3518 back to the
DPC 902. The DPC 902 may receive a resource bid message 3520 from Network 1,
accept the bid (if the bid complies to the policies and rules of the DPC 902) and send a
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bid accepted message 3522 to Network 1 3501. Upon accepting the bid from the
bidder, the DPC 902 may also send an assign resources request 3524 to the DSC 910a
to allocate the reserved resources to Network 1 3501. The DSC 910a may receive the
assign resources request 3524, allocate the resources to be used by Network 1 3501
and send a resources allocated message 3526 to the DPC 902. The DPC 902 may
inform Network 1 3501 that the requested resources are now allocated to be used by
the wireless device 101 subscriber Network 1 3501 by sending a resources allocated
message 3528 to Network 1 3501. The resources may be available for use by
Network 1 3501. Once the resources are used, the DSC 910a may send a resources
consumed/released message 3530 to the DPC 902. The DPC 902 may receive the
resources consumed/released message 3530 and send a resources consumed/released

message 3532 to Network 13501. Network 1 3501 may settle the charges for the
spectrum that it used.

[0356] FIGs. 36 — 40 illustrate flow diagrams of an embodiment method for allocating
and accessing resources using the DSA communication system. As illustrated in FIG.
36, the Network 1 DSC 910a may monitor call traffic as compared to the total
spectrum resources available to Network 1, block 3602. The DSC 910a may record
and report the resource status of Network 1to the DPC 902. The DPC 902 may
receivé the resource status report from Network 1, block 3702, and store it, block
3704. The DSC 910a of Network 1 may determine based on the resources status
report whether additional resources may be required to provide service to the existing
users of Network 1, determination 3606. If additional resources are not required (i.e.,
determination 3606 = “No”), the DSC 910a may continue to monitor resources
available vs. bandwidth traffic by going back to block 3602. If additional resources
are required (i.e., determination 3606 = “Yes”), the DSC 910a may send a request for
additional resources to the DPC 902, block 3608.

[0357] The Network 2 DSC 910b may also monitor resources available vs. bandwidth
traffic in Network 2, block 3602, and report the resource status to the DPC 902, block
3804. The DPC 902 may receive the resource status report from DSC 910b, block

3702 and store the received data, block 3704. The DSC 910b may determine whether
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excess amount of resources are available in Network 2, determination 3804. If excess
amounts of resources are not available in Network 2 (i.e., determination 3804 =
“No”), the DSC 910b may continue to monitor resources available vs. bandwidth
traffic by going back to block 3602. If excess amounts of resources are available (ie.,
determination 3804 = “Yes”), the DSC 910b may allocate the excess resources or a
sub-part of the excess resources for secondary use, block 3806, and report to the DPC
902 that resources are allocated for use by secondary users, block 3808. The DPC 902

may receive the resource allocation report from DSC 910b, block 3702, and store the
received data, block 3704,

[0358] The DPC 902 may receive resource status reports from many different
networks. However, in this embodiment, for ease of illustration, only interactions of
DPC 902 with two networks are shown. The status reports received from the
networks may further include additional information such as network rules and
policies with respect to access and use to allocated resources. For example, the status
reports from Network 2 may include system requirements for Network 2 which must
be met before a wireless device 101 can successfully access the allocated resources on

Network 2 as a secondary user.

[0359] The DPC 902 receives the request for additional resources from DSC 910a of
Network 1, block 3706, and based on data received from other networks selects the
best available network from which Network 1 may purchase additional resources, in
block 3708. In this example, the DPC 902 may select Network 2 as the most suitable
network to provide resources to Network 1. The DPC 902 may send a resource
inquiry to the Network 2, block 3710, to determine the availability and quantity of

allocated excess resources of Network 2.

[0360] The DSC 910b of Network 2 may receive the resource inquiry, block 3810, and
determine resource availability, block 3812. The DSC 910b may send a resource
inquiry response to the DPC 902. The resource inquiry response may include
information about the quantity and quality of resources available for use by secondary

users. The DPC 902 may receive the resources inquiry response, block 3712.
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[0361] As illustrated in FIG. 37, the DPC 902 may determine whether resources are
available based on the data received from the DSC 910b of Network 2, block 3714. If
data is not available (i.e., determination block 3714 = “No”), the DPC 902 may send a
no resource available message to Network 1, block 3722. Resources may not be
available for use by a network for different reasons. For example, resources may be
purchased to other bidders before they were reserved by the network. The DSC 910a
of Network 1 may receive the no resource available message, block 3614, and search
for other available spectrum resources or terminate connection sessions with users to

free-up resources on Network 1, block 3618.

[0362] If data is available (i.e., determination 3714 = “Yes”), the DPC 902 may send a
resource available message to the DSC 910a to inform Network 1 about the quality
and quantity of resources available for secondary use at Network 2, block 3716. The
DSC 910a may receive the resources available message and send a request resource
message to reserve the allocated resources of Network 2 for use by subscribers of
Network 1, block 3612. The request resource message may include data such as the

quantity of resources that Network 1 may require in this transaction.

[0363] The DPC 902 may receive the resources request message, block 3718, and send
a reserve resources request message to Network 2, block 3720. The DSC 910b at
Network 2 may receive the reserve resource request, block 3816, and reserve the
requested quantity of the allocated resources for use by Network 1 subscribers, block
3818. The DSC 910b of Network 2 may confirm that the requested quantity of
allocated resources is reserved for use by Network 1 by sending a resource reserved
message, block 3820. The DPC 902 may receive the resource reserved message from

Network 2 and prepare for the bidding process as described in FIG. 38.

[0364] As illustrated in FIG. 38, the DSC 910a of Network 1 may send a resource bid
to negotiate access to the reserved resources of Network 2, block 3620. The DPC 902
may receive the resource bid and process it, block 3726. The DPC 902 may determine
whether the bid received from Network 1 may be accepted, at determination block

3728. The DPC 902 may evaluate a bid from a network provider based upon policies
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and rule sets of the DSA communication system in addition to requirements set forth
by the resource offering network, such as prices and allocation or access methods or
by other methods. If the bid is accepted (i.e., determination 3728 = “Yes™), the DPC
902 may send an accept bid message to Network 1, block 3730. The DSC 910a may
receive the accept bid message and await resource access instructions, in block 3622.
Once the bid is accepted, the DPC 902 may also send an assign resources message to
the DSC 910b of Network 2, block 3732. The DSC 910b may receive the assign
resources message, block 3822, and assign reserved resources for use by Network 1,
block 3824. The DSC 910b may send a resources access message to enable Network
1 to access the assigned resources of Network 2, block 3826, and configure to

establish communication session with the wireless device 101 of Network 1, block
3828.

[0365] The DPC 902 may relay the resources access message to Network 1, block
3734. The DSC 910a may receive the resources access message, block 3624. The
resource access message may include data, such as, access parameters that may be
used by secondary user wireless devices 101 to access resources on Network 2. The
DSC 910a may send access parameters for Network 2 to wireless devices 101 which
have communication sessions with Network 1 and Network 1 has designated to
migrate to Network 2, block 3626. The designated wireless devices 101 may receive
the access parameters for Network 2, block 3902, and establish a communication
session with wireless device 101 of Network 1, steps 3904 and 3830. Network 2 may
commence the settlement process as described in more detail below with reference to
FIG. 40.

[0366] If the bid is rejected (i.e., determination block 3728 = “No”), the DPC 902 may
send a rejected bid message to Network 1, block 3736 (shown in FIG. 39). As
illustrated in FIG. 39, the DSC 910a may receive the rejected bid message, block
3736, and determine whether to rebid, determination 3640. If no rebid (i.e.,
determination 3640 = “No”), the DSC 910a may send a cancel resource request
message, block 3644. The DPC 902 may receive the cancel resource request message,

block 3742, and send a release of resources message to Network 2, block 3744. The
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DSC 910b of Network 2 may receive the release of resources message, block 3832,
release the reserved resources for use by other networks, block 3834, and report the
allocated resource status to DPC 902 by going back to block 3808 as shown in FIG.
36 and follow the steps as described above with respect to FIG. 36.

[0367] If rebid (i.e., determination 3640 = “Yes™), the DSC 910a may send a new bid
for the same resources, block 3642. The DPC 902 may receive the new bid, block
3738, and determine whether to accept the new bid, determination 3740. If the new
bid is rejected again (i.e., determination 3740 = “No”), the DPC 902 may send a
rejected bid message by going back to block 3736. If the bid is accepted (i.e.,
determination 3740 = “Yes”), the DPC 902 may send an accept bid message by going

back to block 3730 as shown in FIG. 38 and follow the same steps as described above
with respect to FIG. 38.

[0368] FIG. 40 illustrates the settlement process after Network 2 provides access to the
secondary user wireless devices 101 of Network 1. DSC 910b of Network 2 may send
invoices and payment instructions relating to the use of allocated resources by
Network 1 to the DPC 902, block 3836. The DPC 902 may relay the invoice and
payment instructions from Network 2 to Network 1, block 3746. DSC 910a may
receive the invoices and payment instructions, block 3644, and settle the charges with
Network 2, steps 3648 and 3840.

[0369] Optionally, the DSC 910b of Network 2 may send usage parameters and
payment instructions to the DPC 902, block 3838. The DPC 902 may receive the
usage parameters and payment instructions, block 3748, create an invoice, block 3750,
and send the invoice to Network 2, block 3752. The DSC 910a may receive the
invoice and payment instructions, block 3646, and settle the charges with Network 2,
steps 3648 and 3840.

[0370] FIG. 41 illustrates a message flow diagram 4100 of message communication
between components of a network provider which is allocating available resources to
other resources requesting networks. The DSC 910a at Network 1 3501 may send a

request for resources from, message 3502. The DPC 902 may receive the request for
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resources message and send a resource inquiry to Network 2, message 3504. At
Network 2, the resource inquiry may be received at the DSC 910b. The DSC 910b
may send a resource inquiry to the OMC 912 in Network 2 to determine whether
resources are available for Network 1, message 4106. The OMC 912 may receive the
resource inquiry message from the DSC 910b and send a resource inquiry message to
the Access Resources 4102, message 4108. The OMC 912 may also send a resource
inquiry message to the Core Resources 4204, message 4110. The Access Resource
4102 and the Core Resources 4204 each receive the resource inquiry messages from
OMC 912 and send a resource response to the OMC 912, messages 4112, 4114
respectively. The resources response from the Access Resources 4102 may include

message parameters. The resources response from the Access Resources 4102 may

include other message parameters.

[0371] The OMC 912 may receive the resource responses from the Access Resource
4102 and Core Resource 4104 and send a resource response message to the DSC 910b
indicating status of resources availability in Network 2, message 4116. The DSC
910b may receive the resource response message from the OMC 912 and send a
resource inquiry response to the DPC 902, message 3508. The DPC 902 may receive
the a resource inquiry response from the DSC 910b, determine whether the type of
resources requested are available at Network 2 and send a resources available message
to the DSC 910a of Network 1, message 3512. The DSC 910a may receive the
resources available message and send a resources request message to direct the DPC
902 to request the available resources from Network 2, message 3514. The DPC 902
may receive the resources request message and send a resources reservation request
message to the DSC 910b to request that the available resources in Network 2 be
reserved for use by Network 1, message 3516. The DSC 910b may receive the
resources reservation request message and, via the OMC 912, send a resource
reservation request to the Access Resource 4102, message 4118, and a resource

reservation request to the Core Resources 4104, message 4120.

[0372] The Access Resource 4102 may receive the resource reservation request from

the OMC 912, reserve the available resources and send a resources reserved message
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back to the DSC 910b via the OMC 912, message 4122. Similarly, the Core
Resources 4104 may receive the resource reservation request from the OMC 912,
reserve the available resources and send a resources reserved message back to the
DSC 910b via the OMC 912, message 4124. The DSC 910b may receive the
resources reserved message from the Access Resources 4102 and Core Resources
4104 and send resources reserved message to the DPC 902 to inform the DPC 902 and
Network 1 that the requested resources are reserved for use by Network 1, message
3518. The DPC 902 may receive a resource bid message from the DSC 910a of
Network 1, message 3520. The DPC 902 may send a bid accepted message to the
DSC 910a if the bid received by DPC 902 satisfies the price and contract requirements
of Network 2, message 3522. If the bid is accepted, the DPC 902 may send an assign
resources request to the DSC 910b, message 3524. The DSC 910b may receive the
assign resources request to the Access Resources 4102, message 4126, and an assign
resources request to the Core Resources 4104, message 4128. The DSC 910b may
further send a policy for resources assigned message to the Policy Controller 905,
which can be the same or different relative to the PCFF, message 4130. The DSC

910b may further send a metering for resources assigned to the AAA/AuC 4106,
message 4132.

[0373] FIGs. 42 — 44 illustrate process flow diagrams of an embodiment method for
backing off secondary users by handing them over back to their home network or
terminating their communication session with the host network. A wireless device
101 from Network 1 may establish a secondary user communication session with
Network 2 via the DSC 910b, steps 3904, 3830. The DSC 910b of Network 2 may
continuously monitor traffic on the network versus the available resources, block
3602, and send a report to the DPC 902, block 3604. DPC 902 may receive the
resource status report from the DSC 910b. The DSC 910b may further determine
whether the network volume is greater than the capacity of the network based on its
available resources, determination 4404. If the network volume is not greater than the
capacity of the network (i.e., determination 4404 = “No”), the DSC 910b may

continue to monitor the network traffic versus the available resources by returning to
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block 3602. If the network volume is greater than the capacity of the network (i.e.,
determination 4404 = “Yes”), the DSC 910b may identify a user on the network,

block 4406, and determine whether the user is a secondary user, determination 4408.

[0374] If the user is a secondary user (i.e., determination 4408 = “Yes”), the DSC
910b may send disconnect session at t message, t being the amount of time left before
the secondary user communication session will be terminated by Network 2, block
4410. The disconnect session at t message may be received by the DPC 902 as
illustrated in FIG. 43, block 4306. Optionally, instead of sending a disconnect session
at t message, the DSC 910b may terminate the communication session of the
secondary user to immediately provide additional resources for primary or other
important users, block 4412. The decision regarding whether to immediately
terminate or transmit a warning before termination of a secondary user may be based
on contractual terms between the primary and secondary network providers and the

DSA communication system policies and rule sets.

[0375] If the user is not a secondary user (i.e., determination 4408 = “No”), the DSC
910b may determine whether any other secondary users are present on the network,
step 4414. If there are other secondary users still connected to Network 1 (i.e.,
determination 4414 = “Yes”), the DSC 910b may send try to disconnect their sessions
first before the primary users by returning to steps 4410, 4412. If there are no other
secondary users on the primary network (i.e., determination 4414 = “No”), the DSC
910b may keep or drop the primary user communication session based on tiered
priority access rules, block 4416. For example, premium primary users (i.e., those
with more expensive subscription plans) may be dropped last. Alternatively, in an
embodiment (nbt shown), instead of terminating the primary user communication
sessions, the DSC 910b may try to handover the users to another network as
secondary users, thus, preserving the communication session connection while
reducing volume of Network 1. The DSC 910b may return to monitoring the network

volume versus capacity to determine whether additional callers need to be off-loaded

by returning to block 4404.
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[0376] As illustrated in FIG. 43, the DPC 902 may relay the disconnect session at t
message to the DSC 910a, block 4306. The DSC 910a may receive the disconnect
session at t message, block 4206, set a timer to count down from t, block 4208, and
monitor its available resources, block 4210, to determine whether there is resources
available on Network 1 to receive the secondary user communication session from
Network 2, determination 4212. If resources are not available on Network 1 (i.e.,
determination 4212 = “No”), the DSC 910a may send a request for resources to the
DPC 902, block 3808, to reserve and purchase available resources from network
providers by returning to block 3706 of FIG. 36 and following the resources allocation
steps as described above with respect to FIGs. 36 — 40.

[0377] If resources are available on Network 1 (i.e., determination 4212 = “Yes™), the
DSC 910a may allocate resources to the secondary user that is going to be terminated
from Network 2, block 4212, and send instructions for the wireless device 101 to
disconnect from Network 2 and connect to Network 1 to the DPC 902 as shown in
FIG. 44, block 4308. The DSC 910a may also configure/prepare the Network 1

system to connect to the secondary user wireless device 101, block 4218.

[0378] As illustrated in FIG. 44, the DPC 902 may relay the instructions for the
wireless device 101 to disconnect from Network 2 and connect to Network 1 to the
DSC 910b of Network 2, block 4308. The DSC 910b may receive the instructions,
block 4418, and send them to the secondary user wireless device 101 which currently
has a communication session with Network 2, block 4420. The wireless device 101
may receive the instructions to disconnect from Network 2 and connect to Network 1,
block 4220, and end communication session with Network 2, block 4222, and

establish communication session with Network 1, steps 4224, 4226.

[0379] PUBLIC SAFETY NETWORK:

[0380] In an embodiment, the primary network provider of the DSA communication
system may be a public safety network. A public safety network may be the holder or
owner of public safety spectrum. Public safety spectrum is generally reserved for

used by public safety authorities. The assigned public safety bandwidth typically
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includes more spectrum than is used by public safety authorities on an average bases.
An excess amount of spectrum is assigned for public safety use in anticipation of its

use during public safety emergencies such as disasters.

[0381] In an embodiment, the DSA communication system may allow the public
safety networks to lease spectrum resources to other networks when the public safety
spectrum is available and not in use. During public safety emergency situations when
all of the network resources may be required for use by public safety authorities, the
DSA communication system may allow the network to retrieve all of its allocated

resources from other networks by off-loading traffic from the public safety network to

free-up resources.

[0382] In addition, if the assigned spectrum of a public safety network proves
inadequate to handle a large volume of use by public safety authorities during an
emergency, the DSA communication system may enable the public safety network to
lease or take resources from other networks which are participating in the DSA
communication system. For example, the DSA communication system may require
that all participating networks to continuously keep a certain percentage (e.g., 10%) of
their resources unassigned. The public safety networks may use the unassigned
resources of the participating networks to augment their resources for public safety
communications during emergencies. The DSA communication system may further

off-load primary and/or secondary users of a primary network to free-up resources for

use by the public safety authorities.

[0383] In an embodiment, access to public safety spectrum may be based on tiered
priority access methods described above with respect to FIGs. 1-8. For example,
police dispatchers may always have access to the spectrum. However, access of other
non-governmental users of the public safety resources may be limited to certain times

periods or dates depending on the contracts between the users and the public safety

network providers.

[0384) In an embodiment, off-loading of non-public safety users from the public safety

or other networks may be performed using a tiered priority access methods described
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above with respect to FIGs. 1-8. For example, in a public safety network, when
resources are required for public safety use, the DSA communication system may
enable the public safety network to off-load users in order of preferences such as first,
off-loading secondary non-public safety users, second, off-loading primary non-public
safety users, third, off-loading, lower ranked public safety users, etc. Similar tiered
priority access method may be used to off-load users of another network the resources

of which may be used by the public safety network.

[0385] In an embodiment, during an emergency, the DSA communication system may
restrict access to any resources of a public safety network which is allocated for
secondary use. For example, once the DSA communication system determines that
there is a public safety emergency, the DSA communication system may no longer
consider the allocated resources from the public safety network which is involved in

the emergency as available resources for use by other networks.

[0386] In an embodiment, the DSA communication system policies and rule sets may
require that participating networks allocate a percent of their resources for public
safety use and disasters response purposes. During an emergency, the DSA
communication system may enable public safety networks to access additional
resources which each non-public safety network may allocate for public safety use. In
this scenario, if the allocated resources are in use, tiered priority access methods may
be used to off-load users from the allocated resources. Other resources of the non-

public safety network may not be used for public safety unless properly negotiated.

[0387] FIGs. 45 — 49 illustrate flow diagrams of an embodiment method for allocating
and accessing resources of a public safety network using the DSA communication
system. As illustrated in FIG. 45, the DSC 910a may monitor resources versus
bandwidth traffic in Network 1, block 3602. The DSC 910a may record and report the
resource status of Network 1to the DPC 902. The DPC 902 may receive the resource
status report from Network 1, block 3702, and store it, block 3704. The DSC 910a of
Network 1 may determine, based on the resources status report, whether additional

resources may be required to provide service to the existing users of Network 1,
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determination 3606. If additional resources are not required (i.e., determination 3606
= “No”), the DSC 910a may continue to monitor available resources as versus
bandwidth traffic by going back to block 3602. If additional resources are required

(i.e., determination 3606 = “Yes”), the DSC 910a may send a request for additional
resources to the DPC 902, block 3608.

[0388] The public safety network DSC 910b may reserve a predetermined amount of
unused spectrum resources as a back-up for use only by public safety authorities, in
block 4502. This may ensure that if there is a need for resources during an
emergency, such as a natural disaster, resources are readily available to be dedicated
for public safety use until additional resources are released by off-loading secondary
users from the network. The Public safety network DSC 910b may also monitor
resources available vs. bandwidth traffic in Public safety network, block 3602, and
report the resource status to the DPC 902, block 3804. The DPC 902 may receive the
resource status report from DSC 910b, block 3702 and store the received data, block
3704. The DSC 910b may determine whether excess amount of resources are
available in Public safety network, determination 3804. If excess amounts of
resources are not available in Public safety network (i.e., determination 3804 = “No”),
the DSC 910b may continue to monitor resources available vs. bandwidth traffic by
going back to block 3602. If excess amounts of resources are available (i.e.,
determination 3804 = “Yes”), the DSC 910b may allocate the excess resources or a
sub-part of the excess resources for secondary use, block 3806, and report to the DPC
902 that resources are allocated for use by secondary users, block 3808. The DPC 902
may receive the resource allocation report from DSC 910b, block 3702, and store the
received data, block 3704.

[0389] The status reports received from the networks may further include information
such as network rules and policies with respect to access and use to allocated
resources. For example, the status reports from Public safety network may include
system requirements for Public safety network which must be met before a wireless
device 101 can successfully access the allocated resources on Public safety network as

a secondary user.
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[0390] The DPC 902 receives the request for additional resources from DSC 910a of
Network 1, block 3706, and based on data received from other networks selects the
best available network from which Network 1 may purchase additional resources,
block 3708. In this example, the DPC 902 may select Public safety network as the
most suitable network to provide resources to Network 1. The DPC 902 may send a
resource inquity to the Public safety network, in block 3710, to determine the

availability and quantity of allocated excess resources of Public safety network,

[0391] The DSC 910b of Public safety network may receive the resource inquiry,
block 3810, and determine resource availability, block 3812. The DSC 910b may
send a resource inquiry response to the DPC 902. The resource inquiry response may
include information about the quantity and quality of resources available for use by

secondary users. The DPC 902 may receive the resources inquiry response, block
3712.

[0392] As illustrated in FIG. 46, the DPC 902 may determine whether resources are
available based on the data received from the DSC 910b of Public safety network,
block 3714. If data is not available (i.e., determination 3714 = “No”), the DPC 902
may send a no resource available message to Network 1, block 3722. Resources may
not be available for use by a network for different reasons. For example, resources
may be sold to other bidders before they were reserved by a requesting network. The
DSC 910a of Network 1 may receive the no resource available message, block 3614,
and search for other available spectrum resources or terminate connection sessions

with users to free-up resources on Network 1, block 3618.

[0393] If data is available (i.e., determination 3714 = “Yes”), the DPC 902 may send a
resource available message to the DSC 910a to inform Network 1 about the quality
and quantity of resources available for secondary use at Public safety network, block
3716. The DSC 910a may receive the resources available message and send a request
resource message to reserve the allocated resources of Public safety network for use
by subscribers of Network 1, block 3612. The request resource message may include

data such as the quantity of resources that Network 1 may require in this transaction.
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The DPC 902 may receive the resources request message, block 3718, and send a
reserve resources request message to Public safety network, block 3720. The DSC
910b at Public safety network may receive the reserve resource request, block 3816,
and reserve the requested quantity of the allocated resources for use by Network 1
subscribers, block 3818. The DSC 910b of Public safety network may confirm that
the requested quantity of allocated resources is reserved for use by Network 1 by
sending a resource reserved message, block 3820. The DPC 902 may receive the
resource reserved message from Public safety network and prepare for the bidding

process as described in FIG. 47.

[0394] As illustrated in FIG. 47, the DSC 910a of Network 1 may send a resource bid
to negotiate access to the reserved resources of Public safety network, block 3620.
The DPC 902 may receive the resource bid and process it, block 3726. The DPC 902
may determine whether the bid received from Network 1 may be accepted, in
determination block 3728. The DPC 902 may evaluate a bid from a network provider
based upon policies and rule sets of the DSA communication system in addition to

requirements set forth by the resource offering network, such as prices and allocation

or access methods.

[0395] If the bid is accepted (i.e., determination 3728 = “Yes”), the DPC 902 may
send an accept bid message to Network 1, block 3730. The DSC 910a may receive
the accept bid message and await resource access instructions, block 3622. Once the
bid is accepted, the DPC 902 may also send an assign resources message to the DSC
910b of Public safety network, block 3732. The DSC 910b may receive the assign

- resources message, block 3822, and assign reserved resources for use by Network 1,
block 3824. The DSC 910b may send a resources access message to enable Network
1 to access the assigned resources of Public safety network, block 3826, and configure

to establish communication session with the wireless device 101 of Network 1, block
3828.

[0396] The DPC 902 may relay the resources access message to Network 1, block
3734. The DSC 910a may receive the resources access message, block 3624. The
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resource access message may include data such as access parameters that may be used
by secondary user wireless devices 101 to access resources on Public safety network.
It should be appreciated that other data may be included in the resources access
message. The DSC 910a may send access parameters for Public safety network to
wireless devices 101 which have communication sessions with Network 1 and
Network 1 has designated to migrate to Public safety network, block 3626. The
designated wireless devices 101 may receive the access parameters for Public safety
network, block 3902, and establish a communication session with wireless device 101
of Network 1, steps 3904 and 3830. Public safety network may commence the

settlement process as described in more detail below with reference to FIG. 49.

[0397] If the bid is rejected (i.e., determination 3728 = “No”), the DPC 902 may send
a rejected bid message to Network 1, block 3736 (shown in FIG. 48). As illustrated in
FIG. 48, the DSC 9102 may receive the rejected bid message, block 3736, and
determine whether to rebid, determination 3640. If no rebid (i.e., determination 3640
= “No"), the DSC 910a may send a cancel resource request message, block 3644. The
DPC 902 may receive the cancel resource request message, block 3742, and send a
release of resources message to Public safety network, block 3744. The DSC 9 10b of
Public safety network may receive the release of resources message, block 3832,
release the reserved resources for use by other networks, block 3834, and report the
allocated resource status to DPC 902 by going back to block 3808 as shown in FIG.
45 and follow the steps as described above with respect to FIG. 45.

[0398] If rebid (i.e., determination 3640 = “Yes”), the DSC 910a may send a new bid
for the same resources, block 3642. The DPC 902 may receive the new bid, block
3738, and determine whether to accept the new bid, determination 3740. If the new
bid is rejected again (i.e., determination 3740 = “No”), the DPC 902 may send a
rejected bid message by going back to block 3736. If the bid is accepted (i.e.,
determination 3740 = “Yes”), the DPC 902 may send an accept bid message by going
back to block 3730 as shown in FIG. 47 and follow the same steps as described above
with respect to FIG. 47.
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[0399] FIG. 49 illustrates the settlement process after Public safety network provides
access to the secondary user wireless devices 101 of Network 1. DSC 910b of Public
safety network may send invoices and payment instructions relating to the use of
allocated resources by Network 1 to the DPC 902, block 3836. The DPC 902 may
relay the invoice and payment instructions from Public safety network to Network 1,
block 3746. DSC 910a may receive the invoices and payment instructions, block
3644, and settle the charges with Public safety network, steps 3648 and 3840.

[0400] Optionally, the DSC 910b of Public safety network may send usage parameters
and payment instructions to the DPC 902, block 3838. The DPC 902 may receive the
usage parameters and payment instructions, block 3748, create an invoice, block 3750,
and send the invoice to Public safety network, block 3752. The DSC 910a may
receive the invoice and payment instructions, block 3646, and settle the charges with

Public safety network, steps 3648 and 3840.

[0401) FIGs. 50 — 53 illustrate process flow diagrams of an embodiment method for
backing off secondary users by handing them over back to their home network or
terminating their communication session with the host network. A wireless device
101 from Network 1 may establish a secondary user communication session with
Public safety network via the DSC 910b, steps 3904, 3830. The DSC 910b of Public
safety network may continuously monitor traffic on the network versus the available
resources, block 3602, and send a report to the DPC 902, block 3604. DPC 902 may
receive the resource status report from the DSC 910b. The DSC 910b may further
determine whether the network volume is greater than the capacity of the network
based on its available resources, determination 4404. If the network volume is not
greater than the capacity of the network (i.e., determination 4404 = “No”), the DSC
910b may continue to monitor the network traffic versus the available resources by
returning to block 3602. If the network volume is greater than the capacity of the
network (i.e., determination 4404 = “Yes”), the DSC 910b may identify a user on the
network, block 4406, and determine whether the user is a secondary user,

determination 4408.
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[0402] If the network volume exceeds the allocated capacity threshold of the network
(i.e., determination 4408 = “Yes”), an abnormal situation exists which may indicate
that an emergency situation is unfolding. In this scenario, the DSC 910b may follow
the processes illustrated in the process flow diagrams of FIG. 50 to free-up resources
for public safety use and FIG. 54 to incrementally allocate network resources based on

a Tiered Priority Access regime.

[0403] As shown in FIG. 50, to free-up resources for public safety use, the Public
safety network may send disconnect session at t message, t being the amount of time
left before the secondary user communication session will be terminated by Public
safety network, block 4410. The disconnect session at t message may be received by
the DPC 902 as illustrated in FIG. 43, block 4306. Optionally, instead of sending a
disconnect session at t message, the DSC 910b may terminate the communication
session of the secondary user to immediately provide additional resources for primary
or other important users, block 4412. The decision regarding whether to immediately
terminate or transmit a warning before termination of a secondary user may be based
on contractual terms between the primary and secondary network providers and the

DSA communication system policies and rule sets.

[0404] If the user is not a secondary user (i.¢., determination 4408 = “No”), the DSC
910b may determine whether any other secondary users are present on the network,
block 4414. If there are other secondary users still connected to Network 1 (i.e.,
determination 4414 = “Yes™), the DSC 910b may send try to disconnect their sessions
first before the primary users by returning to steps 4410, 4412. If there are no other
secondary users on the primary network (i.e., determination 4414 = “No™), the DSC
910b may keep or drop the primary user communication session based on tiered
priority access rules, block 4416. For example, premium primary users (i.e., those
with more expensive subscription plans) may be dropped last. Alternatively, in an
embodiment (not shown), instead of terminating the primary user communication
sessions, the DSC 910b may try to handover the users to another network as
secondary users, thus, preserving the communication session connection while

reducing volume of Network 1. The DSC 910b may return to monitoring the network
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volume versus capacity to determine whether additional callers need to be off-loaded
by returning to block 4404.

[0405] As illustrated in FIG. 51, the DPC 902 may relay the disconnect session at t
message to the DSC 910a, block 4306. The DSC 910a may receive the disconnect
session at t message, block 4206, set a timer to count down from t, block 4208, and
monitor its available resources, block 4210, to determine whether there is resources
available on Network 1 to receive the secondary user communication session from
Public safety network, determination 4212. If resources are not available on Network
1 (i.e., determination 4212 = “No”), the DSC 910a may send a request for resources to
the DPC 902, block 3808, to reserve and purchase available resources from network
providers by returning to block 3706 of FIG. 45 and following the resources allocation
steps as described above with respect to FIGs. 45 — 49.

[0406] If resources are available on Network 1 (i.e., determination 4212 = “Yes”), the
DSC 910a may allocate resources to the secondary user that is going to be terminated
from Public safety network, block 4212, and send instructions for the wireless device
101 to disconnect from Public safety network and connect to Network 1 to the DPC

902 as shown in FIG. 52, block 4308. The DSC 910a may also configure/prepare the

Network 1 system to connect to the secondary user wireless device 101, block 4218.

[0407] As illustrated in FIG. 52, the DPC 902 may relay the instructions for the
wireless device 101 to disconnect from Public safety network and connect to Network
1 to the DSC 910b of Public safety network, block 4308. The DSC 910b may receive
the instructions, block 4418, and send them to the secondary user wireless device 101
which currently has a communication session with Public safety network, block 4420.
The wireless device 101 may receive the instructions to disconnect from Public safety
network and connect to Network 1, block 4220, and end communication session with
Public safety network, block 4222, and establish communication session with
Network 1, steps 4224, 4226.

[0408] In a further embodiment, the Public safety network may monitor all new

reserve resource requests and inquiries received from the DPC 902 to ensure that
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resources are provided only to those requests that are initiated by public safety
authorities based on TPA at least until resource capacity is back to below the threshold
levels. The Public safety network may receive a reserve resource request at the DSC
910b, block 3810, and determine whether the resources inquiry is from a TPA-
authorized device, determination 312. If the resources requested are from a TPA-
authorized device (i.e., determination 312 = “Yes”), the DSC 910b may disconnect a
non-TPA communication session, such as a secondary user communication session,
block 314, and connect the TPA call, block 315. The DSC 910b may again monitor
the resources versus bandwidth available by returning to block 3602 of FIG. 50. If the
resource reserve message is received from a wireless device 101 other than an
authorized device (i.e., determination 312 = “No”), the Public safety network may

block the call until excess resources are again available for use by secondary users,
block 5302.

[0409] In an embodiment, for TPA-authorized personnel who may try to establish a
communication session with the Public safety network using a wireless device which
is subscribed to a network provider other than the public safety network provider, the
Public safety authorities may be provided a prefix number which may alert the
receiving network provider about a request to transfer communication session to a
public safety network and an access PIN. By using the prefix number and PIN, a
Public safety user may access the Public safety network using any device, even if the

device is considered a secondary user wireless device 101 on the Public safety
network.

[0410] As illustrated in FIG. 54 to FIG. 56, when an authorized public safety officer
requires to establish connection with a specific public safety network, he may place a
call using any unauthorized wireless device 101 of Network 1 and dialing a special
prefix number, such as *272, block 5402. The DSC 910a may receive and process the
call, block 5404, and identify the prefix number as a request to transfer the
communication session to a public safety network, block 5406. The DSC 910a may
send a PIN request to the wireless device 101, block 5408. The wireless device 101
may receive the PIN request, block 5410, display the PIN request to the user using
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Graphical User Interface (GUI) and receive the user’s PIN input, block 5412. The
wireless device 101 may send the inputted PIN to the DSC 910a for processing, block
5414. The DSC 910a may receive the PIN, block 5416, and send a request for a
network transfer along with the PIN to the DPC 902, block 5418. The DPC 902 may
receive the request for network transfer, block 5420, and determine whether the PIN
matches a PIN database, determination 318. If the PIN does not match an entry in the
PIN database (i.e., determination 318 = “No”), the DPC 902 may block the call, block
5302. If the PIN matches an entry in the PIN database (i.e., determination 318 =

“No”), the DPC 902 may identify the target Public safety network based on the
received PIN, block 5422.

[0411] As illustrated in FIG. 55, the DPC 902 may determine whether the wireless
device 101 of Network 1 includes compatible technology with the target Public safety
network, block 5424. If the device and the public safety network are not
technologically compatible (i.e., determination 5424 = “No”), the DPC 902 may send
a network incompatible message back to the device via the DSC 910a, block 5426.
The DSC 910a may relay the network incompatibility message, block 5428, and
terminate connection with the wireless device 101, block 5432. The wireless device
101 may receive the network incompatible message, block 5430, display the message
to the user, block 5434, and terminate connection with the Network 1, block 5436. If
the device and the public safety network technologies are compatible (i.e.,
determination 5424 = “Yes”), the DPC 902 may send a reserve resources request with
PIN to the public safety network DSC 910b, block 5438. The DSC 910b may receive

the reserve resources request with PIN, block 5440.

[0412] In an embodiment, as illustrated in FIG. 56, access to a public safety networks
by authorized public safety authorities may be on a priority level. For example, the
higher ranking officials of a public safety organization may have priority access to the
network as compared lower ranking officials from the same organization. At any
given time, depending on the level of traffic and resources available, the public safety
network may determine what level of authority may have access to the network.

Accordingly, the DSC 910b may be configured to allow those with required levels of
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priority and reject those with levels of priority lower than required. The DSC 910b
may continuously reevaluate the resource availability and change the access level of
officials based on the availability of resources. The DSC910b may determine, based
on the PIN, the level of priority of the user of the wireless device 101, block 5442.
The DSC 910b may determine whether the level of priority of the device 101 is
allowed to access the public safety network at that time, determination 5444. If the
device 101 priority level is authorized (i.e., determination 5444 = “Yes™), the DSC
910b may disconnect a non-TPA session or a lower priority TPA session to free-up
resources for the new request for resources, block 5446, and connect the new TPA
session, block 5448, and return back to monitoring the resources of the network versus
the bandwidth traffic, block 3602 of FIG. 45. If the request is from a TPA-authorized
device which does not have the priority level to access the network at that time (ie.,
determination 5444 = “No”), the DSC 910b may block the call, block 5302.

[0413] As discussed above, the various embodiments overcome the limitations of
conventional Wireless Priority Access (WPA) systems by performing Tiered Priority
Access (TPA) operations, which may include monitoring a wireless network’s call
volume, determining whether the call volume exceeds a threshold, partitioning
network resources for use by emergency personnel when the call volume exceeds the
threshold, reserving a portion of the partitioned resources for the emergency
personnel, monitoring calls to determine whether calls are being made to or from
mobile devices associated with emergency personnel, and restricting general access to
the reserved resources when there are calls are being made to or from the mobile
devices associated with emergency personnel. In various embodiments, these and
other TPA operations may be performed by a processor coupled to a base station

component (€.g., base transceiver station, NodeB, eNodeB, etc.) and outside of the

core network.

[0414] In an embodiment, the Tiered Priority Access (TPA) operations may be
performed at or on an Evolved Node B (eNodeB), such as by an eNodeB processor, a

processor coupled to the eNodeB component, or in a server or agent (e.g., Diameter
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agent, a specialized server, a software application, a process, a computing system,

etc.) in communication with the eNodeB component.

[0415] In various embodiments, a network component responsible for performing
Tiered Priority Access (TPA) operations (e.g., an eNodeB, eNodeB processor or
agent, etc.) may be configured to interact with one or more components responsible
for performing dynamic spectrum arbitrage (DSA) operations. For example, an
eNodeB may be configured to communicate the status of one or more resources and/or
the results of TPA operations to a dynamic spectrum controller (DSC) and/or to a
dynamic spectrum policy controller (DPC). In an embodiment, a DSA server or
system may be configured to use information communicated between the TPA
network component (e.g., eNodeB) and the controller (e.g., DSC, DPC, etc.) to make
better and more informed spectrum arbitrage determinations (e.g., whether spectrum

should be leased, how much spectrum should be shared, etc.).

[0416] In various embodiments, spectrum arbitrage determinations (e.g., whether and
how much spectrum and/or radio resources should be leased or shared from one

network to another network) may occur substantially while the networks are operating

under normal traffic conditions.

[0417] When a network experiences an increase in resource usage, such as a sudden
increase in traffic in response to a public safety incident, one or more eNodeBs may
begin shaping traffic locally. The eNodeBs may report the increase in resource usage
(e.g., traffic exceeding certain thresholds, etc.) or the result of the local traffic shaping
(e.g., hand-offs, dropped connections, etc.) to a DSC and/or DPC server. The DPC
may record or store these reports in memory for use in future spectrum arbitrage
determination operations. For example, a DPC may be configured to grant spectrum
or radio resources to a network experiencing a traffic surge and deny future requests
for spectrum from other networks. Similarly, the DPC may be configured to revoke

previous grants of spectrum or radio resources from other networks and/or a network

experiencing the traffic surge.

110



WO 2014/130764 PCT/US2014/017574

[0418] In an embodiment, mobile device users may be ranked or organized into
priority groups, and the system may be configured to determine the priorities and/or
access rights of the mobile device based on the rankings or priority groups to which
the mobile device user belongs. In an embodiment, the rankings/priority groups may
be determined in a network server, with the rankings/priority information being sent to
a base station component (e.g., eNodeB, etc.) for enforcement. In another
embodiment, the base station component may be configured to generate the
rankings/priorities locally in the base station component. For example, in various
embodiments, rankings or priority information may be based on assigned QoS class

identifier (QCI) or Allocation and Retention Priority (ARP) values.

{0419] In various embodiments, traffic shaping, such as dynamic QoS alteration, may
be applied across one or more priority groups, to one or more specific mobile devices,
or to a combination of classes and devices. Traffic shaping may be applied
sequentially, such as in steps to a first set of one or more priority groups or devices,
then to second set, then to a third set, etc. Embodiments may include any sequence of
traffic shaping applied to any number of sets of priority groups or mobile devices.

The sequence may include repeatedly shaping traffic of one or more groups prior to

shaping the traffic of other groups.

[0420] FIG. 57A illustrates network components and information flows in an example
Long Term Evolution (LTE or 4G LTE) communication system 5700 suitable for
implementing the various embodiments. A typical LTE communication system 5700
includes a plurality of eNodeB 5704 components coupled to a mobility management
entity (MME) 5706 component and serving gateway (SGW) 5708. The MME 5706
and SGW 5708 may be part of a core network 5716, such as a system architecture

evolution (SAE) or evolved packet core (EPC) network. The eNodeB 5704 may be
outside of the core network 5716.

[0421] The eNodeB 5704 may be configured to communicate voice, data, and control
signals between mobile devices 5702 (e.g., cell phones) and to other network

destinations. The eNodeB 5704 may act as a bridge (e.g., layer 2 bridge) between the
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mobile device 5702 and the core network 5716 by serving as the termination point of
all radio protocols towards the mobile devices 5702 and relaying voice (e.g., VoIP,
etc.), data, and control signals to network components in the core network 5716. The
eNodeB 5704 may be configured to perform various radio resource management
operations, such as controlling the usage of radio interfaces, allocating resources
based on requests, prioritizing and scheduling traffic according to various quality of
server (QoS) requirements, monitoring the usage of network resources, etc. The
eNodeB 5704 may also be configured to collect radio signal level measurements,
analyze the collected radio signal level measurements, and handover mobile devices
5702 (or connections to the mobile devices) to another base station (e.g., a second

eNodeB) based on the results of the analysis.

[0422] Generally, mobile devices 5702 send and receive voice, data and/or control
signals to and from an eNodeB 5704 via a wireless communication link 5722. The
eNodeB 5704 may send signaling/control information (e.g., information pertaining to
call setup, security, authentication, etc.) to the MME 5706 via the S1-AP protocol on
the S1-MME interface. The MME 5706 may request user/subscription information
from a home subscriber server (HSS) 5714 via the S6-a interface, communicate with
other MME components via the S10 interface, perform various administrative tasks
(e.g., user authentication, enforcement of roaming restrictions, etc.), select a SGW
5708, and send authorization and administrative information to the eNodeB 5704

and/or SGW 5708 (e.g., via the S1-MME and S11 interfaces).

[0423] Upon receiving the authorization information from the MME 5706 (e.g., an
authentication complete indication, an identifier of a selected SGW, etc.), the eNodeB
5704 may send data received from the mobile device 5702 to a selected SGW 5708
via GTP-U protocol on the S1-U interface. The SGW 5708 may store information
about the received data (e.g., parameters of the IP bearer service, network internal
routing information, etc.) and forward user data packets to packet data network
gateway (PGW) and/or a policy control enforcement function (PCEF) 5710 via the

S11 interface.

112



WO 2014/130764 PCT/US2014/017574

[0424] The PGW/PCEF 5710 component(s) may include a PCEF component coupled
to a PGW component, a PCEF component included in a PGW component, or a PCEF
component configured to perform operations typically associated with a PGW
component. Since these structures are well known, certain details have been omitted
in order to focus the descriptions on the most relevant features. Detailed information
about policy and charging enforcement function operations may be found in “3rd
Generation Partnership Project Technical Specification Group Services and System
Aspects, Policy and Charging Control Architecture,” TS 23.203 (updated June 12,

2011), the entire contents of which are incorporated herein by reference.

[0425] The PCEF/PGW 5710 may send signaling information (e.g., control plane
information) to a policy control rules function (PCRF) 5712 component, such as over
a Gx interface. The PCRF 5712 component may be responsible for identifying the
appropriate policy rules for a given communication session. The PCRF 5712
component may communicate with external PCRF components (not illustrated) via the
S9 interface, access subscriber databases, create policy rules, and/or send policy rules
to the PCEF/PGW 5710 component(s) for enforcement.

[0426] The PCEF/PGW 5710 may receive policy rules from the PCRF 5712
component and enforce the received policy rules to control the bandwidth, the quality
of service (QoS), and/or other characteristics of the data that is to be communicated
between the service network 5720 and the mobile devices 5702. The PCEF/PGW
5710 may also coordinate, allocate, add, remove, and/or adjust various resources (e.g.,

network resources, subscriber resources, etc.) based on the received policy rules.

[0427] As discussed above, network activity/traffic is typically controlled from within
the core network 5716 by the PCEF/PGW 5710 component(s). In contrast to existing
solutions, various embodiments may include an eNodeB 5704 component configured
to perform TPA operations to control network activity/traffic from outside the core
network 5716. The eNodeB 5704 may be configured to monitor network activity
(e.g., call volume, etc.) and partition, allocate, and/or adjust network resources based

on the current network conditions. The eNodeB 5704 may also be configured to
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dynamically “shape” the network activity of a mobile device 5702 based on the
network conditions. Shaping the network activity of a mobile device may include
reducing bandwidth, reducing QoS, restricting the number of services, shedding a
connection, transferring a connected device to another tower (¢.g., the second

eNodeB, etc.), performing handoffs, and/or other similar traffic management activities

or operations.

[0428] In an embodiment, the core network 5716 may be part of (or may include) a
dynamic service arbitrage communication system, such as any of the various DSA
systems discussed above. For example, FIG. 57A illustrates that the core network
5716 may include a DSC 5722 component suitable for performing DSA operations.
The inclusion of the DSC 5722 component in the core network 5716 may enable one
or more eNodeBs 5804a, 5804b to send information concerning network activity
and/or the various steps taken to shape network activity to the DSC 5722, which may
use this information to make more informed spectrum arbitrage determinations (e.g.,

whether spectrum should be leased, how much spectrum should be shared, etc.).

[0429] In the example illustrated in FIG. 57A, the DSC 5722 is connected directly to
the PCRF 5712. In various embodiments, the DSC 5722 may be connected directly or
indirectly to the PCEF/PGW 5710 and/or various other components in the core
network 5716. In various embodiments, the DSC 5722 may be connected directly or

indirectly with one or more eNodeBs 5704, such as via a direct communication link
5730.

[0430] In an embodiment, the DSC 5722 may be connected to a DPC 5722 outside of
the core network 5716. The DSC 5722 may be configured with software to
communicate data regarding the availability of spectrum resources to the DPC 5724
using capacity policy criteria. The data that is communicated to the DPC 5724 may
include data relating to current excess capacity and expected future capacity of the

network or sub-network, such as data received from one or more eNodeBs 5804a,
5804b.
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[0431] In various embodiments, the DSC 5722 and/or DPC 5724 may rely on data
from one or more eNodeB in the dynamic spectrum arbitrage process. For example,
when a network has one or more eNodeBs 5804a, 5804b actively shaping traffic
and/or reporting high network activity, the DSC 5722 and/or DPC 5724 may

reallocate the spectrum resources based on the traffic shaping and/or network activity

information.

[0432] In an embodiment, an eNodeB 5704 may be configured to classify or organize
the mobile devices 5702 into priority groups or classes, such as primary users (e.g.,

first responders or other priority users) and secondary users (e.g., non-priority users).

[0433] In an embodiment, an eNodeB 5704 may be configured to shape the network
activity of mobile devices based on the priority groups/classes. In an embodiment, the
eNodeB 5704 may shape the network activity such that mobile devices belonging to a
higher priority group are allocated a larger percentage of the available network

resources (e.g., bandwidth, etc.) as the network activity increases.

[0434] FIG. 57B illustrates network components and information flows in an LTE
communication system 5750 that includes an embodiment eNodeB 5704a configured
to perform TPA operations and/or shape the network activity of mobile devices based
on the priority groups/classes. In the example illustrated in FIG. 57B, the LTE
communication system 5750 includes an MME 5706, an SGW 5708, a HSS 5714, a
PGW/PCEF 5710, and a PCRF 5712, all of which are logically inside the core
network 5716. The LTE system 5750 may also be part of (or include) a DSA

communication system.

[0435] The LTE system 5750 may include DSC 5722 and/or DPC 5724 components,
either of which may be logically inside or outside of the core network 5716. The LTE
communication system 5750 may include a first mobile device 5702a, a second
mobile device 5702b, a first eNodeB 5704a, and a second eNodeB 5704b, all of which
are logically outside of the core network 5716. The first mobile device 5702a may be
classified as a primary user’s mobile device 5702a and the second mobile device

5702b may be classified as a secondary user’s mobile device 5702b. In the example
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illustrated in FIG. 57B, the primary user’s mobile device 5702a is connected to the
first eNodeB 5704a via a first wireless communication link 5722a. The secondary
user’s mobile device 5702b is connected to the first eNodeB 5704a via a second

wireless communication link 5722b.

[0436] The first eNodeB 5704a may be configured to monitor network activity (e.g.,
call volume, resource usage, congestion, number of active connections, etc.) to
determine whether the network activity exceeds two or more thresholds. When the
network activity exceeds a first threshold, the first eNodeB 5704a may reserve a
communication channel for the primary user’s mobile device 5702a. When the
network activity exceeds a second (or subsequent) threshold, the first eNodeB 5704a
may dynamically “shape” the network activity of the secondary user’s mobile device
5702b. Shaping the network activity of a mobile device may include performing
operations to control one or more characteristics of the wireless communication link
5722b and/or the data being communicated, such as reducing bandwidth, reducing
QoS, restricting the number of services, shedding a connection (e.g., wireless
communication link 5722b, etc.), transferring a connected device to another eNodeB

(e.g., the second eNodeB 5704b), performing handoffs, etc.

[0437] There are a number of advantages to shaping the network activity of the mobile
devices via an eNodeB 5704, including faster detection and response times, improved
efficiency, and more focused application of solutions. For example, since the eNodeB
5704 is outside of the core network 5716, it can detect and respond to changes in
network activity much faster than the PCEF/PGW 5710 component or any other
component that is inside the core network 5716. In an addition, the eNodeB 5704
may respond to changes in network activity and/or resource availability on a cell-by-
cell or tower-by-tower basis, whereas existing solutions typically require applying the
changes to an entire geographical area, updating network wide policies/controls, or

applying restrictions to a specific subscriber or mobile device.

[0438] Further, by shaping the network activity on an eNodeB 5704, restrictions
applied to a mobile device 5702 apply only when the mobile device 5702 attempts to
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communicate via a specific eNodeB 5704, and do not follow the mobile device 5702
after a handoff. For example, when a first eNodeB 5704a restricts the amount of
bandwidth available to a mobile device, then hands off the mobile device to a second
eNodeB 5704b, the bandwidth restrictions applied by the first eNodeB 5704a would
not be enforced on the mobile device by the second eNodeB 5704b (as it would if the
restriction were applied centrally by a component within the core network 5716, such
as a PCEF/PGW 5710). This eliminates additional messages or operations that would
otherwise be necessary to restore a mobile device’s restricted properties (e.g.,

bandwidth, QoS, etc.), and thus improves efficiency.

[0439] As discussed above, an eNodeB may be configured to classify or organize the
mobile devices into classes. In an embodiment, the eNodeB may be configured to
perform internal tiered priority access (ITPA) operations, which may include
subdividing the classes into a plurality of tiers. The eNodeB 5704 may then shape the
network activity of the mobile devices based on the priority classes/tiers to more

precisely control the allocation of network resources.

[0440] FIG. 58 illustrates network components and information flows in an example
LTE cellular communications network 5800 that includes an eNodeB 5804a
configured to perform ITPA operations in accordance with various embodiments. The
first eNodeB 5804a may be configured to classify or organize the mobile devices into
classes, then subdivide the classes into a plurality of tiers. In the example illustrated
in FIG. 58, mobile devices 5802a-c are classified as primary mobile devices, the
mobile device 5802d is classified as a secondary mobile device, and the primary
mobile devices 5802a-c are subdivided into first, second, and third tiers. While two
classes and three tiers are illustrated, it should be understood that the eNodeB 5804a

may classify the mobile devices 5802 into any number of classes, and that each class

maybe subdivided into any number of tiers.

[0441] The first eNodeB 5804a may be configured to monitor network activity (e.g.,
call volume, etc.) to determine whether the network activity exceeds any one of a

plurality of thresholds. The plurality of thresholds may include any number of
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thresholds and each threshold may store any value relating to any measureable

network activity or event (congestion, bandwidth, usage trends, availability of

resources, QoS, etc.).

[0442] The first eNodeB 5804a may be configured to reserve communication channels
and/or dynamically shape the network activity of one or more of the mobile devices
5802a-d in response to determining that a threshold is exceeded. The shaping
operations may be performed such that higher priority mobile devices are allocated a
larger percentage of the available network resources (e.g., bandwidth, etc.) as the
network activity increases or resources become scarce. In an embodiment, this may

be achieved by progressively reducing the number of network resources available to

lower priority mobile devices.

[0443] In an embodiment, the plurality of thresholds may include a series of
progressive threshold values. For example, the plurality of thresholds may include a
first threshold value that is exceeded when 50% of the network resources are in use, a
second threshold value that is exceeded when 75% of the network resources are in
use, a third threshold value that is exceeded when 85% of the network resources are in

use, a fourth threshold value that is exceeded when 95% of the network resources are

in use, etc.

[0444] When the first eNodeB 5804a determines that the monitored network activity
exceeds the first threshold value, the first eNodeB 5804a may reserve bandwidth or

radio frequency (RF) resources for the primary mobile devices 5802a-c.

[0445] When the network activity exceeds the second threshold value, the first
eNodeB 5804a may dynamically shape the network activity of the secondary mobile
device 5802d by reducing the amount of bandwidth or RF resources that is made

available to the secondary user’s mobile device 5802d.

[0446] When the network activity exceeds the third threshold, the eNodeB 5804a may
further shape the network activity of the secondary mobile device 5802d by

shedding/terminating the wireless communication link 5822d and/or transferring the
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wireless communication link 5822d to the second eNodeB 5804b. In an embodiment,
transferring the wireless communication link 5822d to the second eNod_eB 5804b may
include the first eNodeB 5804a communicating with the second eNodeB 5804b via the
X2 interface, the second eNodeB 5804b establishing a new wireless communication
link 5823d with the secondary mobile device 5802d, and the first eNodeB 5804a

shedding/terminating the wireless communication link 5822d.

[0447) When the network activity exceeds a fourth threshold, the first eNodeB 5804a
may begin shaping the network activity of the primary mobile devices 5802a-c by, for
example, reducing the amount of bandwidth or radio resources made available to the
tier three primary mobile devices 5802¢. This process may continue until only the tier
one primary mobile devices 5802a are connected to the first eNodeB 5804a, or until
there are no mobile devices connected to the first eNodeB 5804a (i.e., to preserve

resources for additional emergency personal who may arrive in the future, etc.).

[0448] In an embodiment, one or more eNodeBs 5804a, eNodeB 5804b may be
configured to communicate with the DSC 5722 and/or the DPC 5724. For example,
the first eNodeB 5804a may be configured to send an alert message to the DSC 5722
and/or DPC 5724 each time network activity exceeds one or more thresholds and/or

when a traffic shaping actions (e.g., hand-offs, QoS adjustments, disconnections, etc.)

aoccur.

[0449] While the above examples are described with reference to a specific set of
shaping operations, a specific number of classes/tiers, and specific threshold values, it
should be understood that any combination of shaping operations may be performed

based on any combination of classes/tiers and for any number of threshold values.

[0450] FIGs. 59A-B illustrate that an eNodeB may classify the mobile devices into
any number of classes, and that each class may be subdivided into any number of
tiers. Specifically, FIG. 59A illustrates that eNodeB may classify the mobile devices
into a primary class and a secondary class, the primary class may be subdivided into

four tiers (e.g., platinum, gold, silver, copper), and a secondary class may be
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subdivided into multiple tiers (e.g., tiers 1-x). FIG. 59B illustrates an alternative

arrangement with three classes, each of which is subdivided into multiple tiers.

[0451} As discussed above, shaping operations may include adjusting, controlling,
and/or allocating any of a number of resources (radio links, bandwidth, resource
blocks, CPU time, etc) available in the communications network. As also discussed
above, the eNodeB may perform shaping operations based on one or more triggers or
threshold values. A trigger may be any event that indicates network activity has
changed and/or which may initiate shaping operations, and a threshold may store any
value relating to any measureable network activity or event (congestion, bandwidth,
usage trends, availability of resources, QoS, etc.). One or more triggers or threshold
values may be assigned to, or associated with, any or all of the resources available in
the communications network. Similarly, a single trigger/threshold value may be
associated with multiple resources, and multiple triggers/threshold values may be
associated with a single resource. For example, the eNodeB may monitor multiple
resources, generate a composite value representative of the general availability of the
resources, compare the generated composite value to a threshold value to determine
whether shaping operations are to be performed, and shape the network activity of one

of more mobile devices based on the results of the comparison.

[0452] FIGs. 60A-B illustrate example threshold values and triggers suitable for use in
various embodiments. FIG. 60A illustrates that a first trigger may be activated when
the eNodeB determines that the usage of an available resource (e.g., radio links,
resource blocks, etc.) exceeds a threshold value of 75% usage, for example. A second
trigger may be activated when it is determined that the usage of the available resource
exceeds a threshold value of 90% usage, for example. The activation of the first
trigger may cause an eNodeB to perform a first group of operations (e.g., QoS
degradation, handoffs, etc.). The activation of the second trigger may cause the

eNodeB to perform a second group of operations (e.g., traffic shedding, etc.).

[0453] FIG. 60B illustrates an alternate arrangement of triggers with four triggers (A,

B, C, and D) assigned at different percentages or levels of resource usage. Alternate
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embodiments may include any number of triggers, and each trigger may be assigned

any threshold value representing any percentage or level of resource usage.

[0454] In an embodiment, a network server in the communication network may
determine the threshold values and/or triggers. In an embodiment, the eNodeB may
be configured to dynamically determine and set the threshold values and/or triggers
based on network conditions, such as the availability of resources, number of
connections, bandwidth availability, number of services, number of classes, number of
tiers, etc. In this manner, the eNodeB may quickly adjust to changing network

conditions to ensure that the resources are allocated efficiently.

[0455] As discussed above the classes and/or tiers to which mobile devices belong
may be determined in the eNodeB or a network server. In an embodiment, the classes
to which the mobile devices belong may be determined in the eNodeB based on the
home PLMN to which the mobile devices belong. In an embodiment, the classes to
which the mobile devices belong may be determined in a network server of their

respective home PLMNSs, and made available to an eNodeB of a visiting network via

an MME component.

[0456] In an embodiment, the eNodeB may be configured to dynamically determine
and set the threshold values and/or triggers based on network conditions, such as the
availability of resources, number of connections, bandwidth availability, number of
services, number of classes, number of tiers, etc. In this manner, the eNodeB may
quickly adjust to changing network conditions to ensure that the resources are

allocated efficiently.

[0457] Generally, a mobile device may maintain several operational bearer channels at
atime. In an embodiment, the eNodeB may be configured to shape the network
activity of a mobile device by adjusting the characteristics of any or all of the
operational bearer channels. In an embodiment, the eNodeB may be configured to
adjust the characteristics of a bearer channel locally, based on the home PLMN,

and/or independent of the PGW/PCEF and PCRF settings or operations. In this
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manner, the eNodeB may quickly ensure that higher priority users (e.g., primary users,

etc.) have resources available.

[0458] FIGs. 61A and 61B illustrate an embodiment eNodeB method 6100 of shaping
network resources based on triggers/threshold values. The operations of method 6100
may be performed by an eNodeB processor, a processor coupled to the eNodeB
component, or in a server or agent (e.g., Diameter agent, a specialized server, a
software application, a process, a computing system, etc.) in communication with the
eNodeB component. The shaping of network resources may be performed in any of

the DSA systems or networks discussed herein.

[0459] In operation 6102 of method 6100, the eNodeB may monitor resource usage.
In an embodiment, the eNodeB may monitor one or more resources (e.g., radio links,
resource operations, bandwidth, etc.) in real time as they are allocated by a scheduler

(e.g., an eNodeB scheduler, etc.).

[0460] In determination operation 6104, the eNodeB may determine whether the
"quantity of resources (e.g., radio links, resource operations, bandwidth, etc.) being
utilized exceeds the first threshold value (e.g., a value indicative of the percentage of
total available resources, etc.). When the eNodeB determines that the quantity of
resources being utilized does not exceed the first threshold value (i.e., determination
operation 6104 = “No”), the eNodeB may continue monitoring resources in operation
6102. On the other hand, when the eNodeB determines that the quantity of resources
being utilized does exceed the first threshold value (i.e., determination operation 6104

= “Yes™), in operation 6106, the eNodeB may set and start a first timer.

[0461] In operation 6108, the eNodeB may send a trigger 1 alert message to an MME
to notify the MME to restrict transfers, originations and handins of mobile devices to
the eNodeB. In an embodiment, as part of operation 6108, the eNodeB may also send
a trigger 1 alert message to a DSC (e.g., DSC 5722) which could also restrict
transfers, originations, and handins . The eNodeB may send the message over a direct
communication link (e.g., connection 5730) or communicate the information

indirectly via the components in the network (e.g., SGW 5708, PGW 5710, etc.).
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[0462] In an embodiment, the DSC may be configured to communicate with a DPC
(e.g., DPC 5724) in response to receiving an alert message from the eNodeB. In an
embodiment, the DSC may be configured to relay alert messages received from the
eNodeB (e.g., trigger 1 alert message) to the DPC. In another embodiment, the DSC
may include data corresponding to the received trigger 1 alert message in a resource
status report message, which may be sent to the DPC at various times, such as when
reporting the status of resources (e.g., operation 3604 illustrated in FIG. 36, etc.). In
any case, the DPC may receive a communication message from the DSC and record
information pertaining to the trigger 1 alert message the included in the alert message
(e.g., status of network resources, etc.) for later use in performing spectrum arbitrage

determination operations.

[0463] In operation 6110, eNodeB may restrict originations (e.g., session originations,
establishment of new communication links, requests for new or additional services,
requests for additional bandwidth, etc.) and/or handins. In operations 6108 and 6110,
the transfers, handins, and/or originations may be restricted based on priorities or
rankings of the mobile devices. For example, the eNodeB may restrict originations
and handins to and from mobile devices in lower classes or tiers, while allowing
originations and handins for higher classes/tiers. As a further example, originations
and handins for average civilians may be completely stopped while originations and
handins for primary devices operated by first responders or other emergency

personnel may remain unrestricted.

[0464] In various embodiments, the operations of operations 6108 and 6110 may be
performed multiple times. That is, although restrictions on handins and/originations
are applied only once in the example illustrated in FIG. 61A, the eNodeB may
gradually restrict originations and handins by applying any number of restrictions to
any number of different classes or tiers in response to any number of
triggers/thresholds.
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{0465] In an embodiment, as part of operations 6108 and 6110, the eNodeB may wait
for a predetermined or variable amount of time after restricting handins

and/originations for the network congestion to be alleviated or resolved.

[0466] In determination operation 6112, the eNodeB may determine whether
additional resources have become available and/or the network congestion has
otherwise been alleviated or resolved (e.g., resource usage has dropped back under
trigger 1 or another acceptable level). When the eNodeB determines that the
congestion has been resotved (i.e., determination operation 6112 = “Yes”), in
operation 6126, the eNodeB may send a trigger cancel message to the MME to inform
the MME to stop restricting transfers, originations and handins. The eNodeB could
also inform the DSC to stop restricting transfers, originations and handins. The
eNodeB may also send a trigger cancel message to the DSC or DPC to report the new

resource status. In operation 6102, the eNodeB may return to monitoring resource

usage.

[0467] When the eNodeB determines that the congestion has not resolved (i.e.,
determination operation 6112 = “No”), in operation 6114 the eNodeB may degrade
the local quality of service (QoS) associated with one or more mobile devices,
wireless communications links, and/or sessions. In an embodiment, the degradation of
the local QoS may be performed by a scheduler (e.g., the eNodeB scheduler). In an
embodiment, the local QoS may be degraded based on priorities/rankings (e.g.,
classes, tiers, etc.) so that the wireless communications links associated with mobile
devices in the lowest tiers or classes are degraded first, followed by the wireless
communications links to mobile devices in the second lowest tier/class, etc. To ensure
that primary users or users in the highest tier always have adequate QoS, in an
embodiment the eNodeB may be configured to not to degrade the local QoS of mobile

devices in the higher classes and/or tiers.

[0468] In determination operation 6116, the eNodeB may determine whether the
congestion has been resolved (e.g., due to the degradation of local QoS of low priority

mobile devices, etc.). When the eNodeB determines that the network congestion has
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been resolved (i.e., determination operation 6116 = “Yes™), in operation 6122 the
eNodeB may restore the local QoS of one or more of the degraded wireless
communications links or mobile devices. In an embodiment, the eNodeB may restore

the local QoS in the reverse order in which the local QoS was degraded and/or in

accordance with the priorities/rankings.

[0469] In determination operation 6124, the eNodeB may determine whether there are
sufficient network resources available and/or the network congestion remains resolved
(e.g., in view of the additional network resources utilized by the restoration of the
local QoS of lower priority mobile devices). When the eNodeB determines that there
are sufficient network resources available and/or the network congestion remains
resolved (i.e., determination operation 6124 = “Yes”), in operation 6126, the eNodeB
may send a trigger cancel message to restore QoS and/or originations and handing
based on the trigger threshold. In an embodiment, the eNodeB may send the trigger
cancel message to the MME informing the MME to stop restricting handins,
originations and transfers, and return to monitoring resources in operation 6102. The
eNodeB may also send a message to the DSC informing it to stop restricting
originations, transfers and handins. The eNodeB may also send a trigger cancel

message to the DSC or DPC to report the new resource status in operation 6126.

[0470] When the eNodeB determines that the network is congested (i.e., determination
operation 6124 = “No”), in operation 6114 the eNodeB may degrade the local QoS of
additional wireless communication links/sessions/mobile devices or undue (or
partially undue) the restoration operations performed in operation 6122 for one or

more wireless communication links/mobile devices.

[0471] In various embodiments, the illustrated operations 6114, 6116, 6122, and 6124
may be performed repeatedly (e.g., when the congestion is relatively close to being
resolved) until an optimal level of network resources are allocated to the mobile
devices. Repeating operations 6114, 6116, 6122, and 6124 may be desirable to
resolve the network congestion via QoS adjustments (as opposed to shedding,

termination, and/or handoff operations).
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[0472] In various embodiments, the eNodeB may be configured to avoid repeatedly
performing the operations 6114, 6116, 6122, and 6124 by, for example, identifying
the number of iterations through these operations, increasing the quantity by which the
local QoS is degraded in operation 6114, decreasing the quantity by which the local

QoS is restored in operation 6122, updating parameters used to measure network

congestion, etc.

[0473] As discussed above, in determination operation 6116, the eNodeB may
determine whether the network congestion has been resolved (e.g., due to the
degradation of local QoS of low priority mobile devices, availability of additional
resources, etc.). When the eNodeB determines that the congestion has not yet been
resolved (i.e., determination operation 6116 = “No™), in determination operation 6118
the eNodeB may determine whether the first timer (i.e., timer 1) has expired. When
the eNodeB determines that the first timer (i.e., timer 1) has not expired (i.e.,
determination operation 6118 = “No”), in determination operation 6120 the eNodeB
may determine whether the quantity of resources being utilized exceeds a second
trigger. When the eNodeB determines that consumption of network resources does
not exceed the second trigger (i.e., determination operation 6120 = “No™), in operation

6114 the eNodeB may degrade the local QoS of one or more mobile devices, wireless

communication links, sessions, etc.

[0474] When the eNodeB determines that the first timer has expired (i.e.,
determination operation 6118 = “Yes”) or that the resources exceed a second trigger
(i.e., determination operation 6120 = “Yes”), in operation 6132 (illustrated in FIG.

61B), the eNodeB may start a second timer.

[0475] With reference to FIG. 61B, in operation 6134, the eNodeB may send a trigger
2 alert message to the MME to indicate to the MME to begin coordinating transfers or
handoffs, which may be preformed based on priorities and/or rankings. The eNodeB
may also send a trigger 2 alert message to the DSC to indicate to, or cause, the DSC to
begin coordinating transfers or handoffs, which may be preformed based on priorities

and/or rankings. When the handover is to another network, the DSC may coordinate
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the handover request through the DPC to the potential target DSC in the other
network. Additionally the eNodeB may also send a trigger 2 alert message to the
DSC or DPC to report the new resource status. As discussed above, the DPC may rely
on the new resource status report in later spectrum arbitrage determinations. In
operation 6136, the eNodeB may handoff or transfer wireless communication links to

mobile devices in the lowest tier or class to a second eNodeB.

[0476] In an embodiment, the handoffs may be ranked and/or performed based on the
properties of the destination components to which mobile devices are handed off. For
example, eNodeB may first attempt to handoff a mobile device to a second eNodeB
owned or leased by the same operator, service provider, lessor, etc. When a second
eNodeB belonging to the same operator, service provider, lessor, etc. is not available,
the eNodeB may handoff the mobile device to a network component affiliated with
the lessor, operator, service provider (e.g., to another radio access system with which
an operator has a usage agreement), etc. When a network component affiliated with
the lessor, operator, service provider is not available, the eNodeB may handoff the
mobile device to network component that is owned/operated by a different lessee,

operator, service provider, etc.

[0477] In determination operation 6138, the eNodeB may determine whether the
congestion has been resolved. When the eNodeB determines that the congestion has
been resolved (i.e., determination operation 6138 = “Yes”), in operation 6122 the
eNodeB may restore the QoS of one or more of the degraded wireless
communications links that have not been handed off. When the eNodeB determines
that the congestion has not been resolved (i.e., determination operation 6138 = “No”),

in determination operation 6140 the eNodeB may determine whether the second timer

has expired.

[0478] When the eNodeB determines that the second timer has not expired (i.e.,
determination operation 6140 = “No”), in determination operation 6142 the eNodeB
may determine whether the consumption of network resources exceeds a third trigger

or threshold value. When the eNodeB determines that the consumption of network
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resources does not exceed the third trigger/ threshold value (i.e., determination
operation 6142 = “No™), in operation 6136 the eNodeB may handoff or transfer

additional mobile devices (e.g., in another tier or class) to another eNodeB.

[0479] When the eNodeB determines that the second timer has expired (i.e.,
determination operation 6140 = “Yes™) or that the consumption of network resources
exceeds the third trigger/threshold value (i.e., determination operation 6142 = “Yes™),
in operation 6144 the eNodeB may begin terminating wireless communication links or
sessions. In an embodiment, the wireless communication links/sessions may be

terminated based on priorities or rankings.

[0480] As discussed above, the priorities or rankings of connections/mobile devices
according to classes/tiers may be used by the eNodeB to determine the sessions that
are to be terminated first. For example, the eNodeB may terminate sessions
associated with mobile devices in the lowest class/tier before terminating sessions

associated with mobile devices in the higher classes/tiers.

[0481] In operation 6150, the eNodeB may send a trigger 3 alert message to the DSC
or DPC to report the new resource status. As discussed above, the DPC may rely on

the new resource status report in later spectrum arbitrage determinations.

[0482] In determination operation 6146, the eNodeB may determine whether the
network congestion has been resolved. When the eNodeB determines that the
congestion is not resolved (i.e., determination operation 6146 = “No”), in operation
6144 the eNodeB may terminate additional wireless communication links or sessions.
When the eNodeB determines that the congestion has been resolved (i.e.,
determination operation 6146 = “Yes”), in operation 6122 the eNodeB may restore the
QoS of one or more of the degraded wireless communications links or sessions of

mobile devices that have not yet been handed off.

[0483] FIGS. 62-65 illustrate various embodiment eNodeB methods 6200, 6300, 6400,
6500 of performing TPA and iTPA operations in an eNodeB and reporting these

operations to a DSC or DPC for use in performing DSA operations in accordance with
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various embodiments. In the examples illustrated in FIGs. 62-65, a mobile device
6252 may maintain active data sessions 6202 with a PGW 6260 component in a first

communication network or a PGW2 6261 component in a second communication
network.

[0484] The establishment and/or maintance of the active data sessions 6202 may be
achieved via eNodeB (eNB) 6254 and/or MME 6256 components, as is described
above with reference to FIG. 57A. In addition to establishing and maintanting the
sessions, the eNodeB 6254 may also mediate the active data sessions 6202 between
mobile device 6252 and the PGW 6260, and perform various radio resource
management (RRM) operations (e.g., monitoring the availability of network
resources, etc.). The eNodeB 6254 may also communicate with a DSC 6262 and/or
DPC 6264 to report resource status. In various embodiments, the eNodeB 6254 may
communicate with the DSC 6262 and/or DPC 6264 directly (e.g., via connection
5730 or other direct communication links) or indirectly, such as via various
components (e.g., MME 6256, PGW 6260, etc.) in the core network. The DSC/DPC
6262, 6264 components may be configured to use information generated by the
eNodeB 6254 (and included in the alert messages and/or resource status reports) to

make more intelligent spectrum arbitrage decisions/determinations.

[0485] Referring to FIG. 62, in operation 6204 of method 6200, the eNodeB 6254 may
determine that the network is congested by, for example, determining whether the
quantity of resources being utilized exceeds a threshold value (e.g., a value indicative
of the percentage of total available resources, etc.). In operation 6206, the eNodeB
6254 may set and start a congestion timer. In operation 6208, the eNodeB 6254 may
send a first congestion trigger alert message to the MME 6256 component to notify
the MME 6256 to restrict transfers and/or handoffs of additional mobile devices to the
eNodeB 6254. As part of operation 6208, the eNodeB 6254 may also send an alert to
the DSC 6262 or DPC 6264. In various embodiments, the alerts may be sent directly

or indirectly to the destination.
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[0486] In operation 6210, the eNodeB 6254 may restrict originations (e.g., session
originations, establishment of new communication links, requests for new or
additional services, requests for additional bandwidth, etc.) and handins (i.e., stop

accepting handoffs from other base stations).

[0487] In operation 6212, the eNodeB 6254 may determine that additional resources
have become available and/or the network congestion has otherwise been alleviated or
resolved (e.g., resource usage has dropped down to an acceptable level, etc.). In
operation 6214, the eNodeB 6254 may send a trigger cancel message to the MME
6256 to inform the MME 6256 to stop restricting transfers and handoffs, and send an
alert directly or indirectly to the DSC 6262 and/or DPC 6264. In operation 6216, the

eNodeB 6254 may return to its normal steady state operating mode.

[0488] FIG. 63 illustrates an embodiment eNodeB method 6300 for resolving network
congestion by degrading the local QoS of one or more mobile devices 6252. The
mobile device 6252 may be engaged in an active data session 6302 with a PGW2

6261 in another (i.c., second) network.

[0489] In operation 6304 of method 6300, the eNodeB 6254 may determine that the
network is congested (e.g., by determining whether the quantity of resources being
utilized exceeds a threshold value). In operation 6306, the eNodeB 6254 may set

and/or start a congestion timer.

~ [0490] In operation 6308, the eNodeB 6254 may send a first congestion trigger alert
message to the MME 6256 component to notify the MME 6256 to restrict transfers
and/or handoffs of additional mobile devices to the eNodeB 6254. As part of

operation 6308, the eNodeB 6254 may also send an alert to the DSC 6262 and/or DPC
6264.

[0491] In operation 6310, the eNodeB 6254 may restrict originations and handins. In
operation 6312, the eNodeB 6254 may determine that the network congestion has not
yet been alleviated or resolved. In operation 6314, the eNodeB 6254 may select one

or more mobile devices 6252 for localized degradation of QoS, which may be
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performed in accordance to priorities/rankings (e.g., classes, tiers, etc.). In operation

6316, the eNodeB 6254 may degrade the QoS of the selected mobile devices 6252.

[0492] In operation 6318, the eNodeB 6254 may determine that additional resources
have become available and/or the network congestion has otherwise been alleviated or
resolved (e.g., resource usage has dropped down to an acceptable level, etc.). In

operations 6320-6322, the eNodeB 6254 may restore the local QoS of one or more of
the degraded mobile devices 6252.

[0493] In operation 6324, the eNodeB 6254 may determine that resources are still
available and/or the network congestion remains resolved. In operation 6326, the
eNodeB 6254 may send a trigger cancel message to the MME 6256 to inform the

MME 6256 to stop restricting transfers and handoffs, and send an alert message to the
DSC 6262 and/or DPC 6264.

[0494] In operation 6328, the eNodeB 6254 may lift the restrictions on originations
and handins. In operation 6330, the eNodeB 6254 and the system may return to

normal operating conditions (e.g., steady state operating mode).

[0495] FIG. 64 illustrates an embodiment method 6400 for resolving network
congestion by performing handoff operations to transfer mobile devices to a second
base station. In operation 6402, a first eNodeB 6254a may detect network congestion.
In operation 6404, the eNodeB 6254a may start a congestion timer. In operation
6406, the eNodeB 6254a may send a first congestion trigger alert message to the
MME 6256 component to notify the MME 6256 to restrict transfers and/or handoffs
of additional mobile devices to the eNodeB 6254. As part of operation 6406, the
¢NodeB 6254 may also send an alert to the DSC 6262 and/or DPC 6264.

[0496] In operation 6408, the eNodeB 6254a may restrict originations and handins. In
operation 6412, the eNodeB 6254a may select one or more mobile devices 6252 for
localized degradation of QoS, which may be performed in accordance to
priorities/rankings (e.g., classes, tiers, etc.). In operation 6412, the eNodeB 6254a

may determine that the network congestion has not yet been alleviated or resolved. In
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operation 6414, the eNodeB 6254a may degrade the QoS of the selected mobile
devices 6252.

[0497] In operation 6416, the eNodeB 6254a may determine that the network
congestion has not yet been alleviated or resolved (i.e., despite the degradation of the
local QoS of one or more mobile devices). In operation 6418, the eNodeB 6254a may
send a second trigger alert message to the MME 6256, and an alert message to the
DSC 6262 and/or DPC 6264.

[0498] In operation 6420, the eNodeB 6254a may select one or more mobile devices
6252 for transfer to another base station, which may be performed in accordance to
priorities/rankings (e.g., classes, tiers, etc.). In various embodiments, operation 6420
may comprise exchanging a list of candidate mobile devices between the eNodeB
6254a and the DSC 6262.

[0499] In various embodiments, the MME 6256 and/or the DSC 6262 may target an
eNodeB not under congestion or in a backoff condition for a handoff in operation
6440. If an infrasystem eNodeB is targeted, operation 6440 may comprise sending a
message cancelling an inter system handoff process, such as an intersystem handoff
process coordinated in the operation 6420. The canceling messages may be sent to a
DSC 6262, a DPC 6264, or a DSC in a second network (e.g., DSC2 6272) directly or

indirectly via any connection.

[0500] In an embodiment, the selection of mobile devices for handoff may be
performed in cooperation/coordination with the MME 6256. For example, in
operation 6420, the MME 6256 may identify a second eNodeB (eNB-2) 6254b to
which the selected mobile devices may be transferred based on the properties of the
destination components to which mobile devices are to be handed off. Preference may
be given to a second eNodeB that owned or leased by the same operator, service
provider, or lessor as the first eNodeB 6254a, followed by an eNodeB affiliated with
the same operator, service provider, or lessor (e.g., to another radio access system with
which an operator has a usage agreement, etc.). When the eNodeB 6254a and/or

MME 6256 determine that a network component owned or affiliated with the lessor
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(or operator, service provider, etc.) is not available for transferring a mobile device
6252, the eNodeB 6254a and/or MME 6256 may select a network component that is

owned/operated by a different lessee (or operator, service provider, etc).

[0501] In operation 6422 of method 6400, the first eNodeB 6254a may handoff one or
more selected mobile devices 6252 to a targeted/identified second eNodeB 6254b.

[0502] In operation 6424, the eNodeB 6254a may determine that the network
congestion has not yet been alleviated or resolved (i.e., despite handing off mobile
devices to the second eNodeB 6254b). In operation 6426, the first eNodeB 6254a

may handoff additional mobile devices 6252 to a targeted/identified second eNodeB
6254b.

[0503] In operation 6428, the eNodeB 6254a may determine that additional resources
have become available and/or the network congestion has otherwise been alleviated or
resolved. In operation 6430, the eNodeB 6254 may send a trigger cancel message to

the MME 6256, and send an alert message to the DSC 6262 and/or DPC 6264.

[0504] In operation 6432, the eNodeB 6254 and the system may return to normal

operating conditions (e.g., steady state operating mode).

[0505] In various embodiments, the DPC 6264 may communicate with a DSC in a
second network (e.g., DSC-2 6272) via messages 6442 that include information that
may be used to coordinate dynamic spectrum arbitrage operations. The messages
6442 include information generated in the eNodeB 6254a, such as information
concerning network resource usage, congestion (i.e., various thresholds passed), or
traffic shaping (e.g., QoS changes, handoffs, dropped sessions, etc.). In this manner,
the DPC 6264 may make more intelligent spectrum arbitrage decisions that better

account for the existing network conditions.

[0506] FIG. 65 illustrates an embodiment method 6500 for resolving network
congestion by performing traffic shedding operations. In operation 6502, a first
eNodeB 6254a may detect network congestion. In operation 6504, the eNodeB 6254a

may start a congestion timer.
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(0507] In operation 6506, the eNodeB 6254a may send a first congestion trigger alert
message to the MME 6256 and/or the DSC 6262 component to notify the MME 6256
and/or the DSC 6262 to restrict transfers and/or handoffs of additional mobile devices
to the eNodeB 6254a. The eNodeB 6254 may also send an alert to the DSC 6262
and/or DPC 6264. Operation 6506 is illustrated as a chain of messages as opposed to
multiple separate messages as shown in FIGS. 62, 63, and 64, although either method
may be used in various embodiments. For example, rather than the eNodeB sending
three messages to three separate destinations, the eNodeB may send one message to
the MME 6256, the MME may forward a copy of the message to the DSC 6262, and
the DSC may forward a copy to the DPC 6264.

[0508] In operation 6508, the eNodeB 6254a may restrict originations and handins. In
operation 6510, the eNodeB 6254a may determine that the network congestion has not
yet been alleviated or resolved (i.e., despite the restrictions on handins, etc.). In
operation 6512, the eNodeB 6254a may select one or more mobile devices 6252 for
localized degradation of QoS, which may be performed in accordance to
priorities/rankings (e.g., classes, tiers, etc.). In operation 6514, the eNodeB 6254a
may degrade the QoS of the selected mobile devices 6252.

[0509] In operation 6516, the eNodeB 6254a may determine that the network
congestion has not yet been alleviated or resolved (i.e., despite the degradation of the
local QoS of one or more mobile devices). In operation 6518, the eNodeB 6254a may
send a second trigger alert message to the MME 6256, and an alert message to the
DSC 6262 and/or DPC 6264.

[0510] In operation 6520, the eNodeB 6254a may select one or more mobile devices
6252 for transfer to another base station, which may be performed in accordance to
priorities/rankings (e.g., classes, tiers, etc.) and various properties of the mobile

devices and/or destination components to which mobile devices are to be handed off.

[0511] In operation 6550, the MME 6256 may target an eNodeB not under congestion
or in back-off condition with assistance from the DSC 6262. In various embodiments,

the MME 6256 may coordinate a inter-system handoff by communicating with an

134



WO 2014/130764 PCT/US2014/017574

MME in a second network (e.g., MME-2 6580) through DSC 6262 and the DSC in the
secondary system. As discussed above, the second eNodeB (i.e., eNB-2 6254) may be
in a second network, such as the same network as MME-2, and receive handoff
instructions from MME-2.

[0512] In operation 6550, the DSC 6262 may target an eNodeB not under congestion
or in backoff condition. In various embodiments, the DSC 6262 may coordinate an
inter-system handoff by communicating with an MME in a second network (e.g.,
MME-2 6580). The communication may also occur between the DSC in the primary
and secondary systems via the DPC 6264. The second eNodeB (i.e., eNB-2 6254)

may be in a second network and receive handoff instructions from MME-2.

[0513] In operation 6522, the eNodeB 6254a may handoff selected devices to a second
eNodeB 6254b. The second eNodeB 6254b may be selected from the same network
or a different network. If the second eNodeB 6254b is from a second network, the
MME 6256 may coordinate with an MME in the second network or the coordination
may take place via the DSC. As discussed above, preference may be given to a
second eNodeB that owned or leased by the same operatbr, service provider, or lessor
as the first eNodeB 6254a, followed by an eNodeB affiliated with the same operator,
service provider, or lessor (e.g., to another radio access system with which an operator
has a usage agreement, etc.). When the eNodeB 6254a and/or MME 6256 are
informed that a network component owned or affiliated with the lessor (or operator,
service provider, etc.) is not available for transferring a mobile device 6252, the
eNodeB 6254a, MME 6256 and/or DSC 6262 may select a network component that is

owned/operated by a different lessee (or operator, service provider, etc).

[0514] In operation 6524, the eNodeB 6254a may determine that the congestion timer
has expired. In operation 6526, the eNodeB 6254a may begin terminating mobile
device sessions, which may be performed in accordance to priorities/rankings (e.g.,
classes, tiers, etc.). In operation 6528, one or more sessions of one or more mobile
devices 6252 may be terminated. In operation 6540, the eNodeB 6254 may send an
alert to the MME 6256, DSC 6262, and/or DPC 6264.
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[0515] In operations 6530-6532, the eNodeB 6254a may continue terminating mobile
device sessions and monitoring the availability of network resources to determine
whether the network congestions has been resolved. In operation 6542, the eNodeB
6254 may send an alert to the MME 6256, DSC 6262 and/or DPC 6264. In operation
6534, the eNodeB 6254a may determine that the network congestion has been
resolved. In operation 6536, the eNodeB 6254a may send a trigger cancellation
message to the MME 6256 and/or DSC 6262, and send an alert to the DSC 6262
and/or DPC 6264. In operation 6538, the eNodeB 6254 and the system may return to

normal operating conditions (e.g., steady state operating mode).

[0516] As discussed above with reference to FIG. 64, the DPC 6264 may
communicate with a DSC in a second network via messages (not shown in FIG. 65) to
coordinate dynamic spectrum arbitrage operations based on messages received
directly or indirectly from the eNodeB concerning network resource usage, congestion
(i.e., various thresholds passed), or traffic shaping (e.g., QoS changes, handoffs,

dropped sessions, etc.).

[0517] FIG. 66 illustrates an embodiment method 6600 of performing DSA operations.
In operation 6602, a server, such as a DPC, may establish a communication link to a
first communication network having a first plurality of base towers, cell sites, and/or
eNodeBs. In operation 6604, the server may establish a communication link to a
second communication network having a second plurality of base towers, cell sites,
and/or eNodeBs.

[0518] In operation 6606, the server may determine whether RF spectrum resources of
the first communication network are available for allocation (e.g., the server may use
any of the DSA methods discussed above). In operation 6608, the server may
determine the amount or number of RF spectrum resources available for allocation. In
operation 6610, the sever may initiate an allocation process to allocate a portion of the
RF resources determined to be available for allocation. In operation 6612, the server
may inform the second communication network that the use of the allocated RF

spectrum resources may begin. In operation 6614, the server may record a transaction
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in a transaction database identifying an amount of RF spectrum resources allocated for

use by the second communication network.

[0519] In operation 6616, a system component, such as an eNodeB, may monitor
network resource usage by a plurality of mobile devices grouped into tiers or priority
groups as discussed above. In an embodiment, the eNodeB may be in the first

communication network. In another embodiment, the eNodeB may be in the second

communication network.

[0520] In operation 6618, the eNodeB may determine whether the usage of network
resources exceeds a threshold. In operations 6620, the eNodeB may shape traffic
based on the priority groups or rankings, such as by performing any of the
embodiment methods (e.g., method 6100, etc.) discussed above. In operation 6622, the
server may determine whether the allocated RF spectrum resources are required by the
first communication network based on whether the threshold is exceeded (i.e., based
on the eNodeB’s determination in operation 6618). In operation 6624, the server may
inform the second communication network that use of allocated RF spectrum
resources should be terminated in response to determining that at least some of the
allocated RF spectrum resources are required by the first communication network in
operation. In operation 6626, the server may update the transaction database to
include information identifying a time when use of the allocated RF spectrum

resources was terminated by the second communication network.

[0521] FIG. 67 illustrates an embodiment method from the perspective of an eNodeB.
In operation 6702, the eNodeB (or any agent, processor, hardware component, or
software component in communication with the eNodeB) may monitor network
resource usage. In an embodiment, the eNodeB may monitor the amount of network
resources used by a plurality of mobile devices, which may be grouped into tiers or

priority groups.

[0522] In operation 6704, the eNodeB may determine whether the usage of network
resources exceeds a threshold value. In operation 6706, the eNodeB may shape traffic

based on the priority groups or rankings (e.g., via embodiment method 6100, etc.).
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[0523] In operation 6708, the eNodeB may transmit a resource alert message to a
communications server (e.g., a DPC). The communication server may be configured
to allocate a portion of available RF spectrum resources between a first

communication network that includes the first eNodeB, and a second communication
network.

[0524] FIG. 68 illustrates an embodiment method from the perspective of a DPC. In
operation 6802, a DPC may establish a communication link to a first communication
network. In operation 6804, the DPC may establish a communication link to a second
communication network. In operation 6806, the DPC may determine an amount of

radio frequency (RF) spectrum resources available for allocation within a first

communication network in operation.

[0525] In operation 6808, the DPC may determine the amount of RF spectrum
resources available for allocation. A portion of the RF resources available may be
allocated in operation 6810. In operation 6812, the DPC may inform the second
communication network that the use of RF spectrum resources allocated in operation
6810 may begin. The DPC may record a transaction in a transaction database
identifying an amount of RF spectrum resources allocated for use by the second

communication network in operation 6814.

[0526] In operation 6816, the DPC may receive a resource alert message from an
eNodeB on the first communication network. In operation 6818, the DPC may
determine whether the allocated RF spectrum resources are required by the first
communication network based on the resource alert message. The DPC may inform
the second communication network that use of allocated RF spectrum resources
should be terminated in response to determining that at least some of the allocated RF
spectrum resources are required by the first communication network in operation
6820. In operation 6822, the DPC may update the transaction database to include
information identifying a time when use of the allocated RF spectrum resources was

terminated by the second communication network.
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[0527] The various aspects may be implemented on a variety of mobile computing
devices, an example of which is illustrated in FIG. 69. Specifically, FIG. 69 is a
system block diagram of a mobile transceiver device in the form of a smartphone/cell
phone 6900 suitable for use with any of the aspects. The cell phone 6900 may include
a processor 6901 coupled to internal memory 6902, a display 6903, and to a speaker
6908. Additionally, the cell phone 6900 may include an antenna 6904 for sending and
receiving electromagnetic radiation that may be connected to a wireless data link
and/or cellular telephone transceiver 6905 coupled to the processor 6901. Cell phones

6900 typically also include menu selection buttons or rocker switches 6906 for

receiving user inputs.

[0528] A typical cell phone 6900 also includes a sound encoding/decoding (CODEC)
circuit 6913 which digitizes sound received from a microphone into data packets
suitable for wireless transmission and decodes received sound data packets to generate
analog signals that are provided to the speaker 6908 to generate sound. Also, one or
more of the processor 6901, wireless transceiver 6905 and CODEC 6913 may include
a digital signal processor (DSP) circuit (not shown separately). The cell phone 6900
may further include a ZigBee transceiver (i.e., an IEEE 802.15.4 transceiver) for low-
power short-range communications between wireless devices, or other similar
communication circuitry (e.g., circuitry implementing the Bluetooth® or WiFi

protocols, etc.).

[0529] The embodiments described above, including the spectrum arbitrage functions,
may be implemented within a broadcast system on any of a variety of commercially
available server devices, such as the server 7000 illustrated in FIG. 70. Such a server
7000 typically includes a processor 7001 coupled to volatile memory 7002 and a large
capacity nonvolatile memory, such as a disk drive 7003. The server 7000 may also
include a floppy disc drive, compact disc (CD) or DVD disc drive 7011 coupled to the
processor 7001. The server 7000 may also include network access ports 7006 coupled
to the processor 7001 for establishing data connections with a network 7005, such as a

local area network coupled to other communication system computers and servers.
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[0530] The processors 6901, 7001, may be any programmable microprocessor,
microcomputer or multiple processor chip or chips that can be configured by software
instructions (applications) to perform a variety of functions, including the functions of
the various aspects described below. In some mobile devices, multiple processors
7001 may be provided, such as one processor dedicated to wireless communication
functions and one processor dedicated to running other applications. Typically,
software applications may be stored in the internal memory 6902, 7002, before they
are accessed and loaded into the processor 6901, 7001. The processor 6901, 7001 may
include internal memory sufficient to store the application software instructions. In
some servers, the processor 5701 may include internal memory sufficient to store the
application software instructions. In some receiver devices, the secure memory may
be in a separate memory chip coupled to the processor 5701. The internal memory
5702 may be a volatile or nonvolatile memory, such as flash memory, or a mixture of
both. For the purposes of this description, a general reference to memory refers to all
memory accessible by the processor 5701, including internal memory 5702,
removable memory plugged into the device, and memory within the processor 5701
itself.

[0531] Embodiments include methods for managing, allocating and arbitraging RF
bandwidth as described above. Embodiments also include the communication
systems that enable the DPC methods. Embodiments also include the non-transitory
computer-readable storage media storing computer-executable instructions for

performing the methods described above.

[0532] The foregoing method descriptions and the process flow diagrams are provided
merely as illustrative examples and are not intended to require or imply that the steps
of the various embodiments must be performed in the order presented. As will be
appreciated by one of skill in the art the order of steps in the foregoing embodiments
may be performed in any order. Words such as “thereafier,” “then,” “next,” etc. are
not intended to limit the order of the steps; these words are simply used to guide the

reader through the description of the methods. Further, any reference to claim
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elements in the singular, for example, using the articles “a,” “an” or “the” is not to be

construed as limiting the element to the singular.

[0533} The various illustrative logical blocks, modules, circuits, and algorithm steps
described in connection with the embodiments disclosed herein may be implemented
as electronic hardware, computer software, or combinations of both. To clearly
illustrate this interchangeability of hardware and software, various illustrative
components, blocks, modules, circuits, and steps have been described above generally
in terms of their functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application and design constraints
imposed on the overall system. Skilled artisans may implement the described
functionality in varying ways for each particular application, but such implementation
decisions should not be interpreted as causing a departure from the scope of the

present invention.

[0534] The hardware used to implement the various illustrative logics, logical blocks,
modules, and circuits described in connection with the embodiments disclosed herein
may be implemented or performed with a general purpose processor, a digital signal
processor (DPC), an application specific integrated circuit (ASIC), a field
programmable gate array (FPGA) or other programmable logic device, discrete gate or
transistor logic, discrete hardware components, or any combination thereof designed
to perform the functions described herein. A general-purpose processor may be a
microprocessor, but, in the alternative, the processor may be any conventional
processor, controller, microcontroller, or state machine. A processor may also be
implemented as a combination of computing devices, e.g., a combination of a DPC
and a microprocessor, a plurality of microprocessors, one or more microprocessors in
conjunction with a DPC core, or any other such configuration. Alternatively, some

steps or methods may be performed by circuitry that is specific to a given function.

[0535] In one or more exemplary embodiments, the functions described may be
implemented in hardware, software, firmware, or any combination thereof. If

implemented in software, the functions may be stored on or transmitted over as one or
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more instructions or code on a computer-readable medium. The steps of a method or
algorithm disclosed herein may be embodied in a processor-executable software
module which may reside on a tangible, non-transitory computer-readable storage
medium. Tangible, non-transitory computer-readable storage media may be any
available media that may be accessed by a computer. By way of example, and not
limitation, such as, non-transitory computer-readable media may comprise RAM,
ROM, EEPROM, CD-ROM or other optical disk storage, magnetic disk storage or
other magnetic storage devices, or any other medium that may be used to store desired
program code in the form of instructions or data structures and that may be accessed
by a computer. Disk and disc, as used herein, includes compact disc (CD), laser disc,
optical disc, digital versatile disc (DVD), floppy disk, and blu-ray disc where disks
usually reproduce data magnetically, while discs reproduce data optically with lasers.
Combinations of the above should also be included within the scope of non-transitory
computer-readable media. Additionally, the operations of a method or algorithm may
reside as one or any combination or set of codes and/or instructions on a tangible, non-
transitory machine readable medium and/or computer-readable medium, which may

be incorporated into a computer program product.

[0536] The preceding description of the disclosed embodiments is provided to enable
any person skilled in the art to make or use the present invention. Various
modifications to these embodiments will be readily apparent to those skilled in the art,
and the generic principles defined herein may be applied to other embodiments
without departing from the spirit or scope of the invention. Thus, the present
invention is not intended to be limited to the embodiments shown herein but is to be
accorded the widest scope consistent with the following claims and the principles and

novel features disclosed herein.

142



WO 2014/130764 PCT/US2014/017574

CLAIMS

What is claimed is:

1. A dynamic spectrum arbitrage method, comprising:

determining in a communications server an amount of radio frequency (RF)
spectrum resources available for allocation within a first communication network;

allocating a portion of available RF spectrum resources of the first
communication network for access and use by a second communication network;

informing the second communication network that use of allocated RF
spectrum resources may begin;

recording a transaction in a transaction database identifying an amount of RF
spectrum resources allocated for use by the second communication network;

receiving a resource alert message that includes information collected by an
eNodeB from the first communication network;

determining in the communications server whether at least some of the
allocated RF spectrum resources are required by the first communication network
based on the information included in the received resource alert message;

informing the second communication network that use of allocated RF
spectrum resources should be terminated in response to determining that at least some
of the allocated RF spectrum resources are required by the first communication
network; and

updating the transaction database to include information identifying a time
when use of the allocated RF spectrum resources was terminated by the second

communication network.

2. The dynamic spectrum arbitrage method of claim 1, wherein the first
communication network is dedicated to one or more of police, fire, emergency

medical service or government agencies.
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3. The dynamic spectrum arbitrage method of claim 1, further comprising:

conducting an auction for available RF spectrum resources within the first
communication network among a plurality of network operators wherein the auction is
accomplished according to bidding rules related to at least one of a requested capacity
of a network, a network boundary, a network quality of service, a network geographic
parameter, a time for when resources are requested, and a duration of services
parameter,

wherein dynamically allocating a portion of available RF spectrum resources of
the first communication network for access and use by a second communication
network comprises dynamically allocating the portion of available RF spectrum

resources to a communication network selected by the auction.

4. The dynamic spectrum arbitrage method of claim 1, further comprising:
receiving a request for additional RF spectrum resources from the second
communication network,
wherein allocating a portion of available RF spectrum resources is
accomplished in response to receiving the request for additional RF spectrum

resources from the second communication network.

5. The dynamic spectrum arbitrage method of claim 1, wherein allocating a portion of
available RF spectrum resources of the first communication network for access and
use by a second communication network comprises handing off a communication
session established within the second communication network to a portion of the

allocated RF spectrum resources.

6. The dynamic spectrum arbitrage method of claim 1, wherein allocating a portion of
available RF spectrum resources of the first communication network for access and
use by a second communication network comprises allocating available RF spectrum
resources based on one or more of a time of day, bandwidth, communication capacity,

service treatment, geographic boundary and duration.
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7. The dynamic spectrum arbitrage method of claim 1, further comprising pooling
available resources from the first communication network and at least one other
communication network, wherein allocating a portion of available RF spectrum
resources of the first communication network for access and use by a second
communication network comprises allocating to the second communication network

RF spectrum resources from a pool of RF spectrum resources.

8. The dynamic spectrum arbitrage method of claim 1, further comprising sending
payment information relating to use of allocated resources to the second
communication network in response to allocating a portion of available RF spectrum
resources of the first communication network for access and use by a second

communication network.

9. A communications server for accomplishing dynamic spectrum arbitrage of
available radio frequency (RF) spectrum resources between a first communication
network and a second communication network, comprising:
network communications circuitry for communicating with the first and second
communication networks;
a memory; and
a processor coupled to the memory and the network communications circuitry,
wherein the processor is configured with processor-executable instructions to perform
operations comprising:
determining an amount of RF spectrum resources available for
allocation within the first communication network;
allocating a portion of available RF spectrum resources of the first
communication network for access and use by the second communication
network;
informing the second communication network that use of allocated of

RF spectrum resources may begin;
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recording a transaction in a transaction database identifying an amount
of RF spectrum resources allocated for use by the second communication
network;

receiving a resource alert message that includes information collected by
an eNodeB from the first communication network;

determining whether at least some of the allocated RF spectrum
resources are required by the first communication network based on the
information included in the received resource alert message;

informing the second communication network that use of allocated RF
spectrum resources should be terminated in response to determining that at
least some of the allocated RF spectrum resources are required by the first
communication network; and

updating the transaction database to include information identifying a
time when use of the allocated RF spectrum resources was terminated by the

second communication network.

10. The communications server of claim 9, wherein the processor is configured with
processor-executable instructions to perform operations such that determining an
amount of RF spectrum resources available for allocation within the first
communication network comprises:

determining the amount of RF spectrum resources available for allocation
within a network dedicated to one or more of police, fire, emergency medical service

or government agencies.

11. The communications server of claim 9,

wherein the processor is configured with processor-executable instructions to
perform operations further comprising conducting an auction for available RF
spectrum resources of the first communication network among a plurality of network
operators, wherein the auction is accomplished according to bidding rules related to at

least one of a requested capacity of a network, a network boundary, a network quality
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of service, a network geographic parameter, a time for when resources are requested,
and a duration of services parameter; and

wherein the processor is configured with processor-executable instructions
such that allocating a portion of available RF spectrum resources of the first
communication network for access and use by the second communication network
comprises allocating the portion of available RF spectrum resources to a

communication network selected by the auction.

12. The communications server of claim 9,

wherein the processor is configured with processor-executable instructions to
perform operations further comprising receiving a request for additional RF spectrum
resources from the second communication network, and

wherein the processor is configured with processor-executable instructions
such that allocating a portion of available RF spectrum resources is accomplished in
response to receiving the request for additional RF spectrum resources from the

second communication network.

13. The communications server of claim 9, wherein the processor is configured with
processor-executable instructions such that allocating a portion of available RF
spectrum resources of the first communication network for access and use by the
second communication network comprises:

handing off a communication session established within the second

communication network to a portion of the allocated RF spectrum resources.

14. The communications server of claim 9, wherein the processor is configured with
processor-executable instructions such that allocating a portion of available RF
spectrum resources of the first communication network for access and use by the
second communication network comprises:

allocating available RF spectrum resources based on one or more of a time of

day, bandwidth, communication capacity, service treatment, geographic boundary and

duration.
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15. The communications server of claim 9,
wherein the processor is configured with processor-executable instructions to
perform operations further comprising pooling available resources from the first
communication network and at least one other communication network, and
wherein the processor is configured with processor-executable instructions
such that allocating a portion of available RF spectrum resources of the first
communication network for access and use by the second communication network

comprises allocating to the second communication network RF spectrum resources

from a pool of RF spectrum resources.

16. The communications server of claim 9, wherein the processor is configured with
processor-executable instructions to perform operations further comprising:

sending payment information relating to use of allocated resources to the
second communication network in response to allocating a portion of available RF
spectrum resources of the first communication network for access and use by the

second communication network.

17. A non-transitory computer readable storage medium having stored thereon
processor-executable software instructions configured to cause a processor to perform
dynamic spectrum arbitrage (DSA) operations comprising:

determining an amount of radio frequency (RF) spectrum resources available
for allocation within a first communication network;

allocating a portion of available RF spectrum resources of the first
communication network for access and use by a second communication network;

informing the second communication network that use of allocated RF
spectrum resources may begin;

recording a transaction in a transaction database identifying an amount of RF
spectrum resources allocated for use by the second communication network;

receiving a resource alert message that includes information collected by an

eNodeB from the first communication network;
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determining whether at least some of the allocated RF spectrum resources are
required by the first communication network based on the information included in the
received resource alert message;

informing the second communication network that use of allocated RF
spectrum resources should be terminated in response to determining that at least some
of the allocated RF spectrum resources are required by the first communication
network; and

updating the transaction database to include information identifying a time
when use of the allocated RF spectrum resources was terminated by the second

communication network.

18. The non-transitory computer readable storage medium of claim 17, wherein the
stored processor-executable software instructions are configured to cause a processor
to perform operations such that determining an amount of RF spectrum resources
available for allocation within a first communication network comprises:

determining an amount of RF spectrum resources available for allocation
within a network dedicated to one or more of police, fire, emergency medical service,

and government agencies.

19. The non-transitory computer readable storage medium of claim 17,

wherein the stored processor-executable software instructions are configured to
cause a processor to perform operations further comprising conducting an auction for
available RF spectrum resources within the first communication network among a
plurality of network operators, wherein the auction is accomplished according to
bidding rules related to at least one of a requested capacity of a network, a network
boundary, a network quality of service, a network geographic parameter, a time for
when resources are requested, and a duration of services parameter, and

wherein the stored processor-executable software instructions are configured to
cause a processor to perform operations such that allocating a portion of available RF

spectrum resources of the first communication network for access and use by a second
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communication network comprises allocating the portion of available RF spectrum

resources to a communication network selected by the auction.

20. The non-transitory computer readable storage medium of claim 17,
wherein the stored processor-executable software instructions are configured to
cause a processor to perform operations further comprising receiving a request for
additional RF spectrum resources from the second communication network, and
wherein the stored processor-executable software instructions are configured to
cause a processor to perform operations such that allocating a portion of available RF
spectrum resources is accomplished in response to receiving the request for additional

RF spectrum resources from the second communication network.

21. The non-transitory computer readable storage medium of claim 17, wherein the
stored processor-executable software instructions are configured to cause a processor
to perform operations such that allocating a portion of available RF spectrum
resources of the first communication network for access and use by a second
communication network comprises:

handing off a communication session established within the second

communication network to a portion of the allocated RF spectrum resources.

22. The non-transitory computer readable storage medium of claim17, wherein the
stored processor-executable software instructions are configured to cause a processor
to perform operations such that allocating a portion of available RF spectrum
resources of the first communication network for access and use by a second
communication network comprises:

allocating available RF spectrum resources based on one or more of a time of
day, bandwidth, communication capacity, service treatment, geographic boundary and

duration.

23. The non-transitory computer readable storage medium of claim 17,
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wherein the stored processor-executable software instructions are configured to
cause a processor to perform operations comprising pooling available resources from
the first communication network and at least one other communication network, and

wherein the stored processor-executable software instructions are configured to
cause a processor to perform operations such that allocating a portion of available RF
spectrum resources of the first communication network for access and use by a second
communication network comprises allocating to the second communication network

RF spectrum resources from a pool of RF spectrum resources.

24. The non-transitory computer readable storage medium of claim 17, wherein the
stored processor-executable software instructions are configured to cause a processor
to perform operations further comprising sending payment information relating to use
of allocated resources to the second communication network in response to allocating
a portion of available RF spectrum resources of the first communication network for

access and use by a second communication network.

25. A system, comprising:
an eNodeB comprising a transmitter and an eNodeB processor coupled to the
transmitter; and
a server comprising a server memory, network communications circuitry, and a
server processor coupled to the server memory and network communications circuitry,
wherein the server processor is configured with server-executable instructions
to perform operations comprising:
determining an amount of RF spectrum resources available for
allocation within a first communication network;
allocating a portion of available RF spectrum resources of the first
communication network for access and use by a second communication
network;
informing the second communication network that use of allocated of

RF spectrum resources may begin;
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recording a transaction in a transaction database identifying an amount
of RF spectrum resources allocated for use by the second communication
network;

receiving a resource alert message that includes information collected by
an eNodeB from the first communication network;

determining whether at least some of the allocated RF spectrum
resources are required by the first communication network based on the
information included in the received resource alert message;

informing the second communication network that use of allocated RF
spectrum resources should be terminated in response to determining that at
least some of the allocated RF spectrum resources are required by the first
communication network; and

updating the transaction database to include information identifying a
time when use of the allocated RF spectrum resources was terminated by the
second communication network, and
wherein the eNodeB processor is configured with processor-executable

instructions to perform operations comprising:

establishing communication links with the first communication network;

establishing wireless communication links with a plurality of mobile
devices;

grouping the mobile devices into one of a plurality of tiers, each tier
being associated with a priority;

monitoring network resource usége of the first communication network;

determining whether usage of network resources exceeds a first
threshold;

restricting originations of new sessions and handins of additional mobile
devices when it is determined that the usage of network resources exceeds the
first threshold, wherein restricting originations of new sessions comprises

restricting originations of new sessions for mobile devices grouped into a low

priority tier;
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generating the resource alert message based on monitoring of network
resource usage and restricting originations and handins; and

transmitting the resource alert message to the server.

26. The system of claim 25, wherein the eNodeB processor is configured with
processor-executable instructions to perform operations further comprising:
degrading a local quality of service (QoS) of one or more mobile devices when
it is determined that the usage of network resources exceeds the first threshold,
wherein degrading the local QoS of the mobile devices comprises degrading
the local QoS of at least one mobile device based on priorities associated with the tiers

into which the mobile devices are grouped.

27. The system of claim 26, wherein the eNodeB processor is configured with
processor-executable instructions to perform operations further comprising:

continuing monitoring network resource usage to determine whether the usage
of network resources exceeds a second threshold; and

handing off one or more coupled mobile devices to a second eNodeB when it is
determined that the usage of network resources exceeds the second threshold,

wherein handing off one or more coupled mobile devices to a second eNodeB
comprises handing off mobile devices in an order determined based on the priorities

associated with the tiers into which the mobile devices are grouped.

28. The system of claim 27, wherein the eNodeB processor is configured with
processor-executable instructions to perform operations such that handing off one or
more coupled mobile devices to a second eNodeB further comprises:

handing off mobile devices based on a network to which the second eNodeB

belongs.

29. The system of claim 28, wherein the eNodeB processor is configured with
processor-executable instructions to perform operations such that handing off one or

more coupled mobile devices to a second eNodeB further comprises:

153



WO 2014/130764 PCT/US2014/017574

determining whether the eNodeB belongs to a lessor network;
determining whether the second eNodeB belongs to the lessor network; and
determining whether the second eNodeB belongs to a radio access system

corresponding to the lessor network when it is determined that the second eNodeB

does not belong to the lessor network.

30. The system of claim 27, wherein the eNodeB processor is configured with
processor-executable instructions to perform operations further comprising:

further continuing monitoring network resource usage to determine whether the
usage of network resources exceeds a third threshold; and

terminating existing sessions of one or more mobile devices when it is
determined that the usage of network resources exceeds the third threshold,

wherein terminating existing sessions of one or more mobile devices comprises
terminating existing sessions based on the priorities associated with the tiers into

which the mobile devices are grouped.

31. The system of claim 25, wherein determining an amount of RF spectrum
resources available for allocation within a first communication network comprises
determining the amount of RF spectrum resources available for allocation within a
communication network dedicated to one or more of police, fire, emergency medical

service or government agencies.

32. The system of claim 25,

wherein the server processor is configured with server-executable instructions
to perform operations further comprising conducting an auction for available RF
spectrum resources of the first communication network among a plurality of network
operators, wherein the auction is accomplished according to bidding rules related to at
least one of a requested capacity of a network, a network boundary, a network quality
of service, a network geographic parameter, a time for when resources are requested,

and a duration of services parameter, and
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wherein the server processor is configured with server-executable instructions
such that allocating a portion of available RF spectrum resources of the first
communication network for access and use by the second communication network
comprises allocating the portion of available RF spectrum resources to a

communication network selected by the auction.

33. The system of claim 25,

wherein the server processor is configured with server-executable instructions
to perform operations further comprising receiving a request for additional RF
spectrum resources from the second communication network, and

wherein the server processor is configured with server-executable instructions
such that allocating a portion of available RF spectrum resources is accomplished in

response to receiving the request for additional RF spectrum resources from the

second communication network.

34. The system of claim 25, wherein the server processor is configured with server-
executable instructions such that allocating a portion of available RF spectrum
resources of the first communication network for access and use by the second
communication network comprises:

handing off a communication session established within the second

communication network to a portion of the allocated RF spectrum resources.

35. The system of claim 25, wherein the server processor is configured with server-
executable instructions such that allocating a portion of available RF spectrum
resources of the first communication network for access and use by the second
communication network comprises:

allocating available RF spectrum resources based on one or more of a time of

day, bandwidth, communication capacity, service treatment, geographic boundary and

duration.

36. The system of claim 25,
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wherein the server processor is configured with server-executable instructions
to perform operations further comprising pooling available resources from the first
communication network and at least one other communication network, and

wherein the server processor is configured with server-executable instructions
such that allocating a portion of available RF spectrum resources of the first
communication network for access and use by the second communication network
comprises allocating to the second communication network RF spectrum resources

from a pool of RF spectrum resources.

37. The system of claim 25, wherein the server processor is configured with server-
executable instructions to perform operations further comprising:

sending payment information relating to use of allocated resources to the
second communication network in response to allocating a portion of available RF
spectrum resources of the first communication network for access and use by the

second communication network.
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[0045]  [&] 34 ZARIE— AN STt to) g 7 i P A SR AN 35 048 e N 280 (RAT) [4%
A ) DSA 1815 R4 IS R K

[0046] &) 35 EARYE — AN SZi ] fE AL DSA IB15 R G B4 2 18] ()7 BB g SR .
[0047] & 36 F&] 40 & H T8 F DSA S8 {5 R G043 B R4\ 5 5 1 SE 91 7 72 i A v e
3P

[0048]  [&] 41 &M 4 — AN S 49 5 VR 4 Hb 7N AE DSA J85 R G n Ak 2 TR 3 S A5 1Y
HERE.

[0049] [ 42 ZE 44 & T N FHLNE 05 < TR S il ik fEm e .
[0050] & 45 2] 49 &% H] DSA M5 R G0 7 FC 48 N 24 L 22 4 I 28 v (1% 5 058 1) SE e 491 7
R R R

[0051] & 50 Z& 53 A& H T AL 22 4 4% 4315 2 1l R SEHE B 5 vk AR FE v RE B o
[0052] & 54 %] 56 x& H TEBAL I A L2241 JR BRI F L2k B A o) — SN A
L2z A2 1R St A5 7 VK I R R I

[0053]  [&]57A K] 57B & @7 IE A -5 &A™ St g — A3 FH 1 7~ 91 3815 R 40 Hh 1S I 2 24
(1) RGAE ]

[0054] P 58 S fE/NAEARYE — AN SEHEH] (K HHTEE (LTE) 16 55 315 9 45 Hh (1) i P 25 )
ERGHER

[0055]  [&] 59A FIFE| 59B J2& i AR I8 A~ STt (1) 22 i F0 2 R 2 Bl 2L A 1 B 3R

[0056] &1 60A FHE 60B J& 7~ F T B U 1) i A 25% BRI 1 %5 P e HE R 7 ] Bl o

[0057] &l 61A ] 6 1B A28 HR R 2 o (1) P 3 43 2 AL S N (TTPA) $RAE I SLitats] 77321
R

[0058] ] 62 52 JEARPHAT DSA A (1 S hta 5] 77 v2: B U AL A P, 1% St 9] 7 2 B0, it e oA
RN

[0059] ] 63 52 JRARPHAT DSA 5 (1) St 5] 77 v B I U AL A P, 1% S it 9] 7 122 B0 8 i 55 Jo
= (QoS) [FZ.

[0060] ] 64 J2 @ 7R HAT DSA ERAE B St 1] 77 V2 R IR L iR 1, 12 St 7 vk A AE D 4
[0061] ] 65 52 JRARPHAT DSA A (1 St 77 2 B U A P81, i St 9] 7 12 i o i 44
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1k,
[0062] %] 66 s /R THAT DSA ERAE S to] /7 V25 )it FEim A2 e o
[0063]  &] 67 72 /AT DSA BRAEIN L] eNodeB J5 ik B FEmiAe &
[0064] %] 68 i RTHAT DSA BEAE ) SL s 32 fil 28 77 VA BE i R
[0065]  [&] 69 J&id &5 %A 7 H — A I 7~ 161 8% 2 15 % 1 A AL AE 1 o
[0066] & 70 J&iE &5 — AN S2i o) — ol A B AR S5 28 I AL AE I

TEAH UL
[0067] ¥ 2 HE B I VRIS Fh s i) . HEE W RE, /E BRI TR A R S B 50T
AR [F B AL BB 2y o K4 5 e A SR 7 R 512 T3 9 10 B 1, i A = AE R
il 4% % B BRI 22 3K 5 I E ] o
[0068]  WIASCAT A1), RE “Beahiz 4", “ gz ss” M “H P ikg (UE)” ] L #AF A,
I H 2T # P s s N ANEARE BV (PDA) L 2 B AL BG4 Rl g R 28 2B 10 A
THEAL L IR 2s (1, W% (Blackberry) ® A Treo®4% 4% ) LM L AT
BRI [0 s fa il (45 iPhone® ) DA RSN AR PR & P T — & . TR & T AFE
AR AL IR AR HIAE it d o AEARIG I SR b, Jode 4% x2 P LAZE HReE o3 FELTH T8 ) 4% 2 (55
s FRris (Flugshizsg).
[0069] 1A HAAF A B M A, R 4R 7, R 5| B A TR ES T B AR AR T E LA
AR, WA R T4 [ B2 5 3 A R A B BRAAT H B B, IX Be gk e B N
M THATEEE BREB R . 9100, 244 7T DA RAEAS IR T-7E AL FR 2% s AT b Re  AbFR 2% )
G ATPAT SO AT B 2R 7 T L IR 55 2 I s B 5 . ol BRI 5 =X AR
W FIiaAT IR AT R A P S AT RO A . — B AN A PTG B AESRAT IR
M/ BEFEN, IF AR T — AN AL B AR BZ B/ B A 72 P AN BIOE 22 A b P 25 5%
I8 o Gyhbh, X A M EAEAEA S PR A/ BB 25 1 1 & M AR B AS T R AT 2
I BTHAT o
[0070]  ZANAS [R5 ANAS 303815 IR 25 AR 1R A1 R K A2 AT FH BT FIURA 1R, i 3% e S
A DA AN SEE G P S 52 58 o IX PR IR S AR HE L 5 1 58 = AR A AEAR AR (3GPP) |
KR (LTE) R4 5 = REBINEEEAR (36) HEIUALEEINBEEA (46) \42BK
BENEE 2% (GSW) VB BEhHE R4 (UMTS) L 3GSM. B A 2 4 T2 k%5 (GPRS) (RS 4 %
b (CDMA) %4 (5401 cdmaOne. CDMA2000TM) « GSM 5 3k it 3 5 AU B4 28 (EDGE) « =i 2k 2 5)
T R (AMPS) 7 AMPS (1S-136/TDMA) i £ ¥im s AL Ak (EV-DO) £ 738 i 21 o 4 18
& (DECT)  &3RGPE N THAEE (WIMAX) L J2R S5 38 ) (WLAN) \ A 352 4 i ) (PSTN) &
Wi-Fi RN T&IT (WPALWPA2) (IS ® (LA E0 T INaR M4 (iden) DA HL IR B o2k e
(LMR) o X LEFE A {dp— Pp&R S S5 e B S B BIRH B E AW EM / BN A B
(IR IR RS . NI (A2, 6 5 R i A AR i BCE AR AH G IR ARG R/ SRR 47 (1) 4
A7 51 AN A2 tH T3 B B 1, 10 37 AF B 7R BN 25K 45 10 Y8 [ R i 2047 2 118G R R
BUHR, BRARERURIELRE T H I AUA
[0071] M BT AR 5 S B R AT (L I e e e S VLA ARV (S o AR RIS 5 S BlOR A
CANHIE SR PR O ) A5 Ol BB ()08 4R R v 58 — e B2 38 A58 SN 57 2 [A] [#)345 DA
{5 e B2 B ER R ) B S 0o 75— MR B R A BN S TR R RS sk

12




CN 105075308 A w Bg B 5/65 7

IO, AT RE ois A R A2 30 B fe il BB IR IX . RIS 2 BRI B2t ol ™ (4
W1, A8 SR K R ) 5 B — WA L A AT RR S 5 H SRR B LA AR RS (i, A4tk
iR BESE ) o ToALASAE [ T 2RI 4% (1) B A ARS8 ph A FH 7 e 53 8 B J8 5 IR 45 1)
T 28 T A% 1Y) L S {5 30 A R ) IS e B N 7 R B ) e A R N e R T B AR
To B B 7% Re i e (LA AR 58 SO0 15 TR G AE %S P S —ma SLE BILAE (A8t 5 T BT R 4
FEMA A 3L 35 ) Z 18] P o 2 A O BR BRERANACHY o BEAE, ARG BI85 R AL %
TELRH R — RS (B, RAE L R REEE RN R ) BHA L& LR
HHAE BT W

[0072] AR, JE Ik e 3 T A DX % 1) 55 Bl AN SR A M . DA BRSO iR i,
MR T EA X (“PRER ™) B Th O Bk R e /N X P I TR 4G & LS B B R — B i 4%
NG R o 78 B 25 LB I, WX 4% B Y8 i) AR 45 S 03k 5, 2256 122175 400 190 AT T F)
N RARAF AR /NX 2 N B K E R T2 e & FH - [R5 o TRZe & H ]
REIEAE R ] B AN s B2 (1 911 B ANy ) B S A A B S BE AL L AR IE Ak
TR R X AEZ H 22 4 — S AT RELEAE [0 3T ) R 25 B0 A AL it B 2t il
KR VEMEE) MBS . RS SL R, (A T R S0l 5 2R & [0 R S R
EHGMIFIY & . TS WA, 75 55 S 0 () 00U 5 1w 00 (93 n mT DA A0 e b e 5 Je A
I £ , 0 HAE A B 5 2 O /N X IX 3, DR S Ao DX 8 5t T ' ma o A 2 S8 15 A e AT
M.

[0073] AU IHZ il B, 2 R R AR AE A B A B S . B 1 IR I 44
TR iR, 2D TLEE 101 (a-g) L NEE /X 100 IS5 13 b
102 TC 28 Hh 3% 12 BN B 15 W 4%, FE ) 102 28 B IE 35 151 4% (BSC) / TC 28 vh ) 4% 428 il 4%
(RNC) 103 iERE BB 525 #ds (MSC) 104, MSC 104 A, A LA B ik % (PSTN) 22 LA H.
BeIEE o MBI RBIEOR B TiZ 2 L% % 101 (a-g) AT B A& 1IN AT DL B
R MR ZE PSTN 105 L3k A# A VOIP 7E LI 106 i HH o 705 0 [E 2 H U 3ol AT
% 101 (a—g) WP IRATAR — AN 1A 4% 2 (R R O AY AT BAZE B PSTN B ELIE % FH o 7E o 2814
#% 101 (a—g) Z A HIPF Y A LLAE PSTN BCEIC I I i o B 07 T80 Rk 3O K I e 24 % &%
101 (a—g) HIZKALLAG MSC 104, BSC/RNC 103 FlJduh 102,

[0074] & 1 e n L2 A5 O, v/ IX 2 RIS 2 18 4% vP IR 38 20 e 4 R B NP 6% o 49
a, B ] Rt T/ NX 2 BB B R TR 4k 4 101 (a—g) , H R =4 (101c.101d 1
101e) METIEBAMLS . Ik, M IEE B MERIES S N R IFHUEAE, I BT Ak B
To2 4% 101 (a—g) FORT L B3 K o vEE B, 4T HAE I RATH AT G L 1% 101 (a—g)
UkSR 2 RIS S IRAETE (R ) 5505 102 815 . W20 3% L6l (5 Sk (R B 4N /N X
ZWHITEL % 101 (a—g) WIEIBEEDASCERMEIES B S8, fERT A £4# % 101 (a—g) FIH
THSEER B ARG 102 2 M85 RE BB/ (JUHAR LT 37 1B s e pr s
B TR ), BT BAE /N X 2 WAT FHMEHATEER (on-but—inactive) L% 101 HIBEEH
WA R BN

[0075] 445t g 4 1k A AR A ZE I Y =) ML K () A A A AR AT 1 e 45 15 4% SR SR R A Tl
HE (R 911 MEN ) MBS A BRI A ZRE R T AR SRt I8 AT R 2,
WA 5% X 2 [PX PR LD RE R EL . I 2 JRRAE LR B 2B il I 5 il 5 I 4 . %]
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TN, AERENE 102 BIBHER K45 107 KT o RIFRINH, K75 107 KRR LE B 1 A F8 2
T 5% 101 (a—g) H 7 LT AR N3 WA 4% o X S80I X A R 38015 0, BTl 7E A
sl 102 FREEREIH I . SR, LRI 101b 10LE FEARARZ U 45 1N,
I LB X 2 4 N 3R AT A0 46 BB AE S M 1B S R n] i 5 2B 0B 2, H
TRERY 7 HH 58 SN SR (0 e S 45 248 55— i 3 PR A8 Y 4 T A

[0076] I [l BUAE #0 S V1 22 52 55 38 FH B K THD AR I 9 B 1 100 AR B P2 L, G B kL K R
R e MR R Z8 . WfE 9 A 11 HEELMREFE Katrina) WX R WAL, K%
HE T LA S5 4 06 T R[] S P U O 0% S A T e (S 0 T R I 48 B 5 2 ek s A L Iz e . A
9 HME A HA ) (19 DX 4 3 B LR, TR R ISR AR SR R i BOTR LI HL B SRAE K
B SRR A G TR K B

[0077] 43R MEAE OB RR S R0 K (B anidt K B RIS 1 ) 5 AT DL I S Al 3 g
G RGUB DI G 55 10 (5 25 B 3G N B — A X 3 DA L 25 155 2 B2 /N RN TE(E [ R
770 MBI R R EE o (RSN “5 BACHAL (switch on wheels)”) A LA
046 F THm PR 4 3 TLEE D PSTN [ CDMA2000 B3 Fn A8 #a bl Hi i B 20 T2k i (LMR) T
P 2% L2 B 2 s L2 (FSS) « LA AT i A FEJR Bze R H 77 i B S8 7 SR B 1
HHL. 7 2008 47 10 A 10 HHEAZ K3 B LR i 5 12/249, 143 &4 T 7761 T 52 %
A AL AR A 5 S (A S P AR 5] A DA R AR S A AR L

[0078]  IXLLEE A HRALEA BB M 5 A, L] AR 9 e X AR i B R 2 R
1o B LA AL IEFBOR B 2402k % % 101 FIIE{E (5 5 0 H 78 2% T 15 e (5 2
REBERE RIS N H o 725 EATHHIN TE LR W 4 101 2 8] A3 {5 4 i Bl T >l VOTP 3@
15 A S B 2R A, B PT28 HH & 1) 9 HE DX DA A B D 3 5 326, 7 S TR o FL 3 TR 48 44 e
R B\ENCE o RIS B RTEE B FE AS LR AL 0 5 T8 » 0 28 B ATD AR W] R 0N B
e SN 57 PR T8 5 SE P AL

[0079] Ayl 5K 5 S O AR (RS i, RS WPA R 4. L WPA R G i #%
(1) 55 2800 T B AT 0 3 T A X 4% (4 ST e N o SR, B I WPA R G0 FFAS Fu Vi () WPA 24
I TC LR B AT IR . 5 2, FE T 45 Tk WPA R4S I TR 1 45 AE M4 4R FTIENY f
A FE N RIS, 7 WPA 22 G Hh AN A7 A1 A5 0 82 =l 5% A0 [R] (1) T8 26 1% 4 BE 8 B A PE il () SRE 1
SXof iy 4 HR o Y IR TE 2 1B 4 TR SR LY ] B e H I — R ER . 1T HL, R WPA R G B
FERZALI T A Y, MARAT T TG M I TE 26 B A4 R IR o SR, T RE 17 0 A2
BRI R IFARAG HFUCEM LN % . B0, TR & ] Rep 53R . U AUH1S 4
BRI BB N B S N 48 . 1 HL, Je i 75 WPA R4 FiEHMb AT R B & &1
HRANRAT LA (on the fly) "N IIIE R BE ML . 1R ZHHE, ASTEEIER
W12 IR S LN 3 T B AR F A I (M S — WA R o SN G2 AT B A 10 B e
PATT I T SR 0 H L WPA FOBCR] . BRI, BE A 1) b U8 2% 78 B Ath AT 7R TR 32 1 B A ] DA PRI 22
G BRI N 52 7] B A T M EOT 5 R WPA 24 .

[0080] Ay o JIB 5 0 e % T 25 IO 40 RT3 S0 WA 141338 6 J R, 4% b Sz e 461 o T 76 2 B R AL Ak
RS UG AT 25 b [ I Y S ) B8 — i B R ik Ay B AR RN (TPA) BeJ1 kLIS RS i E (QoS) /
MR 2555 4% (GOS) Tok A& IBAE o &Pl S 0 FL AT R E B8 2 S 1 WIS 46 i (14 25— g 2
HWFE K.
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[0081]  IEWIHAFRATE (1), TPA 5 1E [ 0 25 25 5 BER AR AL 43 JZ2 W B o pH T 58 22 0 B35 HH
IR RS B U AE T 1 I L, 43 2 e 82 e R AE S TR ) LR T8 A5 R o Mt R AR, 5
— W B 3 B AR A I ECE AR N . 1 SE BRI R S B e S B E D,
I HL AT B e N T S S RN T R

[0082]  Aid i bR FRIN AW NL, TPA REWS SLBILBE A 55— ma b3 BIIA B Al T 45 O VK
2 B 1 T (4 2T Y & 1 R P e 7

[0083]  KAA b, S AL TAEANT o 76 15 A HH IR, WA 4400 e e v 2y 1) e 8 0l &
DL i 52 WX 4% A5 B 75 s PR o P38 T 2 i U L B N IR 8% 11 24 o P o 1) T e
PR S5 SR A3E 7R O Jen i Hodth v ok WA Fp il &, AT AE LSS 102,76 BSC/RNC 103 BK MSC 104 A<
M B AE — AN SEHE ] O H I R 28 B 0 (NOC) Hh I F5 Y e, h 2R I 5 R A0 5 25
9%, T IR B SVE B n] e R I — ANBR AN /N X X5, AR TPA AR 2 B2
DA TAE 2/ X Hp By & ok R AR S5 S b me A/ 308 s v 3 s 1Y) R4
i, RG] TPA HAE D TL 2 RN R i —ANME1E.

[0084] [ 2 @ /R IT Y & AR I fa 7 LI St TPA I BIE s Ol Wi 2 BT, B AR
102 STEFI/IN X A L IR 288 TT DLESE I B 2 B R 42 10 & 101 IR A% . 4558, RA
21 %% 101a.101c+101d101e FT 101g 11— 4G BEAE PR FT BRI (AnsEEE R ), 1fi
B4 H AR WA BRI KN (AR ) o FEE S0, G 102 IS5 /N X H
Iy & O 28 BREL, BT DL R ZR s S R 1E T i —AME I8 2 BLgh TPA #:4E . 2R, (518
PHSRAREFR;— M 2 A AH F B9 AT FH BB RFT AL TPA BUENY . BRI, 721815 2 Hh % el
BN HAEE 2

[0085] - Fofr S it 191 i ke sk A O DA AU VR 5 S N L AEARAT T B I3 I B8 8 A1 i 58
WEEML, I 3 R AR E 108 FAIIGN, ZAMET] KT BiErEn . 4
RIBGE1E O BL R TPA BAE IF HLE 20 BRI 1 T 26 1% #4542 T M 42 A TPA 1
2R 4% 248 ] DA M TE 28 1 4% PR PIE— 19 1D TR0 T30 Ak X 52 A TPA 1 0 28 18 4 F 45 1% 0 1y
WA TPA BENY . JE3h 102, BSC/RNC 103 BLMSC 104 A RIE TPA PRI &N . (1)
T D FL B I TE 2615 % P 197 96 OF BT DU — AN B2 AN R S 20y ) i 43 8
53218 TPA MFIY . IXAE ] 3 RN N L HEWT BI TR B 4 101 e IR I HLAE 48 7 W0 245 11 33
— BN RRNANR), I HEE R S SR 108 il 1) TPA BEIY (7RI ) .
[0086] W 4 Fiow, BEEHAMAE AN T 109 B3k K 205 I, 7T B 25 B B/ MY
TPA WF-NL o Jy3d i TPA IFIY (38 0, 7T LA B #lHb [a) TPA $E 4 Baii o 1 W) 45 5% Y5 DU 1) 55
SN FARA A IS EE . RWEREE 4 b, HORH T 5552 108 FEET 109 AR
TEYZE) TPA Y (7R MR RETA L ), T L 2k i 4% 101c A1 101d Wi %E4E (R N EN
HL) o E Bl IR TPA A 43 Bie 58 22 S5k o — M A O AT FH 4077 B » 3 IR A ke 1o 8% 119 — s
Ao BRI, R RIFIY S HraEL, 5t S e A LRI A n] SRR .

[0087] EAZCG AR ERIEHIFHESAGHIGRIIMG . WERKE R, RS
LR B TEH K22 3R TPA #e N B2 3 A E 0% T . X ER7EE 5, i ER
KEEWHE K I H P R OB T, WA ZIEFHIRE ERE, B N— AL
Tode &4 101a-101g AW NIRES . B 6 53 3815 IR 1] TR, AT A TPA #AE R UG &5 i (5
TR W M R B IR AR . Wips, BROAIEIY & A FERE] TPA H/E O & b 55,
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Fr CADLIE B T AOB ) AR 19 K SN 51 108 742 21 3 T8 {5 X 45

[0088]  HAE—DELE A IH[F(EIE LI TPA #RAERS, b5 Rae (440, At A5k \BSC/RNC
B MSC H B2 NOC [ oo B v ) 1 ok H R 2 HEL I U SR A 5 A 75 AT PP L i L ok | B
BRI R XA @ ARG B E (TG B A& IR A T I TPA [T 2615 % oK 52 B
A A, F g m] R S SN AT AT 58 BRI SR S T R, W BL R HEIA I %272 k5
[0089]  JGZk 1 £ W AR Ty iy phod it B2 A0 1 TPA 3 A o X AT Je ek [ e o o) 286 i 1%
P A SRS (K S B3 (AR B BSR4 R ST AR R ) SR SETIL. A7 {4k
AT R NI S Tl NI 35 3015 I BT A B4 4% 101 FRYRME— B4R RS o 7ETEM L FE
g 3 ) 2 R (L P AE AR BT TPA N 03 BIICH 2 P A7 TE 2 I A T E— AR i 5 o DA R TR 58
AR I —FE, 16 5 SR HERTIE PR NN RME— N AP RS (PIN), - T7ESCBLAAE
TPA FTEER %1 TPA 46 5 h 3 i .

[0090]  fn St K AMA R E I TCLR B A AR TR M R TS ), IF B4 3, B4
S R T BEAS BRI 2% SRR . FEIRAE DL, B am B n] DU IS fedk +272 B
A NFRRS (PIN) RIS SR AR B TC 2R 1 4% 101 B S TPA. M
LR VL% 101 BT AFE GG 102 B2USCR Bk B4 101 FIFEIE, FBIR 1% T4 B4 1E RGNy . 3
102 ( BOE BRI BUE RS 1) BSC/RNC  103) R FI 272 KRk 5 5 2% - FF U400 I 0 i 1 21
T B Rk, AT ACHE, #272 $R5 BT IGUR RN #% B T AE MSC 104 Zb5E . XN B R
A DA e 1 B PIN (3R Y PSAP B O A B . B A T AU I8 I 8 15 N 4% R dkAT , 75
BSC/RNC 103 &b HAHJG7EMSC 104 Lb AL b PR 272 BFNY , fasdfi] Jh R 2 102 A At AH
RIRR LI BSC/RNC 103 B MSC 104 4 4 s 87 FH FOAE M 55— Wi B2 2 PIN 250408 o 1R )
FERRIR SR . b PIN B3R B Pl A A7 A MSC 104 AbBAE 4 NOC [ S — o7 B o BT
B ) PIN 5 PIN S & b (90 3 ITHD , MSC 104 7] 37 BIZ5 T 0y 32 1] 9 4% (146 263 N,
BIFIY A Nt EIRVEM A TPA BT 2RI & M i —FE . A T SCRFILEE 77, TR A TPA (115
TELE TPA $AE A ) U EE 78 2 1 A 2 R 2 S R0 +272 35 /ey . an s 5 EE AT
BRI B IRAT RS0 IR AN DL %272 FF3k , TR 4 i 0 0 g AS 22 5 By - AR
WERIRAT RIS RE LA %272 FF3k, MSC 104 58 Bk AN B9 PIN Rl PIN £ds e 347 LL AR ik 72,
I ELET B O L 3 A AL TPA (B4 e 4% o R ZEAAE , E TPA W iy m] 48 L 17 AR
NSRRI %272 FEILAR EE 70 2 R =

[0091]  EAR BT ZACHIE, IREIMSC 104 Wi JFiR0LZ TPA B8 17, AU B AN 72 M
IR BEAS KRG AT AT SEILS P VE D IR X To T FEE A IR T 5 S R 2%
102, BSC/RNC 103 Y, NOC 44 (K115 %

[0092] — HAEE)T %272 4% 51 PR T4 1 & IR R TPA HL1l , MSC 104 4G FRER L2618 4%
TSt E B RN TPA L B4, R EZ /D — NMEEFIEW S EY TPA #1E, f
FARIRES o W& I ME— R 1R 5, MSC 104 52K B Jo e 44 (K B8 fa T A 1R 51y TPA WAL, iy
TEH P EE «272 8578, 2L, MSC 104 7] DAFRIR 1] S 4205 TPA 4 o5 IR 25 (055 — i
2 R LY o DRI, I AT %272 RS R Y — A5 A (iR R B 911 7) Sk
SRS LI L 2 R O I S SE B TPA B, 58 FH AR M (1) TE 28 158 4% () 3R — M B2 38 108 B BA“ A 4T
Y M4 R
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[0093]  FE—ANSZifs) h, A PIN [ TPA #3280 ;o] DA A an B Brid (1) 272 198k 5t
FREAETE B B TC 2R % o AE AR S0 4 150 55— o B2 3 2 8¢ Vb7 A B S R ITROR
N B EERSG anAhAITE IR I R BRI % 35 A 5 L 5 AR BB AR g (1 B IR 3 <R e MR, A
B ] 1 W B L A5 IR 2% o FH T2 52 5 M DX HP () T A T {5 5 000 [ I 45 o i e
it %272 [K3k Sk FREE ST A TR R A I IS TPA 4280 (BAh1k TPA $4E ), A3 R (1% B 2
WA e AR B 7 16 PIN, A AR 5 (19 5 2 0 Z 1l TPA R4, RI{E & RE PIN, T TPA
ST AR U A 2 LT BEATLIG S R RS, n DAR 25 55 b 22 PIN 13 A . 2 520
[0094] 7 X — st , WA (BURIC ) PIN FIVEME TPA BT R & I P Al L “ 5
AT VR 55— LU, AT I R SR ML AEAT AT TR 2R 1R 4 R RF R IR 5 1 AR R4 T TPA Fi4f
(RS A e “Ha 5 NARER . i, 55— ma B2 3 m 3 FHVEMEE TPA B B & kLT
AR B NACER” IR R I SRS E TR T 272 ( Al TR SRR BT 5 )« 24 MSC
104 B2UL B L OT Y B, 87 272 FTZREEIT 5 1R B4R 78 BT 83T 15 A0 B 40 A I B 42 8 TPA
[MITCLR B, TV TG N TC 2R R Bl 15 44 KT Pk — 1D A6 75 A T BRER 2SI B 442 B0 TPA 11
BRI ILAE 77, S B2 A] DABRE I G e Y AR AT SRS R A B A R
e A

[0095]  7E X — AL o, Hohfr CL4e b B FRE M TPA AR 453K PIN A FA% 5 2011
F oSN 72 A BEA IR R R B I R — R BN 5 H P AT LA A A/ b = E i A
ML & SR AL 272 Frkik S o W DUBZ TN 2 ] N R ImET PIN Jf Holg T2k
P& AN BN TPA %4 (1) PSAP.,

[0096] W AXHY, W R *272 FRRTE S (B 911 SRR Sl R ) , %
Y %4 2 31 PSAP o 72 KU fEAUE DL R, BT SR I L &K, BIZF PSAP 7] B4 48 FH B
TR F o 7EMRIE O, a0 PSAP ARAETE MR )i N 2% %272 IERY, W] [ 2t
TR IEES TPA B2 BT PSAP 1278 R % A 56 A b 2 M [ BRIm A TPA BRI T & IR EE, BT
DAANTS #8215 Al BB SR B TPA $2BU A o DRIt 78 T 7T BB 1 2 S B ] 25 1
PSAP Mifzds BRIAR&EIGRS TPA B4,

[0097] A —ANSEHE]H, 2R S TPA BAE H/NX X2 I B (B, JERE AL TPA
(1) ToLR B &R T, W s X 25 4 TG B A4 o VT AT TPA TR 261 & LA & (Tl it ) I
AR AL TPA (T2 B & TP IR G S o A H RS U B, 4 MSC - 104 S il i 4 il
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(HE 3736) (K48 R ) o WK 48 H 7R, DSC 910a Al {204 3 bril B (HE 3736) , IF
A e ERwis (HT 3640) . WRTEF wwhs (B, #fi5E 3640 = “75”), DSC 910a
AR E B IR SR B (HE 3644) » DPC 902 ATt B W U5 5 R 14 5. (HE 3742) , F H.
] A 22 A 4 R IR R RETBOE B (HE 3744) » AJL22 2451 DSC 910b ] 4225 B2 Y5 R il
S (HE 3832) , Jy i HAth 0 28 {58 FH T RETSCRT TS IO B0 (HE 3834) , FF Hod i [=] BIHE 3808
Wi 45 $ TR I HEIE UL B SRR E 45 f0R 128 3R A DPC 902 45 B 0 B ) B IRAS
[0398]  WIRHEFrsehr (B, BT 3640 = “5&”), DSC 910a T A T-AH [F) 5 J5 (1) 3T 5a A%
(HE 3642) . DPC 902 AU T 3ahT (HE 3738) , I HL#f e B B2 W bkr (T 3740) .
WL R vabr (HD, 85 3740 = “457), DPC 902 mliE L [ BIHE 3736 K EIELTa b
HE. MREZTEAR (BRI, #5E 3740 =“&7), i 47 th iR JF HiB g 5 UL LSRRI 47
A FE FP 5, DPC 902 il it [FI BIHE 3730 KIEEAZ HARHE E o

[0399] K& 49 JEIRTEA S MR A M LS | FIIREEH FIE 2R %4 101 LG 1935
it AL AL E DSC 910b Al ] DPC 902 KX T HME 1 BB 4 FL i 855 8
FHI R ZAN T AHE4A (HE 3836) . DPC 902 A ] W48 1 55 % ok 1 A 36 22 4 R 4% 11 R ZE AN 32
{1464 (HE 3746) « DSC 910a AR EMSI AR S (HE 3644) , I HiG X T A4t e 2
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T2 (SPIR 3648 Fl 3840) .

[0400] WL, AL AL E DSC 910b A ] DPC 902 K& H FH S HM AT 4 (HE
3838) . DPC 902 AR FHZEAISAT 484 (HE 3748) (B A ZE (HE 3750)  JF H.ial &3k
LA MEE ROE R EE (HE 3752) o DSC 910a AI UK ZEMS AR A (HE 3646) , I Hig T
ALz o (JPPR 3648 1 3840) .

[0401] &1 50 A& 53 Jig 7m H Tk o B = 70 A AT T 16 U1 i 19 % B 2 1At AT] 5 FE 4L
W 28 [ 30 15 2 U SR IR JBE VR L FH P (S 49 VAR FER R I . SR S 1 T2k & 101
R[22 DSC 910b #2575 A2z A W4 (R B Il S 1% (P38 3904.3830) » Adhzesr
251K DSC 910b A4k &L N M4 (3 vs. Al A BR (HE 3602) , £ H [ DPC 902 K ik
ik (HE 3604) - DPC 902 A M DSC 910b YL FHIIRA R F o DSC 910b A HT- P4 4% [ 7] A
TR — DI E NS E R B R TMENEE (H5E 4404) . WHRMKZEA KT MNENEE
(BP, #45E 4404 = “4#5”), DSC 910b FlIEILIR [FIHE 3602 4k &2 Wi ML= vs. A R
WIER M E R T ML IR E (B, BT 4404 =“J27), DSC 910b AlRIAMZE ERGH Y (HE
4406) , F HEf e ZH P 2 R 2P (g 4408) o

[0402] G SRMIZE SIS BT AT R = BE (R, #4408 = “&7) , fA/E [ e 7m
S AN EAE A S . S0, DSC 910b W IEAE K 50 FIRE PR FE B o
(I3 R sl Ay A FE 2 Al R THUR W LA % I 54 ST 93 200 56 38 N 1 2 100 4l 0 T X 4% 1%
[0403] 41 50 H1FTR, A2E A I A PR UR, A L2 W ZE n] RIEAE t W2
TR, t BAEA IR M 4 bR E ] RG220 R N RN )& (HE 4110) o ]
43 H 7R, DPC 902 AU AE t AbBTHF W B (HE 4306) « AT GHL, AAE KIEAE t AbWH
21T 5, DSC 910b AJ £ bR ELH P B (5 <x 1li >k o 2 2 H P B A EE 2 A - 7 R4 (LA
M BEIR (HE 4412) o RTIE L RPZ b BAEIR EEH 7 (2 b 2 AR IR 2 15 m] B T 3 2R
IR N 28 SR 2 [A) ) 5 [F) 26 3K LA B2 DSA T8 A5 3 40 A B AR £

[0404]  WNFZ P A RIKER 7 (ED, #1532 4408 = “157), DSC 910b AJ 5 M4 L& 7
AEAEATA A R EE R P (HE 4414) o N RAEAETIIRERERI M 4% 1 AR EE R P CHD, #5E
4414 =“J&”),DSC 910b AR [P 44104412 76 R B 2 2 B 50 Rk 225084t A1)
MeTGWiF SR . R TN LEa AR ER 7 (BD, #i5E 4414 = “%&”), DSC 910b
AT 43 B  N U R B W 2 B 7 85 1% (HE 4416) o 4100, ] B i 4 W e v
FEM P/ CRL, BAE ST R RIABEE A P ) o AT AR, 72— SEitf] CRos) o, 4R
B R IEES1E, DSC 910b ] 225 H ) 14 B 5 — AR IR B -, Rl 72
RIS 1 I RN B S 2% 154 . DSC 910b AT I iR [HIAE 4404 3 [1] M 45 2% &
vs. INERIE ST BTSN

[0405]  #I[& 51 H 7, DPC 902 A [ DSC 910a ¥ K 7E t AbWiFF2> 1% B (HE 4306) . DSC
910a AJHEURAE t AEWTFF1ETHE (HE 4206) , BB T 25 A ¢ BIvHRS (HE 4208) , 7 H =
BRI SR (HE 4210) , DA 8 A& AT AEAE NS 1 BT F R sk R0k B A dL 22 4= 4%
IR B 85 1l (HE 4212) o IR FEIRIEMES 1 AR H CER, #i5E 4212 =“%7),
DSC 910a AJ [1] DPC 902 KIXAF YR FIE R (HE 3808) , LAIE L & [1] ] 45 [KIAE 3706 F HLIEAH
WL ES R 45 32 49 FEIA 1 55 43 e A5 TR R TS RN W SISk 9 245 B 16 7 1 ] FH 908
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[0406] TSR TEIEAEMLE 1 ERTH (BRI, #45E 4212 = “52”), DSC 910a ] [Al R4 A A HL %
G AR UG P BEBRUR (HE 4212) , 3 HLAE 52 i roRial DPC 902 AIA Tk s
101 A I 22 4 2 W 4 9 B2 R4S | 1964 (HE 4308) » DSC 910a i A4S /Y 245
| RGWCE / HE&RBGERSIRER P g s 101 (HE 4218) .

[0407] W1l 52 Hififr7R, DPC 902 AlREH T L2 % 101 A IL 22 4 ) 2 Wr FF % 2 JF H.
TR RIS 1 R R B A L2 AL DSC 910b (HE 4308) » DSC 910b AU HE 4
(HE 4418) , 3 B EATRIE R4 HT BA 5 A 4L 22 4 W 2% 18 A5 2 ih R B P o2 i &
101 (HE 4420) o TCLR 1244 101 AT HRUR A A 22 A 4G W F i 2 0F HLIE B2 RN 4% 1 (146 42
(HE 4220) , 7 HAER 5 AL M4 IS 21k (HE 4222), I HE 5 W% 1 FEE21b
(SR 4224.,4226) o

[0408] £ — AL, A3 A4 ] IR M DPC 902 £2US i B A 3 (0 T e B2 U0
SRFN A1) PAARAIE A i) A28 H A 22 4 2 J5 36T TPA R RIE SRIR AL HEYR, /0 HL B IR A
W FMET REZSER . AL AW RZE DSC 910b AR TR % IEIE R (HE 3810) , IF H.
i 72 TR A2 T SR AN TPA B & (e 312) o TSR BRI SR A2 oK F AL TPA 1Y
W (BRI W858 312 ="“22"), DSC 910b Al anyk ] Pl 5 1 94E TPA /5 <1 WiF
YERE (HE 314) , 3 Hi%$: TPA "Ny (HE 315) » DSC 910b A @I i [H] & 50 [HIHE 3602 F /% M
FEUE vs. AT TE . WISRHIRTE W B R A TR W & 101 mA S AU &% (R,
e 312 = “17), A3 A W g ] [H 00y B 215 ) 5 SR F R nT g B B (HE
5302) .

[0409]  FE—ANSEHt ], S TSl A T 58 o 28 FR AR 7 g AN A 3522 4 I 28 SR AL 1
B L N AL A 2% KIS 2T AR AN TPA BN, Al e A b2z 4 R e ml 12
WU I 22 4 (L o 1 SRORF I {5 2 T e 1 B A S 22 W 4 T T 5 A AR N PING Jl 3 A
B 4% 5 A0 PIN, A4tz 4 A - Al AT AT I & e N A 3L 22 A, B R & A e Ak
LML EIRIRER P T8 kA& 101,

[0410]  fnFE] 54 B 56 H 7R, AR A 4L 2 2 RESRE T SR E AL A 4%
(RIS, AR FTE F P4% 1 AT RAZBUR e B2 i 4% 101 FRARFFIRATZR 5 A T %272 SRALFT
eI (AE 5402) » DSC 910a A RIS HE H AL 1ZIEN (HE 5404) , I H KGRI 4% 5 W bR L A iE
RGBSR BB A T2 a4 (HE 5406) . DSC 910a 7] A1 LR %4 101 K% PIN iR
(HE 5408) » Jo&ix s 101 AIE2UL PINiER (HE 5410), A EE A 2800 (GUT) 181 FH - ¥
7~ PIN iR I HA0H P 0 PIN i N (HE 5412) . FoZR1E4% 101 A [H] DSC 910a K% B
AW PIN H{ T4 (HE 5414) o DSC 910a AJEK PIN(HE 5416) , I H.[4] DPC 902 AT
W 2% 6 12 ()15 SR 3% [H] PIN (#E 5418) o DPC 902 45U xS T M8 B 3 115 Kk (HE 5420) , I
H#45E PIN 25 ULEC PIN 245 (#45€ 318) » WL PIN ANILHEC PIN B4R EH 56 E (Hp,
e 318 =“1%”),DPC 902 A FH1EZ MY (#E 5302) » WIZ PIN ULFEC PIN 24 & 2% E
(RO, #a5E 318 =“45”), DPC 902 AJ T Frei ) PIN il Hbn Atz e (HE 5422) .
[0411] Gk 55 H1 7R, DPC 902 FIHE %% 1 L& & 101 e A S B atte s
AR RIFA (HE 5424) o R R A AL MR AEH AR EAFHES (BRI, e 5424 =
“%7), DPC 902 I8 DSC 910a [A] 4 % R IE M4 A FHAH S (HE 5426) o DSC 910a A%
RIAEAFRN S (HE 5428) , IF HA& I 544 101 Fi%EH: (HE 5432) « k& 101
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AR AN He S (HE 5430) , A P Bzl B (HE 5434) , 3 HZ& B 5 M 1 1%
e (HE 5436) o QIR BRI M EEAFE (BD, #15E 5424 =“4=”),DPC 902 7] []
AWM DSC 910b KIXH A PIN T HIRIE K (HE 5438) » DSC 910b AJHUCH A PIN
TS ZEURIE R (HE 5440) o

[0412]  fE—ANsLhtsrh, Wil 56 Th TR, BRI A 3L 22 4 2 /) A Hh 2 A I 4 N
AR S g b BN, A3tz A G B s i B T HA BTk B AH (R4 23 1) 5
RGN E T 28 IR SE g N o FEATAAT 25 5 B[], B R T I & A0 ] FH SRR 0 S5 4, At
A 28 P B AT SR ) 2 R T EA R 4 N o P E4RHE, DSC 910b A] DARE L B A fu
VrELA FITELR (A0 50 20 SR 40 (8 S 1T 0 48 B A LE BT R 1) SR AL S8 SR SR R B 8 . DSC
910b ] 3% &ty B i vP-Aif B 35 P A MR IR HLE T SRR 0 mT M CR B R R4E N S8 4. DSC 910b
A[HET PIN o2k & 101 B P ARS8 4 (HE 5442) o DSC 910b AI 58 4N 22 15
RVFIZEHR IR LE IS 101 AR ML (HE 5444) « WK 101 ek
R (R, B85 5444 = “J&7), DSC 910b Al¥EIE TPA £ 1h B B AR SE 4% TPA £51%
e 3 2 S Rtk B KT 18 SR B O U (HE 5446) , IF HIEREH G TPA &1 (HE 5448) , I
HLR [ s 28 B U8 vs. i g (B 45 [IHE 3602) o 3385 =R 2ok 1 T4 i3 4 4
N2 BT 50 2 S KA B2 B TPA (¥ %% (B, 88 52 5444 = “457), DSC 910b A]PHILAFNY
(HE 5302) .

[0413]  f1 BRTIR, BN BE S AT o B LJEEE N (TPA) BB e R 1 M e
AN (WPA) RSB , 4 JZO0 S0 e N B AE AT DL HE U8 4 JE 28 I 45 (1) 0 Y &5 | i o O Y &
PR B 24 O Y R e B (B I 4 P 2 B DA SN R N R SN R T — R
R4 B BUR - M OT Y LA E 2 TS IEAE AT R B0k B 5 'R S BAHSRE AL 3 13 % 1
LR CYARAE IEAE AT I I Bk B 5 B3N SO SRR RS Bl 1 £ IR I i Bsf R ot % B 93 B
(R BRI — MU 1] o AEASASSLHEA] H, T DA B AL 3 38 SR AT X L B At [ TPA 4524 , 14038
PR S aE AR (B, FEREU K % . NodeB. eNodeB 2% ) 3 HAERZ Co M 4P -

[0414]  fE—ASEHEB b, 920568 (TPA) A ] PAZEEEG 35 25 B (eNodeB) 4bok H:
AT, I eNodeB ZbFE 8% Rl 123 eNodeB 4114 _E (K AL TR 2% . BRAE 5 eNodeB 20 4FHEAT 0 (5
(IR S5 2R BARIE (#1140, Diameter fRHR & HARSS#%  EAF R H BFRE IF AL R G5 ) AT .
[0415]  FESASSLHEH], A TTHAT 2 ZOL0EEN (TPA) HIEMIMZS A1 (640, eNodeB.,
eNodeB Ab IR BACHESE ) n] DABS L BN H T 5 M 5t AT S A0E Mk (DSA) /B — A8
A M AT 10, eNodeB P DAKEEC B A T/ — AN B2 N SR FPIRAS AT / B TPA
BB 45 Rl S 2 S ME R G S (DSC) M/ BBl A E R uSfEH 28 (DPC) » 7E— A 5L
B, DSA MR 25488 R G0 n] LAREAC & N A T FAE TPA 4 44 (#6121, eNodeB) 54l 4%
(40, DSC. DPC %5 ) Z [A] B il {5 ()45 B kA B 47 3F B 1 A% L i i & e (491
U, F2 75 M 1% LA B % 4L = 2 DS ) .

[0416]  FE&ANSEHEM]H, SUE P E (100, &7 LA D IE AT/ BUIC 2 L R R 1%
PR ECE BN — DAL R 5 — AN W) AT DA AR 75 Y 4 IE AR IR =R 00T
PR A R A

[0417] 40228 iy YA FH 34 (qonma o2 T 2 3 22 A S i AR I & SEAR I K )
i, — AN Z A eNodeB A PAFFUATEAS MG IR B AT HEIE « X L8 eNodeB 7] BLH B2 58 I 11
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MK (B, s S (S ) BRI (B, 13 S ) 4R
5 45 DSC MRS58 A1 / B DPC %5 %% » DPC 7] LG IX Be i 5 10 S B AT il 71 A7 i 2 o AL
RATVE A Jem B E AT A o 21, DPC m] AR BC B9 H T 11 22 it s I 1) X 8 45 U3
T TR BIC 4 L BRI I ELAE 4k B At I 2 RIS I Rk SR . JEALi, DPC AT DA AT
BN TR R B A X 28 0/ B T L T ) IR 48 1k A % D BTG £ L BRI I e
R AL

[0418]  fE— ALl , AT LI R Bh i & F R HEP B SR 2 AR e AL, IF H RS m]
DA TG B 9 T 25 T ax Se 88 5 A& FH - B i () 1 BROOIE e 4 2 ke 1 7 2 30 3 4% B PIL Fe 2
/BB . AE— NS, 7] AR Y 25 R 45 25 HH i 2 X e e e/ RS AL, Horp,
HEF / AR s Bk kot LG (BIan, eNodeB 25 ) FI-T38HI3AT. 7858 —DsLiE
i, 1% 2 AT DA G BN A TR AR b AR e B b Al A AR R / e . T, 7E A
S e HE PP EOIL ST 2015 BT DAE T BT FR R QoS AR IRAT (QCT) B4 Ro AR B8 AL
2% (ARP) fH.

[0419]  FERALEsH, P =BT (30 QoS k) B — M EZ ML AR
B — AN AN B8l A& BUSLH BIGON A 24 4 A b ] DURK IR I 801, 1
L BMHBE S — B2 MU A&, R ERHBIE —EA, RGN HBIE
=EEA, VA HE. St 9 T DAL HE N BRI 3 E 5 A B G BORE B i 44 AR AT I
I ERIE . 75 0] VAR AR A s A T B i — M2 NN E R E
HATEIE

[0420]  &] 57A JE7R 1 7E3E ] TSR3 & SR 491 (R 7 i I (LTE B 4G LTE) {5 &
4t 5700 T2 A A AFRIE B V. HAYE) LTE {5 R4t 5700 ARG E2 28 5) MR & 18
SR (MME) 2114 5706 FHR 5525 (SGW) 5708 % 4~ eNodeB 411 5704, MME 5706 A1 SGW
5708 A LAERZ L M 5716 [—i 43, LWl RG22 (SAE) By #2843 20 4% 0 (EPC) Y
“ . eNodeB 5704 A] DAZEAZ /LI 5716 FAIM o

[0421]  eNodeB 5704 A] LARSFL BN THFE S E 5 R 5 K E S AR IR &
5702 (4, W a3 FLUE ) 2 )5 SO A5 &2 Hofth 45 B 19t Ji i AR Bir A TC 26 i s )
Bl g 5702 MZb SO H¥ES(E S (B0, VoIP £ ) (R G 5 MGG 5 h 2k 2%
L 5716 FRZ AL AT, eNodeB 5704 A] LAFE 4314 5702 5% .0/ 5716 Z ]
Me (B, 56 2 J2Hr ) o eNodeB 5704 AJ LAREC B oM H T HAT &P 4 i YR 5 3R 1, th
Wi o g i O B B T 0 R o FE BRI AR IR S & (QoS) BERARAL 1 &
T W RN % A T 2% . eNodeB 5704 38 7] DMK B N T RETL 5 5 B Tl & 45
RO RER LGS PN E SR HERET 204 R g R ah it 5702 (8¢
BRI RER: ) T2 5 — Ak (F1a0, 55— eNodeB) »

[0422] 00 &, B3 %% 5702 18 1T o2k 18 (5 85 % 5722 [4] eNodeB 5704 KIZ1EH S
SR E S/ B E 5 IEM eNodeB 5704 BB S S S R E SR / BiikIE S .
eNodeB 5704 A]LUKE 4 / #HlE S (B, 5P 24 GOESA RE R ) B
S1-MME #2211 {8 SI-AP P K% ZE MME 5706, MME 5706 A] DLl S6—a 22 L1 IHJE T iR
2558 (HSS)BT14 3G R/ /1T FE B, it S10 32 115 Hofs MME 20 4EHE4T 1845, BUAT & PP
BAESS (a0, P OAE S i@ B 1 (R s i SR AT S ), 168 SGW 5708, I HR A BB E 215
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B RI%EZ eNodeB 5704 1 / B SGW 5708 ( 4, it SI-MME 1 S11 #2211 ) .

[0423] —H M MME 5706 BUR BIHRZBUE S (B4, TAIESE B/~  ITE R SGW AR IR RF
), eNodeB 5704 AJ LA I S1-U 2 11 F () GTP-U BhisCiE M 5h % 4% 5702 e (5ot &
ERPTIEPEN SGW 5708, SGW 5708 A DAAEME ¢ T Frfeulc s (i, 1P AR #RSS [ 2
NSHL WG B ) 5 S, JF Has Lt ST B0 2 /N F P S 88 k22 oy 450
PEIZEIIC (PGW) AT/ BRI 45 i 58 H1| 30 AT DB (PCEF) 5710,

[0424]  PGW/PCEF {4 5710 7] LAELFEARFE R PGW 204 1) PCEF 44 BHE/E PGW 244
() PCEF 414 olpk i B o T BT 05 55 POW 4L M O eI 2 AN VB 1K) PCEF 440, BT
XL ZE R & AT T R0 TET, 9 7 B P UL EH B A S IR RRAIE , B2l L B s . ] DAZE “56 3
RAAVEAK AT B H A NG LR 250 R 48 77 T R WS AN g il i R &5 0 (Brd Generation
Partnership Project Technical Specification Group Services and System Aspects,
Policy and Charging Control Architecture)”TS 23.203(2011 46 H 12 H¥ @) ik
BT RIS AN TR PAT DR I0(5 B, AN vt 5| 45 578k,

[0425]  PCEF/PGW 5710 A AWIFE Gx #2211 FAGFEAE S (a0, #6155 ) KIXB|ZHEK
FEHR N Th e (PCRF) 444 5712, PCRF ZH44 5712 W] PLA 3T 45 52 (K5 S 1 bR IR IE 2
(SRR . PCRE 4144 5712 w] LAIE L S9 #2211 5 4 PCRF 4144 (Ko ) BHTHAE A
VTP SO0 e ) SR RN R/ BORE SRl 32k 31— AN B 22 A~ PCEF/PGW 4144 5710 4T
SRFHAAT o

[0426]  PCEF/PGW 5710 7] LA PCRF 4114 5712 B2 S Sms HU , I HL 5 i AT BT i 21 0 58
WS FAIN) LA 1) 7 T S IR 25 B & (QoS) AT/ BUA AR IR S5 N &5 5720 5551 4% 5702 2 [H]#
15 BB B H At A7 PR « PCEF/PGW 5710 34 ] DAJET- BT 22U 21 (1) SR e KL B 30 43 TS s n  #%
BRAT/ BB ST (1, Pgs B 1T BRI .

[0427] 40 L Frik, 435S / I S8 A& B PCEF/PGW 5710 L MAZ O 5716 1§z il
(1) o 5 IA FAERTT ST O R, 25N St 1 7T LAAG 4% eNodeB A4 5704, % eNodeB ZH {44
Fic BN A T 3EAT TPA BB LLMAZ 0 5716 FI4M T 6] M £5 35 3h / i s . eNodeB 5704 7] LA
L E N T M FE 4353 (B, DY &5 ) 15T 25T R ZIR I 94 SR T R 43
SBCAN / BLE%E . eNodeB 5704 38 1] DABEAC B N T2 T M4 IR sl A& 0 B 3 1 4 5702
(I IR TEBIEAT “HETE s X R Bl 150 2 1R I 465 8 B 3 AT 2 P A HE /N T8 S BEAR QoS R
w254 s RS IR IR R B 1 — AN (B, 5 = eNodeB 5§ ) HAT 1Tk
A1/ B HAR Sl 55 B v B B A

[0428]  7E—ANSThEfs b, 200 5716 1 DL BN A RS PP 00 5 R —E 0 (B LA
FEENAS IS MBS RS ), Ll R &4 DSA R4 AT DSA R4 . 1, € 57A J@ 7w
T %M 5716 AT LA FETE A T H0AT DSA BRI DSC 44 5722, 7E#%0 P 5716 HhAL4E DSC
M 5722 A] MEIS— A ELZ A eNodeB 5804a.5804b REMIS L5 M 48 VG BN A / BOM I 24475 3))
BHAT I TR B AN A 25 115 BURIX E DSC 5722,1% DSC 5722 1] LUAE A 15 B DA
O TR T A DL RIS i e (B, RS RO A | Rz = 2 DI ) .
[0429]  {EEI57A B 7R v, DSC 5722 B3 % PCRF 5712, 76 &L o, DSC
5722 7] LA EL#E B )4 - %45 22 PCEF/PGW 5710 AT / BudZ 0o 5716 Hr (185N At 2 14 72 %
ALty , DSC 5722 AT DL Rk B EE A5 B 5730 E B M 5 — £ A eNodeB
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5704 FHIEHL

[0430]  7E—SEJtf H, DSC 5722 A LLIEFE B AEAZ 0 M 5716 AR [#) DPC 5722, DSC 5722
AITC B A Wk DU 25 B R AT ] DPC 5724 1813 J6 T4 % I 10 AT FH e (30 . 3
B DPC 5724 FHHRE AT AL 45 V0 S 0 28 B 0 &4 1) 21 i 3k 700 25 = R0 MR 1 R SR 28 == U 23U
WHER A — N Z A eNodeB 5804a.5804b [ .

[0431]  YESASSEHEB|H, DSC 5722 A1 / B DPC 5724 7E B A4S #l F vp ml LUK RS T
K H—ABEA eNodeB FIELE . #1201, 214 W% BLAG T R 6L & AT 8/ B 2 v Y
HIRFHI— DB Z A eNodeB 5804a.5804b Ff,DSC 5722 Fil / B¢ DPC 5724 7] AL T-ii &4
A/ B %5 Bh s BRI 2 IR AT

[0432]  FE—A SNt H, eNodeB 5704 T LARE L B A T3k 4% 5702 5B RN
2RISR AT, b = (B, 55— R F B AL g ) RRELA
C(an, AR R ) .

[0433]  7E—ASEHEBF, eNodeB 5704 ] AREELE A T FIX Lol / gt 5%
BRI LGB AT EIE o AE— DLW, eNodeB 5704 A LAKF 445 B AT EETE, M
T A5 45 B 5 ) 4% 35 ) 398 0 B T2 s 0 21 2 AL 1) 8 B0 T 46 0 R K T 4 B g ) FH IR 245 %
W B, )

[0434] & 57B &7 [ LTE M5 F 4t 5750 H ) 2 MM A -AE B, 1% LTE # 5 Rt
FEREC B T 30T TPA A / B TR SR A / o SR A Bl 150 £ 1R I 28 V5 B 3 AT 2
FE I S2 i) eNodeB 5704a. 76 & 578 t BT 8 BB 4, LTE 3815 248 5750 £04% MME 5706
SGW 5708+ HSS 5714, PGW/PCEF 5710 F1 PCRF 5712, P X Lo #3718 %0 A7 T4% 0 5716
PN FR. LTE 24t 5750 i 7] PUE DSA {5 KRG — 50 80 E45 DSA {5 RSt

[0435]  LTE %%t 5750 7] LAALHE DSC 244 5722 M1 / 8L DPC 4144 5724, X AN 244 (4T
fA[—NERA] LAAE B HE A7 TAZ0 M 5716 P FE /M. LTE 15 540 5750 7] LAAFE S —
ok 5702a. 58 5% % 5702b. 55— eNodeB 5704a F15E . eNodeB 5704b, i {5 ixX &L
HAEIZ A TAZ LM 5716 [I4MR. S5 & 5702a A A 73K N F L M 3)
WA 5702a, I HAE AN 5702b A LA 43S NIk 2 P IR 8) % 4% 5702b, {EE] 578
BT JE s IR TR, 32 P P IR B 1A 4% 5702a 3l I 4 — o 2RI S RE R 57220 MERE R
— eNodeB 5704a. YKE P HIEE K 5702b It HE —TCL B SRR 57220 EIEE H—
eNodeB 5704a.

[0436]  %5— eNodeB 5704a m] DAYEC & A H T M4 TE 3 (440, MFiY & SR e A 3
FETEERN B ES ) DS M5 s S AN BUE 2N BIE . 4 P2 st 55
— BB RS, 35— eNodeB 5704a n] DU FEEH 7 R BN 44 5702a T B E/51E. M4
TEEE I (BUESE) B, 55— eNodeB 5704a T] LAZh A HusH &k ZH (1 #2 3h i% %&%
5702b LG TEZNIEAT “ BT R RSB & I W 45 35 B 34T B v LEFE AT 2 M5B LA
Tl JE L W 4 4z 5722b 1 — B MR/ BUEESOEAE FIEE, L d g 76  FEAIR
QoS- PR MRS s A% (B, T4l 5 5EmE 5722b %) VB RN N &R —1
eNodeB ( %11, 45— eNodeB 5704b &5 ) AT VI # %%,

[0437]  J83d eNodeB 5704 X FE 515 % 1 45 6 B BT B A 2 A0 £, B4 B8 L A
ARTee 2 TR] | S ) Rk L AR AR g o T RS A o 1, BT eNodeB 5704 7 T#%
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Lo 5716 FAMES, ‘& 7] LAEL PCEF/PGW 4041 5710 BAL T 4%0o WA 5716 P 51 (1) Ho A 2644 56 Bk
MRS 0 21 X 4 35 B A AL RV E H T R . 64k, eNodeB 5704 AJ LLEIZR /N X BOEES (1) 3 il -
X Z TGS / BRI P PR AR AT N, T B TR A R S R AL e T
HEA PR [X | 5T IO 255 R P B s /2 ] BOH PR At o 4 s 1T P BB Bl i A

[0438]  HE— b, BEILAE eNodeB 5704 b5 4836 shB-AT 59, i In T A2 30 % 4% 5702 1
BRI AE RS B 4% 5702 1R B 4% 52 eNodeB 5704 HEAT IS It n, 7 HAE ¥ 2 5 ASER
BERE5h 4% 5702, B, 2455 — eNodeB 5704a M #5144 Al FH Ay 55 8 HEAT MR 1 SR 5 B 2
AV Z 55— eNodeB 5704b I}, 55— eNodeB 5704b ¥G A AER BN 4 iR EI AT H
% — eNodeB 5704a Jifi fin 1 76 FR il (a0 SR PR FRAZ O W 5716 2 Py 44 (01 PCEF/PGW
5710) B s N, FoR S TREL ) o X WERR T 75 2 LA 77 S = R 3l 1 & 1 52 BR il 1Y) g
M (a0, 798 QoS 25 ) I inyY S uki e, I H N M & T 40K

[0439] 40 [ SCHTIF 14, eNodeB W] DABS AL B N H T X 2682 5 & 4% 7 R B SV 2 4
Ao FE—ANSEHERBIH , eNodeB AT DAL B WA T-HAT W34 BN (ITPA) 451, ix &
BB 5 JE A S i N R AT DL FRIG IR L 40 4l 2 il 2 AN Z . eNodeB 5704 7] LIRS 3L T
SRR [ JEXTRE B 24 (K IR 4475 Bl R4 T 5 TR DA AT SRS A8 e 1) o 9 48 B R 1K 4
[0440]  [&]58 7R T 7nM LTE W 8 1 15 P 2% 5800 HH I 2 A~ W 4 2L A A5 B, 1% LTE 18 &
I 2 A FE 1 L B TR AN SC I 3R AT LTPA #:4E () eNodeB 5804a. 55— eNodeB
5804a A] LAY AC BN F T ¥ B2 50 1% & 9 8B UM 2 AN, SR 5 1 X B8 % 4% 4l o R A
JZ= o {EE 58 B RN MR, BB & 5802a—c 7N BRI, BN 5802d
W NRERE WA, I B EERHR K 5802a—c AN NE BB ENE=F. &
SRIETR TGN =AY, B ERfE eNodeB 5804a AJ LUK R 31 & 5802 43 AT AT 4L
S, I BB GRE T LA 3 AT R 1 )2

[0441]  ZF— eNodeB 5804a AJ LAHHC B N T = M E8 &SN (01, FEn =5 ) DLEf E
EIG R R 2 AN BE P AT AT — AN BREL. %2 AN B AE AT DA R AT AR B2 1 BB I L
T BRME AR P DA fi 5 AT m] DU R 45 S sh B S (426 58 (A i 35 SRy mT
P QoS %5 ) A HITAAT{H -

[0442] 25— eNodeB 5804a ] LAY e B >y A T-ma 2 - s kit 7 0 4L 1M T B2l 15 {5 18 A
/ BENAHA BB & 5802a-d FI— D ELE NS A NG HATRIE . 7] AFAT
EILHEAE, IITAETHEE D05 A% Bl 24 il 5 T 4% 905 ) P 388 N a8 905 7L A s 0 1 A 0 P 8
K U BT R G5 (BIan, T 98 ) o 76— NSEREMR b, 3 AT DLUIE o gk s/ 3 A%
e 56 25 By 15 4% T FH 1T 9 28 B R (K B0 & ok SE B

[0443]  {E—ANSZHEH T, Z 2 A BIE T LA RE— RFVETEE G BE . #1400, %2 A BI{E AT B
A3 HE 24 50 %6 (19 X 4% 55 95 70 A8 r B R 3 10 55 — BRI 24 75 %6 1 9 48 S LA A FH v s
T Ik ()5 BRI 2 85 %6 (1 I £ B YR AE A3 FH Hp I R 1 B = BRMEL RN 2 95 %6 11 X 45 T U
FEAS FH o B 5 ) 5 DY B 25

[0444] 455 — eNodeB 5804a fff 72 FIT I 55 11 W 4% 7% 2 B ik 58 — B (LI, 35 — eNodeB
5804a 1] LA F R 5% 4% 5802a—c T B T 7 BUG 26 A (RF) BV

[0445] Y4 2% 5 By kE ik 55 B, 55— eNodeB 5804a ] DAJE i 2> A% 15 65 I 2 -
(M2 3) 15 % 5802d AT A FE B RE SR (1) 5ok sl A Hh ook vk BLAZ 5 1 4% 5802d 1 I £ 75 3]

61




CN 105075308 A w B P 54/65 T

BHATEE.

[0446] MM LB HELL 58 = BT, eNodeB 5804a n] DAt — D@k 4 / £1L 52k
{581 5822d F1 / B L4 5 542 5822d R 2255 — eNodeB  5804b SRR A% 5% 7%
5802d [ M TG B BEATHET o £ — > SEHEM] Hh, 1 Je 2Rl (5 B4 5822d H #8255 eNodeB
5804b A LAf5 45 5% — eNodeB 5804a il ik X2 2 1 5 % — eNodeB 5804b #4T il {5, 5 —
eNodeB 5804b 3. 5 Ik B 51 4% 5802d 8T ) TC £k 318 15 5 42 5823d, IF H. 55— eNodeB
5804a ML# / #1b o2kl (5 i 5822d.

[0447] 40283 Sk Ik 55 DU BB, 55— eNodeB 5804a ] LA 1k 451 riyd /b A8 454 55 =
2 EER NN % 5802¢ AT H (17 B8 BOIG 26 HE B IR 1) Sk AR A 32 LR 5l % 4% 5802a—c [
EAGBNHATEIY . I FEn] Ik H 2 R A 5 — 2 E L5 % 5802a IEHL 2 55— eNodeB
5804a, Bl H BN A BN & &R F— eNodeB 5804a (B, i K n B R FIBSM 1 E &
N G ST BR )

[0448]  7E—ASEHERI T, — DA eNodeB 5804a. eNodeB 5804b 7] LIHECE N T 5
DSC 5722 Fi / B DPC 5724 AT . 517, 55— eNodeB 5804a W] LARHHC B N T-R—IK
W2 3G BRI — AN B 2 AN RMEAT / BRI E TR SIE (B, P18 QoS VA% Wi i )
RAEITHRE DSC 5722 A1 / B DPC 5724 RIEEEM E,

[0449]  HEARS T HE M — AR R fiEm g / 2 PR e BE R B 7
BAT T HEA, RCYWIERMR, 7T LR T 400 / JZ T4 FF LB AT AT E0E (1) BB R P AT 2
TEEEAE FATATH & o

[0450]  [&] 59A 1 59B &7 | eNodeB A LU RS Bh ¥ % 73 AR EE I S0, IF HAE—4
PR H AT LA A 0 AT R B2 o HARSR UL, B 59A E7R T eNodeB 7] LB B A& 728
N FE LGN ARG, FEER R ] DA 5 A Z (B, 0. 4 RV ), IF Bk
MR N2 N2 (B, 56 1x )2 ) o B 598 R T BA = AN B A 2, X
S 250 H (R R — AN R B A R AN

[0451] G0 b SCA V8 14, B T4 T DAAS R 6T 455 X 4% o mT 16 22 A B b (94T B 0
(T rU Bk T T L BEURB . CPU I RS ) EAT IR A / BB 1 ESGETT R,
eNodeB A] AJE T — AN B2 A i A 25 B BREL R AT BT AR o il 25 ] DL 46 7 I 4% 35 5))
OV RN / B0 AR IR B TR B AR (AT A A, I FL A P DA 5 A ART m 0 = 1 )
HIEENECEAE (PHZE TR B SR PR QoS &) MHRHHMTATE . 7 LB — B
A il 2 BRI 43 BC 45 B R K E A 105 W 4% TP AT AR B A ] FH . SRAbht, 7T LUK
AR A/ BUA R 2 BRI B ] DG 2 AR 88/ BRMESCER 2 AN TE YR il
eNodeB 7] DA 4% 2 AN T U, A2 ml 3R SR I 2 ] A PR B2 AL, B AR O 2 A 1
{ELHEAT ELEL AT 18 A2 151 BT B R4, JF B T WU &5 R — A 2 B s i &
(I IE BN AT BT

[0452]  [&] 60A HITIE] 60B f&7 1 i FH T AN Lt ) o iR s 4] A A i 2 2 181 60A J7R T
Bl R 28, % i 28 T] U IAE eNodeB B 5 BT FH & I (461, To 4 i W Us B
S5 ) W AR 75 %6 114 R ELASE FH I 58S o 38 BRI M AR A5 S s T FH 0 P o e ik
90 % I BRI 13 FH I B 380G o B8 — A 2 25 (10380 7] DA eNodeB AT 5 — 4 EME (#1401, QoS
B2 4R AE ) o B AR BSOS T LME eNodeB $AAT 55 —2HERAE (B0, B L) .
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[0453] & 60B fER~ T fili k28 (0 B ACHERC &, % B QPR B B A AEAS [H) 1 B IR L 4 e
S ACT EFRIRI VYA R 28 (AL By CFI D) o B ARPESEHER) m] DU FE AT S il & 2%, 7
Al R 28 7] A FR IR~ AR AT B2 055 FH ' 4 U BOKP IO AR ART A

[0454]  {E—ANSHE ], A X 4% rP K 4% IR 55 2 T AR 2 BELRD / B R 2% . AE—A
SEE 5] 5 eNodeB ] ABE L B H T2 T 40RO (st i i ] PR BB E T T
F P IR SS E & OB R 2 ESE ) SkahA G B MU E WA / Bk gs . BAEJTat,
eNodeB T DA SR IH kb 1/ 48 1] 50 A% 1 90 265 DR 15 LAASA £ v 25 43 P B 0

[0455] 1 b SCHTRHR Y, 7] BATE eNodeB B /0 4% ik 45 25 HH i 52 A2 5l 104 BT J B 4 3 F /B
7o AE—ANSLhH, AT DASET A2 31 4% B J& IV & PLVMN SRAE eNodeB 9 8 311 1 4 T
R« 75— SEHEEIH , #2301 & BT I B4 3 AT DAZE S AT B U T PLMN [ 9 28 iR 5%
2R EAT 0 JF Hosak WME ZH RS 0 FE T 2% 1 eNodeB AT .

[0456]  E—ANSEHEf S, eNodeB A DABEELE AT 2T MR (@i i ml M %
BWEE 9 nT RS BRSO E R RS ) kB AR R B RER / Bl
REs. AT, eNodeB AT LARR I Hby1fE 25 30 2 1 IR 86 TR 150 DA £ 1 80 4 e B 3 o
[0457]  — i &, B Bl & BRI T DLE RS TSP ERE AR (B8 . 72— S,
eNodeB 7] DAL B 4 FH T 18 ok 18] B8 AT AT 35 4 3 ml 4 46 9 AR 38015 T RO SRR M SR XS R B I 4 1Y
W2 3G BN AT . AE— N2, eNodeB T L TC B 9 H T2 T 05 )@ PLMN Fi / B0k
32T PGW/PCEF T PCRF 4 B B i/ SR AL A Mo VA B AR (5 8 s PE . PAE 738, eNodeB A] LA
Puig RAER s L e R P (o, RZEH %% ) B mT .

[0458]  KEI61AFIE 61B fn | — PPl TRl #5 / BRE R B TR I 28 T 1Y SE i 6] eNodeB 77
£ 6100, 7] LLE eNodeB AbFE 2% #H:3 eNodeB ZHAF L AALTR 2% \BRAE S eNodeB 244 33H4T
WE RSS2SR (B, Diameter /R T RS 48 AR VR TR HLR G )
KHAT 792 6100 [FHEAE . 7T BATE AR SCHT R T AT DSA 22 Gu B 4655 Hh AT I 24 55 905 11 2
.

[0459]  fEJ5%: 6100 [I454E 6102 1, eNodeB 7] BAMs ¥ R AT . AE— A seiitif b, 783
JEZ% (B, eNodeB 18 JE 485 ) A AL—NELE AR (B0, Jo 2k B | Bk o %8
25 ) I, eNodeB AJ DASZR b 5 iZ%— B2 S R

[0460]  {EHfiEEEAE 6104 1, eNodeB AJ LLHfE IEAEH A VR (40, To2k ik i . %
PR RS ) MEREHT S —RE (B, 5 el HRERE S HRES) . 4
eNodeB i 78 IEAEAH A H (1) B2 IR I = AR 55— (AR (BR, 82 3/E 6104 =“77") , eNodeB
A LATEREAE 6102 4RSI R, 55— 71, 24 eNodeB B 5 IEAF 4% F) FH 14 02 Y5 1) = i 5K
It B — WRME R (RO, B EAE 6104 =“&7) , fEH1E 6106 1, eNodeB 7] LA B A H ) 5
T 2

[0461]  7E#AE 6108 1, eNodeB ] LA[H] MME &I fil & #% 1 54 B LUEANZ MVE R il #
B F eNodeB HIHEFE EFFAILIN o AE—ANSLjE ), /B HAE 6108 —F43, eNodeB
AT LA DSC (11, DSC 5722) Kikfilk % 1 5 B, %8 &5 W B AR LABR G # R iy
AN . eNodeB P LAYE ELEzEF RERS (I, 82 5730) 1 RI%ETH B B0E R X 45 (1) s ik
WA (B, SGW 5708, PGW 5710 25 ) SR @S B .

[0462]  FE—ANSEjaf A, DSC AT LARE I B 9 A T 2T~ A eNodeB #2032 425 3 Bl 5
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DPC(f5lfm, DPC 5724) BHATIEAG . fE—SKitf +, DSC A] LABEFEC B N T4 M eNodeB Fir
PR RS R (B, ok 2% 1 2R ) R4k BI DPC, 78 5 —ANSLER] H, DSC Al LA
W LT U B i i 2 1 2 9 B B RS 7R SRS R A T Boh 1% R TRIR AR
VBT AZEARTE R E) (e 4R i ORI ) R 3% % DPC (i, B 36 H AT g an 1)
Pk 3604 25 ) o ZEAEAATIE BT, DPC A] LAM DSC BUSGHE W B it 5 a4 S5 B
H R S 1SN EARMEE (B, M EPEIRAES ) UG T 3T S0 fh
T e A

[0463]  {E#fE 6110 ", eNodeB AT LABR LT (14, % G VR 39 8 A5 B B 1 2 7 6h T
(I BR AT AN IR 55 (A7 K S o B A 7 B8 3 SR 25 ) A/ BRI o 7E4EAE 6108 FIEEfE 6110 w1, 7]
PAFE TR 51 4% BOAL S R HE e 6 e B BN RN/ BB 3R AT R o 1201, eNodeB ] BAX}
TERAR L B2 RS B 2% (1R B 9] BN RS B 1% 2% (1 UDNEAT SR 1, [R1 B S 0 T3
G /) JEREREATIN . AR R— 3D RIR ], AT DA SE A ks T T R B A T
N (RIS R B — i B3 B Ah 55 2 A R TR I T 32 B A& I PP AT N AT DURFFA 32
B o

[0464]  FESASSEHER] P, BEE 6108 FEEME 6110 FUERIERT LG PAT 2 K. a2t il, Bk
7R 61A T R (PR B R AR N T — kTN / SR [ BR i), eNodeB AT LAJE i i vz
TATATE & 1 ik 25/ BREL R0 (AT 20 2 9 A [R) 4 3 B2 e AT ] 50 8 119 PR 1) R 3 b R
I FIEIN o

[0465]  E— ANt b, /B NERAE 6108 FIHEE 6110 [—HR4r, eNodeB A] ALEET % A 45
PR BB LR T P9 28 4 ZE 0T DN/ BRSP4 T PR T 2 5 S5 T B ] AR e (1) & o

[0466]  {EAfiEHEEAE 6112 H, eNodeB AT LAH B A/ B8 & 5 CLEAR1ST FHAL / B 75
V28 LA H A 7 sQ0 R B D I 2 F 8 (9B, BRI OV 8 T B R B ok 2% 1 8 — AT
B BIKZ T ) o 2 eNodeB #E D4 fif e 7HZE (B, #EiRfE 6112 =“&7) , fE454E
6126 41, eNodeB A LA MME /3% fir 2 25 B ¥ J2 DAIE 61 MME 452 1B X 54 8% S iR N E AT
PRl o eNodeB A LA K1 DSC B AN #4642 L FF AN AT RR %]« eNodeB i 7] BA ] DSC B
DPC 3% fi A 2 BUH I 2 LA 3T R IRUIR A& o 7E8R1E 6102 w1, eNodeB A BLIR [H] 15 4 % 5
.

[0467] 4 eNodeB #ff 5 1 A e f ZE I (B, B 2 R 1E 6112 = “&/ ), a4 /E 6114 1,
eNodeB F] LU 5 — Bk £ MR B 1 % TE LRI E BERE AT / BUE 1AH DQIBE U AR AR 55 T =
(QoS) B&Z. fE—ANSLHERI A, vl LAH I EESS (130, eNodeB i E 28 ) SRIATAHE QoS HIFE
Po FE—ASEHEF T, 7T ST 4 / HE (a0, 209 255 ) SRAEAHE QoS FE4%, M
135 75 5% JZ B K88 1) 15 2% PH SR IBC (1) 0 28 T A B % ey S i B 2, B A BIE IR IR
2/ B A B A S B S . R B P B e 2 T O P R & A
A 78 2 1 QoS, FE— AL 1, eNodeB 7] AR AL B N A X AERR M AR / BUZE IR 31
#HIAHE QoS BHT 4% .

[0468]  {EfiEEEAE 6116 o1, eNodeB ] LARfE I ZE /2 15 D&M (a0, TR e 40
B HIAHE QoS IIBE 2S5 ) « 24 eNodeB 8 DL M UL 2 ZERT (BP, B E R 1E 6116 =
“R7)AEHAE 6122 1, eNodeB A LAVK S M B4 K T 2B (5 BEBR BURE BN I & TR I — N ELE
AMEIAHE QoS AE—ANSHEBIH, eNodeB ] LA LLS A QoS 4 B 2% I3 A s 40 I Fe AT/
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BURIEILIeS / HE7 R E A HE QoS.

[0469]  {EAfiE#EAE 6124 1, eNodeB AT LABH T A& 75 A & B8 1K ] FH 0 465 L5 FH / B0 265 4
TR RFFRE MR (B0, T BRI SE R B I & I A HE QoS 11 S BT R FH IS i A1 Y
TR ) o 24 eNodeB B8 A7 /205 (1) 7] FH N 48 BEUR AN / B 25 41 ZE CREF o i e (BRI, 1 e e
E 6124 =“"7), 7E8AE 6126 1, eNodeB 7] PAK 1% fili & 2% BXUIH v 2 PASE T fid 2% IR Ok
WA QoS Ml / BUERIFAITIN . AE— A SEHEf 1, eNodeB A BA[H] MME & 1% 18 %1 MME 45 1 R
TIN R EARD G 72 (1) i R 28 B W 8., FE BLAEHRAE 6102 ik [al I 42 5. eNodeB i T] BA[H]
DSC A% %N DSC 52 1L PR AU IT LR RPN BITH B o eNodeB I8 1] PAZEHEAE 6126 ] DSC
B DPC KI5 fih 2 7% B T S5 AR 75 8 1 SRR A

[0470] 4 eNodeB ffi & WX 25 4t fH ZE ) (B, A B4 AE 6124 =“7) , 7E#/E 6114 1, eNodeB
Al LB RN E 4 A5 B / 20 / BBl A& BUACHE QoS FER B BT (B 2 i
17) 18R 6122 AT — BN LR IEE RS / B3 AT RIS Ak

[0471] 7 &AL, B~ K EEE 6114.6116.6122 Fil 6124 7] DL & #iFAT (510,
I AT BT T R ) B A B K I 4% SR LS 2 B I % . R ERAE
6114.6116.6122 F1 6124 Xf T-1Hid QoS VA% ffift P X 45 2K Ui e A AR R (5 fi
YE R 3E R/ SR EAE ) o

[0472]  7EHANSLHEH]H, eNodeB T DASHIC B o A T3 S e ik 9] s 1R 58 27 Ix e B A 11 1%
RFTIREL BG A QoS 7E#EAE 6114 H BT FE W & Jf /D A8t QoS 7E#EAE 6122 H Frik B 1Y
= EHH TN EMEMERN Z NS H G REEPATEIE 6114.6116.6122 Fl 6124,

[0473] 41 FSCHFHR I, FEHASE B 1E 6116 1, eNodeB T] LA 5E W 4% 1 28 & 75 O 45 i 1
(flt, TR R AL B 1 & (M Ak QoS FEZR BIAN SR I AT FHESE ) o 4 eNodeB & 1
FE AR S ey CED, B e B AE 6116 = “&7) , 7E8EHRAE 6118 1, eNodeB 7] LA E 55—t
IF2e CHD, $PIT 88 1) AT 24 eNodeB B E 5 —1HIT 28 CHP, 7HIT28 1) 4 1
I CHD, B2 B 1E 6118 = “57) , fEWAE HAF 6120 H, eNodeB A] LARA % 1EAEAR A F ¥ B U5
(A TR 28 AR 2% . 24 eNodeB 52 W48 R IR O TH FEABE T 25 Aok 28 (B, #f 5
EAE 6120 =“17) , 7EHAE 6114 W, eNodeB 1] ME—NERZ MBI % ToLe (5 BERG . &
THEE A QoS 444

[0474] 4 eNodeB Ffi5E 55— 111 88 T2 W CHD, B E B 1E 6118 =“27) Bl R
B At (R, B HE 6120 =“27) , fEHAE 6132 4 (/EE 61B AT 7RI ) , eNodeB
EIYEESI ) e i

[0475]  ZHIE 618, fE4EAE 6134 1, eNodeB 1] A[A] MME A3 il 4 2 26425 ¥ 2. LAFE 7~ MME
FUG R R BT, BB BT 3 m] DL TR J6 90f / BUHEFT SR FMAT - eNodeB ik m] BATA] DSC
Rk g 2 BT B UAROR B DSC FFUA U VR #5 R U0 e, #5R2 B U AT LAE TS
A/ B R IAT . AU BE B S — AN IS, DSC AT BAXHETE DPC B 55— AN 4%
Al 68 B bR DSC 14 R AT W8 . 4k, eNodeB 34 7] PATA] DSC BY DPC K 3% fi /% 2% 2 # 4
TR DR B R BORA . 1 BTSSR, DPC A] LA TR 5 A S i 5 8 b BT
FURIRASH A o 7EHE1E 6136 H, eNodeB 7] LI BI/E £ AR 2 BN H I8 B 1% £ B T 2608
(G VI B 2 22 55— eNodeB.

[0476]  fE—ANskhtafsl e, AT DAL T8 5 1% 4% B U4 22 1) B (W b 28 1 (1) J@ PRk P AT/ B
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PAT VIR . 151701, eNodeB ] LA 5o 2215 4% 2 1% U 48 28 FHAH [R] 1 02 78 7 IR S5 3 (1 e
FHE LT A SO RO S8 — eNodeBo )& T-HH A (138 5 7 - IR &5 $R 467 th AL 2 1 55 —
eNodeB A A I, eNodeB A LAXG #% 50 15 4 U1 # 22 B & T~ tH A3 L 32 5 7 L IR S5 $ AL 7 119 Y
A (B, e T Em B A D — N ERBEAN RS ) . 4R T HM
B TE T RS BT (1 0 4% LA ASTT F I, eNodeB AT LU RS 5h % & 74 55 FH A [ (1 & FHL
T E T RS IR ST/ BRI A A
[0477]  7ERAEEEAE 6138 o1, eNodeB A LARA E 28 & 15 LML 4 eNodeB i€ D&M
PARZERT (R, BB BRAE 6138 = “&7) , fE454E 6122 H, eNodeB 7 LUK i AR A 7] 460 1 4
B 20 ) TE 2R A5 BE B P ) — N ERZ AN QoS. 24 eNodeB fi 5 10 28 v AR A et (D, o o 4
1’5 6138 = “75”) , fEMEHEAE 6140 1, eNodeB A] LR B &5 —3F I 28 2 75 L& it 1 .
[0478] 4 eNodeB & 55 v 28 i AR M) (B, B e A 6140 =“47) , 7E8f € #AE
6142 1, eNodeB T DA 2 W £ B Y5 1)V FE 2 TRl 5 = AR S8 BOIME . 24 eNodeB i 5E N
IR RE AR = Ay / ERT (R, B e R 6142 = “/7) , fEHAE 6136 1,
eNodeB F] DU ESME B & (I, 72 55— N EBGUNF ) VIHEEEFE % 55—~ eNodeB.
[0479]1 4 eNodeB #fi5E 5 i1 Al 4 Tt RS CHP, S AE 6140 = “02&7) BH ML 5t
VR R 58 = kA g/ BUER (B, B e #dk 6142 = “=27) , 7E#R1F 6144 1, eNodeB
Al DA IR 2 bR A R R B 1l o AE— D SERE ), AT DU TR e B e ok 45 1E T2k
HERERE / &1,
[0480] 4 b SCATT R, ARG / EHER: / Bah i & AR 8 HE 7 7T BAH eNodeB
F R e B e &L 41k #1%, eNodeB 7] PAFEZ 1L 'ﬁf@mﬁﬁu / BRI
FHRERA 216 2 AT b 5 7E ARG / 2 P IR BN I & A R BRI 2
[0481] FE#EAE 6150 1, eNodeB A] LA [H] DSC B, DPC K IAfil & 2% 3 “ﬁé%zﬁ%m&%%ﬁ%ﬁ%
PR o a0 ESCHT S Y, DPC AT DA T A8 i I AT i e e P 1080 B D0IRAS R 5
[0482]  {EHfE R 6146 1, eNodeB 7] LA E M4 26 2 15 LM . 24 eNodeB 52 4
FERPE R YLy (R, B e 4 AE 6146 = “&7) , 7E4AE 6144 1, eNodeB 7] LAZ (L RSN E 2818
fEHER B TE . 2 eNodeB #iE O MR UL ZERT (BD, e ek 6146 =“2&7) , 7EHE1E 6122
1, eNodeB ] AP Z v AR A U1 350 IR0 B B4 (1) e 42 0 15 B B BA 3 I & I 1B I — AN B 2
M QoS.
[0483]  [&]62 F & 65 IR T AR BN SEHB A 1) - Pl St eNodeB 7572 620063006400
6500, IX £ eNodeB J71%4E eNodeB F1 44T TPA 1 i TPA 5 /E 3 H5 ix B /B4R 2 % DSC BY
DPC PAIL3AT DSA #/E R . 72K 62 218 65 AT n Il i, B 5l i 4% 6252 ] LL4EFF
B8 — 05 M2 1) PGW 21 6260 B8 — /5 25 1) PGW2 21 6261 HVE ERELHE 215
6202,
[0484]  JEEREHE 221 6202 B & LM / B AEHF P LAIE IS eNodeB (eNB) @4 6254 il / BL
VME ZH 4 6256 SRSEIH, W1 B SCS R 57A BT iy, B 7 8 rMgERr 231l , eNodeB 6254 it
A LAAERE 5l 1 & 6252 5 PGW 6260 2 [H) 3G BRI <21 6202, FF HPAT ST TR E
H (RRW) #AE (40, a3 es BRI AT 1SS ) o eNodeB 6254 i87] AL DSC 6262 1 / BY
DPC 6264 FEAT AT LAR & R UIRAS o 755 SEHf5) 1, eNodeB 6254 W] DL E et (4140, 3l
TRz 5730 BUHAR EHERM SRS ) B sk SN AR (B, MME 6256 PGW 6260 %5 )
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(4245 DSC 6262 Al / B¢ DPC 6264 #ATIHEAE . DSC/DPC 414 6262.6264 ] LUK EC & M H]
TATH H eNodeB 6254 FrA il (I HAFRAZ S HEM / BURIRIRSHE ) 115 B k1E
H B R AT B R/ B E

[0485]  ZHRIK] 62, £ 51% 6200 [KI#EAE 6204 1, eNodeB 6254 ] LU 45| a8 5 1A 4% A
PR B2 5 B &2 88 58 = B (B, Fa 7 e i) SR B 40 EU OB S5 ) R e X 45 4
THZE. fE451F 6206 1, eNodeB 6254 7] LA B AE S ZE T 45 . 7EER1E 6208 H1, eNodeB
6254 A] LA[A] MME 2014 6256 1% 55— ZE fil % 28 45 V4 S DUIE 1 MME - 6256 [R i 24 #2580
W42l eNodeB 6254 [ERE A / BLlT1 4. 1ENHEAE 6208 [1)—&4, eNodeB 6254 i 7] LA [H]
DSC 6262 B, DPC 6264 K% R o RS ASLHEF] H , 7T DA BB R B W) et ix e e 4 ik 32
B .

[0486]  7E#E{E6210 1, eNodeB 6254 A ARG (4540, < 1 I BT I8 15 FE K (1) 42 57
XTI B I S5 IR SR R B A M TE G SRS ) AU (RA, f2 k82 ok B oA b (1) 7]
).

[0487]  7EE{E 6212 H1, eNodeB 6254 A] LAH B A4 MW B2 L& AR5 m] A / B &8 DL
i 77 sk AR B e T I EEIHZE (BT, SEIRATH O MR AR K15 ) o fEER
£ 6214 H1, eNodeB 6254 T LA MME 6256 & 1% fift & 2% XU ¥4 S LA A1 MME 6256 152 1ERR i)
R, I H B SR 2 | DSC 6262 1/ B DPC 6264 Kik%d . fEiEfE 6216 1,
eNodeB 6254 7] DL [A] H 1E 8 F e R B 0

[0488]  [&]63 iR | H Tl — DB Z MBS 6252 (AR QoS FEJ kg v /X 45 1
FEM L] eNodeB J71% 6300, 3N E 6252 AIREAC T HAE S —A4 (HI, 5 =) MZ K
PGW2 6261 2 [A] ()75 BRI <> 1k 6302

[0489]  7EJ5V% 6300 K451 6304 H1, eNodeB 6254 A] LARHE 45 A S ZE (1) (A4, d i i
SE 1E A FH 0 B 0500 o 2 AR B ) o 7E354E 6306 1, eNodeB 6254 ] DL E AN /
B E B ZE T A

[0490]  7E#AE 6308 H1, eNodeB 6254 7] LA[H] MME 21 6256 J< 156 55— 28 fil 2 25 2 45 V1Y
S LLIEE MWE 6256 BRHIZT/M 25 % 2% ] eNodeB 6254 [ EM / BilI# . 1EA#EAE 6308
[K—#B4y, eNodeB 6254 i&£T] LL[E] DSC 6262 il / BL DPC 6264 KikH#4k

[0491]  7E4E/E 6310 H1, eNodeB 6254 A ARRHIRITE I . 7EAEHEAE 6312 1, eNodeB
6254 T LR E I 25 4H 28 14 RARRCR B e o 7E4RAE 6314 1, eNodeB 6254 ] UL FE— B
Z Bl 6252 F T ALY QoS FEZR, IX AT MR IR e gk / HEy (fltn, 00 256 )
KIAT . 7EHEAE 6316 H, eNodeB 6254 7] LU BTk FEHIRE B 1 & 6252 1 QoS &L .

[0492]  7E#E{E 6318 H1, eNodeB 6254 A] LAHE A4 B2 L& AR5 m] A / B &8 DA
i 77 SRR B T T I ES IR ZE (10, IR O TR — AT B2 KT AE ) o AEERAE
6320 £ #EA1E 6322 1, eNodeB 6254 A] AR E K (R 5)) & 4% 6252 I — B Z A4
Hh QoS.

[0493]  7E#:{E 6324 1, eNodeB 6254 A] LA 5E SR TSR 22 T FH AT/ B0 2 4 ZE ORFF 45
fil ko 7E3AE 6326 H1, eNodeB 6254 A DA MME 6256 32 fith & 5 BT ¥ 2. LAIE %1 MME 6256
fo IR PR AL B A4, I HLm) DSC 6262 A1 / B DPC 6264 KIEZEEHE .

[0494]  7E#AE 6328 1, eNodeB 6254 A] LA RR X AL PFMITIA I R 7E4EAE 6330 1,
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eNodeB 6254 Fl1 Z e A] LR [l IR FEERIERAL (1, Fa e IRASEAER D) .

[0495]  [&] 64 7R 1 H Tl i AT VI B Ak DA B B A0 & 56 8 22 55 — Bl SR A v Y 5 4
FE M SETE ] 7715 64000 FE#EAME 6402 1, 55— eNodeB 6254a A LA I WY 45 M1 28 . £E #4E
6404 W1, eNodeB 6254a 7] LA Ja S ZE+HI) 2% . 7E#4E 6406 H, eNodeB 6254a 7] DA Ja] MME 41
14 6256 K% 55— ZE A R 25 B LLIE A MME 6256 BREIAIAME 5134 21 eNodeB 6254
[KIEERE A/ B, VB NEEAE 6406 [K)—FE4), eNodeB 6254 i 7] BAIH] DSC 6262 A1 / 5% DPC
6264 KL E L.

[0496]  fE#EAE 6408 1, eNodeB 6254a 7] DAPRHIHZIFER YT N . 7E#EAE 6412 H, eNodeB
6254a T LLIEFE— PN ELZ N EE B % 6252 F T ALY QoS B2, iX m] LLRAE L /o2t / HE
F7 (B, 200 25 ) SRBAT . EEEAE 6412 W, eNodeB 6254a ] LA 5 09 454 4H1 £ 1 AR 48
IR B . TEEEME 6414 1, eNodeB 6254a ] LUK BTt PRI FE Bl 1 4 6252 1] QoS FE4K .
[0497]  FE#EAE 6416 1, eNodeB 6254a R] LA & W 4% 4 28 i R Ak s R Bl o (R, B X
—/NEEZ )R A TIAHD QoS IR ) o« /EHEE 6418 1, eNodeB 6254a 1] LA[A] MME 6256
RIEE kA EEHEE, IFH M DSC 6262 Al / B DPC 6264 KIXZZEEHE .

[0498]  7E4E1E 6420 1, eNodeB 6254a 1] LLEFE—PNEZ M EE) %% 6252 T HEE R
— AN R R UARIEOLE S/ HEE (B0, GRS ) SRPAT . RSN SE
Yk 6420 A] LLAFELE eNodeB 6254a 55 DSC 6262 X [8) 58 #r &% B 50 & 15K .

[0499]  FEXANSLEM|H, MME 6256 Al / B DSC 6262 7] LUK AL T 28 T 8i/E FH T HAE
6440 H U] (R BER R (1) eNodeB fE N B An. R RGN eNodeB #1E N B #r, #:4E
6440 7] DAL HE K& HUH R Se W U1 FE W S, Eu ansE# /R 6420 A Bir i i 16 JR G [m) 171 4
TR o AT DA e AR 3 i et B s HT 9SS K26 %2 DSC 6262.DPC 6264 BLEE ¥
24 [ DSC (1, DSC2 6272) .

[0500]  7E—ANSKhtafsl b, P BN & T U1 n] DLS MME 6256 AHEME / Th 34T .
#ian, /E4EAE 6420 1, MME 6256 T LLIE T30 &4 R U140 22 1 B (1) 2H 14 16 J8 ket Bir
Y PEIAE BN 15 4 T LABE 6 88 28 (R4 — eNodeB (eNB-2) 6254b AT RN 1% S 2445 HH
FH R E 7 IR S SR A7 L SO AL P A B R 56— eNodeB, #2E 2 M@ T R iz
B RS PR AR B R 1 eNodeB (921, Bt R T3 & i B ML 5 — AN e i
BANRATE) . Y eNodeB 6254a Fll / BLMME 6256 i HIFH#E (BUEE 7 RS- BERT S5 )
B R B JE T AL 5 28 S ASTT T R A2 50 ik 4% 6252 1, eNodeB 6254a FiT / BY
WME 6256 7] DAEREHAFAME (BSOS E /™RSS ) Brifa / EIER ML At
[0501]  FET77% 6400 HyAE 6422 1, 85— eNodeB 6254a ] DL — B Z MERIEE) X
#6252 Ul B4/ BARET / Frbr iR K55 — eNodeB 6254b.

[0502]  FE#E{E 6424 1, eNodeB 6254a T] LA E WX 45 1 28 W R A R R Bl g o (B, REH
Ba R &) 25— eNodeB 6254b) o 1EEE{E 6426 1, 25— eNodeB 6254a 1] LI Hi /ML 5
WA 6262 Tl 24N BARIG / Frdn iR 5 — eNodeB 6254b.

[0503]  fEHE{E 6428 H1, eNodeB 6254a A LA B A/ SRR O3 A] AN / BRE & BA
Hopt 7 R B o 1 45T 28 . 7E#AE 6430 1, eNodeB 6254 A LAIA] MME 6256 A 1% il
REFHIHE R, JFH. M DSC 6262 i1 / B DPC 6264 KIXZEHIHE

[0504]  7E#EAE 6432 1, eNodeB 6254 F1 Z 4 n] LLR [F] IEH B GG (440, Foe RS #
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PEREL) .

[0505]  7E&ANSEEf] o, DPC 6264 7] LLE Ly B 6442 55 W44 Hh ) DSC (5121, DSC-2
6272) BEATIELE, 1% B AT LLH T iEsE A0S M 3RS B 5 6442 45/
eNodeB 6254a H1FTAE IS B, WD T W28 ST B2 (RO, Rt 7 &N BRME D) B =
B (51101, QoS A U FRIA 2 1ESE ) M5 S . BAIT7 a0, DPC 6264 7] DAE H B I Hb
XTEIAT Y 28 R 100 A7 T (1) 5 8 B AT 0 A 6 e 5K

[0506] & 65 fE7R 1 — i T 18 3 BRAT It 5 L o e 1 F AR ke IRW) 6% 1 2 11 SE2 it 461 g 32
6500, 7EHEAE 6502 H1, 55— eNodeB 6254a 1] LLKG U 4% 4/ 26 . 7E#:1E 6504 1, eNodeB
6254a 7] LAJE B ZE T 28

[0507] 7 #E{E 6506 H1, eNodeB 6254a 7] LA [h] MME 2H4F 6256 1 / 8% DSC 444 6262 K 1% 4
— ik A 255V B LLUE A MME 6256 1/ 3% DSC 2044 6262 BREIAI4ME 5% % 2 eNodeB
6254a (K56 AE M / B4t . eNodeB 6254 i 7] LAa) DSC 6262 H1 / B DPC 6264 KixEH. 5
WirEE 62, [ 63 FE 64 s IS K B AH 2, 4 6506 4 @7 il B 88, (AT —Fh 7
TRER AT LA T AN S2 a5 b o 91301, eNodeB AT BAA MME 6256 & 3% —NH B, AN eNodeB
[a] = AN BB B A6 =N S, MME B BATE) DSC 6262 % K B A4S, 3 B DSC ] bA
] DPC 6264 % R EIZ.

[0508]  7E#AE 6508 1, eNodeB 6254a 7] AR HIAL LRI YN . FEHELE 6510 H1, eNodeB
6254a A] LI 5E 9 4% 10 28 v R g gk R Bl e (RO, B R DINPR 156 ) o 7E#E4E 6512 1,
eNodeB 6254a 1] LU FF—DELEZ MR #% 6252 FH T AN AL 1 QoS P4, 1X v DA AL e
9/ HEy (B, o JEZ5E ) SRPAT. 7EERME 6514 1, eNodeB 6254a AJ LUK BT £ I 2
B A 6252 [ QoS FEL

[0509]  fE#fE 6516 H1, eNodeB 6254a T LA & W 2 M1 ZE 1 R A ol i B e (BRI, B4
— NN B) R A QoS IFESL ) o« 7E454F 6518 1, eNodeB 6254a 7] LA[A] MME 6256
RIKEE b ey B 9 Ho ] DSC 6262 AT / BY DPC 6264 KIEEHW B

[0510]  {E#EfE 6520 1, eNodeB 6254a A LLIEFF— AN EZ MEEI%& 6252 HI TH# B E R
— AN Z R ] DRGSR / HEP (B, 2 2% ) VAR & R / B8
AT B ER B A 5 & JE R AT .

[0511]  FEHE/E 6550 H1,MME 6256 A] LA{E DSC 6262 H4H B T A b T 2 vh 8075 18 IR
LN eNodeB FEN B AR, FEAANSLHEH] H, MWME 6256 7] LUE L5 BT DSC 6262 AR E &
S (1) DSC 55 — 2% [ MME (491401, MME—2 6580) BT 1B Skt R4, [
Frit e, 55 — eNodeB ( R, eNB-2 6254) n] A7ESE %% (405 MME-2 AHIFII M 4% ) H,
F£ H A MME-2 R b #4564

[0512]  fE#E/E 6550 H1,DSC 6262 7] LKA 4b T 28 Hh BU7E B BER 0L T 1 eNodeB fE N B
Fro AEEASSLHE] H, DSC 6262 A UM 5 58— W2 1 ) MME (%1401, MME-2 6580) #4718
Bl RS MY, WEEA] LUETT DPC 6264 KA R B RGHIRE RS H 1 DSC 2
i) 55— eNodeB ( H, eNB-2 6254) 7] LAZESE 4% 1, - H A MME-2 B2 U484
[0513]  7E#{E 6522 1, eNodeB 6254a A] AN BTk BER 1% 45 V1 #2255 - eNodeB 6254b,
AT LA MAH [ 1 /0 2% B85 AS [3] (1 9 28 3 645 — eNodeB 6254b. fIHR 45 — eNodeB 6254b 3k
A 4%, MME 6256 7] LA AESE 45 o (1) MME EAT BE, B BIME RT BLIE S DSC ki
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170 W1 ESCHTRTB I, Pk R 2425 T 5% — eNodeB 6254a #H [F] (158 7 IR G2 k7T L BX
HAH 2 B A SO AL 5 — eNodeB, 255 2 B & THH [F] (1403 78 7 IR S5 3R A 1 L B0 AL 1)
eNodeB (440, fifJ& T iz B HAEH MK 7 — DN EE AN RSE ) o 231l A eNodeB
6254a M / B MME 6256 AL (BUSE T IRSIRELRTSE ) Frifla BIEb 8 Tt 2 1
AT T #5014 6252 I, eNodeB 6254a 1 / BY MME 6256 £ / B DSC 6262 A]
PULEFE A FIAM S (BUSE R RS UERSE ) Frila / SRR Es At

[0514]  7E#AE 6524 1, eNodeB 6254a 7] A E M ZE v 25 T4 . 7E#:AE 6526 1,
eNodeB 6254a FJ AFFUH 2 IERE B 1 & 21k, X A] LR ERAR e 4k / by (i, 20 256 )
KAT . AEREAE 6528 w1, AT U IE— DB Z NN & 6252 [—DEEZ il EHAE
6540 1, eNodeB 6254 A] LAJA] MME 6256, DSC 6262 F1 / B DPC 6264 K Ik,

[0515]  7EHEfE 6530 ZHEAE 6532 11, eNodeB 6254a A L4k 28 b B 2% 2 2316 3 L
W 28 T K AT PR DL E 2 1 i e 7 N4 428 o fE45AE 6542 1, eNodeB 6254 A LA[A]
MME 6256, DSC 6262 Fll / B¢ DPC 6264 Kik%4t, fEEAE 6534 1, eNodeB 6254a 1] LLEfE
W 2% 1 22 O i v o B354 6536 11, eNodeB 6254a 7] LA MME 6256 H1 / 8% DSC 6262 &
il FEEUE WS, 3R HL A DSC 6262 FI1 / BY DPC 6264 Kik%E ., £F#A4E 6538 1, eNodeB
6254 M1 Z G0 A] LAk o] IR BRAER OG0 (40, Fee RS E AR ) o

[0516] 11 F3CZHEE 64 FristiB i, DPC 6264 AT LB E (& 65 FRRE ) 5% =K
2 W1 DSC BHATIE S DASE T M eNodeB H ek ol [B] 2z M B2k (1) 50 T I 48 Sy A (D, 8
TEARE ) BURERE (B, QoS B I HIE S UREE ) I SR A sh &S
g A .

[0517]  [&] 66 &7~ — P HhAT DSA £ AF 1 SEi 191 7 2% 6600, fE#RAE 6602 H, RS54 (40
DPC) 7] LAZE ST 4 55— 015 W48 IS BE I, 1255 — 1B 5 MR B 55— 2N FEEE /N X 0 o
A/ B eNodeBo fEHAE 6604 H, MR 5548 AT LAEE V7 28 58 {5 W 4% R 15 BE 0%, 1458 A5
W2 B 58 2 AN EERE /N ik AT/ B eNodeB

[0518]  FEHEAE 6606 1, k55 25 W LA & 55— 1815 W 25 1 RF Al 52 52 5 7T T 4 i
(A4, AR 45 2% v DA A B SCATRH iR ) DSA J7vER IGAT— Pl DSA 57 ) » 7EHEAE 6608 H, ik
2545 A LA e m] T BB RE S S5 IR BB E . 7E3AE 6610 9, RS 25 7T AR 75
Beack B2 AR 5 ] T 43 R i RE BRI — 384 B2 IR 3T A0 . AE4RAE 6612 H, RS54 7]
DI %N 55 3845 W 2% 1] AR AA A8 A BF 4B i RE SIS U8 . AE4EAE 6614 o, IR 5% 2% 7] LALE
A Ty B e PRI AT B 5 1558 Ty WA 53 e DA B8 38 15 X 4% 4 FH 16 RE A3 55 5 1) gk AT
PRI

[0519]  7r#EfE 6616 H, RS ZHME (10 eNodeB) AT LMt Pk 434 H 2 A E B S 4%
A Z AN REBN AR I T o AE— DL, eNodeB 7] LAFESE—IBE M 4% . £E
F—NSEREFIH, eNodeB 7 LAZE S L IEAS 4% H

[0520]  7E#{E 6618 H1, eNodeB W LARA & W 4% 5 Pt AT FH 2 7588 BIME . 7E45 1 6620 1,
eNodeB A LAamid i 44T B SCHT i Skt 7 v (40, J59% 6100 55 ) i RAFART— i
BT AR A B HE R E AT 8 . fE4R1E 6622w, JIR55 48 7T LA B 55— 185 2% 2
T3 T R oLt (HD, B T421E 6618 o eNodeB [WHfE ) RKER T2 BCIF) RF AL 7
Tiio FEERAE 6624 th, IR 5525 AT LAME BT 52 458 4 Hh (58 — 3015 X 28 225K i - B (1) RE A
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Y o A 2 IR S 2% B 0 RN A% N A% LA T BT K RE S0 U5 . AR
F 6626 1, fR 5528 7T LASE BT 28 5 s 22 LALRE X 5 Ll E X 4% 2 1L Y B 4 B RE A0
BRI T BT AR RIS B

[0521] & 67 @7~ 7 M eNodeB ) A FE KB I SEIER ik 7E4AE 6702 1, eNodeB ( B
eNodeB AT (5 FIATATACHE AL A BRSO AR ALAF ) T DA I 4% B A . 7
— AL, eNodeB AJ DA $5 2AN 2 Bl 1 A& B A FH (1) X 8% 25 0 1) &5 IX e 8 ) 15 4% ] LA
Bt 2 A JZBUAR SR A

[0522]  7E#AE 6704 1, eNodeB ] DA 52 WX 4% B Y5 {3 A& 7B B . 7EER1E 6706 H1,
eNodeB T DA T8 7o P 2 Bk PP R AT 540 (a0, S St ) 7792 6100 %5 ) o
[0523]  7EAE 6708 H, eNodeB 7] PAIA| A5 A 45 2% (#1401, DPC) ARk BEYR & yH B . W5
R 5525 T LA C 9 FH T4 ] RE BI0RE B2 5 P i — 3043 B YR 3 o /B3 HE 55 — eNodeB 158
— I L% 55 EAE LR 2 ).

[0524] &1 68 7 7 M\ DPC ¥ A SR B R SEHe ] 7732 . AE4AE 6802 w1, DPC Rl AT 2 58
— I % T RS R . 7EERYE 6804 th, DPC W] LS 58 A P 4% v R S B
7EHAE 6806 H1, DPC ] DA % 7R3/ E R I B — B 5 45 2 WA T BC 54 (RF) i
TR = .

[0525]  fE#E4E 6808 H, DPC W] LA#A & Al FH T AL I RF Sk SRy &= . /E#fE 6810 H,
A LA AT ) RE BE95H B — 30 B2 AE45AE 6812 1, DPC A DL AN SE (5 M 4% m]
PAFF a6 8 FHAE AP 38 6810 H ir - EC i RE A0S B2 7EER 1 6814 H, DPC A LAE S 5 H 4l e
HIE SR AL 5 5 T4 55 M4 73 e ACHE 58 004 WX 483 FH 1) RF 43008 8 5 1) S - AT A il

[0526]  fE#AE 6816 H, DPC A] LA B 85— [R5 M 245 111 eNodeB [ B 52 4574 B o
TEHAE 6818 H1, DPC ] DA E 55— 185 W 25 /2 15 B T B U2 9 B R B SR BT 43 R 1 RF i
TG IR. AEHERAE 6820 ', DPC AT AN ST AR o 1 58— 1845 0 25 B SR BT 43 L Y RE A3
T YR P A 2> — L BRI I R 1% B [ I A R 2 A FH BT 4 C 1 RF A0S SRR . AR
£ 6822 w1, DPC A] LARE BT A2 55 £ 22 LA FR T 55 i 45 WX 4% 2 1L A8 Fir 2B 14 RE A
BEIR IR [ AT FR RS B

[0527]  &ANJ5 AT AE S FIRE B vH 5k & LS, Horp i — AN R e oR eI 69 o HARck
Ui, B 69 2T AN IE H TS5 5 T — & 098 B il / 18 55 HLUE 6900 IRE BSR4
I RGHE . 1855 HLE 6900 ] DAL FEALFE2S 6901, 1% 4b FE 23 #1231 P 347 2% 6902 2
TNER 6903, DL 4775 2% 6908, T3 A, 1 B HLUE 6900 TG T 3 RN A LRGSR B IO R 2R
6904, %R e Pl 4 2 LR EIRFERE AN / BUAR & AL A 6901 I 53 HL iR U R 1 6905 %
5 UL 6900 18R EAE FH T 40O PN SE SR PRI BUR B 5% 6906

[0528] LAY ()& 5 Hi 1 6900 I K5 /5 & whd / i 6d (CODEC) HLP% 6913, 1% 5 & b /
i FE ERRE B R ) 22 v U S B A O IE T e 40 S (W 208 2 01 BLRS BT B Ui i 7=
B AR DA ARG 5, X BB S S R L4 5 2 6908 DL RS & . [FIRE, Ab IR 4R
6901 TLZR IR AL 6905 AT CODEC 6913 HH—ANE 2 A1) DVEFERL 75 5 4b 38 48 (DSP) H
B CRBMIRH ) o WEE S 6900 AT LA — D ARG T B4 % % 2 MR Dh 2 Fa R (5
(1) ZigBee £l (BRI, TEEE 802. 15. 4 2l )  BIARSSAL @5l i (5140, LI s
@B WiFi PR HEEREE ) o
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[0529]  WIAE) 3 R G0 NI 2 m] e T (1) IR 35 28 1 2% A 11 70 o B s R IR 85 2% 7000 [ 5K
IAFESE P E T Re ) LIRSS f] . MRS A 7000 W AEREE R 5 K A E RS 7002
MK EAE G T RAT RS (InAIREN 3 7003) [IALEERE 7001, A4S 2% 7000 & A] A FE #5422
FILLFEEE 7001 (AL RN 2% B0 A% (CD) B DVD 2 0REN %8 7011, RS 2% 7000 iL 7] A HE
FERN AL ERZE 7001 BT 5 M4 7005 27 B0 R I 28 42 N3 11 7006, be i 42 31 L Ath
HAE RS HHLF RS 25 (1) R4

[0530]  ALFEZE 6901.7001 7] LA P AR 484 (B ) i B AT 4G DUR #A 19 %
ANTTIH I EhRE H 2 A D BE AT AT ] dm FE A AL BE 25 U BB B 2 ML BB o AL
B, AR L AN LAY 7001, W E T RLN(E ThRE I — M EAR A B B T s T
HARRE I — AN AhER S o 8, AR5 R B U7 ] HE R N2 B AL EE 2§ 6901.7001 HH 2 T, 31X
WG B P AR A AE N AT A 2% 6902.7002 . AbFE 2% 6901.7001 A ALFE & AL S AT
BT AW AN A7 Sy . SR S5 2sh, AL TR S 5701 PIAHE & LAl L A 3§54 1)
WA RS - 70— Lol B b, e (72 1] LU AR B AL EE 25 5701 A A7k 2%
e WIlEiERS 5702 P LR 5 RIEEEE & R MEAEE A (WAAE ) , BB TR G . Ak
AR BB, AR 28 00— 5| SR fe Ab TR 2% 5701 AT M I BT A 4718 25, B 55 N BSR40k 2%
5702 3N BB T I AT RE R AT i 2 - DL AL ZS 5701 A B N A5 2%

[0531]  SEREGIALHE AT bL EREA M 8 L S TE AP £ RP 77 58 10 7%, SEEHIE 5 B
% SCIN DPC 77 VA RIS RG . LHEHIEBFEAPAT LA R R 7 M2 68 v HAL A AT 45
A AEBES THEAL AT IAEE N

[0532]  FRAMFIR (1) 77 2 AR R ik P2 3 2 A D b BH A 7 491 i AS 2257 B SR B 7 06 20 DA
S I NG AT & Bl S (20 B . AR U B AR IR B, AT RAF RE AT AR i
7 AT BT SE RG] (2 BRI« F 5 7 R 5 7B T R VA R HEAS AR PR D IR 1
I 53X e im0 T 58 2 vk R 51 S . i B, DL 20 oo f AT S A (1
WHE e ] “— N7 P BT ) AS LB AR AR iz oo R R i T A
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