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INDEXING TIME - TRAVEL TRACES storing a full record of memory addresses / values read and 
written during execution , some debuggers may record only 

CROSS - REFERENCE TO RELATED the memory values that are consumed ( read ) by the pro 
APPLICATIONS gram's code instructions . Additionally , rather than tracking 

5 each code instruction that was executed , some debuggers 
This application is a continuation of U.S. patent applica record only data relating to a small subset of these code 

tion Ser . No. 15 / 631,872 , filed Jun . 23 , 2017 and titled instructions ( e.g. , the side effects of their execution , the 
“ RESOURCE LIFETIME ANALYSIS USING A TIME register values supplied as inputs ) . Then , during replay , the 
TRAVEL TRACE , " which will issue on Jan. 22 , 2019 as programs ' code is re - executed while being supplied with the 
U.S. patent Ser . No. 10 / 185,645 , which is a continuation in 10 traced memory and register values , which causes the pro 
part of , and claims the benefit of , U.S. patent application Ser . gram to re - execute in substantially the same manner that it 
No. 15 / 591,521 , filed May 10 , 2017 and titled “ QUERYING did when it was traced — including reproducing the same 
AN INDEXED TIME - TRAVEL TRACE , ” which issued as memory state , processor register state , etc. at discrete points 
U.S. Pat . No. 9,983,978 on May 29 , 2018 , which is a in time . 
continuation - in - part of U.S. patent application Ser . No. 15 However , while the forgoing techniques can provide 
15 / 453,060 , filed Mar. 8 , 2017 and titled “ INDEXING A significant benefits during tracing ( e.g. , small trace files , 
TRACE BY INSERTION OF MEMORY SNAPSHOTS low - overhead of tracing , etc. ) , the trace files they produce 
FOR REPLAY RESPONSIVENESS , ” which issued as U.S. may not be optimally suited for a responsive debugging 
Pat . No. 9,959,194 on May 1 , 2018 and U.S. patent appli experience . For example , obtaining program state ( e.g. , 
cation Ser . No. 15 / 453,008 , filed Mar. 8 , 2017 and titled 20 memory and register values ) at given points in time may 
" INDEXING A TRACE BY INSERTION OF KEY involve replaying significant portions of program execution . 
FRAMES FOR REPLAY RESPONSIVENESS , " which This can provide an undesirable user experience , since it 
issued as U.S. Pat . No. 9,934,127 on Apr. 3 , 2018. The entire may take a debugger long periods of time to respond 
contents of each of foregoing applications are incorporated given user query ( e.g. , to replay to a given breakpoint and 
herein by reference in their entireties . 25 provide program state at that breakpoint ) . 

For example , in order to respond to inquiries , existing 
BACKGROUND time travel debuggers replay the entire trace in response to 

the inquiry . This involves the debugger single - stepping 
When writing code during the development of software through each instruction , while keeping meticulous book 

applications , developers commonly spend a significant 30 keeping about the instructions executed . Then , the debugger 
amount of time " debugging ” the code to find runtime and uses this bookkeeping to produce a response to the inquiry . 
other source code errors . In doing so , developers may take Thus , for example , if an existing time travel debugger were 
several approaches reproduce and localize a source code to receive an inquiry for functions that allocated memory , 
bug , such as observing behavior of a program based on but did not later de - allocate that memory , the debugger 
different inputs , inserting debugging code ( e.g. , to print 35 would single - step through the entire trace in response to the 
variable values , to track branches of execution , etc. ) , tem inquiry , while keeping bookkeeping for each function called 
porarily removing code portions , etc. Tracking down run ( e.g. , their memory allocations and frees ) , and then use this 
time errors to pinpoint code bugs can occupy a significant bookkeeping information to form a response to the inquiry . 
portion of application development time . The time needed for the debugger to replay the entire trace 
Many types of debugging applications ( “ debuggers " ) 40 in response to a given inquiry can be substantial , often being 

have been developed in order to assist developers with the on the order of hours to days for mere seconds of traced 
code debugging process . These tools offer developers the execution time . 
ability to trace , visualize , and alter the execution of com 
puter code . For example , debuggers may visualize the BRIEF SUMMARY 
execution of code instructions , may present code variable 45 
values at various times during code execution , may enable Embodiments herein expand the utility of time travel 
developers to alter code execution paths , and / or may enable debuggers by leveraging recoded trace file data to enable 
developers to set “ breakpoints ” and / or “ watchpoints ” on queries based on the lifetime of objects of the program upon 
code elements of interest ( which , when reached during which the recoded trace file data is based . For example , 
execution , causes execution of the code to be suspended ) , 50 embodiments may enable queries based on resource ( s ) iden 
among other things . tifiable in the trace file data , and which include one or more 
An emerging form of debugging applications enable conditions based on lifetime of those resource ( s ) . Some 

“ time travel , ” “ reverse , ” or “ historic ” debugging . With “ time embodiments enable application programming interfaces 
travel ” debugging , execution of a program ( e.g. , executable ( APIs ) used into the trace to be normalized to events that are 
entities such as threads ) is recorded / traced by a trace appli- 55 selected from a standard set of events . Other embodiments 
cation into one or more trace files . These trace file ( s ) can enable machine learning and / or statistical analysis on query 
then be used to replay execution of the program later , for results to facilitate refinement and analysis of the results . 
both forward and backward analysis . For example , “ time In some embodiments , a method includes querying 
travel ” debuggers can enable a developer to set forward resource lifetime using a trace of program execution . The 
breakpoints / watchpoints ( like conventional debuggers ) as 60 method includes identifying a query expression targeted at 
well as reverse breakpoints / watchpoints . least a portion of the trace of program execution . The query 

During recording / tracing , a “ time travel ” debugger may expression specifies at least ( i ) a data object representing a 
take approaches to recording trace files that increase the plurality of events identified in the trace , each event asso 
practical amount of time that a program can be traced , that ciated with one or more attributes relating to resource 
reduce the impact on the program being traced , and / or that 65 lifetime , and ( ii ) one or more conditions matching the one 
reduce utilization of resources on the computer system ( s ) on attributes relating to resource lifetime . The method also 
which the traced program executes . For example , rather than includes , in response to receiving the query expression , 
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processing the query expression based at least on an analysis FIGS . 18A and 18B illustrate examples of machine learn 
of an identified subset of the trace . The method also includes ing that is applicable to processing searches ; and 
based on processing the query expression , presenting a FIG . 19 illustrates a flowchart of an example method for 
result data set that includes or identifies at least one of the performing a search over a trace of program execution . 
plurality of events that meets the one or more conditions . 

DETAILED DESCRIPTION This summary is provided to introduce a selection of 
concepts in a simplified form that are further described 
below in the Detailed Description . This Summary is not Embodiments herein expand the utility of time travel 
intended to identify key features or essential features of the debuggers by leveraging recoded trace file data to enable 
claimed subject matter , nor is it intended to be used as an aid 10 queries based on the lifetime of objects of the program upon 

which the recoded trace file data is based . For example , in determining the scope of the claimed subject matter . embodiments may enable queries based on resource ( s ) iden 
tifiable in the trace file data , and which include one or more BRIEF DESCRIPTION OF THE DRAWINGS conditions based on lifetime of those resource ( s ) . Some 

15 embodiments enable application programming interfaces In order to describe the manner in which the above - recited ( APIs ) used into the trace to be normalized to events that are and other advantages and features of the invention can be selected from a standard set of events . Other embodiments obtained , a more particular description of the invention enable machine learning and / or statistical analysis on query briefly described above will be rendered by reference to results to facilitate refinement and analysis of the results . 
specific embodiments thereof which are illustrated in the Additionally , other embodiments address differences appended drawings . Understanding that these drawings between performance and resource utilization goals during 
depict only typical embodiments of the invention and are not trace recording vs. trace replay are addressed by indexing 
therefore to be considered to be limiting of its scope , the trace files for responsive replay — including replaying data 
invention will be described and explained with additional stream ( s ) from a trace file that was generated at trace time , 
specificity and detail through the use of the accompanying 25 while recording an indexed trace file with characteristics that 
drawings in which : account for the performance and resource utilization goals of 

FIG . 1 illustrates an example computing environment that replay ( and , potentially , the replay computing environment 
facilitates time - travel debugging ; to be used ) to provide a responsive debugging experience . 
FIG . 2 illustrates an example of an indexing component ; Additionally , in some embodiments , recording this 
FIG . 3 illustrates an example timing diagram representing 30 indexed trace file includes breaking trace data stream ( s ) into 

a portion of execution of three executable entities ; a plurality of sections through the insertion of key frames at 
FIG . 4 illustrates an example of a trace file recorded based identified points of interest — in which each section is 

on the timing diagram of FIG . 3 ; defined by its bounding beginning and ending key frames . 
FIG . 5 illustrates an example of an indexed trace file , The points of interest are identified based on program 

generated based on the trace file of FIG . 4 , and which 35 characteristics that are of general interest during debugging 
includes additional key frames based on replay goals and ( e.g. , function boundaries , exceptions , etc. ) , as well as target 
identified points of interest ; section execution times ( i.e. , ensuring that each section is of 
FIG . 6 illustrates a flowchart of an example method for a size that will execute within a target execution time range ) . 

inserting key frames during indexing of a trace for respon As such , a debugger has access to a granular set of trace 
sive trace replay ; 40 sections that can each be replayed ( starting their beginning 

FIG . 7 illustrates an example timing diagram representing key frame ) in order to reproduce program state at interesting 
a portion of execution of three executable entities , along points in program execution , avoiding the need to replay 
with corresponding memory snapshots ; large portions of program execution . 

FIG . 8 illustrates an example of an indexed trace file , Additionally , in other embodiments , recording this 
generated based on the trace file of FIG . 4 , and which 45 indexed trace file includes pre - calculating memory 
includes memory snapshots based on replay goals ; addresses and values that are encountered during execution 
FIG . 9 illustrates a flowchart of an example method for of different sections of a trace data stream , and storing an 

inserting memory snapshots during indexing of a trace for additional trace data stream , including storing memory 
responsive trace replay ; snapshot data structures that include these pre - calculated 
FIG . 10 illustrates an example of generation of a reverse 50 memory addresses and values . As such , using these memory 

lookup data structure from a trace data stream ; snapshots , a debugger can quickly return memory state at 
FIG . 11 illustrates a flowchart of an example method for many points in the trace , further avoiding the need to replay 

augmenting a trace with at least one reverse lookup data large portions of program execution . 
structure during indexing of the trace ; Additionally , in other embodiments , recording this 
FIG . 12 illustrates an example of a query component ; 55 indexed trace file includes generating reverse lookup data 
FIGS . 13A - 13C illustrate examples of conversion of structures , and inserting them as one or more additional data 

query expressions to corresponding data structure represen streams into the indexed trace file . Reverse lookup data 
tations , and evaluation of those data structure representa structures associate attributes observed during trace replay 
tions ; ( e.g. , memory addresses accessed , return values observed , 
FIG . 14 illustrates a flowchart of an example method for 60 etc. ) with the trace section ( s ) during which they were 

performing a query over a trace of program execution ; observed at replay , or during which there is a certain 
FIGS . 15A and 15B illustrate example queries that oper probability they were observed . These data structures facili 

ate on the concept of resource lifetime ; tate quick and efficient inquires over the indexed trace , in 
FIG . 16 illustrates a flowchart of an example method for many cases decreasing the time and processing resources it 

querying resource lifetime using a trace of program execu- 65 takes to process an inquiry by many orders of magnitude . 
tion ; Other embodiments utilize indexed trace files to quickly 

FIG . 17 illustrates an example of a search component ; and efficiently process and respond to inquiries . One such 
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form of inquiry is a structured query , which returns a result Further , upon reaching various computer system compo 
set based on building an internal representation of the query nents , program code in the form of computer - executable 
and evaluating individual portions of that representation in instructions or data structures can be transferred automati 
a desired order . Another form of inquiry is a search , which cally from transmission media to computer storage devices 
returns ranked results based on a more unstructured search 5 ( or vice versa ) . For example , computer - executable instruc 
expression , and which results are based on machine learning tions or data structures received over a network or data link 
and ranking of different attributes . can be buffered in RAM within networking hardware 105b , 

To the accomplishment of the foregoing , FIG . 1 illustrates and then eventually transferred to the system memory 103 
an example computing environment 100 that facilitates and / or to less volatile computer storage devices ( e.g. , data 
time - travel debugging . As depicted , embodiments may com 10 store 104 ) at the computer system 101. Thus , it should be 
prise or utilize a special - purpose or general - purpose com understood that computer storage devices can be included in 

computer system components that also ( or even primarily ) puter system 101 that includes computer hardware , such as , utilize transmission media . for example , one or more processors 102 , system memory Computer - executable instructions comprise , for example , 
103 , one or more data stores 104 , and / or input / output 15 instructions and data which , when executed at the 
hardware 105 ( e.g. , such as the depicted keyboard / mouse processor ( s ) 102 , cause the computer system 101 to perform 
hardware 105a , networking hardware 105b , and display a certain function or group of functions . Computer - execut 
device 105c ) . In some embodiments , computer system 101 , able instructions may be , for example , binaries , intermediate 
and the components therein , could comprise a virtualized format instructions such as assembly language , or even 
environment . 20 source code . 

Embodiments within the scope of the present invention Those skilled in the art will appreciate that the invention 
include physical and other computer - readable media for may be practiced in network computing environments with 
carrying or storing computer - executable instructions and / or many types of computer system configurations , including , 
data structures . Such computer - readable media can be any personal computers , desktop computers , laptop computers , 
available media that can be accessed by the computer system 25 message processors , hand - held devices , multi - processor sys 
101. Computer - readable media that store computer - execut tems , microprocessor - based or programmable consumer 
able instructions and / or data structures are computer storage electronics , network PCs , minicomputers , mainframe com 
devices . Computer - readable media that carry computer puters , mobile telephones , PDAs , tablets , pagers , routers , 
executable instructions and / or data structures are transmis switches , and the like . The invention may also be practiced 
sion media . Thus , by way of example , and not limitation , 30 in distributed system environments where local and remote 
embodiments of the invention can comprise at least two computer systems , which are linked ( either by hardwired 
distinctly different kinds of computer - readable media : com data links , wireless data links , or by a combination of 
puter storage devices and transmission media . hardwired and wireless data links ) through a network , both 

Computer storage devices are physical hardware devices perform tasks . As such , in a distributed system environment , 
that store computer - executable instructions and / or data 35 a computer system may include a plurality of constituent 
structures . Computer storage devices include various com computer systems . In a distributed system environment , 
puter hardware , such as RAM , ROM , EEPROM , solid state program modules may be located in both local and remote 
drives ( “ SSDs ” ) , flash memory , phase - change memory memory storage devices . 
( " PCM " ) , optical disk storage , magnetic disk storage or The data store 104 , which typically comprises durable 
other magnetic storage devices , or any other hardware 40 storage , can store computer - executable instructions and / or 
device ( s ) which can be used to store program code in the data structures representing application code such as , for 
form of computer - executable instructions or data structures , example , a debugger 106 ( including , for example , a record 
and which can be accessed and executed by the computer component 106a , a replay component 106b , an indexing 
system 101 to implement the disclosed functionality of the component 106c , a query component 106d , a search com 
invention . Thus , for example , computer storage devices may 45 ponent 106e , etc. ) , an operating system 107 , and an appli 
include the depicted system memory 103 , the depicted data cation 108 ( including portions of executable code 108a of 
store 104 which can store computer - executable instructions the application 108 ) . The data store 104 can also store other 
and / or data structures , or other storage such as on - processor types of data , such as one or more trace file ( s ) 109. When 
storage , as discussed later . application code is executing ( e.g. , using the processor ( s ) 

Transmission media can include a network and / or data 50 102 ) , the system memory 103 can store corresponding 
links which can be used to carry program code in the form runtime data , such as runtime data structures , computer 
of computer - executable instructions or data structures , and executable instructions , etc. Thus , FIG . 1 illustrates the 
which can be accessed by the computer system 101. A system memory 103 as including runtime debugger data 106 ' 
“ network ” is defined as one or more data links that enable ( runtime record data 106a , runtime replay data 106 ' , run 
the transport of electronic data between computer systems 55 time indexing data 106c ' , runtime query component data 
and / or modules and / or other electronic devices . When infor 106d " , runtime search component data 106e ' , etc. ) , runtime 
mation is transferred or provided over a network or another operating system data 107 ' , and runtime application data 
communications connection ( either hardwired , wireless , or a 108 ' ( including , for example , runtime variables , data struc 
combination of hardwired or wireless ) to a computer system , tures , etc. of application 108 as it executes , as well as 
the computer system may view the connection as transmis- 60 runtime code portions 108d ' which are in - memory copies of 
sion media . Combinations of the above should also be code portions 108a ) . 
included within the scope of computer - readable media . For While the record component 106a , replay component 
example , the input / output hardware 105 may comprise net 106b , indexing component 106c , query component 106d , 
working hardware 105b ( e.g. , a hard - wired or wireless and search component 106e are depicted as being part of 
network interface module ) that connects a network and / or 65 debugger 106 , it will be appreciated that one more of these 
data link that can be used to carry program code in the form components could be a standalone application , or part of 
of computer - executable instructions or data structures . some other application . The record component 106a is 
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usable to trace execution of an application , such as appli upon which the trace file ( s ) 109 are based at the processor ( s ) 
cation 108 ( including its executable code portions 108a ) , 102 , while supplying that code with traced data ( e.g. , 
and to store trace data in the trace file ( s ) 109. The record register values , memory values , etc. ) from the trace file ( s ) 
component 106a may , in some embodiments , be integrated 109 at appropriate times . Thus , for example , the record 
into the operating system 107 , itself , into a hypervisor , or 5 component 106a may record execution of one or more code 
into some other runtime or virtualization technology . The portions 108a of application 108 at the processor ( s ) 102 , 
record component 106a may also exist at an entirely differ while storing trace data ( e.g. , memory values read by code 
ent computer system . Thus , the record component 106a may instructions , register values supplied code instructions , etc. ) 
trace execution of code at another computer system . Then , in the trace files ( s ) 109. Then , the replay component 106b 
the trace file ( s ) 109 resulting from that tracing can be 10 can re - execute the code portion ( s ) 108a at the processor ( s ) 
transferred ( e.g. , using the networking hardware 105b ) to the 102 , while supplying that code with the trace data from the 
computer system 101 for indexing by the indexing compo trace files ( s ) 109 so that the code is executed in the same 
nent and / or replay by the replay component 106b . While the manner that it was at trace time . 
trace file ( s ) 109 are depicted as being stored in the data store According the embodiments herein , the indexing compo 
104 , they may also be recorded exclusively or temporarily in 15 nent 106c may take as input one or more trace file ( s ) 109 
the system memory 103 , or at some other storage device . ( e.g. , original trace file ( s ) 109a ) , and record one or more 

FIG . 1 also includes a simplified representation of the trace file ( s ) 109 ( e.g. , indexed trace file ( s ) 1096 ) . As outlined 
internal hardware components of the processor ( s ) 102. As previously , original trace file ( s ) 109a may have been 
illustrated , each processor 102 includes processing unit ( s ) recorded by the record component 106a ( at this computer 
102a . Each processing unit may be physical ( i.e. , a physical 20 system 101 or an entirely different computer system ) with 
processor core ) and / or logical ( i.e. , a logical core presented characteristics consistent with performance and resource 
by a physical core that supports hyper - threading , in which utilization goals applicable to low - overhead and efficient 
more than one application thread executes at the physical recording , while the indexed trace file ( s ) 109b are recorded 
core ) . Thus , for example , even though the processor 102 by the indexing component 106c with characteristics that 
may in some embodiments include only a single physical 25 account for the performance and resource utilization goals of 
processing unit ( core ) , it could include two or more virtual replay . For example , the original trace file ( s ) 109a may have 
processing units 102a presented by that single physical been recorded with an emphasis on reduced file size and low 
processing unit . recording overhead , which may have the tradeoff ( s ) of 

Each processing unit 102a executes processor instructions requiring a runtime reproduction of memory and / or of 
that are defined by applications ( e.g. , debugger 106 , oper- 30 providing a coarse set of key frames from which a replay can 
ating system 107 , application code portions 108a , etc. ) , and be initiated ( which may limit the degree to which replay can 
which instructions are selected from among a predefined be parallelized ) . The indexed trace file ( s ) 109b , on the other 
processor instruction set architecture . The particular instruc hand , may be recorded by the indexing component 106c 
tion set architecture of a given processor 102 varies based on with an emphasis on responsive replay ( including the ability 
processor manufacturer and processor model . Common 35 for replay to be significantly parallelized ) , which may have 
instruction set architectures include the IA - 64 and IA - 32 the tradeoff of a larger trace file size . Notably , the indexing 
architectures from INTEL , INC . , the AMD64 architecture component 106c may be configured to take as input a variety 
from ADVANCED MICRO DEVICES , INC . , and various of formats of original trace file ( s ) 109a , including taking as 
Advanced RISC Machine ( “ ARM ” ) architectures from input original trace file ( s ) 109a from entirely different 
ARM HOLDINGS , PLC , although a great number of other 40 vendors than a vendor of the record component 106a . 
instruction set architectures exist and can be used by the The query component 106d and the search component 
present invention . In general , an “ instruction ” is the smallest 106e conduct searches using the indexed trace file ( s ) 1096 in 
externally visible ( i.e. , external to the processor ) unit of code order to respond to user inquiries . In particular , the query 
that is executable by a processor . component 106d conducts searches over the indexed trace 

Each processing unit 102a obtains processor instructions 45 file ( s ) 109b , and uses the replay component 106b to replay 
from a shared processor cache 102b ( i.e. , shared by the select portions of the indexed trace file ( s ) 109b in order to 
processing units 102a ) , and executes the processor instruc return a data set that is responsive to a user's query . The 
tions based on data in the shared cache 102b , based on data search component 106e further applies rules and machine 
in registers 102c , and / or without input data . In general , the learning of past queries and / or searches to filter a data set in 
shared cache 102b is a small amount ( i.e. , small relative to 50 order to return ranked results that attempt to surface the 
the typical amount of system memory 103 ) of random more relevant results responsive to a user's search . 
access memory that stores on - processor copies of portions of While FIG . 1 illustrates original trace file ( s ) 109a and 
the system memory 103. For example , when executing the indexed trace file ( s ) 109b as being separate , it will be 
executable code portions 108a of application 108 , the shared appreciated that they could actually be the same file . For 
cache 1026 stores a subset of the runtime code portions 55 example , rather than recording an entirely new file , the 
108b ' in a code cache section of the shared cache 102b , and indexing component 106c may update / augment the input 
stores other runtime application data 108 ' ( e.g. , variables , trace file with indexing data . For example the indexing 
data structures , etc. ) in a data cache section of the shared component 106c may update existing data streams of an 
cache 102b . If the processing unit ( s ) 102a require data not input trace file , insert additional data streams into an input 
already stored in the shared cache 102b , then a " cache miss ” 60 trace file , append data to the end of an input trace file , 
occurs , and that data is fetched from the system memory 103 prepend data to the beginning of an input trace file , etc. 
( potentially evicting some other data from the shared cache FIG . 2 illustrates an example of an indexing component 
102b ) . The registers 102c are hardware based storage loca 200 , which may correspond , for example , to the indexing 
tions that are defined based on the instruction set architec component 106c of FIG . 1. As depicted , indexing compo 
ture of the processors ( s ) 102 . 65 nent 200 includes a number of sub - components , such as , for 

The replay component 106b replays one or more trace example , an input component 201 , an output component 
file ( s ) 109 by executing the code of the executable entity 202 , a replay component 203 , an identification component 
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204 , a key frame component 205 , a memory snapshot tions ( s ) ( e.g. , trace sections created by the insertion of key 
component 206 , and / or a reverse lookup component 207 . frames by the key frame component 205 ) with which the 
The depicted identity and arrangement of sub - components attribute ( s ) were the observed during replay . The reverse 
201-207 are merely one example as an aide in description , lookup component 207 may also utilize goals / characteristics 
and one of ordinary skill in the art will recognize that the 5 identified by the identification component 204 to generate 
particular identity and number of sub - components of the reverse lookup data structure ( s ) that further responsiveness 
indexing component 200 can vary greatly based on imple goals ( e.g. , by adjusting a granularity of the reverse lookup 
mentation ( e.g. , as indicated by the ellipses ) . data structure ( s ) ) . These embodiments are discussed primar 

In general , the input component 201 accesses / receives a ily in connection with FIGS . 10 and 11 . 
trace generated during a trace recording . For example , the 10 FIG . 3 illustrates an example timing diagram 300 repre 
input component 201 may access one or more original trace senting a portion of execution of three executable entities 
files ( s ) 109a , which are to be indexed by the indexing 301a - 301c ( e.g. , as observed during recording / tracing by the 
component 200 , from the data store 104 , from system record component 106a ) , with execution commencing at the 
memory 103 , and / or using network hardware 105b . left end of the arrow , and proceeding to the right . For 

The output component 202 outputs an indexed trace 15 example , executable entities 301a - 301c may correspond to 
recording that is generated based on the trace recording threads of application 108a that execute code from one or 
received at the input component 201. For example , in more of code portions 108a . In another example , executable 
parallel with and / or after operation of other components entities 301a - 301c may correspond to threads of a kernel of 
( e.g. , replay component 204 , identification component 204 , the operating system 107. In FIG . 3 , the executable entities 
key frame component 205 , memory snapshot component 20 301a - 301c execute in parallel ( e.g. , concurrently , each at a 
206 , etc. ) on the input trace recording , the output component different physical or virtual processing unit 102a ) , though 
202 can output / record an indexed trace recording ( i.e. , the indexing embodiments herein can operate in environ 
indexed trace file ( s ) 109b ) to the data store 104 , to system ments in which the executable entities 301a - 301c execute 
memory 103 , and / or using network hardware 105b . As " single threaded , " sharing time at a single processing unit . 
indicated above , this indexed trace file could be an entirely 25 In FIG . 3 , individual events occur along each arrow . For 
new trace file , but it may alternatively be the original trace example , in general these events correspond to individual 
file itself . Thus , as used in the disclosure herein and in the processor instructions executed as part of each executable 
claims , an " indexed trace file ” can be construed to be an entity . Since , on modern processors , these events can easily 
entirely new trace file , or an original trace file that has been number in the billions for mere seconds of execution , they 
augmented with indexing data . In this latter circumstance , 30 are not expressly depicted in FIG . 3. However , FIG . 3 does 
outputting / recording an indexed trace file could therefore identify several events across the entities ( i.e. , events 302a 
include augmenting the file that was input by the input 302t ) that may be of particular interest to during debugging . 
component 201 ( e.g. , by modifying existing data streams , For example , they may correspond to instructions associated 
adding new data streams , appending / prepending data to the with interesting memory accesses ( e.g. , those that would be 
file , etc. ) . 35 the basis of an orderable event , as discussed later ) , instruc 

The replay component 203 replays the original trace tions associated with certain logical boundaries ( e.g. , a call 
files ( s ) 109a received at the input component 201 , so that to or an exit from a function , a module , a kernel transition , 
they can be optimized / indexed by the identification compo etc. ) , instructions associated with exceptions , instructions 
nent 204 , key frame component 205 , memory snapshot associated with cache flushes , instructions associated with 
component 206 , etc. In some embodiments , the replay 40 input / output operations ( e.g. , disk accesses , network 
component 203 calls or otherwise utilizes replay component accesses , etc. ) , instructions associated with activity of a 
106b of FIG . 1 , though replay component 203 could be runtime environment ( e.g. , a garbage collection activity ) , 
entirely separate from replay component 106b , a derivative etc. Events may also be associated with data obtained from 
of replay component 106b , etc. replay of the entit ( ies ) , such as an amount of elapsed time 

The identification component 204 identifies replay goals 45 ( e.g. , “ wall clock ” time ) , an amount of processing time ( e.g. , 
and / or code characteristics that are used as part of generating processor cycles used ) , reaching a particular instruction 
a trace that emphasizes facilitating a responsive replay . count , etc. While events 302a - 302t are depicted as having 
Examples of these goals / characteristics are provided here occurred , it is noted that the record component 106a may not 
inafter in connection with specific embodiments using the actually recognize each of them as being interesting events . 
goals / characteristics . In view of FIG . 3 , FIG . 4 illustrates one example of a trace 

The key frame component 205 utilizes goals / characteris file 400 that might be generated by the record component 
tics identified by the identification component 204 in order 106a based on the execution of the executable entities 
to insert new key frames into the indexed trace file ( s ) 109b . 301a - 301c depicted in FIG . 3. In FIG . 4 , which is based on 
These embodiments are discussed primarily in connection a parallel execution of executable entities 301a - 301c , the 
with FIGS . 5 and 6 . 55 trace file 400 independently stores a different data stream 

The memory snapshot component 206 utilizes goals / recording data representing execution of a corresponding 
characteristics identified by the identification component entity . Thus , in FIG . 4 , the trace file 400 includes three trace 
204 in order to generated one or more additional data data streams 401a - 401c ( referred to generally as trace data 
streams into the indexed trace file ( s ) 109b , which contain a streams 401 ) , each recording a trace of execution of one of 
plurality of memory snapshots . These embodiments are 60 executable entities 301a - 301c . It will be appreciated that the 
discussed primarily in connection with FIGS . 7-9 . trace file 400 could include any number of trace data streams 

The reverse lookup component 207 augments the indexed 401 , depending on a number of processing units 102a 
trace files ( s ) 109b with reverse lookup data structure ( s ) available at the computer system 101 and / or a number of 
based on attributes that are observed during replay of the executable entities produced by the program being traced 
original trace files ( s ) 109a ( or even a replay of the indexed 65 ( e.g. , application 108 ) . It will also be appreciated that the 
trace file ( s ) 1096 ) . In general , reverse lookup data structures trace data streams 401 may be included in a single file trace 
are structures that associate attribute ( s ) with the trace sec file , or may each be stored in different related files . 

50 
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Each trace data stream 401 includes a plurality of data different independently repayable trace sections ( or seg 
packets storing trace data that is usable by the replay ments ) , with each section being bounded on both ends by a 
component 106b to reproduce execution of its corresponding key frame . 
executable entity , by supplying appropriate recorded state In some embodiments , when using the example format of 
data ( e.g. , register values , memory addresses and values , 5 trace file 400 , the record component 106a records each data 
etc. ) to executable code of the executable entity at appro stream 401 generally independently from the other data 
priate times . Thus , using the information in the data streams streams during parallel execution of the code being traced . 
401 , and using the actual executable code of the application In doing so , record component 106a does not generally 
whose execution was traced , a full reproduction of execution record the actual timing execution of events by one entity 
of that code can be reproduced by the replay component 10 versus the timing of execution of events by another entity , 

since code instruction executed by one entity generally 106b.un me embodiments , ach data packetcould poten doesn't affect code instructions executing another entity . tially represent the execution of a plurality of code instruc Thus , the data packets in one trace data stream 401 can tions . For example , a data packet may record information generally be replayed independent of the data packets in 
that identifies a code instruction to be executed , and its 15 another trace data stream 401 . 
inputs . Then , the replay component 106b may replay a series The trace file 400 does , however , include some data 
of instructions , where each instruction in the series is packets identifying events that are “ orderable ” across the 
dependent only on the outputs of the prior instruction ( s ) to entities / data streams . These orderable events generally cor 
it in the series , and / or other program state ( e.g. , register respond to events that are performed by one executable 
values , memory values , etc. that were established as part of 20 entity that could affect execution of another entity , such as 
replaying prior data packet ( s ) in the same trace data stream accessing memory shared by the entities . In FIGS . 3 and 4 , 
401 . orderable events are represented with a “ sequencing num 
G4depicts data packets as being bounded by the ber ” that defines the order in which these events occurred 

horizontal lines in each data stream . Four data example across the entities relative to each other . Thus , in some 
packets 402 in data stream 401c are expressly labeled as data 25 embodiments , the sequencing number which is a monotoni 
packets 402a - 402d . As depicted , individual data packets cally incrementing number ( " MIN " ) , that is guaranteed to 
may be of differing sizes , depending on trace file implemen not repeat . For example , the trace file 400 includes twelve 
tation and on the particular data stored in each packet . sequencing numbers ( depicted as circled numerals 1-12 ) , 
Example data that may be included in a data packet includes each defining the order in which different orderable events 
information for identifying a code instruction executed ( e.g. , 30 executed across entities 301a - 301c relative to each other . 
a count of instructions executed since the last logged code In some embodiments , orderable events are identified 
instruction , a processor instruction counter value , etc. ) , based on a “ trace memory model " that defines whether to 
register value ( s ) provided to that code in action , memory treat events as orderable or non - orderable based on their 
address ( es ) / value ( s ) read , any side effects of executing the interactions across executable entities . For example , order 
code instruction ( e.g. , resulting register values ) , etc. 35 able and / or non - orderable events may be defined based on 

The trace file 40 includes standard data packets which how the threads interact through shared memory , their 
are a depicted as beginning with a light horizontal line ) , as shared use of data in the shared memory , etc. Depending on 
well as key frames 404 ( which are a depicted as beginning implementation , a trace memory model used by the record 
with heavy horizontal lines ) . A key frame is a type of data component 106a may be weaker or stronger than a memory 
packet that stores sufficient information to begin replay 40 model used by the processor 102. The trace memory model 
execution of an executable entity from the point of the key used may be a memory model defined by a programming 
frame onward without the need of having execution / replay language used to compile code ( e.g. , C ++ 14 ) , or some other 
state from packets prior to the key frame . For example , a key memory model defined expressly for purposes of tracing . 
frame may store values for all relevant processor registers , A first example trace memory model may treat as order 
information necessary to reproduce memory values from 45 able only kernel calls ( from user mode ) , traps , and excep 
that point onward , etc. tions . This trace memory model would have low overhead , 

The trace file 400 includes a key frame at the beginning since these operations are relatively “ expensive ” is their own 
of each trace data stream 401 ( which enables the replay right , they are likely tracked anyway and provide a very 
component 106b to begin replay of each trace data stream ) , coarse grained overview of ordering . A second example 
as well as additional key frames appearing throughout each 50 trace memory model may treat as orderable full fences ( i.e. , 
trace data steam1hree example keyframes are operations that are have both acquire & release semantics ) . 
expressly labeled in FIG . 4 as key frame 404a ( which occurs Examples of such operations may include INTEL's “ locked ” 
at the beginning of trace data stream 401b ) , key frame 404b instructions , kernel calls , exceptions , and traps . This 
( which occurs in connection with an orderable event , which memory model would provide enough ordering for nearly all 
are discussed later ) , and key frame 404c . In general , the 55 cross - thread communication that happens in the process 
record component 106a can record a key frame at any point when the code uses “ interlocked ” types of primitives to 
in a data stream41.As depicted , they need not occur at the communicate cross threads , which is common in operating 
same time across data stream , any particular fre such as WINDOWS from MICROSOFT CORPORATION ) . 
quency . A third example trace memory model may treat all acquires 
As mentioned above , key frames enable the replay com- 60 and releases as orderable . This memory model may be 

ponent 106b to initiate replay of each trace data stream 401 suitable for processors based ARM instruction sets , because 
at various points . For example , referring to data stream ARM does not treat most loads and stores as acquires or 
401a , the replay component 106b can use key frames to releases . On other architectures , such as from INTEL ( in 
initiate execution at different parts in the stream , including which a majority of memory accesses are acquires or 
at the start of the data stream , at sequencing numbers 4 , 5 , 65 releases ) , this would equate to ordering almost all memory 
and 9 ( which , as depicted , each corresponds with a key accesses . A fourth example trace memory model may treat 
frame ) , and at key fame 404c . Thus , key frames define as orderable all memory loads . This would provide for 
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strong ordering but may lead to decreased performance as 4. A section on trace 401c starting at an instruction just 
compared to the other example memory models . The fore after the key frame at sequencing number 3 , and ending 
going memory models have been presented as examples at an instruction just prior to the keyframe atsegun 
only , and one of ordinary skill in the art will recognize , in ing number 7 , and then 
view of the disclosure herein , a vast variety of memory 5. A section on trace 401a starting at the key frame at 
models may be chosen . sequencing number 5 , and ending at an instruction just 

In view of the foregoing discussion of trace file 400 , it will prior to the key frame at sequencing number 9. Note 
be appreciated that key frames enable the replay component that this section includes sequencing number 8 between 
106b to initiate replay of different sections of the same trace sequencing numbers 5 and 9 . 
data stream , and thus enable the replay component 1066 to 10 If these sections are viewed as having been replayed linearly , in the order specified , then all the instructions on trace 401a replay these different sections of the same trace data stream up to ( but not including ) sequencing number 9 are replayed , 401 independently and in parallel . Additionally , with the all of the instructions on trace 401c up to ( but not including ) trace data streams 401 being recorded independently , and sequencing number 7 are replayed , and each orderable event with the timing of events in one trace data stream being 15 that was replayed is viewed as being replayed in the correct generally independent from the timing of events in another order ( i.e. , 1 , 3 , 4 , 5 , and 8 ) . 
trace data stream , the replay component 106b can replay Another valid ordering using all the trace data streams sections from different trace data streams 401 independently that could be chosen to arrive at sequencing event 8 could and in parallel . include : 

Sequencing numbers then enable the replay component 20 1. A section on trace 401a starting at the key frame at 
106b to combine the results of parallel replay of these sequencing number1 , and endingat an instruction just 
individual sections to present an accurate representation of prior to the key frame at sequencing number 4 , then 
how the entities actually executed when they were recorded . 2. A section on trace 401b starting its beginning key 
In particular , the sequencing numbers ( which , as discussed frame , and ending at an instruction just prior to the key 
above , define the relative order of orderable events across 25 fram at sequencing number , then 
the trace data streams ) enable the replay component 106b to 3. A section on trace 401c starting its beginning key 
choose an ordering among the different trace sections to frame , and ending at an instruction just prior to the key 
define a total ordering of all instructions in the trace file 400 fram at sequencing number 3 , then 
that can be used to present results at the debugger 106. Such 4. A section on trace 401b starting at the key frame at 
an ordering enables the 106 debugger to present a consistent sequencing number2 , and ending an instruction just 
view of program state ( e.g. , memory and registers ) at all prior to the key frame at sequencing number 6 , then 

5. A section on trace 401c starting at an instruction at the points in the trace , and no matter how the replay component key frame sequencing number 3 , and ending at an 106b actually arrived at that point in execution ( e.g. , what instruction just prior to the key frame at sequencing order in which it executed individual trace sections ) . number 7 , then A valid ordering places the trace sections in an order that 6. A section on trace 401a starting at the key frame at would ensure that sequencing events are presented in proper sequencing number 4 , and ending an instruction just order ( i.e. , in their monotonically increasing order ) . How prior to the key frame at sequencing number 5 , then 
ever , a valid ordering does not need to reproduce the exact 7. A section on trace 401a starting at the key frame at 
order in which all instructions executed relative to each sequencing number 5 , and ending an instruction just 
other at trace time . For example , in reference to FIG . 3 , a prior to the key frame at sequencing number 9. Note 
valid ordering needs to ensure that an orderable event at again that this section includes sequencing number 8 
sequencing number three is presented has having occurred between sequencing numbers 5 . 
prior to an orderable event at sequencing number four . Similarly , if these sections are viewed has having been 
However , the ordering does not need to ensure that a 45 replayed linearly , in the order specified , all the instructions 
non - orderable event executed just after sequencing number on trace 401a up to ( but not including ) sequencing number 
three by entity 301c is presented prior to a non - orderable 9 are replayed , all of the instructions on trace 401b up to ( but 
event executed just after sequencing number four by entity not including ) sequencing number 6 are replayed , and all of 
301a , since these events are non - orderable events at different the instructions on trace 401c up to ( but not including ) 
entities . 50 sequencing number 7 are replayed , and each orderable event 

Valid orderings need not include sections from all trace that was replayed is viewed as being replayed in the correct 
data streams ( e.g. , because execution of one thread may not order ( i.e. , 1 , 2 , 3 , 4 , 5 , and 8 ) . 
be relevant to obtaining desired data at a given point of The replay component 106b need not actually perform the 
interest ) , and multiple valid orderings could be chosen . For replay of the sections according to this determined ordering . 
example , suppose that reverse breakpoint on the event at 55 Instead , replay component 106b can replay the sections in 
sequencing number 8 is being requested . One valid ordering any order , so long as the results obtained by the replay are 
of sections to reach this breakpoint using only trace data presented according to the constraints of the determined 
streams 401a and 401c could include : ordering . Thus , the replay component 106b can queue the 

1. A section on trace 401a starting at the key frame at trace sections for replay in any order , and can replay them 
sequencing number 1 , and ending at an instruction just 60 in any order at one or more processing units 102a , so long 
prior to the key frame at sequencing number 4 , then as the results are presented in a valid ordering . 

2. A section on trace 401c starting its beginning key Recall that FIG . 3 identified several events across the 
frame , and ending at an instruction at the key frame at entities ( i.e. , events 302a - 302t ) that may be of particular 
sequencing number 3 , then interest to during debugging , and further that , while events 

3. A section on trace 401a starting at the key frame at 65 302a - 302t did occur during execution , the record component 
sequencing number 4 , and ending at an instruction just 106a may not have actually recognized each of them as 
prior to the key frame at sequencing number 5 , then being interesting events . This is reflected in the trace file 400 

35 

40 
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of FIG . 4. In particular , the trace file 400 includes a record unit to replay ( enabling each processing unit to replay about 
of all the orderable events ( i.e. , sequencing numbers 1-12 , 10 sections in order to return a result ) . The identification 
corresponding to events 302a , 3021 , 302p , 302c , 302d , 302k , component 204 may also identify a maximum and a mini 
3029 , 320f , 3029 , 302m , 302n , and 302t , respectively ) . In mum target replay time , such as between 4.5 and 5.5 ms . 
addition , the record component 106a included a key frame 5 Then , the identification component 204 cause the key frame 
at many of these sequencing numbers . In addition , drawing component 205 to insert key frames at locations in each trace 
a comparison between FIGS . 3 and 5 , it can also be observed data stream 501 that would hit these targets . 
that the record component 106b recorded key frame 404c at Thus , in FIG . 5 , the trace file 500 includes many addi 
event 302b . However , there are several other events ( e.g. , tional key frames that are placed semi - regularly based on 
events 302e , 302 , 302h , 302j , 3021 , 302m , 3020 , 302r , and 10 target time intervals that have been estimated by the iden 
302s ) for which there are no key frames . These events may tification component 204 to enable each individual trace 
be of particular interest during debugging ( and thus may be section ( i.e. , sections bounded by two key frames ) to be 
the subject of breakpoints ) , but using trace file 400 the replayed within a target time range . Target time intervals 504 
replay component 106b may need to replay large sections of are represented in FIG . 5 as ticks to the right of the trace file 
different trace data streams 401 in order to reach those points 15 500 and could , for example , delineate 5 ms intervals for use 
of execution , leading to an unresponsive debugging expe in a goal of having a key frame every 4.5-5.5 ms . It is noted 
rience . that , due to the differing nature of the instructions being 
FIG . 5 , on the other hand illustrates an example of a trace executed , it may not be possible to insert key frames at exact 

file 500 that might be generated by the indexing component intervals , and thus the use of ranges and targets . 
200 , based on receiving trace file 400 as input . For clarity , 20 Another responsiveness goal used by the identification 
FIG . 5 shows only key frames and sequencing numbers , not component 204 could be to enable efficient replay at and 
individual data packets . In FIG . 5 , trace file 500 that includes around identified points of interest . For example , as part of 
additional key frames , that are inserted by the indexing reading trace file 400 by the input component 201 and / or as 
component 200 based on identified responsiveness goals for part of replay of trace file 400 by the replay component 205 , 
trace replay , and based identified points of interest in execu- 25 the identification component 204 may identify points of 
tion of executable entities 301a - 301c . More particularly , the interest in execution of traced entities , such as events 
trace file 500 is generated based upon the input component 302a - 302t in entities 301a - 301b . Depending on the nature of 
201 receiving / reading trace file 400 and the replay compo each event , the identification component 204 can cause the 
nent 203 replaying the trace file 400. In connection with key frame component 205 to insert additional key frame ( s ) 
replay of trace file 400 , the identification component 204 30 at , before , and / or after the event . In addition , depending on 
identifies different locations to insert new key frames by the the nature of an event , the identification component 204 may 
key frame component 205 while writing trace file 500 with prevent the key frame component 205 from inserting key 
the output component 202 . frames where it may have otherwise inserted them based on 

In some embodiments , a responsiveness goal used by the other goals . 
identification component 204 may be a target amount of time 35 For example , FIG . 5 illustrates additional key frames that 
it should typically take for a debugger to return a result . have been inserted by the key frame component 205 in 
Based on this goal , the identification component can deter connection with the events from FIG . 3 that has no specific 
mine an average granularity with which to divide each trace key frames in the trace file 400 of FIG . 4. For example , key 
data stream 501 into different sections using key frames . For frame 502b corresponds with event 302e , key frame 5020 
example , it is generally recognized that most humans are 40 corresponds with event 302f ( sequencing number 8 ) , key 
unable to perceive time periods of about 50 milliseconds frame 502d corresponds with event 3021 , key frame 502e 
( ms ) or less . Thus , if a computer user interface takes about corresponds with event 302m ( sequencing number 10 ) , key 
50 ms or less to respond to a user's input , that response is frame 502f corresponds with event 302h , key frame 502g 
generally perceived by a human user as being instantaneous . corresponds with event 3020 , key frame 502h corresponds 
As such , the identification component 204 makes a goal 45 with event 302j , key frame 502i corresponds with event 

that the trace file 500 generated by the indexing component 302r , and key frame 502j corresponds with event 302s . 
200 enable the replay component 106b to replay to arbitrary Depending on the type of event the key frames occur at the 
points in a trace within about 50 ms , for at least a desired corresponding event , or at an event just before or after the 
percentage ( e.g. , 95 % ) of queries . In doing so , the identifi corresponding event . 
cation component 204 may identify attributes of a target 50 The key frame component 205 may insert key frames 
environment for replay , such as a number and / or speed of surrounding an event . For example , in FIG . 5 , the key frame 
processing units anticipated to be 102a available for replay . component 205 has inserted additional key frames 503a and 
In addition , the identification component 204 may identify 503b before key frames 502a ( event 302b ) and 502b ( event 
an amount of trace data that is typically replayed ( e.g. , 95 % 302e ) . For example , the identification component 204 may 
of the time ) in order to reach arbitrary points in most traces . 55 have identified these events as being exceptions encountered 
This identification may be based on a statistical analysis of during execution . Since exceptions are generally an inter 
past usage of the debugger 106 at this computing system 101 esting place to investigate during debugging , additional key 
and / or at other computing systems . Based on the foregoing frames prior to these events can enable quicker and more 
( and potentially other ) factors , the identification component granular debugging performance around these exceptions . 
204 can identify a target time it should take an individual 60 As another example , in FIG . 5 the key frame component 
processing unit 102a to replay a single section of the trace 205 has inserted an additional key frame after key frame 
file 500 . 502f ( event 302h ) , and has inserted additional key frames 
As an example only , in one computing environment before key frames 5029 and 502h ( events 3020 and 302j ) . 

having four processing units 102a , the identification com For example , the identification component 204 may have 
ponent 204 could perhaps determine that in order to return 65 identified these events as function calls , and inserted key 
a result within 50 ms for about 95 % of queries , each trace frames before the function calls ( events 3020 and 302j ) or 
section should take about 5 ms for an individual processing after exiting the function call ( e.g. , 302h ) . Since function 
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call boundaries are also generally an interesting place to are anticipated to be available , disk storage resources ( e.g. , 
investigate during debugging , additional key frames prior to data store 104 ) that are anticipated to be available , network 
the function , rafter the function retur , canal enable storage resources ( e.g. , using networking hardware 105b ) 
quicker and more granular debugging performance around that are anticipated to be available , etc. The identification 
these exceptions . 5 component 204 can then adjust goals based on these 
As another example , in FIG . 5 the key frame component 

205 has inserted an additional key frames 503c between key Method 600 also includes an act 602 of replaying one or 
frames 502i ( event 302r ) and 502j ( event 302s ) . In this case , more executable entities based on first trace data streams ( s ) . 
event 302r may , for example , correspond to a call to a In some embodiments , act 602 comprises replaying at least 
function or module of particular interest , and event 302s 10 a portion of execution of one or more executable entities 
may correspond to a return from the function or module . As based on one or more first trace data streams . For example , 
such , additional key frames 503c have been inserted to the replay component 203 of indexing component 200 ( e.g. , 
facilitate responsive debugging of this function / module . On replay component 106b , in some embodiments ) replays one 
the other hand , keyframes 502 and 502events 302 and or more trace data streams , each corresponding to a different 
302m ) may also represent a call to and return from a function 15 traced executable entity . 
or module . In this case , however , the key frame component If the original trace file ( s ) 109a included the trace file 400 
205 has refrained from inserting any key frames in the trace of FIG . 4 , then act 602 may comprise replaying execution of 
section 403d corresponding to execution of the function / one or more of entities 301a , 301b , and / or 301c ( as shown 
module ( even key frames that would appear at a regular in FIG . 3 ) based on trace data streams 401a , 401b , and / or 
interval ) . This may be because the code being executed 20 401c of FIG . 4. Note that , since in the example trace file 400 
between events 3021 and 302m is not likely to be the subject trace data streams 401a , 4016 , and / or 4010 were recorded 
of debugging . For example , this code mayorespond independently , the replay component 203 need not neces 
third party code , a well - tested function , etc. sarily replay the trace data streams 401a , 401b , and / or 4010 

It will be appreciated that the insertion of key frames at the same time . 
based on identified points of interest may affect the particu- 25 Method 600 also includes an act 603 of identifying points 
lar locations in which key frames are inserted based on of interest in execution of the executable entities . In some 
sections that will execute within goal time periods . For embodiments , act 603 comprises , while replaying execution 
example , if a key frame inserted based on identified points of the one or more executable entities , and based at least on 
of interest falls within the goal time period for inserting a the identified target trace section replay time , identifying a 
semi - regular key frame , that key frame may be also used as 30 plurality of points of interest in execution of the one or more 
the semi - regular key frame , rather than inserting an addi executable entities . For example , during replay by the replay 
tional key frame meet time period goals . component 203 of trace data streams in the original trace 

In view of the foregoing , FIG . 6 illustrates an example of file ( s ) 109a , the identification component 204 of the index 
a method 600 for inserting key frames during indexing of a ing component 200 can identify target key frame insertion 
trace for responsive trace replay . Method 600 is described in 35 points that would create trace sections that can be replayed 
connection FIGS . 1-5 . While method 600 is presented as a within a goal time period . For example , in FIG . 5 , the 
series of acts , it will be appreciated that the particular identification component 204 has identified target time inter 
number and ordering of the acts shown is only example of vals 504 , and which correspond to points near which a key 
inserting key frames during indexing of a trace consistent to frame could be inserted to ensure that most trace sections 
the embodiments herein . 40 replay within the goal time period . 
As depicted , method 600 includes an act 601 of identi Additionally , the identified points of interest may include 

fying one or more responsiveness goals . In some embodi interesting events that occurred during execution , and that 
ments , act 601 comprises identifying one or more respon may be of interest during debugging of the entity that was 
siveness goals for trace replay , including identifying a target traced , such as orderable events , function boundaries , mod 
trace section replay time . For example , based on receiving / 45 ule boundaries , exceptions , kernel transitions , runtime envi 
ading or more input original tracefile ( $ 10 at the ronment activity , cache flushes , input / output activity , etc. 
input component 201 of indexing component 200 , the iden For example if the original trace file ( s ) 109a included the 
tification component 204 of indexing component 200 iden trace file 400 of FIG . 4 , then act 603 may comprise identi 
tifies one or more responsiveness goals for creating one or fying one or more of events 302a - 302t . As discussed in 
more indexed trace file ( s ) 1095 based on the input file ( s ) 50 connection with FIG . 4 , while some of these events are 
109a . The particular number and type of responsiveness reflected directly in trace file 400 ( e.g. , some of the orderable 
goals may vary but may include a target amount of time it events key frames , and the orderable events being identified 
should typically take for a debugger to return a result , with sequencing numbers ) , many others of the events ( e.g. , 
including an average granularity with which to divide each functions boundaries , exceptions , module boundaries , etc. ) 
trace data stream from original trace file ( s ) 109a the into 55 are not reflected directly in trace file 400 . 
different sections using key frames . Thus , in this example , a As discussed previously , the original trace file ( s ) 109a 
responsiveness goal includes identifying a target trace sec may not specifically log some events because of certain 
tion replay time . In one example , the original trace file ( s ) goals being used by the record component 106a at record 

be formatted as shown in trace file 400 of FIG . 4 , time , such as to minimize recording overhead , to minimize 
although the indexing component 200 may be capable of 60trace file size , etc.Additionally or alternatively , the original 
inputting a variety of different trace file formats . trace file ( s ) 109a may not specifically log some events 

In some embodiments , identifying responsiveness goals because whatever program created the original trace file ( s ) 
can comprise identifying a target physical computing envi 109a is not capable of identifying these events , and / or 
ronment for replay of the indexed trace file . For example , the because the trace file format of the original trace file ( s ) 109a 
identification component 204 may identify an estimated 65 is not capable of representing these events . 
speed and / or number of processing units 102a that will be Method 600 also includes an act 604 of recording one or 
available , memory resources ( e.g. , system memory 103 ) that more trace data streams into second trace data stream ( s ) , 

109a may 
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while inserting key frames near each point of interest . In during a trace section , return values seen during a trace 
some embodiments , act 604 comprises recording one or section , function input values used during a trace section , the 
more second trace data streams , including inserting a key number of exceptions encountered in the trace section , etc. 
frame into the one or more second trace data streams at , or The debugger 106 can then use this data to identify specific 
near , each of the identified plurality of points of interest , to trace sections to replay in order to produce requested results . 
create a plurality of trace sections , each key frame enabling In some embodiments , the indexing component 200 may 
replay of at least one of the one or more executable entities utilize the reverse lookup Component 207 stresme of 
beginning at the key frame . For example , the output com this data in one or more reverse lookup data structures , as 
ponent 202 of indexing component 200 can output one or discussed in more detail later . 
more indexed trace file ( s ) 109b , while the key frame com- 10 In some embodiments , at least a portion of this aggregate 
ponent 205 of the indexing component inserts key frames at , data comprises memory snapshots . Thus , FIG . 2 illustrates 
or near , the identified points of interest . As discussed in that the indexing component 200 includes memory sp 
connection with FIG . 5 , these key frames can create sections shot component 206 , which can be used to create and insert 
that are generally of a size that is repayable within a goal memory snapshots into an indexed trace file 109b in con 
time frame , and can include one or more key frames at , 15 nection with replay of an input original trace file 109a . 
before , and / or after identified events of interest ( e.g. , a key Memory snapshots may be inserted in parallel with the 
frame at the instruction corresponding to an event of interest , insertion of key frames , or may be inserted as a separate 
and / or at an instruction before or after the instruction indexing pass . Additionally , depending on replay goals , 
corresponding to the event of interest ) . indexing component 200 could insert memory snapshots 

It will be appreciated that inserting key frames at an 20 without inserting new key frames . The particular replay 
instruction before / after the instruction corresponding to the goals and / or the particular locations in which to insert 
event of interest could comprise inserting an instruction memory snapshots may be determined by the identification 
immediately before / after the instruction corresponding to component 204 . 
the event of interest . Alternatively , inserting key frames at an In general , a memory snapshot is a data structure that 
instruction before / after the instruction corresponding to the 25 stores summary information about the memory addresses 
event of interest could comprise inserting an instruction near and / or values that were encountered during execution of one 
the instruction corresponding to the event of interest ( e.g. , or more sections of an entity . These snapshots can then be 
there could be one or more instructions between the key used by the debugger 106 to identify which trace sections 
frame and the instruction corresponding to the event of should be replayed in order to obtain a specific value of 
interest ) . In some embodiments , it may be desirable to insert 30 memory at a given point of time . The particular data 
a key frame immediately before / after an instruction that structure ( s ) use or storing memory snapshots can vary , but 
transitions to / from a module , and to insert a key frame near could include , for example , binary trees ( e.g. , B , B + , B * ) , 
an exception . hash tables , etc. 
FIG . 5 illustrates one example of an indexed trace file It is noted that while key frames may , in some embodi 

109b , which includes new key frames placed regularly based 35 ments , store memory values , memory snapshots are distinct 
on target time intervals 504 ; new key frames at orderable from key frames . For example , if a key frame stores memory 
events ( e.g. , key frames 502c and 502e ) ; new key frames at values , it stores those values that enable replay of an 
and around exceptions ( e.g. , key frames 503a before event executable entity to be started at the key frame , such as 
302 and key frames 502b / 5036 at and before event 302e ) ; memory values ( if any ) that wuld be supplied to the 
new key frames at , in , and / or around function / module 40 particular processor instruction that executes at the key 
boundaries ( e.g. , key frames 502d , 502f , 502g , 502h , 502i , frame . Memory snapshots , on the other hand , store a sum 
502 ] , 503c ) , etc. maryofmmraddresses and values that were accessed 

In some embodiments , recording one or more second by a plurality of instructions during one or more sections of 
trace data streams ( e.g. , into indexed trace file ( s ) 1096 ) execution . Additionally , key frames are stored within the 
comprises converting a trace file format of the one or more 45 trace data streams while , as discussed later , memory snap 
first trace data streams ( e.g. , from original trace file ( s ) 109a ) . shots are typically stored as one or more separate data 
For example , if the original trace file ( s ) 109a were created stream ( s ) altogether . 
with software other than the record component 106a ( e.g. , a The particular data stored in a memory snapshot can vary 
debugger from a different inventor , a different version of based on implementation and replay goals , but some 
record component 106a , etc. ) , the output component 202 can 50 embodiments store which memory addresses were encoun 
nonetheless record the new trace data streams in a format tered when replaying one or more corresponding sections of 
used by the record component 106a ( e.g. , the format of trace a trace , along with the most recent value seen at each 
files 400 , 500 , 800 , etc. ) . address . With such structures , the debugger 106 can deter 

Accordingly , some of the embodiments herein index trace mine which trace section ( s ) touched identified memory 
files according to performance and resource utilization goals 55 location ( s ) , and replay only those trace sections in order to 
for replay , while potentially considering the specific replay return the memory values stored at those identified locations 
computing environment used , by inserting new key frames at various times during execution.Additionally , memory 
into trace files . These key frames may be inserted at semi values at the time of a snapshot are requested , they may 
regular intervals in order to meet a goal replay time for each potentially be returned directly from the snapshot without 
trace section created by the key frame , and / or may be 60 any replay . 
inserted at , before , and / or after specifically - identified events Depending on implementation and trace replay goals 
of interest . snapshots could store additional information as well , such as 

In some embodiments , the indexing component 200 also the number of times each memory location was accessed , an 
stores into trace file 500 aggregate and / or statistical infor instruction count or some other timestamp identifying when 
mation for individual trace sections . For example , the index- 65 the memory location was accessed , the value of each access , 
ing component 200 may record data such as memory the type of each access ( e.g. , read or write ) , etc. Similar to 
addresses accessed by a trace section , functions called the insertion of key frames , the content and frequency of 



US 10,754,758 B2 
21 22 

memory snapshots may be based on replay goals , including execution each entity , also lacks a snapshot ( e.g. , because 
the target replay environment . For example , an analysis may that snapshot would be empty , as no instructions have yet 
be made by the indexing component 200 of desired replay executed ) 
responsiveness versus acceptable trace file size for the As mentioned above , some embodiments store memory 
indexed trace file ( s ) 109. It will be appreciated that , in 5 snapshots comprising the memory addresses that were 
general , atrace file with greater number of memory encountered when replaying one or more corresponding 
snapshots facilitates a more responsive replay , but also sections of a trace , along with the most recent value seen at 
results in lager trace file size . Thus , an analysis of replay each address . Thus , for example , suppose that the same 
goals may consider available storage and / or memory particular memory location is written to at each of events 
resources at a replay computing environment , a total dura- 10 705a - 705c . Here , memory snapshot 703b may indicate that 
tion of traced execution ( e.g. , a greater number of snapshots this particular memory location was written to during the 

section on entity 701a between key frame 702b and 702c , may be inserted for traces having a shorter overall duration ) , and that the most recent value was the value that was written a number of executable entities represented ( e.g. , a greater at event 705b . Likewise , memory snapshot 7031 may indi 
number of snapshots may be inserted for traces representing 15 cate that the particular memory location also written to 
a fewer number of executable entities ) , etc. It is noted that during the section on entity 701c between key frame 702n 
these factors can also be a consideration for determining and 7020 , and that the most recent value was the value that 
how many key frames to insert , since they also directly was written at event 7050. Later , if a request for program 
affect trace file size . state at key frame 702c or at key frame 7020 were requested 

To help illustrate the concept of memory snapshots , FIG . 20 at the debugger 106 , then the debugger 106 could simply 
7 illustrates an example timing diagram 700 representing a report the values from snapshots 703b or 7031. If , on the 
portion of execution of three executable entities ( 701a other hand , a request for all writes to the particular memory 
7010 ) . In FIG . 7 , the timeline of execution of executable location were to be made ( e.g. , as part of watch on a variable 
entities 701a - 701c may , for example , represent a view of or return value ) , the debugger 106 could use memory 
program execution as seen by the replay component 203 of 25 snapshots 7036 and 7031 to identify that the particular 
the indexing component 200 when replaying an original memory location was accessed during the section between 
trace file 109a . In FIG . 7 , the execution timelines include the key frame 702b and 702c and the section between key 
locations of a plurality of key frames 702a - 7020 . These key frames 702n and 7020. The debugger could then replay 
frames could , for example , correspond to key frames that those sections , starting with key frames 702b and 702n , in 
were already recorded in an original trace file 109a , and / or 30 order to identify the value that was written by each event 
correspond to new key frames that have been , or will be , 705 
inserted into an indexed trace file 109b by the key frame In some embodiments , a given memory snapshot captures 
component 205 of the indexing component 200 as discussed aggregate data for only the section of the trace between itself 
above in connection with FIG.5 . The execution timelines for and a prior memory snapshot . For example , in these embodi 
entities 7016 and 7010 also include the identity of other 35 ments , memory snapshot 703b may store data relating only 
events 703a and 703b for which there is no key frame . These to the section between key frames 702b and 702c . In other 
could , for example , correspond to orderable events for embodiments , however , the memory snapshots provide 
which the indexing component 200 did not insert a key access to memory values relevant to other trace sections . For 
frame example , a memory snapshot may store at least a portion of 
FIG . 7 also represents three timelines representing the 40 the data from one or more prior memory snapshots , or may 

storage of memory snapshots ( 704a - 704c ) , each correspond refer back to one or more prior snapshots . 
ing to one of executable entities ( 701a - 701c ) . As mentioned For example , in FIG . 7 , memory snapshots 703a - 7031 are 
above , each memory snapshot ( 703a - 7031 ) comprises a represented using a combination of heavy and light line 
summary of memory addresses and / or values that were weights . In this notation , memory snapshots denoted with a 
encountered during a corresponding section of execution . 45 heavy line weight represent “ full ” memory snapshots , while 
Thus for example , referring to entity and snapshots memory snapshots denoted with a light line weight represent 
704b , snapshot 703a comprises a summary of memory “ differential ” memory snapshots . Thus , for example , 
addresses and values that were encountered during execu memory snapshots timeline 704a includes two full memory 
tion of entity 701a between key frames 702a and 702b , snapshots ( i.e. , memory snapshots 703a and 703d ) , and three 
snapshot 703b comprises a summary of memory addresses 50 differential memory snapshots ( i.e. , memory snapshots 
and / or values that were encountered during execution of 703b , 703c , and 703e ) , memory snapshots timeline 7045 
entity 701a between key frames 702b and 702c , and so on includes two full memory snapshots ( i.e. , memory snapshots 
to snapshot 703e corresponding to the section between key 703f and 703g ) , and one differential memory snapshot ( i.e. , 
frames 702e and 702f . Similarly , snapshots 704b capture memory snapshot 703h ) , etc. 
memory addresses / values encountered during correspond- 55 In general , a full memory snapshot stores a record of all 
ing sections of execution of entity 701b , and snapshots 704c memory addresses / values known at the time of the snapshot , 
capture memory addresses / values encountered during cor whereas a differential memory snapshot stores a record of 
responding sections of execution of entity 701c . any memory addresses / values that have changed or been 

While key frames are a natural location in a trace to record discovered since the prior memory snapshot ( whether that be 
memory snapshots , memory snapshots can be recorded at 60 a full memory snapshot or a differential memory snapshot ) . 
any time , such as the depicted snapshots 703h and 703 ; that A differential memory snapshot can then store pointer ( s ) 
correspond to events 704a and 704b ( e.g. , orderable events ) back to the prior snapshot ( s ) to that the replay component 
on entities 7016 and 701c that lack key frames . Similarly , 106b can later traverse the snapshots to obtain memory 
memory snapshots need not occur with each key frame . For value . 
example , key frames 702i and 702k on entity 701b each lack 65 In some embodiments , memory snapshots are stored on 
a corresponding memory snapshot . Additionally , key frames the basis of different ranges of memory addresses . For 
702a , 702g , and 7021 , which each corresponds to the start of example , a memory snapshot may comprise a different data 
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structure for each range of memory addresses , or may mine whether traversal of a chain of differential snapshots 
comprise a data structure with a different node for each would cause a disk read at replay ( e.g. , since the chain of 
range of memory addresses . In one embodiment , for differential snapshots would occupy more than the size of 
example , each range of addresses corresponds to a fixed one disk page ) . In this case , the indexing component 200 
amount of memory , such as one kilobyte . In other embodi- 5 may determine that it is more desirable for replay to store a 
ments , each range of addresses may correspond to a different full snapshot for the range than to store another differential 
amount of memory . Whether to use fixed or variable snapshot . 
memory ranges may depend on factors such as memory In view of the foregoing , FIG . 8 illustrates an example 
access locality ( e.g. , to make regions correspond to sections indexed trace file 800 that includes memory snapshots . In 
of memory that are frequently accessed ) , or a desired 10 FIG . 8 , trace data streams 801a - 801c correspond , respec 
memory lookup complexity during replay ( e.g. , fixed tively , to trace data streams 501a - 501c . Each trace data 
memory ranges may enable a single - step lookup since the stream 801 includes the key frames depicted in FIG . 5. Trace 
appropriate memory range structure to use to find a particu file 800 , however , also includes snapshot data streams 
lar memory location can be computed in a straightforward 802a - 802c , each of which corresponds to one of the trace 
maner , while variable memory ranges may involve 1 data stream , as depicted . While the snapshot data stream 
additional step to determine which memory range structure 802 are depicted for clarity as being separate data streams , 
stores a particular memory location ) . it will be appreciated that they could actually be embodied 
When storing memory snapshots based on ranges of in a single snapshot data stream . 

memory addresses , each range of addresses may individu In FIG . 8 , each snapshot data stream 802 includes a 
ally be the subject of full and differential napshots.Thu , 2plurality of memory snapshots ( depicted as horizontalnes ) , 
rather than storing full and differential memory snapshots of which generally correspond to the key frames in their 
the entire memory space available to each entity , embodi corresponding trace data stream 801. However , as discussed 
ments may divide that memory space into different ranges above , memory snapshots need not occur at each key frame , 
whether theranges be fixed in size or variable in zand and can occur at points other than key frames . Thus , for 
perform full and differential snapshots on each of those 25 example , each snapshot data stream 802 lacks a memory 
memory ranges , as needed . Thus , while for simplicity of snapshot corresponding to the key frame beginning each 
illustration , each memory snapshot in FIG . 7 is depicted as trace data stream 801. In addition , in region 803 , snapshot 
being either a fulapshot or differential snapshot , it may data stream 802c lacks memory snapshots corresponding to 
be that snapshot at a particular point in the trace may key frames occurring in trace data stream 801c during the 
actually comprise both full snapshots for some memory 30 same time period . Further , snapshot data stream 802c also 
ranges , and differential snapshots for other memory ranges . includes a memory snapshot 804 that does not correspond to 
In one example , a differential snapshot stores memory any key frame in trace data stream 801c . 
values that have changed in a given memory range since the Similar to FIG . 7 , the snapshot data streams 802 may 
last snapshot , along with pointers back to prior snapshots for include a combination of full and differential memory snap 
values that have not changed . 35 shots ( also depicted with heavy versus light line weight ) . As 

Additionally , the memory snapshots at each memory seen by snapshots 805 , differential snapshots need not 
location need not store snapshot data relating to all memory follow full snapshots . In fact , the snapshot data streams 802 
ranges . For example , while memory snapshot 703a may could , in some embodiments , include only full memory 
include full snapshots for memory ranges A and B , differ snapshots . 
ential snapshot 703b may store snapshot data relating to 40 In view of the foregoing , FIG . 9 illustrates an example of 
memory range A but not memory range B ( e.g. , since the a method 900 for inserting memory snapshots during index 
trace section between key frames 702b and 702c accessed ing of a trace for responsive trace replay . Method 900 is 
memory addresses in range A but not in range B ) , and described in view of FIGS . 1-8 . While method 900 is 
differential snapshot 703c may store differential snapshot presented as a series of acts , it will be appreciated that the 
data relating to memory range B but not memory range A 45 particular number and ordering of the acts shown is only 
( e.g. , since the trace section between key frames 702c and example of inserting memory snapshots during indexing of 
702d accessed memory addresses in range B but not in range a trace consistent to the embodiments herein . 
A ) . As depicted , method 900 includes an act 901 of identi 
When determining whether to store a full or differential fying points of interest in execution of one or more execut 

snapshot for a given address range , the indexing component 50 able entities whose execution is traced in first trace data 
200 ( e.g. , the identification 204 and / or memory snapshot stream ( s ) . In some embodiments , act 901 comprises identi 
206 component ) may weigh replay responsiveness and / or fying a plurality of points of interest in execution of one or 
computational cost for each option , versus the amount of more executable entities whose execution is traced in one or 
space that each option would occupy on the indexed trace more first data streams . For example , referring to FIG . 2 , the 
file 109b . For example , depending on the number memory 55 identification component 204 can identify points of interest 
locations that have changed for a memory range since the in an original trace file 109a that is being replayed by the 
last snapshot , the indexing component 200 may determine replay component 203 , which points are suitable for record 
that it will actually take less storage to store a full snapshot ing memory snapshots to provide for a responsive replay . 
for that memory page , versus storing a series of pointers For example , as explained in connection with FIGS . 7 and 
back to prior snapshots . In another example , while it may 60 8 , points of interest may correspond to key frames , sequenc 
take more trace file space for a given memory range to store ing numbers , or other points in execution that a user may be 
a full snapshot versus a differential snapshot , if there is interested in during debugging . In some embodiments , the 
already an extensive chain of differential snapshots the points of interest may correspond , at least in part , to those 
indexing component 200 may determine that it is more points of interest that have been identified for the insertion 
desirable for replay to use the space on the trace file versus 65 of key frames ( i.e. , as described generally in connection with 
requiring a long traversal of snapshots at replay time . In FIGS . 3-6 ) . Referring to FIG . 8 , for example , points of 
another example , the indexing component 200 may deter interest for recording memory snapshots may correspond , at 
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least in part , to key frames in trace data streams 801a - 801c . As discussed above , memory snapshots may be full 
These key frames may , in turn , correspond to potentially memory snapshots , or may be differential memory snap 
interesting events , such as function boundaries , module shots . Additionally , while memory snapshots could be based 
boundaries , exceptions , kernel calls , runtime environment on an entity's entire memory space , in some embodiments 
activity , cache flushes , or input / output activity . 5 that are more granularly based on smaller memory regions 

In some embodiments , the plurality of points of interest ( which could be fixed or variable in size ) . 
are identified based , at least in part , on one or more respon Accordingly , some of the embodiments herein index trace 
siveness goals and / or one or more storage utilization goals . files according to performance and resource utilization goals 
For example the , identification component 204 may deter for replay , while potentially considering the specific replay 
mine a frequency with which to record memory snapshots 10 computing environment used , by inserting memory snap 
based on balancing target replay responsiveness with storage shots into trace files . These memory snapshots may be 
utilization goals ( i.e. , trace file size ) . Thus , for example , if inserted occasionally ( e.g. , at key frames , sequencing num 
responsiveness is preferred over efficient storage utilization , ber , etc. ) in order to prove a more responsive replay , with the 
the points of interest may include a relatively large number tradeoff of an increased trace file size . 
of key frames / sequencing numbers . If , on the other hand , 15 As mentioned briefly above , some embodiments augment 
efficient storage utilization is preferred over responsiveness , indexed trace files 109 with one or more reverse lookup data 
the points of interest may include a relatively few number of structures . These data structures are indexed by attributes 
key frames / sequencing numbers . In some embodiments , the observed during code execution , and for each attribute ( or 
responsiveness and / or storage utilization goals are based , at range of attributes ) identify trace section ( s ) during which the 
least in part on a target replay computing environment . 20 attribute ( s ) were observed ( or may have been observed , in 

Method 900 also includes an act 902 of replaying a traced some embodiments ) at replay . Reverse lookup data struc 
section preceding each point of interest . In some embodi tures are usable during a query or a search in order to quickly 
ments , act 902 comprises , based on the one or more first data return results to the query / search , since they are usable to 
streams , replaying a traced section of execution of the one quickly , efficiently , and in many cases ) drastically narrow 
or more executable entities preceding each point of interest . 25 the amount of a trace that needs to be replayed in order to 
For example , the replay component 203 can replay one or respond to a query . 
more sections of execution leading up each point identified Reverse lookup data structures enable the query compo 
for recording a memory snapshot . In some embodiments , nent 106d and / or the search component 106e to respond to 
this replay corresponds to a replay that is performed for an inquiry by replaying only those trace sections that were 
identifying locations for inserting key frames ( for example , 30 known to ( or were likely to within a defined margin of error , 
replay of an original trace file 109a ) . In other embodiments , in some embodiments ) have performed an operation relevant 
this replay may be separate from that replay , such as one that to responding to the inquiry , rather than requiring a replay of 
occurs after key frames have already been inserted into an the entire trace while keeping meticulous bookkeeping . This 
indexed trace file 109b . In this situation , replay of each reduces the amount of time and processing resources needed 
traced section may comprise a replay of the indexed trace 35 to respond to an inquiry by many orders of magnitude , since 
file 109b , including replaying from a key frame preceding it frequently decreases the search space ( i.e. , amount of trace 
the memory snapshot recording location . data to be replayed ) by many orders of magnitude . For 

Method 900 also includes an act 903 of , during replay , example , inquiries that may have taken hours to days to 
tracking accessed memory addresses and values . In some perform using prior trace files lacking reverse lookup data 
embodiments , act 903 comprises , during replay of each 40 structures may be performed in milliseconds using indexed 
traced section of execution , tracking which memory trace files augmented with reverse lookup data structures . 
addresses are accessed by the one or more executable In order to provide an understanding of these concepts , 
entities during replay of the section , and at least a most FIG . 10 illustrates an example 1000 of generation of a 
recent value encountered at each memory address during reverse lookup data structure from a trace data stream . In 
replay of the section . For example , the memory snapshot 45 particular , FIG . 10 depicts a trace data stream 1001 ( which 
component 206 can track which memory addresses are corresponds generally to trace data stream 801a of FIG . 8 , 
accessed ( e.g. , read from or written to ) during replay of each but which could be any trace data stream indexed into 
trace section , along with one or more memory values seen independently replay - able sections — such as key frames 
during the access . consistent with the disclosure herein ) . In FIG . 10 , each 
Method 900 also includes an act 904 of recording one or 50 section of trace data stream 1001 is associated with an 

more snapshot data streams in second trace data stream ( s ) . identifier ( an integer between 1 and 25 in this example , 
In some embodiments , act 904 comprises recording one or though real - world embodiments may use much more com 
more second data streams , including recording a plurality of plicated identification schemes , such as a hash , a Globally 
memory snapshots in connection with the plurality of points Unique IDentifier ( “ GUID ” ) , etc. ) . 
of interest into the one or more second data streams , each 55 In order to generate a reverse lookup data structure , the 
memory snapshot summarizing memory addresses and val reverse lookup component 207 tracks attributes that occur 
ues encountered in at least one section of execution preced during replay of the sections of trace data stream 1001 , 
ing each point of interest . For example , the memory snap associating them with the trace section during which they 
shot component 206 can insert one or more additional data were observed . This may be done as part of a replay during 
streams into the indexed trace file 109 written by the output 60 which the key frame component 205 inserts new key frames , 
component 202. These data streams can record one or more as part of a replay during which the memory snapshot 
memory snapshots at each of these points of interest sum component 206 generates snapshot data streams ( e.g. , 802a 
marizing at least memory addresses / values encountered dur 802c ) , or as part of some other replay . 
ing replay of the preceding section . For example , FIG . 8 There are many different types of attributes that the key 
illustrates an example of a trace file 800 that includes 65 frame component 205 could track , and they may be selected 
snapshot data streams 802a - 802c that record memory snap from any type of data that can be observed during execution 
shots corresponding to trace data streams 801a - 801c . of code instructions as part of replay . However , some 
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examples that may be particularly useful for processing later FIG . 10 illustrates another reverse lookup structure 1004 
inquiries may be selected from among memory addresses that is derived from reverse lookup structure 1003. In 
accessed during replay of the trace sections , memory values reverse lookup structure 1004 , the reverse lookup compo 
encountered during replay of the trace sections ( e.g. , values nent 207 has decreased the granularity of the index . Doing 
read from or written to memory ) , functions called during 5 so can decrease the size of reverse lookup structure 1004 as 
replay of the trace sections , return values and / or input compared to reverse lookup structure 1003 , with the tradeoff 
parameters encountered when executing functions , and the of causing some “ false positives ” when using reverse lookup 
like . When tracking memory addresses accessed , this could structure 1004. In particular , FIG . 10 illustrates that , rather 
include one or more of tracking ( i ) memory addresses read then indexing by individual attribute value as in reverse 
from by the code instructions being replayed ( e.g. , in a data 10 lookup structure 1003 , reverse lookup structure 1004 
processor cache ) , ( ii ) memory addresses written to by the indexes by ranges of attribute values . For example , reverse 
code instructions being replayed ( e.g. , in a data processor lookup structure 1004 indexes five ranges ( a - , & -K , à - o , 
cache ) , and / or ( iii ) the memory addresses corresponding to IT - V , and p - w ) that are based on the ordering of letters in the 
code instructions being replayed ( e.g. , in a code processor Greek alphabet , rather than based on ten individual values as 
cache ) . When tracking functions called , this could include 15 in reverse lookup structure 1003. Note that the ranges need 
tracking an entry point memory address of each function , a not be equal in size . For example , ranges a- £ , & -K , 2 - o , and 
function name , etc. IT - V each cover five letters ( i.e. , a , b , Y , 8 , and £ ; & , n , 0 , 1 , 

In FIG . 10 , attributes are depicted as being tracked in and K ; à , ll , V , 5 , and o ; and ot , p , O , T , and v ) , while range 
forward lookup structure 1002. This structure is keyed by p - w only covers four letters ( i.e. , 0 , X , Y , and w ) . While , in 
trace section ( i.e. , 1-25 ) and the value of each key includes 20 the depicted example , the size reduction is somewhat mod 
any attributes that were observed during replay of that trace est ( 52 trace sections specified across ten indexed entries in 
section . While forward lookup structure 1002 is depicted reverse lookup structure 1003 , versus 45 trace sections 
( for ease in description ) as a table , it will be appreciated that specified across five indexed entries in reverse lookup 
forward lookup structure 1002 could track attributes using a structure 1004 ) , depending on the distribution of individual 
variety of data structure types ( e.g. , tree structures , hash- 25 attribute values across trace sections , this could result in a 
based structures , linked lists , etc. ) . The reverse lookup significant reduction in reverse lookup structure size . 
component 207 may track multiple types of attributes at As a more concrete example , some embodiments that 
once . In these cases , depending on the type of data structure index attributes comprising memory addresses may decrease 
being used , the reverse lookup component 207 may poten granularity by indexing memory address ranges , rather than 
tially maintain separate forward lookup structures for each 30 individual memory addresses . For example , reverse lookup 
attribute type . structure 1003 may index individual addressable memory 

In forward lookup structure 1002 , attributes are symboli locations ( e.g. , byte - level ) , while reverse lookup structure 
cally represented by Greek letters , in which different Greek 1004 may index ranges of addressable memory locations , 
letters correspond to different attribute values . Thus , for such as 16 - byte ranges , 32 - byte ranges , 64 - byte ranges , 
example , if forward lookup structure 1002 tracks attributes 35 kilobyte ranges , megabyte ranges , etc. It will be appreciated 
comprising memory addresses accessed , then each different that indexing by memory ranges and can lead to significant 
Greek letter may correspond to a different particular reductions in reverse lookup structure size , particularly if the 
memory addresses . As another example , if forward lookup program that is being traced exhibits high levels of code 
structure 1002 tracks attributes comprising return values locality ( i.e. , accessing memory addresses near each other in 
encountered , then each different Greek letter may corre- 40 the total memory space ) . For example , code locality may be 
spond to a different particular value ( e.g. , integer value , exhibited based on accesses to a program's stack , accesses 
string value , etc. ) . Accordingly , in the example , in which to data structures , etc. Further reductions in size can be 
forward lookup structure 1002 tracks attributes comprising achieved by the reverse lookup component 207 recognizing 
memory addresses accessed , trace section 1 of trace data this code locality , and using variable - sized index ranges that 
stream 1001 is depicted in forward lookup structure 1002 as 45 align with frequent memory accesses . For example , reverse 
having accessed three different memory addresses ( a , w , and lookup structure 1004 could index some more frequently 

) , trace section 2 is depicted as having accessed two accessed memory ranges at a more granular level ( e.g. , 
different memory addresses ( o and Ø , etc. ) , etc. Not all 16 - byte , 32 - byte , etc. ) , while it indexes other less frequently 
sections need have corresponding attributes . For example , accessed ranges at a less granular level ( e.g. , kilobyte , 
trace sections 4 , 9 , and 11 are depicted as having no 50 megabyte , etc. ) . 
attributes associated therewith . As another concrete example , some embodiments that 

Note that in FIG . 10 some of the same particular memory index attributes comprising actual values ( e.g. , integers , 
addresses are accessed by multiple trace sections . For strings , etc. ) may decrease granularity by indexing a portion 
example , memory address a is accessed by each of trace of a binary representation of the value , rather than the entire 
sections 5 and 8 , memory address 13 is accessed by each of 55 value . For example , reverse lookup structure 1004 could 
trace sections 13 , 17 , 19 , and 20 , etc. Accordingly , by index based on only the lower “ n ” ( e.g. , 8 , 16 , etc. ) bytes of 
identifying which trace sections share an attribute's value in a binary representation of a value . 
common , the key frame component 205 can develop reverse As an additional or alternative mechanism for decreasing 
lookup structure 1003. Opposite forward lookup structure granularity ( again , with the tradeoff of creating false posi 
1002 , reverse lookup structure 1003 is keyed by attributed 60 tives ) , some embodiments may specify trace sections as 
value , and the value of each key includes any trace section ranges . For example , as represented in reverse lookup struc 
( i.e. , 1-25 ) during which that value was observed during ture 1003 , value E was encountered in each of trace sections 
replay . While reverse lookup structure 1003 is depicted ( for 6 , 8 , 10 , 14 , 15 , 21 , 23 , and 25. Some embodiments could 
ease in description ) as a table , it will be appreciated that less granularly specify these sections as , for example , 6-15 
reverse lookup structure 1003 could comprise a variety of 65 and 20-25 . In another example , as represented in reverse 
data structure types ( e.g. , tree structures , hash - based struc lookup structure 1004 , values in the range a - e may have 
tures , linked lists , etc. ) . been encountered in trace sections 5 , 6 , 8 , 10 , 13 , 14 , 17 , 19 , 
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20 , 21 , 23 , and 25. Some embodiments could less granularly acts shown is only example of inserting memory snapshots 
specify these sections as , for example , 5-25 . during indexing of a trace consistent to the embodiments 
Note that each time granularity is decreased , the prob herein . 

ability of false positives during use of reverse lookup As depicted , method 1100 includes an act 1101 of receiv 
structures may increase when entries that are merged into a 5 ing data stream ( s ) storing trace data observed during execu 
single entry reference different sets of trace sections . For tion of executable entities ) . In some embodiments , act 1101 
example , an inquiry for the value d on reverse lookup comprises receiving one or more first data streams that store 
structure 1004 would signal a possibility that d was observed trace data observed during execution of one or more execut 
in one or more of trace sections 5 , 6 , 8 , 10 , 13 , 14 , 17 , 19 , able entities , the trace data enabling the execution of the one 
20 , 21 , 23 , and 25 , even though it was not actually observed 10 or more executable entities to be replayed . For example , the 
in any of them . Thus , the query component 106d and / or the indexing component may receive a trace file 109 ( such as 
search component 106e may replay one or more of these original trace file 109a or indexed trace file 1096 ) that 
sections to reply to the inquiry , even though no data related records execution of application 108. The indexing compo 
to the value o would be found in these trace sections . nent 200 can then utilize the reverse lookup component 206 

Accordingly , when merging entries to decrease the granu- 15 to process one or more trace data streams in the trace file 109 
larity of a reverse lookup structure , the reverse lookup for augmenting them with reverse lookup structures . In 
component 207 may account for various factors , and some embodiments , the reverse lookup component 207 may 
tradeoffs between these factors . For example , the reverse operate directly on the received trace file 109 , while in other 
lookup component 207 may balance how much of a reverse embodiments it may operate on data streams output by other 
lookup structure size decrease would be achieved by a given 20 sub - component ( s ) of the indexing component 200 , such as 
granularity reduction with an anticipated increased false the key frame component 205 , the output component 202 , 
positive rate that would result from that reduction . The etc. 
reverse lookup component 207 may also consider other Method 1100 also includes an act 1102 of replaying a 
factors such as whether the size of the reverse lookup plurality of trace sections while recording attributes . In some 
component 207 would allow it to be contained entirely in 25 embodiments , act 1102 comprises replaying a plurality of 
memory during an inquiry ( or if it would need to be read trace sections of the one or more first data streams , each 
from disk ) , how long it generally takes to replay each trace trace section comprising a different portion of the trace data , 
section and thus the performance penalty for a false posi while recording attributes observed during the replay of the 
tive ( i.e. , based on the analysis and performance goals plurality of trace sections . For example , as illustrated con 
identified by the identification component 204 and the 30 ceptually in FIG . 10 , the reverse lookup component 207 may 
resulting insertion of key frames by key frame component cause the replay component 203 to replay one or more trace 
205 ) , etc. data streams ( e.g. , 1001 ) . In other embodiments the replay 

In some embodiments , the reverse lookup component 207 may be performed in connection with operations of other 
can perform an analysis on any reverse lookup structures indexing components , such as identification component 204 , 
that it has generated , and create telemetry metadata com- 35 key frame component 205 , and / or memory snapshot com 
prising statistics about the reverse lookup structure . For 
example , reverse lookup component 207 can develop sta Act 1102 includes an act 1103 of , for each trace section , 
tistics about the distribution of different values in the reverse executing code instructions based on the trace section's 
lookup structures ( e.g. , the frequency of occurrence of portion of trace data . In some embodiments , act 1103 
common values such as one or zero ) , a granularity infor- 40 comprises , for each trace section , executing a plurality of 
mation about the reverse lookup structure , anticipate false code instructions of the one or more executable entities 
positive rate for the reverse lookup structure , a number of based on the trace section's portion of the trace data . For 
entries in the reverse lookup structure , etc. example , for each section of trace data stream 1001 , the 

The reverse lookup component 207 can store any gener replay component 203 can replay code instructions based on 
ated reverse lookup structures , along with any generated 45 trace data in that section of trace data stream 1001 . 
metadata , in one or more data streams of indexed trace file ( s ) Act 1102 also includes an act 1104 of , for each trace 
109b . For example , just as the memory snapshot component section , recording attribute ( s ) observed during execution of 
206 created snapshot data streams ( e.g. , 802a - 802c in FIG . section's code instructions . In some embodiments , act 1104 
8 ) , the reverse lookup component 207 can generate one or comprises , for each trace section , recording one or more 
more additional data steams storing various reverse lookup 50 attributes observed during the execution of the plurality of 
structures for different trace data streams and / or for different code instructions based on the trace section's portion of the 
types of tracked attributes . trace data , along with an identity of the trace section . For 

In some embodiments , indexing may include use of example , FIG . 10 depicts forward lookup structure 1002 , in 
symbols to help translate memory addresses to user - friendly which the reverse lookup component 207 has recorded 
names . For example , symbols may map memory addresses 55 individual attributes ( i.e. , represented as Greek letters ) 
of executable code to the name of a function that corre observed during replay of each section of trace data stream 
sponds to that executable code . As such , creation of reverse 1001 . 
lookup data structures may include creating reverse lookup Method 1100 also includes an act 1105 of creating a 
data structures that include symbol data , or that include reverse lookup data structure that associates attributes 
symbols in some data stream of the indexed trace file ( s ) 60 observed during the replay with each trace section in which 
109 ( b ) . it was observed . In some embodiments , act 1105 comprises , 

In view of the foregoing , FIG . 11 illustrates an example of based at least on recording the attributes observed during the 
a method 1100 for augmenting a trace with at least one replay of the plurality of trace sections , create at least one 
reverse lookup data structure during indexing of the trace . reverse lookup data structure , the reverse lookup data struc 
Method 800 is described in view of FIGS . 1-10 . While 65 ture associating each of at least a subset of the attributes 
method 1100 is presented as a series of acts , it will be observed during the replay of the plurality of trace sections 
appreciated that the particular number and ordering of the with the identity of each trace section in which it was 

ponent 206 . 
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observed . For example , FIG . 10 depicts reverse lookup those concepts . A concept may comprise any type of code 
structure 1003 , in which the reverse lookup component 207 related information that a user may want to construct a query 
has created an as an index comprising values observed , and around . Examples of concepts can include functions , mod 
in which associates each value with the trace section ( s ) ules ( e.g. , shared libraries ) , stacks , variables , return values , 
during which it was observed . Thus , act 1105 may comprise 5 function parameters , data types , events , processes , and the 
identifying at least one attribute that was observed during like . Since queries are conducted over traced program 
replay of two or more of the plurality of trace sections , and execution , each of these concepts can be inherently associ 
storing that attribute as a key in the reverse lookup data ated with time . Operations express actions that can be 
structure , and storing an identity of each of the two or more performed in relation concepts , relationships between con 
trace sections from which it was observed as a value 10 cepts , attributes of concepts , etc. Examples of operations can 
associated with the key in the reverse lookup data structure . include pairing , joining , lifetime , resource operations ( e.g. , 
Method 1100 may optionally include an act 1106 of create , close / destroy , copy , move , rename , allocation , de 

adjusting granularity of the reverse lookup data structure . In allocation , reallocation , etc. ) , and the like . Unlike queries in 
some embodiments , act 1106 comprises merging a plurality many other computing contexts , the queries described herein 
of key / value pairs in the reverse lookup data structure into 15 operate within the context of time — i.e . , the time during 
a single key / value pair . For example , FIG . 10 depicts reverse which a program executed . Additionally , the queries 
lookup structure 1004 , in which the reverse lookup compo described herein operate with knowledge of lifetime_e.g . , 
nent 207 has merged entries in the reverse lookup structure that a local variable could only exist if the function that 
1003 into single entries in the reverse lookup structure 1004 . defines or declares it is has been or is being executed , etc. 
Method 1100 also includes an act 1107 of augmenting the 20 In general , embodiments receive and parse a query 

data stream ( s ) with the reverse lookup data structure . In expression , build a data structure representing the query 
some embodiments , act 1107 comprises storing the reverse expression , and then evaluate the elements of the data 
lookup data structure as part of one or more second data structure using trace data to develop a result set . The data 
streams . For example , the reverse lookup component 207 structure may be used to identify one or more ways to reduce 
may instruct the output component 202 to insert one or more 25 the amount of work to perform in responding to the query . 
additional data streams comprising reverse lookup data For example , trace indexes may be used to narrow the search 
structures ( and potentially associated metadata ) into indexed space to only trace sections that are predicted to have likely 
trace file ( s ) 109b . encountered the concept ( s ) upon which the query is based . 

Accordingly , some of the embodiments herein index trace To facilitate further understanding of these concepts , FIG . 
files by augmenting them ( e.g. , as one or more additional 30 12 illustrates an example 1200 of a query component ( e.g. , 
data streams ) that include reverse lookup data structures . corresponding to query component 106d of FIG . 1 ) . As 
These data structures enable other components to quickly depicted , query component 1200 includes a number of 
and efficiently locate trace sections for which particular sub - components , such as , for example , an input component 
attributes were observed ( or may have been observed ) to 1201 , a parsing component 1202 , an inspection component 
facilitate quick and efficient inquires ( searches and / or que- 35 1203 , an evaluation component 1204 , an output component 
ries ) over the indexed trace file . 1205 , a normalization component 1206 , and / or a lifetime 

In some embodiments , indexing may also include anno analysis component 1207. The depicted identity and 
tating functions identified in a trace file 109 with informa arrangement of sub - components 1201-1207 are merely one 
tion usable for contract verification . For example , the index example as an aide in description , and one of ordinary skill 
component 106c might use a source code annotation lan- 40 in the art will recognize that the particular identity and 
guage to annotate functions identified in the trace file 109 number of sub - components of the query component 1200 
with information specifying a contract for the function ( i.e. , can vary greatly based on implementation ( e.g. , as indicated 
how the function is permitted to be used and behave such by the ellipses ) . 
as specifying which parameters are input only , which param In general , the input component 1201 receives a query 
eters are output - only , that an array is fully filled in on a 45 that is to be performed against an indexed trace file 109b . 
successful return , etc. ) . These annotations may be generated For example , a query may be received based on user input 
based on user input , static code analysis , etc. Then , viola at a user interface of debugger 106. The parsing component 
tions of these contracts could be identified and surfaced to a 1202 parses the query , and builds a structural representation 
user during replay or as part of a search / query . In some of the query . For example , the parsing component 1202 may 
embodiments , during replay a user may supply inputs to a 50 build a structural representation that includes a plurality of 
function that are known to violate that function's contract related data elements , in which each data element represents 
( e.g. , based on inputs identified from an error report ) to a concept and / or operation in the query that needs to be 
facilitate efficient diagnosis and debugging of an error evaluated against the indexed trace file 109b in order to 
report . develop a result set in response to the query . In some 
As mentioned earlier , embodiments include performing 55 embodiments ( and as illustrated in the examples hereafter in 

inquires against the indexed trace file ( s ) 109b . Some connection with FIGS . 13A - 13C ) the structural representa 
embodiments provide inquiries in the form of a query ( e.g. , tion comprises a hierarchical tree data structure comprising 
using query component 106d ) . In general , a query returns a plurality of nodes , though other types of structures may be 
result sets for given query patterns , in which an entire trace used . 
of program execution is the available search space against 60 The inspection component 1203 uses the structural rep 
which the query is run . As such , the target of a query may resentation of the query to identify an ordering in which to 
be a trace data stream , a portion of a trace ( i.e. , a sub - trace ) , evaluate the structural representation’s data elements at the 
or an aggregation of query targets ( e.g. , a plurality of evaluation component 1204. In some embodiments , the 
sub - traces of one or more trace data streams , a plurality of inspection component 1203 may order the data elements 
trace data streams , a plurality of traces , etc. ) . 65 based on semantics of the structural representation itself 

In some embodiments , queries operate based on “ con ( e.g. , an associativity among the data elements ) . However , 
cepts ” ( i.e. , program code concepts ) , and “ operations ” on this may result in inefficient orderings in which substantial 
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portions of a trace ( often the entire trace ) is replayed . In FIGS . 13A - 13C illustrate some concrete examples 1300 , 
other embodiments , however , the identification component 1304 , and 1307 of conversion of queries to corresponding 
1203 leverages indexing information ( e.g. , reverse lookup data structure representations , and evaluation of those data 
data structures ) in the indexed trace file ( s ) 109b to intelli structure representations . Note that the syntax of the queries 
gently locate data elements for which indexing information 5 shown in examples 1300 , 1304 , and 1307 are just some 
is available and evaluate those data elements first . As will example syntaxes that could be used , and the embodiments 
become clear in the examples below , this can significantly herein are not limited to the syntax shown . Additionally , the 
reduce / narrow the search space , and therefore drastically structural representations of these queries are also just some 
decrease the amount of processing resources and time it examples of data structures that could be used , and the 
takes to evaluate the query . 10 embodiments herein are not limited to these structures . 

The evaluation component 1204 does the work of evalu FIG . 13A provides an example 1300 of a query 1301 that 
ating the data elements of the structural representation of the has one condition . In FIG . 13A , sample query 1301 requests 
query , based on the ordering identified by the inspection all the functions that returned E_FAIL ( i.e. , an unspecified 
component 1203. In general , the evaluation component 1204 failure in WINDOWS ' API's ) . In particular , query 1301 
leverages the replay component 106b to reply sections of 15 specifies a collection of function invocations ( i.e. , “ Trace 
trace data that yield results , which are then compiled into a .Functions ” ) in the trace that is the target of the query , and 
result set . In performing evaluations , the evaluation com places a condition ( i.e. , “ Where ( ... ) ” ) on that collection . 
ponent 1204 may leverage indexing data ( e.g. , reverse This condition is expressed as a lambda expression , which 
lookup data structures ) in order to narrow the number of specifies an input parameter ( i.e. , a given function invoca 
trace sections that are replayed . In addition , the evaluation 20 tion “ f ” ) on the left side of the lambda operator ( = > ) , and an 
component 1204 may distribute the work of evaluation to expression ( i.e. , “ f . ReturnValue = E_FAIL ” ) to be evaluated 
other computer systems ( e.g. , by distributing data elements on the right side of the lambda operator . Thus , the lambda 
and / or trace sections to other computer systems for process expression takes a function invocation f , accesses its return 
ing ) . If the evaluation component 1204 distributes the work value , and compares it against the value of E_FAIL . The 
of evaluation , it may also merge results obtained from those 25 lambda expression evaluates true if E_FAIL is the return 
other computer systems . value of the invocation f , and evaluates false otherwise . Note 

The output component 1205 conveys result sets for con that the lambda expression is evaluated for each function 
sumption . This may include passing a result set to another invocation ( as opposed to each function ) in the trace , since 
component for further processing . For example , the debug the same function can return different values at different 
ger 106 may include one or more components that filter or 30 times and in different situations ( e.g. , different input param 
otherwise prepare results sets for presentation to a user . In eters ) . 
another example , a result set may be conveyed to the search In some embodiments , query 1301 returns a collection of 
component 106e for use in formulating search results . Con “ function invocation objects ” that represent the function 
veying a result set may also include conveying a result set invocations in the trace that returned E_FAIL . These func 
for display at a user interface , such as a user interface at the 35 tion invocation objects can then be further operated on , such 
debugger 106. In some embodiments , the output component as to examine each invocation's start time , its run time , its 
1205 may be capable of conveying partial result sets ( i.e. , input parameters ( e.g. , number , types , and / or values ) , etc. 
before the evaluation component 1204 has completed the For example , if the result set from query 1301 is assigned to 
work of evaluating the data elements of the structural a variable ( e.g. , “ $ myVar ” ) , this variable might then be 
representation ) , which can facilitate users performing itera- 40 operated on to order the collection by their start times , and 
tive queries based on partial results . to get the first item in that ordered collection ( e.g. , “ SmyVa 

The normalization component 1206 converts events iden r.OrderBy ( f = > f.startTime ) . First ( ) ” ) . This is also conceptu 
tified in a trace file 109 ( i.e. , events relating to memory ally equivalent " Trace.Functions . Where 
resources , file handle resources , etc. ) to a corresponding ( f = > f.Return Value = E_FAIL ) .OrderBy ( f = > StartTime ) 
event selected from a standard set of events . This can 45 First ( ) ” except that the latter query may give the inspection 
simplify queries by enabling queries to use standard events component 1203 and / or the evaluation component 1204 the 
as query conditions , rather than particular APIs used by the opportunity to process the query more efficiently . This is 
application 108 being traced . Thus , the same query can be because once a potential answer is found , there is no need to 
used as new APIs are developed , or existing APIs undergo look at later times in the trace . In contrast , the former query 
revisions , and the query is capable of returning results that 50 may need to return the entire collection of function invoca 
are based on code using the new / revised APIs . tion objects before searching for the first start time . 

The lifetime analysis component 1207 analyzes identified FIG . 13A depicts an example tree data structure 1302 
events to determine a lifetime of a resource ( e.g. , memory comprising a first possible structural representation of query 
resource , file handle resource , etc. ) associated with the 1301 ( e.g. , as generated by the parsing component 1202 ) , as 
event . For example , the lifetime analysis component 1207 55 well as a second possible tree data structure 1303 compris 
may utilize the replay component 106b to replay one or more ing an equivalent collapsed form of tree data structure 1302 . 
portions of a trace file 109 to observe program execution In order to evaluate tree data structure 1303 , the inspection 
behavior in connection with the event . component 1203 may take a naïve approach ( e.g. , ordering 
As will be discussed later , the normalization component the nodes based on a semantic left - to - right order ) which 

1206 and the lifetime analysis component 1207 may imple- 60 would first cause the evaluation component 1204 to evaluate 
ment one or more functions that are usable within queries the tree to the left of the " where ” node ( i.e. , node group 
that are based on resource lifetime . In some embodiments , 1303a ) in order to create an iterable collection of function 
these components 1206 , 1207 are user - extensible , allowing objects . Then , for each of those function objects , the iden 
them to support new programming languages , APIs , etc. The tification component 1203 may cause the evaluation com 
normalization component 1206 and the lifetime analysis 65 ponent 1204 to evaluate the tree to the right side of the 
component 1207 are discussed in more detail in connection " where ” node ( i.e. , node group 1303b ) . This would involve 
with FIGS . 15A - 16 . the evaluation component 1204 calculating the return value 

to 
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for each function in the collection ( i.e. , by replaying the condition is also expressed as a lambda expression , which 
trace ) to compare it with E_FAIL . As such , taking this naïve specifies an input parameter ( i.e. , a given function invoca 
approach could require replaying substantially the entirety tion “ 1 ” ) on the left side of the lambda operator , and an 
of the subject trace . expression to be evaluated on the right side of the lambda 

Alternatively , the inspection component 1203 may pre operator . This time , however , the expression 
inspect the nodes of tree data structure 1303 to see if any ( f.Name == “ HeapAlloc ” && f.ThirdParameter == 20 ) is 
nodes could be evaluated based on data that has been based on two conditions — whether the name of the invoked indexed by indexing component 200 , and cause the evalu function is “ HeapAlloc , " and whether the third parameter of ation component 1204 to evaluate those nodes first . Note the invocation is 20 ) . Thus , the lambda expression evaluates initially that in this example the type of f inside the Where 10 true if both of these conditions are true for the invocation , expression is of the same type as whatever is to the left of and evaluates false otherwise . the Where operator ( i.e. , a function invocation ) . Thus , the FIG . 13B also depicts an example tree data structure 1306 inspection component 1203 implicitly knows that f is of the 
type function invocation , and that query 1301 is accessing comprising a possible structural representation of query 
the return value of a function . Accordingly , the inspection 15 1305. As before , the inspection component 1203 can identify 
component 1203 can determine if return values have been that the type of f inside the lambda function a function 
indexed . invocation , and that the query is thus accessing the proper 

For example , the indexed trace file ( s ) 109b may include ties of function name and third input parameter of functions . 
reverse lookup data structures ( s ) ( i.e. , generated by reverse In order to evaluate tree data structure 1306 , the inspec 
lookup component 207 ) that index return values i.e. , that 20 tion component 1203 could take a naïve approach of iter 
map return values to trace section ( s ) in which the return ating over functions and , for each of them , checking their 
value was observed . In some embodiments , to decrease name and third parameter . However , the name of a function 
index structure size , the reverse lookup data structures ( s ) is identified by a program’s symbols , which translate that 
may have a decreased granularity that maps ranges of return name into an address ( i.e. , the address of the function's first 
values ( e.g. , the low bits of a binary value ) to trace section ( s ) 25 instruction ) , so the inspection component 1203 can instead 
in which a return value in the range was observed . As such , start by determining a memory address corresponding to 
these reverse lookup data structures ( s ) identify which sec Heap Alloc . Thus , whenever this address is executed it is 
tion ( s ) of the trace ( if any ) have ( or would likely have ) , known that HeapAlloc was called . Accordingly , the inspec 
functions that returned E_FAIL ( or something that looks like tion component 1203 can determine if an appropriate index 
E_FAIL — such as a pointer to an address that matches the 30 structure for identifying HeapAlloc by the address of its first 
value of E_FAIL — depending on whether or not symbols instruction . For example , an index structure may index the 
were available during indexing ) . The evaluation component memory addresses of the instructions that have been 
1204 can then replay these identified section ( s ) to find any executed , or an index structure may index the addresses of 
function invocations that returned E_FAIL . This may a jump target address for each section . 
include the evaluation component 1204 determining which 35 For example , the indexed trace file ( s ) 109b may include 
function certain replayed instructions belong to ( e.g. , using reverse lookup data structures ( s ) that index execution 
symbols , export tables from libraries , and the like ) , and if the memory addresses i.e. , that map memory addresses to 
type of the return value of the function is of the proper type . trace section ( s ) that executed code from that address . In 
By causing nodes that can rely on indexed data ( i.e. , node some embodiments , to decrease index structure size , the 

group 1303b ) to be evaluated first , the inspection component 40 reverse lookup data structures ( s ) may have decreased granu 
1203 has trimmed the search space for evaluating query larity that maps ranges of memory addresses ( 16 - byte , 
1301 from the entire trace , down to only the segments 32 - byte , 64 - byte , kilobyte , megabyte , etc. ) to trace 
identified by the reverse lookup data structures ( s ) as having section ( s ) that executed code from an address the range . As 
encountered E_FAIL ( or something that looks like it ) . For such , these reverse lookup data structures ( s ) identify which 
example , for a trace of mere seconds of execution time , a 45 section ( s ) of the trace ( if any ) have ( or would likely have ) 
query on an uncommon return value ( which may frequently executed code from memory ranges that overlap with 
be the case ) may require the evaluation component 1204 to memory addresses of functions . The evaluation component 
replay just a handful of trace sections ( often single digits ) 1204 can therefore determine which trace section ( s ) may 
when evaluating nodes that rely on indexed data first , versus have executed HeapAlloc ( i.e. , based on its starting memory 
having to replay the entire trace ( often tens of thousands of 50 address ) , and can replay these identified section ( s ) . During 
segments ) . As such , by evaluating nodes that can rely on replay of each identified trace section , the evaluation com 
indexed data first , the inspection component 1203 can ponent 1204 can identify each invocation of HeapAlloc ( if 
reduce the time necessary to evaluate , process , and respond any ) by its starting memory address , and whether the third 
to a query by many orders of magnitude , as well as reducing parameter was 20 during that invocation . 
the amount of processing resources ( e.g. , processor time , 55 It may be that the reverse lookup component 207 also 
memory , etc. ) by many orders of magnitude as well . In many indexed the values of input parameters . Thus , the indexed 
cases this can mean the difference between taking millisec trace file ( s ) 109b may also include reverse lookup data 
onds to seconds to process a query and return a result set structures ( s ) that map input parameters to trace section ( s ) in 
( i.e. , in many cases being perceived as immediate by a user ) , which the input parameter was observed . Like structures 
verses taking hours to days . 60 indexing return values , reverse lookup data structures ( s ) 

FIG . 13B shows a more complicated example 1304 of a indexing input parameters may have a decreased granularity 
sample query 1305 that has two condition . In particular , that maps ranges of input values ( e.g. , the low bits of a 
query 1305 returns all calls to HeapAlloc and that also binary value ) to trace section ( s ) in which an input value in 
allocate twenty bytes . Like query 1301 , query 1305 specifies the range was observed . In some embodiments , reverse 
a collection of function invocations in the trace being 65 lookup data structures ( s ) could go even further to index the 
queried against ( i.e. , " Trace . Functions " ) , and places a location of the input parameter ( e.g. , first input parameter , 
condition ( i.e. , “ Where ( ... ) ” ) on that collection . This second input parameter , etc. ) . 
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When there exists reverse lookup data structures ( s ) that similar to query 1305 of FIG . 13B ) . As such , with each 
index execution memory addresses , as well as reverse evaluation , the evaluation component 1204 may utilize 
lookup data structures ( s ) that index the values of input reverse lookup data structures ( s ) to significantly reduce the 
parameters , the evaluation component 1204 can build two number of trace sections that need to be replayed in order to 
lists of trace sections from the structures : a first list of trace 5 evaluate and respond to the query . 
sections in which the function HeapAlloc was ( or may have In some embodiments , when determining an order in 
been ) invoked ( i.e. , based on evaluating node group 1306a ) , which to evaluate the elements of the data structure , the 
and a second list of trace sections in which an input inspection component 1203 may assign a value to one or 
parameter of 20 was ( or may have been ) observed ( i.e. , more of these elements / nodes . The value represents an 
based on evaluating node group 1306b ) . If the location of the 10 estimated cost of evaluating that element / node with the 
input parameter was also indexed , the second list may more evaluation component 1204. This cost may account for 
specifically identify trace sections in which the third input factors such as ( i ) whether or not the element / node can be 
parameter was ( or may have been ) 20. The evaluation evaluated with index data ( e.g. , one or more reverse lookup 
component 1204 can then intersect these two lists to develop data structures ) ; ( ii ) if reverse lookup data structure ( s ) can 
a third list of trace sections in which Heap Alloc was ( or may 15 be used , an estimated amount of trace search space reduction 
have been ) invoked where an input parameter ( or the third that can be achieved through its / their use ( e.g. , based on the 
input parameter ) was ( or may have been ) 20 at the time of value being evaluated , and based on telemetry or statistical 
invocation . In many cases this third list will contain a metadata associated with the data structure ( s ) such as meta 
( potentially significantly ) fewer number trace section ( s ) than data representing a distribution of values in the data struc 
those identified in the first and second lists . The evaluation 20 ture ( s ) ) ; ( iii ) an estimated number of trace sections that will 
component 1204 can then replay only the trace section ( s ) in need to be replayed in order to evaluate the element / node ; 
the third list , and find each invocation of HeapAlloc in ( iv ) whether and / or how distributable evaluation of the 
which the third parameter was 20 during that invocation . element / node can be ; etc. In some embodiments may assign 
As yet another example 1307 , FIG . 13C shows three cost based on how much search space is estimated to be 

different conceptually equivalent sample queries ( 1308a , 25 reduced vs. the estimated amount processing will takes to do 
1308b , and 1308c ) , that each returns all calls to malloc that the reduction . 
have no matching call to free . As will be recognized by those In some embodiments , the query language / syntax may 
of skill in the art , these are truly powerful queries that can support aliasing in order to simplify queries . In particular , a 
help developers to quickly find the locations of potential single alias may be used to represent a plurality of code 
“ memory leaks ” in code . FIG . 13C also depicts an example 30 concepts , such as functions , libraries , etc. For example , in 
tree data structure 1309 comprising a possible structural many programming contexts there may exist many libraries / 
representation of query 1308b . Query 1308b specifies a functions that allocate memory . Thus , rather than conducting 
collection of function invocations ( i.e. , “ Trace.Functions ” ) multiple queries using each function / library that allocates 
placing a pairing condition ( i.e. , “ NotPaired ( ... ) ” ) that memory , these libraries / functions can be referenced with a 
performs a pairing between two collections of function 35 single alias . Then , a single query that uses the alias will 
invocation objects , in time order , to return the un - paired operate on each of the aliased functions / libraries . 
objects ( though alternate operations like " Paired ( ... ) " To illustrate , suppose that an alias ( e.g. , “ Alloc ” ) is 
could return paired objects instead ) . In particular , the Not defined to reference the functions HeapAlloc , new , and 
Paired condition takes three expressions : ' f = > f.Name “ mal malloc , and that another alias ( e.g. , " Release ” ) is defined to 
loc ” , “ g = > g.Name == “ free ” , ' and ‘ f.Return Value = " g.First- 40 reference the functions HeapFree , delete , and free . Then , a 
Parameter . ' single query for all the Alloc's that don't have a matching 

To process query 1308b , the inspection component 1203 Release will match each of these functions , instead of 
may initially cause the first and second expressions ( i.e. , needing to use three different queries ( i.e. , one for HeapAl 
node groups 1309a and 1309b ) to be evaluated by the loc / HeapFree , one for new / delete , and one of malloc / free ) . 
evaluation component 1204. Similar to the evaluation of 45 Note that matching different functions ( e.g. , malloc's to 
query 1305 of FIG . 13B , this evaluation may utilize free's ) may require matching a combination of the return 
lookup data structures ( s ) that index execution memory values and the parameters to each of the calls . As such , 
addresses to search for function invocations of malloc and aliasing may include mapping the parameters and return 
free , in order to develop a collection of malloc function values between the original function and the alias ( as well as 
invocation objects and a collection of free invocation 50 potentially any constant ) . 
objects . Then , the inspection component 1203 can cause the For example : 
evaluation component 1204 to evaluate the third expression HeapAlloc ( heap , flags , size ) : = return value = > maps 
( i.e. , node group 1309c ) . This pairs each malloc object with to = > Alloc ( heap , size , “ HeapFamily ” ) : = return value 
the earliest free object that happens after the malloc that malloc ( size ) : = return value = > maps to = > Alloc ( “ Crun 
meets the specified condition ( i.e. , that the return value of 55 time ” , size , " ? family ” ) : = return value 
the malloc object is the input parameter of the free object ) . HeapFree ( heap , flags , address ) = > maps to = > Release ( h 
This results in a collection of malloc objects with no eap , address , “ HeapFamily ” ) 
matching free objects which would correspond to potential free ( address ) = > maps to = > Release ( “ C runtime ” , address , 
memory leaks . It will be recognized by those skilled in the “ C family ” ) 
art that , in order to determine if any memory leaks actually 60 In view of the foregoing , FIG . 14 illustrates an example 
exist , the lifetime of the malloc invocation objects in this of a method 1400 for performing a query over a trace of 
collection could be analyzed to identify any that are no program execution . Method 1400 is described in view of 
longer active . FIGS . 1-13C . While method 1400 is presented as a series of 

Note that the evaluation of the third expression may acts , it will be appreciated that the particular number and 
utilize reverse lookup data structures ( s ) that index return 65 ordering of the acts shown is only example of performing a 
values ( e.g. , similar to query 1301 of FIG . 1 and reverse query over a trace of program execution consistent to the 
lookup data structures ( s ) that index input parameters ( e.g. , embodiments herein . 

reverse 
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As depicted , method 1400 includes an act 1401 of receiv the ordering identified by the inspection component 1203 , 
ing a query expression targeted at a trace of program and the presence of reverse lookup data structures , the 
execution . In some embodiments , act 1401 comprises number of trace sections evaluated may be far less than the 
receivinga query expression including or more concepts entire target trace data . 
and one or more operations which operate on the one or Note that in some circumstances the inspection compo 
more concepts , the query expression being targeted at least nent 1203 may determine , based on reverse lookup data 
a portion of a trace of program execution . For example , the structures , that there are no trace sections to be replayed in 
input component 1201 can receive a query ( e.g. , query 1301 , order to evaluate the query . This could happen , for example , 
1305 , or 1308a - c of FIGS . 13A - 13C ) targeted against a trace if there would be no “ hits ” on the data being queried for . In 
file 109.9 . , riginal tracefleridexed race file these circumstances , the relevant reverselookup data struc 
1095 ) Theeranudeperations.g . , piring , ture ( s ) may lack any entries that overlap with the value ( s ) 
joining , etc. ) on programming concepts ( e.g. , functions , ( e.g. , memory addresses , return values , etc. ) being looked 
modules , stacks , variables , return values , function param for as part of the query . As such , act 1404 is displayed in 
eters , data types , events , processes , etc. ) . broken lines . 
Method 1400 also includes an act 1402 of parsing the 15 Method 1400 also includes an act 1405 of evaluating the 

query expression into a data structure of related data ele plurality of data elements . In some embodiments , act 1405 
ments . In some embodiments , act 1402 comprises building comprises causing the plurality of data elements to be 
a data structure representing the query expression , the data evaluated . For example , the evaluation component 1204 can 
structure having a plurality of data elements representing the evaluate the plurality of data elements / nodes in the order 
one or more operations and the one or more concepts . For 20 determined by the inspection component 1203 to develop a 
example , the parsing component 1202 can parse the query result set . This may include using the replay component 
expression to build a data structure from the query expres 160b to replay trace section ( s ) identified in act 1404 ( if any ) . 
sion , such as data structures 1302 , 1303 , 1306 , or 1309 of While this evaluation could be performed locally at com 
FIGS . 13A - 13C that comprise tree structures having a puter system 101 , in some embodiments the evaluation may 
plurality of related nodes . 25 also include distributing one or more of the plurality of 

Method 1400 also includes an act 1403 of identifying an sections to one or more other computer systems for replay 
order for evaluating the data elements . In some embodi and / or distributing different subsets of plurality of data 
ments , act 1403 comprises , based on the data structure , elements of the data structure to one or more other computer 
identifying an order for evaluating the plurality of data systems for evaluation . In these situations , the evaluation 
elements . For example , the inspection component 1203 can 30 results received from these other computer systems can be 
identify an ordering for evaluating the data elements ( e.g. , merged into the result set by the evaluation component 1204 . 
nodes ) of the data structure . Method 1400 also includes an act 1406 of conveying a 

In some embo nents , that target trace data result set . In some embodiments , act 1406 comprises , based 
be indexed with at least one reverse lookup data structure . on the evaluation , conveying at least a portion of a result set 
For example , as discussed in connection with FIGS . 10 and 35 for consumption . For example , the output component 1205 
1 , aindexed race could include reverse okupata can output a result set built based on evaluation of the data 

structures indexing return values , input parameters , memory structure by the evaluation component 1204 to another 
addresses accessed , etc. to the trace sections that may have component ( e.g. , for filtering or other further processing ) , or 
encountered those values . When these indexed structures are for display at a display device . While act 1406 may include 
available , identifying the order for evaluating the plurality of 40 conveying a full result set , in some embodiments act 1406 
data elements may comprise identifying at least one data includes conveying only a partial result set . For example , the 
element / node that can be evaluated based on a reverse output component 1205 may begin conveying results to 
lookup data structure , and ordering that data element / node another component and / or to a display prior to completion of 
based on the presence of the reverse lookup data structure . the evaluation of the data structure by the evaluation com 
For example , the inspection component 1203 could assign a 45 ponent 1204. As such , the output component 1205 can 
data element / node a weight based on the presence of the facilitate iterative queries , where a software component 
reverse lookup data structure , to order it prior to nodes that and / or a user can submit a subsequent query based on partial 
cannot be evaluated with reverse lookup data structures . As results from a prior partially evaluated query . 
illustrated in connection with the examples of FIGS . 13A If there were no trace sections identified in act 1404 ( e.g. , 
13C , presence of reverse lookup data structures can enable 50 because there would be no “ hits ” on the data being queried 
the inspection component 1203 to order evaluation of the for ) , in act 1406 the output component 1205 could convey 
elements / nodes in a manner that narrows the search space an empty result set , or some other indication that there are 
within the target trace data . no results to the query . Accordingly , in these circumstances , 

Method 1400 may also include an act 1404 of identifying use of reverse lookup data structures to evaluate queries has 
trace section ( s ) for replay as part of evaluating the data 55 eliminated the need to replay trace sections entirely , drasti 
elements . In some embodiments , act 1404 comprises , based cally reducing the time it takes to determine that the query 
on the data structure , identifying one or more sections of one evaluates to an empty result set — versus potentially taking 
or more trace data streams of the trace , the one or more hours , days , or more , if the entire trace were to be replayed . 
sections for replay as part of evaluating the one or more of In connection with the foregoing general discussion of 
the plurality of data elements . For example , the inspection 60 queries , embodiments include queries that directly expose 
component 1203 and / or the evaluation component 1204 can the concept of resource / object lifetime — that is , queries that 
determine , for at least one of the plurality of data elements operate directly on resource lifetime , such as queries based 
( e.g. , a node ) , which section ( s ) of the trace need to be on resource creation time , scope , events that affect memory 
replayed in order to evaluate the data element / node . For allocations and file handles , etc. While foregoing examples 
example , portions of a trace may need to be replayed to 65 discussed some queries that can be used to indirectly find 
identify functions executed , their return values , their input potential memory leaks ( e.g. , by finding calls to malloc that 
parameters , etc. in order to evaluate a node . Depending on have no matching call to free ) , these embodiments go even 

ms may 
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further by facilitating queries that directly operate on objects lifetime analysis component 1207 may , when appropriate , 
representing events ( and attributes of those events ) and that associate events with event types such as “ orphaned ’ ( i.e. , 
include conditions and / or functions that operate on those Lifetime ( ... ) definitely knows that the resource was 
event objects . leaked ) or ‘ forgotten ' ( i.e. , Lifetime ( . . ) cannot reliably 

To illustrate this concept , FIGS . 15A and 15B illustrate 5 determine if a resource was leaked because it was passed to 
some examples of queries that operate on object represent a non - traced entity ) . As depicted , query 1502 places events 
ing events and that return results based on resource lifetime . matching the CandidateIDs into LifetimeResults , including 
While the syntax of these examples resembles Structured those that Lifetime ( ... ) has associated with events such as 
Query Language ( SQL ) , this is for simplicity in description orphaned ' or ' forgotten ' . 
only , and those of ordinary skill in the art will recognize that 10 Query 1503 then operates on LifetimeResults ( again , an 
a variety of syntax forms could be used . object containing memory events ) , and applies a condition 
FIG . 15A illustrates a first example 1500 of a series of that selects any event ( s ) that have been associated with the 

queries ( i.e. , queries 1501-1503 ) that are usable to find event type ‘ orphaned ' ( i.e. , those known to have leaked ) . 
potential memory leaks . Each of these queries includes a Query 1503 also returns a report of the creation time ( i.e. , 
data object representing a plurality of events ( memory 15 based on the value of Time ) of leaked ( orphaned ) resources , 
events , in this case ) identified in the trace , and also include and their last reference ( i.e. , contained in Value_such as a 
conditions and / or functions that operate on that object , and memory address or handle ) . Thus , by evaluating queries 
that are based on resource lifetime . 1501-1503 , the query component 1200 generates a report of 

Initially , example 1500 includes a first query 1501 that events that are known to have caused a leak . 
operates on a data object ( MemoryEvents ) that represents a 20 FIG . 15A also includes query 1504 , which introduces the 
plurality of memory events identified in a trace file 109 ( e.g. , concept of normalization . Referring back to FIG . 12 , the 
based on indexing data created by the index component query component 1200 includes a normalization component 
106c ) . For example , these events could correspond to events 1206 which converts discrete sets of information identified 
that occurred during execution of application 108 , such as in a trace file 109 ( e.g. , function calls , module loads , 
function calls , module loads , exceptions , etc. that affect 25 exceptions , etc. ) to a corresponding event selected from a 
memory resources . Each memory event in MemoryEvents standard set of events that have their own set of event 
can be associated with a variety of attributes ( e.g. , key / value specific parameters ( e.g. , created , copied , moved , deleted , 
pairs , tuples , etc. ) , such as an event identifier attribute ( e.g. , etc. ) . The normalization component 1206 enables queries to 
ID ) , an attribute ( e.g. , Value ) storing a memory address or be expressed using this standard set of events , regardless of 
handlet corresponding resource , one or more attributes 30thPandmemory management modelsofthe underlying 
( e.g. , Time ) storing time stamps ( which could correspond , code that has been traced . Thus , for example , regardless of 
for example , to a time of resource creation , deletion , modi how memory is managed by the traced code ( e.g. , reference 
fication , etc. ) , an attribute ( e.g. , Event ) storing a type of the counting , iUnknown , garbage collection , etc. ) , the manage 
event ( such as , for example , created , deleted , copied , moved , ment of resources can be presented using a standard inter 
renamed , etc. ) , and the like . 35 face . 
As shown , query 1501 includes conditions that operate on As shown in query 1504 , the normalization component 

events in Memory Events , including one that performs a 1206 can present one or more normalization functions ( e.g. , 
selection based on event type ( i.e. , Event = ' deleted ' ) . As will Normalize ( ... ) ) that converts a list of API calls identified 
be recognized by one of ordinary skill in the art , query 1501 in the trace file 109 ( e.g. , TTD_Calls ) into the normalized set 
builds a data object ( CandidateIDs ) that includes the iden- 40 of events ( e.g. , TTD_Memory Apis ) . Thus , in this example , 
tifiers ( ID ) of all events in MemoryEvents that do not have TTD_Calls represents APIs provided by the code being 
the type attribute “ Event = " deleted ” —i.e . , those events that traced , the operating system upon which the code executes , 
may have potentially leaked . and / or the software development kit ( SDK ) that was used ; 

Query 1502 operates on the CandidateIDs object that was TTD_Memory Apis , on the other hand , defines mappings 
created by query 1501. Query 1502 introduces another 45 between these APIs and the normalized set of events . After 
concept that can operate on an event data object : a function evaluating query 1504 , MemoryEvents contains memory 
( Lifetime ( . :) ) that analyzes the lifetime of a resource events that occurred in the trace , but are expressed using the 
associated with an event . The Lifetime ( ... ) function may normalized set of events from TTD_MemoryApis . It will be 
be implemented by the lifetime analysis component 1207 of appreciated that in example 1500 query 1504 may be 
the query component 1200. In particular , query 1502 passes 50 evaluated prior to queries 1501-1503 , in order to build the 
to Lifetime ( ... ) all events in MemoryEvents that corre MemoryEvents object relied on ( directly or indirectly ) by 
spond to an event identifier from CandidateIDs ( i.e. , all queries 1501-1503 . 
events that may have potentially leaked ) . Lifetime ( ... ) In some embodiments , the normalization component 1206 
takes these events , and , using the lifetime analysis compo can be extendable ( e.g. , by a user ) with new mappings 
nent 1207 , performs an analysis of the event as is occurs in 55 between the standard set of events and new APIs . Thus , the 
the trace file 109. In doing so , the lifetime analysis compo normalization component 1206 enables additional resource 
nent 1207 may initiate a replay of one or more portions of types to be consumed by importing a new “ normalizer ” 
the trace file109.g . , using the replay component106 ) and / or a new list that transforms particular behavior of a 
observe how a resource corresponding to an event is used resource into the set of standardized events . Similarly , the 
over time . For example , the lifetime analysis component 60 lifetime analysis component 1207 may also be user - extend 
1207 may identify where a resource is allocated ( e.g. , stack able to understand and evaluate the lifetime of new types of 
or hepifthe resource falls out of scope during execution resources . In addition , some embodiments cache and / or 
of the traced entity.g . , a stack - based resource that fallut index the results of executing a normalization function 
of scope may not leak , but a heap - based resource that falls during a query . For example , in connection with executing 
out of scope may have leaked ) , if the resource is passed to 65 query 1504 , the normalization component 1206 could retain 
a non - traced entity such as the kernel or some other un the contents of MemoryEvents in system memory ( e.g. , as 
traced thread , etc. Based on the outcome this analysis , the runtime query component data 106 ' ) or in a file stored in the 
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data store 104. Additionally or alternatively , the index Other embodiments apply machine learning techniques to 
component 106c could store the contents of MemoryEvents query results . For example , machine learning could be 
in an appropriate trace data stream in an indexed trace file accomplished though classification algorithms that classify 
109b . different events into families based on the attributes asso 
FIG . 15B illustrates a second example 1505 of another 5 ciated with the events . Examples of such classification 

series of queries ( 1506-1508 ) that are usable to identify the algorithms are discussed in connection with FIGS . 18A and 
range of a specified resource's lifetime . Initially , query 1506 18B . Machine learning can help to filter results , such as by 
calls the Normalize ( . ) function , which converts kernel surfacing events that are outliers ( e.g. , allocations of unusual 
events ( TTD_KernelHandleApis ) into events selected from size , unusually frequent allocations , etc. ) . 
the standard set of events ( TTD_Memory Apis ) , storing them 10 In view of the foregoing , FIG . 16 illustrates an example 
into KernelEvents . Then , using a specific Value ( e.g. , of a method 1600 for querying resource lifetime using a 
memory address / handle ) , query 1507 returns an identifier of trace of program execution . Method 1600 is described in 
a candidate event ( storing that identifier in HandleID ) . Since view of FIGS . 1-15B . While method 1600 is presented as a 
addresses / handles can be reused over time , this query intro series of acts , it will be appreciated that the particular 
duces a time component to select an event having the 15 number and ordering of the acts shown is only example of 
requested Value , but which is closest to the current time performing a query based on resource lifetime consistent to 
( e.g. , the “ current time ” of a specified point in the trace ) . the embodiments herein . 
Here , an object containing kernel events ( KernelEvents ) is As depicted , method 1600 includes an act 1601 of iden 
operated on by lifetime - related conditions comprising ( i ) a tifying a query expression including condition ( s ) based on 
desired memory address / handle ( i.e. , Value = 0x1234 ) , ( ii ) a 20 resource lifetime . In some embodiments , act 1601 comprises 
type of the event ( i.e. , Event = ' created ' ) , and ( iii ) a time of identifying a query expression targeted at least a portion of 
the event ( i.e. , Time < = curent_time ) . After getting the iden the trace of program execution , the query expression speci 
tifier ( HandleID ) from query 1507 , query 1508 operates on fying at least : ( i ) a data object representing a plurality of 
KernelEvents to compute its lifespan ( i.e. , min time and max events identified in the trace , each event associated with one 
time ) . 25 or more attributes relating to resource lifetime , and ( ii ) one 

FIGS . 15A and 15B provide only a few examples of or more conditions matching the one attributes relating to 
queries that operate on resource lifetime , but they are not resource lifetime . For example , the parsing component 1202 
exhaustive . In some embodiments , the debugger 106 can receive / identify a query that is based on lifetime , such 
includes predefined queries ( such as these ) that can be used as those that were discussed in connection with FIGS . 15A 
as examples for creating new queries , and that can be 30 and 15B . 
evaluated directly or that can be used as building blocks in In some embodiments , the attributes for at least one of the 
one or more query toolchains . Accordingly , the embodi plurality of events could include at least one of a handle , a 
ments herein provide a mechanism whereby a user can memory address , one or more time stamps , or an event type . 
construct a flexible and extensible array of queries to facili Examples of event types include created , copied , moved , 
tate lifetime analysis for a variety of scenarios . 35 deleted , orphaned , or forgotten . As discussed , a query may 
As one example , queries in accordance with the disclo also include one or more lifetime analysis functions . As 

sure herein may operate as part of a toolchain that provides such , act 1601 could include identifying a query expression 
taint analysis . Such a toolchain would be usable to analyze that also specifies one or more functions that analyze 
the code paths that rely on untrusted input , including ana resource lifetime associated with one or more of the plurality 
lyzing the data structures used by that code ( and which may 40 of events . 
store untrusted data ) . This analysis could include analyzing Method 1600 also includes an act 1602 of processing the 
how far these code paths extend , and / or how long data query expression using a trace . In some embodiments , act 
structures storing untrusted data exist , prior to either ( i ) the 1602 comprises , in response to receiving the query expres 
code relying on untrusted input reaching a “ dead end ” sion , processing the query expression based at least on an 
( and / or the data structures being destroyed ) , or ( ii ) the 45 analysis of an identified subset of the trace . For example , the 
untrusted data being verified . For example , queries in accor inspection component 1203 can build a structural represen 
dance with the disclosure herein can be used to identify tation of the query , including narrowing a search space 
events associated with code / data structures that rely on needed to evaluate the query , and the evaluation component 
untrusted data , and perform lifetime analysis based on those 1204 can evaluate it , including replaying portions of the 

50 trace file 109 as necessary . 
Some embodiments may produce query results formatted Part of processing the query may include executing a 

in a “ relational ” manner , such as by presenting relationships normalization function ( normalization component 1206 ) to 
between data objects ( e.g. , one or more tables comprising convert events identified in the trace to a standardized set of 
data objects / resources ) and life references to those data events . Thus act 1602 could include normalizing one or 
objects ( e.g. , one or more tables comprising life references ) . 55 more API calls identified in the trace into a corresponding 
This can enable a user to perform additional queries based event selected from a standard set of events . Part of pro 
on the results , in order to iteratively refine the results . cessing the query may also include executing a lifetime 
Some embodiments apply data mining techniques to analysis function ( lifetime analysis component 1207 ) to 

query results . For example , data mining may comprise perform a lifetime analysis based on an event . In some 
performing statistical analysis on query results to determine 60 embodiments , the normalization function and / or the lifetime 
various statistics , such as distributions concerning such analysis function could be user - supplied . 
things as the size of various memory allocations , the times Method 1600 also includes an act 1603 of presenting a 
of memory allocations , where allocations occur ( e.g. , stack , result set including a resource meeting the condition ( s ) . In 
heap , specific memory address ranges , etc. ) , which compo some embodiments , act 1603 comprises , based on process 
nent ( e.g. , function , module , etc. ) performs allocations , etc. 65 ing the query expression , presenting a result data set that 
In many situations , these statistics could be presented with includes or identifies at least one of the plurality of events 
a time component . that meets the one or more conditions . For example , the 

events . 
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output component 1205 an output a result set based on the trace file 109b that are usable to form a result set for the 
query . As discussed , the result set could be presented in a search criteria . Each family identifies invocations that are 
relational manner ( e.g. , showing relationships between related to each other , as determined by machine learning 
events / resources and life references ) . As also discussed , the ( i.e. , using the machine learning component 1704 ) . For 
result set could be used as the basis for machine learning 5 example , for a search expression with search criteria naming 
and / or statistical analysis . function , one family could group patterns of invocations of 

Accordingly , some of the embodiments herein perform the function that caused an exception , another family could 
structured queries over trace files , which return a result set group patterns of invocations of the function that returned a 
to the user . Queries may leverage indexed trace files , includ first return value or a first family of related return values , and 
ing reverse lookup data structures in order to greatly narrow 10 yet another family could group patterns of invocations of the 
the search space of trace data to be replayed in order to function that returned a second return value or a second 
respond to the query . In doing so , many orders of magnitude family of related return values . The identification compo 
of processing resources use can be avoided , and the time nent 1702 can also identify a ranking among these families . 
spent evaluating a query can be drastically decreased . Addi For example , the families may , in some embodiments , be 
tionally , embodiments perform queries over trace files that 15 ranked according to the frequency with which the invoca 
are based on resource / object lifetime . Thus , a query may tions they identify occurred during execution . Thus , in these 
include a data object that includes events , and in which this embodiments , families of less frequent ( i.e. , rare ) invoca 
data object is operated on by conditions relating to lifetime tions may be ranked higher than families of more frequent 
and / or functions that perform a lifetime analysis . ( i.e. , common ) invocations . 

In addition to ( or as an alternative to ) queries , some 20 The identification component 1702 may , in some embodi 
embodiments provide inquiries in the form of a search ( e.g. , ments , identify families of code entity invocations that were 
using search component 106e ) . In general , a search expres already calculated at the time that the search expression was 
sion includes one or more search criteria , targeted against received . For example , these families may have been cal 
one or more traces of program execution . The result set culated as part of a prior search and stored in the indexed 
returned after evaluating the search comprise ranked set ( s ) 25 trace file 109b . In another example , these families may have 
of program code entities that are related to the one or more been calculated as part of a prior indexing operation on the 
search terms . The result set is identified based on an analysis original trace file 109 , and stored in the indexed trace file 
of the target trace ( s ) and / or associated index data . In par 109b . 
ticular , the results of the search are constructed based on In other embodiments , however , the identification com 
machine learning , which ranks the set of entities based on 30 ponent 1702 may cause one or more of the families to be 
their estimated relevance . In some embodiments , relevance calculated after receipt of the search expression . Thus , FIG . 
is based on a rarity of the occurrence of an entity , which 17 depicts that the identification component 1702 can 
surfaces rare occurrences and / or outliers . As such , a search include a query creation component 1702 and a machine 
is usable to identify infrequent code execution conditions , learning component 1704. The query creation component 
which often correspond to programming bugs , anomalous or 35 1703 forms one or more query expressions based on the 
invalid input , race conditions , etc. search expression , and then performs one or more queries 
FIG . 17 illustrates an example 1700 of a search compo based on these query expression ( s ) using the query compo 

nent ( e.g. , corresponding to search component 106e of FIG . nent 1060/1200 . For example , the query creation component 
1 ) . As depicted , search component 1700 includes a number 1703 may parse the one or more search criteria to identify 
of sub - components , such as , for example , an input compo- 40 and / or infer one or more concepts and / or one or more 
nent 1701 , an identification component 1702 , a query cre operations that would be relevant to the one or more search 
ation component 1703 , a machine learning component 1704 , criteria . The query creation component 1703 can then 
and / or an output component 1705. The depicted identity and arrange these concepts / operations into one or more query 
arrangement of sub - components 1701-1705 are merely one expressions , which are processed by the query component 
example as an aide in description , and one of ordinary skill 45 1060/1200 to form one or more query result sets . The result 
in the art will recognize that the particular identity and set ( s ) include at least the identity of a plurality of invoca 
number of sub - components of the search component 1700 tions of entities , such as functions and / or sub - entities of 
can vary greatly based on implementation ( e.g. , as indicated functions , which may be relevant to the one or more search 
by the ellipses ) . criteria . 

In general , the input component 1701 receives a search 50 After the query creation component 1703 creates and 
expression that is to be performed against an indexed trace evaluates the one or more queries , the machine learning 
file 109b . For example , a search expression may be received component 1704 applies one or more machine learning 
based on user input at a user interface of debugger 106 , or algorithms to the query's result set in order to calculate at 
from some other software component . A search expression least one of the plurality of families . As mentioned earlier , 
includes one or more search criteria . Unlike a query expres- 55 each family identifies invocations that are related to each 
sion , which is structured as operations that operate on other . Thus , the machine learning component 1704 can use 
concepts , a search expression is generally more freeform , the invocations as input to one or more machine learning 
and may even be natural language . As such , the one or more algorithms in order to group or classify these invocations 
search criteria may be expressed in a more informal manner into different families of invocations that share a common 
than query terms . For example , a search expression may be 60 behavior . This examples of this are provided in connection 
something along the lines of " what functions that caused an with FIGS . 18A and 18B . 
exception ?, " " which invocations of function < name > were The particular machine learning algorithm ( s ) used can 
unusual ?, ” “ information on function < name > , " " function vary depending on implementation goals . However , two 
< name > , " " were was < error code > encountered ?, " " where classes of machine learning algorithms that may be useful 
did < data structure > change ?, " and the like . 65 are cluster analysis algorithms and anomaly detection algo 

The identification component 1702 identifies different rithms . Cluster analysis refers to classes of machine learning 
families of code entity invocations identified in the indexed algorithms that group a set of objects in such a way that 
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objects in the same group , or " cluster , ” are more similar to executed code entities that are related to each other into 
each other ( in at least one way ) than those in other clusters . different families . As discussed above , these families are 
Anomaly detection , on the other hand , refers to classes of usable to return ranked result sets in response to one or more 
machine learning algorithms that identify items in a dataset searches . 
that do not conform to an expected pattern or other items in 5 FIG . 18A provides one example 1800 of machine learning 
the dataset . that may be applied based on an entity comprising a simple 

In some embodiments , the machine learning component function 1801 , IsPointing ToOne ( ... ) . Function 1801 may 
1704 may use supervised machine learning , in which the be a section of code that is ( or may later be ) the subject of 
machine learning algorithm ( s ) are supplied with a training a search expression , or that may be identified as being 
dataset . For example , a training dataset could include the 10 relevant to a search expression ( e.g. , based on a query by the 
identity of desirable types of families , along with example query creation component 1703 ) . Note that while , for sim 
invocations that should be classified under each family . A plicity in description , function 1801 shown in a higher - level 
training dataset could be derived in a variety of manners , programming language , in some embodiments it may be 
such as a manually curated dataset , or a dataset based on preferable for the search component 1700 to operate more 
telemetry from prior debugging sessions , coding activity , 15 granularly at the level lower - level assembly language / pro 
etc. Telemetry could for example , be derived from coding or cessor instructions . 
debugging activity of “ trusted ” users ( e.g. , based on which As will be recognized by those skilled in the art , function 
families the trusted users interacted with most ) . Some 1801 receives as an input parameter a pointer ( ptr ) to a 
embodiments may enable integration of the debugger 106 character , and it returns a Boolean true if the character's 
with version control systems , bug tracking system , team 20 value is one , or false if the character's value is anything 
servers , etc. Thus , usage data on these systems may be other than one . In particular , at line 2 function 1801 deref 
usable as telemetry data . Additionally , if such integration is erences ptr to obtain the character's value , storing that value 
enabled , some embodiments may link traces with records in in the variable toInspect , and then at line 3 it determines if 
these systems ( e.g. , work items ) for ease of accessibility . the value of toInspect is equal to one . If so , function 1801 

In other embodiments , the machine learning component 25 returns true at line 4 , or it otherwise returns false at line 6 . 
1704 may operate unsupervised , in which it performs its Invocations of function 1801 are analyzed ( e.g. , by the 
analysis without training data . Thus , the machine learning machine learning component 1704 ) to determine different 
component 1704 may , itself , determine common types of families of its invocations share the same or similar char 
families and the patterns of invocations that belong to those acteristics that may be of interest in relation to execution of 
families . In either embodiment , classification models devel- 30 function 1801 ( and particularly as they relate to debugging ) . 
oped by the machine learning algorithm ( s ) may be refined Thus , invocations of function 1801 can be grouped accord 
based on user feedback and / or analysis of how users interact ing to these families . 
the search result set ( e.g. , which results the user interacts As mentioned above , machine learning can be trained 
with ) . with training datasets . Thus , a user may possibly supply the 

The output component 1705 returns a ranked result set for 35 identity of desired categories of families as part of training 
the search expression . For example , the output component datasets , though they can also be identified by using unsu 
1705 may return a ranked result set for display at a user pervised machine learning . For example , some categories of 
interface of debugger 106 , or for further processing by some families shown in the first column 1803a of table 1803 
other software component . The ranked result set returned by may include those invocations that returned true , those 
the output component 1705 is ordered by a relevance that is 40 invocations that returned false , and those invocations that 
determined based , at least in part , on the ranking among the threw an exception ( i.e. , due to a failure to dereference ptr 
plurality of families . For example , the ranked result set may at line 2 ) . 
include one or more of the invocations that are listed in the It will be recognized by those skilled in the art that after 
highest ranked family , followed by one or more of the executing function 1801 a great number of times ( e.g. , tens , 
invocations that are listed in the next highest ranked family , 45 hundreds , thousands , or more ) —and depending on the envi 
and so on . When the families are ranked based on rarity , this ronment in which function 1801 executes one likely pat 
has the effect of returning a ranked result set in which the tern of the invocations of function 1801 may be that the 
results are ordered based on rarity , with the more rare majority of the invocations returned false ( i.e. , ptr pointed to 
invocations being ranked first . something other than one ) , that most of the remainder of the 

This is useful because , when debugging , a developer is 50 invocations returned true ( i.e. , ptr pointed to one ) , and that 
typically most interested in conditions that occurred rarely a small set of the remainder of the invocations threw an 
during the execution — i.e . , the outliers — since they com exception ( i.e. , ptr could not be dereferenced since it pointed 
monly correspond to programming errors or anomalous to an invalid memory location , an inaccessible memory 
execution conditions . As such , embodiments operate to location , etc. ) . 
automatically rank the families based , for example , on the 55 There are of course other categories of families that may 
frequency of execution of code identified by the category . be used to group related function invocations ( as indicated 
The output component 1705 may present additional data , generally by the ellipses in table 1803 ) . These may include , 

in addition to a ranked result set . For example , the output for example , a return value type , the direct values of input 
component 1705 may present information such as number of parameters ( e.g. , particular addresses / address ranges to 
the plurality of families , one or more differences between at 60 which ptr points ) , the indirect values of input parameters 
least two of the plurality of families ( e.g. , difference between ( e.g. , the particular values / ranges of values of the characters 
the invocations identified by the families ) , an example code that ptr references ) , input parameter types , the values of any 
invocation within at least one of the plurality of families , and global variables ( which may , for example , affect the value of 
the like . pt r and / or the locations it references based on code other 
FIGS . 18A and 18B illustrate some concrete examples of 65 than function 1801 ) , the types of exceptions thrown , the 

machine learning that is applicable to processing searches . number of instructions executed during the invocation of 
In particular , 18A and 18B illustrate examples of classifying function 1801 , the count of branches taken and / or not taken 
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for each decision point ( e.g. , the number of times the “ if " family . They can also identify one or more of the families , 
path is taken at line 3 ; other types of counts could include the themselves , and / or group sets of attributes according to one 
number of times an “ else ” path is taken , the number of or more predefined families . The algorithm ( s ) can also rank 
iterations of a loop , etc. ) , the number of times each sub the families based on the frequency the occurrence of the 
entity ( block or sub - function ) is executed , data structures 5 set ( s ) of attributes in each family during execution . 
changed , etc. Accordingly , FIG . 18A shows three families 1804a - 18040 

In some embodiments , classifying related invocations of that each includes sets of attributes that go together , because 
entities ( e.g. , function 1801 ) into families comprises divid they characterize invocations of function 1801 based on 
ing those entities into sub - entities ( e.g. , blocks or sub whether it returned true , whether it returned false , or 
functions ) , and analyzing patterns of invocations of those 10 whether it threw an exception . In particular , FIG . 18A shows 
sub - entities . For example , when operating at the level of a first family 1804a that includes one set of attributes ( i.e. , 
processor instructions , sub - entities could comprise " basic B = 0 , C = 0 ) that characterize invocations in which function 
blocks ” _which are known to those of skill in the art as 1801 threw an exception , a second family 1804b that 
chunks of instructions that are an execution unit ( i.e. , in includes three sets of attributes ( i.e. , A = 1 , B = 1 , C = 0 ; 
which all or none of the instructions in the block executes , 15 A + B = 1 ; and A + C = 0 ) that characterize invocations in which 
exceptions aside ) . These sub - entities can be viewed as function 1801 returned true , and a third family 1804c that 
“ virtual ” functions , or being separate functions that are includes two sets of attributes ( i.e. , B = 0 , C = 1 and A + C = 1 ) 
invoked by the larger entity ( e.g. , function 1801 ) . Thus , the that characterize invocations in which function 1801 
families can , in some embodiments , group not only invoca returned false . Note that sets of attributes shown are 
tions of the overall entity , but also related invocations of 20 examples only , and are not exhaustive . Additionally , there is 
sub - entities ( or sequences of invocations of sub - entities ) . some redundancy in the sets of attributes shown — for 

For example , referring to function 1801 , FIG . 18A illus example , the sets in family 1804 could be merged to “ B = 1 , 
trates three possible sub - entities 1802 ( i.e. , blocks A , B , and C = 0 , " and the sets in family 1804b could be merged on 
C ) . Block A includes lines 2 and 3 ( which dereference pt r “ B = 0 , C = 1 . " 
and determine if the dereferenced value equals one ) , block 25 Note that in FIG . 18A the families 1804a - 1804c have 
B includes line 4 ( which returns true ) , and block C includes been sorted by rarity , in which invocations throwing excep 
line 6 ( which returns false ) . Note that if the search compo tions are most rare and invocations returning false are most 
nent 1700 component was operating at the level of processor frequent . In particular , family 1804a is ranked first since the 
instructions , rather than lines of higher - level source code , sets of values it identifies occurred least frequently during 
each block could include many individual instructions . 30 different invocations of function 1801 , and family 1804c is 

The machine learning component 1704 can analyze dif ranked last since the sets of values it identifies occurred most 
ferent invocations of function 1801 , including invocations of frequently during different invocations of function 1801 . 
its sub - entities 1802 , in order group these invocations into This ranking may be ed , at least in part , on replaying ( i.e. , 
different families . Thus , input to machine learning by the replay component 106b ) of instances of function 1801 
algorithm ( s ) may be attributes / variables comprising whether 35 as recorded by a trace , and identifying the frequency with 
or not sub - entities were invoked during invocation of func which each sequence occurred during execution . Addition 
tion 1801. As indicated , the families in which invocations ally or alternatively , this ranking may be based , at least in 
are grouped may be suggested by a human user ( e.g. , as part part , on reference to indexed data , such as reverse lookup 
of a training dataset ) , or may be identified entirely by the data structures . 
machine learning component’s 1704 own analysis . These ranked families 1804a - 1804c can be used to form 

For example , table 1803 shows mappings between pos a result set for a search expression , such as a search 
sible categories of families , including “ Return Value true , " expression specifically naming function 1801 , a search 
“ Return Value f al se , ” and “ Throw Exception ” ( column expression requesting function invocation ( s ) that returned 
1803a ) , and attributes values defined by sub - entities ( A , B , exceptions , etc. Additionally or alternatively , these ranked 
and C ) corresponding to those categories ( column 1803b ) . In 45 families 1804a - 1804c can be stored as additional index data 
particular , the category “ Return Value true ” corresponds to ( e.g. , as one or more data streams in the indexed trace file ( s ) 
attribute A = 1 ( i.e. , block A is invoked once when function 1096 ) . This data could be stored in many ways , such data 
1801 returns true ) , attribute B = 1 ( i.e. , block B is invoked structure ( s ) keyed on entitie ( s ) invoked ( e.g. , an association 
once when function 1801 returns true ) , and attribute A + B = 1 keyed on invocations of an entity , that identifies correspond 
( i.e. , the sequence A + B is invoked once when function 1801 50 ing families , and that is ranked based on the rarity of the 
returns true ) . Attributes C = 0 and A + C = 0 indicate that block invocation ) , data structure ( s ) keyed on category ( e.g. , an 
C and sequence A + C are not invoked when function 1801 association keyed on family , that identifies corresponding 
returns true . Similarly , the category “ Return Value false ” sets of attributes , and that is ranked based on the rarity of the 
corresponds to attributes A = 1 , C = 1 , and A + C = 1 ( and block family ) , and the like . 
B and the sequence A + B are not invoked when function 55 FIG . 18B provides another example 1805 of machine 
1801 returns false ) . The category “ Throw Exception ” cor learning that may be applied to a more complicated function 
responds to attribute A = 1 ( and blocks B and C are not 1806 , GetProcessingResults ( ... ) , that returns cached data , 
invoked when function 1801 throws an exception , nor are and which performs needed processing if the requested data 
any combinations of blocks invoked ) . Note that column is not in the cache . As will be recognized by those skilled in 
1803a is shown for clarity and ease in description , in order 60 the art , function 1806 receives as an input parameter a 
to introduce the concepts of grouping code entities into pointer ( pInput ) to input of the type Input Type , and it returns 
categories , and that identity of categories may , or may not , a pointer to data of the type Return Type that results from 
be known prior to a machine learning analysis based on the processing on pInput by the function PerformExpensiveCal 
attributes in column 1803b . culation? ... ) which is assumed in this example to be 
When the attributes in column 1803b are supplied to one 65 expensive enough to warrant caching the result . More par 

or more machine learning algorithm ( s ) , those algorithm ( s ) ticularly , function 1806 obtains a key from pInput at line 2 . 
identify set ( s ) of attribute ( s ) that go together in the same Then , at line 3 is obtains based on the key — a pointer to 
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cached processing data from cache s_cache ( i.e. , the results entity invocations identified in the indexed trace file 109 
from a prior processing of pInput by PerformExpensiveCal that are usable to form a result set for the search criteria . 
culation ( ... ) ) . At line 4 function 1806 checks if there was In some situations , identifying the plurality of families 
no cached processing data ( i.e. , the pointer obtained at line may include identifying at least one family from indexed 
3 is null ) . If so , it performs the processing at line 5 and adds 5 data . For example , the identification component 1702 may 
it to s_cache at line 6. Then , at line 8 , function 1806 returns identify one or more of the families that were calculated as 
the cached data ( whether it already existed , or whether it was part of processing a prior search , or as part of an indexing just added ) . pass that generated the indexed trace file 109b . FIG . 18B also illustrates three possible sub - entities 1807 In other situations , identifying the plurality of families of function 1807 ( i.e. , blocks A , B , and C ) . Block A includes 10 may include calculating one or more of the families . In these lines 2 and 3 ( which obtain a key from pInput and obtain a situations , the identification component 1702 employs the pointer to that key in s_cache ) , block B includes lines 5 and 
6 ( which calls PerformExpensiveCalculation ( ... ) on pInput query creation component 1702 and the machine learning 
and caches the result ) , and block C includes line 8 ( which component 1704. In particular , the identification component 
returns a pointer to the cached result ) . 1702 causes the query creation component to construct at 

In addition , while there are a vast array of categories of least one query expression based at least on the one or more 
families that could be used in connection with grouping search criteria , and then perform that query ( or queries ) over 
invocations of GetProcessingResults ( ... ) , FIG . 18B shows the one or more trace data streams to obtain a set of query 
in the first column 1808a of table 1808 that two possible results . The identification component 1702 can then identify 
categories are whether the results were cached or un - cached . 20 a set of attributes describing code entity invocations in the 
Table 1808 also shows in the second column 1808b that query results , and provide these attributes to the machine 
invocations that returned cached results have the attributes learning component 1704 t , which utilizes machine learning 
A = 1 , C = 1 , and A + C = 1 ( i.e. , block A and block C are techniques to group related code entity invocations identi 
invoked one time each , and sequence A + C is invoked once ) . fied by the set of attributes into one or more families . 
Block B and the sequences A + B , B + C , and A + B + C are not 25 Method 1900 also includes an act 1903 of identifying a 
invoked . Invocations that returned un - cached results have ranking among the families . In some embodiments , act 1903 
the attributes A = 1 , B = 1 , C = 1 , A + B = 1 , B + C = 1 , and A + B + comprises identifying a ranking among the plurality of 
C = 1 ( i.e. , blocks A , B , and C are invoked one time each , and families of code entity invocations . For example , the iden 
sequences A + B , B + C , and A + B + C are each invoked once ) . tification component can rank the families based on one or 
The sequence A + C is not invoked . 30 more ranking criteria . As discussed one ranking criterion 

Similar to FIG . 16A , the data in table 1808 ( e.g. , the that may be useful to debugging is the frequency of the 
attributes in column 1808b ) can be used as input to one or occurrence of the invocations grouped into each family . 
more machine learning algorithm ( s ) in order to generate Method 1900 also includes an act 1904 of returning a 
ranked families , including , for example , a family identifying result set , ordered by relevance . In some embodiments , act 
set ( s ) of attributes characterizing invocations of function 35 1904 comprises , based at least on the identified ranking 
1806 that returned a cached result directly , and a family among the plurality of families of code entity invocations , 
identifying set ( s ) of attributes characterizing invocations of returning a set of code entity invocations determined to meet 
function 1806 that returned an un - cached result . These the one or more search criteria , wherein the set of code entity 
families can be ranked according to the frequency of the invocations is ordered by a relevance determined based at 
occurrence each family's set ( s ) of attributes . 40 least on the ranking among the plurality of families . For 

In view of the foregoing , FIG . 19 illustrates an example example , the output component 1705 can return a result set 
of a method 1900 for performing a search over a trace of that is ordered by a relevance that is determined based , at 
program execution . Method 1900 is described in view of least in part , on the ranking among the plurality of families 
FIGS . 1-18B . While method 1900 is presented as a series of by the identification component 1702. For example , the 
acts , it will be appreciated that the particular number and 45 ranked result set may include one or more of the invocations 
ordering of the acts shown is only example of performing a that are listed in the highest ranked family , followed by one 
search over a trace of program execution consistent to the or more of the invocations that are listed in the next highest 
embodiments herein . ranked family , and so on . 
As depicted , method 1900 includes an act 1901 of receiv Accordingly , some of the embodiments herein perform 

ing a search expression targeted at trace data . In some 50 searches over trace files , which return a ranked result set to 
embodiments , act 1901 comprises receiving a search expres the user , ordered by relevance . Searches are conducted based 
sion including one or more search criteria , the search expres on families of related code entity invocations . Searches may 
sion being targeted at one or more trace data streams storing leverage indexed trace files for these families , and / or may 
a trace of program execution . For example , the input com use queries and machine learning to construct these families . 
ponent 1701 can receive a search expression that is targeted 55 Search then relies on a ranking of these families of related 
against indexed trace file 1096. As discussed , the search code entity invocations in order to build the ranked result 
expression may be expressed in a freeform manner , such as set . When ranking is based on frequency of the occurrence 
natural language . of code entity invocations , search can help surface the rare 

Method 1900 also includes an act 1902 of identifying occurrences , which is frequently useful in code debugging 
families of code entity invocations . In some embodiments , 60 contexts . 
act 1902 comprises , based on the one or more search criteria , Although the subject matter has been described in lan 
identifying a plurality of families of code entity invocations , guage specific to structural features and / or methodological 
each family identifying a plurality of code entity invocations acts , it is to be understood that the subject matter defined in 
that are related to each other , the plurality of code entity the appended claims is not necessarily limited to the features 
invocations being identified based on the one or more trace 65 or acts described above , or the order of the acts described 
data streams . For example , the identification component above . Rather , the described features and acts are disclosed 
1702 can identify a plurality of different families of code as example forms of implementing the claims . 
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Those skilled in the art will also appreciate that the bound trace sections that can each be replayed within 
invention may be practiced in a cloud computing environ the target trace section replay time ; 
ment . Cloud computing environments may be distributed , determining that at least one of the identified plurality of 
although this is not required . When distributed , cloud com points in execution of the one or more executable 
puting environments may be distributed internationally 5 entities corresponds to execution of a particular func 
within an organization and / or have components possessed tion or module ; and 
across multiple organizations . In this description and the creating at least one key frame for one or more of the 
following claims , “ cloud computing ” is defined as a model identified plurality of points in execution of the one or 
for enabling on - demand network access to a shared pool of more executable entities , while refraining from creating 
configurable computing resources ( e.g. , networks , servers , 10 any key frame for the at least one of the identified 
storage , applications , and services ) . The definition of “ cloud plurality of points in execution of the one or more 
computing ” is not limited to any of the other numerous executable entities that corresponds to execution of the 
advantages that can be obtained from such a model when particular function or module , each created key frame 
properly deployed . enabling replay of at least one trace section of the one 
A cloud computing model can be composed of various 15 or more executable entities beginning at the key frame . 

characteristics , such as on - demand self - service , broad net 2. The method of claim 1 , wherein the particular function 
work access , resource pooling , rapid elasticity , measured or module corresponds to third party code . 
service , and so forth . A cloud computing model may also 3. The method of claim 1 , further comprising using 
come in the form of various service models such as , for machine learning in order to identify at least one point in 
example , Software as a Service ( “ SaaS ” ) , Platform as a 20 execution of the one or more executable entities at which to 
Service ( “ PaaS ” ) , and Infrastructure as a Service ( “ IaaS ” ) . create a key frame . 
The cloud computing model may also be deployed using 4. The method of claim 3 , wherein the machine learning 
different deployment models such as private cloud , commu identifies the at least one point in execution of the one or 
nity cloud , public cloud , hybrid cloud , and so forth . more executable entities based on determining that the at 
Some embodiments , such as a cloud computing environ- 25 least one point in execution corresponds to a code entity that 

ment , may comprise a system that includes one or more is part of a family of code entity invocations . 
hosts that are each capable of running one or more virtual 5. The method of claim 3 , wherein the machine learning 
machines . During operation , virtual machines emulate an is supervised machine learning that uses , as a training 
operational computing system , supporting an operating sys dataset , at least one of ( i ) a manually curated dataset , ( ii ) a 
tem and perhaps one or more other applications as well . In 30 dataset based on telemetry from a debugging session , ( iii ) a 
some embodiments , each host includes a hypervisor that dataset based on coding activity by a particular user , ( iv ) a 
emulates virtual resources for the virtual machines using dataset based on telemetry from a version control system , or 
physical resources that are abstracted from view of the ( v ) a dataset based on telemetry from a bug tracking system . 
virtual machines . The hypervisor also provides proper iso 6. The method of claim 1 , wherein identifying the plu 
lation between the virtual machines . Thus , from the per- 35 rality of points in execution of the one or more executable 
spective of any given virtual machine , the hypervisor pro entities also comprises identifying at least one point in 
vides the illusion that the virtual machine is interfacing with execution based on one or more of ( i ) a replay time interval , 
a physical resource , even though the virtual machine only ( ii ) an orderable event , ( iii ) an exception , ( iv ) a kernel 
interfaces with the appearance ( e.g. , a virtual resource ) of a transition , ( v ) runtime environment activity , ( vi ) a cache 
physical resource . Examples of physical resources including 40 flush , ( vii ) an amount of elapsed time , ( viii ) an amount of 
processing capacity , memory , disk space , network band processing time , ( ix ) reaching a particular instruction count , 
width , media drives , and so forth . or ( x ) an input / output activity . 

The present invention may be embodied in other specific 7. The method of claim 1 , further comprising inserting the 
forms without departing from its spirit or essential charac created at least one key frame into the one or more traces . 
teristics . The described embodiments are to be considered in 45 8. The method of claim 1 , further comprising inserting the 
all respects only as illustrative and not restrictive . The scope created at least one key frame into one or more new traces . 
of the invention is , therefore , indicated by the appended 9. The method of claim 1 , wherein identifying the one or 
claims rather than by the foregoing description . All changes more responsiveness goals for trace replay comprises iden 
which come within the meaning and range of equivalency of tifying a target disk usage , and wherein identifying the 
the claims are to be embraced within their scope . 50 plurality of points in execution of the one or more executable 

entities comprises identifying a number of the plurality of 
What is claimed : points based on the target disk usage . 
1. A method , implemented at a computer system that 10. The method of claim 1 , wherein identifying the one or 

includes one or more processing units , for creating key more responsiveness goals for trace replay comprises iden 
frames during indexing of a trace , the method comprising : 55 tifying a target physical computing environment for replay 

identifying one or more responsiveness goals for trace of the one or more traces . 
replay , including identifying a target trace section 11. A computer system , comprising : 
replay time based on a computation using at least ( i ) an one or more processing units ; and 
estimated number of trace sections to be replayed to one or more hardware storage devices having stored 
obtain a replay result , and ( ii ) an estimated number of 60 thereon computer - executable instructions that are 
processing units available during replay ; executable by the one or more processing units to 

replaying at least a portion of execution of one or more create key frames during indexing of a trace , the 
executable entities based on one or more traces ; computer - executable instructions including instruc 

while replaying execution of the one or more executable tions that are executable by the one or more processing 
entities , and based at least on the identified target trace 65 units to at least : 
section replay time , identifying a plurality of points in identify one or more responsiveness goals for trace 
execution of the one or more executable entities that replay , including identifying a target trace section 
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replay time based on a computation using at least ( i ) kernel transition , ( v ) runtime environment activity , ( vi ) a 
an estimated number of trace sections to be replayed cache flush , ( vii ) an amount of elapsed time , ( viii ) an amount 
to obtain a replay result , and ( ii ) an estimated number of processing time , ( ix ) reaching a particular instruction 
of processing units available during replay ; count , or ( x ) an input / output activity . 

replay at least a portion of execution of one or more 17. The computer system of claim 11 , the computer 
executable entities based on one or more traces ; executable instructions also including instructions that are 

while replaying execution of the one or more execut executable by the one or more processing units to insert the 
able entities , and based at least on the identified created at least one key frame into the one or more traces . 
target trace section replay time , identify a plurality of 18. The computer system of claim 11 , the computer 
points in execution of the one or more executable 10 executable instructions also including instructions that are 
entities that bound trace sections that can each be executable by the one or more processing units to insert the 
replayed within the target trace section replay time ; created at least one key frame into one or more new traces . 

determine that at least one of the identified plurality of 19. The computer system of claim 11 , wherein identifying 
points in execution of the one or more executable the one or more responsiveness goals for trace replay 
entities corresponds to execution of a particular 15 comprises identifying a target disk usage , and wherein 
function or module ; and identifying the plurality of points in execution of the one or 

create at least one key frame for one or more of the more executable entities comprises identifying a number of 
identified plurality of points in execution of the one the plurality of points based on the target disk usage . 
or more executable entities , while refraining from 20. A computer program product comprising one or more 
creating any key frame for the at least one of the 20 hardware storage devices having stored thereon computer 

executable instructions that are executable by one or more identified plurality of points in execution of the one 
or more executable entities that corresponds to processing units to create key frames during indexing of a 
execution of the particular function or module , each trace , the computer - executable instructions including 

instructions that are executable by the one or more process created key frame enabling replay of at least one 
trace section of the one or more executable entities 25 ing units to at least : 
beginning at the key frame . identify one or more responsiveness goals for trace replay , 

12. The computer system of claim 11 , wherein the par including identifying a target trace section replay time 
ticular function or module corresponds to third party code . based on a computation using at least ( i ) an estimated 

13. The computer system of claim 11 , the computer number of trace sections to be replayed to obtain a 
executable instructions also including instructions that are replay result , and ( ii ) an estimated number of process 
executable by the one or more processing units to use ing units available during replay ; 
machine learning in order to identify at least one point in replay at least a portion of execution of one or more 

executable entities based on one or more traces ; execution of the one or more executable entities at which to 
create a key frame . while replaying execution of the one or more executable 

entities , and based at least on the identified target trace 14. The computer system of claim 13 , wherein the 35 
machine learning identifies the at least one point in execu section replay time , identify a plurality of points in 
tion of the one or more executable entities based on deter execution of the one or more executable entities that 
mining that the at least one point in execution corresponds bound trace sections that can each be replayed within 
to a code entity that is part of a family of code entity the target trace section replay time ; 
invocations . determine that at least one of the identified plurality of 

15. The computer system of claim 13 , wherein the points in execution of the one or more executable 
machine learning is supervised machine learning that uses , entities corresponds to execution of a particular func 

tion or module ; and as a training dataset , at least one of ( i ) a manually curated 
dataset , ( ii ) a dataset based on telemetry from a debugging create at least one key frame for one or more of the 
session , ( iii ) a dataset based on coding activity by a particu- 45 identified plurality of points in execution of the one or 
lar user , ( iv ) a dataset based on telemetry from a version more executable entities , while refraining from creating 
control system , or ( v ) a dataset based on telemetry from a any key frame for the at least one of the identified 
bug tracking system . plurality of points in execution of the one or more 

16. The computer system of claim 11 , wherein identifying executable entities that corresponds to execution of the 
the plurality of points in execution of the one or more particular function or module , each created key frame 
executable entities also comprises identifying at least one enabling replay of at least one trace section of the one 
point in execution based on one or more of ( i ) a replay time or more executable entities beginning at the key frame . 
interval , ( ii ) an orderable event , ( iii ) an exception , ( iv ) a 
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