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THREAT SCANNING MACHINE MANAGEMENT 
SYSTEM 

0001. The present invention relates generally to system 
management, and, more particularly, to the management of 
threat Scanning machines. 
0002 Threat scanning machines are often employed in 
locations where safety and security are at issue. Transpor 
tation facilities, for example, airports, train stations, sea 
ports, and the like, may employ threat scanning machines to 
detect security threats within passenger or freight baggage. 
Other facilities, such as office buildings, government build 
ings, court houses, museums and the like may employ threat 
scanning machines to detect restricted items being carried by 
a person seeking entry to the facility. A threat scanning 
machine, as used herein, refers to any device capable of 
detecting an object defined as a threat. A threat, as used 
herein, can be anything that is restricted from being brought 
aboard a vehicle, into a building or into an area. 
0003. Threat scanning machines may be of different 
make and model, including carry-on bag scanning machines, 
checked-bag scanning machines, walk-through metal detec 
tors, X-rays, computerized tomography devices, magnetic 
resonance imaging devices, and the like, thus requiring 
individualized maintenance and control of each machine's 
Software and data components. The task of individually 
maintaining and controlling each machine may be time 
consuming, prone to error and expensive. For example, 
when Supervisor attention is required at a particular 
machine, the Supervisor must physically go to the machine, 
assess the situation and provide guidance to the threat 
scanning machine operator. As another example, when the 
Software in an existing threat scanning machine needs to be 
upgraded, the media containing the upgrade may be required 
to be carried from machine to machine in order to perform 
the upgrade. The diversity of threat Scanning machine types 
and the varied locations of threat Scanning machines pose 
obstacles to the efficient management of the threat scanning 
machines. 

0004. In an exemplary embodiment of the threat scanning 
machine management system, the threat Scanning machines 
are connected to a communication network. One or more 
control center computers are connected to the communica 
tion network. The threat Scanning machines, possibly of 
different make and model, are adapted with hardware and 
software to allow them to communicate over the network 
with the control center computer. The control center com 
puter is adapted with software and/or hardware to control 
and manage threat scanning machines. In another exemplary 
embodiment of the present invention, t-he control computer 
can transmit data, such as, for example, operational Software 
and threat profiles to the threat scanning machine; and the 
threat Scanning machines may transmit data, Such as, for 
example, images and performance data to the control com 
puter. 

0005. In yet another exemplary embodiment of the 
present invention, a Supervisor may view the images or 
performance data of a threat Scanning machine remotely on 
the control center computer, assess the situation and assist 
the threat Scanning machine operator remotely, thereby 
permitting the Supervisor to manage multiple threat scanning 
machines in an efficient manner. In still another exemplary 
embodiment of the present invention, the threat scanning 
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machine management system may be dynamically config 
urable, the network may be a wireless network, and the 
control center computer may be a portable device, thus 
permitting a Superior to manage the threat scanning 
machines while remaining mobile. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0006 FIG. 1 is a functional block diagram of an exem 
plary embodiment of a threat scanning machine manage 
ment system; 

0007 FIG. 2 is a functional block diagram of an exem 
plary embodiment of a threat scanning machine manage 
ment system showing the control centers connected to a 
threat Scanning machine in accordance with the present 
invention; 

0008 FIG. 3 is a functional block diagram of an exem 
plary embodiment of a threat scanning machine manage 
ment system showing the details of an exemplary threat 
scanning machine in accordance with the present invention; 
0009 FIG. 4 is a functional block diagram of an exem 
plary embodiment of a threat scanning machine manage 
ment system showing the details of an exemplary control 
center in accordance with the present invention; 
0010 FIG. 5 is a functional block diagram of an exem 
plary embodiment of the logical functions of an exemplary 
threat management module in accordance with the present 
invention; 

0011 FIG. 6 is a functional block diagram of an exem 
plary embodiment of a remote management module in 
accordance with the present invention; 
0012 FIG. 7 is a functional block diagram of an exem 
plary embodiment of a maintenance server module in accor 
dance with the present invention; 
0013 FIG. 8 is a functional block diagram of an exem 
plary embodiment of a control center database and web 
service connections in accordance with the present inven 
tion; 

0014 FIG. 9 is a functional block diagram of an exem 
plary control and maintenance system showing a web 
browser connection in accordance with the present inven 
tion; 

0015 FIG. 10 is a functional block diagram of an exem 
plary threat Scanning machine architecture in accordance 
with the present invention; 

0016 FIG. 11 is a functional block diagram of an exem 
plary embodiment of the threat Scanning machine manage 
ment system showing an exemplary approach to network 
security in accordance with the present invention; 
0017 FIG. 12 is a functional block diagram of an exem 
plary embodiment of the threat Scanning machine manage 
ment system showing exemplary security components in 
accordance with the present invention; 
0018 FIGS. 13A and 13B are a functional block dia 
gram of an exemplary embodiment of the threat scanning 
machine management system showing exemplary alterna 
tive approaches to the network connection of security equip 
ment in accordance with the present invention; 



US 2006/0255929 A1 

0.019 FIG. 14 is a functional block diagram of an exem 
plary message interface between a threat Scanning machine 
and the threat scanning machine management system in 
accordance with the present invention; 
0020 FIG. 15 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing the main menu screen; 
0021 FIG. 16 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing the items of the Remote Management 
menu: 

0022 FIG. 17 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing the items of the Threat Management 
menu: 

0023 FIG. 18 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing the items of the Maintenance Server 
menu: 

0024 FIG. 19 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing the items of the Threat Image Pro 
jection (TIP) Management menu: 
0.025 FIG. 20 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing Event information; 
0026 FIG. 21 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing User Administration data; 
0027 FIG. 22 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing a Fault Reporting selection dialog: 
0028 FIG. 23 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing a Report Filter selection dialog: 
0029 FIG. 24 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing System Administration data; 
0030 FIG. 25 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing a download Schedule; 
0031 FIG. 26 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing the System Administration screen; 
0032 FIG. 27 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing a Throughput Report; 
0033 FIG. 28 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing a Personnel Report; 
0034 FIG. 29 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing a Current Alarm Report; 
0035 FIG. 30 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing an Historical Bag/Threat Information 
Report; 
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0036 FIG. 31 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing a Threat Type Information Report; 
0037 FIG. 32 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing an All Actions Taken Information 
Report; 

0038 FIG.33 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing a File Management Report; 
0039 FIG. 34 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing a Profile Management Report; 
0040 FIG. 35 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing a Download Management Report; 
0041 FIG. 36 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing a TIP Image Management Report; 
0042 FIG. 37 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface showing a Fault Report; and 
0043 FIG. 38 is an illustration of an exemplary embodi 
ment of the threat Scanning machine management system 
user interface adapted for use on a handheld or portable 
computer showing the main menu screen. 

DETAILED DESCRIPTION 

0044) While the exemplary embodiments illustrated 
herein may show the various components of the threat 
scanning machine, and corresponding command and control 
center, collocated, it is to be appreciated that the various 
components of the system can be located at distant portions 
of a distributed network, Such as a telecommunications 
network and/or the Internet or within a dedicated commu 
nications network. Thus, it should be appreciated that the 
components of the threat scanning machine and the com 
mand and control center, respectively, can be combined into 
one or more devices or collocated on a particular note of a 
distributed network, Such as a telecommunications network. 
As will be appreciated from the following description, and 
for reasons of computational efficiency, the components of 
the communications network can be arranged at any location 
within the distributed network without affecting the opera 
tion of the system. Also, the exemplary embodiments shown 
provide a layout of the system in which the Subsystems (i.e. 
Threat Management, Remote Management, and Mainte 
nance Server) are shown separately for conceptual clarity 
and for illustrative purposes in both the threat scanning 
machines and the command and control center. However, it 
should be appreciated, that other layouts, groupings, and/or 
arrangements of the Subsystems within the system can be 
used. 

0045. Furthermore, it should be appreciated that the vari 
ous links connecting the elements can be wired or wireless 
links, or a combination thereof, or any known or later 
developed element(s) that is capable of Supplying and/or 
communicating data to and from the connected elements. 
0046 FIG. 1 shows a functional block diagram of an 
exemplary embodiment of a threat Scanning machine man 
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agement system 100. In particular, a command and control 
center 102 forms a top level of a system hierarchy and is 
interconnected by a network 112 to a next level comprising 
command and control centers 104. A command and control 
center 104 is interconnected with a threat Scanning machine 
106 by the network 112. A command and control center 104 
is interconnected to command and control center 108 and to 
command and control center 110 via the network 112. A 
command and control center 110 is interconnected to one or 
more threat scanning machines 106 via the network 112. 

0047 The threat scanning machine management system 
100 shown in FIG. 1 represents, for purposes of illustration, 
an exemplary configuration of command and control centers 
connected to each other and to threat Scanning machines. 
However, it should be appreciated that the system 100 can 
be configured in order to be adaptable to various contem 
plated uses of the present invention. The configuration of the 
system 100 may be static or dynamic depending on con 
templated uses of the invention. In an exemplary embodi 
ment, a transportation facility may have an existing network 
(not shown), and in Such a case, the threat Scanning machine 
management system 100 may be adapted to the existing 
network. Alternatively, in another exemplary embodiment, if 
an existing network within a transportation facility is insuf 
ficient to be able to adapted to meet the communications 
requirements of the threat scanning machine management 
system 100 for any reason, such as low bandwidth or poor 
security, for example, then a new network can be installed 
for the threat scanning machine management system 100 to 
communicate over. However, it should be appreciated that 
any communications medium that allows the threat scanning 
machines and the control centers to communicate may be 
used with equal Success. In an exemplary embodiment of the 
invention, the command and control centers and the threat 
scanning machines communicate over the network 112 using 
standard protocols common in the industry. Examples of 
standard protocols include, for example, HTTP. IIOP, RMI, 
SMTP, SSL, SHTTP and the like. Examples of a network 
112 include wired or wireless solutions such as Ethernet, 
fiber optic, or the like. However, it should be appreciated 
that any present or future developed networks and/or net 
work protocols which perform the tasks required for a 
command and control center to communicate with a threat 
scanning machine may be used with equal Success according 
to the present invention. 

0.048. In operation, the exemplary command and control 
center 110 communicates with one or more threat scanning 
machines 106 via the network 112. The command and 
control center 110 may transmit data to the threat scanning 
machine, for example, operational Software, authorized 
users and credentials, threat profiles, etc. The operational 
Software may comprise any combination of Software for the 
operation of the Scanning system and/or software for the 
operation of the management system 100. The authorized 
users and credentials, which may include, for example, a list 
of user login names and passwords. Threat profiles may 
include data that the threat Scanning machine uses to aid in 
identification of threats, for example the shape of potential 
threat items, and/or the physical properties of an item that 
may indicate a potential threat. However, it should be 
appreciated that the data transmitted from the command and 
control center 110 to the threat scanning machine 106 may 
be any data required for the management and operation of 
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the threat scanning machine and could be used with equal 
effectiveness according to the present invention. 
0049. The exemplary threat scanning machine 106 com 
municates with the command and control center 110. The 
threat Scanning machine my receive data from the command 
an control center 110 and/or may transmit data to the 
command and control center 110. The data that the threat 
scanning machine may transmit to the command and control 
center 110 may include, for example, performance data, 
requests for operator assistance, threat detection data, and/or 
the like. 

0050. The exemplary command and control center 110 
may communicate with one or more command and control 
centers 104 and/or 102. In the exemplary embodiment 
shown in FIG. 1, the command and control centers 110 are 
interconnected to command and control centers 104. The 
command and control centers 104 are interconnected to 
command and control center 102. In this exemplary embodi 
ment and configuration of the present invention control 
centers are arranged in a hierarchical manner to provide for 
the centralized management of many threat scanning 
machines 106 from a central command and control center 
102, thus providing more efficient management of the threat 
scanning machines 106. 
0051 FIG. 2 is a functional block diagram of an exem 
plary embodiment of a threat scanning machine manage 
ment system. In particular, a command and control center 
104 at one level is interconnected with a command and 
control center 110 of another level. The command and 
control center 104 comprises, in addition to standard control 
center components, a threat management module 206, a 
remote management module 208 and a maintenance server 
module 210. The exemplary command and control center 
110 comprises, in addition to standard control center com 
ponents, a threat management module 222, a remote man 
agement module 224 and a maintenance server module 226. 
The exemplary command and control center 110 is inter 
connected to one or more exemplary threat scanning 
machines 106. The exemplary threat scanning machines 106 
comprise, in addition to standard threat scanning machine 
components, a threat scanning machine computer 202 and a 
scanning system 204. 
0052 The exemplary threat scanning machine computer 
202 comprises, in addition to standard computer hardware 
and Software components, a management system interface 
module 220 and a scanning system interface module 218. 
The management system interface module 220 comprises a 
threat management module 212, a remote management 
module 214, and a maintenance server module 216. The 
exemplary threat management module 212, remote manage 
ment module 214, and maintenance server module 216 are 
adapted to provide the interface and logic necessary for the 
threat scanning machine 106 to be connected to the main 
tenance and control system; these modules also communi 
cate with the scanning system interface module 218. In an 
exemplary embodiment, the threat scanning machine com 
puter 202 may be a standard PC. In another exemplary 
embodiment, the threat Scanning machine computer 202 
may be a specialized computer adapted specifically to con 
trol the threat scanning machine 106. 
0053. In yet another exemplary embodiment of the 
present invention, the threat scanning machine management 
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system 100 may be designed to adapt to any existing threat 
scanning machine computer 202 in order to allow the threat 
scanning machine 106 to connect and communicate within 
the threat Scanning machine management system. 
0054. In still another exemplary embodiment of the 
present invention, the system interface module 220 can be 
housed in a computer separate from the threat scanning 
machine computer 202; this construction may be useful in 
situations where the execution of the system interface mod 
ule 220 may present too great a processing and/or commu 
nications burden for the threat scanning machine computer 
202. 

0055. In operation, the exemplary threat management 
module 206 of the command and control center 104 com 
municates with the threat management module 222 of the 
command and control center 110. The threat management 
module 222 of the command and control center 110 com 
municates with the threat management module 212 of the 
threat scanning machine 106. The threat management infor 
mation comprises any information related to the manage 
ment of threats. Examples of such information include 
Threat Image Projections (TIP), which are non-threat 
images with threats inserted into them for testing purposes, 
threats detected within a particular piece of baggage, or 
messages alerting the threat scanning machine operators to 
specific or general types of security risks that may be present 
or that may be attempted. 
0056. The exemplary remote management module 208 of 
the command and control center 104 communicates with the 
remote management module 224 of the command and 
control center 110. The remote management module 224 of 
the command and control center 110 communicates with the 
remote management module 214 of the threat scanning 
machine 106. 

0057 The exemplary maintenance server module 210 of 
the command and control center 104 communicates with the 
maintenance server module 226 of the command and control 
center 110. The maintenance server module 226 of the 
command and control center 110 communicates with the 
maintenance server module 216 of the threat scanning 
machine 106. 

0.058. The command and control center 110 and the threat 
scanning machine 106 may communicate with each other 
using a predefined interface format. A predefined format 
allows for the command and control center 110 to be 
connected to any threat Scanning machine 106 that has been 
adapted to work in accordance with the present invention. 
The tables below provide an example of a predefined 
interface between the command and control center 110 and 
the threat scanning machine 106. However, it should be 
appreciated that these tables merely represent an exemplary 
interface for illustration purposes. An actual interface may 
vary in both content and design, while still be used with 
equal Success, depending on contemplated uses of the inven 
tion. 

TABLE 1. 

Interface Message 

Operator Bag Information 
Screener Bag Information 
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TABLE 1-continued 

Interface Message 

Threat Information 
Alarm Information 
TIP Truth Information 
Event Information 
User Keystroke Information 
TIP Configuration 
Threat Detection Configuration 

0059 Table 1 shows the messages of an exemplary 
interface between the command and control center 110 and 
the threat Scanning machine 106. In this exemplary interface 
the threat Scanning machine 106 transmits messages to the 
command and control center 110, including, for example, 
Operator Bag Information, Screener Bag Information, 
Threat Information, Alarm Information, Threat Image Pro 
jection (TIP) Truth Information, Event Information, and/or 
User Keystroke Information. While the command and con 
trol enter 110 transmits the TIP Configuration and Threat 
Detection Configuration messages to the threat scanning 
machine 106. 

TABLE 2 

Operator Bag Information 

Field Name Description 

Machine ID Unique Identifier of Threat Scanning Machine 
Bag ID Identification of the bag 
TIP ID Identification of the TIP image 
Logon ID Operator ID 
Bag Start Date CT 
Bag Start Time CT 
Bag Start Date QR 
Bag Start Time QR 
Operator Start Date CT 
Operator Start Time CT 
Operator End Date CT 
Operator End Time CT 
Bag Size 
Number of Threats 
Number of Keystrokes 
Machine Decision 

Operator Decision 

Date bag entered CT 
Time bag entered CT 
Date bag entered QR 
Time bag entered QR 
Date operator received the image 
Time operator received the image 
Date operator completed the transaction 
Time operator completed the transaction 
Length and/or weight of bag 
Number of threats detected in this bag 
Number of keystrokes used by operator 
Machine indication of possible threat present 
within bag 
Operator indication of possible threat present 
within bag 

Image ID File name if cannot be derived from Bag ID 

0060 Table 2 shows the contents of an exemplary Opera 
tor Bag Information message. The Operator Bag Informa 
tion message provides the command and control center 110 
with information relating to a particular piece of baggage 
that has been scanned by the threat scanning machine 106. 
0061. In operation, the Operator Bag Information mes 
sage is used to transmit information gathered by an operator 
on a particular bag. A Supervisor or screener can review the 
Operator Bag Information message in assisting the operator 
in assessing a potential threat. Another use of the Operator 
Bag Information message may be to monitor the perfor 
mance of an operator by placing a test bag containing a 
known threat or threat-like object in order to evaluate the 
operator's performance in identifying and assessing the 
potential threat. A further use of the Operator Bag Informa 
tion; message is to collect the messages over time in order 
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to form statistical models of the operator bag information. 
These statistical models may then be used to further enhance 
the operation of the threat scanning machine management 
system. 

TABLE 3 

Screener Bag Information 

Field Name Description 

Machine ID Unique Identifier of Threat Scanning Machine 
Bag ID Identification of the bag 
Logon ID Screener ID 
Screener Start Date CT 
Screener Start Time CT 
Screener End Date CT 
Screener End Time CT 
Number of Keystrokes 
Screener Decision 
Screener Annotation 

Date screener received the image 
Time screener received the image 
Date screener completed the transaction 
Time screener completed the transaction 
Number of keystrokes used by screener 
Determination of possible threat within bag 
Screener's notes 

0062 Table 3 shows the contents of an exemplary 
Screener Bag Information message. The Screener Bag Infor 
mation message provides the command and control center 
110 with information from a particular screener about a 
particular piece of baggage. 

0063. In operation, when a threat scanning machine and/ 
or operator detect a potential threat, a screener may be called 
upon to search the bag physically. The Screener Bag Infor 
mation message is used to transmit information gathered by 
a Screener on a particular bag. Such as the results of the 
physical search, threats found or not found, and any action 
taken by security with regard to the passenger or the 
baggage. A Supervisor can review the Screener Bag Infor 
mation in assisting the screener and operator in assessing 
and dealing with a potential threat. Another use of the 
Screener Bag Information message may be to monitor the 
performance of a screener by placing a test bag containing 
a known threat or threat-like object in order to evaluate the 
screener's performance in identifying and assessing the 
potential threat. A further use of the Screener Bag Informa 
tion message is to collect the messages over time and 
correlate them with other system data, Such as operator bag 
messages, in order to form statistical models of the screener 
bag information. These statistical models may then be used 
to further enhance the operation of the threat scanning 
machine management system. 

0064. An important aspect of the present invention, 
achieved through the operator and screener bag information 
messages, is that baggage may be tracked and associated 
with a particular person as that person moves about from 
place to place. For example, the information about a par 
ticular person's bag may be gathered as the person travels 
from location to location. The threat Scanning can then be 
augmented with historical bag information data in order to 
further inform the operator, screener, or supervisor of the 
need for further inspection of the bag. Additionally, the 
baggage may be associated with an owner or carrier and vice 
versa, thereby permitting the threat scanning machine man 
agement system to enhance the threat Scanning with auxil 
iary information about the owner or carrier to further 
enhance the security. 
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TABLE 4 

Threat Information 

Field Name Description 

Machine ID Unique Identifier of Threat Scanning Machine 
Bag ID Identification of the bag 
CT Compound Type Detected compound type 
CT Mass Measured massidensity 
CT Confidence 
QR Compound Type 
QR Mass 
Viewed by operator 

Algorithm confidence factor 
Detected compound type 
Detected mass 
Identifies if operator viewed this particular 
threat 
Identifies what action the operator took on a 
given threat 
Machine decision of threat non-threat 
Identifies category of threat (e.g. weapon, 
explosive, etc.) 
The name of the file containing the picture 

Operator Action 

Machine Decision 
Threat Category 

Picture FileName 

0065 Table 4 above shows the contents of an exemplary 
Threat Information message. The Threat Information mes 
sage provides the command and control center 110 with 
information about a particular threat detected by the threat 
scanning machine 106. 

0066. In operation Threat Information messages may be 
transferred to the command and control center for assistance 
in assessment by a Supervisor. Additionally the Supervisor in 
the command and control center may pass the message along 
to a more senior Supervisor at a regional or national level 
command and control center. Further still, the system can be 
configured to automatically forward messages to higher 
levels in the hierarchy based on preselected or dynamic 
criteria, Such as threat type or threat category. In this manner 
a threat that once was only able to be viewed and assessed 
on site, may now be able to be assessed by numerous people 
with possibly increasing levels of expertise, thereby by 
making efficient use of the Supervisor's time through a 
hierarchical system of review and assessment of potential 
threats. This process can be carried out in a very expeditious 
manner through the interconnection of the threat scanning 
machine and the command and control centers on a distrib 
uted network. A further use of the Threat Information 
message is for the threat management system as a whole to 
scan for incidents of like or similar threats and alert Super 
visors and threat Scanning machine operators to patterns in 
the data which may indicate a security breach is being 
attempted. Still another use of the Threat Information mes 
sage is to gather information on things that have been 
identified as threats, but in actuality are only items of interest 
for purposes other than security. For example, the threat 
scanning machine could possibly be configured to monitor 
for aerosol cans within baggage and record statistics related 
to their occurrence in the baggage. This type of statistical 
information on “threats' could be used to guide policies 
regarding acceptable items, for general research into items in 
baggage, or for other Such purposes. In yet another use of the 
Threat Information messages, the data may be collected over 
time and used to build statistical models of potential threats 
and their rates of occurrence. These statistical models could 
be fed back into the threat management system in order to 
improve the accuracy, security, and management efficiency 
of the threat scanning machine management system. 
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TABLE 5 

Alarm Information 

Field Name Description 

Machine ID Unique Identifier of the Threat Scanning Machine 
Bag ID Identification of the bag 
Alarm Severity Identifies the severity of the alarm (e.g. nail 

clippers may be low, Scissors may be medium, and 
gun knife may be high) 
Identifies category of threat (e.g. weapon, 
explosive, etc.) 
Annotation indicating if a threat was actually found 

Threat Category 

Threat Confirmed 

0067 Table 5 shows the contents of an exemplary Alarm 
Information message. The Alarm Information message pro 
vides the command and control center 110 with information 
about a particular alarm from the threat scanning machine 
106. 

0068. In operation the Alarm Information messages pro 
vide information useful to achieving management goals. As 
a current situational awareness indication, the Alarm Infor 
mation may be transferred both vertically (i.e. from threat 
scanning machine to command and control center and on up 
the chain of command and control centers) and horizontally 
(i.e. threat scanning machine to threat scanning machine) in 
order to inform management and other operators of threat 
events in a real time manner. This real time reporting of 
threat event information makes an added dimension in 
security response possible, namely one of recognizing a 
looming security risk that may be geographically disbursed. 
By utilizing threat Scanning machine management systems 
in multiple countries it would even be possible for nations to 
collectively detect and recognize a global security threat 
event that was in the early stages of being carried out. By 
collecting Alarm Information messages over time, statistical 
trends may be analyzed to aid management in improving the 
efficiency and security of the threat scanning machines. 

TABLE 6 

Event Information 

Field Name Description 

Machine ID Unique Identifier of the Threat Scanning Machine 
Logon ID User ID 
Event Date CT 
Event Time CT 
Event Code 
Event Detail 

Date event happened 
Time event happened 
Code responding to event 
Text message about event 

0069 Table 6 shows the contents of an exemplary Event 
Information Message. The Event Information message pro 
vides the command and control center 110 with information 
about a particular event that occurred at a threat scanning 
machine 106. 

0070. In operation the Event Information messages pro 
vide information useful to achieving management goals. As 
a current situational awareness indication, the Event Infor 
mation may be transferred both vertically (i.e. from threat 
scanning machine to command and control center and on up 
the chain of command and control centers) and horizontally 
(i.e. threat scanning machine to threat scanning machine) in 
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order to inform management and other operators of threat 
events in a real time manner. This real time nature of the 
reporting of threat event information brings a new dimen 
sion in security response, namely one of recognizing a 
looming security risk that may be geographically distrib 
uted. By collecting Event Information messages over time, 
statistical trends may be analyzed to aid management in 
improving the efficiency and security of the threat scanning 
machines. 

TABLE 7 

User Keystroke Information 

Field Name Description 

Machine ID Unique Identifier of the Threat Scanning Machine 
Logon ID User ID 
Bag ID Identification of the bag 
Keystroke Count Number of keystrokes 
Keystroke 1 Keystroke code 
Timestamp 1 Time keystroke occurred 
Keystroke 2 Keystroke code 
Timestamp 2 Time keystroke occurred 

Keystroke code 
Time keystroke occurred 

Keystroken 
Timestamp in 

0071 Table 7 shows the contents of an exemplary User 
Keystroke Information Message. The User Keystroke Infor 
mation Message provides the command and control center 
110 with details from the threat scanning machine 106 
regarding the keystrokes of a user in the processing of a 
particular piece of baggage. 

0072. In operation, the User Keystroke Information mes 
sage can be used for several management and Supervisory 
purposes. The keystroke information may be used as a 
training aid by permitting Supervisor to oversee the key 
strokes used by a scanning machine operator and determine 
if the operator has used the scanning effectively, or if further 
training is needed in a particular area. Further, the keystroke 
information may be collected over time to study the effi 
ciency of the threat scanning machine operators. Further 
still, the keystroke information may provide additional 
details to a Supervisor who is assisting a scanning machine 
operator with a possible threat presence. Yet another use of 
the keystroke information may be to correlate the keystroke 
information with the image data and recreate, or playback, 
what took place at a particular machine to look for Suspi 
cious activity by the operator or as an aid in analyzing 
machine performance and debugging the threat scanning 
machine software. 

0073. An important aspect of the threat scanning machine 
management system is that is a system for managing both 
the threat Scanning machine equipment and the personnel 
operating the threat Scanning machines. 

0074 FIG. 3 is a functional block diagram of an exem 
plary threat Scanning machine 106. In particular, the threat 
scanning machine 106 comprises, in addition to the standard 
threat Scanning machine components, a computer 202 and a 
scanning system 204. The computer 202 comprises, in 
addition to standard computer components, management 
system interface module 220 and a scanning system inter 
face module 218. The management system interface module 
220 comprises a threat management module 212, a remote 
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management module 214, and a maintenance server module 
216. The scanning system interface module 218 comprises 
one or more interface modules 320, and, optionally, a low 
level driver module 334. The threat management module 
212 comprises a parent connection logic module 302, an 
action logic module 304, and an Application Programming 
Interface (API) logic module 306. The remote management 
module 214 comprises a parent connection logic module 
308, an action logic module 310 and an API logic module 
312. The maintenance server module 216 comprises a parent 
connection logic module 314, an action logic module 316, 
and an API logic module 318. 
0075. In operation, the threat scanning machine computer 
202 executes the management system interface module 220 
and the threat Scanning machine physical machine interface 
Software 218. 

0.076 The exemplary interface and control logic module 
302 contains the logic necessary for the connection and 
communication with the threat management module within 
the control computer. The Operation Logic component 304 
contains operational logic. The application programming 
interface (API) component 306 contains the logic necessary 
for interfacing with the scanning system interface module 
218. 

0077. The remote management module 214 contains 
interface and control logic module 308 that contains the 
logic necessary for the connection and communication with 
the remote management module in a command and control 
center. The operational logic module 310 that contains 
operational logic and an application programming interface 
(API) component 312 that contains the logic necessary for 
interfacing with the scanning system interface module 218. 
0078. The interface and control logic module 314 con 
tains the logic necessary for the connection and communi 
cation with the maintenance server module in the command 
and control center. Also within the threat Scanning machine 
maintenance server module 216 is an operational logic 
module 316 that contains operational action logic and an 
application programming interface (API) component 318 
that contains the logic necessary for interfacing with the 
scanning system interface module 218. 
0079 An exemplary embodiment of the scanning system 
interface module 218 is shown in FIG. 3. In particular, the 
scanning system interface module 218 may contain one or 
more modules 320. These modules 320 may provide inter 
face logic necessary for the management system interface 
module 220 to be interconnected with and/or to control the 
scanning system 204. The modules 320 may, for example, 
provide user interface functionality to the threat scanning 
machine 106 operator. In another exemplary embodiment of 
the invention, the operator interface module 320 may reside 
within the management system interface module 220. 
Examples of interface modules 320 include weapons pro 
cessing, explosive processing, data archiving, diagnostics, 
image capture, material movement system, and/or the like. 
In addition, the scanning system interface module 218 also 
may contain a low-level driver module 334 adapted to 
directly control the circuitry, Software, and/or mechanics of 
the scanning system 204. It should be appreciated that the 
threat scanning machine 106 shown in FIG. 3 is an exem 
plary embodiment shown for illustration purposes, and any 
threat Scanning machine can be utilized within the threat 
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scanning machine management system 100 with equal Suc 
cess. The exact software component configuration of a 
particular threat scanning machine 106 will depend on its 
contemplated use and the capabilities of its Subsystems, in 
accordance with the present invention. 
0080 FIG. 4 is a functional block diagram of an exem 
plary embodiment of the control center computer side of an 
exemplary threat scanning machine management system 
100. In particular, the command and control center software 
402 comprises, in addition to standard control center soft 
ware components, a threat management module 404, a 
remote management module 406, and a maintenance server 
module 408. 

0081. The threat management module 404 comprises a 
parent connection logic module 410, a report logic module 
412, an instruction logic module 414, and a threat scanning 
machine receive and control logic module 416. 
0082 The remote management module 406 comprises a 
parent connection logic module 418, a report logic module 
420, an instruction logic module 422, and a threat scanning 
machine receive and control logic module 424. 
0083. The maintenance server module 408 comprises a 
parent connection logic module 426, a report logic module 
428, an instruction logic module 430, and a threat scanning 
machine receive and control logic module 432. In an exem 
plary embodiment, the parent connection logic modules 
(302,308, and 314) of the threat scanning machine 106 may 
be similar to the parent connection logic modules (410, 418, 
and 426) of the command and control center 110. 
0084 FIG. 5 is a functional block diagram of an exem 
plary embodiment of a threat management module in accor 
dance with the present invention. In particular, a command 
and control center threat management module 404 is shown 
connected to a threat scanning machine threat management 
module 212. The command and control center threat man 
agement module 404 comprises an interface and control 
logic module 410, a configuration updater 502, a configu 
ration database 504, a report generator and viewer module 
506, one or more reports 508, an instruction logic module 
414, a data management logic module 412, threat manage 
ment database 510 and interface and control logic module 
416 The threat Scanning machine threat management mod 
ule 212 comprises an interface and control logic module 
302, an instruction logic module 304, a data management 
logic module 512, a threat management database 514, an 
API interface logic module 306, and a scanning system 
interface module 218. 

0085 FIG. 6 is a functional block diagram of an exem 
plary embodiment of a remote management module in 
accordance with the present invention. In particular, a com 
mand and control center remote management module 406 is 
shown connected to a threat scanning machine remote 
management module 214. The command and control center 
remote management module 406 comprises an interface and 
control logic module 418, a configuration updater 602, a 
configuration database 604, a scheduler 606, a system 
administration updater 610, one or more reports 608, an 
instruction logic module 422, a data management logic 
module 420, remote management database 612 and interface 
and control logic module 424. The threat Scanning machine 
remote management module 214 comprises an interface and 
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control logic module 308, an instruction logic module 310, 
a data management logic module 614, a remote management 
database 616, an API interface logic module 312, and a 
scanning system interface module 218. 
0.086 FIG. 7 is a functional block diagram of an exem 
plary embodiment of a maintenance server module in accor 
dance with the present invention. In particular, a command 
and control center maintenance server module 408 is shown 
connected to a threat Scanning machine maintenance server 
module 216. The command and control center maintenance 
server module 408 comprises an interface and control logic 
module 426, a configuration updater 702, a configuration 
database 704, a configuration management viewer 710, a 
data input interface 708, one or more data files 706, an 
instruction logic module 430, a data management logic 
module 428, maintenance server and configuration database 
712, a scheduler module 714 and an interface and control 
logic module 432. The threat scanning machine threat man 
agement module 216 comprises an interface and control 
logic module 314, an instruction logic module 316, a data 
management logic module 716, a maintenance server data 
base 718, an API interface logic module 318 and a scanning 
system interface module 218. 
0087 FIG. 8 is a functional block diagram of an exem 
plary embodiment of a control center database and web 
service connections in accordance with the present inven 
tion. In particular, the maintenance and control system data 
store 802 comprises a database access logic module 804, a 
web server logic module 806 and a database 808. The data 
management logic modules 412, 420, and 428 of the threat 
management, remote management, and maintenance server 
modules, respectively, are connected to the database access 
logic module 804. The report generator and viewer 506 and 
the configuration updater 502 of the threat management 
module 404 are connected to the web server logic module 
806. The system administration updater 610, the scheduler 
606 and the configuration updater 602 of the remote man 
agement module 406 are connected to the web server logic 
module 806. The configuration management viewer 710, the 
scheduler 714, the data input interface 708 and the configu 
ration updater 702 of the maintenance server 408 are con 
nected to web server logic module 806. The web server logic 
module 806 is connected to the database 808. 

0088. In operation, the data management logic modules 
412, 420, and 428 of the threat management, remote man 
agement, and maintenance server modules respectively 
communicate with the database access logic module 804. 
The database access logic module provides the interface 
connectivity to the database 808. The web server logic 
module 806 provides the command and control center with 
web service access to the database 808. 

0089 FIG. 9 is a functional block diagram of an exem 
plary control and maintenance system showing a web 
browser connection in accordance with the present inven 
tion. In particular, web browsers 902 and 904 are shown 
connected to the web server logic module 806. While two 
web browsers are shown, it should be appreciated that 
multiple web browsers may connect to the web server logic 
module 806. 

0090 FIG. 10 is a functional block diagram of an exem 
plary threat scanning machine architecture. In particular, the 
threat Scanning machine comprises a sensor 1002, a data 
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acquisition system 1004, a reconstruction computer 1006, 
and an operator workstation 1008. The reconstruction com 
puter 1006 comprises a control logic module 1010. The 
operator workstation 1008 presents a graphical user inter 
face to the operator of the threat Scanning machine. 
0091. In operation, raw data from the sensor 1002 is 
collected by the data acquisition system 1004. The raw data 
is then transmitted to the reconstruction computer 1006. The 
reconstruction computer 1006 processes the raw data and 
may provide a three-dimensional image or a two-dimen 
sional image to the operator workstation 1008. In a threat 
scanning machine adapted to be used with the maintenance 
and control system, the Software for the maintenance and 
control system resides on the operator workstation 1008. 
The threat scanning machine management system can down 
load software or data to the reconstruction computer 1006, 
operator workstation 1008, and/or other components of the 
threat Scanning machine that may require Software or data to 
operate. 

0092 FIG. 11 is a functional block diagram of an exem 
plary embodiment of the threat Scanning machine manage 
ment system showing an exemplary approach to network 
security for two different levels of security, confidential and 
secret. In particular, the public network 1102, for example a 
wide area network (WAN), is connected to both a confiden 
tial communications system 1104 and a secret communica 
tions system 1106. The confidential communications system 
comprises a router 1112, a triple data encryption standard 
(3DES) virtual private network connection 1114, a firewall 
1116 and a local area network (LAN) switch 1118. An 
exemplary private network 1108 is connected to the LAN 
switch 1118. The secret communications system 1106 com 
prises a router 1120, a National Security Agency (NSA) 
cryptographic processor 1122, a firewall 1124, and a LAN 
switch 1126. A private network 1110 is connected to the 
LAN Switch 1126. 

0093 FIG. 12 is a functional block diagram of an exem 
plary embodiment of the threat Scanning machine manage 
ment system showing exemplary security components in 
accordance with the present invention. In particular, a threat 
scanning machine 106 is connected to the public wide area 
network (WAN) 1102. A command and control center 110 is 
also connected to the public WAN 1102. Unauthorized users 
1202 may be connected to the public wide area network. The 
threat scanning machine communications system comprises 
a router/phone 1112, an encryption module 1114 or 1120 
depending on the level of security, a firewall 1116, and a 
local area network (LAN) switch 1118. The command and 
control center 110 comprises a threat management computer 
404, a remote management computer 406, a maintenance 
server computer 408, a web server logic module 806, log 
files 1204, a database 808, a router/phone 1112, an encryp 
tion device 1114 or 1120 depending on the level of security 
required, a firewall 1116 and a LAN switch 1118. 
0094. In operation, the unauthorized users 1202 are 
restricted from accessing the threat Scanning machine 106 or 
the command and control center 110. While the encryption 
devices 1114 or 1120, permit the threat scanning machine 
106 and the command and control center 110 to communi 
cate in a secure manner. 

0095 FIG. 13 is a functional block diagram of an exem 
plary embodiment of the threat Scanning machine manage 
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ment system showing exemplary alternative approaches to 
the network connection of security equipment in accordance 
with the present invention. In particular, FIG. 13 shows two 
approaches to network security within a transportation facil 
ity. In FIG. 13A, the threat scanning machine 106 requires 
the security hardware and software to be present with the 
threat scanning machine. In FIG. 13B, there is one set of 
security hardware and software for an entire facility and the 
threat scanning machines 106 are all interconnected to the 
one set of communications security hardware and software. 
0096. In FIG. 13A, the threat scanning machine com 
prises application code 220, a local area network Switch 
1118, a firewall 1116, an encryption device 1114 or 1120 
depending on the level of security required, and a router/ 
phone 1112. In operation the threat scanning machine 106 
containing its own set of communications security hardware 
and software is able to be directly connected to the public 
wide area network 1120. 

0097. In FIG. 13B, the communications security hard 
ware and Software may be placed in a central locations and 
accessed by one or more threat Scanning machines 106. The 
communications equipment comprises a local area network 
switch 1118, a firewall 1116, an encryption device 1114 or 
1120 depending on the level of security required, and a 
router/phone 1112. The threat scanning machines 106 each 
contain their own application code 220. The threat scanning 
machine are interconnected to the communications security 
equipment via the LAN switch 1118. 
0098. In operation, each threat scanning machine 106 
communicates through the LAN switch 1118 to the com 
munications security hardware and Software in order to 
access the public wide area network 1102. 
0099 FIG. 14 shows a functional block diagram of a 
threat Scanning machine 106 interconnected with a com 
mand and control center 110. In particular, FIG. 14 shows 
an exemplary message interface between the threat scanning 
machine 106 and the command and control center 110 in 
accordance with the messages described in Tables 1 through 
7 above. 

0100. In operation, the threat scanning machine 106 
provides the following message to the command and control 
center 110: operator bag information, the screener bag 
information, the threat information, alarm information, TIP 
truth information, event information, and user keystroke 
information. The command and control center 110 provides 
the following messages to the threat Scanning machine 106. 
TIP configuration and threat detection configuration. 
0101 One way that the personnel using a threat scanning 
machine management system can interact with the system is 
through computer adapted to provide a graphical user inter 
face. The following is a description of an exemplary graphi 
cal user interface in accordance with the present invention. 
However, it should be appreciated that the graphical user 
interface shown in the figures is provided for illustrative 
purposes. A particular embodiment of the invention may 
have a graphical user interface that is implemented, config 
ured, or adapted differently depending on the contemplated 
uses of the invention. 

0102 FIG. 15 is an illustration of an exemplary user 
interface for the threat scanning machine management sys 
tem showing the main menu screen. In particular, the main 
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menu comprises Remote Management, Threat Management, 
Maintenance Server, TIP Management, Log Off, and Help 
choices. There is also shown in FIG. 15 a tab style user 
interface element comprises the tabs choices of Alarms, 
Events, Dnld (an abbreviation for download), and Comm (an 
abbreviation for communications). 
0103) If the user selects the Remote Management menu 
choice, the Remote Management menu will be displayed. 
FIG. 16 is an illustration of an exemplary user interface for 
the threat Scanning machine management system showing 
the items available under the Remote Management menu 
choice. In particular, the Remote Management menu com 
prises User Administration, Fault Reporting, System Moni 
toring, and System Administration choices. 

0104. If the user selects, from the main menu, the Threat 
Management menu choice, the Threat Management Menu 
will be displayed. FIG. 17 is an illustration of an exemplary 
user interface for the threat Scanning machine management 
system showing the items available under the Threat Man 
agement menu choice. In particular, the Threat Management 
menu comprises Reports and Forms menu choices. 

0105. If the user selects, from the main menu, the Main 
tenance Server menu choice, the Maintenance Server menu 
will be displayed. FIG. 18 is an illustration of an exemplary 
user interface for the threat Scanning machine management 
system showing the items available under the Maintenance 
Server menu choice. In particular, the Maintenance Server 
menu comprises File Management, Profile Management, 
and Download menu choices. 

0106 If the user selects, from the main menu, the TIP 
Management menu choice, the TIP Management menu will 
be displayed. FIG. 19 is an illustration of an exemplary user 
interface for the threat scanning machine management sys 
tem showing the items available under the TIP Management 
menu choice. In particular, the TIP management menu 
comprises Image Management, Library Management, and 
Library Distribution menu choices. 

0.107) If the user sects, from the main menu, the Log Off 
menu choice, the user will be logged of the system. 

0.108 If the user selects, from the main menu, the Help 
menu choice, the user will be presented with information on 
how to operate the threat Scanning machine management 
system. 

0.109 FIG. 20 shows an exemplary Events tab screen. 
FIG. 26 shows an exemplary Comm (short for communi 
cations) tab screen. The tab screens allow the operator to 
quickly ascertain the status of important system functions. 
0110 Returning to the Remote Management menu of 
FIG. 16, if the user selects the User Administration menu 
choice, the User Administration screen will be displayed. 
FIG. 21 is an illustration of an exemplary user interface for 
the threat Scanning machine management system showing 
the User Administration screen. 

0.111) If the users selects, from the Remote Management 
menu, the Fault Reporting menu choice, the Fault Reporting 
dialog will appear. FIG.22 is an illustration of an exemplary 
user interface for the threat Scanning machine management 
system showing the Fault Reporting selection dialog inter 
face. 
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0112) If the user selects, from the Remote Management 
menu, the System Monitoring menu choice, the Performance 
Information dialog will be displayed. FIG. 23 is an illus 
tration of an exemplary user interface for the threat scanning 
machine management system showing the Performance 
Information dialog. 
0113. If the user selects, from the Remote Management 
menu, the System Administration menu choice, the System 
Administration menu will be displayed. FIG. 24 is an 
illustration of an exemplary user interface for the threat 
scanning machine management system showing the System 
Administration screen. 

0114 Turning now to the Threat Management menu 
shown in FIG. 17, if the user selects, from the Threat 
Management menu, the Reports menu choice, the reports 
selection will be displayed. Examples of the types of reports 
available include the Download Schedule shown in FIG. 25, 
the Throughput Report shown in FIG. 27, the Personnel 
Report shown in FIG. 28, the Current Alarm Report shown 
in FIG. 29, the Historical Bag/Threat Information Report 
shown in FIG. 30, the Threat Type Information Report 
shown in FIG. 31, the Fault Report shown in FIG. 37 and 
the All Actions Taken Information Report shown in FIG. 32. 
0115 Turning now to the Maintenance Server menu 
shown in FIG. 18, if the user selects from the Maintenance 
Server menu, the File Management menu choice, the File 
Management screen will be displayed. FIG. 33 is an illus 
tration of an exemplary user interface for the threat scanning 
machine management system File Management screen. 
From the File management screen, the user can add files. 
0116. If the user selects, from the Maintenance Server 
menu, the Profile Management menu choice, the Profile 
Management screen will be displayed. FIG. 34 is an illus 
tration of an exemplary user interface for the threat scanning 
machine management system showing the Profile Manage 
ment screen. From the Profile Management screen, the user 
can define a profile comprising one or more files that require 
downloading. The profile is a way of bundling the files that 
require downloading together. 

0117) If the user selects, from the Maintenance Server 
menu, the Download menu choice, the Download Manage 
ment screen will be displayed. FIG. 35 is an illustration of 
an exemplary user interface for the threat Scanning machine 
management system showing the Download Management 
screen. Using the Download Management screen, the user 
can schedule a download of a previously defined profile. 
0118 Turning now to the TIP Management menu shown 
in FIG. 19, if the user selects the Image Management option, 
the TIP Image Management screen will be displayed. FIG. 
36 is an illustration of an exemplary user interface for the 
threat Scanning machine management system showing the 
TIP Image Management screen. 

0119 FIG. 37 shows an exemplary Fault Report screen. 
There are no faults shown in this example. However, if faults 
were present for the report criteria specified, such faults 
would be displayed in the table along with the pertinent fault 
details. 

0120 FIG. 38 shows an exemplary threat scanning 
machine management system user interface that has been 
adapted to be displayed on a handheld computer, laptop 
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computer, or the like. In particular, FIG. 38 is presented to 
show the main menu screen on a simulated handheld device. 
While the other screens are not shown on a handheld device 
is should be appreciated that the entire threat management 
system user interface may be adapted to use on handheld 
computer, laptop computer, portable computer, network 
enabled communications device, or any type of portable 
computing device. 

0.121. As shown in the above figures, the threat scanning 
machine management system can be implemented on a 
general-purpose computer, a special-purpose computer, a 
programmed microprocessor or microcontroller and periph 
eral integrated circuit element, and ASIC or other integrated 
circuit, a digital signal processor, a hardwired electronic or 
logic circuit such as a discrete element circuit, a pro 
grammed logic device such as a PLD, PLA, FPGA, PAL, or 
the like. In general, any process capable of implementing the 
functions described herein can be used to implement a 
system for the management of threat Scanning machines 
according to this invention. 

0.122 Furthermore, the disclosed system may be readily 
implemented in Software using object or object-oriented 
software development environments that provide portable 
Source code that can be used on a variety of computer 
platforms. Alternatively, the disclosed system for managing 
threat Scanning machines may be implemented partially or 
fully in hardware using standard logic circuits or a VLSI 
design. Other hardware or software can be used to imple 
ment the systems in accordance with this invention depend 
ing on the speed and/or efficiency requirements of the 
systems, the particular function, and/or a particular software 
or hardware system, microprocessor, or microcomputer sys 
tem being utilized. The threat Scanning machine manage 
ment system illustrated herein can readily be implemented in 
hardware and/or software using any known or later devel 
oped systems or structures, devices and/or software by those 
of ordinary skill in the applicable art from the functional 
description provided herein and with a general basic knowl 
edge of the computer and network communication arts. 

0123. Moreover, the disclosed methods may be readily 
implemented in Software executed on programmed general 
purpose computer, a special purpose computer, a micropro 
cessor, or the like. In these instances, the systems and 
methods of this invention can be implemented as program 
embedded on personal computer such as JAVAR) or CGI 
Script, as a resource residing on a server or graphics work 
station, as a routine embedded in a dedicated encoding/ 
decoding system, or the like. The system can also be 
implemented by physically incorporating the system and 
method into a Software and/or hardware system, such as the 
hardware and Software systems of an image processor. 

0.124. It is, therefore, apparent that there is provided in 
accordance with the present invention, systems and methods 
for managing threat Scanning machines. While this inven 
tion has been described in conjunction with a number of 
embodiments, it is evident that many alternatives, modifi 
cations and variations would be or are apparent to those of 
ordinary skill in the applicable arts. Accordingly, applicants 
intend to embrace all Such alternatives, modifications, 
equivalents and variations that are within the spirit and 
Scope of this invention. 
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1. A dynamically configurable maintenance and control 
system for threat Scanning machines located in an airport, 
the system comprising: 

a threat Scanning machine in the airport, adapted to 
communicate via a network; and 

a control computer, adapted to communicate via the 
network with the threat Scanning machine and to 
dynamically re-configure the system by selecting a 
threat Scanning machine for addition to the system; 

wherein said selecting is performed in real time in 
response to current conditions in the airport. 

2-11. (canceled) 
12. A method of centrally maintaining and controlling 

threat Scanning machines located in an airport, the method 
comprising: 

connecting a control computer to a communication net 
work; 

connecting a threat Scanning machine to a communication 
network; 

loading the control computer with Software to communi 
cate with threat Scanning machines; 
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initiating communication between control computer and 
threat scanning machine; and 

dynamically re-configuring the network by the control 
computer selecting a threat scanning machine in real 
time in response to a condition. 

13-16. (canceled) 
17. A computer program fixed in a tangible medium, the 

program comprising: 
means for controlling a system of threat scanning 

machines via a network; 
means for dynamically selecting a threat scanning 

machine for addition to the network in real time in 
response to a condition; and 

means for dynamically restricting access of a threat 
Scanning machine to the network. 

18. The program of claim 17, wherein the means for 
dynamically selecting comprises means for identifying an 
activity taking place in an area near the selected threat 
Scanning machine. 

19. The program of claim 18, wherein the area is a portion 
of an airport. 


