wO 20247252497 A1 |0 000000 KOO0 0 0 000 0

) FRFBAEFWICE DWW T LRI N -ERLERR

(19) 1t FANEIRR A HEILES >
ERESE E;g

43) EEABH 93

2024 F12812H (12.12.2024)

O O 0 O
10) B2 RES
WO 2024/252497 A1l

WIPO I PCT

1) ERKRTAA:
GOGF 21/31 (2013.01)

Q1) EFRHREES - PCT/JP2023/020879
(22) ERRERERA - 202356 A5H(05.06.2023)
(25) EFRHFED S5 - HAGE
(26) EFEARDERE - HAGE

HHBEA: H A & 8 8 58 % X =
#t (NIPPON TELEGRAPH AND TELEPHONE
CORPORATION) [JP/JP]; T 1008116 R=ERTF
REXKFIT—TH5S& 15 Tokyo (JP).

(72) #BHE: K &% F E (OMORI, Yoshihiko);
T1808585 R R EETMMRE 3 TH9 — 1
1T NTT MME4E > ¥ W Tokyo (JP).

OVREA: A BT ZEZABBERERETA
& = # At (SONO INTERNATIONAL PATENT
OFFICE,P.C.); T1020082 RR#BTHREHX—F
T2 1 —FHEBRZEIL Tokyo (JP).

B BEE(RTDOLRWRY, 2 TOREADENRF
EAETAE) | AE, AG, AL, AM, AO, AT, AU, AZ, BA,
BB, BG, BH, BN, BR, BW,BY, BZ, CA, CH, CL, CN,
CO, CR, CU, CV, CZ,DE, DJ, DK, DM, DO, DZ, EC,
EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN, HR,
HU, ID, IL, IN, IQ, IR, IS, IT, IM, JO, JP, KE, KG,
KH, KN, KP,KR,KW,KZ, LA, LC,LK,LR,LS, LU,
LY, MA, MD, MG, MK, MN, MU, MW, MX, MY,
MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL,
PT, QA, RO, RS, RU, RW, SA, SC, SD, SE, SG, SK,
SL, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA,
UG, US, UZ, VC, VN, WS, ZA, ZM, ZW.

B BEE(RTOLRWRY, £ TOREFADLIEFR
#E A EIAE) : ARIPO (BW, CV, GH, GM,KE, LR, LS,
MW, MZ, NA, RW, SC, SD, SL, ST, SZ, TZ, UG,
ZM, ZW), 1— 5> 7 (AM, AZ, BY, KG, KZ, RU,
TJ, TM), 3— 0 v /% (AL, AT, BE, BG, CH, CY, CZ,
DE, DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS,
IT, LT, LU, LV, MC, ME, MK, MT, NL, NO, PL, PT,
RO, RS, SE, SI, SK, SM, TR), OAPI (BF, BJ, CF,

(54) Title: IDENTITY SCORE CALCULATION DEVICE, IDENTITY AUTHENTICATION METHOD, IDENTITY

AUTHENTICATION SYSTEM, AND PROGRAM

(54) READQEM : KAMRAIT7EBEE, AAMSEIAE AANMBEIY AT A, BLU, 70734

11

A

SRR R TR

112
113
1141

118
YT

111

21
= S —
BRI —
B R T AD 300
116 #EHA5RDB
st SLIRER
400
117 S ——
FEEF A FUF)IEEDB

(57) Abstract: This identity score calculation device (10) comprises:
an authentication results collection unit (111) that collects authentica-
tion results from an authentication device (20) for normal authentica-
tion and high-level authentication; a behavior information collection
unit (112) that collects behavior information about a user; a high-level
authentication control unit (114) that selects a high-level authentica-
tion method on the basis of the behavior information for a user for
whom it has been determined that the high-level authentication is to
be executed in addition to the normal authentication; a high-level au-
thentication results evaluation unit (115) that extracts a user for whom
the result of a past high-level authentication was a failure, executes
the high-level authentication, and if the authentication is successful,
compares the current and past behavior information, and estimates the
identity of the user; and a likelihood calculation unit (117) that calcu-

10 Identity score calculation device

11 Control unit

12 Input/output unit
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100 Authentication results database

111 Authentication results collection unit
112 Behavior information collection unit
113 External server coordination unit
114 High-level authentication control unit
115 High-level authentication results evaluation unit
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117 Probability calculation unit
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200 Behavior information database

300 Statistics information database

400 Sampling information database

lates the likelihood of said identity by using the authentication results
information.
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