ZIHSd 10-2018-0086833

O (19) H3R=53]7 (KR)
(12) /W53 FE(A)

(11) Iz
(43) FMLA

10-2018-0086833
2018 308¥01¢

(51) =ASs &/ (Int. Cl.)

Ho4L 12/26 (2006.01) HO4L 12/24 (2006.01)

(71) =4

BARA FH 3%

HO4L 29/06 (2006.01) ALEEA YEET ot 128 (JJ%%)
(52) CPCE3| &5 a g AEEET
HodL, 45/50 (2013.01) NESMA AR QREE 145, aelvhehaL (ke
HO4L 41/14 (2013.01) =57}
(21) 93 10-2017-0010769 (72) W}
(22) =44# 2017301924 FIEIPY
] =] ]
AAP LA 20173019249 ALEHA HzT FANZ112 19 LGAR =35
A
4y
MEEEA] N7 FANZ1IZ 19 LA 53
A
(K] A<)
(74) A=A
ey
AA A7 50 F 17 F
(54) W o] WA 2FE Az gule]x A H2E X
(57) 8 <F
E oy FAlR; a5 2 7] AAE B4l ZREZ 7|z, B4 94 B34S 559 2H o] E(state)
2 gEsta, A7 549 2HolEd AHger WE mZ (mutated packet)S A, A7) FARE B, A
& AA gupelxe] FAEa, Y] FARE 53, v Wy FRlo gsEHE FA 9Bl A oqRE
NZRE, 47 AFE AA tupo]l 9] 7] FHeF R s Hists TRAAE Tt AEE AA twpo] s
17 Bl2~E Ao #ek Aol
O ¥ £- %1




ZIHSd 10-2018-0086833

(52) CPCES|E& °l5<
HOAL 63/1408 (2013.01) B o ARAl A1E 23200 31
(72) =}t 25y
AP s B AAEE JFA GrE71M 10 AX Yol E
AEEEA M2 FAYRZ11E 19 LGAR =54 1025 8022
E]
o] 8|z
ASEHA] AT 7FAEv = 2




10-2018-0086833

5

=

=

H

el
=)

- |

F749)
7% 1

o

<)
4o

=K

o

<

A

1. A8 A o

o]

stef, 371 &

37338

S X

S B0 ~Eo]E(state)? T

q

8

1}

a2

(mutated packet)

&, A7 AFE& A el

A} o]~ #F H|

X

=3

-

g A

2E &

o ghefAl,

s

ATE 2

A 1

ZZAME,

A

<0

a7

3]

2

AAF tinpe]

[ee)

X} kg

A

L

L

]_

5

L

2

E

g o]

2

23

wl
=

, A2 zEoE

A

o ol
EAA

o ghefAl,

Ry

b

[e]
1

O

S,

A+3 3
A 2
47
7] A
AT 4
A 3%

ZZ2AME,

}7]

AO

A
L

o gloiA,
EAA

o ghejAl,

oA

1

[e]
1

[}

S,

A} npo] 2~

AT™5
3T% 6
Al 5

Al 4
ol

I R2AME,

}7)

AO

o] W& A 37} 7

]

A

7] Al Wy



SIHS31 10-2018-0086833

shtha weehis A A cutelx 87 HAE B,

471 A2 WY sRE FAsta,

47) A2 WA ARl WEHE A2 54 AZe] FAHE AS, A3 ZEelEd] AE A3 WG AR A
sho] FAlshs AFE A ulolz 7 HAE FA,

71 A2 WY S FAlska

A7) Az WY SR BgEE A2 4
sto] $AsH: AFE A4 clutol~ 3

AT 9
A 18l 9lofA,
A7) Z2AA =,

sto] shel(ViFi) XzEzol 7lzsle], B4 97 WAL Byel AHelER FRah A A clulolx o

7 HZE A
7% 10

Al 9kl glolAl,
A7) ZRAANE,

sfo] o] ol A(NiFi station) AANA 7] Wa ARNE AAals A2g A% duols a7 HaE 4

AT 11
A 9%l 9lofA,
A7) Z2AA =,

9fo] sfo] MM~ EZJAE(WiFi Access Point) el 47 ¥F

s

&
Y
o
o
oX,
ol
rir
2l
ot
oo
o
2L
a
=
=
o,
[>
o)
oY

A3 12
Al 118 9l A,
A7) ZRAME,

HZ A3E AAste], $Alsta

A7) B A3 dlsHe 9 ATE FAlg &, ] dy R AAdske AFE AR gutolx s H
»E AH]
A7 13

Al 1%l lelA,



[0001]

[0002]

[0003]

[0004]

ZIHSd 10-2018-0086833

EFE ~(bluetooth) ZREZ 7|%3l, B4 924 AL B o AgoER TLR3E= 28 WAl tlulo]
2 37 HAE ZX
7% 14

Al 138l 9lo A,
7] Z2AHA =,

L2CAP, SDP, RFCOMM % OBEX % AHo]&= ol 3o 7]%3le], B4l A2 HAHS B49o AHo|ER FES+=
Ag Az} vukel s 87 HAE FA.

AT 15
A 18l 9lo]A,

47 ZRAME,

A7) Bol AyolEd AH3a ¢ @AY A (original packet) =, & (header)S A3 GAS W o],
A7) By RS At AEE AR fupo]x S7) HAE A
A3 16

g7 ZRAAM =,

2244 57

2 A
& e A4

o
N
o
rE
oft
ofi
ol
2
oz
N
rE
oft
o

=, QX uo]A #Ho]Z=(information payload) = ¢ojo] H&
& Az gute] 2 7] HEE FXA.

5

AT 17
A 18l 9lofA,
A7) Z2AA =,

7] Bpe] zEolEd A e XY sIl(original packet) Rt} T @ o] vlo|HE wol, 7] ¥
N e B AAFE AAb vupol s S HAE FA.

o
AL FHoshs AFSAE ks W@ R ofe A7 AAlolt. diHer Aeas dE = ¢ .

i
R
ofi
tilo
o
oo
ol
ol
rlr
>
>
oo
R
Lo
i
Lo
Ll
o
:%
i)

ShH, T AAeE AR A Fol FHHA e FAot. 53], A
L2190l $d WS Y&l 2 dA} B A|2AE(ADAS : Advanced Driver Assistance System)ol gk <37}
&1y FojAaL gtt. Yobrk, A& 3 xF=F(Autonomous Vehicle)ol thal sfdto] &4lalA| o] Fo] x|aL

-

ol Aol T
stgieh. olel@ WS WANI AF PO, AYel AoksA ¢

_,d
9
[>
il
K2
ot
2
e
i
e
ru
2
[y¥)
re
rit
o o
of
:?l_a
_>‘4_44
of
tlo
:Cg
oY
p‘h
Ir

g J§



10-2018-0086833

5

=

=

H

e
=)

o)

=<3

}_
A shel,

o

A

k)

2 A

=
=

3% (mutated packet)

HA ol

°©

H71

°©

=

=
3

|

o FAES ol AFE A

A

IR

-

.
=
=

F&]
~E
E
25E Fgatel Al P

o]
2]
]:]EL

R

o/

A2 HE 58

471 A

i

[0005]
[0006]
[0007]

e,

ZZAAE X

ot

Rids

i

73 Ak o

4

e

2 Futel

71eF A A4

= gl Al ut

wigel 2y

[0008]
[0009]

I AFerg AR Tue] 2]

s

oRE Hudtomy HTF A

ok
oF

N

A, Bae] zEjoE

3

[0010]

2

o

SHAI

°©

2

3}

3, =g A} tjulo] 9]

3]

[<)
Jegeoern, wnrp 4

®=

=

=

HAEEZ
NE =
—_——=

i

k)
w

i 71 H

|

of o

Eal

sHAl E7

chea tjuol

p

L

Pl 1] =]

7} qleh,

37 k.

)z

A,
-
=

}.

A, el 2HOES AH

=
=

°©

[0012]

[0011]

o)
o

e

R
o]

[N

[0013]

St

°

Q)
=

s

LS|
=

}.

=
=

48]

=

=

o 7]

=
=

25

3L

o]

)

Al FHAE A e

b1 ol sl
3

)

A N

i

k],

Aol et ofe]

=k
F71 9

A

O/

[ 54

71 25-E Aol Al g2t
o

EHe g
wgs YA

[0014]
[0015]



[0016]

[0017]

[0018]

[0019]

[0020]

[0021]

[0022]

[0023]
[0024]

[0025]

[0026]
[0027]

[0028]

[0029]

[0030]

[0031]

[0032]

[0033]

[0034]

SIHS31 10-2018-0086833

oM ARG = AL W AL "Rt g "EE AN A el goldrte] aefy o] FoHAY &
Y AewA, O AR MR EEs o] B 9EE gte AL ofynh. EE, 2 WAl JixE A4
g el sloid ddE T Vsl tid A Aol & WA ARAE A e exE 5
Athal deE = G 2 G RS ARt =3, FARE = 2 gAA el Al AA] oS dGA o

E rgAlA el 7hA wom,

A 18 714 Aol AldE A
WA dAlEs Eddshs Aoz ofgisofof gt

ofdl P47t ThE PHLL AAEe] QAL "AEEe" dka AFE weli, 1 thE skl
AUHoR Qsol S £ YoAle] A £ AAL, S AL Tl EAT £ g o
sislolof & zlolth. wlel, of®l PAaiv} BE FAakel A3 Azl AL "AH PEHel" 9
G AR deliz, F00) GE TR EAA S Aoz olaEolor & Aol

Bl EAS By ekl thEsl Eebd 9 @, 249 mde wgd

B EUOA, EGRG EE G 5o golt BAMG A 54, 24, BA, B4, PHak, ¥
FOEE |52 2T Aol EATE AgsEE Ao, shb wE 7 ol¥e] v BBt 24, WA,
B4, TARL, HE EE 5L 2HW AR 4 Ei 0 AL v wAsa 2E Aow olds
ofo} g

B BANAA s AE, ABA, oEvlE TP AYY F Atk olstlAE, Aol s A%
A8 72 JEd

of oJa ekt Wi, A0 WA FFE 2887 9

AF100)S, AHgA Gol 71 2dte], A& F9

2=
ds S, A(100), AR dEHA IR FA(200)E Fal, FAlH
oM AHE F¥ RER AeHAY, A FY REM Hgd RER
(e

AF(100)S, F3 3 AR 7|xse], A& 73 B B vyd RE2 ddd 5 oo

X
>4

F 4% AnE, AF 9y enAE Au, uldeld I % AF A gu F HolE o= i ¥
g & ok

AE FW, AFU0)L, LHAE BE FAGOANA YT FY 3G Anel 2ol #Hd weol
Ag FY RER ABHAL, 4% FP oA dFd Reg A8 5 A

AF EW, AF1000S, BN FAU0E F FAHE 29 F Ju Azsel, Wrd Buds &
F9 mER AHAY, A4E 9 BEdA did BER A8 o

AR(100) 2, 9% Cntol 2ol ATHE AN, Hole, Aol slZste] MR REdA A FY wew

gAY, 2 F9 REdM vnd =2 d3kd 5 gy,

AF(100)0] A F3 RER s = A9, AE T8 AR(100)2, =8 AEH(700)0] 71xste] @E

_7_



[0035]

[0036]

[0037]

[0038]

[0039]

[0040]

[0041]

[0042]

[0043]

[0044]

[0045]

[0046]

[0047]

[0048]

[0049]

[0050]

[0051]

[0052]

SIHS31 10-2018-0086833

ATt

d2 59, & FF XS(100)S, F3 A|REN(710), FF A2EN(740), F A2EN(750)0M AP EHE
Au, doly T 4l 7|xste] &d = ot

2k (100) 0] Wlwd BRE2 5 e 45, AE T AF(100)2, &4 22 FX(GB00)E B 4SS %
AFEAE 8-S A Qe &1 23 AX(500) 5 B FAEE AEA =l 7128k, ARF(100)

zngl ,/;: 013}

A% (overall length) Z}=F(100)9] F-FAlA RAF-E7EA 9 o], HE(width)2 2=(100)9] YH], A
(height)+= ¥F] shollA] F271x]e] Zolg ofn|gtt), o]ste] AwdA, WA w3k(L)2 2=(100)2] H3
Aol 7ol Hie wek, AE W 210009 AEFE S5 o] He wek, A W) 210
09 Hu A ks ou|E 4= qlr.

2F(100)2, AFEAF Qe Hlo] 2~ AFX](200), LEAE HE FX](300), T4 FX(400), = 22 =](500),
A T AA(600), = A2=EN(700), ub]Ale]Ad A]2=EI(770), AlXE-(120), AEHo]~F-(130), WEE
(140), AF-(170) 2 A FFH(190)5 £33t 4= Ut

AAldle] wek, AFFE(100)L, AN AEs A eadd e 74 2a4aE o EFeAY, AHE

4 00) &
B4 2k F AnE TP 242 & Ao

_1[)1' =

re Jktl

o]z AX](200)&, AF(100)Z AFgAFete] AFS fgk A o). /\}%1} Qg Ao 2 44](200)
E, ’*}%X} AES FASka, AFEA Al AE(100) AR ARE AT 5 dok. AEF(100), AFEA
olE|Hlo] A~ A (200)2 %3, Ul(User Interfaces) ¥+ UX(User Experience)Z T3t "F AT},

A-gAR SlElslol 2 (2000, UHR(210), IR Fhlek(220), A BAR(230), FHR(250) 2 TR AA
(270)% £3% # Arh.

AAlefell whet, ARgAF IE Aol FA(200)=, AHE= 7 29l vE A 848 o EdsiY, A
9

JEF(210)=, AEARFTEH ARE JE7] A3 Zow, 7210094 FHE volyE, ZEAMA(270)

of 93] FA o], A& Ao HEoR AEd 4 A

AHF(210) =, A UiF-dd mA=2 5 o). "ﬂ% W, 9485(210)=, 2" H(steering wheel)o] &

o oA 99 (instrument panel)®] & AY, AlE(seat)e] & 9, zF Y (pillar)e] ¥ 99, =
il

E )
B, Ale FE(center console)° d 94, @l

o] (door)2] <« 5 = #o]d(head lining)9] & F, HnjolH
(sun visor)® ¥ 49, 9= A= (windshield)9 ¢ 9 EE AL (window)e 4 G So wix=E 4+ A

=

PHHF(210)=, &4 d95-21), A=A dHF(212), BHA d95-(213) 2 7IAA d487QC)E 2FF -

S AFARQ2IDE, AR A 4d8S WA AR Hske $ k. Agd W)1F AEE, TRAA
(270) = AR (170)o] AZE 5 At

=4 4E5 1) =, sk o)) mlelam £S5 xFE 4 Q)

A=z PEYF(212)5, AR A=A dES H714 A2 [T F vk, dEE A)H Ase, Z24

A (270) EE= AoF(170)9] A&=E = Q).

AzA QHREIDE, AR A2A 9Pe FAG] AT A4 A4 L ouH A F Holw of 3
s e & Ao

ANl we, AZA ARREIE, AR 3 A2A AHE PAT
R212)E, %o A9 YL B IR i Bl olnX) 4

A=A PJEH(212)=, TOF(Time of Flight) "4, T3 (Structured light) ™2 XEE T2mjelE
(Disparity) W& o°H AREALY] 32kl A=A EE AAE 5 U

HAl 9495-(213)=, AHEARY] HA S A7A Az Aead 5 v dgd dU)A dse ZEAA

F otk olF 98, 24 4

=
A s 23 & Ao



[0053]

[0054]

[0055]

[0056]

[0057]

[0058]

[0059]

[0060]

[0061]

[0062]

[0063]

[0064]

[0065]

[0066]

[0067]

[0068]

[0069]

[0070]

[0071]

SIHS31 10-2018-0086833

(270) =¥ AF(170)°] A==D < Ur}.
Hz JEF(213) 5, AR HA 98-S #1387 9 HA AME £33 ¢ 9l

AA o] wel, B gEI(213)E taZdo)i(251)9 dAFon FAHPDozN XA A3AL FHEY 4
ALt o, BA 23, A(100)Z AFEAF Alole] 1Y QlE el W &Y AEH | ~E A AT
_/;: o

1A AHF(214)=, WE, F 29 A (dome switch), 21 8 % 21 AR T Hojk o suE T
T A ZIAA dEF-21h)el ofs AdE ArF Aee, ZRAA270) Ex= Al
A

I
S
=,
2,
ot
it
¥

AAA QEREUE, 2Ely B, AH AN, AE 2&, 728 BE, 2of B wAd & gtk

W AbEh220) s, A Y 94 H5T S Avh ZRAN@0)E, AF WE G4 R, AR

Ao GAT F Atk ZRANEI0E, AF U GPAA A AN Jug A5 5 Aok T2AA
@ 5 Qo

(270)=, 2 WH- F7dolA AHEAe A2 S A
3]

/\g %

Al
A

AAR230), A A ARE G5 5 vk AA AAREI0E, AeAe] AA JRE
gAY A% 8

= l‘_‘l_:a
AR, AUE AR 52 158 4 Atk AA AW

»

ANE sk, AME o]&3sfe],

=
= 3z
= AbgR AF2 949 o188 & vk,

F(250) &, Y2=EolF(251), &3 &95(252) 2 Y FHEF(253) 5 Hox o= sE XFE F

HaEdel (25D, Tt Juol BSHE 19 AAE AT & k.

2~Z ol F(251) = NA tlx~F#el(liquid crystal display, LCD), ®H} Edx|~E A4 t]~E#o](thin
film transistor-liquid crystal display, TFT LCD), 7] 3% t}o]@=(organic light-emitting diode,
OLED), Z¥AME fx=Zgol(flexible display), 33 taZeo](3D display), HAY A ty=Z g o](e-ink
display) FolA Aol= shps 23 4 Q).

15-(251)= BA dHFE(213)9F 42 welo] F2E olFAY dAlder FAFemA, HA A9

(e}

= Ea
o Pt
s A

Uy AZ o] 5(251)= HUD(Head Up Display)® T-31¥ <= v}, t]aZ# o] (251)7F HIDE T35
—‘L:: = T

=7
Aol (BDE FA BES Fulgte] A5 4= EE Ange] FAHE onAE Fi) 4us &9

Haseol (25D, 1 HaZdels g + 3. 74 vasdols d5 dE T kg F3d

[>
i}
&
o,
rr
F
o
1o
i
ol
m
ftl
_i
E
_é

2749 e FAY F Jdvh. FE gaEFYols, FHEE 7}
51 gaZyols 9 TFEL(Thln Film Elecroluminescent), %% OLED(Organic Light-Emitting
™ LCD(Liquid Crystal Display), 33 FHt]jaZwo], ¥4 LED(Light Emitting Diode) H2ZE
do] & AHox s X & vk, FY yxIyol FHEE 2EE 4 Q.

St | AF8AF QlEH o)~ AR (200)E, B4 tlaZHolR(251a WX 251g)E ¥FE 4 glr).

UaZgo]§-(251) s, ~EOH ol d o, AAFTHE ude]l A g (25la, 251b, 25le), AES o o
Q(251d), 2+ "ol 4 99(251f), Eolol 4 JH9(251g), AE 49 d 99, = golde o 99, A
Hlo] el d gAof wjX AL, 95 dr9o dYPH(251c), YL €99 (251 FdE F AU,

32 U9 Az WY =

ZHF(252)=, ZRAM(270) = AHF(170)25-E Ales= d7] Al
o olE fdl, &% 95(252)=, skt oo AvFE Edd & vk
Y E95(253)=, 7449 95 2AAIY. dF
=]

=
(110FL, 110FR, 110RL, 110RR)ZE RlEAA, AL&A7} &

i oo
% o

I

., Y 95253, 2E" E, kd ME
2o ox 8l 2= 9lA E=2a 2 9}

>

T2 AA(270)=, AHEAE TE o]z AFA(200) 9] ZF frule] ARbASl FAE Alold 4 ).



[0072]

[0073]

[0074]
[0075]

[0076]

[0077]

[0078]

[0079]

[0080]

[0081]

[0082]

[0083]

[0084]

[0085]

[0086]

[0087]

[0088]

[0089]

[0090]

[0091]

[0092]

[0093]

SIHS31 10-2018-0086833

AA o] wal, AR} Sl Eo] A X (200)E, B ZRAA(270)E EISIAY, TEAA(270)E E35)

AA(200)] Z2AA(270)7F ESHE A e A, AR ClEF ol A (200)=, A
o] TRAA T AJF(170)2] Aofd utel, T2 4= At

ol ALEAL Qe el s B (2000, ARE tlaZe] AR YPE 4
ALgA QIE ol A (200)%, ACIR(170)8] Aofel et 2 F v,

enAE PF AA(00)E, AF(100) 9ol s ouAEE AZay] AF FA. enAE A% 4

Z(300) =, Al dlolgel 7|x3ty, LEAE HJHE AT = Q.

2HBAE()E, X4(0B10), EF A=(0B11), R=HO0BI2), ©]&=HOB13), i 415 (0B14, 0BI5), H, =&,
TEE, &8 198, 58 5 23 + 3

A (Lane) (0B10), 58 2441, F3 Aol & A4, gjgue Az FPss A4Y 5 Aok, A4
(Lane)(0B10), 2Hd(Lane)& &Ast= 295 Hd(Line) & E3st= /Idd + Aot

BF AROBIDS, 210009 Fwoq F8 F A=A F Avh. B AR, A=(100) 0RFE A4 A
ol Xz AFA = vk, G 59, B AR(0BIDS, (100G A = Fachs AEd
A

BYAHOB12)=, AHEE(100)9] F=well A3 Abghd 4= Slvk. RYA(0BI2)=, A#(100) 27 E 24 78 o
el 9158k Al &= Qleh. o8 59, RAxH0BI2)E, Q1% Eiz Al 91Xshe Abd 4 9l

(0B13)%=, 2%(100) o258 24 7] LHoﬂ ARk 2709 IS TH= F A 9l
FAHOBI3) =, Q1% H ARl f1Ashs e Rwbo] Ha AL 5 9l

i
2
it
|
s
S

o] FAHOBI3)E, AF(10009] Fuo] 95w, 209 WAL ool gHel AL JquT & Utk ol FH
g o %

WE AEE, wE AE5(0B15), wE EAF(0B), EE2We 18 FY T HAES x93 5 9o}
812, Bf Aol grlE Lol Add Bl 5 v dle, ViR AR Be 5 v He Hddd
- vt

PR

TREES, R T 91X}

A, Ados, gds 23 5 Ao

AGgeE2, 4 A4, & 23 5 Y

P, eRAELE ol SrAES uY SHAER EFd F v, dE BYW, ol¥ QBAEL E AP
BYAE T AL F Ak o 59, wY eHAEL WE 2%, wr, T2ES ¥ Add
& Ao

eHAE A& A (3000, 7HHEH310), #olvh(320), =holvh(330), Z&¥ A1 (340), HeA A4 (350) 2
L2 AAB70)E EFHE 5 vt

AN weh, euAE A% AA(00E, AYHE 74 asdel B 74 a4sE O TS, 49
o)

FHEH(310) &, A 9 GFS 53] 98, Ao R Hdg Zd X 5 Sk, FHHE(310) &,
2y Zhee, 2"Hde 74 Ek(310a), AVM(Around View Monitoring) ZHd2k(310b) HEX: 360% ZHd@Fd <= gl
=

bl ek(310) &=, oheFsk o Z5S olgst, LBEAE X AHR, oBAE A HH EE
SLBAES ] Ay £E JRE 5T 5 .

_10_



[0094]

[0095]

[0096]

[0097]

[0098]

[0099]

[0100]

[0101]

[0102]

[0103]

[0104]

[0105]

[0106]

[0107]

[0108]

[0109]

[0110]

[0111]

[0112]

[0113]

[0114]

SIHS31 10-2018-0086833

s 59, 7MEHE10)E, F5E 9o, At e SEAE Z7]o WHIls 7|22, LHAES S A
AR g A £ JRE F§5T ¢ Qo

dE 5, 7 2EH310)E, FE(pin hole) 29, =1 ZT2udd 58 5, eHAEe] Ay AR L Ar)
£ ARE 5T £ 3l

dE 59, 7HeH(310)E, 2" #HES FHE(310a)o 4 EE5E AH Foll A o] ~u 2] E]l(disparity) X
E 722 BAE A AR E AU £ AHE 5T & ot

|, FhlER310) =, A el GE F58] e, Al Ao, ZHE <
AE = vk, =, AHE310)E, TAE Wy e el o
dE 59, FHE310)=, A e 9GS G5 A6, Al Ao, elo] Skl sl HiA
g 5 alt}. e, ZHE310)E, B WY, EYA £ dd AelE F¥d mxd 5 sl

dE E9, FHEHE10) =, A SWe J4E F5s] Adl, A AUeA Aol RS T Hok ou
shitell 2AdahAl wiA g S vk Ei=, FHER310)E, Atel= we], Hn) Es wo] Fule] wjxd 4 ol
FHEH(310) =, F5% IS ZZAA370)] AT = A

golth(320) =, AT FAF, FARE X3 5 ok, Foly (3200 Mok b e H2 ol (Pulse
Radar) ®2] T+= A<3) #o]d(Continuous Wave Radar) H2jo =z &= 4= 9l ol (3200 A%y {

ol W2 FolA Az I&o] wEl FMCW(Frequency Modulated Continuous Wave)‘%—. T+ FSK(Frequency
Shift Keyong) ¥&lom 338" 4 ),

Holy (3200 AHAAFE w72, TOF(Time of Flight) "2 H: #Ho|= ] ZE(phase-shift) W2l
sto], QHAEES HESIL, HEH LBAES X, HEd Za &

7]}— =1 = Q—HQEQ}J] 7'131 2! /\]—EH /\E—g‘ Zﬁléa T
2le}

o]t (320) =, Ao A, % e S fAsts LBAES A 8h7] Sl Awre] o] AEd $1X
of wixd 4 gt

o] th(330) =, #olA FAR, FARS ¥ 4= glrd, 2lo]th(330)E, TOF(Time of Flight) HH] & o]
2 73

Z %X E(phase-shift) 2o T At
gholth(330) =, &2 e HlTrEA ez FdE F v

TEHOR FARNE A5, dolth330)E, Leld] s HAHM, AF(100) FA SHAES AET + 9
o}

TEHer FAHE A5, Solth(330)=, 3 AE Pl o, A(100)E VIEem 24 Wl el #AA
= = ATE. AF(100)E H52o] vlgtg ] 2helth(330)E 29 4 v

N

gholth(330) =, @lolA & wiZl®, TOF(Time of Flight) 4] Hi= #lo]= #ZE(phase-shift) 2ol 71%3}
o, LHAEZS HEs, HAEE QBAEC] 93], A& cHAE] A B A £rg AT F vt

=
gholth(330) =, A A, % Ee Sl Ak LBAES A t7] S8l Awre] oo AEd $1X

229 AAGI0)E, 289 AR, FARE 2388 5 Q. 229 A (340)L, 2SYE VxR oBAE

2 HAEsn, HAed o8 A 5 91

g AA(340) =, A AW, FH T S X Ee LEAEE 1A Sy 8] A oo HHg

| wjxg 4= 9ot

2l AA(350)=, AegH $AR FARES 33 £ Qlrh. HM AA(340)=, HYH FS
EEZ HEsla, #HEY 2BAE] X, HEY 2BAE] Ay & Ay £E2 HEF & 9

ol A (350)E, e Ad, T e Sl YX e QRAEES 7x|ey] 9§ e 9Fo HH3

Aol wjx1E 4= e},

ZRAAGI)E, RAE PE FA (30009 2 f1le] AAL TS Ao 4 ek,



[0115]

[0116]

[0117]

[0118]

[0119]

[0120]

[0121]

[0122]

[0123]

[0124]

[0125]

[0126]

[0127]

[0128]

[0129]

[0130]

[0131]

[0132]
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24 (370) %, 7H (310, #e]th(320), to]th(330), ZS3F A4 (340) 2 XM AA(350)0] <& A
E = =

w deojgle} 7] AR dolHE vy, 2B A
TZAMB70)E, B5HE Jd 7|xEe, SRAES HESa, BT = Jduk. ZZAAGE70)E, I A
g dauEs 53, LBAE] A AE, LBAE A £E AEFY $2S YL § U

dE SW, ZRAMEGI0)E=, H5E A, ARt BE LBAE 97]9 WEE VxR, 2HAE] A
g AR gAY £ ARE I5F 4

S1, LT2AA(370)=, FE(pin hole) B, =¥ T2y & T3, SHAES A AR 2 A

=

= =

A~ 5] =5 2~
4% 4RE 158 5 Ao

=

nj
=)
to
%
=2
o
)
3
)
ALl
uj
—
o,
2
o
o
=
s
<
N
2L

W, ZRAAGI0)E, =S 7HiEH(310a) A
22 oHAEN] A7 AR D A £L HARES

ZRAAEI0)=, $AE A7 LHAE JhAbE o] HFole = R

shar, EAHE o vk ZRAMGT0) =, Al 7lxste], eBAESIS] AR 4bE, B AELS] A
X 2=
e

= = [e) =N & A~
ME 5 BEE ST 4 Qo

f
>,

2

R

9

2

N

P

<0}

Q

to

|z

i)

m

> (i
k)

b

ZAAE70)E, $AE o)A LB AE HRALE o] HEole = WAL #o]A
A8t = k. TRAAM(370)=, #olA Bl 71xsle], 28
TAS FEE 5 Q).
ZRAANBI0)E, $AE 2597 LEAEY dkilE o] HELSE WAL xgTtd] V|xdte, LHAEE HE
sta, EAHT 4 Aok, Z2AAME70)E, 253 7]25te, LB AE] AP &, QHAES 4
_/’:

= o =1 = T
Z2AMGEI0)E, A8 494 o euAEe] wAEe] HEolet WAl e Fo s)xste], onAES
Ak, EYAE & Advk. Z2ZAAB70)=, Ao ol 71xste], 2LBAESS AR AIE, LHAES
B S5 2E S B4 £38 5 9

(3000, 5o ZRAA (37005 EFsAY, Z2AA(370)E T &
& FE v dE 89, 7hek310), #@lolth(320), 2FelvR(330), &3 AlA(340) 2 A9 A4 (350) 7

QBAE AZ AX(300)0] ZEZAAM(370)7} £FEA] FE AS, LEAE AEF AX(300)=, (1000 F
X ZRAA T AR (170)9) Aojo wel, = 4 Q).
&

FA1(300) =, Ao H-(170) 2] Alojel e}

A AA(400)=, 95 Hutolxgt FAE s F Aotk of7|A, % Huloli=, B AR, ofF
] B AEd 5 3l

to
=
2
(m
N
i
o

.
EE RIS

B AR (400)E, FAS sl Y8 40 GHY, Al QbEY
RF(Radio Frequency) 3|& % RF &7 & o]k ol sh}E £33 +
B4 A (400)=, 24T BAR(410), YA AEF(420), V2X BAIH(430), FEAIH(440), H AR
(450), ITS(Intelligent Transport Systems) ZTAIF-(460) % T2 A (470)S ¥ 4 A

fo

Ao wal, B4 FX(400)E, AHEHE 74 8496 o2 A4 848 o XAV, AHEHE 74
2 T dEE XA &S 5 ).

=78 B415410)=, 248 S41(Short range communication)S 93 f-ylolt}h. A8 EAIF(410)=, =
FE2(Bluetooth™), RFID(Radio Frequency Identification), A< S4l(Infrared Data Association;
IrDA), UWB(Ultra Wideband), ZigBee, NFC(Near Field Communication), Wi-Fi(Wireless-Fidelity), Wi-Fi
Direct, Wireless USB(Wireless Universal Serial Bus) 7]& & Hol® 3FUE o]&3sle], ZA7 E41& XY
st 4 9l

2A BARMA1I0)E, A48 T4 EA%(Wireless Area Networks)S dAste], xF=:(100)3 Hol% shute]
OJ5 fulolx Afolo] LA FTAS T 4 Q).
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[0134]

[0135]

[0136]

[0137]

[0138]

[0139]

[0140]

[0141]

[0142]

[0143]

[0144]

[0145]

[0146]

[0147]

[0148]

[0149]
[0150]

[0151]

[0152]
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AA BEF(420)=, 210008 A AEE F53H7] 993 fulelth. dE &%, 993 ARF(420)=,
GPS(Global Positioning System) ®% 5+ DGPS(Differential Global Positioning System) RE& ¥3td &

ATt

VoX ZEA15(430)=, AV (V2] : Vehicle to Infra), BF x}2F(V2V : Vehicle to Vehicle) T H3RF(V2P
Vehicle to Pedestrian)®}e] FX B4 32 ¢33 fHolt}. VoX BAH(430)=, o1=xzkele] ZA(V2D), A
Z7F EA(V2V), Raxtele] EA(VP) LREFo] & 7153 RF 3|28 ¥33 4 9o},

BEAN(440) =, BE iR o gupol st FAE Fdey] A% fulolth. FEAIR(440)E, AV AEE
G Aze ddlete] ool wAlshE gl 9 ald F AEE AV AR Addee FeliE 23
ey
T

ITS BA15(460)=, n% A2y} AR dolg T ATE wgd 5= gl ITS BAR(460)E, 2E Al2H
of 853 AR, HolHE Aed = AUtk ITS BAR(460)+=, 1% A]i%zi%ﬂ—ﬂ, AR, dHoly &

2~
—
= K
= Aeds 5 dn dE 59, I1S BAN-(460) =, wE ALFHOREE RR aE JES FAlste], Aol
ITS BAF(460)=, WE A|2~sloR2RE Aol AEE FAste], Ao

ZzAA AT 5 Ut
=

Z2AAA70)E, B FX(400)9] 74 Fe] Ay

)
(o
Ob
2
tio
2
2
sk
o
o

AA o] wEl, B4 AX(400)s, B4 T2 AMU70)E ES8FALY, T2AHU70)E E£85x] ¢S S

1

S A (400) 0l ZEAA (470)7F ERE A b= g, A A (400)=, AR(100)0H T FA o] ZRAA

EE AoE(170)9] Alofdl w, F2E 4 9l

shE, B4l A (400) =, AHEAF QAEHo] 2~ FX](200) 2 A AFHE fxFd o] FAE FEE 5 Ut ol
L, AHE gyl A=, " wig 2(telematics) X T+ AVN(Audio Video Navigation) FX= W
2 5

B A (400) =, AAAF(170)] Alofdll whgt F2E = ot

+H 22 AR (500)=, S A AR =S FAlske Aotk

HFd 2eel A xEF(100)S, 4 2% #ZAX(500)0] o] ATHE= Az 7)zste] 39 & Q).
= 22 AX(500)=, FF 98 FA(510), 7HEE 49 X (530) R Byeola d4¥ FA(570)E 2T F
AT},

2% Q8 FAGIOE, AFARYE AF1009 AF BF 9P F0T 5
gAe) ols) 23 Yol FssES A JU FHE Aol ugAsh. A
BA 239, ¥4 9= £t 0E YUz 349 5

Pn
0,
o

e Qe ARG, ASARTE AB0009] AEE A% 4Ge FAT & vk, Beol 99 4
(570)=, ASAZTE AF100)9) HEE AT dHe FA 5 Ak A 9 A (530) L Helela
9 4GOS, AT FH GRS ol wAsh. AAdel wel, % 4 FA EE Helela g
AAE, HA 2329, B4 95 = nE gHz 948 S5 ot

5
o

£ 27 FA(500)%=, AoR(170)e] Alojd] wet B2 4 glvh.

A TE AR (600, A0 ZE A FEL AR Aolshs g ot
?_

A% e AA(600)=, ) B FEH(610), ARl ER(620), Ho/mg THER-(630), b AA
EN-(640), L HEH(650) B T TEN(660)F EFT 5 QiU

ARG T, A FE AAG0)E, s T4 aadd e 74 84E o

kel
ook
ol
A
T\:

X

)
L)
-
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[0153]

[0154]

[0155]

[0156]

[0157]

[0158]

[0159]

[0160]

[0161]
[0162]
[0163]

[0164]

[0165]

[0166]

[0167]

[0168]

[0169]

[0170]

[0171]

[0172]

[0173]

[0174]

[0175]
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= H 2 iz 3= 0O =
q 8k F AVE TR 2L & A
2

shel Edl9l FERE0)E, 39 Ed P B4 AT 5 ek,

74 EFQl e (610)F, Y FEE(611) ¥ W&y FEE(612)E X8 4 Q).

& =¥, 34 AR 7Rk <lde] FHUS] A, THY FE5(610)=, Aol ek A4 A E s
T k. oldl o), Ao E¥ EA & AlE & v s 761D, AoH(170)9] Aojdl w
gk, A3 &9 BEas 24T Ao

d& &9, A7) duA 7iRke] BEZE 8 A, sHY FeR(610)=, B B Aojs sdd
Ak, FHY FER(610)=, AF-(170)9] Alofel wh}, B I £k, EA & 2AT ¢ U

HE7] e i(612)=, A&7 it AlojE =D 4 3o

WE7] e (612)=, ME7]e] BHE =24+ du. WE7] F(612)=, ME7]e] AHE, D), F
AR, THN) = F2HP)2 =24+ v

B, aldlol BHU A%, W] FER(612)E, AAD) AN, slole BY YeuE 24T 5 Ak,
FR6200%, A FAS AL A & Qe

_T_L

ARAl FHE5-(620) =, 2 FEH-(621), BdolA FEH(622) 2 A3 FEH(623)
h“rL
=

Ll
bl
Off
5
-
°

PN

ZX(621)E, 2F(100) W] %3F #X|(steering apparatus)el thdt HAzpA AojE =83 4= 9},

F-(621)=, 29 A& ks dA4e 4 9o,

TE5(622)=, =A(100) e BEola X (brake apparatus)el]

£, viF ol HiXH &= Bgolae F2E Aofste], AF(100)e] £EE &

shH, HEola F5H-(622)%, 59 HFold Z7E /MEFoR Ao 4 vt Bola F5H(622)%,
Jo| A= AsHES /‘1i o274 Ao 4 Q).

Agld FEE(623), 2HE(100) Wl A=A

F oA, 42 29, AamAd FER(623)E ZEWY FFo] dE A, AxHA

2] (suspension apparatus)oll tah Hx}2] Ao = =3Pt

fA 5 Alofste], A=k

o

Fl, AAAA TERE)E, B AsAd 47he AEhew Aeld 4 ek,

Fo]/AES FEF(630)=, A=E(100) W] =o] & (door apparatus) E+ ¥A%=9 %X (window apparatus)
of tigk Ax}A A& ’“"536 T AUtk

Lo/ F5H(630)=, =] FEH(631) R A=t 5 (632)5 £ 5 A

Lo] FEH(631)+v=, Eol A gk AlojE AT 4 dok. Eo FEE(63D) T, AE(100)o 23E = 5
o] =ojo] A, HHAE AT F Art. Tl FEH(631)E, EFIA(trunk) = HY Alo]E(tail gate)9
M = HPYES Ao ¢ Adrt. =o] FEH(631)E, MFZ(sunroof) e M TE HHE Aojd 4 vt

5 2| (window apparatus)oll 3t Ax}2] AojS sk 4= . 2EE(100)0] X
T 9 I e HHE AT 5 ).

obd A FEh-(640)=, AE(100) W] Z+E A FXA| (safety apparatus)ell tigh Az A& 53T 5

4z
>
w
N
rir
o
i
o
r Qv
“

TEE-(640)=, olofw FEE-(641), AEME 5 (642) R HPA Bo FA FEH(643)5 L

A4 AolE F4F & Aok

ojojul &I (641)E, 2F=F(100) o] oo} X (airbag apparatus)ol] o3t
% D\j A @.— ‘}I: 9}]\1;}'

I
;oo FER(641)=, A1 AR, ollofwie] A== Ao

_14_



[0176]

[0177]

[0179]

[0180]

[0181]

[0182]

[0183]

[0184]

[0185]

[0186]

[0187]

[0188]

[0189]

[0190]

[0191]

[0192]

[0193]

[0194]

[0195]

[0196]

[0197]
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A|EME 58 (642)F, ZF(100) o] AEWE AX|(seatbelt appartus)ol] ™3k Az} Aojs F=3hgd 4
At AE EW, ANEHE F55(642)=, 98 A, AE WEE o]&3] Hs7o] AE(110FL, 110FR,

110RL, 110RR)® ZAHEZF Ao 5 3]

Bz BHE A2 FEE(643) =

9, B3z BE A 4F —‘?—(643)L, Heziete] F&E AAA, &

Aoyt 4 it

Fo g ZE 9 B oojule] thIk AP AojE £ S Q). o=
= Z2E ¢ 9 Bz} dojw HANEHES

i)
[kl

TE5-(650) =, 2H(100) W] 7HE Z X (lamp apparatus)ol tlgh =2 Alojs e & 9},

% AX(air cinditioner)el hd AA2A AoE FaqE = Q). 9=
TZ TEE660)=, A YR XU 28 A9, 3x FXF B _,6}04, W71I7F A= WEE 39

W ot
JuorE BN

AN 5 9]
A TE AA600)E, TANE LIE Ak AF FE AN 74 fRe, A7 AEHen xa
ANE THE 5 9

A T X (600) =, AlH-(170) ] Aol wet s2bE = 9l

8 A Z='(700)2, AFR(100)9] Z+E 8-S Alojsts Aot 8 AZRN(700)2, AHE T3 REolA
= 2=
o

T AI=R(700)2, 73 AJ=RI(710), FAF AIRENT740) R FAE AIREN(T50) & 2 5 9

of weh, W A2B(T000S, MEHE T4 840 BE T4 8AE o TS, AYEE 74

Fohd e & vk,

o, @ ARE(700)E, ZRANE 23T = glok. 2 ALH700)0] 7 FR2, 747 pEHeR 2w
o
g, AAjdel wel, £ AJAF(700)0] AZESOIHOR FRNE A5, Ao1R-(170)9] el HdEd T

dd, Aol whet, 23 AIARF(700), AREAF QIEH ol AR (270), LEAE HE FA(300) H T A
= 500), 2= 5 &=1(600), WHlAlClAd AlZ=RH(770), AEHE-(120) 2 Al H-(170)

A A
SE e A19Y £ 9

Fa A2R(710)L, A(100)0] FAL FAT 5

41

T8 A|=E(710)2, UluAlo]d A 2E(770) 2 5E unjAleold HRE AFel, A FE X (600)°0 A
01 ]i’% Zﬂ—‘*a‘]—oq ‘]—%1:(100)9] ‘Zl‘8 = Tﬁg?ﬂ' :‘,: Mr/}‘

T3 A|2~E(710)2, HEE A& AX(300)2HE eBAE FRE AFuol, 2 F% AFX(600)] Ao
AT E AFstd, xF=(100)9) F3L F3 = 9

T8 A 2E(710)2, B4 X 400)E B3, F tulo|~2EEH M3 E Ao}, A 5 FX(600)9] A
o] A& AFsle], xF(100)2] FHS =8 = g},

T3 A 2E(710)2, AFEA QEFHol 2~ X (270), LBAE AE AX(300) E FA FX(400), +A 22
1(500), = -5 A= (600), WE]Ale]A Al*‘f—“(m) AAR(120) D Ao (170) & Holx o= sh}=
F3ste], ZE(100)9] FHS FFsE A8 AEdd 5 o).

o]#gh, F3 A|ABN(710), AHF F3 Aol FXZ HHE 4 Q.

E2b A2RN(740)2, 210009 E3E AT F ot
ZE(770) S ZRE Wu] Aol ARE AFurol, xw TE AR (600)°] A

A
£42 FAT 5 Atk

]_
)E)
Ex} A 2E(740)8, E] Aol A
o] Az E AFste], x=(100)2]

E2F A1 2=B(740)2, H&.“E = AAG)ERH eBAE RS Aol A 5 FA(600) Ao
A

A
“
NEE Algste], 210009 245 3L = ot

_15_



[0198]

[0199]

[0200]

[0201]

[0202]

[0203]

[0204]

[0205]

[0206]

[0207]

[0208]

[0209]

[0210]

[0211]

[0212]

[0213]

[0214]

[0215]
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E2F Al2=B(740)2, B2 240005 Fdll, €5 tulo]~ZHE ASE AFurel, g 5 Fx](600)d Al
o] NZE AFste], 21 0)4 32 F3d 5

E3F A 2"(740) 2, AMEAF QIESle] 2 FX(270), QHAE HE X (300) B FA FH(400), 27 =22 G
2 (500), = % A(600), WH AR A|2EN(770), AAF(120) E AJR(170) F ZHolk o= =
xotsle], A#(100)9] E4E s A" dd 5

2
olggk, EFAF A=R(740)2, A Ak Alo] A= ¥HE = Sl

FAF A 2='(750) 2, 2FF(100) 9] FaE 38T 5 ATt

T2 A|2=E(750)2, UluAlo] A Al 2El(770) 2 5H Un|Aleld HEE AFwel, A HE X (600)°0 Al
o] AT Z AFsle], xFE(100)2] FAS =83 = Q).

T2k A|2~BN(750)2, QLEAE HE X (300)25E SHAE ARE AFgwol, A= F-5 FX[(600)0] Alof
ANEE AFste], 2(100)2] FAE +83 & gt

T2 A 2E](750), B2 A (400)E B3, % tulol 22 R EH NEE Ao}, A 5 AX(600)] Al
o] AT Z AFsle], xFHE(100)2] FAS F=8 = gl

T2 A 2F(750)E, ARSAF /IE o] A (270), LBAE HE FA(300) 5 FAl FA(400), £ =4 &
Z(500), 2 T5 ZFX(600), WH Aol A|ABE(770), AAF(120) D AF(170) F Hol® o= 3 }E
Faste], A(100)9] FAE St A= A 5 3l

2
olggk, FAF A|2=H’19750), A Tk Alo] AA= rgd

Aol ARE, Winap) HE, A HF
onAEe ga AR, AN 4u 9 A% @

W Alo] A AR (770) 2, wlie], ZRAMES 2 5 Q. vRe= dnAeld ARE AT 5 v
Z2AME Wu Aol A ='(770) 9] E2HE Alojd = Ut

Axldel e}, w1 ALR(TI0)E, A AR (400)E Fal, 9% tule]xziE JuE S, 7]
A4 4ng duolE & & 9

Aleloll whet, WH Aol A ARH(770)2, AREAF QIEFle] ZAA(200)09] &9 A 4R ERE Tk

X0

AAR(120)E, 2Feke] AHE AT 4 drk. AAR(120)0E, A AA (S 59, & AlA(yaw sensor),
AA (roll sensor), x| AA(pitch sensor)), == A, & AA(wheel sensor) &% AA, AA AA,

=
=
=
2 74 MM, sl AlA (heading sensor), Ato]Z AlA(gyro sensor), XA X E(position module), =}&F
% =

=

F

=

F

=
/52 AA, e AA, AR A4, Belo] A4, WE A oF sElely AA, AF WP &
A, A BE AN, 289 A, 25 A, b A9 ZAH A4, Bl Mg M AA, B

AR(120)%, A AN AR, AR FE AR, A% BF AR, A% X FRPS AR), A% 4w A,
P 2 AR, A% AEE AR, A% 7187 AR, A% A0/F0 AR, dEe gn, dm AR, eolo]

AR, A Az AR, A JE 25 AE, A UR FE JH, A~ q Ak, Z
& dgo] alAe ke, melola sRe] A gk Sol diF A ABE A5 5 Ao

AAF(120)=, 2 9, 7IEAEAA], A4, A 374 &% MA(engine speed sensor), &7 5 AlA
(AFS), &7] =X AA(ATS), &2 AWIS), 22F X AA(TPS), TDC AA, A=BAZE AA(CAS), &&

APF-(120)=, A dvolHE 722, A% 4H ARE AT = Aok, A= Fu Gr=, 2l )
_]
o

f 2% AN AR HolE g A2 A4
e EW, AF gu AR, AP A AR, AP x A, AP /187 AR, JFe| FF Au,
el W Au, kel wiEle An, el dm Au, Ao eolo] ¥/t Am, Ao 2Eoly A,
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[0216]

[0217]

[0218]

[0219]

[0220]

[0221]

[0222]

[0223]

[0224]

[0225]

[0226]

[0227]

[0228]

[0229]

[0230]

[0231]

[0232]

A LR AN, A% A SR AN, A9 TAH A0 L A% A2 L% 4R 52 ¥3Y 5+ Aok

)
off

O,
)
S

H ol 2~H(130)=, =F(100)0] AZA =
1 QlE] Ho] 2K (130) & o]F wEr)s}
Ast 4= ). o] H$-, AEH oK

oo
‘2

ro

, AEH AN (130)= A" olF @Vl H7] duAE THdE T2 9 T
717F QUEl o] 25 (130) 0 A7|H ez AAE = A5, A (170)9] Alojol whe}, QlEfs|o] =4 (130)+= A
HE(190) el &F5= 7] AUAE ols d27]dl Aled & vt

1=, ASF(170)9F A71How A, Wwe(140)s ol gat FRujelE, Fule] ExAol
AodlolE, AZHEE HolHE A4a 5 vk, Wwe(140)E, F=9lo] o= ROM, RAM, EPROM,
] 2efoln, G= =dloln 3 e dekd A%r7] 2 F v WEel (1400 Aol R(170)9) A &
Aoz 9% =W 5 A(100) Aike] EIE A9 e tlolEE A 5 ok

el whel, WEZ(140)=, Ao1H-(170)9F LA oz FAHA Y, AF-(170)9] 3t¢f 74 842 Fdd

o r_ﬁ
A=)

ol

o

t
AC)

o]

rlr we e &
>, By
o >
o

I
E

A F(170) =, A=E(100) WY 2§99 dAubEQl 525 Ao 4 v, Ao (170)+= ECU(Electronic
Contol Unit)® HH=E < 9},

RFAI0E, ANFQI0)9 Aol W, FHsAE B BT A9S
AR BFRAME, AF Al HHE SoyE AL FFLE 4 A9,

ol

= I~
% 4 St}

o
o

ol
NOI‘J

ZHeE(100) o EgtE =, sy o] T @AM H Ao F-(170)=, ASICs (application specific integrated
circuits), DSPs(digital signal processors), DSPDs(digital signal processing  devices),
PLDs(programmable logic devices), FPGAs(field programmable gate arrays), XZA|A(processors), A|o]7]
(controllers), vwlo|A = HAEE# (micro-controllers), wFo]A R X Z M| A (microprocessors), 71Ef 7155 3
£ A% A71H 79 T HoE ShE ol&ste] FEE & Ut
et vpel ol AEF(100) o0, ARERF QIEH o)~ AFX](200), LEAE AF AFX(300), Al %3](400),
A Z2 A=A (500), AAF-(170), A -5 FX(600), =3 A|2=8(700), dH]AllA A|2=B(770), Al7d+H
(120), AEFH]2=F(130), =R (140), WY F5HF(190)9F Zo], tpFst dzk tufo] 27} E3FH T,

2HFE AR YupelA=, xEF(100) 91§ AxHY FA AdZ"E 4 v odE EW, =g AX
gulol 2=, AE(100) U9 AlolE o] Fall, A=(100) <9 A|=® $4 A" = k. o7)A,
Ao E ¢)o]+= 0BD(On-Board Diagnostics), OBD 2(On-Board Diagnostic version 2)¥ 4 t}.

G AAF ginpo] s kel AR {4 BAl e FA FAalo] o|RojRY, oE EW, AHE [AA} tupo]a b

o = CAN(Controller Area Network)E &3 SAle] o|Fojzd 4= ),

g At ]H}O] =, 0 EE A

F8 Aa Hute] =, Sfo] do] ZrESR

3l 2k-(100) 94"!"4 tuo] el S A" F Art.
=

AFFE(100) o -9 AlAE2 Mu, HFE, ©]

= AF00) 509l A2U B QA £ s AE w5, A
=
=

& o
§
27
-
3
S
4
ls
e
<t
<
[>
[kl
fr
m

A A7 Tubel A, A(100) 9% AxPonNE B B HolHE FAY 4 Atk A% 59, A
& A% drbolzt, A(100) 9% AxHozE Halol dadlels HAL £, HelolE gagols

@ 4 Aok

ojelgt, A8 A tinpo] ek ARF(100) 942 A|AE) Zhe] B4l AL, siFe] wAo] & 4 Sl

dE 59, AAL, AE o] % NG Fol, AEE A tulolze] AEs], g AR Tuhe]zo of
B ERE HEY 5 A

d2 =9, A=, FR AR A H o)A Fx(200)7} <o) Tpo] AMA FEAE(Wi-Fi Access Point)E =
AH = AF, L IRE A ZREFS WUFste], ARE AREAF QIR FHols FA(20008 AL
oh;}

AR .

5 B9, AL, AFHEE AFEA <lEIH ol ZX(200)7F o] Fo] AEo]A(Wi-Fi station) o2 F25HE
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[0233]

[0234]

[0235]

[0236]

[0237]

[0238]

[0239]

[0240]

[0241]
[0242]

[0243]

[0244]

[0245]

[0246]

[0247]

[0248]

[0249]

[0250]

[0251]

[0252]

[0253]

SIHS31 10-2018-0086833

g FAS] oI F, shol vto] TREFL AHgdel AFE AEA AEels A

@ 5 o

A% 59, dA:, ALe A7 tuelsd HelolE masle], FAL 4 Atk FAHCE, AL, Beel

A7 o, W eWMTe FAL dad 5 oo

Ae A7 tutel s #17 HAE FA(00E, F4 EE THOR AR A% tulelxe] B4 Add
)=, 7] 4R B4 ZeEzd we TRE AHelsd Y

Sk, AAE A7 tvtels 7 HAE (800
g3e] #17 A% 4B BHY Utk

dE 59, AFE A futelx A HEE FA(800)+=, 9o To] ZrEF| wa F7E ZHolEd o
A7 H=E Z2(800)E, EFF2~ T2EF g} FEE 2Ho|Ed Ul

% 32 Bownel Aol me AFs A4 tulels d7 HAE FAE dnshisd e BEweln

% 3% FEW, AFE A4 el 7 i

Ll

E FXA(800)=, $415-(810), ZZAA(870), A Ho]~¥
(880), wWlma](885) 2 AU FFH(890)E %3+ &

% o“
s

AR-(810)=, AR AAF Hupolzo] {4 e FAer B4 A4 5 dn. SAF810) =, AR dAt
Hupolzol 7] A 4 Z2EF 7|2, T4 dZ2T 5 Y.

SAE(810) =, $A5(811) ¥ 44158(812)5 ¥§3 4 Jtt.
&

FAREIDE, 7] AR FH B TREDA s|Zdtel, 43§ A tulelzel, dolEHE $4F F vt
o5, FAFEIDE, T4 BN Z2EZ AP F41 RF(Radio Frequency) 328 & & At
FAREIDE, AF AR Ut 22 f4 EE THoZ dHoHE £4T 4 Atk

FAREIDE, 7] AR BH BN ZREZ s|Edtel, AFE A ulo]22RE, dolHE £ 5
Stk olF%, FAR(12)E, FA A ZEZe] HF £A RF(Radio Frequency) 322 E33 5 itk

2 A4 (870)

=, FASES FARGIDE AT F ok, % EW, =z
AA@I0)E, MBE AAE FUFES $AREIDE A

I2AAR70)E, 7] AAE BN ZTREZ| J)xse], 2 AR fulolo] HolHE $£AGEE
B1DE AAET 4 A},

SRAA 0, AF AR ule] 2z e HoltF FUGER FULEIDE AT 5 Ak,

oy
>,
4z

T2AAMRI0)E, 7] AFE B4 ZEREF 7|xs, A AL gnfe] 22 HE HlolEHE FlEtES 41
(B12)& A 4 Ut}
ZRZAART0) =, 7] AARE T4 ZREFY J|xste], T4 A4 BAGE 559 ZHO|E(state) R FEE

ATt

T

dZ 5, 9fo] o] A ¥QEE ZgH YHXE g 28 AH O E(probe request listening state), ©]
LAloflo]d B2 ~E|o]E(association litening state) % HAMYE]= 2E|o]E(connected state)2] ZHOJE
g 71§ qdn). gfo] To] dMA EIJQER FHeh AFFE AR tdle] 29 7] HoF FE Adst=E A
(e}

Q- ZREAAR70)E, BA A4 BASE, 28 gHY2E #2228 AHoO|E(probe request listening state),
o] &Aool gl ~E|o]E(association litening state) B AYWEI= 2~ o] E(connected state)e] 2 o]
ER 72 5 Ak

ZRAAM(870)=, B 2HolEd Heg WME sf7l (mutated packet)S AT 4 vk, Z2AA(870)=
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[0254]

[0255]

[0256]

[0257]

[0258]

[0259]

[0260]

[0261]

[0262]

[0263]

[0264]

[0265]

[0266]

[0267]

[0268]

[0269]

[0270]

[0271]

SIHS31 10-2018-0086833

ZRZAAT0) =, HY ZEHOEY dgxe WY RS AT 5 vk, Z2AAR70)E, $AFGIDE
Fal, My RS AHE A gulolxd H41g 4 Q)

dE W, ZRAMA70)E, 59 2HolEd AFe ¥y FS HA(fuzzing) 7IHel wel AT 4
=

dE EW, Z2AAB70)E, 559 ZHEY gy e Wy fHS HA 7|Hol ot AEE 4 Q).

d2 EW, TRAAR70)E, 49 AHO|EA FAlF ook 3= 28 Ad HF (original packet)d] IH-=
Aol HPAIA, ¥y HAE AZT F A,

dE W, AFE AX fulolx 7] HAE AX(800)%=, ¢Fo] dto] AM~ ¥RIER FAsh= A8 HAb
tulolxo] &7 FHeF oAFE BEE 4 k. ol AS, ii*ﬂ*1(870)%, Z2H ZIAXE gy ZEHoE

(probe request listening state), ©J&Aloo]d g~y ~H|o]E(association litening state) @ HAYIE=
2 Elo] E(connected state) ZFzZhollA HAalg] oo} &t e #]xd HFl(original packet)e] AHZ oz WA
A, Wy GRS YA £ . o)Fd, TRAM(-70)E, T2H HHAXE g2y AH O] E(probe request
listening state), ©oJ&Aldle]d g2~ XHo|E(association litening state) 2 HAYEHE XHOE
(connected state) Z+7+e] ZH|[O|EC A, W sj7lS 2§ A} tiufolzo] W si2lS $418 & Qo).

ZRAA(70)=, FAFBI2)E T3, AF ARl deHE A R FA o FE VxR, A4S A o
Hpol o] s FHeop o g wdd = glrh

H, Z2AA870)E, AN A Aol FAEE A, AeE A Hule|ag, sl HopstA
o= ddd 5 v

A
2

=W, ZEA 1 A (870)=, AAS A FZle] FAHA e A4S, g AA fulolaE ) dfel F
o2 m} S ARG, A %0 FAEA e A%, A%E 44 dulol AT,

: S A, AE A kel
A oh;}

Z2AM(870)=, 28 A Hnfo]xste] A AA AAH S, Al AHOIE, A2 AEHOJE B A3 AHER

o
oy

rr

:Oé
oY
A
12
o,
PR
o

fr
=)
e ¥,
m°*'

AN, Mol sEolERS FRE, dAHel Aew, s AAE B TREZ oa 4d & Aok,
B ANdelA, 3le sHER TReE AL duEel Adeh), ZAAE0E, F4 94 $8L, 2
o zelolER FEEAL, 4] ol¥e) sEolER PR FE ot

AN, AL ZHelEd Agd Al WY WRS AAstel, FALEIDE o, AFE A ol
e, 48 5 9k,

EEAAEI0)E, AL 2HolE BgEE AL WY WNS sl FALEIDE FA, AFE A4 ot
olxdl, £ 4 Stk

EEAAEI0)E, AL ZEelEd A, AL WE AR BgEE AL FA AZe], AFE A tluto] 2y,
=

L2 AA(870) &=, Al ZHOIE
X =

F(812)E Fll, FAlHE=

Z2AA(870)=, Al LE|o]Ed X AF-(812)5 Fal, FAHA 2= :

Hupol =7} 7ol F efsirtal ke = , ZEAA®70)=, AL AL Ao, 2l

o, 71 AR A ol FAEA e A, AFE AR gupel A7) sjFel Fofsirhar ddkd = gl
K

A sZle], A A4 bl ARE, FARGBIE F
% S

ZRAAR70) =, Al W3 A1 2+
T, AL WY szls 1%3}@ Adete], FAFGIDE S8, AEFE

8, $AEA e A
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[0272]

[0273]

[0274]

[0275]

[0276]

[0277]

[0278]

[0279]

[0280]

[0281]

[0282]

[0283]

[0284]

[0285]

[0286]

[0287]

SIHS31 10-2018-0086833

@ AR W FA STt 7] AR SIg o]l B, AR dAk tute] 27t &7
o)
b

o,
ZEAAR70)=, BAE A2 WY HFES, FAFQIDE S8, A& A tupol e, FAE F gl
ZIRAAB70)=, A2 HE sjZle] dEH= A2 4 HRlo] FAHE 49, vE ZHo|Edd Hgtek My o
e sk, F41 (811)§ S, A AAl Hupol e, AT & o
Z2AA870)=, A2 WG A viH= A2 FA HRlo] FAHE g, e ZHOIEd Yeys WdE
P& Mo}@, SAF-BIDE Fall, A8 A} tute] 2o, FAIE 4= Q.
Z2AM870)=, A2 A HAZ A 5, s, vUE SHEE AT 5 duh. Z2AIM870)=, WY
sl AAE sHeE] AYE W AAS AAs], FAVLEIDE B, AFE A4 crelzel, 02
& gqlrt.
Z2AM870)=, A2 A AR A 5, AEsH, s SHEE AT 5 duh. Z2AIAM870)=, WY
stAl AR 2HolEd digHs W 7S A, SARGIDE Fall, AFE A tuto]ze, AT
2= oh;}
T .

5, A3 zHolEo| 33 A3 WY

ZRAAET0)E, A2 WY A2 heEE A2 $4 7ol % 43
2 g A0S FAREIDE Fol, AFE A% el

AT v, Z2AA870)=, AdE A3 W

LA IS, A2 8Y AR WSAL A2 U A3Ae) $AAE AR, AT 2ol F3HAS A3
g A5e AN 5 ATk ZEAAG0E, 448 A3 9E A0 FAFEIDE B, AFE A% tulol

zol, $AF 5 vk,

Z2AAGI0)E, A2 WE A6 BgHE A2 A AZe] FAHE AP, AL 2eolEd] AR AL WY
A2 AT 5 Aok, Z2AA TS, A4E Al ¥R A0S FARGIDE Ba, A8 A2 Pujolx
o, $4% 5 Ak,

L2 AA(870)=, A2 HE I
g Fs YA = U, =

2o, FAd & v

R

of d&xE A2 A HFle] FAlEE FS-, Al 2E|o]Ed I‘H%HE A1 W
il 2

A
ZAMB70)=, AdE A2 1Y S FAFGIDE S, A& A Hnte]

ot K

e Ho] ~H-(880) =, thE A9 AKX, 2% EE oy s s & drf. Aol 25(880) &, thE
FAZHYH AR, A& EE HoHE AT F drh. AdHH | AR(880)+=, FAlE AH, A& e HoHE
I R2AAR70)0] AT = gt Sl H o] AH(880)=, ZZAA(870)oA AAHALY Aeld BR, A5 xE=
dolEE & Fxlo $418 = o).

w2 2] (885)%, TEAIA(870)¢F Hr)How AAHT, WRe(885)E Fuldl tE 7|EdolE, 3 F&A
o5 93 Addely, d&EHH= HolHE AL 4 k. wRE(885), Jt=dlelF o=, ROM, RAM,
EPROM, Z#jA] =golH | al= =efo]ld 53 22 et A7) o & vk, w2 (885)% A4 (870)
o A Ex AolE fg Z2 ¥ 2tegg AAp gutel s 17 Bl AE X (800) zukel F2S ¢)E vk

@ deleE 44% 4 Atk

Aol whef, w R (885)=, ZEAA(870)9 A AT, ZEAAB70)¢] st 7 a4 E

ALY FFHF(890) =, Z2AMA(870)9] Alojdl wel, 7 FAHLAES] T2

3], A FFF890)=, A WF-o] Y TR dds vETs F Ad

L o4e B g Al e AR HdAF dulolx A HIAE A ] A st Fxrye =Hol
=

T 42 Azed, e AR tule] A(10)E, AFERF Sl H oA AX(200), SHAE AZ X (300),
F21(400), &4 =4 3

FA1(500), Alo1H-(170), =F=F & FA(600), &3 A2F(700), WHylAlA V\E
(770), AGHF-(120), <UE#e]2=H(130), wW=e](140) H A FF5(190) T Aok o= stuE ¥t

ol n«
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[0288]

[0289]

[0290]

[0291]

[0292]

[0293]

[0294]

[0295]

[0296]

[0297]

[0298]

[0299]

[0300]

[0301]

[0302]

[0303]

[0304]

SIHS31 10-2018-0086833

AT},

T2 AAM(R70)E, AHE A guto]l=~(10)9F B4 A4 4 ).

ZRZAAT0) =, 7] AARE T4 ZREZ V)xste], A& A} Yule]l2~(10)9ke] E4l AF A4S, Al
ZH0]E(821), A2 Z~HO|E(822) & A3 AH|O]|E(823)E & 4 r}

E2AABI0)E, AL 2ol E(g2Dd Agstel, AL 2EelE(@E2D)] AFR(EE BgHE) AL WY A7
(831 AAstel, g A7 tutol 2106l FA fzwr 1A, ALY ARG E, AL SHol (62D
A FAsolol s @AY iZe ARt Aoz wEE ALY ek,

=2 AN (870)E, g A4 dufol (10 =3E, A1 48 AAS3DA eHE Al 44 AR89 F4
ARE BUT 5 AT AVA, AL FA AGADE, AEE DA kel 2(10)7 AL ZHOEADSIA, A
1 wd (83D gl ARS8 WAL & Arh.

N

wrol, Al 441 AZ(BaD0] FARIL, AL £ AL (84Dl LAY Aol hSHE 4 AN FLG >
A AZew BEHE A%, ZRAAGOE, Al ZHE@E2DAA AFE A4 tute] 21007}, #7el A
okaix) ok Aoz whaa 4 gl

RheF, AL g4l R84 0] FAHA A, AL 24l #2(842)0] 2@ Ad e EE = Al wAl A}
ol7F o, WA 4l wRles SdE s A, ZRAM(E70)E, AL SEHCIE®2D AN AFE A
Hho] 2~ (10)7F s el FoFet Aow wad 4 glnt

AL =21 HZU(831) 0] FAalE o F, ZRAX(870)=, A2 AEe]E(821) & ozt

2 A M(870)=, A2 2H O E(822)] Hs A, xa12 ZE|O]E(822)0] A (EE deHE) A2 |y 93l
(832)& A3, 28 AAF ynto]=(10)o] F4lghch, 7|4, A2 WE 7 (832)2, A2 2HO|E(822)]
A FAals]ofof st ElAd HFle] AdFT} °14i Bﬂ?ﬂiﬂ A d 5 Ao,

Z2AM870) =, AHE AR} tfupo] ~(10) Z2HH, A2 AE #31(832)0 =+ A2 41 #F1(842)9] 441
oARE Fast § 9l A7|A, A2 41 SIF1(842)-2, S A} t]ulo] 2~ (10)7F A2 ZEH O] E(12) 4, A
2 Wy g31(832)° u-g3te] A S HAAY = Ut

Z1(842)0] F=AlE|ar, A2 =4 FF(842)0] A Ao t-SE= FA HAd &
T s A9, Z2AAR70)E, A2 ZEHO]E(822)0]A AHE AR tnfe]2~(10)E,

b

>
5

qkeF, A2 Al HZ(842) 0] FAIEA @AY, A2 Al HFL(842)0] A Aol theH = FAl AR 2}
o7k gheof, mIAAA Al dFler daE= A, ZEAMB70)=, A2 AH|E(822)00M AEE Ak T
Hpo]l = (10)7F 7ol Feksh Aoz Add 4 ot

A2 G241 FF(832)0] FAIE o]F ZZAMA(870)F, A3 2E|O]E(823)Z dolzd 4 Ur}.

Z2AA(870)E, A3 ZH|O]E(823)d] A&, 11]3 ZE| O] E(823)0] HEH(EE deEE) A3 "y 93l

(833) AAgsted, A8 ©Al tule]~(10)of] F21gc). of7]1A, A3 ¥y #71(833)2, #13 ZH ] E(823)°]

A FalE ool dl= gAY #HFle dFI} OWE HygH AL 5 .

ZRAA870)E, XS AR tulo] A(10) ZHE, A3 HE )71 (833)o] 3= A3 FA 22 (843) 9 A
55 #ddd vk o7)A, A3 40 HF(843)2, AFE AR fute] ~(10)7F A3 ZE o] E(13)dlA, Al

3 ¥y 7(833)of wl-gete] AT SH WAL F Ut

greb A3 44l SZU(843)0] FAEIL, A3 £A AA(843)0] LAY AR GELEE 4 A FAD 5
A HRew FHEE A9, TZANG0)E, A3 2R304 ABE AA el 2(10)E, %l A
oFsiA e o wuka 4 gt

qrob, A3 44l AZU(843)0] FAEA @AY, A3 2 AR(843)0] LAY AR W gHE 4 AL 2
o7} glof, WA F4 WO WHHE A, TRAN(I0)E, A3 2l E(823)01 4 AFE A ¢
Hlol2(10)7} Aol Hober Aow werd & g

S, A2 2E[C]E(822)00 4, A2 4l 3Z1I(832) 0] FAlE o] %, T =AM (870)=, HAl Al AE|O]E(821) =
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[0305]
[0306]
[0307]

[0308]

[0309]

[0310]

[0311]

[0312]

[0313]

[0314]

[0315]

[0316]

[0317]

[0318]

[0319]

[0320]

[0321]

[0322]

[0323]

[0324]
[0325]

[0326]

SIHS31 10-2018-0086833

G-, ZEAM870)=, v A1 Y 83D S Ak, AFE AAF "rtel=(10) FAIE 4 T

Y
(@)
=
X
1
()]
tlo
L
BN
o
ra
(Kl
il
Y
>
%
3
i
to
Ak
X
{lird
=)
P
%
D
Z
lo
i)
[
g
fru
%
oft
o
2
E
ot
=
P
tlo
ox
%)
i)

o 8xdg H7(861)2, &|ti(header)} ¢1xEH o] A Ho]Z=(information payload) & T2 4 U},

Z2AM870)=, HFe AHolEd AR (s deHs) xE #HEl T, ddE A9Y d9s
Hyate], Wy H71(862)% HAHE 5 AU

A7 wEd 49 WA MY A2 Adelt A9, A% AR FxE dwsel kg AR v
o12(10)7h Y A7 AelskA e 5 Sk

AE Ad G MFstel WY W82 AP A5, BA ZeERe 7 Yol wet gojd A=
FEE FAT A, Qele BEE o 7t A sz A

& 5 ek o3,
Z2EZ A, 7 25g AYst FR(routine)o] EAFT. 7 FHoke ol A= Azl FHAA o
o AE A gl BABTh, T Hol, EEIo P2 UE(length field)E AP B2 49, v

ouE =5 (buffer overflow) FeFflo] WA 7Hsde] Ut

(]

ZRAAGIOE, SHAY A F, AEFeIA Aol F ¢l PRe Wysl, WY AANG6DES A
@ % anh

EZRAAGIE, B5e sHolEd AYR(EE B3]
ol, WY 2362 44T F Ak

1%, WY AA(862)9] Holele] Ao, eAd AA(s61) volele] Aolnrt v A % gk,

& EW, ZEAA®I0)E, 28AY HFI(861)9] QlxEHolAd FHolR2E gl 7|E HolH R o W g
dlolB S Hol, W #7l(862)= BT - vt

rr

) LEAd 7861 By o B el HolEE

AFg A4 el 2(10)7h 2eAY AR B %] dolEE FAGE 43, TREI e
T AFE A4 bl 2(10)9) Wme o] zuslel, oAFE + drh. ol ge, AW FAL, Wy
eWERS T YuE & At

olsh ge, HAE $9& Fa, AFE A4 tlutolz 7 HAE FAR0)E, AFE A4 tlukol o] w
QHERS FZol b FAT Atk

T 7 WA = 82 ¥ wHo] AHAloo] wheh, ofo] Fjo] MREF] 7% AL A tuie]lx ] HAE
=z b

Jd2e TAER BASE 4%, ARE A il

E 7T WA =8, RS AAb FA(10)7F ge] ol
= J

ol
ol
e Adisted FxEs =dot

7 A = 8ellA, AEE A Hutels s HIAE AFA(800)=, fholte] FEpoldE(EE AEolA)o R

Z2AM(870)+=, gko] o] ZrEF 7|xste], T4 A2 HAS 5o AHOER 4 o
Z2AA(870)+=, ko] dto] ZH ol Ao, WY RS YT = A
7

%7, F& AR FA0)7} shel se] A EAER Fase
2HOlES o A9,



[0327]

[0328]

[0329]

[0330]

[0331]

[0332]

[0333]

[0334]

[0335]

[0336]

[0337]

[0338]

[0339]

[0340]

[0341]

[0342]

[0343]
[0344]

[0345]
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9fo] sho] M ¥JER F2EH= A9, g A tufe]~(10)+=, Z2H A2E 2y ZEHoE
(probe request listening state)(911), o]&AJoo]A #]2d ZE|o]E(association listening state)(912) %
AVE| = ~H o] E(connected state)(913) 0.2 FEE o] BA A4S 538 4 Q).

Z2AM(870)=, <Fo] dho] dAx FNER FFEE S AA gule] (1005 A .

E9, ZIAANERI0)E, AFE WA gule]~(10)olA FAlEE HlZ(beacon) 2TE I8k, 2§ HAb
gule] 2~ (10) 5 A 5 Qdrt.

ZRAANR70)E, HF9 ofo] Ho] AM~ ERJQE FolA, S HAF fulo]~(10)E A9 & g}, «oF
S, Z2AAM(870)=, HIE Az ¥E3HE BSSID(Basic Bservice Set IDentification)E 7%=, &8 A
2} tufe] ~(10) & Agd 4 9o},

ZZAM(870)E, AHOEES, =
AYEI = 2HO|E(913)& Yo7 WH

T Ao
dE 59, ZAA(870)=, TEE YHAXE g2y JO]E(911)0] A o] AaAldlo]lA 2]y AHOE(912)Z
w7 4= ),
dE EW, ZEAARI0)E, ojiAldeld g2~ ZH O E(912)dA AYEE ~HOE(913) EE ZZH g
HAXE g8 2HOEWIDE WA 4 ).
g EW, TRAAR70)E, AYEE 2HOIE(9I3)oA Z2H AXE ZAF AHOE(91D) EE ojiA
olo]d #xd 2HOIEWI2) = UAT 5 9l

T2 AAM(R70)E, Z2H YAXE Z2F AHOE(91D), ofiAldeld i 2HOE(912) E AIEE X~
HolE(913) T o= shte]l ZHolEdA, ¥y siZls Ak, A& A tiupolx(10)0] FAIE &
Ak, Z2AA(870)=, ZZB 7l (probe packet), o]AEA ] Jﬂ’Wautehntication packet) @ o]&A]o|
o] 4 |7 (aussociation packet) & oji IS WE3le] W WS WAT A 5 Q).

Z’:
ZRAAB70)=, AFFE A tnte]=(10)9] ZEB ZHA2E 2" 2EHO|E(91D), ofiAldold w2y
HolE(912) 2 AMEE AHo]E(913) F ox shbe] uolEelA, A4E 4 AL A B
AR WA S RS FAT A, AFE AR el 21007 A6l Aoksitin Bwd & v,

=R AN (870), AEg A7 tufolx A HAE 42 (800)9) ol YA sEo]E, Emn FaEs/uE gs

'3 ZHOlE, OB A 2HIE, olgoeld dags g LHels D AMEE 2idE F

ol sfite] sbolEolA WM Aol dleHE 4 AR FASH FaAY, wAY R AR FAH
o

A%, AAFe A% Hutel2(10)7h 37

%= 89 dA)® upe} o], TR AAM(870)E, ¥ AYE o#AAJEIAI0]A | (original authentication packet)
S $21s8ked, A8 AR gule] = (10)7F o mAlollold gl ZHO|E(912) 2 HFHEE T 4 Qi)

g AA} gube] 2 (10)%, o] iAloold gy AHOJE(912)0A, eeAY oMAEIA A 7 (original
authentication packet)ol W33t oJHMAIE|A o)A HA S AAste], 41 5 9

ZRAA(870)=, HEH ojxAdold FHAME I Z (mutated association request packet)S AAdFe] &4l

=L =
IR0

W, WEE ojgAlolold YAME Tl tgEE B AFF SAEA @ A9, Z2ANE0)E, A
& A7 dutel=(10)7k A% Heshrbn B & gk

E 9% ¥ owgel Ade] wel, sho] ste] gl Jlxd AR A4 tluhels A7 HAE FAE A
T Y

9%, AFE A% AR (1007 Sl AEEE AHolM) o A 4%, A% x4 tutels 97 H
~E B (80009 F4L Ashed Fxde =Wl

% 9004, AE AR tutels a1 HAE FA(800)%, se] wo] s EAER FAHL
ZRAABI0)E, sto] T ZREZd] Azete], B4 A $HL B4e] AfelEx TR & ov).

L2 ANET0)E, shol ste] M LIAE alA, WE ARS 44T = Aok,



[0346]

[0347]

[0348]

[0349]

[0350]

[0351]

[0352]

[0353]

[0354]

[0355]

[0356]

[0357]

[0358]

[0359]

[0360]

[0361]
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50k, AE A% AR (107 FeIAE(EE AHeld) o FAsE 49, AFE A% A (109 A
97 2Ejo|ES g},

ofo] sho] FEPolAE(HEE XHolM)oR FEE AS, AL HA fule]A(10)=, oyl ZHOE
(initial state)(920), T=ZH gAZEA/8]Z g2 ~Ho]E(probe-resp/beacon listening state)(921), ©]
HAE]A o)A gl~d ~Ho]E(authentication listening state)(922), oj&ZAloo]Ad gAEA g2AH AHOE
(association response listening state)(923) ® HYE]= 2| o]E(connected state)(924)2 F-EEo] FA
AZE FIAL 5 Ut

ZR2AM(870)E, HE AT E AAste], $A418 4 duk. TRAM(870)=, HE AT gSHE 9 A E
S 0wy RS AT 5 o

Z2AM(870)E, <ol do] FEpo]AdE(L
j4171(probe packet), oJME]A)A fF
Z AL HE FAE F Q).

Z2AAR70)E, A" e gigste] My 9 dHS st $AE S Q. TR AAR70)E, X
23 g2FE2~ T (probe reponse packet), SJAME|A A #AEA 7 (autehntication response packet),
o}z Ao o]l B AE A 7 (aussociation response packet) = o] shE WPl WY HAS WAL &

=L =
AE 7 3

= osEolM)oR FANE ARg AR tlulel2(10) 2 E Lzn

autehntication packet) % oJ&Aloo]d 37l (aussociation packet)

Z2AAM(870)%, g A tupe]~(10)9] oJyA AHo]E(initial state)(920), TZH FAE2/HE g
2d  2E|o|E(probe-resp/beacon listening state)(921), oJ#MEAolA g2 ZH°]E(authentication
listening state)(922), oJ&ZAJoo] A ]2~EX~ 2|28 29| E(association response listening state)(923)
9 AWE]= ~E|o] E(connected state)(924) 3 ol 3l}e] 2E|o|Eo| AAE, FA WHS F=AFA] £}
A, AAE vZd FA HRs FAS AS, AE AR gute]~(10)7F Al FH ks wdE

o]
AR

T2 A (870)=, 8 Az} tlnlo)
old 2y ZHOE B AYEHE X~
FAEHA ZakAY, HAA %

o]
AA

CIEA EﬂiE 22](800)¢] 2B FHAE 28 AEO|E, o]iA
L o] 2EHOEo A, Wy HFlel ti&EE Fal S
9, A=E A& gupo]l~(10)7F sl FHoFsichar whkst

W

9ol Al wiek o], Z2AM(870)=, AFE A fulo]=(10)9] ojyid ZE|0]E(920), T2H g]iE
[HIZ Bl ZEe]E (921), ofAE Al gld ZEo]E(922) AA7MAE eyAE RS S 5 3l

;wm

rE

g AR o] 2(10)7h, ofpAlelold #aEX ey sEolE(923)0] YT F, TRAN(870)%,
5 ojaolold BaEs e A

IR AA(870)=, tjrolaAldo]Ad Il (disassociation packet)o] FAEEX EUEHHIT 1ok
2oy Aloo] A )7 (disassociation packet)o] FAEA] k= AL T2 AM(870)%, AFE A tjulo]
(10)7F si7dell #Hefsivta dekst 4= 3l

T 10 WA = 118 B o) AAde wiEl, EFEA TREF 7]%3 28 dx} tulolx A HAE
AR5 dysted Fxse THot),

TS Fxsd, Z2AART0)E, EFF2 TREF 7|xsd, Al dF IA4E HF59 2HoER FE
s 4 Q.

BEREA ZIZEFS [2CAP, SDP, RFCOMN % OBEXE x&3d 4 t}.

_?_
2 A4 (870)%, L2CAP, SDP, RFCOMN % OBEX & Hol& o= shi}el] 7|xsle], B4l 912 #4& B 2
olER FEd 4 gt

10 WA & 118, BEf5A~

& dAE

Ferg A7 Tulel 2100, B4 A4 47)e] sHeER TRl T & v,

O [H

(&

REF F L2CAP 7123 A8 A tulo]2 d17] HAE FX(800)9 &

N

(

_24_



[0362]

[0363]

[0364]

[0365]

[0366]

[0367]
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Zzve] zelolEol A, S A clukelx s17 HAE FAS00)S ABE A kel 2100, AR F
a7 ELl_o o~ 1]:]_

= 110 dAlE mkel o], T2 AIAM(870)E, g A tlulo]~(10)7F A0 HIO]E(1010), A1 XE|OE
(1011) ¥ A2 =He|E(1012)2 WA 71X, 258 A} tuto]2=(10)e] 284 dA7lS A5 4 9l
o}.

Z2AAB70) =, S A} fufe] 2 (10)7F A2 2HOJE(1012)2 AZE AdedA, AIAG A HHA=E
7 (configuration request packet)S WIHA|A WY P& $21350T),

o] %o A Al A B AEA A (configuration response packet)S 7] A4 AIZF Yol AR Bal= 74

S, ZRANI0)E, AFE A7 tlukel£(10)7F S0 Aksiria weka 4 itk

g W owge, Zagdel /158 Aol ARE 9 4 i A=A FASE ol s, A

7b s dE wAlE, HAFE Azl ot oA = e dHelErt AdHE RE TR VISEAE
zg3ich. HAFEVF 95 4 dE wWAY 2=, HDD(Hard Disk Drive), SSD(Solid State Disk), SDD(Silicon
Disk Drive), ROM, RAM, CD-ROM, #}7] Hlo]xZ, E=23 tjxH, 3 dolg AF x| Fo] om, 3 sz
dolB (& Eof, AHUS T $4Do FHE FHHE A% xS, T3, AV AFEHE ZEAA EE
AR-s 23 = g, wEhA, A7) A dYe BE WA AFdHoR FaEoj = ofYF Al o
AARQL Aom mEEojof g}y, 2 wwe] W= HEwE FFe 3hEH s o AAEo|oF s, &
o] /M RS YoMy BEE v B Iyl Held 23ET

rz9 49
100 : =}

kg Ax} tlapol 2 7 HAE A

_25_
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5

=

=

o

e
=)

861

[Ciraginal _umnﬂ:
G0003a01002129e893 1d3cd0fE5ibde5002129eB93 1d50 172104 0Ff00000%6c69 6260727272
2d 62 01 08 B2 24 8b 96 24 30 48 6¢ 32 04 Oc 12 18 60 2d 1a 00 01 19 f 00 O 0D 00 00 GO 00 00 00 00 00 00 00
€O OC 00 00 00 GO O 00 00 dd 09 00 10 18 02 07 00 04 00 00 dd e 00 90 4¢ 33 00 01 13 ff 00 00 00 $0 00 00 00
0O 00 00 90 00 O 05 00 00 00 00 00 00 00 00 dd 07 00 30 f2 02 00 01 00

862
[Mutated Packet] ‘ ‘ ‘ ‘
02 00 3a 01 00 21 29 8 93 1d 90 9f 33 od £% 76 00 21 29 €8 93 1d 50 17 21 04 0f 00 00 09 6¢c 69 6e €b 73 79 72 2d
e ds A A AN A AR A AR AR AR A A AN ANTAARS

R R R R R S R
AR A A AN AN PSR ERARARH
A AR PR S S S E RS

AR AR AARAAANAARAAS IR FEEFFAEF01 088284 8b 9624 3045 6¢
BfODdd 1e 0030 4c 33 0001 194 0000 CO 00 G0 00 00 00 03 00 00 00 00 G5 0 02 0000 50 (0 00 00 dd 08 00
18020000 00dE0TOR SO RROZ00O N D
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recy Probe-reg/ 911 912
send P_”_n.muwmms ' rJA
_ S recy Authentication 1/ N\l}/r
/,

_.,./ _H [State 01 \ send Authentication 2 £ /,, b

[ | Prohe-rea/ | | 17 [State 11 |

/mi__ Autentication __ __ ___ __, _____m_,m_ummumﬂ”_rM: I
Y Listenin ) ) /

__, L . ! recy Deauthentication/ none p /

recv Disassociation/ none //
Qed-agesy pues \

\]quma

[State 2] |

_ Connected |

N
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k1
N2
&)

800 10

f)

A2e MA} ciejo]|A

AFE ™A Cutolx s
HlAE Zkx|

[State 0]
Probe Request

Listening State
%ﬁhﬁhﬁh&ﬁﬁﬁ_ﬁﬁﬂﬁjﬁentfcaIEO”T l

= [State 1]

_ Association
Autheﬂklﬂailﬂﬂz Listening State

CraﬁwLﬁ#Jﬂ,ﬂﬁ,ffﬂ”’ff#ﬂJfﬂﬁéJﬁr

[State 2]
Connected State
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