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(57) Abstract: A system and method of managing secure integration of a
cloud-based computing resource with a private domain are disclosed. One
system includes a hybrid cloud arrangement including a plurality of virtual
machines, the plurality of virtual machines including at least a first virtual
machine within the private domain and. a second virtual machine within a
public cloud. The system also includes a virtual data relay within the private
domain and associated with the second virtual machine. The virtual data re-
lay includes a private domain mierface used to establish a secure communic-
ation link according to a first security protocol with each virtual machine
within the private domain that is a member of a communit}' of interest, the
virtual data relay assigned a community of interest key used by the private
domain interface and defining the community of interest of which the second
virtual machine is a member. The virtual data relay also includes a public
cloud interface used to establish a secure communication link with the
second, virtual machine, the public cloud interface using a second security
protocol ditfferent from the first security protocol.
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SECURE INTEGRATION OF HYBRID CLOUDS WITH ENTERPRISE NETWORKS
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[3014] The disclosures of cach of these applications are hereby incorporated by

reference in its entirety as if set forth in this application.

TECHNICAL FIELD
[8015] The present disclosure relates generally to security arrangements for cloud
computing. In particular, the present disclosure relates to secure integration of hybrid clouds

with enterprise networks,

BACKGROUND
i3016] Increasingly, it has become more comamon for organizafions to use computing
systems managed by the organization, as well as to utilize public cloud resources, to
implement that organization’s computing nfrastructure. For example, many organizations
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opt to use public cloud computing infrastructures, such as Amazon’s public cloud offering or
Azure from Microsoft Corporation, alougside a private cloud arrangement, such as is
available from VMware or based on Unisys’s fabric conmputing (Forward!) solutions. This
allows the organization to blend the security of g private domain network with the flexibility
of a cloud-based, computing on demand arrangement in which computing systems can be
commssioned and used on an as-needed basis.

{6017} Existing networked systems utilize a variety of security architectures that allow
for distribution and association of computing systems in different ways to allow for different
levels of data access and controlled computing system iniercommunication. However, such
networked system security architectures are not readily eraployed in a hybnid cloud
environment in which portions of a networked computing arrangement may be located in a
cloud environment and other portions or computing systems may be located within a private
domain portion of the environment. This is because, if encryption keys or other security
constructs are used, it may be deemed unsafe or not secure to provide those keys or security
contructs to the cloud-based systems that form portions of the network.  Accordingly,
organizations that utilize such hybnd cloud systems often store most critical data within a
private domain portion of that organization’s network, and store less secure information in a
cloud-based portion of the network., Even in such situations, organizations may opt to himit
the interactivity between such cloud-based and private domain systems, to limit the
probability of compromise of the organization’s critical data.

[B018] Although such arrangements are possible, they are sub-optimal with respect to
flexibility and administration. First, because this effectively creates classes of trusted and
untrusted computing systems, two ditfferent authentication or communication standards may
be used, complicating administration. Further, because this effectively requires all sensitive
data to be maintained within the private domain, it limits the extent to which such cloud-
based computing systems can be used, because of the limit to which sensitive data can be

stored in cloud-based systems.

{3019] For these and other reasons, improvements are desirable.
SUMMARY
(60261 In suromary, the present disclosure relates to security arrangements for cloud

computing. In particular, the present disclosure relates to secure integration of hybrid clouds
with enterprise networks, as well as remote credential management in such environments.
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(6021} In a first aspect, a system for managing secure integration of a cloud-based
computing resource with a private domain are disclosed. One system includes a hybrid cloud
arrangement inchluding a plurality of virtual machines, the plurality of virtual machimes
inchuding at least a first virtual machine within the private domain and a second virtual
machine within a public cloud. The system also includes a virtual data relay within the
private domaim and associated with the second virtual machine. The virtual data relay
inchides a private domain interface used to establish a secure comnwnication link according
to a first security protocol with each virtual machine within the private domain that is a
member of a community of interest, the virtual data relay assigned a community of interest
key used by the private domain mterface and defining the community of mterest of which the
second virtual machine is a member. The virtual data relay also includes a public cloud
interface used o establish a secure communication link with the second virtual machine, the
public cloud interface using a sccond security protocol different froma the first security
protocol.

(6022} In a second aspect, a method of securely integrating a cloud-based computing
resource with a private domain s disclosed. The method includes establishing a virtual data
relay in a private domain of a hvbrid cloud arrangerent including a plurality of virtual
machines across a private domain and a cloud-based domain, the virtual data relay dedicated
to a cloud-based virtual machine. The method also includes receiving data addressed to the
cloud-based virtual machine at a private domain juterface of the virtual data relay according
to a first security protocol from a virtual machine within the comnumity of interest, the
virfual machine included within the private domain. The method further includes
transmitting the data to the cloud-based virtual machine according to a second security
protoco] different from the first security protocol.

6023} In a third aspect, a system for managing secure integration of a cloud-based
computing resource with a private domain is disclosed. The system includes a hybrid cloud
arrangement inchiding a plarality of virtual machines, the phuiality of virtual machines
imchading at least a first virtual machine within the private domain and a sccond virtual
machine within a public cloud. The system also includes a virtual data relay within the
private domain and associated with the second virtual machine. The virtual data relay
mchudes a private domain interface used to establish a secure communication hink according
to a Stealth protocol with each virtual machine within the private domain that is 2 member of
a community of interest, the virtual data relay assigned a community of interest key used by
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the private domain interface to secure communications within a community of interest of
which the second virtual machine is a member. The virtual data relay also mcludes a public
cloud interface. The system includes a gateway apphiance through which communications
from the virtual data relay are routed to the sccond virtual machine, the gateway appliance
used to establish a VPN connection between the public cloud interface of the virtual data
relay and the second virtual machine. The system further imchides a licensing appliance
accessible to cach of the plurality of virtual machines via a licensing community of interest
secured using a licensing community of interest key distributed to each of the plurality of
virtual machines.

60241 This sumunary s provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This summary is not
intended to identity key features or essential features of the claimed subject matier, nor is it

intended to be used to lirnit the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS
[6025] Fig. 1 illustrates an example architecture i which aspecis of the present
disclosure can be implemented;
16026] Fig. 2A illustrates an cxample sequence of operations for commissioning and
authenticating a virtual machine for use within the secure hybrid cloud, according to example
embodiments;
180271 Fig. 2B illustrates an example sequence of operations for conmynunicating with an
authenticated virtual machine within a secure hybrid cloud, according to example
embodiments;
{6028} Fig. 3 illustrates a particular arrangement of a secure hybrid cloud i which
aspects of the present disclosure can be implemented;
[8029] Fig. 4 illustrates a second particular arrangement of a secure hybrid cloud n
which aspects of the present disclosure can be implemented;
[B036) Figs. SA-5D illustrate a sequence of operations executable within a secure hvbrid
cloud useable to manage and authenticate secure cloud-based virtual machines, according to
example embodiments of the present disclosure;
16031} Fig. 6 illustrates an cxample computing system in which aspects of the present

disclosure can be implemented;
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(6032} Fig. 7 illustrates an cxample virtualization environment implemented on a
computing system, itustrating a mechanism by which private-domain and cloud-based virtual
machines can be implemented; and

6033} Fig. 8 illustrates an example multi-user computing arrangement illustrating
shared computing resources across different partitions and/or virtual machines, according to

example embodiments,

DETAILED DESCRIPTION

18034 As briefly described above, embodiments of the present invention are directed to
methods and systems for securely mtegrating hybrid clouds with enterprise networks, as well
as methods and systems used for authentication and management of cloud-based systems that
allow for security of such systems to be ensured. Such arrangements as discussed herein
provide uniform security across public and private domain portions of an organization’s
network, simplifving adnunistration of an overall hybrid cloud network and improving
flexibility regarding data storage and computing allocation.

[6035] According to example embodiments discussed herein, virtual machines in a
network moay be isolated by encrypting transnussions between the virtual machines with keys
possessed only by an intended recipient. Within a network, the virtual machines may be
logically organized into a number of community-of-interest {COI) groups. Each COI may
use an encryption key to secure communications within the COl, such that only other virtual
machines in the COI may decrypt the message. Virtual moachines may be automatically
provisioned with configuration information, such as the encryption keys, when the virtual
machine is started. The provistoning information may be created based on a template stored
on a configuration server.

{6036] In particular embodiments, the present disclosure relates to a combination of a
secure public cloud arrangement with a Stealth technology provided by Unisys Corporation
of Blue Bell, Pennsylvania, with additional features relating to integration and authentication
that aliow for ensured security across private and cloud-based domains. The comumon model
provided by this arrangement, referred to herein as “SPealth”, allows for secure
commssioning, managing, and communicating with virtual machines (VMs) m pultiple
public cloud, private cloud, or fabric computing environmaents.  This can include, for

example, public cloud environments such as Amazon or Azure public cloud offerings, private
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cloud offerings from VMware, and fabric computing systems such as the Unisys Forward!
computing enviroument.

[6037] It is noted that the features discussed herein represent an “inverted” model n
which the security features provided by way of the Stealth system run mnternally to the secure
public cloud, rather than allowing a public cloud to be integrated within the security
constructs provided by the organization. This allows the integration of security and cloud-
based computing systems to be cloud architecture agnostic, and to integrate with many cloud
environments not just in the same manner, but concurrently.

{6038} In some embodiments, the secure hybrid cloud arvangements of the presceut
disclosure can integrate different types of public cloud infrastructures into a comyaon secure
hybrid cloud as an extension of a private domain virtualization system. In connection with
such integration, use of secure technologies in a private domain, fnchuding Stealth technology
provided by Unisys Corporation of Blue Bell, Pennsylvania, can be intcgrated in a way that
does not compromise security, for example by avoiding credential or key storage in a cloud
environment. Additionally, because cloud-based management and security management
systerns are maintained separately, each can be independently upgraded or modified without
affecting the other system.

16039 In some cases discussed herein, gateway features can be used fo provide a secure
connection between a cloud-based virtual machine or set of virtual machines in a common
virtual local area network (VEAN). In some such embodiments, a secure connection between
a gateway and a cloud-based virtual machine or cloud VLAN can be cstablished using a
differcnt sccurity protocol, such as IPsec, from an imternal security protocol, while a
dedicated component within a private domain can act on behalf of the cloud-based virtual
machme, thereby avoiding a requirement of sharing keys from a private domain to the public
{cloud)} domain.

{8040} Referring to Fig. 1, an example architecture 100 in which aspects of the present
disclosure can be implemented is tHustrated. The architecture 100 represents a schematic
arrangement uscable to establish a secure hybrid cloud that includes virtual machines
established i both a private domain (e.g., managed within an organization) and in a cloud-
based domain (e.g., on computing systems that are managed from a public domain or third-
party network).

{00411 In the embodiment shown, the architecture 100 includes a cloud domain 102 and

a private domain 104. The private domain 104 can include both a virtualized component 106,

-
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and an enterprise support component 108, Generally, the architecture represents computing
resources available to an enterprise for managing, for example, computing or storage tasks.
{8042] In the embodiment shown, the cloud domain 102 includes a plurality of
configurable cloud-based virtual machines 110 (shown as virtual machines, or VMs, 110a-b}.
The cloud-based virtual machines 110 can be configured for use in connection with a
common virtual network, or vLAN 112, that allows the cloud-based VMs 110 1o
intercommunicate. The vEAN 112 is comnunicatively connected to the private domain, for
example via a gateway device 114, as discussed below, for communication with locally-
managed virtual machines within the private domain 104, Although in the present disclosure
two cloud-based VMs 110a-b are shown, it is noted that other virtual machines, and
associated in two or more vLAN arrangements, could be used as well. Examples of such
arrangements are provided below in conjunction with Figs. 3-4.

[0043] In private domain 104, a gateway device 114 provides a communication location
for cloud-based VMs 110 to coordinate communication with private domain systems. In
example embodiments, the gateway device 114 and the cloud broker 116 {including
associated vDRs 118) form a Stealth-for-Cloud Gateway arrangement, in which the gateway
device 114 1s a virtualized softwarc-only VM, for example based on the open source
StrongSwan project. Other types of gateway devices are useable as well.

16044 A cloud broker 116 can also be used to cstablish secure commumications with
such cloud-based VMs, for example by instantiating and managing virtual data relay devices,
or vDRs 11§, that manage private-domain community of interest keys and filters for cloud-
based VMs while maintaining a dedicated connection to those cloud-based VMs. As noted
below, use of such vDBRs 118 can include, for example, a Stealth-based interface that uses
private-domain community of interest keys and filiers, also referred to herein as VPN COI
keys and filters, for communication with private domain VMs, while providing an IPsec
interface via the gateway 114 to a cloud-based VM 110 for secure communication over the
internet.

[B045) When initially iostalled, the gateway device 114 and cloud broker 116 can be
configured to provide [Psec-based secure commmunications to a cloud-based VM 110, as well
as Stealth-based secure commumnications with other private domain systems. For example, for
the IPsec-based security protocol configuration, a VPN client arrangerment should be
instantiated (¢.g., a StrongSwan instance)}, and an Internet-routable 1P address assigned, as
well as capacities of the VPN connection. The cloud broker 116 should be configured with

&
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appropriate Stealth-based credentials, as well as the service community of interest and filters
to be used, as well as capacities of that cloud broker’s connection. Other configuration
features can be initialized and set prior to addition of cloud-based VMs 110 as noted herein.
13046} In addition, i the embodiment shown, a credentialing service 122 can be
provided that connects to the gateway device 114 and the broker 116 via a management
vLAN 120, The credentialing service 122 can be implemented as a separate virtual machine
or service, and generates and provides credentials for use across the secure hybrid cloud, such
that credentials need not be stored at cach VM when that VM is created; rather, credentials
for VMs can be retrieved on demand, for example based on requests received at the gateway
device 114,

(60471 Using the credentialing service 122, credentials specific to their purpose are
provided at boot time, used tmmediately to authenticate a VM and authorize its COls, and
then the credentials are discarded. Use and discarding of credentials after authentication
prevents replay attacks, duplicating VMs outside the context of Stealth-for-Cloud (84C), and
RAM/VM scraping for credentials.

[6048] In addition, within the private domain 104, a plurality of private domain virtual
machines 124 can be maintained. These VMs 124 can be within the same or different COls
to each other and to the cloud-based VMs 110. The VMs can, when instantiated, similarty
request VPN keys and filters useable to provide communicative access to those VMs 124 by
other systems within a comyon commmumity of interest. A licensing and logging service 126
can be implernented within the private domain 104 as well, to provide management functions
associated with the various VMs 110, 124 created within the overall arrangement,

[6049] In some embodiments, the enterprise support component 108 can include systems
used fo provide security to computing systems, including both virtual systems and physical
systems, within the enterprise. In particular, the enterprise support component 108 can
inchude a plurality of local systems 130 (2.g., hardware or virtual systems) as well as Stealth-
enabling systems including an authorization service 133 and a security apphance 134, The
authorization service 133 maintains and disinibutes community of interest keys in response o
receipt of credentials in a request (as have previously been retrieved by a hardware or
virtualized system from the credentialing service 122, The authorization service 133 can also
maintain and distribute filters for use in connection with such community of interest keys for
controfling communicative access among systems in the overall arrangement 100, In
example embodiments, the authorization service 133 corresponds to a Stealth authorization

g
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service that can be used io authorize each Stealth-based (secured) endpoint within an
cuterprise, as well as via cloud-based VMs 110 and vDRs 118 used to communicate with
such cloud-based VMs.

16050] Using the authorization service 133, cloud-based VMs 110 are authenticated and
authorized twice. The first authorization is to authenticate the [Psec VPN connection and
authorize the corresponding vDR’s COls, providing the vDR 118 that 1s associated with each
particular VM 110 with COl keys and filters, The second authentication is to authenticate a
logon service of the VM 118, and authorizes cloud-based COIs for use within the cloud. For
example, the logon service can be authenticated using an Active Directory instance or via an
authentication performed from the enterprise dorain 108,

16051 In the embodiment shown, the security appliance 134 can be used as g secure
endpoint to which other non-secured computing systems or enierprise resources can be
connected {e.g., SAN systerns, or other storage).  In exarople embodiments, the security
appliance 134 could alternatively be used as the licensing and logging service 126,

EHIRY S Reterring back io the cloud-based VMs 110, in the embodiment shown, a cioud-
based VM can include a preinstalled applet 130 that stores service mode credentials 132
useable to initiate authentication of the cloud-based VM 110, Additionally, and as discussed
further below in connection with Figures 3-3, the service mode credentials 132 can be used to
obiain service mode kevs and/or filters useable to access the authorization service 133, and
thereby obtain virtual machine keys and filters that associate the VM with a particular
community of interest,

[B053] In example embodiments, credentialing of the cloud-based VMs 110 can be
accomplished via the applet 130, In particular, credentials for any [Psec VPN/VDR COls and
mtra-cloud COls (as discussed below in comnection with Figs. SA-5D) are passed to the
cloud-based VM 110 when it is started, but for security purposes those credentials are not
retained within the VM. Additionally, Stealth software included in cach VM 110, 124 can be
mitially installed in an on-demand mode, using a service mode configuration. In such a
configuration, only IPsec VPN traffic may be allowed to/from the gateway 114, This allows
control over the systems with which cach VM can communicate prior to full authentication.
The applet 130 controls establishing the IPsec VPN connection to the gateway 114 from each
cloud-based VM 110, and enables Stealth-based communication based on credentials
supplied via the credentialing service 122, Accordingly, when a cloud-based VM 110 is
instantiated, it should include not only the applet 130, but also services capable of managing

10
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a Stealth-based security protocol (for intra-cloud communication within a particular vLAN)
and an [Psec-based security protocol for commumication with the gateway 114 and cloud
broker 116 (and associated vIDR 118},

60354 Referring to Fig. 1 overall, it is noted that although the present disclosure relates
to methods of imtegrating cloud-based virtual machines into a private virtualization
environment, it is noted that m initializing the overall arrangement 100 of Fig. 1, particular
security features should be inttialized prior to adding cloud-based VMs, such as VMs 110, to
such an arrangement. For example, communities of interest, {ilter sets, and roles are typically
created n the authorization service 133 or otherwise ocutside of the cloud-based envivonment
which meet the requirements of a VM to be added. Furthermore, one or more security groups
corresponding to the roles intended to be assigned to a particular VM should be created, for
example in Active Directory. User members of a security group should also be detined.
LHIRRY Furthermore, and still referring to Fig. 1, particular featurcs of the arrangerent
100 itself should be installed prior to addition of cloud-based VMs, For example, the security
configured to be assigned an internct-routable IP address (or addresses, it multiple such
systerns are deployed) and particular communities of interest, such as an adnunistrator COl, a
service COI, and a license COI should be defined alongside associated filters. For example,
an administrative service filter may allow access to any VM within the arrangement, while a
license filter that is distributed to a remote system should it access by that system using
the Heensing COI to communications with the licensing and logging server, despite the fact
that each of the other VMs will also be members of that COI for the licensing/logging
requirements associated with those other VMs. Additionally, a security instaliation package
(e.g., to administer Stealth within cach VM to be instantiated) is prepared for inclusion n
each VM, and for each OS hosted within a VM.

[8056] Referring to Figs. 2A-2B, additional details regarding initialization and operation
of cloud-based virtual machines, such as VMs 110, are provided. In particular, Fig. 24
tHustrates an example sequence of operations tor conunissioning and authenticating a virtual
machine for use within the secure hybrid cloud, according o example embodiments. Fig. 2B
ithustrates an example sequence of operations for comumupicating with an authenticated
virtual machine within a secure hybrid cloud, according to exarple embodiments.

160571 Referring specifically to Fig. 2A, a method 200 of authenticating a virtual
machine, such as cloud-based VM 110 or virtual machine 124 resident in the private domain

1i
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of Fig. 1. The method 200 is described as starting upon detection of such a virtual machine
being mitialized, at startup detection operation 202, This can occur, for example, based on
detection of that virtual machine transmitting a request for addition to a vEAN or otherwise
indicating s presence to an overall computing arrangement, as discussed above i
connection with Fig. 1.

{B0S8] When a cloud VM is commissioned (e.g., when a VMware teroplate, or Amazon
AMI is instantiated, or some other blueprint for a virtual machine is used), certain tenant-
specific configuration information is provided to initialize the VM. The mechanisms for
delivering this commissioning mformation to the VM may differ by platform. However, the
format and contents of the comamissioning information is across all cloud platforms within the
supported OS levels, and as described above. In particular, Stealth software should be
commissioned with a URL of the authonization service 133 used for authentication and
authorization of the VM, and the IPsec VPN chient configuration information, including the
[P address of the gateway 114 and service mode credentials useable to access the
credentialing service 122,

{60591 Continuing with method 200, each virtual machine that is instantisted can be
added to one or more communitics of inferest in operation 204, As noted above, and as
described in numerous copending applications cited above, communities of inferest refer
generally to like-situated systems that are intended to be allowed to share data and to view
each other. By way of contrast, despite being in a common physical network or cloud
arrangement, virtual machines that are not included in any overlapping communities of
interest not only cannot infercommunicate, but are in fact invisible to one another.

[8060] In connection with the present disclosure, it s defermined whether the virtual
machine to be mstantiated 1s a cloud-based virtual machine (e.g., cloud-based VM 110} or a
private domain virtual machine {e.g., VM 124). if 3 cloud-based virtual machine, the virtyal
machine is configured for communication with a virtual gateway (e.g., gateway 114) that is
defined to allow communication with the cloud-based VM as if it were a part of a community
of interest that is roaintaimed within the private domain, This can be accoraplished in a
variety of ways. In example embodiments, a cloud-based VM can obtain a VM COI key and
associated filters by first requesting a service mode key and filters, thereby allowing the
cloud-based VM (e.g., applet 130 of that VM) to access a credentialing service 122 to obtain
VM credentials {credentials used directly by the cloud-based VM) and/or VPN credentials
{credentials used by the VDR to commumnicate with private domain VMs on behalf of the
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cloud-based VM), allowing for (1) secured communication, via Stealth, within the cloud-
based vEAN using a VM COI key(s) and associated filter(s}, (2} secured communication, via
[Psec, with the gateway 114, and (3) sccured communications from the vDR to private-
domain VMs via the VPN COI kev(s} and associated filters, Additional details regarding
assignment of different community of interest keys to ensure privacy of COI keys for a
community of interest are described below in connection with Figs. SA-513.
6061 ] Upon configuring the VM for communication with a virfual gateway m the COJ,
or upon a determination that the VM is not a cloud-based VM, the method 200 inciudes
atlowing communication by the VM within assigned COls, tor example via operation 210, Tt
is noted that if the VM is not a cloud-based VM, some level of authentication will also occur;
however, that authentication, which involves use of service mode keys and direct delivery of
COT keys and filters, does not require use of separate keys and filters on opposite sides of the
cloud-private domain arrangement, and as such is comparatively straightforward.
{6062} Fig. 2B illustrates an example sequence of operations for communicating with an
authenticated virtual machine within a secure hybrid cloud, or to an authenticated virtual
machine, according o example embodiments. In example embodiments, Fig. 2B therefore
discloses additional details of operation 210, according to example embodiments.
{6063] In the example shown, at operation 220, cach VM is assigned a role; for example
the role may be defined to be a member in a particular community of interest, to allow access
by a predetermined set of users, or otherwise to have a task within a networked group of
VMs. A licensing server connection is established at operation 222, which allows for a
licensing connection {(e.g., 3 monitoring connection} as well as a logging connection to be
maintained to the VM, to ensure an appliance is monttoring the current operational status
{(e.g., operating, dle, tailed, terminated, etc.) of cach VM.
3064] In the example shown, data addressed to a cloud-based VM, such as cloud-based
/M 110 of Fig. 1, can be received at operation 224. If this data originates at a private
domain virtual machine, this operation may occur, for example, at a VDR, and may
correspond to receipt of data destined for a cloud-based VM from a private-domamm VM or
other computing sysiem. Accordingly, that received data can be allowed fo be retransmitted
to one or more other devices, for example based on a filter list. Example use of filters is
discussed below.  Alternatively, if communications are to occur among cloud-based VMg,
reccipt of data to be transmitted can be performed at a Stealth component installed in the VM

that is to transmit data.
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[B065] A filter application operation 226 applies one or more filters to determine what
communications are allowed among systems sharing COT keys. For example, in a cloud
arrangement, a default filier nay be applied that defines permissions among cloud-based
VMs. For example, a clear text filter may be provided to the cloud-based VM that appears as
follows, assuming cloud addresses Tl x.y.x/w:
Clear-Text
Allow All

Except Tl.x.yv.z/w

[8066] Additionally, it COl-based segmentation of VMs within the cloud is required,
filters could be applied that enforce communication boundaries between communities of

fnterest in the cloud. An example may be as follows:

Clear-Text:
Allow All
Except Tixyz/w
COI-A {local cloud COTG
Allow Ttoxy. 1
COI-B (Jocal cloud COI):
Allow Tlxv.z/w

Except Tl.xv.1

[8067] Using these sets of filters, traffic, except traffic local to the cloud, bypasses the
Stealth endpoint processing. If the traffic is destined for the private domain, the 1P layer will
route it through the secure [Psec conpection to the gateway 114 without application of
Stealth, and also allows clear text tratfic to/from the Internct. By way of contrast, if no

Internet access is used, a shightly different set of filters could be used:

Clear-Text
Allow T1.E.ab./c
COI-A

Alow Tlxy.z/w
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[6068] Following application of filters, data is transmitted to a destination cloud-based
VM according to permissions set by the filters, in operation 228, If originating from the
private domain and destined for the cloud-based VM, this would involve transmission via an
{Psec secure connection. If between cloud VMs, the mmitra-cloud Stealth COls could define
routing restrictions.

18069] Referrmg now to Figs. 3-4, particular arrangements of a secure hvbrid cloud are
iHlustrated that can operate according to the general principies discussed above in connection
with Figs. 1-2. Fig. 3 illustrates a particular arrangement of a secure hybrid cloud 300 in
which aspects of the present disclosure can be implersented.  In particular, Fig. 3 Hustrates
Stealth-enabled endpomis in public clouds 302-304, shown as Amazon and Azure-based
public clouds, respectively. Additionally, Fig. 3 shows integration of those clouds with a
secure private cloud 306, communicatively connected to the public clouds via the Internet
308, Manageroend tooling is employed by the enterprise and security administrators to define
COls, filter sets, and roles; to assign uscers to roles; to configure and manage Stealth
appliances; and to provision the authorization services. In Fig. 3, the AuthSve server 310
represents this set of Stealth tooling.

16070 It is noted that, i the embodiment shown, a particular arrangement of services
and servers is depicted that generally correspond to those as described above in connection
with Fig. 1, but in a particular arrangement. For example, within the public clouds 302-304,
there are shown two separate vE.ANSs, thereby requiring separate COIs and filters for the
different vILANs. The same is true within the secure private cloud 306, with separate T1 and
T2 vLANs 307a-b as shown.

(6071} In the example shown in Fig. 3, different tunnels are Hustrated by dotted lines to
show the type of secure connections established among devices, For example, between each
of the cloud-based VMs and a gateway 312, cloud-to-private domain traffic is managed via
an iPsec connection, shown by long dashed lines. However, connections of cloud-based
VMs to a licensing and logging server 314 are secured by a Stealth-based connection (shown
as dotted line connections). Similarly, communications between a cloud broker 316 and any
other local systems, such as local VMs 318a-b within the secure private cloud 306, or
hardware-based systems (shown as local systems 320, 322) are similarly secured by Stealth to
the broker 324 (c.g., via Stealth appliance 321y Further, comomundcations within a
management VEAN, for example between the broker 324 and a credentialing service 326
used to authenticate new VMs, can be secured by Stealth as well, but using an administrative
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or management COI different from the one used among VMs within the cloud systems or in
the secure private cloud.

160721 In the embodiment shown, separate Secure Private Cloud management instances
are installed for cach cloud-based solution employed. For example, in the embodiment
shown, separate Amazon and Azure Secure Private Cloud instances 303, 305 are installed,
respectively, and provide management of virtual machines that are instantiated within cach of
those respective cnvironments,

[6073] Accordingly four instances of secure private cloud may be installed within an
overall arrangement such as that shown - an mstance to commission and manage Amazon
VMs; an instance fo comyuission and manage Azure VMs; an instance to commission and
manage VMware VMs; and  an instance containing the SPC management and the Stealth-
for-Cloud (54C) components.  Furthermore because Stealth-secured endpoints can reside in
public clouds, within a secure private cloud 306 (e.g., in a VMware based or Forward!
partition provided by Unisys Corporation)}, or as a standalone server or workstation, cach
endpoint is provisioned, configured, and managed the same with the only difference being
related to the underlying virtualization environment employed. Each endpoint will use
Stealth-based tunnels for conununication within a particular environment, as well as for
licensing and logging features. For this license tunnel, if the endpoint’s address is NATed, as
is the case for VMs, the license tunnel may be established UDP-encapsulated. To speed up
the initialization process, a flag may be placed in the registry of the OS mcluded n a
particular VM that is iostantiated, for example to force UDP encapsulation of the license
tunnel.  However, and as noted above, access from the cloud cnvironments into the
cuterprise’s intranet is through an [Psec VPN connection from the cloud-based VM o the
gateway 312 and vDR virtual apphiances of the broker 324, The OS-native Psec VPN client
software can therefore be used.

{8074} Fig. 4 illustrates a second particular arrangement 400 of a secure hybrid cloud in
which aspects of the present disclosure can be implemented. In this arrangement, virtual
machines 402a-b within a secure private cloud 404 are directly connected to and integrated
with an underlying secured enterprise environment, imcloding Stealth-secured hardware
systerns 406a-b.  In this arrangersent, a security server, such as an enterprise Stealth
appliance 408, can be used for licensing of virtual machines 402a-b, rather than using a
licensing and logging device 410, Accordingly, traffic from the virtual machines 402a-b in
the private domain does not transmit to a gateway 412 provided in this arrangement; rather,
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tenant separation relies on use of Stealth communities of interest being properly defined,
rather than using a broker 414, By way of contrast, cloud-based VMs {e.g., VM 422 as
shown) contimue to license and log via the licensing and logging device 410, and
communicate with gateway 412 via [Psee.

[B075] As compared to the arrangement in Fig. 3, commissioning information for
VMware YMs in this architecture 1s different from that required by the public cloud VMs. In
this arrangement, rather than having private domain virtual machines be licensed and logged
by the same licensing and logging appliance used for cloud-based VMs, the private VMs
could be configured and license/log in the same manuer as the enierprise-resident Stealth
endpoints using the local Stealth appliance 408, although an SPC management VM {e.g., in
management VLAN local to that secure private cloud 404 {(or from a management secure
private cloud 416} could still set the login service credentials. Communications to cloud-
based VMs remains unchanged relative to the arrangement of Figo 3, with suc
communications being routed through broker 414 and gateway 412, and using an
authorization server 420.

(60761 It is noted that, in some embodiments, a credentialing service used by the
management secure private cloud can set one fime passwords that can be passed to the
authorization server 420 for use during authentication, and in particular for use in passing
role credentials to an applet of 2 VM to be instantiated. In alternative embodiments, the
credentialing service can use other types of authentication, for example veusable passwords or
tokens that identify a particular device and/or user’s credentials,

8077} Furthermore, and as is apparent from both Figs. 3-4, the arrangements of
authentication services do not affect the ability to integrate cloud-based virtual machines into
an enterprise’s overall computing environment; as illustrated in both examples, different
types of cloud environments can be integrated with a private domain virtualization or
platform-based security architecture, consistent with the present disclosure.

[B078] Referring now to Figs. 5A-3D, a detailed sequence of operations execuiable
within a secure hybrid cloud arrangement such as those described above 1n connection with
Figs. 1-4 is depicted. The sequence of operations described herein represents a particular
implementation of instantiation and authentication of cloud-based virtual machines, as
described 1o Figs. 2A-28. In Figs. SA-SD, operations are discussed as occurring among a
logon service of a virtual machine {shown as LogonSve 5302), an applet included in the virtual
machine to be instantiated and authenticated (shown as Applet 504), a VPN client resident on
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the virtual machine (shown as VPN client 506}, the gateway providing an [Psec connection to
the virtual machine (shown as IPsec VPN Gateway 508), the broker and associated vDRs
{(shown as Broker 510}, an authorization scrvice (shown as AuthSve 512}, and a credentialing
service (shown as CredSve 514).

[6079] In the embodiment shown, and as seen in Fig. 5A, when a cloud-based VM (e.g.,
cloud-based VM 110 of Fig. 1, or analogous VMs shown in Figs. 3-4), a user will initiate
authentication of that virtual machine by initiating operation of the applet resident on the
VM. The cloud-based VM may have pre-stored service mode credentials or may request
them via a prompt. The Applet 504 then dials the gateway 308 and passes the service mode
credentials to 1. As shown, this can oceur via an IPsec connection that is established via an
IPsec request from the VPN client 506 to the [Psec VPN Gateway 508, and an associated
Remote Authentication Dial In User Service (RADIUS) Accept request with service mode
credentials inchuded, transmitied from the Pscc VPN Gateway 508 to the Broker S10
(tvpically in clear text). At the Broker, a Tuples request is built, and transmitied to AuthSve
512 with the service mode credentials. The AuthSve 512 authenticates the service mode
credentials received from the Applet 504, and authorizes a service vole for the VM, thereby
building a response to the received request.

[B080] Continuing discussion of the cloud-based virtual machine authorization at Fig.
5B, after the response is built at the AuthSve 512, a Tuples response is provided from the
AuthSve 512 to the Broker S10, which initiates a vDR using a service mode connection {e.g.,
establishing a service mode COJ between the vDR and CredSve 514). A RADIUS accept
response is transmitted from the Broker 510 to the 1Psec VPN Gateway 508, and an [Psec-
based VPN tunnel is established between that TPsec VPN Gateway 508 and the VPN Client
506.

{00811 Once the secure Psec-based connection is established between the cloud-based
VM and the [Psec VPN Gateway 508, the Applet 504 builds a credential request using
metadata describing the VM. This can include, for example data relating to a creation time of
the VM or other operational characteristics that can validate the VM as being a new VM and
as being a cloud-based VM that should be authorized. The credentialing request is
transmitied trom the Applet 504 to the CredSve 514, which authenticates the VM based on
the metadata, and looks up VPN and VM credentials for that cloud-based VM. CredSve 514

responds with those credentials to the Applet 504,
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{6082} As seen in Fig. 5C, once the Applet 504 receives the credentials, VPN Chient 506
transmits an IPsec request to the IPsec VPN Gateway S08 with the VPN credentials, and the
[Psec VPN Gateway 508 forwards those credentials to the Broker 510 via a RADIUS accept
request. The Broker 510 builds a tuples request and transmits that request to the AuthSve
512, which authenticates the VPN credentials and authorizes the cloud-based VM’s role.
Accordingly, the AuthSve 312 builds a tuples response and transmits that response to the
Broker 510. The Broker 510 initiates a VDR with the VPN tuples, thereby providing the vDR
with the private domain COI keys and filters that would be required for use by the cloud-
based VM. A RADIUS aceept response is forwarded to the TPsec VPN gateway 508, which
establishes a secure tunnel to the VPN client 506 via IPsec.

083 Continuing in Fig. 5D, once the secure tunnel is cstablished, the Applet 504
discards the VPN credentials, since the vDR has already been established for use by the
cloud-based VM with the appropriate COI keys and filters. The Applet 504 then transmits
the VM credentials to a LogonSve 502 and discards the credentials. The LogonSve 502
builds a tuples request with the VM credentials, and transmiis the tuples request to the
AuthSve 512, The AuthSve 512 authenticates the VM credentials (ie., the credentials used
for intra-cloud secured communications via Stealth) and authorizes VM roles, building a
tuples response {o be returned to the LogonSve 502, The LogonSve 502, upon receiving this
tuples response, discards the VM credentials and issues a DNS registration message o Broker
510. The Broker 510 proxies DNS registration for the cloud-based VM, and the LogonSve
502 builds an idle message that is transmutied to the AuthSve 312, The AuthSve S12
processes the idle message, indicating that the VM is registered, and provides a confirming
TESPONSE.

60841 Referring to Figs. SA-5D generally, accordingly, a cloud-based VM is therchy
instantiated and authenticated, using separate COI keys for private domain communications
and cloud-based COls, linked by a secure IPsec communication channel between the cloud-
based VM and a gateway that is linked to a dedicated virtual data relay that acts as the cloud-
based VM by managing communications via COls of which that VM 1s a member.,

[B085] Referring to Figs. 6-8, example details regarding computing systems in which
aspects of the present disclosure can be implemented are provided. Fig. 6 illustrates a
computer system 600 adapted according to certam embodiments of the server and/or the user
interface device. The central processing unit (“CPU™Y 602 is coupled to the system bus 604,
The CPU 602 may be a general purpose CPU or microprocessor, graphics processing unit
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(“GPU"), and/or microcontrolier. The present embodiments are not restricted by the
architecture of the CPU 602 so long as the CPU 602, whether divectly or indivectly, supports
the operations as described herein.  The CPU 602 may cxecute the various logical
instructions according to the present embodiments.

[3086] The computer system 604 also may include random access memory (RAM) 60§,
which may be synchronous RAM (SRAM), dynarnic RAM (DRAM), synchronous dynamic
RAM (SDRAM), or the like. The computer system 600 may utilize RAM 608 to store the
various data structures used by a software application. The computer system 6{{ may also
mmchide read only memory (ROM) 606 which may be PROM, EPROM, EEPROM, optical
storage, or the like. The ROM may store configuration information for booting the computer
system 600. The RAM 608 and the ROM 606 hold user and system data, and both the RAM
608 and the ROM 606 may be randomly accessed.

{8087} The computer systern 600 may also inchude an input/output (/0O) adapter 610, a
communications adapter 614, a user interface adapter 616, and a display adapter 622, The
/0 adapter 610 and/or the user interface adapter 616 may, in certain embodiments, enable a
user to interact with the computer system 600, In a further erabodiment, the display adapter
627 may display a graphical user interface {(GUI) associated with a software or web-based
application on a display device 624, such as a monitor or touch screen.

[B088] The VO adapter 610 may couple one or more storage devices 612, such as one or
more of a hard drive, a solid state storage device, a tlash drive, a compact dise (CD) dnive, a
floppy disk drive, and a tape drive, to the computer sysiem 600.  According to one
cmbodiment, the dafa storage 612 may be a separate server coupled to the computer system
600 through a network connection to the /O adapter 610, The communications adapter 614
may be adapted to couple the computer systern 600 to the network 708, which may be one or
more of 8 LAN, WAN, and/or the Internet. The communications adapter 614 may also be
adapted to couple the computer system 600 to other networks such as a global positioning
system (GPS) or a Bluctooth network. The user interface adapier 616 couples user mput
devices, such as a keyboard 620, a pointing device 618, and/or a touch screen (not shown) to
the computer system 600. The keyboard 620 may be an on-screen keyboard displayed on a
touch panel. Additional devices (not shown) such as a camera, microphoue, video camera,
accelerometer, compass, and or gyroscope oay be coupled to the user interface adapter 616,
The display adapter 622 may be driven by the CPU 602 to control the display on the display
device 624, Any of the devices 602-622 may be physical and/or logical.
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{6089} The applications of the present disclosure are not Himited to the architecture of
computer system 600. Rather the computer system 600 is provided as an example of one
type of computing device that may be adapted to perform the functions of a server 702 and/or
the user interface device 710, For example, any suitable processor-based device may be
utilized incloding, without limitation, personal data assistants {PDAs), tablet computers,
smartphones, computer game consoles, and multi-processor servers. Moreover, the systeras
and methods of the present disclosure may be implemented on application specific infegrated
circuits {ASIC), very large scale integrated (VLSI) circuits, or other circuitry. In fact,
persons of ordinary skill in the art may utilize any number of suitable structures capable of
exocuting logical operations according to the described ersbhodiments.  For example, the
computer system 800 may be virtualized for access by multiple users and/or applications,
[8090] Fig. 7 is a block diagram illustrating a server hosting an emulated software
environment for virtualization according to one embodiment of the disclosure. An operating
system 702 executing on a server includes drivers for accessing hardware components, such
as a networking layer 904 for accessing the communications adapter 614, The operating
systern 702 may be, for example, Linux. An emulated environment 908 in the operating
systemn 702 executes a programn 710, such as CPCommO8S. The program 710 accesses the
networking layer 704 of the operating system 702 through a non-omulated interface 706, such
as XNIOP. The non-emulated interface 706 translates requests from the program 710
executing in the emulated environment 708 for the networking layer 704 of the operating
system 702,

6091} In another example, hardware in a computer system may be virtualized through a
hypervisor. Fig. & is a block diagram illustrating a server hosting an emulated hardware
cuvironment according to one embodiment of the disclosure, Users 752, 754, 756 may
access the hardware 760 through a hypervisor 758, The hypervisor 958 may be integrated
with the hardware 760 to provide virtualization of the hardware 760 without an operating
system, such as in the configuration iltustrated mn Fig. 4A. The hypervisor 758 may provide
access fo the hardware 760, including the CPU 702 and the communications adaptor 614,
(6092} If mplemented in firmware and/or software, the functions described above may
be stored as one or more mstractions or code on a computer-readable medium, Examples
mchide non-transitory computer-readable media encoded with a data structure and computer-
readable media cncoded with a computer program.  Compuier-readable media includes
physical computer storage media. A storage medium may be any available medium that can
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be accessed by a computer. By way of example, and not limitation, such computer-readable
media can comprise RAM, ROM, EEPROM, CD-ROM or other optical disk storage,
magnetic disk storage or other maguetic storage devices, or any other medium that can be
used to store desired program code in the form of instructions or data structures and that can
be accessed by a computer. Disk and disc includes compact discs (CD), laser discs, optical
discs, digital versatile discs (DVD), floppy disks and Blu-ray discs.  Generally, disks
reproduce data magnetically, and discs reproduce data optically. Combinations of the above
should also be included within the scope of computer-readable media.

[6093] Computer storage media generally includes at least some tangible, non-transitory
media and can, in some embodiments, exclude fransifory wired or wircless signals.
Communication media may be embodied by computer readable instructions, data structures,
program modules, or other data in a modulated data signal, such as a carrier wave or other
transport mechanismo, and includes any information delivery media. The term “modulated
data signal” may describe g signal that has one or more characteristics set or changed in such
a manner as to encode information in the signal. By way of example, and not limitation,
communication media may include wired media such as a wired network or direct-wired
connection, and wireless media such as Wi-Fi, acoustic, radio frequency (RF), mfrared, and
other wireless media. In accordance with the present disclosure, the ferm computer readable
media as used herein may include computer storage media, but generally excludes entirely
transitory embodiments of communication media, such as modulated data signals.

10094] In addition to storage on computer readable medium, nstructions and/or data
may be provided as signals on fransmission media included in 3 communication apparatus.
For example, a communication apparatus may mclude a transcetver having signals indicative
of nstructions and data. The instructions and data are configured to cause one or more
processors to implement the functions outlined in the claims.

[3095] Although the present disclosure and its advantages have been described in detail,
it should be understood that varicus changes, substitutions and alterations can be made herein
without departing from the spirit and scope of the disclosure as defined by the appended
claims. Moreover, the scope of the present application is pot intended to be limited to the
particular embodiments of the process, machine, manufacture, composition of matter, means,
methods and steps desceribed in the specification.  As one of ordinary skill in the art will
readily appreciate from the present invention, disclosure, machines, manufacture,
compositions of matter, means, methods, or steps, presently existing or later to be developed
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that perform substantially the same function or achieve substantially the same result as the
corresponding embodiments described herein may be utilized according to the present
disclosure. Accordingly, the appended claims are intended to include within their scope such
processes, machines, mamufacture, compositions of matter, means, methods, or steps.

{3096} Referring to Figs. 1-8 generally, it is noted that the arrangements described herein
provide a number of advantages over existing hybrid cloud arrangements in forms of security
and forwards-compatibility. In particular, because the architectures described hercin rely
only on a small addition of an applet to the virtual machines to assist in authentication of that
virtual machine in the public or private context, and because that applet is customizable, the
architecture described herein is both simple to manage and supports migration to future
authentication arrangemenis or security architectures and protocols (e.g., to tuture Stealth or
other security technologics).

[3097] Furthermore, because of the use of dedicated virtual data relays for cach cloud-
based VM, the sccurity settings of a particular private domain can be extended to that cloud-
based VM (and data can be seamlessly communicated among VMs in the private and cloud
cuvironments) without a requirement of sharing community of interest keys or filters to the
cloud-based VM, ensuring the security of those keys and filters. Furthermore, because of the
flexible configurations described herein, private virtualization systems, referred to in some
cases herein as a private cloud, can be treated commonly with either cloud-based VMs (e.g.,
as 1 Fig. 3) for licensing, logging, and authentication purposes, or commonly with local,
private hardware systems that require licensing, logging, and authentication for purposes of
security. Additionally, the approach provided herein relies upon features added to virtual
machines rather than any particular characteristics of the virtual machines or cloud
cuvironments themselves, and therefore can be extended to any of a number of different types
of cloud environments.

[B098] The above specification, examples and data provide a complete description of the
manufacture and use of the composition of the invention. Since many embodiments of the
invention can be made without departing from the spint and scope of the mvention, the

invention resides in the claims hereinafier appended.
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Claims:

1. A systern for managing secure integration of a cloud-based computing
resource with a private domain, the system comprising:

a hybrid cloud arrangement including a plurality of virtual machines, the plurahity of
virtual machines including at least a first virtual machine within the private domain and a
second virtual machine within a public cloud;

a virtual data relay within the private domamn and associated with the second virtual
machine, the virtual data relay comprising:

a private domain interface usced to cstablish a secure communication link
according to a first security protocol with each virtual machine within the private
domain that is a member of a comanunity of nterest, the vittual data relay assigned a
community of interest key used by the private domain interface and defining the
community of interest of which the second virtual machine is a member; and

a public cloud interface used to establish a secure communication link with the
second virtual machine, the public cloud interface using a second security protocol
ditferent from the first security protocol,

2. The system of claim 1, wherein communications from virtual machines within
the private domain that are members of the community of futerest to the second virtual

machine are routed to the second virtual machine via the virtual data relay.

3 The systern of claim 1, wherein the virtual data relay exchanges data between

the private domain interface and the public cloud interface via clear text.

4. The system of claim 1, wherein the second security protocol comprises [Psec.
5. The system of claim 4, wherein the first security protocol comprises Stealth.
6. The system of claim 4, wherein the public cloud mierface forms a VPN

connection to the second virtual machine from the virtual data relay.
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~r

7. The system of claim 1, further comprising a licensing server communicatively
conpected {0 one or more virtual machines in the private domain and in the public cloud via a

third security protocol.

8. The sysiem of ¢laim 1, wherein the second security protoco! is used to secure

data transnutted from the private dorsain to the public cloud via the Internet.

9. The system of claim 1, further comprising:

a third virtual machine within the public cloud; and

a second virtual data relay within the private domain and associated with the third
virtual machine, the second virtual data relay comprising:

a private domain interface used o cstablish a secure commumication link
according to a first security protocol with each virtual machine within the private
domain that is a member of a second community of interest, the virtual data relay
assigned a second community of interest key different from the commumity of interest
key, the second community of interest key used by the private domain interface of the
second virtual data relay and defining the second conwnunity of interest of which the
third virtual machine is a member; and

a public cloud interface used to establish a secure communication link with the
third virtual machine, the public cloud interface of the second virtual data relay using

the second security protocol.

10 The aystem of claim 9, wherein the first virtual machine is included in the
community of interest but excluded from the second community of intorest, and wherein the
first virtual machime can communicate with the second virtual machine but not the third

virtual machine.

1. A method of securely integrating a cloud-based computing resource with a
private domain, the method comprising:

establishing a virtual data relay n a private domain of a hybrid cloud arrangement
mchuding a plurality of virtual machines across a private domain and a cloud-based domain,

the virtual data relay dedicated to a ¢loud-based virtual machine;
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receiving data addressed to the cloud-based virtual machine at a private domain
jaterface of the virtual data relay according to a first security protocol from a virtual machine
within the community of interest, the virtual machine inchuded within the private domain; and
transmitting the data to the cloud-based virtual machine according to a second

security protocol different from the first security protocol.

12. The method of claim 11, further comprising assigning a role to cach virtual

machine within a hybrid cloud arrangement.

ja¥)

13 The method of claim 11, further comprising establishing a connection to

licensing server using a third security protocol.

14, The method of claim 13, wherein the first security protocol comprises a

Stealth protocol and the second protocol comprises an IPsec protocol.

i5. The method of claim 14, wherein the third security protocol comprises a
second Stealth protocol incorapatible with the Stealth protocol.

i6. The method of claim 11, further comprising applyving at least one filter at the
second virtual data relay.

17. The method of claim 16, wherein the at least one filter defines g plurality of
conpection rules for the cloud-based virtual machine.

18. The method of claim 17, wherein the connection rules define an administrative

community of inferest, a service community of interest, and a Heense community of interest

of which the cloud-based virtual machine is a member,

i9. A system for managing sccure integration of a cloud-based computing
resource with a private domain, the system comprising:

a hybrid cloud arrangerent including a plurality of virtual meachines, the plurality of
virtual machines including at least a first virtual machine within the private domain and a
second virtual machine within a public cloud;
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a virtual data relay within the private domain and associated with the second virtual
machine, the virtual data velay comprising:

a private domain interface used to establish a secure communication link
according to a Stealth protocol with cach virtual machine within the private domain

that is & member of a community of interest, the virtual data relay assigned a

community of interest key used by the private domam inferface to secure

communications within a commnunity of interest of which the second virtual machine
is a member; and
a public cloud interface;

a gateway appliance through which coranwumications from the virtual data relay are
roated to the second virtual machine, the gateway appliance used to establish a VPN
connection between the public cloud interface of the virtual data relay and the second virtual
machine; and

a licensing appliance accessible to cach of the plurality of virtual machines via a
licensing community of interest secured using a licensing community of interest key

distributed to each of the plurahity of virtual machines.
24. The system of claim 19, further comprising a credentialing service within the private

domatin, the credentialing service used to provide the community of interest key to the virtual

data relay.
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