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LIVE STREAMING PROCESSING METHOD , 
APPARATUS , AND SYSTEM 

CROSS - REFERENCE TO RELATED 
APPLICATIONS 

[ 0001 ] This application is a continuation application of 
PCT / CN2018 / 088778 , entitled “ LIVE STREAMING PRO 
CESSING METHOD , APPARATUS , AND SYSTEM ” filed 
on May 29 , 2018 , which claims priority to Chinese Patent 
Application No. 201710423200.1 , filed with the China Pat 
ent Office on Jun . 7 , 2017 and entitled “ LIVE STREAMING 
PROCESSING METHOD , APPARATUS , AND SYS 
TEM ” , all of which are incorporated herein by reference in 
their entirety . 

request , after determining that the live streaming 
request comprises the authentication success informa 
tion . 

[ 0011 ] A live streaming processing system includes : 
[ 0012 ] a proxy server , configured to : 
[ 0013 ] determine , by the proxy server , that a live 

streaming connection between the proxy server and a 
first access server is interrupted ; 

[ 0014 ] generate , by the proxy server , a live streaming 
request in response to the interruption , the live stream 
ing request comprising at least a stream identifier and 
authentication success information ; and 

[ 0015 ] send the live streaming request to a second 
access server ; 

[ 0016 ] a second access server , configured to : 
[ 0017 ] receive the live streaming request sent by the 

proxy server ; and 
[ 0018 ] establish the live streaming connection for the 

stream identifier with the proxy server in response to 
the live streaming request , after determining that the 
live streaming request comprises the authentication 
success information . 

[ 0019 ] A non - transitory computer readable storage 
medium stores a plurality of programs in connection with a 
live streaming processing system having a proxy server and 
a second access server , wherein the plurality of programs , 
when executed by a corresponding server , cause the server 
to perform steps of the aforementioned live streaming pro 
cessing method according to any one of the foregoing 
aspects . 

FIELD OF THE TECHNOLOGY 

[ 0002 ] This application relates to the field of network 
technologies , and in particular , to a live streaming process 
ing method , apparatus , and system . 

BACKGROUND OF THE DISCLOSURE 

[ 0003 ] Currently , video live streaming becomes more 
popular , and contention between video live streaming plat 
forms is relatively fierce . Therefore , it is very important to 
ensure user experience . Currently , a video live streaming 
system mainly includes an uplink part and a downlink part . 
The uplink is anchor streaming , and the downlink is viewing 
by viewers . For the uplink part in the video live streaming 
system , generally , an anchor terminal sends , to an access 
server , a live streaming request carrying a valid signature 
( that is , a user identity signature ) , and after the signature is 
authenticated , the anchor terminal sends audio and video 
data to the access server for live streaming . Generally , a 
connection between the anchor terminal and the access 
server uses a reliable transmission control protocol ( TCP ) 
connection , but if the access server is abnormal , a TCP 
connection is interrupted , causing interruption of streaming 
of the anchor terminal . 

BRIEF DESCRIPTION OF THE DRAWINGS 

SUMMARY 

[ 0020 ] FIG . 1 is a flowchart of a live streaming processing 
method according to an embodiment of this application . 
[ 0021 ] FIG . 2 is another flowchart of a live streaming 
processing method according to an embodiment of this 
application . 
[ 0022 ] FIG . 3 is still another flowchart of a live streaming 
processing method according to an embodiment of this 
application . 
[ 0023 ] FIG . 4 is an architectural diagram of a live stream 
ing processing system according to an embodiment of this 
application . 
[ 0024 ] FIG . 5 is a schematic structural diagram of an 
access server according to an embodiment of this applica 
tion . 
[ 0025 ] FIG . 6 is a schematic structural diagram of a proxy 
server according to an embodiment of this application . 
[ 0026 ] FIG . 7 is a schematic structural diagram of a server 
according to an embodiment of this application . 

DESCRIPTION OF EMBODIMENTS 

[ 0004 ] Embodiments of this application provide a live 
streaming processing method , apparatus , and system , to 
effectively avoid a problem of streaming interruption in a 
video live streaming process . 
[ 0005 ] Specific technical solutions provided in the 
embodiments of this application are as follows : 
[ 0006 ] A live streaming processing method is performed at 
a live streaming processing system having a proxy server 
and a second access server , each server having one or more 
processors and memory storing programs to be executed by 
the one or more processors , the method comprising : 

[ 0007 ] determining , by the proxy server , that a live 
streaming connection between the proxy server and a 
first access server is interrupted ; 

[ 0008 ] generating , by the proxy server , a live streaming 
request in response to the interruption , the live stream 
ing request comprising at least a stream identifier and 
authentication success information ; 

[ 0009 ] sending , by the proxy server , the live streaming 
request to the second access server ; and 

[ 0010 ] establishing , by the second access server , the 
live streaming connection for the stream identifier with 
the proxy server in response to the live streaming 

[ 0027 ] The following clearly and completely describes the 
technical solutions in the embodiments of this application 
with reference to the accompanying drawings in the embodi 
ments of this application . Apparently , the described embodi 
ments are some of the embodiments of this application 
rather than all of the embodiments . All other embodiments 
obtained by a person of ordinary skill in the art based on the 
embodiments of this application without creative efforts 
shall fall within the protection scope of this application . 
[ 0028 ] In a video live streaming process , to avoid stream 
ing interruption of an anchor terminal caused by an abnor 



US 2019/0379916 A1 Dec. 12 , 2019 
2 

mal access server , a proxy server may be added between the 
access server and the anchor terminal . When the access 
server is abnormal , the proxy server may automatically 
reconnect to the access server to ensure that there is no 
streaming interruption . 
[ 0029 ] However , a signature carried in a live streaming 
request sent by the anchor terminal at first has timeliness . If 
the signature is out of a duration of validity , the access server 
is abnormal at this time , causing interruption of the connec 
tion with the proxy server connection . When the connection 
with the proxy server is interrupted , the proxy server sends 
a cached signature and a stream identifier to the access 
server to reapply for live streaming . The access server sends 
the signature to the authentication server which determines 
that the signature is invalid because the authentication server 
considers the signature has expired , so that authentication 
fails . The access server , furthermore , denies live steaming 
data , causing failure to reconnection of the proxy server . 
Streaming interruption of the anchor terminal affects the live 
streaming experience of an anchor and also causes a failure 
in watching a live streaming video by a viewer . 
[ 0030 ] For this reason , the live streaming request sent by 
the proxy server to the access server may include a stream 
identifier and authentication success information . The access 
server , after receiving the live streaming request , if deter 
mining that the live streaming request includes the authen 
tication success information , then establishes a live stream 
ing connection for the stream identifier with the proxy server 
in response to the live streaming request . In this way , when 
the access server receives the live streaming request , the 
access server , if determining that the live streaming request 
includes the authentication success information , may 
directly re - establish the live streaming connection with the 
proxy server without a need of authentication again . This 
can effectively avoid streaming interruption of anchor ter 
minal caused when the access server is abnormal and the 
user identity signature is expired , thereby ensuring that there 
is no streaming interruption of the anchor terminal and 
improving the live streaming experience of the anchor . 
[ 0031 ] FIG . 1 is a flowchart of a live streaming method 
according to an embodiment of this application . Referring to 
FIG . 1 , an execution body of the live streaming processing 
method provided in this embodiment of this application is an 
access server , and the method specifically includes the 
following operations : 
[ 0032 ] S100 : The access server receives a live streaming 
request sent by a proxy server , the live streaming request 
including at least a stream identifier and authentication 
success information . 
[ 0033 ] It should be noted that a stream refers to audio and 
video data continuously pushed by an anchor terminal in a 
live streaming process , and a stream identifier is used to 
distinguish between different streams . 
[ 0034 ] Actually , in a live streaming system , two parts as 
uplink streaming and downlink streaming are divided . The 
uplink streaming refers to a process of pushing live stream 
ing content to a server and the downlink streaming refers to 
a process of pulling existing live streaming content by using 
a specified address from a server . This embodiment of this 
application is mainly specific to the uplink streaming pro 
cess in the live streaming system . 
[ 0035 ] The authentication success information is sent by 
the access server to proxy server when the proxy server 
successfully establishes a live streaming connection with the 

access server before interruption , and is used to indicate that 
a live stream that is for the stream identifier and that is sent 
by the anchor terminal has been authenticated . 
[ 0036 ] That is , in this embodiment of this application , 
after the anchor terminal sends the live streaming request to 
the proxy server for the first time , and the access server 
determines that the authentication succeeds and establishes 
the live streaming connection with the proxy server , the 
access server needs to send the authentication success infor 
mation to the proxy server , so that the proxy server caches 
the authentication success information . 
[ 0037 ] In this way , when the access server is abnormal , for 
example , the access server restarts , or a service process of 
the access server restarts , is abnormal , or is broken down , 
the access server disconnects from the proxy server , and the 
proxy server sends , to the access server again , the live 
streaming request carrying the cached authentication suc 
cess information and , so that the access server learns that the 
live streaming for the stream identifier corresponding to the 
live streaming request has been authenticated before . 
[ 0038 ] In some embodiments , when the access server is 
abnormal , and the proxy server determines that the connec 
tion with the access server is passively interrupted and 
re - sends the live streaming request , the proxy server may 
select another access server for connection , that is , send the 
live streaming request to another access server , because 
when the proxy server performs a reconnection , abnormality 
of the access server connected before may not have been 
fixed or the access server is dead . This causes a failure in the 
reconnection of the proxy server . Therefore , the proxy server 
may select another access server to re - initiate streaming . 
[ 0039 ] S110 : The access server establishes a live stream 
ing connection for the stream identifier with the proxy server 
in response to the live streaming request , if determining that 
the live streaming request includes the authentication suc 
cess information . 
[ 0040 ] In some embodiments , the live streaming request 
may further include a user identity signature corresponding 
to the anchor terminal . 
[ 0041 ] When S110 is performed , the establishing a live 
streaming connection for the stream identifier includes : 

[ 0042 ] performing the operation of establishing a live 
streaming connection for the stream identifier , if veri 
fication of a user identity signature and the stream 
identifier succeeds , where the verification is not veri 
fication of a duration of validity of the user identity 
signature . 

[ 0043 ] That is , in this embodiment of this application , 
when the live streaming request includes the authentication 
success information , there are two processing methods for 
the live streaming request : 
[ 0044 ] In one processing method , if the access server 
determines that the live streaming request includes the 
authentication success information , the access server re 
establishes the live streaming connection for the stream 
identifier with the proxy server in response to the live 
streaming request . 
[ 0045 ] That is , an authentication process is not performed . 
When the live streaming request includes the authentication 
success information , it indicates that the live streaming for 
the stream identifier sent by the anchor terminal has been 
authenticated before , and the live streaming request is a 
request sent for a following stream when the proxy server 
reconnects to the access server , is the request sent by the 
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proxy server which is equivalent to free - wheeling . In this 
case , the live streaming request may be directly received 
without authentication . The access server re - establishes the 
live streaming connection for the stream identifier with the 
proxy server to receive live streaming data after the recon 
nection . 
[ 0046 ] In this processing method , when the access server 
is abnormal , the access server can rapidly establish the live 
streaming connection with the proxy server . 
[ 0047 ] In the other processing method , if the access server 
determines that the live streaming request includes the 
authentication success information , the user identity signa 
ture and the stream identifier are verified . After the verifi 
cation succeeds , the access server re - establishes the live 
streaming connection for the stream identifier with the proxy 
server in response to the live streaming request , where the 
verification is not verification of the duration of validity of 
the user identity signature . 
[ 0048 ] That is , when the live streaming request includes 
the authentication success information , the user identity 
signature and the stream identifier need to be further veri 
fied . However , during verification of the user identity sig 
nature , time of the user identity signature is neglected . Such 
a processing method is more secure and reliable , and may 
further resolve a problem of streaming interruption of the 
anchor terminal caused when the access server is abnormal 
and the user identity signature is expired . 
[ 0049 ] In some embodiments , the method for the user 
identity signature may include : when the user identity sig 
nature can be decoded , determining that the verification of the user identity signature succeeds . Herein , the verification 
of the duration of validity of the user identity signature is 
neglected . The verification method for the stream identifier 
may include : when determining that a first stream identifier 
obtained through decoding from the user identity signature 
is consistent with the stream identifier in the live streaming 
request , it indicates that an applied stream is the same as a 
stream corresponding to the user identity signature , so that 
the verification of the stream identifier succeeds . 
[ 0050 ] In addition , in this embodiment of this application , 
for the verification of the user identity signature and the 
stream identifier , there may be the following two cases : 
[ 0051 ] In one case : the step of verifying the user identity 
signature and the stream identifier is performed by the 

server establishes the live streaming connection for the 
stream identifier with the proxy server , so that the access 
server receives live streaming data after the reconnection , 
re - streaming is allowed . This can effectively avoid stream 
ing interruption of the anchor terminal caused when the 
access server is abnormal and the user identity signature is 
expired , and block impact caused by internal disconnection 
of the server on the anchor terminal , so that an anchor is not 
aware of the disconnection , thereby improving live stream 
ing experience of the anchor and further promoting com 
petitiveness of a live streaming platform . 
[ 0057 ] FIG . 2 is another flowchart of a live streaming 
processing method according to an embodiment of this 
application . Referring to FIG . 2 , the execution body of the 
live streaming processing method provided in this embodi 
ment of this application is a proxy server , and the method 
specifically includes the following operations : 
[ 0058 ] S200 : The proxy server sends a live streaming 
request to a second access server when determining that a 
live streaming connection between the proxy server and a 
first access server is interrupted , the live streaming request 
including at least a stream identifier and authentication 
success information . 
[ 0059 ] In some embodiments , when performing S200 , the 
proxy server may further send , to the second access server , 
received live streaming data sent by an anchor terminal . 
[ 0060 ] Therefore , a live streaming delay may further be 
reduced 
[ 0061 ] S210 : Re - establish the live streaming connection 
for the stream identifier with the second access server . 
[ 0062 ] In this embodiment , the execution body of the live 
streaming processing method is the proxy server , and the 
method corresponding to the live streaming processing 
method in the embodiment shown in FIG . 1. Therefore , 
details are no longer described herein . 
[ 0063 ] However , it should be noted that , in this embodi 
ment of this application , when an anchor terminal initiates 
the live streaming request , if authentication succeeds , and 
the live streaming connection is established , the first access 
server returns the authentication success information to the 
proxy server , and the proxy server locally caches the authen 
tication success information . After that , in this embodiment 
of this application , the proxy server may recognize the 
following cases and perform corresponding processing : 
[ 0064 ] The first case : the anchor terminal is reconnected . 
When the anchor terminal is reconnected , it indicates that 
the anchor actively interrupts streaming . In this case , the 
proxy server clears the cached authentication success infor 
mation and sends a live streaming request carrying a user 
identity signature corresponding to the anchor terminal to 
the access server for re - authentication . 
[ 0065 ] The second case : the proxy server is abnormal . 
When the proxy server is abnormal , the anchor terminal 
disconnects streaming , and then the anchor terminal needs to 
perform streaming and re - authentication again . 
[ 0066 ] However , actually , an abnormality probability of 
the proxy server is extremely low , and even if the proxy 
server is abnormal , generally , there is a plurality of proxy 
servers . If one proxy server is abnormal , the proxy server is 
replaced with another one for re - streaming . 
[ 0067 ] The third case : an access server is abnormal . The 
proxy server receives a passive disconnection event , after 
which the proxy server actively initiates connection with the 
access server and sends the live streaming request carrying 

access server . 

[ 0052 ] In this case , the authentication server is not needed 
anymore , and the access server may directly have an authen 
tication function . 
[ 0053 ] In the other case , the authentication server is fur 
ther included . 
[ 0054 ] First , the access server sends the user identity 
signature , the stream identifier and the authentication suc 
cess information to the authentication server , and the authen 
tication server performs authentication on the user identity 
signature and the stream identifier based on the authentica 
tion success information and neglects the duration of valid 
ity of the user identity signature . 
[ 0055 ] Then , the access server receives a verification 
result of the authentication server , and determines whether 
the verification succeeds based on the verification result . 
[ 0056 ] In this embodiment of this application , the access 
server receives the live streaming request sent by the proxy 
server , if determining that the live streaming request 
includes the authentication success information , the access 
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[ 0078 ] Therefore , the proxy server extracts , from the live 
streaming request , the user identity signature and the stream 
identifier that correspond to the anchor terminal , and caches 
the two locally , to re - establish the live streaming connection 
with the access server later based on the cached information , 
when disconnection is caused due to abnormality of the 
access serve . 

[ 0079 ] S310 : The proxy server sends the live streaming 
request to a first access server . 
[ 0080 ] Further , when performing S310 , the proxy server 
sends the live streaming data to the first access server . 
[ 0081 ] It should be noted that , the proxy server is equiva 
lent to a transfer station that re - sends the received live 
streaming request and live streaming data to the first access 
server . The sending method is , for example , transparent 
transmission . That is , regardless of a service to be transmit 
ted , the proxy server is only responsible for transferring a 
service that needs to be transferred to a destination node and 
ensuring quality of transmission , and does not process the 
service to be transmitted . 
[ 0082 ] S320 : The first access server sends the live stream 
ing request to an authentication server . 
[ 0083 ] This embodiment is described by using the authen 
tication server as an example . Certainly , the authentication 
server may not be used , and instead , the access server 
replaces the authentication server to achieve an authentica 
tion function . 
[ 0084 ] S330 : The authentication server verifies the user 
identity signature and the stream identifier in the live stream 
ing request , and sends a verification result to the first access 
server . 

the authentication success information to the access server , 
the access server does not perform authentication or per 
forms authentication but neglects a duration of validity of 
the user identity signature and re - establishes the live stream 
ing connection with the proxy server . 
[ 0068 ] The live streaming processing method in this 
embodiment of this application may be applied to the third 
case , namely , the case in which the access server is abnormal 
and the duration of validity of the user identity signature is 
expired , to resolve the problem of failure of reconnection of 
the proxy server and streaming interruption of the anchor 
terminal . 
[ 0069 ] FIG . 3 is another flowchart of a live streaming 
processing method according to an embodiment of this 
application . Referring to FIG . 3 , the live streaming process 
ing method provided in this embodiment describes an entire 
process in which an anchor terminal sends a live streaming 
request , authentication succeeds , a live streaming connec 
tion is established , and an access server is abnormal . The 
method specifically includes the following operations : 
[ 0070 ] S300 : A proxy server receives a live streaming 
request sent by an anchor terminal , the live streaming 
request including at least a user identity signature and a 
stream identifier that correspond to the anchor terminal . 
[ 0071 ] In some embodiments , the anchor , when perform 
ing live streaming , selects a live streaming source , obtains a 
streaming address and the user identity signature , and then 
sends the live streaming request to a corresponding server 
according to the streaming address , to establish a connection 
with the corresponding server . 
[ 0072 ] The user identity signature further includes a dura 
tion of validity of the user identity signature and a stream 
identifier . Besides , the stream identifier may be generated by 
the anchor terminal or the server terminal . 
[ 0073 ] Further , when performing S300 , the proxy server 
receives the live streaming data sent by the anchor terminal . 
[ 0074 ] That is , the anchor terminal , when sending the live 
streaming request to the proxy server , sends live streaming 
data ( namely , audio and video data ) to the proxy server . A 
purpose of parallel transmission performed in this way is to 
further reduce a live streaming delay , so that live streaming 
data may be obtained when the connection is established . 
[ 0075 ] Certainly , the anchor terminal can send the live 
streaming data to the proxy server , after an uplink connec 
tion is established . This is not limited in this embodiment . 
[ 0076 ] For example , the anchor who wants to perform live 
streaming on a live streaming platform needs to register on 
the live streaming platform in advance , for example , set a 
user name and a password for real - name authentication . 
Then , when the anchor starts live streaming , for example , 
clicks a streaming button , the server returns a streaming 
address and a user identity signature , enters setting of open 
broadcaster software ( Open Broadcaster Software , obs ) , and 
make other corresponding settings based on the streaming 
address and the user identity signature . After the settings are 
completed , a live streaming request carrying the user iden 
tity signature and a stream identifier is sent to a correspond 
ing proxy server , and current audio and video data may also 
be sent . 
[ 0077 ] Further , after S300 is performed , the method fur 
ther includes : storing , by the proxy server , the user identity 
signature and the stream identifier that correspond to the 
anchor terminal . 

[ 0085 ] S340 : The first access server sends authentication 
success information to the proxy server and establishes a 
live streaming connection with the proxy server when deter 
mining , according to the verification result , that the verifi 
cation succeeds . 
[ 0086 ] S350 : The proxy server stores the authentication 
success information . 
[ 0087 ] In this case , the anchor terminal , the proxy server , 
and the first access server establish the live streaming 
connection , uplink streaming of live streaming is imple 
mented , and the anchor may perform live streaming . 
[ 0088 ] S360 : The proxy server sends the live streaming 
request to a second access server when determining that the 
live streaming connection between the proxy server and the 
first access server is interrupted , the live streaming request 
including at least the stream identifier and the authentication 
success information . 
[ 0089 ] In this embodiment , for a case of abnormality of 
the first access server , the proxy server receives a passive 
disconnection event . 
[ 0090 ] S370 : The second access server establishes the live 
streaming connection for the stream identifier with the proxy 
server in response to the live streaming request , if deter 
mining that the live streaming request includes the authen 
tication success information . 
[ 0091 ] In some embodiments , the second access server 
may also respectively verify the user identity signature and 
the stream identifier . When verification of both the two 
succeeds , the second access server re - establishes the live 
streaming connection for the stream identifier with the proxy 
server . The verification is not verification of the duration of 
validity of the user identity signature . 
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[ 0092 ] In S360 in this embodiment of this application , 
when the first access server is abnormal , and the proxy 
server determines that a connection with the first access 
server is passively interrupted and re - sends the live stream 
ing request , the proxy server may select another access 
server for connection , that is , send the live streaming request 
to another access server ( the second access server ) , because 
when the proxy server performs a reconnection , abnormality 
of the access server ( the first access server ) connected before 
may not have been fixed or the access server is dead . This 
causes a failure in the reconnection of the proxy server . 
Therefore , the proxy server may select another access server 
to re - initiate streaming . 
[ 0093 ] That is , in this embodiment of this application , 
provided that the access server determines that the live 
streaming request includes the authentication success infor 
mation , whether authentication succeeds or not can be 
determined , and then the proxy server re - establishes the live 
streaming connection with the access server , without limit 
ing the access server . 
[ 009 ] In this embodiment of this application , the access 
server notifies the proxy server of the authentication success 
information . The proxy server not only caches the stream 
identifier and the user identity signature , but also caches the 
authentication success information . When the access server 
is abnormal that causes interruption , and the proxy server 
re - applying for live streaming , the proxy server may send 
the authentication success information , the user identity 
signature , and the stream identifier to the access server , so 
that the access server learns that the live streaming corre 
sponding to the user identity signature and the stream 
identifier has been authenticated before , and the live stream 
ing connection is directly re - established ; or the user identity 
signature and the stream identifier are verified , and the 
verification is not verification of the duration of validity of 
the user identity signature . Verification of the duration of 
validity of the user identity signature is neglected . In this 
way , streaming interruption of the anchor terminal can be 
effectively avoided ; impact of internal posting abnormality 
of the live streaming platform and the duration of validity of 
the user identity signature on the anchor user is blocked , so 
that an anchor is not aware of disconnection , thereby 
improving live streaming experience of the anchor . 
[ 0095 ] Based on the foregoing embodiment , referring to 
FIG . 4 , in this embodiment , a live streaming processing 
system includes : an anchor terminal 410 , a proxy server 420 , 
a first access server 430 , and a second access server 440 . 
Specifically : 
[ 0096 ] The proxy server 420 is configured to send a live 
streaming request to a second access server 440 when 
determining that a live streaming connection between the 
proxy server 420 and a first access server 430 is interrupted , 
the live streaming request including at least a stream iden 
tifier and authentication success information . 
[ 0097 ] The second access server 440 is configured to : 
receive the live streaming request sent by the proxy server 
420 , and establish the live streaming connection for the 
stream identifier with the proxy server 420 in response to the 
live streaming request , if determining that the live streaming 
request includes the authentication success information . 
[ 0098 ] In some embodiments , when sending the live 
streaming request to the second access server 440 , the proxy 
server 420 is further configured to : 

[ 0099 ] send , to the second access server 440 , received 
live streaming data sent by the anchor terminal 410 . 

[ 0100 ] In some embodiments , the live streaming request 
further includes a user identity signature corresponding to an 
anchor terminal 410 ; and 

[ 0101 ] before establishing the live streaming connec 
tion with the proxy server 420 , the second access server 
440 is further configured to : 

( 0102 ] separately verify the user identity signature and 
the stream identifier , and perform the operation of 
establishing the live streaming connection with the 
proxy server 420 , if the verification succeeds , where the 
verification is not verification of a duration of validity 
of the user identity signature . 

[ 0103 ] In some embodiments , the operation of verifying 
the user identity signature and the stream identifier is 
performed by the second access server 440 . 
[ 0104 ] In some embodiments , the live streaming process 
ing system further includes : an authentication server 450 . 
[ 0105 ] When the user identity signature and the stream 
identifier are to be verified , the second access server 440 is 
configured to send the user identity signature , the stream 
identifier , and the authentication success information to the 
authentication server 450. According to the authentication 
success information , the authentication server 440 attempts 
to authenticate the user identity signature and the stream 
identifier and neglects the duration of validity of the user 
identity signature ; and receives a verification result from the 
authentication server 450 , and determines , according to the 
verification result , whether the verification succeeds . 
[ 0106 ] In this embodiment of this application , if determin 
ing that the live streaming request sent by the proxy server 
420 includes the authentication success information , the 
second access server 440 may determine that live streaming 
corresponding to an anchor streaming request has been 
authenticated and may not perform authentication , and the 
proxy server 420 re - establishes the live streaming connec 
tion ; or the second access server 440 performs authentica 
tion but does not verify the duration of validity of the user 
identity signature . In this way , for a case in which the first 
access server 430 is abnormal and the user identity signature 
of the first access server 430 is expired , the live streaming 
connection can be re - connected , thereby avoid interruption 
of streaming of the anchor terminal and improving live 
streaming experience of the anchor . 
[ 0107 ] FIG . 5 is a schematic structural diagram of an 
access server according to an embodiment of this applica 
tion . Referring to FIG . 5 , the access server includes : 

[ 0108 ] a receiving module 50 , configured to receive a 
live streaming request sent by a proxy server , the live 
streaming request including at least a stream identifier 
and authentication success information , and 

[ 0109 ] a processing module 51 , configured to re - estab 
lish the live streaming connection for the stream iden 
tifier with the proxy server in response to the live 
streaming request , if determining that the live stream 
ing request includes the authentication success infor 
mation . 

[ 0110 ] In some embodiments , the live streaming request 
further includes at least a user identity signature correspond 
ing to an anchor terminal ; and 

[ 0111 ] the access server further includes : 
[ 0112 ] a verification module 52 , configured to : deter 
mine whether verification of the user identity signature 
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and the stream identifier succeeds , and trigger the 
operation performed by the processing module 51 , if 
the verification succeeds , where the verification is not 
verification of a duration of validity of the user identity 
signature . 

[ 0113 ] In some embodiments , the verification module 52 
is further configured to verify the user identity signature and 
the stream identifier . 
[ 0114 ] In some embodiments , the verification module 52 
is further configured to : 

[ 0115 ] send the user identity signature , the stream iden 
tifier , and the authentication success information to an 
authentication server , where the authentication server 
separately verifies the user identity signature and the 
stream identifier according to the authentication suc 
cess information , and neglects the duration of validity 
of the user identity signature ; and 

[ 0116 ] receive an authentication result from the authen 
tication server , and determine , according to the authen 
tication result , whether the verification succeeds . 

[ 0117 ] In this embodiment of this application , the proxy 
server sends the live streaming request to the access server , 
and if the live streaming request includes the authentication 
success information , neglects authentication , and re - estab 
lishes the live streaming connection , so that the access server 
receives live streaming data after the reconnection . This can 
resolve a problem of streaming interruption of the anchor 
terminal caused when the access server is abnormal and the 
user identity signature is expired , and block impact caused 
by internal disconnection of the server on the anchor termi 
nal , so that an anchor is not aware of the disconnection , 
thereby improving live streaming experience of the anchor . 
[ 0118 ] FIG . 6 is a schematic structural diagram of a proxy 
server according to an embodiment of this application . 
Referring to FIG . 6 , the proxy server includes 

[ 0119 ] a first sending module 60 , configured to send a 
live streaming request to a second access server when 
determining that a live streaming connection between 
the live streaming processing app us and a first 
access server is interrupted , the live streaming request 
including at least a stream identifier and authentication 
success information ; and 

[ 0120 ] a connecting module 61 , configured to establish 
the live streaming connection for the stream identifier 
with the second access server . 

[ 0121 ] In some embodiments , the proxy server further 
includes : 

[ 0122 ] a second sending module 62 , configured to send , 
to the second access server , received live streaming 
data sent by an anchor terminal . 

[ 0123 ] In this embodiment of this application , when the 
proxy server determines that the connection with the first 
access server is passively interrupted , which is equivalent to 
that , the first access server is abnormal , the proxy server 
receives a passive disconnection event . In this case , the 
proxy server actively sends the live streaming request to the 
second access server , and adds stored authentication success 
information the live streaming request to re - establish the 
live streaming connection with the second access server , so 
that streaming of the anchor terminal will not be interrupted . 
[ 0124 ] FIG . 7 is a schematic structural diagram of a server 
according to an embodiment of this application . 

[ 0125 ] The schematic structural diagram of the server in 
this embodiment is applicable to the proxy server , the access 
server , and the authentication server in the embodiments of 
this application . 
[ 0126 ] As shown in FIG . 7 , the server may include a 
processor 710 ( Center Processing Unit , CPU ) , a memory 
720 , an input device 730 , an output device 740 , and the like . 
The input device 730 may include a keyboard , a mouse , a 
touchscreen , and the like . The output device 740 may 
include a display device , such as a liquid crystal display 
( LCD ) and a cathode ray tube . 
[ 0127 ] The memory 720 may include a read - only memory 
( ROM ) and a random access memory ( RAM ) , and provide 
a program instruction and data stored in the memory 720 for 
the processor 710. In this embodiment of this application , 
the memory 720 may be configured to store a program of a 
live streaming processing method . 
[ 0128 ] The processor 710 invokes the program instruction 
stored in the memory 720 , and the processor 710 is config 
ured to perform the live streaming processing method in the 
embodiments of this application according to the obtained 
program instruction . 
[ 0129 ] Based on the foregoing embodiments , specifically , 
the processor 710 performs a corresponding live streaming 
processing method procedure for the access server , the 
proxy server , and the authentication server . 
[ 0130 ] Based on the foregoing embodiments , an embodi 
ment of this application provides a computer readable stor 
age medium , storing a computer program , and the computer 
program , when executed by a processor , implementing the 
live streaming processing method according to any method 
embodiments described above . 
[ 0131 ] A person skilled in the art should understand that 
the embodiments of this application may be provided as a 
method , a system , or a computer program product . There 
fore , this application may use a form of a hardware - only 
embodiment , a software - only embodiment , or an embodi 
ment combining software and hardware . In addition , this 
application may use a form of a computer program product 
implemented on one or more computer available storage 
media ( including but not limited to a disk memory , a 
CD - ROM , an optical memory , and the like ) including com 
puter available program code . 
[ 0132 ] This application is described with reference to 
flowcharts and / or block diagrams of the method , the device 
( system ) , and the computer program product in the embodi 
ments of this application . It should be understood that 
computer program instructions can implement each proce 
dure and / or block in the flowcharts and / or block diagrams 
and a combination of procedures and / or blocks in the 
flowcharts and / or block diagrams . These computer program 
instructions may be provided to a general - purpose computer , 
a special - purpose computer , an embedded processor , or a 
processor of another programmable data processing device 
to generate a machine , so that an apparatus configured to 
implement functions specified in one or more procedures in 
the flowcharts and / or one or more blocks in the block 
diagrams is generated by using instructions executed by the 
general - purpose computer or the processor of another pro 
grammable data processing device . 
[ 0133 ] These computer program instructions may also be 
stored in a computer readable memory that can guide a 
computer or another programmable data processing device 
to work in a specific manner , so that the instructions stored 
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in the computer readable memory generate a product includ 
ing an instruction apparatus , where the instruction apparatus 
implements functions specified in one or more procedures in 
the flowcharts and / or one or more blocks in the block 
diagrams . 
[ 0134 ] These computer program instructions may also be 
loaded into a computer or another programmable data pro 
cessing device , so that a series of operation steps are 
performed on the computer or another programmable data 
processing device to generate processing implemented by a 
computer , and instructions executed on the computer or 
another programmable data processing device provide steps 
for implementing functions specified in one or more proce 
dures in the flowcharts and / or one or more blocks in the 
block diagrams . 
[ 0135 ] Although the embodiments of this application have 
been described above , once a person skilled in the art learns 
of a basic creative concept , the person may make other 
changes and modification to these embodiments . Therefore , 
the appended claims are intended to be explained as includ 
ing the foregoing embodiments and all changes and modi 
fications that fall within the scope of this application . 
[ 0136 ] Apparently , a person skilled in the art may make 
various changes and variations to the embodiments of this 
application without departing from the scope of the embodi 
ments of this application . In this way , if these modifications 
and variations made to the embodiments of this application 
fall within the scope of the claims of this application and 
equivalent technologies thereof , this application also intends 
to include these changes and variations . 
What is claimed is : 
1. A live streaming processing method performed at a live 

streaming processing system having a proxy server and a 
second access server , each server having one or more 
processors and memory storing programs to be executed by 
the one or more processors , the method comprising : 

determining , by the proxy server , that a live streaming 
connection between the proxy server and a first access 
server is interrupted ; 

generating , by the proxy server , a live streaming request 
in response to the interruption , the live streaming 
request comprising at least a stream identifier and 
authentication success information ; 

sending , by the proxy server , the live streaming request to 
the second access server ; and 

establishing , by the second access server , the live stream 
ing connection for the stream identifier with the proxy 
server in response to the live streaming request , after 
determining that the live streaming request comprises 
the authentication success information . 

2. The method according to claim 1 , wherein the live 
streaming request further comprises a user identity signature 
corresponding to an anchor terminal ; and 

the establishing the live streaming connection for the 
stream identifier with the proxy server further com 

4. The method according to claim 2 , further comprising : 
separately verifying , by the second access server , the user 

identity signature and the stream identifier . 
5. The method according to claim 2 , further comprising : 
sending , by the second access server , the user identity 

signature , the stream identifier , and the authentication 
success information to an authentication server , 
wherein the authentication server separately verifies the 
user identity signature and the stream identifier accord 
ing to the authentication success information , and neglects the duration of validity of the user identity 
signature ; 

receiving a verification result returned by the authentica 
tion server ; and 

determining , according to the verification result , whether 
the verification succeeds . 

6. A live streaming processing system , comprising : 
a proxy server , configured to : 

determine , by the proxy server , that a live streaming 
connection between the proxy server and a first 
access server is interrupted ; 

generate , by the proxy server , a live streaming request 
in response to the interruption , the live streaming 
request comprising at least a stream identifier and 
authentication success information ; and 

send the live streaming request to a second access 
server ; 

a second access server , configured to : 
receive the live streaming request sent by the proxy 

server ; and 
establish the live streaming connection for the stream 

identifier with the proxy server in response to the live 
streaming request , after determining that the live 
streaming request comprises the authentication suc 
cess information . 

7. The live streaming processing system according to 
claim 6 , wherein the live streaming request further com 
prises a user identity signature corresponding to an anchor 
terminal ; and 

the establishing the live streaming connection for the 
stream identifier with the proxy server further com 
prises : 

performing , by the second access server , the operation of 
establishing the live streaming connection for the 
stream identifier with the proxy server , after verifica 
tion of the user identity signature and the stream 
identifier succeeds . 

8. The live streaming processing system according to 
claim 7 , wherein the verification is not verification of a 
duration of validity of the user identity signature . 

9. The live streaming processing system according to 
claim 7 , wherein the second access server is further config 
ured to separately verify the user identity signature and the 
stream identifier . 

10. The live streaming processing system according to 
claim 7 , wherein the second access server is further config 
ured to : 

send the user identity signature , the stream identifier , and 
the authentication success information to an authenti 
cation server , wherein the authentication server sepa 
rately verifies the user identity signature and the stream 
identifier according to the authentication success infor 
mation , and neglects the duration of validity of the user 
identity signature ; 

prises : 
performing , by the second access server , the operation of 

establishing the live streaming connection for the 
stream identifier with the proxy server , after verifica 
tion of the user identity signature and the stream 
identifier succeeds . 

3. The method according to claim 2 , wherein the verifi 
cation is not verification of a duration of validity of the user 
identity signature . 
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receive a verification result returned by the authentication 
server ; and 

determine , according to the verification result , whether 
the verification succeeds . 

11. A non - transitory computer readable storage medium 
storing a plurality of programs in connection with a live 
streaming processing system having a proxy server and a 
second access server , wherein the plurality of programs , 
when executed by a corresponding server , cause the server 
to perform operations including : 

determining , by the proxy server , that a live streaming 
connection between the proxy server and a first access 
server is interrupted ; 

generating , by the proxy server , a live streaming request 
in response to the interruption , the live streaming 
request comprising at least a stream identifier and 
authentication success information ; 

sending , by the proxy server , the live streaming request to 
the second access server ; and 

establishing , by the second access server , the live stream 
ing connection for the stream identifier with the proxy 
server in response to the live streaming request , after 
determining that the live streaming request comprises 
the authentication success information . 

12. The non - transitory computer readable storage medium 
according to claim 11 , wherein the live streaming request 
further comprises a user identity signature corresponding to 
an anchor terminal ; and 

the establishing the live streaming connection for the 
stream identifier with the proxy server further com 
prises : 

performing , by the second access server , the operation of 
establishing the live streaming connection for the 
stream identifier with the proxy server , after verifica 
tion of the user identity signature and the stream 
identifier succeeds . 

13. The non - transitory computer readable storage medium 
according to claim 12 , wherein the verification is not veri 
fication of a duration of validity of the user identity signa 
ture . 

14. The non - transitory computer readable storage medium 
according to claim 12 , wherein the operations further com 
prise : 

separately verifying , by the second access server , the user 
identity signature and the stream identifier . 

15. The non - transitory computer readable storage medium 
according to claim 12 , wherein the operations further com 
prise : 

sending , by the second access server , the user identity 
signature , the stream identifier , and the authentication 
success information to an authentication server , 
wherein the authentication server separately verifies the 
user identity signature and the stream identifier accord 
ing to the authentication success information , and 
neglects the duration of validity of the user identity 
signature ; 

receiving a verification result returned by the authentica 
tion server ; and 

determining , according to the verification result , whether 
the verification succeeds . 


