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ments and radio access node are disclosed, wherein the D2D connection is established
between a first user equipment and a second user equipment under the control of a radio
access node. In one embodiment, the method comprises: receiving, by the first user
equipments, a first message from the second user equipments, the first message compris-
ing a first credential which is calculated by the second user equipment; verifying the
first credential by the first user equipment; and sending a second message indicating ac-
knowledgement of the D2D connection re-establishment from the first user equipment
to the second user equipment upon successful verification of the first credential.
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METHODS FOR DEVICE-TO-DEVICE CONNECTION RE-ESTABLISHMENT
AND RELATED USER EQUIPMENTS AND RADIO ACCESS NODE

Technical field of the Invention

The present invention relates to device-to-device (D2D) communication, and more particularly,

to methods for D2D connection re-establishment and related apparatuses.

Backeround of the Invention

D2D communication is a kind of communication which allows two user equipments to
communicate with each other directly, potentially under some control of cellular networks. The two
user equipments may be referred to as a D2D pair. The examples of D2D communication include
direct communications in a cluster of proximity devices, autonomous D2D communication in a
cellular network, etc.

Nowadays, many investigations and researches about supports of network-controlled D2D
communication in 3G or 4G radio communication networks, e.g. Long Term Evolution (LTE)
network or LTE-Advanced network, have been conducted.

For the D2D communication, D2D Random Access Channel (RACH) is introduced. The radio
resources for the D2D RACH can be allocated by a network-side device such as an eNodeB. The
D2D RACH would be quite similar to the LTE Physical Uplink Control Channel (PUCCH). One
user equipment may utilize the D2D RACH to access the other user equipment directly. Over the
D2D RACH, a D2D connection can be established between two user equipments, and the data can
be transmitted over the D2D connection.

During the data transmission of the D2D pair, there may be a radio link failure (RLF) on the D2D
radio link due to the complexity of heterogeneous network. The D2D radio link tends to suffer from
the heavy interference from other D2D pairs or cellular user equipments (assuming cellular uplink
band can be also used for D2D communications), so the RLF will be unavoidable.

Generally, after the RLF occurs on the radio link, a connection re-establishment will be initiated
to recover the connection. However, the connection re-establishment for a D2D connection is
different from the connection re-establishment for a radio resource control (RRC) connection in a
cellular network such as LTE network.

In the conventional RRC connection re-establishment procedure, after the RLF or handover
failure, the user equipment firstly will select a cell for re-establishment, and then sends a RRC
Connection Reestablishment Request to the eNodeB. Then the eNodeB will do verification, and

upon successful verification, allocate radio resources for the re-establishment and send a RRC
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Connection Reestablishment message to the user equipment to update related parameters of
signaling radio bearers. Finally after all the parameters are updated successfully, the user equipment
will send a RRC Connection Reestablishment Complete message to the eNodeB. So the RRC
connection re-establishment procedure happens between the user equipment and the eNodeB, and
the verification is done by the eNodeB.

But such the RRC connection re-establishment procedure cannot be applied to the D2D
connection re-establishment, because the D2D connection re-establishment happens between the
two user equipments.

When the RLF occurs on the D2D radio link, in order to resume the D2D connection, a new
connection setup procedure may be initiated for the D2D radio link. But this will cause data loss
and possibly involve core network due to generation of a new security key for the D2D
communication. This kind of D2D connection re-establishment will have a negative impact on user
experience for the D2D communication and also push too much signaling burden to the core

network side.

Summary of the Invention

The following presents a simplified summary of the invention in order to provide a basic
understanding of some aspects of the invention. This summary is not an extensive overview of the
invention. It is not intended to identify key or critical elements of the invention or to delineate the
scope of the invention. The following summary merely presents some concepts of the invention in a
simplified form as a prelude to the more detailed description provided below.

The present invention is directed to methods for D2D connection re-establishment and related
user equipments and radio access node.

According to one embodiment, a method for D2D connection re-establishment, the D2D

connection being established between a first user equipment and a second user equipment under the
control of a radio access node, comprises: receiving, by the first user equipment, a first message
from the second user equipment, the first message comprising a first credential which is calculated
by the second user equipment; verifying the first credential by the first user equipment; and sending
a second message indicating acknowledgement of the D2D connection re-establishment from the
first user equipment to the second user equipment upon successful verification of the first
credential.

In an exemplary embodiment, the verifying of the first credential can comprise: calculating a
second credential; and comparing the first credential with the second credential, wherein the first

credential is successfully verified if the first credential is equal to the second credential.
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In an exemplary embodiment, the second credential can be calculated in the same way as the first
credential.

In an exemplary embodiment, the second credential can be calculated based on at least a security
key used for D2D communication between the first and second user equipments, an identifier of the
radio access node, and identifiers of the first and second user equipments.

In an exemplary embodiment, the second credential can be calculated based on at least an
identifier of an integrity algorithm used for D2D communication between the two user equipments,
an identifier of the radio access node, and identifiers of the first and second user equipments.

In an exemplary embodiment, the method can further comprise: reporting success of the D2D
connection re-establishment to the radio access node.

According to another embodiment, a method for D2D connection re-establishment, the D2D
connection being established between a first user equipment and a second user equipment under the
control of a radio access node, comprises: receiving, by the first user equipment, a first message
from the radio access node, the first message comprising at least a first credential which is
calculated by the second user equipment, radio resource information for the re-establishment, and a
process identifier for the re-establishment; verifying the first credential by the first user equipment;
sending from the first user equipment to the radio access node a second message indicating
acceptance of the re-establishment upon successful verification of the first credential; receiving, by
the first user equipment, a third message from the second user equipment, the third message
comprising the process identifier; recognizing the re-establishment based on the process identifier
by the first user equipment; and sending from the first user equipment to the second user equipment
a fourth message indicating acknowledgement of the re-establishment.

In an exemplary embodiment, the second credential can be calculated based on at least a security
key used for D2D communication between the first and second user equipments, a physical cell
identifier and frequency of a cell within which the first and second user equipments are located.

In an exemplary embodiment, the radio resource information for the re-establishment can be
information related to configurations of a D2D random access channel between the first and second
user equipments.

According to another embodiment, a method for D2D connection re-establishment, the D2D
connection being established between a first user equipment and a second user equipment under the
control of a radio access node, comprises: receiving, by the radio access node, a first message from
the first user equipment, the first message comprising an indication of a D2D connection
re-establishment, a credential calculated by the first user equipment, and an identifier of the second

user equipment; allocating a process identifier and radio resources to the re-establishment; sending
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a second message to the second user equipment, the second message comprising the received
credential, the allocated process id and radio resource information for the re-establishment;
receiving from the second user equipment a third message indicating acceptance of the
re-establishment; and sending to the first user equipment a fourth message comprising the radio
resource information and the allocated process identifier, wherein the radio resource information
and the process identifier are used by the first user equipment for the re-establishment.

According to another embodiment, a user equipment for D2D connection re-establishment, the

D2D connection being established between the user equipment and another user equipment under
the control of a radio access node, comprises: at least one processor; and at least one memory
including computer program code; the at least one memory and the computer program code
configured to, with the at least one processor, cause the user equipment to perform at least the
following: receiving a first message from said another user equipment, the first message comprising
a first credential which is calculated by said another user equipment; verifying the first credential;
and sending a second message indicating acknowledgement of the D2D connection
re-establishment to said another user equipment upon successful verification of the first credential.

According to another embodiment, a user equipment for D2D connection re-establishment, the
D2D connection being established between the user equipment and another user equipment under
the control of a radio access node, comprises: at least one processor; and at least one memory
including computer program code; the at least one memory and the computer program code
configured to, with the at least one processor, cause the user equipment to perform at least the
following: receiving a first message from the radio access node, the first message comprising at
least a first credential which is calculated by said another user equipment, radio resource
information for the re-establishment, and a process identifier for the re-establishment; verifying the
first credential; sending to the radio access node a second message indicating acceptance of the
re-establishment upon successful verification of the first credential; receiving a third message from
said another user equipment, the third message comprising the process identifier; recognizing the
re-establishment based on the process identifier; and sending to said another user equipment a
fourth message indicating acknowledgement of the re-establishment.

According to another embodiment, a radio access node for D2D connection re-establishment, the
D2D connection being established between a first user equipment and a second user equipment
under the control of the radio access node, comprises: at least one processor; and at least one
memory including computer program code; the at least one memory and the computer program
code configured to, with the at least one processor, cause the radio access node to perform at least

the following: receiving a first message from the first user equipments, the first request comprising

4



WO 2014/082253 PCT/CN2012/085542

an indication of a D2D connection re-establishment, a credential calculated by the first user
equipment, and an identifier of the second user equipment; allocating a process identifier and radio
resources to the re-establishment; sending a second message to the second user equipment, the
second message comprising the received credential, the allocated process id and radio resource
information for the re-establishment; receiving from the second user equipment a third message
indicating acceptance of the re-establishment; and sending to the first user equipment a fourth
message comprising the radio resource information and the allocated process identifier, wherein the
radio resource information and the process identifier are used by the first user equipment for the
re-establishment.

According to another embodiment, a computer program product including one or more sequences
of one or more instructions which, when executed by one or more processors, cause an apparatus to
at least perform the steps of a method for D2D connection re-establishment.

According to another embodiment, an apparatus for D2D connection re-establishment, the D2D

connection being established between the apparatus and a user equipment under the control of a
radio access node, comprises: means for receiving a first message from the user equipment, the
request comprising a first credential which is calculated by the user equipment; means for verifying
the first credential; and means for sending a response indicating acknowledgement of the D2D
connection re-establishment to the user equipment upon successful verification of the first
credential.

According to another embodiment, an apparatus for D2D connection re-establishment, the D2D
connection being established between the apparatus and a user equipment under the control of a
radio access node, comprises: means for receiving a first message from the radio access node, the
first message comprising at least a first credential which is calculated by the user equipments, radio
resource information for the re-establishment, and a process identifier for the re-establishment;
means for verifying the first credential; means for sending to the radio access node a second
message indicating acceptance of the re-establishment upon successful verification of the first
credential; means for receiving a third message from the second user equipment, the third message
comprising the process identifier; means for recognizing the re-establishment based on the process
identifier; and means for sending to the second user equipment a fourth message indicating
acknowledgement of the re-establishment.

According to another embodiment, an apparatus for D2D connection re-establishment, the D2D
connection being established between a first user equipment and a second user equipment under the
control of a radio access node, comprises: means for receiving a first message from the first user

equipment, the first request comprising an indication of a D2D connection re-establishment, a
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credential calculated by the first user equipment, and an identifier of the second user equipment;
means for allocating a process identifier and radio resources to the re-establishment; means for
sending a second message to the second user equipment, the second message comprising the
received credential, the allocated process identifier and radio resource information for the
re-establishment; means for receiving from the second user equipment a third message indicating
acceptance of the re-establishment; and means for sending to the first user equipment a fourth
message comprising the radio resource information and the allocated process identifier, wherein the
radio resource information and the process identifier are used by the first user equipment for the
re-establishment.

Generally, all terms used in this specification are to be interpreted according to their ordinary
meaning in the technical field, unless explicitly defined otherwise herein. All references to "a/an/the
[element, device, apparatus, component, means, step, etc]” are to be interpreted openly as referring
to at least one instance of said element, device, apparatus, component, means, step, etc., unless
explicitly stated otherwise. The steps of any method disclosed herein do not have to be performed in
the exact order disclosed, unless explicitly stated.

Those skilled in the art will appreciate that the above is merely an introduction to the subject
matter described in more detail below. Other objectives, features and advantages of the present
invention will appear from the following detailed disclosure, from the attached dependent claims as

well as from the drawings.

Brief Description of the Drawines

A more complete understanding of the present invention and certain advantages thereof may be
acquired by referring to the following description in consideration of the accompanying drawings,
in which like reference numbers indicate like features, and wherein:

Fig. 1 is a flow chart illustrating the method for D2D connection re-establishment according to an
exemplary embodiment of the present invention;

Fig. 2 is a signal chart illustrating a D2D connection re-establishment procedure without
participation of an eNodeB;

Fig. 3 is a flow chart illustrating the method for D2D connection re-establishment according to
another exemplary embodiment of the present invention;

Fig. 4 is a flow chart illustrating the method for D2D connection re-establishment according to
another exemplary embodiment of the present invention;

Fig. 5 is a signal chart illustrating a D2D connection re-establishment procedure under the control

of an eNodeB;
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Fig. 6 is a schematic block diagram illustrating the user equipment according to an exemplary
embodiment of the present invention;
Fig. 7 is a schematic block diagram illustrating the radio access node according to an exemplary

embodiment of the present invention.

Detailed Description of the Embodiments

In the following description of the various illustrative embodiments, reference is made to the
accompanying drawings, which form a part thereof, and in which are shown by way of illustration
various exemplary embodiments in which the invention may be practiced. It is to be understood that
other embodiments may be utilized and structural and functional modifications may be made
without departing from the scope of the present invention.

Fig. 1 shows a flow chart illustrating the method for D2D connection re-establishment according
to an exemplary embodiment of the present invention. This embodiment will be described in detail
in conjunction with the figure.

In this embodiment, the D2D connection is established between a first user equipment and a
second user equipment (the first and second user equipments forms a D2D pair) under the control of
a radio access node. A D2D service can be communicated over the D2D connection. If the RLF
happens on the D2D radio link, the D2D connection re-establishment will be initiated by any one of
the D2D pair.

As shown in Fig. 1, at step S110, the first user equipment receives a first message from the
second user equipment, wherein the first message comprises a first credential which is calculated by
the second user equipment. The first message can be regarded as a re-establishment request.

In one implementation, the first credential can be calculated based on at least a security key used
for the D2D communication between the first and second user equipments, an identifier of the radio
access node, and identifiers of the first and second user equipments. In this case, the security key
and the identifiers of the radio access node and two user equipments can be input as parameters of a
Key Derivation Function (KDF) to calculate the first credential. The security key can be the security
key used for the D2D communication before the RLF happens. The identifiers of the radio access
node or user equipment can be any kind of identifiers which uniquely indentifies the radio access
node or the user equipment.

In another implementation, the first credential can be calculated based on at least an identifier of
an integrity algorithm used for the D2D communication between the first and second user
equipments, an identifier of the radio access node, and identifiers of the first and second user

equipments. In this case, the identifier of the integrity algorithm and the identifiers of the radio
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access node and user equipments can be input as parameters of a KDF to calculate the first
credential. The integrity algorithm can be an EIA algorithm or any other integrity algorithm used
before the RLF happens.

Upon receipt of the first message, at step S120, the first user equipment will verify the first
credential to recognize the second user equipment.

In this step S120, firstly the first user equipment may calculate a second credential. The second
credential can be calculated in the same way as the first credential. The two implementations of the
calculation of the first credential have already been described above. In the case that the first
credential can be calculated by means of any one implementation, the second credential would be
calculated utilizing the same implementation. In other words, if the first credential is calculated in
the way as the first implementation, the second credential will also be calculated based on the
security key and the identifiers of the radio access node and user equipments. If the first credential
is calculated in the way as the later implementation, the second credential will also be calculated
based on the identifier of the integrity algorithm and the identifiers of the radio access node and
user equipments. Then the one user equipment may compare the first credential with the second
credential. If the first credential is equal to the second credential, the first credential is successfully
verified. If the first credential is not equal to the second credential, the verification fails.

When the verification of the first credential is successful, at step S130, the first user equipment
sends a second message indicating acknowledgement of the D2D connection re-establishment to the
second user equipment via the D2D link. The second message can be regarded as a re-establishment
acknowledgement message. Thus the D2D connection between the first and second user equipments
is re-established.

In this embodiment, the D2D connection re-establishment is performed utilizing radio resources
for re-establishment allocated by the radio access node during the D2D connection setup. The radio
resources may be configurations of the D2D RACH between the first and second user equipments.

Optionally, after the D2D connection re-establishment is completed, the first user equipment may
report a result of the D2D connection re-establishment to the radio access node. Preferably, the first
user equipment may report only success of the D2D connection re-establishment. Based on the
success of the D2D connection re-establishment, the radio access node may re-allocate the radio
resources to the D2D pair, and notify the user equipments of updating the radio resources.

It can be seen from the above description that the method of the embodiment is an autonomous
D2D connection re-establishment procedure without the participation of the network side device
such as the radio access node, thereby avoiding increasing working load to the network side device.

The method of this embodiment can be applied to the case where the two user equipments are close
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enough and beacon broadcast by the first user equipment can be received by the second user
equipment. With the method, the D2D connection recovery can be accelerated and the data loss will
be reduced, and thus the user experience for the D2D communication will be improved.

Fig. 2 is a signal chart illustrating the D2D connection re-establishment procedure without
participation of the radio access node, in which the method of the embodiment shown in Fig. 1 is
implemented. As shown in Fig. 2, the user equipment UE1 and the user equipment UE2 are both in
RRC Connected state with the eNodeB which is used as the radio access node. The D2D
connection is established between the user equipments UE1 and UE2 under the control of the
eNodeB. The user equipments UE1 and UE2 can use a security key to cipher the communication on
the D2D connection.

Generally, during the D2D communication, one of the D2D pair will broadcast beacon. The user
equipment of the D2D pair which broadcasts the beacon may be referred to as a master user
equipment, and the other user equipment of the D2D pair may be referred to as a slave user
equipment. In this example, assume that the user equipment UE?2 is the master user equipment, and
the user equipment UEI1 is the slave user equipment.

When the RLF occurs on the D2D radio link, the D2D connection will be broken, and the
ongoing D2D service will be stopped. If the user equipment UE1 detects that the beacon broadcast
by the user equipment UE2 is still available, the user equipment UE1 would calculate the first
credential and send the re-establishment request comprising the first credential to the user
equipment UE2. The user equipment UE2 receives the re-establishment request, and verifies the
first credential in the re-establishment request. The user equipment UE2 may calculate the second
credential in the same way as the first credential, and compare the two credentials. If the two
credentials are equal, the user equipment UE2 will send the re-establishment acknowledgement
message to the user equipment UE1 over the D2D link to acknowledge the success of the
re-establishment. Thus the D2D connection is re-established, and the D2D service will be resumed.

In addition, the user equipment UE2 may report the result of the re-establishment to the eNodeB.
The eNodeB may re-allocate the radio resources for re-establishment to the two user equipment
UE1, UE2 when the re-establishment is successful, and notify the user equipment UE1 to update the
radio resources through a re-establishment resource update message.

Fig. 3 is a flow chart illustrating the method for D2D connection re-establishment according to
another exemplary embodiment of the present invention. This embodiment will be described in
detail in conjunction with the figure.

In this embodiment, the D2D connection is established between the first and second user

equipments under the control of the radio access node. The D2D service can be communicated over
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the D2D connection. If the RLF happens on the D2D radio link, the D2D connection
re-establishment will be initiated by any one of the D2D pair.

As shown in Fig. 3, at step S310, the first user equipments receives a first message from the radio
access node, wherein the first message comprises at least a first credential which is calculated by
the second user equipments, radio resource information for the re-establishment, and a process
identifier for the re-establishment.

In this embodiment, the first message will be ciphered and integrity protected, for example, with
a security key used for the cellular communication between the first user equipment and the radio
access node. For example, in the LTE or LTE-Advanced network, the security key could be an
Evolved Packet System key for the EPS service. The first message can be transmitted over a radio
resource control connection between the first user equipment and the radio access node. The first
message can be regarded as a re-establishment request and may be in the form of any downlink
radio resource control message, such as DL Information Transfer message.

The first credential can be calculated based on at least a security key used for D2D
communication between the first and second user equipments, a physical cell identifier (PCI) and
frequency of a cell within which the first and second user equipments are located. The original
security key can be the security key used for the D2D communication before the RLF happens.

The radio resource information relates to the radio resources allocated by the radio access node
for the D2D connection re-establishment. The radio resources may be configurations of the D2D
RACH between the first and second user equipments.

The process identifier can be used to identify the D2D connection re-establishment for the
re-establishment and can be allocated by the radio access node.

After receiving the first message, at step S320, the first user equipment verifies the first
credential in the first message. Firstly, the first user equipment calculates a second credential. The
second credential can be calculated in the same way as the first credential. Then the first user
equipment compares the first credential with the second credential. If the first and second
credentials are equal, the first credential is successfully verified, and the first user equipment will
accept the re-establishment. If the first and second credentials are not equal, the verification of the
first credential fails, and the re-establishment will be denied.

When the verification of the first credential is successful, at step S330, the first user equipment
sends a second message indicating acceptance of the re-establishment to the radio access node. The
second message may be regarded as a re-establishment acceptance message, and may be in the form
of any uplink radio resource control message, such as UL Information Transfer message.

Then at step S340, the first user equipment receives a third message from the second user

10
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equipment, wherein the third message comprises the process identifier. The third message can also
be regarded as a re-establishment request.

Upon receipt of the third message, at step S350, the first user equipment recognizes the
re-establishment based on the process identifier in the third message. In this embodiment, the first
user equipment may utilize the process identifier to recognize the second use equipment with which
the D2D connection is to be re-established.

Then at step S360, the first user equipment sends a fourth message indicating acknowledgement
of the re-establishment to the second user equipment. The fourth message can be regarded as a
re-establishment acknowledgement message. Thus the D2D connection is re-established.

It can be seen from the above description that the method of this embodiment is a
network-controlled re-establishment procedure in which the radio access node participates in the
D2D connection re-establishment. With this method of the embodiment, the D2D connection
recovery can be accelerated, and the user experience for the D2D communication can be improved.

Fig. 4 is a flow chart illustrating the method for D2D connection re-establishment according to
another exemplary embodiment of the present invention. This embodiment will be described in
detail in conjunction with the figure. For the parts that are same as those in the previous
embodiment, the description thereof will be properly omitted.

In this embodiment, the D2D connection is established between the first and second user
equipments under the control of the radio access node. When the RLF happens on the D2D radio
link between the first and second user equipments, the D2D connection re-establishment will be
initiated by any one of the first and second user equipments.

As shown in Fig. 4, at step S410, the radio access node receives a first message from the first
user equipment, wherein the first message comprises an indication of a D2D connection
re-establishment, a credential calculated by the first user equipment, and an identifier of the second
user equipment.

The first message can be ciphered and integrity protected, for example, with the security key used
for the cellular communication between the radio access node and the first user equipment. The
ciphered and integrity protected first message can be transmitted over the radio resource control
connection between the first user equipment and the radio access node. The first message can be
regarded as a re-establishment request and can be in the form of any uplink radio resource control
message.

The indication is used to indicate that the re-establishment is for the D2D connection so as to
distinguish from the conventional radio resource control connection re-establishment. The

calculation of the credential is same as that in the method of the embodiment shown in Fig. 3.
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After receiving the first message, at step S420, the radio access node allocates a process identifier
and radio resources to the re-establishment. As described above, the process identifier can uniquely
determine the re-establishment. The radio resources can be configurations of the D2D RACH
between the first and second user equipments which will be used by the first user equipment to
re-establish the D2D connection.

Then at step S430, the radio access node sends a second message to the second user equipment,
the second message comprises the received credential, the allocated process id and radio resource
information for the re-establishment. In this embodiment, the second message can be ciphered and
integrity protected, for example, with the security key used for the cellular communication between
the radio access node and the second user equipment. The ciphered and integrity protected second
message can be transmitted over the radio resource control connection between the radio access
node and the second user equipment. The second message can also be regarded as a
re-establishment request and can be in the form of any downlink radio resource control message.

At step S440, the radio access node receives a third message indicating acceptance of the
re-establishment from the second user equipment. The third message can be regarded as a
re-establishment acceptance message and may be in the form of any uplink radio resource control
message.

Then at step S450, the radio access node sends to the first user equipment a fourth message
comprising the radio resource information and the allocated process identifier. The radio resource
information and the process identifier can be used by the first and second user equipments for the
re-establishment. The fourth message can be ciphered and integrity protected with the security key
used for the cellular communication between the radio access node and the first user equipment.
The ciphered and integrity protected fourth message can be transmitted over the radio resource
control connection between the radio access node and the first user equipment. The fourth message
can be regarded as a re-establishment message and can be in the form of any downlink radio
resource control message.

It can be seen from the above description that in the method of the embodiment the radio access
node acts as a relay and coordinator for the D2D connection re-establishment, so that the
re-establishment can be under the control of the radio access node. Even if the first and second user
equipments as the D2D pair are not close enough, the D2D connection re-establishment can be
implemented to recover the D2D connection under the control of the radio access node.

Fig. 5 shows a signal chart illustrating the D2D connection re-establishment procedure under the
control of the radio access node, in which the methods of the embodiments shown in Figs. 3, 4 are

implemented. As shown in Fig. 5, the user equipment UE1 and the user equipment UE2 are both in
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RRC Connected state with the eNodeB which is used as the radio access node. The D2D
connection is established between the user equipments UE1 and UE2 under the control of the
eNodeB. The user equipments UE1 and UE2 can use a security key to cipher the communication on
the D2D connection.

In Fig. 5, when the RLF occurs on the D2D radio link, assume the user equipment UE1 initiates
the D2D connection re-establishment procedure. The user equipment UE1 may calculate the first
credential and send the re-establishment request to the eNodeB. The re-establishment request may
comprise the indication of the D2D connection re-establishment, the calculated first credential and
the identifier of the user equipment UE2.

The eNodeB receives the re-establishment request, and allocates the process id to the
re-establishment. Further the eNodeB may allocate the radio resources, such as the configurations
of the D2D RACH between the two user equipments UE1, UE2, to the re-establishment. Then the
eNodeB send another re-establishment request to the user equipment UE2. The sent
re-establishment request can comprise the first credential, the allocated process identifier, and the
information related to the allocated radio resources.

The user equipment UE2 receives the re-establishment request. Then the user equipment UE2
may calculate the second credential in the same way as the first credential, and compare the two
credentials. When the first credential is equal to the second credential, the user equipment UE2 may
send the re-establishment acceptance message to the eNodeB to indicate that the re-establishment is
accepted.

After receiving the re-establishment acceptance message, the eNodeB may send the
re-establishment message to the user equipment UE1. The re-establishment message can comprise
the radio resource information and the process identifier. The radio resource information can be
utilized by the user equipment UE] to re-establish the D2D connection.

The user equipment UE1 may send the re-establishment request to the user equipment UE2 to
request the re-establishment. The re-establishment request can comprise the process identifier. The
user equipment UE2 may utilize the process identifier to recognize the re-establishment and
accordingly recognize the user equipment UE1. Upon recognition of the re-establishment and the
user equipment UE1, the user equipment UE2 may send the re-establishment acknowledgement
message to the user equipment UE1 to acknowledge the re-establishment. Thus the D2D connection
between the user equipments UE1, UE2 can be re-established.

Fig. 6 is a schematic block diagram illustrating the user equipment 600 according to an
exemplary embodiment of the present invention. In Fig. 6, the user equipment 600 may comprise a

data processor (DP) 600A, a memory (MEM) 600B that stores a program (PROG) 600C, a
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transceiver 600D and an antenna.

At least one of the PROG 600C is assumed to comprise program instructions that, when executed
by the associated DP 600A, enable the user equipment 600 to operate in accordance with the
exemplary embodiment of the method shown in Fig. 1, as discussed above. That is, the exemplary
embodiment of the method shown in Fig. 1 may be implemented at least in part by computer
software executable by the DP 600A of the user equipment 600, or by hardware, or by a
combination of software and hardware.

Also, the program instructions can enable the user equipment 600 to operate in accordance with
the exemplary embodiment of the method shown in Fig. 3.

Fig. 7 is a schematic block diagram illustrating the radio access node 700 according to an
exemplary embodiment of the present invention. In Fig. 7, the radio access node 700 may comprise
a data processor (DP) 700A, a memory (MEM) 700B that stores a program (PROG) 700C, a
transceiver 700D and an antenna.

At least one of the PROG 700C is assumed to comprise program instructions that, when executed
by the associated DP 700A, enable the radio access node 1200 to operate in accordance with the
exemplary embodiment of the method shown in Fig. 4, as discussed above. That is, the exemplary
embodiment of the method shown in Fig. 4 may be implemented at least in part by computer
software executable by the DP 700A of the radio access node 700, or by hardware, or by a
combination of software and hardware.

The MEM 600B, 700B may be of any type suitable to the local technical environment and may
be implemented using any suitable data storage technology, such as semiconductor based memory
devices, flash memory, magnetic memory devices and systems, optical memory devices and
systems, fixed memory and removable memory. The DP 600A, 700A may be of any type suitable to
the local technical environment, and may comprise one or more of general purpose computers,
special purpose computers, microprocessors, digital signal processors (DSPs) and processors based
on multi-core processor architectures, as non-limiting examples.

Alternatively or optionally, according to an exemplary embodiment of the invention, an
apparatus for D2D connection re-establishment can be provided, wherein the D2D connection is
established between the apparatus and a user equipment under the control of a radio access node.
The apparatus can comprise: means for receiving a first message from the user equipment, the
request comprising a first credential which is calculated by the user equipment; means for verifying
the first credential; and means for sending a response indicating acknowledgement of the D2D
connection re-establishment to the user equipment upon successful verification of the first

credential.
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Alternatively or optionally, according to an exemplary embodiment of the invention, an
apparatus for D2D connection re-establishment can be provided, wherein the D2D connection is
established between the apparatus and a user equipment under the control of a radio access node.
The apparatus can comprise: means for receiving a first message from the radio access node, the
first message comprising at least a first credential which is calculated by the user equipment, radio
resource information for the re-establishment, and a process identifier for the re-establishment;
means for verifying the first credential; means for sending to the radio access node a second
message indicating acceptance of the re-establishment upon successful verification of the first
credential; means for receiving a third message from the user equipment, the third message
comprising the process identifier; means for recognizing the re-establishment based on the process
identifier; and means for sending to the wuser equipment a fourth message indicating
acknowledgement of the re-establishment.

Alternatively or optionally, according to an exemplary embodiment of the invention, an
apparatus for D2D connection re-establishment can be provided, wherein the D2D connection is
established between a first user equipment and a second user equipment under the control of a radio
access node. The apparatus can comprise: means for receiving a first message from the first user
equipment, the first request comprising an indication of a D2D connection re-establishment, a
credential calculated by the first user equipment, and an identifier of the second user equipments;
means for allocating a process identifier and radio resources to the re-establishment; means for
sending a second message to the second user equipment, the second message comprising the
received credential, the allocated process id and radio resource information for the re-establishment;
means for receiving from the second user equipment a third message indicating acceptance of the
re-establishment; and means for sending to the first user equipment a fourth message comprising
the radio resource information and the allocated process identifier, wherein the radio resource
information and the process identifier are used by the first user equipment for the re-establishment.

In general, the various exemplary embodiments may be implemented in hardware or special
purpose circuits, software, logic or any combination thereof. For example, some aspects may be
implemented in hardware, while other aspects may be implemented in firmware or software which
may be executed by a controller, microprocessor or other computing device, although the invention
is not limited thereto. While various aspects of the exemplary embodiments of this invention may
be illustrated and described as block diagrams, flow charts, or using some other pictorial
representation, it is well understood that these blocks, apparatus, systems, techniques or methods
described herein may be implemented in, as non-limiting examples, hardware, software, firmware,

special purpose circuits or logic, general purpose hardware or controller or other computing devices,
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or some combination thereof.

As such, it should be appreciated that at least some aspects of the exemplary embodiments of the
invention may be practiced in various components such as integrated circuit chips and modules. It
should thus be appreciated that the exemplary embodiments of this invention may be realized in an
apparatus that is embodied as an integrated circuit, where the integrated circuit may comprise
circuitry (as well as possibly firmware) for embodying at least one or more of a data processor, a
digital signal processor, baseband circuitry and radio frequency circuitry that are configurable so as
to operate in accordance with the exemplary embodiments of this invention.

It should be appreciated that at least some aspects of the exemplary embodiments of the
inventions may be embodied in computer-executable instructions, such as in one or more program
modules, executed by one or more computers or other devices. Generally, program modules
comprise routines, programs, objects, components, data structures, etc. that perform particular tasks
or implement particular abstract data types when executed by a processor in a computer or other
device. The computer executable instructions may be stored on a computer readable medium such
as a hard disk, optical disk, removable storage media, solid state memory, RAM, etc. As will be
appreciated by those skilled in the art, the functionality of the program modules may be combined
or distributed as desired in various embodiments. In addition, the functionality may be embodied in
whole or in part in firmware or hardware equivalents such as integrated circuits, field
programmable gate arrays (FPGA), and the like.

The present invention comprises any novel feature or combination of features disclosed herein
either explicitly or any generalization thereof. Various modifications and adaptations to the
foregoing exemplary embodiments of this invention may become apparent to those skilled in the
relevant arts in view of the foregoing description, when read in conjunction with the accompanying
drawings. However, any and all modifications will still fall within the scope of the non-limiting and

exemplary embodiments of this invention.
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CLAIMS

What is claimed is:
1. A method for device-to-device connection re-establishment, the device-to-device connection
being established between a first user equipment and a second user equipment under the control of a
radio access node, the method comprising:

receiving, by the first user equipment, a first message from the second user equipment, the first
message comprising a first credential which is calculated by the second user equipment;

verifying the first credential by the first user equipment; and

sending a second message indicating acknowledgement of the device-to-device connection
re-establishment from the first user equipment to the second user equipment upon successful

verification of the first credential.

2. The method according to claim 1, wherein the verifying of the first credential comprises:
calculating a second credential; and
comparing the first credential with the second credential, wherein the first credential is

successfully verified if the first credential is equal to the second credential.

3. The method according to claim 2, wherein the second credential is calculated in the same way as

the first credential.

4. The method according to claim 3, wherein the second credential is calculated based on at least a
security key used for device-to-device communication between the first and second user equipments,

an identifier of the radio access node, and identifiers of the first and second user equipments.

5. The method according to claim 3, wherein the second credential is calculated based on at least an
identifier of an integrity algorithm used for device-to-device communication between the first and
second user equipments, an identifier of the radio access node, and identifiers of the first and second

user equipments.

6. The method according to any one of claims 1 to 5, further comprising:

reporting success of the device-to-device connection re-establishment to the radio access node.

7. A method for device-to-device connection re-establishment, the device-to-device connection
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being established between a first user equipment and a second user equipment under the control of a
radio access node, the method comprising:

receiving, by the first user equipment, a first message from the radio access node, the first
message comprising at least a first credential which is calculated by the second user equipment,
radio resource information for the re-establishment, and a process identifier for the
re-establishment;

verifying the first credential by the first user equipment;

sending from the first user equipment to the radio access node a second message indicating
acceptance of the re-establishment upon successful verification of the first credential;

receiving, by the first user equipment, a third message from the second user equipment, the third
message comprising the process identifier;

recognizing the re-establishment based on the process identifier by the first user equipment; and

sending from the first user equipment to the second user equipment a fourth message indicating

acknowledgement of the re-establishment.

8. The method according to claim 7, wherein the verifying of the first credential comprises:
calculating a second credential; and
comparing the first credential with the second credential, wherein the first credential is

successfully verified if the first credential is equal to the second credential.

9. The method according to claim 8, wherein the second credential is calculated in the same way as

the first credential.

10. The method according to claim 9, wherein the second credential is calculated based on at least a
security key used for device-to-device communication between the first and second user equipments,
a physical cell identifier and frequency of a cell within which the first and second user equipments

are located.

11. The method according to claim 7, wherein the radio resource information for the
re-establishment is information related to configurations of a device-to-device random access

channel between the first and second user equipments.

12. A method for device-to-device connection re-establishment, the device-to-device connection

being established between a first user equipment and a second user equipment under the control of a
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radio access node, the method comprising:

receiving, by the radio access node, a first message from the first user equipment, the first
message comprising an indication of a device-to-device connection re-establishment, a credential
calculated by the first user equipment, and an identifier of the second user equipment;

allocating a process identifier and radio resources to the re-establishment;

sending a second message to the second user equipment, the second message comprising the
received credential, the allocated process id and radio resource information for the re-establishment;

receiving from the second user equipment a third message indicating acceptance of the
re-establishment; and

sending to the first user equipment a fourth message comprising the radio resource information
and the allocated process identifier, wherein the radio resource information and the process

identifier are used by the first user equipment for the re-establishment.

13. The method according to claim 12, wherein the radio resource information for the
re-establishment is information related to configurations of a device-to-device random access

channel between the first and second user equipments.

14. A user equipment for device-to-device connection re-establishment, the device-to-device

connection being established between the user equipment and another user equipment under the
control of a radio access node, the user equipment comprising:

at least one processor; and

at least one memory including computer program code;

the at least one memory and the computer program code configured to, with the at least one
processor, cause the user equipment to perform at least the following:

receiving a first message from said another user equipment, the first message comprising a first
credential which is calculated by said another user equipment;

verifying the first credential; and

sending a second message indicating acknowledgement of the device-to-device connection

re-establishment to said another user equipment upon successful verification of the first credential.

15. The user equipment according to claim 14, wherein the at least one memory and the computer
program code are configured to, with the at least one processor, cause the user equipment to verify
the first credential by:

calculating a second credential; and
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comparing the first credential with the second credential, wherein the first credential is

successfully verified if the first credential is equal to the second credential.

16. The user equipment according to claim 15, wherein the at least one memory and the computer
program code are configured to, with the at least one processor, cause the user equipment to

calculate the second credential in the same way as the first credential.

17. The user equipment according to claim 16, wherein the at least one memory and the computer
program code are configured to, with the at least one processor, cause the user equipment to
calculate the second credential based on at least a security key used for device-to-device
communication between the two user equipments, an identifier of the radio access node, and

identifiers of the user equipment and said another user equipment.

18. The user equipment according to claim 16, wherein the at least one memory and the computer
program code are configured to, with the at least one processor, cause the user equipment to
calculate the second credential based on at least an identifier of an integrity algorithm used for
device-to-device communication between the user equipment and said another user equipment, an
identifier of the radio access node, and identifiers of the user equipment and said another user

equipment.

19. The user equipment according to claim 14, wherein the at least one memory and the computer
program code are configured to, with the at least one processor, cause the user equipment to further
perform the following:

reporting success of the device-to-device connection re-establishment to the radio access node.

20. A user equipment for device-to-device connection re-establishment, the device-to-device
connection being established between the user equipment and another user equipment under the
control of a radio access node, the user equipment comprising:

at least one processor; and

at least one memory including computer program code;

the at least one memory and the computer program code configured to, with the at least one
processor, cause the user equipment to perform at least the following:

receiving a first message from the radio access node, the first message comprising at least a first

credential which is calculated by said another user equipment, radio resource information for the
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re-establishment, and a process identifier for the re-establishment;

verifying the first credential;

sending to the radio access node a second message indicating acceptance of the re-establishment
upon successful verification of the first credential;

receiving a third message from said another user equipment, the third message comprising the
process identifier;

recognizing the re-establishment based on the process identifier; and

sending to said another user equipment a fourth message indicating acknowledgement of the

re-establishment.

21. The user equipment according to claim 20, wherein the at least one memory and the computer
program code are configured to, with the at least one processor, cause the user equipment to verify
the first request by:

calculating a second credential; and

comparing the first credential with the second credential, wherein the first credential is

successfully verified if the first credential is equal to the second credential.

22. The user equipment according to claim 21, wherein the at least one memory and the computer
program code are configured to, with the at least one processor, cause the user equipment to

calculate the second credential in the same way as the first credential.

23. The user equipment according to claim 22, wherein the at least one memory and the computer
program code are configured to, with the at least one processor, cause the user equipment to
calculate the second credential based on at least a security key used for device-to-device
communication between the user equipment and said another user equipment, a physical cell
identifier and frequency of a cell within which the user equipment and said another user equipment

are located.

24. The user equipment according to claim 20, wherein the radio resource information for the
re-establishment is information related to configurations of a device-to-device random access

channel between the user equipment and said another user equipment.

25. A radio access node for device-to-device connection re-establishment, the device-to-device

connection being established between a first user equipment and a second user equipment under the
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control of the radio access node, the radio access node comprising:

at least one processor; and

at least one memory including computer program code;

the at least one memory and the computer program code configured to, with the at least one
processor, cause the radio access node to perform at least the following:

receiving a first message from the first user equipments, the first request comprising an indication
of a device-to-device connection re-establishment, a credential calculated by the first user
equipment, and an identifier of the second user equipments;

allocating a process identifier and radio resources to the re-establishment;

sending a second message to the second user equipment, the second message comprising the
received credential, the allocated process id and radio resource information for the re-establishment;

receiving from the second user equipment a third message indicating acceptance of the
re-establishment; and

sending to the first user equipment a fourth message comprising the radio resource information
and the allocated process identifier, wherein the radio resource information and the process

identifier are used by the first user equipment for the re-establishment.

26. The radio access node according to claim 25, wherein the radio resource information for the
re-establishment is information related to configurations of a device-to-device random access

channel between the first and second user equipments.

27. A computer program product including one or more sequences of one or more instructions
which, when executed by one or more processors, cause an apparatus to at least perform the steps of

a method for device-to-device connection re-establishment of any one of claims 1-6.

28. A computer program product including one or more sequences of one or more instructions
which, when executed by one or more processors, cause an apparatus to at least perform the steps of

a method for device-to-device connection re-establishment of any one of claims 7-11.

29. A computer program product including one or more sequences of one or more instructions
which, when executed by one or more processors, cause an apparatus to at least perform the steps of

a method for device-to-device connection re-establishment of claim 12 or 13.

30. An apparatus for device-to-device connection re-establishment, the device-to-device connection
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being established between the apparatus and a user equipment under the control of a radio access
node, the apparatus comprising:

means for receiving a first message from the user equipment, the request comprising a first
credential which is calculated by the user equipment;

means for verifying the first credential; and

means for sending a response indicating acknowledgement of the device-to-device connection

re-establishment to the user equipment upon successful verification of the first credential.

31. An apparatus for device-to-device connection re-establishment, the device-to-device connection
being established between the apparatus and a user equipment under the control of a radio access
node, the apparatus comprising:

means for receiving a first message from the radio access node, the first message comprising at
least a first credential which is calculated by the user equipment, radio resource information for the
re-establishment, and a process identifier for the re-establishment;

means for verifying the first credential;

means for sending to the radio access node a second message indicating acceptance of the
re-establishment upon successful verification of the first credential;

means for receiving a third message from the user equipment, the third message comprising the
process identifier;

means for recognizing the re-establishment based on the process identifier; and

means for sending to the user equipment a fourth message indicating acknowledgement of the

re-establishment.

32. An apparatus for device-to-device connection re-establishment, the device-to-device connection
being established between a first user equipment and a second user equipment under the control of a
radio access node, the apparatus comprising:

means for receiving a first message from the first user equipment, the first request comprising an
indication of a device-to-device connection re-establishment, a credential calculated by the first user
equipment, and an identifier of the second user equipment;

means for allocating a process identifier and radio resources to the re-establishment;

means for sending a second message to the second user equipment, the second message
comprising the received credential, the allocated process id and radio resource information for the
re-establishment;

means for receiving from the second user equipment a third message indicating acceptance of the
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re-establishment; and
means for sending to the first user equipment a fourth message comprising the radio resource
information and the allocated process identifier, wherein the radio resource information and the

process identifier are used by the first user equipment for the re-establishment.
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Minimum documentation searched (classification system followed by classification symbols)

IPC: HO4AW 36/-; HOAW 76/-; HO4W 88/-; HO4L.12/

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

CNABS, CNTXT, CNKI, VEN: device to device, terminal to terminal, UE to UE, D2D, identi+, credential, certificat???, ID, verify+,

connect???, re-establish???, RLF, radio link failure

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X CN 101742577 A (DATANG MOBILE COMMUNICATION EQUIP CO LTD) 1-6, 14-19, 27,30
16 June 2012 (16.06.2010)

see description, paragraph [0002], paragraphs [0005] to [0016], and paragraph [0027]
A CN 101772199 A(HUAWEI DEVICE COLTD) 07 July 2010 (07.07.2010) 1-11,14-24,27, 28, 30, 31

see the whole document

X Further documents are listed in the continuation of Box C. Xl See patent family annex.

* Special categories of cited documents: “T> later document published after the international filing date
or priority date and not in conflict with the application but

“A” document defining the general state of the art which is not cited to understand the principle or theory underlying the

considered to be of particular relevance invention
“E” earlier application or patent but published on or after the “X” document of particular relevance; the claimed invention
international filing date cannot be considered novel or cannot be considered to involve

et . .y . an inventive step when the document is taken alone
1.”  document which may throw doubts on priority claim (S) or ) ] ) )
“Y” document of particular relevance; the claimed invention

cannot be considered to involve an inventive step when the
document is combined with one or more other such

“O” document referring to an oral disclosure, use, exhibition or documents, such combination being obvious to a person
skilled in the art

“& “document member of the same patent family

which is cited to establish the publication date of another
citation or other special reason (as specified)

other means

“P” document published prior to the international filing date
but later than the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report

22 August 2013 (22.08.2013) 05 Sep. 2013 (05.09.2013)

IName and mailing address of the ISA/CN
The State Intellectual Property Office, the PR.China
6 Xitucheng Rd., Jimen Bridge, Haidian District, Beijing, China ZHANG, Zhen

100088
Facsimile No. 86-10-62019451 Telephone No. (86-10)62411291

Authorized officer
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C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT
Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A WO 2011147462 A1 (NOKIA SIEMENS NETWORKS OY) 1-11,14-24,27,28, 30, 31
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INTERNATIONAL SEARCH REPORT International application No.
PCT/CN2012,/085542

Box No. I  Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

1. 0 ClaimsNos.:
because they relate to subject matter not required to be searched by this Authority, namely:

2. O ClaimsNos.:
because they relate to parts of the international application that do not comply with the prescribed requirements to such an
extent that no meaningful international search can be carried out, specifically:

3. [0 ClaimsNos.:
because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).

Box No. III Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:

claims 1-11, 14-24, 27,28, 30, 31 relate to a method, or a user equipment for device-to-device connection re-establishment, or a
computer program product, or an apparatus for device-to-device connection re-establishment;

claims 12-13,25-26, 29, 32 relate to a method, or a user equipment for device-to-device connection re-establishment, or a computer
program product, or an apparatus for device-to-device connection re-establishment.

1. [0 Asall required additional search fees were timely paid by the applicant, this international search report covers all searchable
claims.

2. [ As all searchable claims could be searched without effort justifying an additional fees, this Authority did not invite payment
of additional fee.

3. [0 As only some of the required additional search fees were timely paid by the applicant, this international search report covers
only those claims for which fees were paid, specifically claims Nos.:

4. X No required additional search fees were timely paid by the applicant. Consequently, this international search report is
restricted to the invention first mentioned in the claims; it is covered by claims Nos.:

Claims 1-11, 14-24, 27, 28, 30, 31

Remark on protest [0 The additional search fees were accompanied by the applicant’s protest and, where applicable, the
payment of a protest fee.

[0 The additional search fees were accompanied by the applicant’s protest but the applicable protest fee
was not paid within the time limit specified in the invitation.

[0 No protest accompanied the payment of additional search fees.
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Patent Documents referred Publication Date Patent Family Publication Date
in the Report
CN 101742577 A 16.06.2010 CN 101742577 B 25.07.2012
CN 101772199 A 07.07.2010 None
WO 2011147462 Al 01.12.2011 US 20130150051 A1 13.06.2013
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