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METHOD AND SYSTEM FOR REVOCATION 
OF CERTIFICATES USED TO CERTIFY 

PUBLIC KEY USERS 

RELATED APPLICATIONS 

The present application is a continuation-in-part of U.S. 
patent application Ser. No. 09/698,420. 

BACKGROUND OF THE INVENTION 

The present invention is related generally to the authen 
tication of a client of an Internet Service provider (ISP) in 
on-line applications, and particularly to the revocation of 
certificates issued to Such clients. 

In on-line applications that use a communication network, 
Such as the Internet or an Internet-like network, it is cur 
rently impossible to send caller ID information forward from 
the service provider with which the client is connected. For 
example, if a client requests a Service or wishes to make a 
purchase from a Supplier through the Internet, it is currently 
almost impossible to authenticate the client's identity 
through the Internet. 

Presently, it is possible to authenticate an individual by 
means of certificates. A certificate is an electronic document 
used to identify an individual, a company or Some other 
entity and to associate that identity with a public key. The 
certificate, which can be issued by a Certificate Authority 
(CA), binds a particular public key to the name of the entity 
that the certificate identifies. For that purpose, the certificate 
always includes the name of the entity, the entity's public 
key and a digital signature of the issuing CA. AS it is well 
known in the art, a digital signature is a digital signed 
message. The message Serves as a “letter of introduction' for 
the recipients who know and trust the CA but do not know 
the entity identified by the certificate. In this case, the 
message is first converted into a digest by a one-way hash 
function, and the digest is encrypted with the CAS private 
key into a digital Signature. The digital Signature is Sent to 
the message recipient along with a CA's public key certifi 
cate and a copy of the original message. In operation, when 
the CA Sends a signed message with a certificate attached 
thereto, the recipient verifies the authenticity of the certifi 
cate by using the CA's public key. The recipient also 
generates a digest of the message Sent using the same 
one-way hash function and compares this digest with the 
digital Signature decrypted using the CA's public key for an 
exact match. With this method, the identity of an entity can 
be authenticated by a certificate. 

However, before issuing a certificate, the CA must use its 
published verification procedures for that type of certificate 
to ensure that an entity requesting a certificate is, in fact, 
who it claims to be. Currently, there are a number of ways 
to obtain public key certificates. Some of these are relatively 
Simple while others can consume a great deal of time with 
their requirements. Certificates that are easy to get of course 
have more risk associated with their use as compared to 
certificates created with greater care. In each case, the risk 
involved relates to the level of trust associated with the 
usage of the certificate. The more effort put into the identi 
fication of the certificate owner, the more trust there is in the 
digital Signatures generated from the certificates associated 
private key. The level of trust is based on the published 
Certificate Practice Statement (CPS) that the certificate 
issuer adheres to when creating a certificate. In the case of 
this invention, the CPS defines the steps that are performed 
when using a caller-id capability in the creation of the 
certificate. Included in the certificate is a reference to the 
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2 
applicable CPS. The Internet Engineering Task Force (IETF) 
Public Key Infrastructure (PKIX) working group has defined 
Standards for certificate management. Specifically, the most 
common of these standards is referred to as X.509. Other 
certificate standards include Simple Public Key Infrastruc 
ture (SPKI) and Pretty Good Privacy (PGP). The X.509 
certificate includes the following information: Version, Serial 
number, Signature, algorithm identifier, issuer name, validity 
period, Subject name, issuer and authorization attributes. 
Such certificates are well known to those skilled in the art. 

The above mentioned U.S. patent application Ser. No. 
09/698,420 discloses a method and system for more easily 
issuing a certificate with a high level of trustworthiness. By 
using the caller-id feature associated with the use of private, 
or dedicated, communication connections-land based tele 
phone line, Digital Subscriber Line (DSL), etc.-it is pos 
Sible to create a certificate that is easy for the client to obtain 
and yet can be used to authenticate a client's identity with a 
high-degree of confidence. 
A related problem for CA's is certificate revocation. 

Certificate revocation is a daunting task. It requires that 
Some entity maintain a list or real time System of information 
about the validity of certificates. This is a costly process. 
Thus it is an object of the present invention to provide a 

method and System for providing trustworthy certificates 
which can be easily issued and easily reviewed for possible 
revocation. 

BRIEF SUMMARY OF THE INVENTION 

The above object is achieved and the disadvantages of the 
prior art are overcome in accordance with the present 
invention by means of a method, and a programmable Server 
programmed to carry out Such method, where including the 
Steps of: a) selecting a class of certificates for review, each 
of the certificates including identifying information and a 
phone number for its owner; b) choosing a next certificate 
from the class for review; c) accessing a reverse telephone 
database to determine if the next certificate's identifying 
information is still correct; and if not, d) adding the next 
certificate to a list of revoked certificates; and e) if more 
certificates in the group remain to be reviewed, returning to 
Step b. 

In accordance with one aspect of the present invention the 
identifying information includes an address for its owner, 
and the method includes the further Steps of accessing an 
address database to further verify that the address is still 
correct and, if not, adding the certificate to the list of revoked 
certificates. 

In accordance with another aspect of the present invention 
the method includes the further Steps of accessing a plurality 
of reverse directories or a plurality of address databases and 
using a predetermined Scoring algorithm to determine if the 
certificate is added to the list of revoked certificates. 

In accordance with Still another aspect of the present 
invention the method includes: a) receiving a request for a 
certificate on a dedicated communications channel; b) 
requesting caller identifying information for the request 
from an operator of the dedicated channel; c) creating the 
requested certificate using the caller identifying information, 
the certificate including at least an owner's phone number 
determined from the identifying information; and thereafter 
d) Selecting a class of certificates previously created in Steps 
a through c for review; e) choosing a next certificate from 
the group for review, f) accessing a reverse telephone book 
database to determine if the next certificate's identifying 
information and phone number are still correct; and if not, 
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g) adding the next certificate to a list of revoked certificates; 
and k) if more certificates in the group remain to be 
reviewed, returning to Step e. 

Other objects and advantages of the present invention will 
be apparent to those skilled in the art from consideration of 
the detailed description set forth below and the attached 
drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shows a schematic block diagram of a system for 
authenticating a client requesting certification. 

FIG. 2 shows a flow diagram of a method for creating a 
certificate for a client. 

FIG. 3 shows a schematic block diagram of a system for 
reviewing and revoking, if necessary, issued certificates. 

FIG. 4 shows a flow diagram of a method for reviewing 
issued certificates and revoking Such certificates if neces 
Sary. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS OF THE INVENTION 

FIG. 1 illustrates a caller ID authentication system 10. As 
shown, the system 10 has a communications network 20, 
which can be the Internet, or the like. A certificate authority 
server 30, which can be a server for a service provider, such 
as an Internet Service Provider (ISP), includes a data pro 
ceSSor and communications ports for providing links to 
various devices, either directly or through a network Such as 
the Internet. Server 30 is connected to the communications 
network 20 and to client 40 to provide communications 
related services to client 40. The certificate authority server 
30 can be an Internet Service Provider (ISP), or a telephone 
service company. Client 40 is broadly defined as a user who 
uses the network 20 or a device to allow the user to acceSS 
the network 20. Thus, client 40 can be a personal computer 
(PC), a land-line telephone, a dedicated communications 
line (such as a DSL line), a wireless telephone or another 
portable communication device. Connection 41 between the 
certificate authority server 30 and client 40 is a dedicated 
(for the call duration) link Such as a telephone connection 
having a caller-ID or Similar facility, and can be a land-line 
or a wireleSS channel, as can the connection between the 
certificate authority server 30 and the network 20. (Caller-ID 
functions are well known and need not be described further 
here for an understanding of the present invention.) Client 
40 is capable of providing a key pair 46, which includes a 
private key and a public key to be Stored in a storage area 42. 
Furthermore, client 40 has a challenge-signing tool 44 to 
allow client 40 to sign a challenge. The certificate authority 
server 30 is capable of collecting client (hereinafter some 
times “caller”) identifying information and signing the iden 
tifying information into a certificate using a certificate 
generating tool 32. Also connected to the communications 
network 20 are a remote server 60, which has a tool 62 for 
generating challenges and Sending the challenges to client 
40 for authentication purposes, and a caller-ID server 50, 
which has a Storage 52 for Storing certificates provided by 
the certificate authority server 30 or client 40. The remote 
server 60 also has a challenge-verification tool 64 and a 
certificate verification tool 66. Typically remote server 60 is 
used for the Sale of goods or Services, or to provide acceSS 
to valuable information, or to provide a Secure communi 
cations link, or to provide any other Service requiring a 
degree of assurance as to the identity of a client. If client 40 
wishes to purchase an item through the network 20, usually 
he or she must provide identification. In accordance with the 
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4 
present invention, if, for example, client 40 uses a telephone 
to access the network 20 the calling telephone number is 
provided by the network caller-ID facility and can serve as 
identification. In general client 40 provides Some additional 
identifying information, which may include a name, the 
client public key, or a telephone number to the certificate 
authority server 30, as a form of caller identification 
As shown in FIG. 2, client 40 creates a key pair 46 

including a private key and a public key, at Step 110. Client 
40 logs into the certificate authority server 30 at step 112, via 
a dedicated channel or a wireleSS connection having caller 
ID or similar facility. If feasible, an SSL session from a 
browser could also be used as a Secure connection between 
the client and server 30. At step 114 client 40 fills out a 
certificate request form to provide client information to the 
certificate authority server 30. At step 116, the certificate 
authority server 30 collects the client's caller-ID transmitted 
by a telephone company from the modem. In this case, the 
telephone company provides the physical connection 
between the certificate authority server 30 and client 40. In 
Some cases, certificate authority Server 30 is the telephone 
company. At step 118, certificate authority server 30 obtains 
identifying information from the certificate request form. At 
step 120, certificate authority server 30 checks the client's 
name against the caller-ID name. If they are the Same, then 
the process will continue at Step 122. Otherwise, the process 
exits to an error routine, details of which form no part of the 
present invention. At step 122, certificate authority server 30 
creates a time-Stamp indicative of the time at which the 
identifying information is collected, and Subsequently, a 
certificate 80 is created using client public key, caller-ID 
(which includes the calling telephone number) and the 
time-stamp, at Step 124. In Some cases, all of the caller-ID 
information (name and telephone number) is included in the 
certificate 80. In the case where the caller's name is not 
provided as part of the caller-ID, the name will be looked up 
in a database that uses the caller's number as its primary key. 
From the received information, the certificate authority 
server 30 uses the tool 32 to sign identifying information 
with a certified key Set into a provider's digital Signature, 
and stores a certificate 80 (the provider's digital signature 
and the identifying information) to the caller ID server 50 at 
step 126. Optionally, certificate 80 can be given to client 40 
to be stored in the storage 42 so that client 40 can provide 
certificate 80 to the remote server 60 upon request or can be 
provided to server 60. It will be understood that certificate 
80 may be returned to client 40 in an e-mail message. The 
Signing proceSS can be performed by certificate authority 
server 30 or by the telephone company. 
At step 127 server 30 determines if a corresponding 

certificate having Substantially the same identifying infor 
mation exists and, if So, at Step 129 enters the corresponding 
certificate into revocation database 132, Substantially as 
described below. 
With certificate 80, client 40 can be authenticated by the 

remote server 60. For example, client 40 is subjected to 
authentication regarding a credit card Sale. Remote Server 60 
uses the challenge-generating tool 62 to generate and Send a 
challenge to client 40. The challenge may include a purchase 
order for the credit card sale. Client 40 uses challenge 
Signing tool 44 to sign the challenge and sends the signed 
challenge including the client's digital Signature to the 
remote server 60. Server 60 retrieves certificate 80 from 
caller ID server 50. Alternatively, remote server 60 retrieves 
certificate 80 directly from client 40. Server 60 then uses the 
public key linked to client 40 by certificate 80 to authenticate 
the identity of client 40 in a known manner details of which 
form no part of the present invention. 
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Once certificates are issued, it is necessary that they be 
periodically reviewed and, if changes in circumstances 
necessitate, revoked. Particularly, when certification is based 
upon caller-ID information it is desirable to revoke certifi 
cates when the telephone number used in the certificate is no 
longer associated with the client. Although other reasons 
exist for revoking a certificate the present invention provides 
a unique improvement to the revocation process. 

In FIG. 3 Certificate Authority 30 access storage 52 
through network 20 and caller-ID server 50 to periodically 
review and, if necessary revoke, issued certificates. In other 
embodiments of the present invention, this review and 
revocation function can be carried out by an entity other than 
Certificate Authority 30. Authority 30 also accesses reverse 
phonebook database 130 and address database 132 to deter 
mine if the telephone numbers and addresses used in issuing 
certificates are still associated with the identified clients, as 
will be described further below. Preferably databases 130 
and 132 are maintained by third parties Such as telephone 
companies, Pitney Bowes ReUnionTM product, and the 
USPS, and are accessed through network 20. In other 
embodiments of the present invention these databases can be 
maintained by authority 30 and accessed directly. 

In other embodiments of the present invention, where 
issued certificates are not centrally Stored in caller-ID Server 
50 but are distributed among remote servers or clients, 
certificate authority 30 maintains certificate revocation data 
base 134 and certificate database 136 for purposes of review 
and revocation. In these embodiments remote server 60 
would access revocation database 134 through network 20 
and certificate authority 30 to determine if a certificate 
presented had been revoked. To assure the integrity of the 
certificate revocation database Secure methods known to 
those skilled in the art of public key infrastructures (PKI) 
will be used to access the certificate revocation database. 

FIG. 4 shows the process of periodic review and revoca 
tion of certificates in accordance with the present invention. 
At step 150, certificate authority 30 chooses predetermined 
Selection criteria for the type of certificate to be reviewed. 
Such criteria can be periodic, based on the amount of 
certificate usage, by region or any other criteria that have 
been found effective for the type of certificate under review. 

At step 152 authority 30 gets the next certificate to be 
reviewed either from caller-ID server 50 or from certificate 
database 136, if issued certificates are distributed, and at Step 
154 accesses reverse phonebook database 130 to determine 
the name and optionally the address associated with the 
telephone number in the certificate. 

At step 158, authority 30 determines if there is a match 
between the identifying information from the certificate and 
the corresponding entry in the reverse telephone directory 
database. If there is no match, i.e. if the name or address 
differs, or the number is no longer listed, then at step 160 the 
certificate is revoked by entry into revoked certificate data 
base 134, or by deletion or flagging in caller-ID server 50, 
if issued certificates are centrally Stored. To assure the 
integrity of certificate revocations other means known to 
PKI experts can be used to distribute certificate revocations. 
At step 162, authority 30 then accesses address database 

132 and, at step 166, determines if the client has a new 
address. If so, at step 160 the certificate is entered into 
revoked certificate database 136, as described above. 
Otherwise, at step 168 authority 30 determines if more 
certificates remain to be reviewed and either exits or returns 
to step 152 accordingly. Preferably address database 132 is 
a commercially available database of current addresses Such 
as that provided by the USPS, Pitney Bowes’ Reunion TM or 
marketed by the assignee of the instant application under the 
trade name “Forward TrackTM’. 

In another embodiment of the present invention a plurality 
of reverse phonebook databases or a plurality of address 
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6 
databases can be used with a Scoring algorithm to determine 
if a certificate should be revoked. A Scoring algorithm giving 
proper weight to each Source can easily be developed by a 
person skilled in the art from experience with the reliability 
of the data from the different Sources. 
The embodiments described above and illustrated in the 

attached drawings have been given by way of example and 
illustration only. From the teachings of the present applica 
tion those skilled in the art will readily recognize numerous 
other embodiments in accordance with the present inven 
tion. 
What is claimed is: 
1. A method for revoking certificates comprising: 
Selecting a class of certificates for review, each of the 

certificates including identifying information and a 
phone number for its owner; 

choosing a certificate from the Selected class for review; 
accessing a reverse telephone book database and, using 

the phone number included in the chosen certificate, 
obtaining information associated with the phone num 
ber from the reverse telephone book database; 

comparing the information associated with the phone 
number obtained from the reverse telephone book 
database with corresponding information included in 
the identifying information for the chosen certificate; 
and 

if the information associated with the phone number 
obtained from the reverse telephone book database is 
not the same as the corresponding information included 
in the identifying information for the chosen certificate, 
revoking the chosen certificate. 

2. A method as described in claim 1, where the Said 
identifying information includes a name and an address for 
the owner of the certificate, the method further comprising: 

accessing an address database and, using the name 
included in the identifying information for the owner of 
the chosen certificate, obtaining an address associated 
with the owner's name from the address database, 

comparing the address associated with the owner's name 
obtained from the address database with the address for 
the owner included in the identifying information for 
the chosen certificate; and 

if the address associated with the owner's name obtained 
from the address database is not the same as the address 
for the owner included in the identifying information 
for the chosen certificate, revoking the chosen certifi 
Cate. 

3. A method as described in claim 2 where a plurality of 
reverse telephone book databases or a plurality of address 
databases are accessed and a predetermined Scoring algo 
rithm is used to determine if the chosen certificate is 
revoked. 

4. A method as described in claim 1 where said class is 
Selected on a periodic basis. 

5. A method as described in claim 1 where said class is 
Selected on a geographic basis. 

6. A method as described in claim 1 where said class is 
Selected on a basis of certificate usage. 

7. A method as described in claim 1 where a plurality of 
reverse telephone book databases are accessed and a prede 
termined Scoring algorithm is used to determine if the 
chosen certificate is revoked. 

8. The method of claim 1, wherein the information 
associated with the phone number obtained from the reverse 
telephone book database includes a name. 

9. The method of claim 8, wherein the information 
associated with the phone number obtained from the reverse 
telephone book database further includes an address. 

10. A method for a service provider of a communications 
network to create and revoke a certificate for a client of the 
Service provider, the method comprising: 



US 6,792,531 B2 
7 

receiving a request, via a dedicated communication 
channel, from the client to create a certificate; 

obtaining information identifying the client from an 
operator of the dedicated communication channel; 

in response to obtaining the information identifying the 
client, creating the requested certificate using the 
obtained information identifying the client, the certifi 
cate including at least an owner's phone number deter 
mined from the information identifying the client; 

Selecting a group of certificateS previously created for 
review; 

choosing a certificate from the Selected group for review; 
accessing a reverse telephone book database and, using 

the owner's phone number included in the chosen 
certificate, obtaining information associated with the 
owner's phone number from the reverse telephone 
book database 

comparing the information associated with the phone 
number obtained from the reverse telephone book 
database with corresponding information included in 
the chosen certificate; and 

if the information associated with the phone number 
obtained from the reverse telephone book database is 
not the same as the corresponding information included 
in the chosen certificate, revoking the chosen certifi 
Cate. 

11. A method as described in claim 10 where the certifi 
cate further includes a name and an address for the owner, 
the method further comprising: 

accessing an address database and, using the owner's 
name included in the chosen certificate, obtaining an 
address associated with the owner's name from the 
address database; 

comparing the address associated with the owner's name 
obtained from the address database with the address for 
the owner included in the chosen certificate; and 

if the address associated with the owner's name obtained 
from the address database is not the same as the address 
for the owner included in the chosen certificate, revok 
ing the chosen certificate. 

12. A method as described in claim 11 where a plurality 
of reverse directories or a plurality of address databases are 
accessed and a predetermined Scoring algorithm is used to 
determine if the chosen certificate is revoked. 

13. A method as described in claim 10 where said class is 
Selected on a periodic basis. 

14. A method as described in claim 10 where said class is 
Selected on a geographic basis. 

15. A method as described in claim 10 where said class is 
Selected on a basis of certificate usage. 

16. A method as described in claim 10 where a plurality 
of reverse telephone book databases are accessed and a 
predetermined Scoring algorithm is used to determine if the 
chosen certificate is revoked. 

17. The method of claim 10, wherein the information 
associated with the phone number obtained from the reverse 
telephone book database includes a name. 

18. The method of claim 17, wherein the information 
associated with the phone number obtained from the reverse 
telephone book database further includes an address. 

19. A programmable Server for reviewing and revoking 
certificates, Said Server being programmed to: 

Select a class of certificates for review, each of the 
certificates including identifying information and a 
phone number for its owner; 
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8 
access a certificate database to choose a certificate from 

the Selected class for review; 
access a reverse telephone database and, using the phone 
number included in the chosen certificate, obtaining 
information associated with the phone number from the 
reverse telephone book database; 

comparing the information associated with the phone 
number obtained from the reverse telephone book 
database with corresponding information included in 
the identifying information for the chosen certificate; 
and 

if the information associated with the phone number 
obtained from the reverse telephone book database is 
not the same as the corresponding information included 
in the identifying information for the chosen certificate, 
revoking the chosen certificate. 

20. A server as described in claim 19, where the identi 
fying information includes a name and an address for the 
owner, and the Server is further programmed to: 

access an address database and, using the owner's name 
included in the identifying information for the chosen 
certificate, obtaining an address associated with the 
Owner's name from the address database; 

comparing the address associated with the owner's name 
obtained from the address database with the address for 
the owner included in the identifying information for 
the chosen certificate; and 

if the address associated with the owner's name obtained 
from the address database is not the same as the address 
for the owner included in the identifying information 
for the chosen certificate, revoking the chosen certifi 
Cate. 

21. A server as described in claim 20, where a plurality of 
reverse telephone directories or a plurality of address data 
bases are accessed and a predetermined Scoring algorithm is 
used to determine if the chosen certificate is revoked. 

22. A server as described in claim 19 where said class is 
Selected on a periodic basis. 

23. A server as described in claim 19 where said class is 
Selected on a geographic basis. 

24. A server as described in claim 19 where said class is 
Selected on a basis of certificate usage. 

25. A server as described in claim 19, where a plurality of 
reverse telephone book databases are accessed and a prede 
termined Scoring algorithm is used to determine if the 
chosen certificate is revoked. 

26. A server as described in claim 19, wherein the server 
is further programmed to: 

receive, from a requestor, a request, via a dedicated 
communication channel, for a certificate; 

obtain information identifying the requestor from an 
operator of the dedicated communication channel; and 

in response to obtaining the information identifying the 
requestor, create the requested certificate using the 
obtained information identifying the requestor, the cer 
tificate including at least an owner's phone number 
determined from the information identifying the 
requestor. 

27. A server as described in claim 19, wherein the 
information associated with the phone number obtained 
from the reverse telephone book database includes a name. 

28. A server as described in claim 27, wherein the 
information associated with the phone number obtained 
from the reverse telephone book database further includes an 
address. 


