wo 2012/121634 A1 I} ] A0 000 0 O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(43) International Publication Date

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2012/121634 A1l

13 September 2012 (13.09.2012) WIPO I PCT
(51) International Patent Classification: (74) Agents: HASSELGREN, Joakim et al.; Fricsson AB, Pat-
HO04W 12/12 (2009.01) HO04K 3/00 (2006.01) ent Unit LTE, Torshamnsgatan 23, S-164 80 Stockholm
(21) International Application Number: (SE).
PCT/SE2011/050260 (81) Designated States (unless otherwise indicated, for every
. . kind of national protection available). AE, AG, AL, AM,
(22) International Filing Date: AO, 151", AU, Aéj, BA, BB, BG, B}{, BR. BW, BY, BZ.
9 March 2011 (09.03.2011) CA. CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
(25) Filing Language: English DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
(26) Publication Language: English KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
(71) Applicant (for all designated States except US): TELE- MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
FONAKTIEBOLAGET L M ERICSSON (PUBL) OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD, SE, 8G,
[SE/SE]; S-164 83 Stockholm (SE). SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ,
UA, UG, US,UZ, VC, VN, ZA, ZM, ZW.
(72) Inventor: ALMGREN, Magnus (deceased) (deceased).
(84) Designated States (uniess otherwise indicated, for every
(72) Inventors; and kind of regional protection available): ARIPO (BW, GH,
(75) Inventors/Applicants (for US only): SELANDER, Goran GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG,

[SE/SE]; Fredrikslundsvéigen 28, SE-168 34 Bromma (SE).
NASLUND, Mats [SE/SE]; Stopviagen 95, SE-168 36
Bromma (SE). SKILLERMARK, Per [SE/SE]; Arstavi-
gen 70, SE-120 54 Arsta (SE). ALMGREN, Ritta
[/SE]; Viktoriavdgen 1, 191 43 Sollentuna (SE).

ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: TRANSMISSION OF AN ALARM SIGNAL IN A WIRELESS COMMUNICATION SYSTEM

100

150
—-

_ )]
'Exj«so[%_g—mo

Figure 1

N

\\

(57) Abstract: In some embodiments of the invention, a
method is provided in a wireless communication device
(110) for transmitting an alarm signal to a radio access
node (120). According to this method, the wireless com-
munication device (110) detects (210) jamming of a
downlink signal (160) which is transmitted from the ra-
dio access node (120). The wireless communication
device (110) then transmits (220) an alarm signal (150)
over a non cell-specific contention-based uplink radio
channel. The alarm signal (150) comprises information
relating to an identity associated with the wireless com-
munication device (110). The parameters required for
transmitting on the non cell-specific contention-based
uplink radio channel are precontigured in the wireless
communication device (110).



wO 2012/121634 A1 WL 00NN T RO A

Declarations under Rule 4.17: Published:
—  of inventorship (Rule 4.17(iv)) —  with international search report (Art. 21(3))




WO 2012/121634 PCT/SE2011/050260

10

15

20

25

30

1
TRANSMISSION OF AN ALARM SIGNAL IN A WIRELESS
COMMUNICATION SYSTEM

TECHNICAL FIELD

The present invention relates generally to a method and an arrangement in a

wireless communication device. In particular, it relates to transmission of an alarm signal.

BACKGROUND

Theft of personal items such as vehicles, e.g. cars, is unfortunately commonplace.
Locks provide some protection but can often be circumvented. Alarms give more
protection but do not always work either. In particular, these anti-theft measures are
deterring, protective and/or detective but provide no means to recover the stolen item.
There is thus a need to also trace a stolen item such as a car, a personal computer or in
general any kind of item, person, or animal. Indeed, even stationary items may need to

be protected, a typical example being a burglar alarm on a house.

A common way to provide tracking is to equip the item in question with a Global
Positioning Service (GPS) receiver, and some means for wireless communication, e.g. a
Global System for Mobile communications (GSM), Universal Mobile Telecommunications
System (UMTS) or Long Term Evolution (LTE) wireless modem/module. The GPS
receiver constantly monitors the position of the item and transmits it to a “tracking center”,
or alternatively to the item’s owner, via the GSM, UMTS or LTE network.

There also exists systems using electronic shackles, which are used to detect e.g. if
a criminal leaves his house. Such systems commonly utilize a short range radio
transmitting presence information to a local receiver, typically connected to fixed
telephone line in the home. However, proposals also exist to use a wireless network, such
as GSM, UMTS or LTE, for transmitting the information.

Residential homes are often provided with intrusion alarms, which may be

connected to a fixed telephone line, or to a wireless network such as GSM, UMTS or LTE.

It has recently become known that a GPS-based tracking solution is very easy to
disable. A low power local radio transmitter may be used to jam the GPS receiver, making

it impossible for it to receive signals from the GPS satellites. Thus, positioning becomes

disabled.
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Since intrusion alarms in residential homes are normally passive, i.e. no signal is
transmitted unless the alarm is triggered, a residential alarm using a wireless network
such as GSM would become very ineffective if the intruder locally jams the radio signal.
Since the alarm is normally passive, the absence of an alarm signal cannot be used as an

indication for an alarm trigger either.

Similarly, an electronic shackle using GSM, or any other wireless network, could be
jammed. The seriousness of the problem here would depend on whether the shackle is
normally passive or normally active: If the shackle is expected to intermittently send a
“heart beat” to the network, e.g. once per minute, then the absence of such signal could
trigger an alarm. Nevertheless, if the GSM signal is constantly jammed, it would become

difficult to actually locate the escaped person wearing the shackle.

WQO2005/112321 discloses a method for jamming detection and signalling in a
mobile wireless telecommunications network. According to this method, a user equipment
(UE) registered with the network detects ongoing jamming by checking whether the
received signal power in at least one communication channel is greater than a threshold,
and if so, the UE attempts to decode a Base Station Identity Code (BSIC) broadcast by
the base station on that channel. If the BSIC cannot be decoded, the UE concludes that it
is being jammed, and transmits a jammed condition report (JDR) message to the base

station over the Random Access Channel (RACH).

However, this method requires that the UE has registered with the network, or at
least received/decoded some information from the network before jamming begins. This is
because in order to transmit information on the RACH channel, the UE first needs to
obtain certain synchronization and configuration information which is broadcast by the
base station. Therefore, the method will not work if the downlink signal is already being
jammed when the UE first tries to access the network. Furthermore, the prior art method
does not achieve reliable transmission of an alarm signal in the event that all downlink
channels are being jammed. This is because even if the UE has established a network
connection before jamming begins, the synchronization information which is necessary for
transmitting on the RACH becomes invalid as the UE moves away from the location
where the connection was established. In particular, if the UE crosses a cell border or
moves out of coverage of the current radio access technology (RAT) while jamming is
ongoing, transmission of the alarm signal will cease completely, since the UE cannot

receive any synchronization and configuration information from the new base station.
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Neither can the UE obtain the necessary measurements or information for roaming into
another RAT. Thus, even if the UE may in some cases be able to transmit an initial alarm
signal to indicate that it is being jammed, subsequent tracking of the location of the UE is
effectively prevented. Note that in a sense, itis likely to be easier for an entity trying to
prevent tracking to emit a wideband noise signal than to do direct jamming toward a

particular narrow channel. Hence, this poses a serious threat to the reliability.

Moreover, an intruder may circumvent the prior art solution by transmitting a fake
BSIC which the UE is able to decode. This is because the broadcasted BSIC cannot be

authenticated. This would prevent the jamming condition report from being transmitted.

A further drawback of the method disclosed in WO2005/112321 is that the jamming
report message is transmitted if, and only if, jamming is detected. However, in certain
scenarios this is not necessary, whereas in other cases it is not sufficient. Using the
example of a car, jamming of the radio interface is not in itself evidence that the car is
being stolen. For example, the downlink signal could accidentally be interfered by another
nearby wireless device, such as a mobile phone in use inside the car. In such a case,
transmitting a jamming report would trigger a false alarm. Conversely, the car may have

been stolen even though the radio interface is not being jammed.

Furthermore, a resourceful intruder could mislead the system by transmitting several
jamming condition reports with the same identity from different locations, such that the
system cannot detect which is the authentic alarm signal, and which signals are fake. This

may obstruct, or completely prevent, tracking of the device.

There is thus a need in the art for a more reliable mechanism for jamming

mitigation.

SUMMARY

An object of the present invention is to provide an improved mechanism for jamming

mitigation in a wireless communications system.

In various embodiments, a method is provided in a wireless communication device
for transmitting an alarm signal to a radio access node. According to this method, the
wireless communication device detects jamming of a downlink signal which is transmitted

from the radio access node. The wireless communication device then transmits an alarm
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message, or alarm signal, over a non cell-specific contention-based uplink radio channel.
The alarm message comprises information relating to an identity associated with the
wireless communication device. The parameters required for transmitting on the non cell-
specific contention-based uplink radio channel are preconfigured in the wireless

communication device.

In particular embodiments, the preconfigured parameters may be the carrier
frequency and/or uplink frequency resources for transmitting the alarm message. The

preconfigured parameters can also include the size of the alarm message.

In other particular embodiments, the preconfigured parameters are preconfigured on
a subscriber identity module comprised in the device, or hardcoded in the device. The
parameters may be preconfigured at time of manufacture. Furthermore, in some

embodiments preconfiguring may be done by remove provisioning

In various other embodiments, a wireless communication device is provided, which
is configured for transmitting an alarm signal to a radio access node. The wireless
communication device comprises a transmitter, a receiver, a memory and a processing
circuit. The receiver is configured to detect jamming of a downlink signal transmitted from
the radio access node. The transmitter is configured to transmit an alarm message over a
non cell-specific contention-based uplink radio channel. The alarm message comprises
information relating to an identity associated with the wireless communication device.
Furthermore, the memory is preconfigured with the parameters required for transmitting

on the non cell-specific contention-based uplink radio channel.

Since the uplink channel is contention-based and the parameters required to
transmit on the channel, such as carrier frequency or uplink frequency resources, are
preconfigured in the wireless communication device, it is not necessary for the device to
establish any network connection before the alarm signal can be transmitted, e.g. to
obtain synchronization or timing information. Thus, the present invention makes it possible
to transmit an alarm signal even if the jamming signal is already present before the
wireless device has been able to successfully access the network, e.g. before the device
is powered on. Furthermore, the use of a non cell-specific channel enables the alarm
signal to continue to be transmitted if the wireless device moves between the coverage

areas of different cells in the network, or even between networks, while being jammed.
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At least some embodiments of the invention hence contribute to mitigating jamming
of the cellular alarm and tracking systems, which enhances the probability that an alarm is
triggered when a device is stolen and also that the stolen device can be tracked and
finally recovered. By surveilling the alarm channel by the mobile network or some entity

connected thereto, the jamming party may be tracked according to some embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a schematic diagram illustrating a scenario in a radio access network.

Figure 2 is a flow chart illustrating a method in a wireless communication device

according to some embodiments.

Figure 3 is a flow chart illustrating a method in a wireless communication device

according to some embodiments.

Figure 4 is a flow chart illustrating a method in a wireless communication device

according 10 some embodiments.

Figure 5 is a schematic block diagram illustrating an arrangement in a wireless

communication device according to some embodiments.

DETAILED DESCRIPTION

Some embodiments of the invention make use of a wireless device, also referred to
as a terminal, which is comprised in a radio network such as GSM, UMTS, or LTE. The
device may be incorporated e.g. in a car or a home. In the following examples we assume
that the wireless device is comprised in a vehicle or other item capable of movement, but
the concepts presented here are equally applicable to stationary items, such as buildings
etc. The wireless device communicates with the radio network, and transmits some
information which can identify the item, e.g. the International Mobile Subscriber Identity
(IMS1) or other identifier of the wireless device, a user identifier associated with the owner
of the item, or some identifier specific to the item, e.g. car chassis or registration number,
or suitable combinations of such identities. The identification information will be
transmitted via one or more radio base stations comprised in the network. Using known
positioning methods, such as triangulation, the radio network is able to deduce the

location of the item with reasonably good accuracy, and report it into a tracking center
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and/or the item’s owner. Since the positioning is network based rather than terminal

based, it becomes very difficult to interfere with.

However, in order for a wireless device to transmit data, the device needs to
establish a connection with the network for control signalling and data plane transmission.
The control plane is used e.g. to control transmit power, allocate radio resources,
acknowledge data transfer etc. Hence, it is clear that a resourceful attacker could also jam
these channels. In particular, interfering with the control channel may make it impossible
for the terminal to establish a connection for data transfer. In fact, it may be sufficient to
jam the downlink, since this would prevent the wireless device from finding necessary
SYNCH information. Moreover, with the jamming radio source being in close proximity to
the item it could, by transmitting at low power, effectively jam the terminal but still not be
remotely detectable as an intruder in the licensed spectrum. As mentioned above, if the
jamming begins before the wireless device is able to successfully access the network and
obtain at least synchronization and timing information, the wireless device may be
effectively prevented from sending an alarm signal. Furthermore, even if the device were
able to establish an initial connection to the network, and acquire the necessary
parameters for transmission on e.g. the RACH channel, those parameters would still only
apply to the base station which is serving the wireless device at that moment. Once the
device moves out of the coverage area of the serving base station, it is unlikely that the
same parameters, e.g. carrier frequency or uplink resources, can also be used to transmit
an alarm signal in the new cell. Thus, if the downlink channels are still being jammed at

that point, alarm transmission will still fail.

In various embodiments of the invention, this and other problems are addressed by
transmitting the alarm signal on a special contention-based uplink radio channel, e.g. a
random access channel, which is well known to the terminal and to the network
beforehand. In particular, all parameters that are required for accessing the channel are
preconfigured in the wireless device. Thus, the terminal is not dependent on receiving

information on any downlink channel in order to transmit the alarm signal.

Furthermore, the channel is non cell-specific, i.e. the parameters for transmitting on
the channel are valid across multiple cells in the network. Preferably, a global alarm
channel is established; however a national-wide or region-wide, e.g. European-wide,
channel is also possible. It is also conceivable that the channel is operator-specific, i.e.

the parameters for transmitting on the channel are valid in all cells that provide coverage
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for a certain operator. Although the device could, in this case, not be tracked if moved out
of operator coverage, the likelihood of being able to transmit an alarm signal would still be

significantly improved.

The alarm signal comprises at least information relating to an identifier for the item
and/or the wireless device. In some embodiments, the wireless device transmits on the
special radio channel even if it does not detect any acknowledgement from the radio

network.

The uplink channel is a contention-based channel over which packet transmission
takes place without prior coordination; hence, collisions and packet errors may occur over
such channel. For example, the transmission may be based on the ALOHA protocol,
which is one of the most simple, yet elegant, random access protocols. The ALOHA
protocol states that as soon as a packet is generated it is transmitted over the shared
channel. If the packet can be successfully decoded, i.e. received, at the receiver, an
acknowledgement is transmitted back to the transmitter over a feedback channel. If the
acknowledgement message is not received, the transmitter may assume that a packet
error occurred and that the packet must be retransmitted. To avoid that the same set of
packets continue to collide indefinitely, the packet retransmission may be scheduled at a

random, future time.

A variant of the ALOHA protocol is slotted ALOHA, in which all transmitters are time
synchronized and packet transmission can only start at the beginning of a time slot.
Compared to pure ALOHA, slotted ALOHA increases the throughput of the system.

In the particular case considered here, no feedback channel from the network to the
terminal may be available due to jamming. Hence, the data transfer must take place
without the support of a feedback channel. On the other hand, here the message content
does not typically change over time; the message content may be the identity of the
device or similar, and the estimated position of device may be derived by the network and
added to the message after the reception at the base station, or added at some other

point of the network, aggregating information from muiltiple base stations.

Of course, an attacker could jam also the uplink channel, e.g. the ALOHA channel,
itself. For this to be effective, however, the attacker needs to transmit with a jamming
signal power that blocks the UL channel at the base station. This means that the base

station, and the network, can detect the presence of this jamming and raise an alarm. This
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could trigger special monitoring of the uplink channel in neighbouring cells, or, in general,

across the whole network.

A method for transmitting an alarm signal according to some embodiments will now

be described with reference to Figure 1 and the flowchart in Figure 2.

Figure 1 illustrates a scenario in which various embodiments of the invention may
operate. A wireless communication device 110 is being jammed by a signal transmitted by
jamming device 130. In this example, we assume that the wireless communication device
110 is comprised in a car (not shown), but it is equally possible for the device to be
comprised in any other vehicle or moving item as described above. The wireless
communication device 110 may also be a mobile phone, such as a LTE User Equipment
(UE). A wireless communications network 100, e.g. LTE, comprises a cell 102 served by a
radio access node 120, e.g. an LTE evolved NodeB (eNB). The radio access node 120 is
transmitting, possibly by broadcasting, a downlink signal 160 comprising e.g.
synchronization and timing information. However, the jamming signal transmitted by
jamming device 130 interferes with downlink signals in an area indicated by the dotted
region 140. In particular, downlink signal 160 is interfered by this jamming signal, as
indicated by an X at the edge of the dotted region 140. Thus, wireless communication
device 110 cannot detect - or at least not decode - the downlink signal 160. In particular, if
the wireless communication device 110 moves away from the coverage area of cell 102
into cell 104, which is served by radio access node 170, the wireless communication
device 110 will be unable to detect any downlink signals from radio access node 170,
assuming that the jamming from device 130 continues. If radio access node 170 uses
another carrier frequency, modulation scheme etc for the uplink alarm channel, it will not
be possible for wireless communication device 110 to transmit an alarm message to the

radio access node 170, and thus the device can no longer be tracked.

In the following disclosure, it is sometimes stated that a signal is transmitted to, or
received from, a wireless communications network. It should be understood that the
actual transmission or reception of the physical signal is then generally performed by an

access node comprised in said network, for instance radio access node 120 in cell 102.

Referring now to Figure 2, in a step 210 of the example method, the wireless
communication device 110 detects jamming of the downlink signal 160, which is being
transmitted from the wireless communications network 100. This detection may be

performed by various known methods, as will be further described below. For example,
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the wireless communication device 110 may assume that jamming is present if it fails to
detect or decode a wireless communications network, even though an electromagnetic
field of a certain strength is present. In some variants, the wireless communication device

110 may perform a scan at regular intervals to detect if jamming is ongoing.

If jamming is detected, i.e. if the wireless communication device 110 determines that
a downlink signal is being jammed, the wireless communication device 110 transmits an
alarm signal 150 over a non cell-specific contention-based uplink radio channel in step
220. Note that transmission of the alarm signal may be conditioned on an external alarm
event, e.g. the car to which the wireless communication device 110 is attached having
triggered such an alarm event, this will be discussed further below. The alarm signal 150
comprises information relating to an identity associated with the wireless communication
device 110, e.g. the IMSI or car registration number. The information may comprise the
full identity, or alternatively only a part of the identity. In the latter case, several
consecutive messages may be transmitted comprising different parts of the identity,
allowing the radio access node 120 to reconstruct the complete identity by concatenating

or otherwise aggregating the parts.

As mentioned above, the channel is non cell-specific, and may for instance be
global, region-wide, nation-wide or operator-wide. In other words, the parameters required
to transmit on the channel are valid across several cells in the network, or even in muitiple

networks.

The parameters required for transmitting on the uplink radio channel are
preconfigured in the wireless communication device 110. Thus, the wireless
communication device 110 does not need to register with the wireless communications
network 100 before transmitting the alarm signal 150, or abtain any synchronization or
timing information from radio access node 120. Instead, wireless communication device

110 uses the preconfigured parameters for transmission over the uplink channel.

From a radio point of view, a few basic parameters should be preconfigured to be
able to transmit on the uplink channel. First, the carrier frequency and the bandwidth of
the transmission should be preconfigured, for the receiver to listen in the correct
spectrum. Also, the physical layer transmission scheme should be settled, e.g., whether

it is OFDM, singte-carrier and with what parameters.
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The preconfigured parameters may further comprise a defined transmission pattern
for the message, which may start with a header that contains one or more pilot symbols
or reference symbols, transmitted with given modulation scheme that the receiver can
search for to detect that there is a packet coming in and that can be used for channel

estimation.

The parameter may further comprise a given number of symbols/bits to be used for

transmitting the message, and a predefined modulation and coding scheme.

In some variants, the modulation and coding scheme are predefined to QPSK and

1/3 rate coding.

The alarm message may further comprise a field for signaling the packet size, or
message size. In some variants, a few different sizes are preconfigured, e.g. small,
medium, and large packets may be predefined. The wireless device would then include

information about the selected size in the message header.

In some variants, the preconfigured parameters comprise more than one
configuration, e.g. more than one carrier frequency. For instance, several configurations
could be defined for different radio access technologies that are supported by the
wireless communications device. In these variants, the wireless communication device
may transmit several alarm signals, using a different configuration for each transmission.
This may improve the chances that at least one message is received, in case the
wireless communication device moves between areas covered by different radio access
technologies, and thus requiring different parameters to access the uplink alarm

channels.

If more flexibility is desired, the transmitter, i.e. the wireless communication device,
may also select how many bits are included in the packet. In this case this information
must be included in the message, e.g. the packet header, such that the receiver can get

this information and decode the message contents.

Other examples of preconfigured parameters are: which uplink frequency resources
to transmit on, transmission scheme (e.g. OFDM), and parameters of the transmission
scheme used. In the case of OFDM, the parameters of the transmission scheme may

include sub-carrier spacing, number of sub-carriers, and length of the cyclic prefix.
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There are several possible ways to preconfigure the parameters for transmitting on
the uplink channel. In some variants, the parameters are preconfigured on a subscriber
identity module, SIM, comprised in the wireless communication device 110. The SIM

may be an embedded SIM which is integrated into the circuitry of the device.

In other variants, the parameters are hardcoded in the wireless communication
device 110 e.g. by the device manufacturer or distributor, such as a security firm or car

seller.

In yet further variants, the parameters are received from a radio access node. The
second radio access node may be a second radio access node, different from the radio
access node 120. That is to say, step 210 may be preceded by another step, performed
before jamming has started, wherein the wireless communication device acquires the

parameters from a radio access node.

Some, or even all, of the parameters may also be configured when the item to which
the wireless communication device is attached is being deployed, e.g. when a car is
being sold. For example, the user identity (e.g. driver’s license identity) of the car's
owner may be then be added/included as part of the device identity. Likewise, the owner
may insert a previously acquired SIM card in which case some parameters (e.g. IMSI)
may be operator specific and configured in this way. Yet another option is that the car
dealer or local, e.g. national, car manufacturer representative provisions at least some of

the parameters as the car is customized for the local market and/or owner.

As means for provisioning of parameters a configuration device, e.g. a personal
computer, attached via cable, infrared, short-range radio or other suitable connection
could be used. USB sticks, SD cards, etc, may also be used.

During transmission over the preconfigured uplink channel, the wireless
communication device 110 may not have sufficient information about the path loss to or
the interference at the receiver, i.e. radio access node 120. To minimize the risk of packet
error, the alarm signal 150 is, in some variants of this embodiment, transmitted with a high
power and a robust modulation and coding scheme. One possible selection is 1/3 rate

coding and QPSK modulation, in combination with high, e.g. maximum, transmit power.

Some variants of this embodiment use a transmission mode that allows for soft

combining, by means of Chase combining or incremental redundancy, at the receiver 120.
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In that case, if it is not possible for the network to decode the packet based on a single
transmission attempt, the signal from several transmissions can be combined to reduce
the error probability. This option can be used provided that the message content does not

change over time.

Another example method for transmitting an alarm signal will now be described,
illustrated by Figure 1 and the flowchart in Figure 3. This example is based on the
previous embodiment. However, here the alarm signal 150 is transmitted in response to

jamming detection combined with one or more other alarm triggers.

In step 310, the wireless communication device 110 detects an alarm trigger, which
may be e.g. an intrusion alarm, a user-initiated alarm, or any combination of these

triggers.

If an alarm trigger is detected, the wireless communication device 110 proceeds to
detecting if a downlink signal is being jammed in step 310. If this is the case, the wireless
communication device 110 transmits, in step 330, an alarm signal 150 on a non cell-
specific contention-based uplink channel, using preconfigured parameters. Thus, steps
320 and 330 correspond to steps 210 and 220 as described above.

In case no jamming is detected in step 310, the wireless communication device 110
may instead transmit an alarm signal using normal channels, e.g. conventional LTE or

GPRS data radio bearers which are set up according to pre-defined procedures.

By combining jamming detection with other alarm triggers, the risk of triggering a
false alarm is reduced. For instance, in a scenario where the wireless communication
device 110 is comprised in a car, and a mobile phone inside the car is interfering with the
signal 160, the wireless communication device 110 may falsely conclude that jamming is
present. However, in the embodiment of Figure 3, no alarm signal would be transmitted,

because the car theft alarm has not gone off.

Furthermore, the energy consumption of wireless communication device 110 may
be reduced in this embodiment, as the device 110 does not need to continuously or
regularly scan for jamming. This may be helpful in particular for small-battery powered

devices.

In another embodiment, step 310 is performed directly followed by step 330. That is

to say, an alarm trigger such as an intrusion alarm is triggered, and in response to this the
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wireless communication device 110 transmits an alarm signal on the non cell-specific
contention-based uplink channel. Thus, in this embodiment no jamming detection step
takes place. Instead, the alarm signal is always transmitted on the special alarm channel,
regardless of whether jamming is ongoing or not. This embodiment may be beneficial in

case a thief finds a way to disable or fooi the jamming detection mechanism.

The flowchart in Figure 4 illustrates another example method according to some
embodiments. The wireless communication device 110, interchangeably referred to as
“the terminal” below, performs a handshake with the network 100 at power on. The

handshake process starts with a request, or attempt 410 to attach to the network 100.

If the network attach is successful, 420, the terminal establishes a security context
with the network in step 430 as part of the registration. In some embodiments, the
terminal may additionally register itself in a special alarm mode, 440. An alarm mode
registration will be remembered by the network, e.g. by the MME/VLR/SGSN, and data
transfers associated with such a terminal may be given higher priority. In general,
terminals registered as being in alarm mode may receive special treatment, as described
in more detail below. After the terminal has established a security context and optionally
also registered in alarm mode, it regularly scans for any alarm trigger 450 in a normal
fashion, e.g. for triggers from a car’s intrusion detectors. Likewise, even if the terminal
cannot attach to the network, i.e. the attempt to attach in step 410, 420 is not successful,

the terminal will still await alarm triggers.

Once one or more alarm trigger is detected in step 450, the terminal needs to send
an alarm report to the wireless network 100. In step 460, the terminal detects whether the
radio is currently jammed, i.e. if there is jamming of a downlink signal. If the radio is not
jammed, normal alarm procedures can be followed, using e.g. a position from GPS or the
wireless network 100 and communication over normal channels in the wireless network
100. Note that in this mode, when the radio is not jammed, the communication can always

be protected.

If, on the other hand, it is detected in step 460 that the radio is jammed, the alarm
message 150 will be transmitted over a non cell-specific contention-based uplink channel,
e.g. an ALOHA channel, which does not depend on any downlink channel. In other words,
the parameters required for transmitting on the uplink channel are preconfigured in the

terminal 110. If possible, the message over the ALOHA channel is protected. Whether this
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is possible depends on if the terminal was able to establish a security context in previous
step 430. Specifically, suppose that the terminal did manage to register previously, but is
now being jammed. Then the terminal could protect, i.e. authenticate, the alarm signal
150, e.g. an uplink ALOHA message, by using the keys available in the previously
established security context. Now, if the terminal has been moving in idle mode, the radio
network node 120, e.g. an LTE eNB, which receives the alarm signal 150, may not be
able to authenticate the terminal since it does not have the necessary keys. However, in
systems such as EPS/LTE, the MME will act as an anchor and will have a copy of the
NAS (Non-access Stratum) keys. Hence, a radio network node 120 which receives
messages on the uplink channel can forward them to the MME which can verify the
authenticity on NAS level. If the verification is successful, the MME may moreover, for
terminals in alarm mode, push down security keys to the radio network node 120, and

possibly also to its neighbors, so that additional signaling may be verified locally.

Another possibility is to integrity protect the transmitted alarm signal 150 using a
pre-configured key in the terminal, i.e. the wireless communication device 110. This key
can be provisioned by any of the means previously discussed for configuration of device

parameters.

Using this procedure, an alarm report 150 may be transmitted also in case the
terminal or wireless communication device 110 is not registered with the network 100.
Also, the message is protected whenever possible. Any alarm trigger, and not only a BSIC
decoding failure, will initiate the alarm report. Given that any other alarm trigger has been
registered, the alarm message 150 will be transmitted even if the BSIC can be correctly
decoded. Moreover, the invention cannot be circumvented by injecting faked transmission

of a seemingly valid BSIC.

It can be noticed that the alarm function can in the general case be viewed as an
application using radio communication over e.g. the previously discussed ALOHA
channel. Thus, a single logical alarm message may in some cases be fragmented and
transmitted over a plurality of lower layer packets, e.g. ALOHA packets. In embodiments
where it has been possible for the wireless communication device to attach and establish
a security context, protection, e.g. integrity and/or encryption may therefore be applied per
packet. For example, in LTE protection is implemented in the PDCP layer, protecting the
individual PDCP packets. In other embodiments, when a pre-configured key is used,

protection may as an option be applied at the "alarm application" layer, thus protecting
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logical alarm messages. In either case, the effect will be same from protection point of

view.

Figure 5 illustrates an example configuration for the wireless communication device
110. Figure 5 depicts a wireless communication device 500, which is configured for
sending an alarm signal to a wireless communications network, such as the wireless
communications network 100 in Figure 1. The wireless communication device 500
comprises a receiver 508, a transmitter 510, a memory 520 and a processing circuit 530.
The receiver 508 is configured to detect jamming of a downlink signal 160 transmitted
from the radio access node 120. The transmitter 510 is configured to transmit, over a non
cell-specific contention-based uplink radio channel, an alarm signal 150 comprising
information relating to an identity associated with the wireless communication device 500.
The memory 520 is preconfigured with the parameters required for accessing the uplink
radio channel. The parameters may comprise one or more of: carrier frequency, coding

and modulation scheme, or packet size.

In some embodiments, the processing circuit 530 is further configured to attempt to
attach to the wireless communications network 100. The processing circuit 530 may be
further configured to indicate an alarm mode of operation when attempting to attach to
the radio access node 120. If the attempt to attach is successful, the processing circuit
530 is, in these embodiments, further configured to establish a security context with the
radio access node 120. In some variants, the processing circuit 530 is further configured

to integrity protect the transmitted signal using the established security context.

In some embodiments, the processing circuit 530 is further configured to integrity

protect the transmitted signal using a pre-configured key in the device 500.

In some embodiments, jamming detection is combined with detection of other alarm
triggers. Thus, the receiver 508 is further configured to detect an alarm trigger, and to
perform the step of detecting jamming in response to detecting the alarm trigger. The

alarm trigger may comprise one or more of: an intrusion alarm, a user-initiated alarm.

In some embodiments, the transmitter 510 is configured to transmit the alarm signal
150 with high power and/or a robust modulation and coding scheme. For example, the
transmitter 510 may be configured to transmit the alarm signal 150 with 1/3 rate coding,

and/or to transmit the alarm signal 150 with maximum power.
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In all of the above embodiments, the network may optionally track the device once
the alarm signal has been received, so that the stolen vehicle or item may eventually be
recovered. To make sure that the position of the device can be tracked, the message, i.e.
the alarm signal 150, must be transmitted regularly by the wireless communication device
110. However, to avoid repeated collisions, the inter-transmission time should not be
constant but random. The average inter-transmission time may depend on the type of

device that is protected but may typically be in the order of ten seconds.

Yet another option, which can be applied in all of the above embodiments, is to
include the time of the next transmission in the packet transmission, i.e. in the alarm
signal 150. As mentioned above, the next transmission time may be randomly chosen by
the transmitter, i.e. wireless communication device 110. Indeed, the network 100 and in
particular the radio access node 120 must always continuously scan the uplink channel,
e.g. random access channel, to find the first transmission from a device. However, when
the first packet from a device is found and decoded, such information may simplify the
reception of coming packets since it makes it possible for the network 100 to concentrate
resources for a given time window and, assuming that the device position does not
change significantly in between two packet transmissions, the search can also be

concentrated in a certain geographic direction.

It should be noted that information in the packet about upcoming scheduled
transmissions may be misused by the thief/intruder. By knowing the transmission
schedule, jamming could be temporary to saving jamming resources. Possibly,
information in the message could also be manipulated. To protect against these attacks, it
is possible to encrypt and/or integrity protect the information of the packet, as already
discussed in relation to Figure 4 above. It is advantageous to establish keys beforehand
to prevent an attacker from eavesdropping, or potentially manipulating also the key
management. As already discussed, in case the device is able to register with the network
at least once, a security context will be created and keys therein may be used. Optionally,
key establishment could take place at alarm installation time, and be used thereafter. In
order to encrypt a packet, the sender must initially either have shared a key with the
receiver (symmetric cryptography) or have acquired the public key of the receiver
(asymmetric cryptography). The establishment of this initial key may e.g. be executed
during the installation of the alarm. The sender may test the alarm channel with a special
initiation protocol. In exchange of messages, the sender makes itself known to the

receiver and one or more keys are sent. Key exchange may take place opportunistically,
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e.g. secret keys sent in clear text, public key of the receiver/certificate are sent without
any possibility to verify the integrity, or the parties may perform a so-called Diffie-Hellman
key exchange. Alternatively, the sender may be configured with a root certificate which
enables it to verify the public encryption key certificate and certificate chain of the
receiver. Subsequent alarm/tracking messages are sent with integrity protection and

encryption based on the keys established in the initiation protocol.

In various embodiments described above, the wireless communication device 110
detects whether it is being jammed. As explained earlier, jamming detection can be done
using a variety of known methods, one of which will now be described in more detail. In a
first step, the wireless communication device 110 listens to see if it can detect the
presence of a radio network. Since these are practically omni-present, lack of such
detection may be an indication that the terminal is being jammed. However, this may lead
to false emergency transmission. For instance, the wireless device may temporarily be out
of radio range, e.g. a car in an underground parking garage. Therefore, in some
embodiments the wireless device 110 comprises means for distinguishing lack of radio
coverage from active jamming. One possibility is to equip the terminal with a field-strength
measuring device, which measures presence of electromagnetic field, such as a radio
field. Such devices are known in the art. The field-strength measuring device may be
further equipped with filtering, so that only the field-strength of the relevant radio
frequency bands is considered. The relevant bands includes the GPS band and the
downlink bands of the wireless technique or techniques used, i.e., it is the frequency
bands used for positioning by GPS and communication. A criterion for considering a

jamming situation to be present is therefore:
IF (no cellular network can be detected) AND (field-strength > threshold) THEN
jam = TRUE;

However, other means of detecting jamming are not excluded by the present

disclosure.

The thief may be aware of the anti-jamming function and may be inclined to prevent
it from operating by disabling it. Assuming the thief has picked the car lock, bypassed or
ignored the audio alarm siren and the electronic system preventing the car from starting
without the right key - or that the thief has actually stolen the key - what additional

mischief could he or she do to neutralize the anti-jamming device? Examples include



18

WO 2012/121634 PCT/SE2011/050260

10

15

20

cutting the antenna cable, power cable or physically destroying the unit. As a
consequence, the anti-jlamming function should preferably be built together with some
other vital part that is not easily disabled. E.g. in the car setting, the unit should preferably
be built in, e.g. molded into plastic/epoxy underneath the dashboard panel, and the power
cable and antenna cable could be part of a closed circuit connected to the start lock, such

that breaking the circuit would prevent the car from starting.

Several embodiments set forth in this disclosure define mechanisms for transmitting
an alarm signal from a wireless communication device to a wireless communications
network by using a non cell-specific contention-based uplink channel, where the
parameters required to transmit on the uplink channel are preconfigured in the wireless
communication device. It should be noted that the present invention is not limited to the
above-describe embodiments, and that various alternatives, modifications and equivalents
may be used. The scope of the invention is limited only by the appending claims. In
particular, the invention is not limited to any specific wireless system. Any suitable
wireless communication system, including UMTS, WiMax, GSM, and LTE, may benefit

from exploiting the ideas set forth herein.

Throughout this disclosure, the word "comprise" or “comprising” is intended to be

interpreted as non-limiting, i.e. meaning "consist at least of".

The term “message” as used herein should be construed as encompassing a
sequence of bits, a packet, or a message comprising a header and a payload. The

expressions “alarm message” and “alarm signal” are used interchangeably herein.
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CLAIMS

1.

A method in a wireless communication device (110) for transmitting an alarm signal

to a radio access node (120), the method comprising:

- detecting (210) jamming of a downlink signal (160) transmitted from the radio

access node (120);

characterized in further comprising:

- transmitting (220), over a non cell-specific contention-based uplink radio
channel, an alarm signal (150) comprising information relating to an identity

associated with the wireless communication device (110), wherein the

parameters required for transmitting on the non cell-specific contention-based

uplink radio channel are preconfigured in the wireless communication device

(110).

The method of claim 1, wherein the parameters comprise one or more of: carrier

frequency, uplink resources in frequency, or a size of the alarm signal.

The method of claim 2, wherein the parameters comprise more than one carrier

frequency.

The method of any one of claims 1-3, wherein at least one of the parameters are

provisioned after manufacturing of the wireless communication device (110).

The method of claim 4, wherein the at least one parameter is provisioned as
preconfigured on a subscriber identity module comprised in the wireless

communication device (110).

The method of claim 4, wherein the at least one parameter is provisioned by
connecting the wireless communication device (110) to an external provisioning

device.

The method of any one of claims 1-3, wherein at least one of the parameters are

hardcoded in the wireless communication device (110).

The method of any one of claims 1-2, further comprising:

- receiving at least one of the parameters from a radio access node.

The method of any one of the preceding claims, further comprising:
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

- attempting (410) to attach to the wireless communications network (100).

The method of claim 9, further comprising establishing (430) a security context with

the wireless communications network (100), if the attempt to attach was successful.

The method of claim 10, wherein the transmitted alarm signal (150) is integrity

protected using the established security context.

The method of claim 1, wherein the transmitted alarm signal (150) is integrity

protected using a pre-configured key in the device (110).

The method of any one of claims 9-12, wherein the attempt to attach to the wireless
communications network (100) comprises indicating (440) an alarm mode of

operation.

The method of any one of the preceding claims, wherein the step of detecting

jamming is performed in response to detecting (310) an alarm trigger.

The method of claim 14, wherein the alarm trigger comprises one or more of: an

intrusion alarm, a user-initiated alarm.

The method of any one of the preceding claims, wherein the alarm signal (150) is

transmitted with high power and/or a robust modulation and coding scheme.

The method of claim 16, wherein the alarm signal (150) is transmitted (220) with 1/3

rate coding.

The method of claim 16 or 17, wherein the alarm signal (150) is transmitted (220)

with maximum power.

The method of any one of claims 1-18, wherein the alarm signal (150) comprises an

estimated time for the next transmission of the alarm signal.

A wireless communication device (500) configured for sending an alarm signal to a
wireless communications network (100), the wireless communication device (500)
comprising a receiver (508), a transmitter (510), a memory (520) and a processing
circuit (5630), wherein:

the receiver (508) is configured to detect jamming of a downlink signal

(160) transmitted from the wireless communications network (100);
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characterized in that:
the transmitter (510) is configured to transmit, over a non celi-specific
contention-based uplink radio channel, an alarm signal (150) comprising
information relating to an identity associated with the wireless communication
5 device (500); and
the memory (520) is preconfigured with the parameters required for

accessing the non cell-specific contention-based uplink radio channel.

10
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