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1
METHOD AND APPARATUS WITH SYSTEM
VERIFICATION BASED ON
REINFORCEMENT LEARNING

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit under 35 USC 119(a)
of Korean Patent Application No. 10-2019-0055795 filed on
May 13, 2019 in the Korean Intellectual Property Office, the
entire disclosure of which is incorporated herein by refer-
ence for all purposes.

BACKGROUND
1. Field

The following description relates to a method with system
verification that implements reinforcement learning. The
following description also relates to an apparatus with
system verification that implements reinforcement learning.

2. Description of Related Art

Due to the complexity of digital circuit design technology
and the diversity of digital circuit design products, verifi-
cation of a circuit design has become more and more
complicated. However, a current circuit design or product
verification process is performed using a rule based scenario
verification scheme based on the experience of engineers.
There is no circuit design or product-specific absolute evalu-
ation criteria. Thus, due to the advances in circuit design or
products and the change in usage of such technology by
providers, an existing verification scheme may not guarantee
the quality or performance. As a result, there may be a
significant loss in productivity during solutions used to
guarantee quality or performance through post-correction
and testing.

In order to solve such issues, there have been attempts to
improve the verification process by introducing an artificial
intelligence-based process. For example, there have been
attempts to use a machine learning algorithm. However,
there is no numerical metric for evaluating the verification
situation. Also, the length of a verification vector, an amount
of computation, and the non-typicality exceed the process-
ing limit of the machine learning algorithm, and the simu-
lation cost required for obtaining data for typical machine
learning is very large.

SUMMARY

This Summary is provided to introduce a selection of
concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid
in determining the scope of the claimed subject matter.

In one general aspect, a system verification method
includes generating a first verification vector as a result of a
first action of an agent, the first verification vector referring
to an observation corresponding to at least one state already
covered, from among states of elements of a target system,
identifying a first coverage corresponding to at least one
state covered by the first verification vector, from among the
states of the elements, updating the observation by reflecting
the first coverage in the observation, and generating a second
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2

verification vector through a second action of the agent, the
second verification vector referring to the updated observa-
tion.

The system verification method may further include train-
ing the agent based on the second verification vector.

The generating of the first verification vector may include
generating the first verification vector using a template
corresponding to a combination of commands used in the
target system.

The system verification method may further include add-
ing first action information related to the first action to an
action pool, in response to the first action information being
absent from the action pool.

The system verification method may further include gen-
erating a training data set by combining at least a portion of
actions present in the action pool based on coverages of the
actions present in the action pool, and training the agent
using the training data set.

The generating of the training data set may include
determining a sequence of at least a portion of the actions
present in the action pool, and generating the training data
set based on the determined sequence.

The training may be performed asynchronously with
respect to the generating of the first verification vector and
the identifying.

The system verification method may further include, in
response to commands included in the first action including
at least one command not contributing to the first coverage,
excluding data related to the at least one command from the
first action information.

The identifying may include measuring the first coverage
by simulating the target system using the first verification
vector, in response to first action information related to the
first action being absent from an action pool, and obtaining
the first coverage from the first action information, in
response to the first action information being present in the
action pool.

The system verification method may further include pro-
viding a reward based on a range of the states included in the
first coverage.

The target system may correspond to either one or both of
a circuit and a machine.

The states of the elements may correspond to inputs of the
elements.

The system verification method may further include deter-
mining a verification vector set based on verification vectors
already generated, in response to a cumulative coverage
corresponding to the observation reaching a target value.

In another general aspect, a non-transitory computer-
readable storage medium stores instructions that, when
executed by a processor, cause the processor to perform the
method described above.

In another general aspect, a system verification apparatus,
includes one or more processors configured to generate a
first verification vector as a result of a first action of an agent,
the first verification vector referring to an observation cor-
responding to at least one state already covered, from among
states of elements of a target system, identify a first coverage
corresponding to at least one state covered by the first
verification vector, from among the states of the elements,
update the observation by reflecting the first coverage in the
observation, and generate a second verification vector
through a second action of the agent, the second verification
vector referring to the updated observation.

The system verification apparatus may further include a
memory configured to store instructions, wherein the pro-
cessor is further configured to execute the instructions to
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configure the processor to generate the first verification
vector as the result of the first action of the agent, the first
verification vector referring to the observation correspond-
ing to the at least one state already covered, from among the
states of the elements of the target system, identity the first
coverage corresponding to the at least one state covered by
the first verification vector, from among the states of the
elements, update the observation by reflecting the first
coverage in the observation, and generate the second veri-
fication vector through the second action of the agent, the
second verification vector referring to the updated observa-
tion.

The one or more processors may be configured to train the
agent based on the second verification vector.

The one or more processors may be configured to gener-
ate the first verification vector using a template correspond-
ing to a combination of commands used in the target system.

The one or more processors may be configured to add first
action information related to the first action to an action
pool, in response to the first action information being absent
from the action pool.

The one or more processors may be configured to gener-
ate a training data set by combining at least a portion of
actions present in the action pool based on coverages of the
actions present in the action pool, and train the agent with
the training data set.

The one or more processors may be configured to measure
the first coverage by simulating the target system with the
first verification vector, in response to first action informa-
tion related to the first action being absent from an action
pool, and obtain the first coverage from the first action
information, in response to the first action information being
present in the action pool.

The one or more processors may be configured to provide
a reward based on a range of the states included in the first
coverage.

The one or more processors may be configured to deter-
mine a verification vector set based on verification vectors
generated thus far, in response to a cumulative coverage
corresponding to the observation reaching a target value.

In another general aspect, a system verification method
includes generating a first verification vector as a result of a
first action of an agent, the first verification vector referring
to an observation corresponding to at least one state already
covered, from among states of elements of a target system,
identifying a first coverage corresponding to at least one
state covered by the first verification vector, from among the
states of the elements, adding first action information related
to the first action to an action pool, in response to the first
action information being absent from the action pool, gen-
erating a training data set by combining at least a portion of
actions present in the action pool based on coverages of the
actions present in the action pool, and training the agent
using the training data set.

The system verification method may further include
updating the observation by reflecting the first coverage in
the observation, and generating a second verification vector
through a second action of the agent, the second verification
vector referring to the updated observation.

The identifying may include measuring the first coverage
by simulating the target system using the first verification
vector, in response to first action information related to the
first action being absent from an action pool, and obtaining
the first coverage from the first action information, in
response to the first action information being present in the
action pool.
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4

The system verification method may further include pro-
viding a reward based on a range of the states included in the
first coverage.

Other features and aspects will be apparent from the
following detailed description, the drawings, and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates an example of a reinforcement learning
based system verification apparatus.

FIG. 2 illustrates an example of a target system.

FIG. 3 illustrates an example of a block of interest.

FIG. 4 illustrates an example of states of unit elements.

FIG. 5 illustrates an example of coverage expansion
through a search for a verification vector.

FIG. 6 illustrates an example of a reinforcement learning
process.

FIG. 7 illustrates an example of a reinforcement learning
based system verification method.

FIGS. 8 through 11 illustrate examples of generating an
action using a template.

FIG. 12 illustrates an example of an action pool and a
training data set.

FIG. 13 illustrates an example of generating a training
data set.

FIG. 14 illustrates an example of reducing an action size.

FIG. 15 illustrates an example of a relationship between
an action size and a reward.

FIG. 16 illustrates an example of an asynchronous process
of action generation and training.

FIG. 17 illustrates an example of a system verification
apparatus.

Throughout the drawings and the detailed description,
unless otherwise described or provided, the same drawing
reference numerals will be understood to refer to the same
elements, features, and structures. The drawings may not be
to scale, and the relative size, proportions, and depiction of
elements in the drawings may be exaggerated for clarity,
illustration, and convenience.

DETAILED DESCRIPTION

The following detailed description is provided to assist
the reader in gaining a comprehensive understanding of the
methods, apparatuses, and/or systems described herein.
However, various changes, modifications, and equivalents
of the methods, apparatuses, and/or systems described
herein will be apparent after an understanding of the dis-
closure of this application. For example, the sequences of
operations described herein are merely examples, and are
not limited to those set forth herein, but may be changed as
will be apparent after an understanding of the disclosure of
this application, with the exception of operations necessarily
occurring in a certain order. Also, descriptions of features
that are known in the art may be omitted for increased clarity
and conciseness.

The features described herein may be embodied in dif-
ferent forms, and are not to be construed as being limited to
the examples described herein. Rather, the examples
described herein have been provided merely to illustrate
some of the many possible ways of implementing the
methods, apparatuses, and/or systems described herein that
will be apparent after an understanding of the disclosure of
this application.

For example, the following detailed structural or func-
tional description is provided as an example only and
various alterations and modifications may be made to the
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examples. Accordingly, the examples are not construed as
being limited to the disclosure and should be understood to
include all changes, equivalents, and replacements within
the technical scope of the disclosure.

Terms, such as first, second, and the like, may be used

herein to describe components. Each of these terminologies
is not used to define an essence, order or sequence of a
corresponding component but used merely to distinguish the
corresponding component from other component(s). For
example, a first component may be referred to as a second
component, and similarly the second component may also
be referred to as the first component.
The singular forms “a”, “an”, and “the” are intended to
include the plural forms as well, unless the context clearly
indicates otherwise. It will be further understood that the
terms “‘comprises/comprising” and/or “includes/including”
when used herein, specify the presence of stated features,
integers, steps, operations, elements, and/or components, but
do not preclude the presence or addition of one or more other
features, integers, operations, elements, components and/or
groups thereof.

Unless otherwise defined, all terms, including technical
and scientific terms, used herein have the same meaning as
commonly understood by one of ordinary skill in the art to
which this disclosure pertains after an understanding of the
disclosure of the present application. Terms, such as those
defined in commonly used dictionaries, are to be interpreted
as having a meaning that is consistent with their meaning in
the context of the relevant art and the disclosure of the
present application, and are not to be interpreted in an
idealized or overly formal sense unless expressly so defined
herein.

Hereinafter, examples will be described in detail with
reference to the accompanying drawings. In the drawings,
like reference numerals are used for like elements. Further,
herein, it is noted that use of the term “may” with respect to
an example or embodiment, e.g., as to what an example or
embodiment may include or implement, means that at least
one example or embodiment exists where such a feature is
included or implemented while all examples and embodi-
ments are not limited thereto.

FIG. 1 illustrates an example of a reinforcement learning
based system verification apparatus. A verification apparatus
110 may verify a target system 120. The verification appa-
ratus 110 generates a verification vector 101, inputs the
verification vector 101 into the target system 120, and
obtains an output vector 102 output by the target system 120
in response to the verification vector 101 being input. The
verification apparatus 110 may verify the target system 120
based on the verification vector 101 and the output vector
102. For example, there may exist a predicted output
mapped to the verification vector 101. The predicted output
may refer to data predicted to be output by the target system
120 in response to the verification vector 101 being input,
when the target system 120 operates normally. The verifi-
cation apparatus 110 may verify the target system 120 by
comparing the output vector 102 to the predicted output.

The target system 120 may correspond to at least one of
a circuit or a machine, or may correspond to various systems
or hardware having specialize functions. Further, the target
system 120 may include unit elements 121. In an example,
when the target system 120 corresponds to a circuit, the unit
elements 121 each include at least one circuit or hardware
processing element. In an example, the target system 120
corresponds to a machine, e.g., with multiple processors,
where the unit elements 121 may each include one or more
processors. The target system 120 may also include one or

20

25

30

40

45

6

more memories storing instructions, which when executed
by the one or more processors, configure the one or more
processors to implement any, any combination, or all opera-
tions described herein, where the processor and the memory
may provide functionality by being programmed with appro-
priate software.

The unit elements 121 may have respective states. A
verification coverage may be determined based on an appro-
priate state transition. For example, the states of the unit
elements 121 may correspond to at least one of inputs,
outputs, and internal states of the unit elements 121. The
verification coverage may indicate a range of the target
system 120 verified by each verification vector 101, and is
simply referred to as a coverage. The verification apparatus
110 may define the coverage based on the states of the unit
elements 121, and may use the coverage as a criterion for
evaluating the performance of each verification vector 101.
Accordingly, the verification apparatus 110 may accurately
evaluate the performance of each verification vector 101 and
may efficiently search for a verification vector 101 based on
the data included in such a vector that is indicative of the
level of success of the target system 120.

The verification apparatus 110 may generate a verification
vector 101 based on reinforcement learning. An action
generated by an agent of reinforcement learning may cor-
respond to the verification vector 101, and a reward may be
provided based on a coverage corresponding to the gener-
ated action. For example, the wider the coverage of the
action, the greater the reward that may be provided. The
agent may be trained to generate an action that secures a
relatively wide coverage. Thus, the agent may efficiently
search for a verification vector 101.

FIG. 2 illustrates an example of a target system. Referring
to the example of FIG. 2, the entire design may be divided
into blocks. For example, the entire design may be divided
into large blocks, and the large blocks may be divided into
smaller blocks. In the example of FIG. 2, a block A and a
block B may correspond to large blocks, and blocks Al
through A4 and blocks B1 through B3 may be smaller
blocks. A target system may correspond to the entire design,
or may corresponds to a predetermined block in the entire
design. When designing a system, blocks may be designed
and then, the entire system may be designed through a
combination of the blocks. A verification scheme may be
used for verifying the blocks after the blocks are designed,
or may be used for verifying the entire system when the
entire system is designed. Subsequently, a verification pro-
cess for a single small block, for example, the block B3, is
described further, which, however, is provided only for ease
of description. The following description may also be appli-
cable to the whole or another portion of the entire design.

FIG. 3 illustrates an example of a block of interest. The
block of interest may refer to a target system to be verified.
Subsequently, an example in which the target system cor-
responds to a circuit, and the individual block corresponds
to a designated block of the circuit or portion is described
further, which, however, is provided only for ease of
description, e.g., of an integrated circuit, e.g. processing
blocks and/or memory blocks, as non-limiting examples.
The following description may also be applicable to an
example in which the target system is a system other than a
circuit.

Referring to the example of FIG. 3, a block of interest 300
may include a plurality of circuit elements. At least a portion
of unit elements in the target system may be selected as
representative unit elements, and states of the representative
unit elements may be used to define a coverage. For
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example, at least a portion of unit elements directly receiv-
ing a verification vector, among the unit elements in the
target system, may be selected as the representative unit
elements. In the example of FIG. 3, because circuit elements
310, 320, and 330 may receive inputs IN1, IN2, and IN3,
respectively, the circuit elements 310, 320, and 330 may
correspond to representative unit elements. Thus, a coverage
may be defined based on states of the circuit elements 310,
320, and 330.

Meanwhile, the circuit element 310 may receive an input
Q1 corresponding to an output of the circuit element 330 in
addition to the input IN1, and the circuit element 320 may
receive an input Q2 corresponding to an output of a circuit
element 340 in addition to the input IN2. The inputs IN1 and
IN2 are also referred to as external inputs for the circuit
elements 310 and 320, respectively. The inputs Q1 and Q2
are also referred to as internal inputs for the circuit elements
310 and 320, respectively. The inputs for the circuit elements
310, 320, and 330 may be construed as including both
internal inputs and external inputs.

For example, the example states of the circuit elements
310, 320, and 330 that may correspond to the inputs for the
circuit elements 310, 320, and 330. In such an example, a
coverage of the block of interest 300 is defined based on the
inputs IN1, IN2, IN3, Q1, and Q2 including the external
inputs and the internal inputs for the circuit elements 310,
320, and 330.

FIG. 4 illustrates an example of states of unit elements.
Referring to the example of FIG. 4, a table 400 illustrates
respective states of the inputs IN1, IN2, IN3, Q1, and Q2
with respect to the example of FIG. 3. The states of the
inputs IN1, IN2, IN3, Q1, and Q2 are all states of unit
elements of a target system to be covered, such as by
verification vectors. For example, when states of a block 410
are verified by a verification vector, a coverage of the
verification vector corresponds to the block 410.

The table 400 further includes information related to bits
indicating values for “Discard” and “Cover.” “Discard”
indicates a case in which a verification is unnecessary, such
as a state which is infeasible according to a design intent.
“Cover” indicates whether a state is covered by a verifica-
tion vector. Examples corresponding to “Discard” may be
excluded from all the states of the unit elements.

A verification apparatus may define all the states of the
unit elements of the target system to be covered as shown in
the table 400, and may identify a coverage covered based on
each verification vector. The verification apparatus may
provide an agent with a reward corresponding to the cov-
erage, and the agent may generate a verification vector such
that the coverage widens. Further, the verification apparatus
may figure out a sequence of verification vectors that
effectively widen the coverage by accumulating the verifi-
cation vectors and information related to the corresponding
coverage while generating the verification vectors. The
verification apparatus trains the agent through using the
sequence, thereby increasing the effectiveness of a search
process for verification vectors.

FIG. 5 illustrates an example of coverage expansion
through a search for a verification vector. Referring to the
example of FIG. 5, all states to be covered and states covered
by each unit verification vector are illustrated. Subsequently,
examples of all of the states of the unit elements of the target
system to be covered will be referred to as A, a unit
verification vector is referred to as V,, at least one state
covered by the verification vector V,, from among all of the
states A, is referred to as B,, and a coverage corresponding
to the states B,, is referred to as CV,.
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A verification apparatus may iteratively generate a veri-
fication vector V, satisfying the relationship B,= A until a
target value is achieved. When a cumulative coverage
reaches the target value, the verification apparatus may
determine a verification vector set V based on the verifica-
tion vectors V, generated thus far. The cumulative coverage
may correspond to at least one state U,“B, covered thus far,
from among all the states A. In U/B,, k may denote an
iteration count of the number of iterations performed thus
far. The obtained verification vector set may be expressed as
V={V,, V,, ..., V,}. When the target value is 100%, the
verification apparatus may iteratively generate the verifica-
tion vector V, satisfying the relationships B,=A and
UB,=A. In U”B,, N may denote a total iteration count.
Thus, the obtained verification vector set may be expressed
as V={V,, V,, ..., V,}. The verification apparatus may
search for a smallest verification vector set V, among veri-
fication vector sets V satistying the above conditions.

FIG. 6 illustrates an example of a reinforcement learning
process. A verification apparatus may search for a verifica-
tion vector V, using a reinforcement learning approach.
Referring to the example of FIG. 6, an agent 610 may
perform an action AT of generating a verification vector V,
by referring to an observation O,. The observation O, may
indicate a cumulative coverage corresponding to at least one
state U/B, covered thus far, among all states A of unit
elements of a target system. In a first episode, where i=k=1,
that is, before a verification vector V, is generated, the
observation O, may have a null value. In reinforcement
learning, an episode may indicate an iteration count.

A simulator 620 may identify a coverage CV, correspond-
ing to at least one state B, covered by the verification vector
V,, from among all the states A. When the coverage CV, is
identified, a reward RW corresponding to the states B, or the
coverage CVi may be provided. For example, the reward
RW may be provided based on a range of the states B,
included in the coverage CV,. For example, such a range
may be the number of the states B,. When there are states
covered in advance, the reward RW may be provided based
on states B, newly covered based on the coverage CV,. The
reward RW may be construed as being provided by an
environment. The agent 610 may generate a verification
vector V, such that a wider coverage CV, is secured. Also, a
cumulative coverage may widen as generation of a verifi-
cation vector V, is iteratively performed.

In a subsequent episode, the observation O, may be
updated based on the coverage CV,. The update operation of
the observation O, may be then expressed as O,, ,=O,UB,.
Further, the updated observation may be expressed as O, ;.
The agent 610 may perform an action AT of generating a
verification vector V,,, by referring to the updated observa-
tion O,,,. When the verification vector V,,, is generated, a
reward RW corresponding to states B,, , or a coverage CV,,,
may be provided, accordingly.

When the above process is iteratively performed a number
of times corresponding to a predetermined number of epi-
sodes, the verification vector set V may be completed. When
a target value of the coverage is not achieved with the
verification vector set V, a verification vector set V may be
generated again through producing a new episode set. The
verification apparatus may train an agent based on a result of
performing a previous episode set, to perform a new episode
set more efficiently than the previous episode set.

FIG. 7 illustrates an example of a reinforcement learning
based system verification method. Referring to the example
of FIG. 7, in operation 710, a verification apparatus may
generate a verification vector through an action of an agent.
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In this example of operation 710, the agent may generate the
action by referring to an observation corresponding to at
least one state covered thus far, from among states of unit
elements of a target system.

The verification apparatus may provide a template corre-
sponding to a combination of commands used in the target
system, and the agent may generate the verification vector
through the action using the corresponding template. The
generation of the action using the template is described
further, below, with reference to FIGS. 8 through 11.

FIGS. 8 through 11 illustrate examples of generating an
action using a template. Referring to the example of FIG. 8,
a verification apparatus may generate a parameterized tem-
plate 830 based on a command set 810 and operation
information 820, and may generate an action 840 using the
template 830. The command set 810 may include commands
for performing functions of a target system.

Referring to the example of FIG. 9, a command set is
illustrated. The command set of FIG. 9 may include com-
mands for a memory device, such as a memory device under
review, and symbols and data corresponding to the com-
mands. The command set of FIG. 9 is provided as an
example of the memory device only, and there may be
various command sets depending on a target system. Refer-
ring to the example of FIG. 10, operation information is
illustrated. The operation information of FIG. 10 may
include operation states for the memory device. The opera-
tion information of FIG. 10 is provided as an example of the
memory device only, and there may be a variety of operation
information depending on a target system.

Referring to the example of FIG. 11, a template 1110 and
an action 1120 are illustrated. The template 1110 may
correspond to a combination of commands used in a target
system. For example, blocks of the template 1110 may
indicate attributes of the commands, and n0 through n7 may
indicate iteration counts of the blocks or block groups. The
attributes of the commands and the iteration counts are
provided as an example only, and the examples are not
limited thereto. The action 1120 may include micro actions.
In such an example, each micro action may correspond to a
single command. To distinguish the action 1120 from a
micro action, the entire action 1120 is referred to as a macro
action. The template 1110 and the action 1120 of FIG. 11 are
provided as an example of the memory device only, and
there may be various templates 1110 and actions 1120
depending on a target system.

Referring to the example of FIG. 7 again, in operation
720, the verification apparatus may identify a coverage
corresponding to a state covered by the verification vector.
The verification apparatus may measure the coverage by
simulating the target system using the verification vector, or
may obtain the coverage from action information in an
action pool. The action pool is described further in detail
with reference to the examples of FIGS. 12 through 14.

FIG. 12 illustrates an example of an action pool and a
training data set. Referring to the example of FIG. 12, a
verification apparatus may store action information related
to each action in an action pool. The action information may
include micro actions of each action and a coverage corre-
sponding to each action. The verification apparatus, for
example, a simulator, may skip a simulation with respect to
a predetermined action, as necessary, and may use the action
information stored in the action pool.

In further detail, when action information related to an
action is absent from the action pool, the verification appa-
ratus may add the action information to the action pool. The
action information may be added to the action pool after the
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action is generated and a coverage is measured through a
simulation with respect to the action. In an initial process
during which the action pool is almost empty, a majority of
action information related to actions may be added to the
action pool. In an initial process according to FIG. 12, action
information corresponding to O.trc through 4.trc is entirely
added to the action pool. Here, “.trc” indicates a file exten-
sion of information used to manage action information in the
action pool.

When an episode is iterated a certain number of times, the
action pool may contain a certain amount of action infor-
mation. In this example, the action information in the action
pool may be used for identifying a coverage. For example,
when action information, hereinafter, referred to as first
action information, related to a predetermined action, here-
inafter, referred to as a first action, is absent from the action
pool, the verification apparatus may measure a coverage,
hereinafter, referred to as a first coverage, corresponding to
the first action by simulating the target system with a
verification vector corresponding to the first action. Con-
versely, when the first action information is present in the
action pool, the verification apparatus may obtain the first
coverage from the first action information.

In the example of FIG. 12, action information correspond-
ing to a.trc and b.trc may be absent from the action pool.
Thus, to identify coverages of a.trc and b.trc, simulations
with respect to a.trc and b.trc may be required. Conversely,
because the action information corresponding to 0.trc, the
action information corresponding to 1.trc, and the action
information corresponding to 3.trc was added to the action
pool through using the initial process of FIG. 12, the
verification apparatus may identify a coverage of O.trc, a
coverage of 1.trc, and a coverage of 3.trc by referring to the
action information in the action pool.

When the action pool is configured, the action pool may
be used to generate a training data set. For example, the
verification apparatus may generate the training data set by
combining at least a portion of actions present in the action
pool based on coverages of the actions present in the action
pool. The verification apparatus may combine at least a
portion of the actions such that a coverage, that is, a reward,
is maximized. In further detail, the verification apparatus
may determine a sequence of at least a portion of the actions
present in the action pool, and may generate the training data
set based on the determined sequence.

1.trc-3.trc-2.trc, a.trc-2.trc-b.trc, and 3.trc-b.trc-0.trc of
FIG. 12 are training data sets generated through the above
process. Because action information related to each action is
stored in the action pool, the training data sets may be
derived by using a combination of the actions, without
performing a separate simulation. Thus, a time for generat-
ing a training data set may be reduced accordingly.

A training data set may include a determined sequence
and a reward of the determined sequence. The verification
apparatus may train an agent with the training data set
generated as described above. Thus, the agent may learn
optimal action sequences based on training data sets, includ-
ing the optimal action sequences. Thus, the agent may
sequentially generate actions that maximize the coverage,
that is, the reward, associated with such actions.

FIG. 13 illustrates an example of generating a training
data set. A verification apparatus may determine a sequence
of at least a portion of actions present in an action pool, and
may generate a training data set based on the determined
sequence. For example, the verification apparatus may deter-
mine the sequence by performing an operation of selecting
an action having a maximum coverage from the actions, and
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then selecting an action having a maximum coverage from
the unselected actions. Referring to the example of FIG. 13,
the verification apparatus may determine a sequence of
a,-as-a;-a, by selecting a, from actions a,, a,, and as as
having maximum coverages, from among actions, at a step
0, selecting a5 from actions a, and a5 as having maximum
coverages, from among the remaining actions, at a step 1,
and selecting a, and a, as having maximum coverages, from
among the remaining actions, at a step 2. In a bitmap, O may
indicate an uncovered state, and 1 may indicate a covered
state.

FIG. 14 illustrates an example of reducing an action size.
When adding action information to an action pool, a veri-
fication apparatus may add the action information to the
action pool in a most efficient form. For example, when there
exists at least one command not contributing to a coverage,
among commands included in an action, the verification
apparatus may configure action information by excluding
data related to the corresponding at least one command from
the action information.

Referring to the example of FIG. 14, a macro action 1400
may include micro actions al, a2, and a3. Each micro action
may correspond to a single command. For execution of a2
and a3 after execution of al, it may be assumed that it is
impossible to obtain an additional coverage. That is, macro
actions 1410, 1420, and 1430 may have the same coverage.
Thus, it may be considered that the micro actions a2 and a3
do not contribute to the coverage. Accordingly, in this
example, the micro actions a2 and a3 may be excluded from
the action information, and the action 1430 not including the
micro actions a2 and a3 may be added to the action pool.

Referring to the example of FIG. 7 again, in operation
730, the verification apparatus provides a reward. The veri-
fication apparatus may provide the reward based on a range
of' the states, for example, the number of the states, included
in the coverage of the action. For example, the verification
apparatus may provide a greater reward with respect to a
wider range of states included in the coverage of the action.
The size of the action may be determined based on the
number of micro actions included in the action, and the total
size of the micro actions included in the action. FIG. 15
illustrates an example of a relationship between an action
size and a reward. It may be assumed that the actions of FIG.
15 may have the same coverage. For actions with the same
coverage, a greater reward may be provided with respect to
a smaller action size.

In operation 740, the verification apparatus may deter-
mine whether a current episode is the last episode. When the
current episode is not the last episode, the verification
apparatus may update an observation, in operation 750. The
verification apparatus may update the observation by reflect-
ing the coverage identified in operation 720, in the obser-
vation. When the observation is updated, operations 710
through 730 are performed again. That is, the verification
apparatus may generate a new verification vector through a
new action of the agent referring to the updated observation,
may identifies a coverage corresponding to the new verifi-
cation vector, and may provide a reward.

When the current episode is the last episode, the verifi-
cation apparatus may train the agent, in operation 760. The
verification apparatus may train the agent using a training
data set generated using an action pool. When the training of
the agent is completed, a new episode set may be performed
through the operations of the example of FIG. 7. Accord-
ingly, the agent may learn an optimal action sequence by
using the training process, thereby more efficiently search-
ing a new episode set for a verification vector.

20

25

40

45

50

55

12

FIG. 16 illustrates an example of an asynchronous process
of action generation and training. In the example of FIG. 7,
the agent may be trained each time a single episode set is
completed. In another example, the agent may be trained,
when sufficient training data sets are generated, by perform-
ing a plurality of episode sets.

In the example of FIG. 16, a process “G” may be updating
an action pool through a series of operations such as action
generation and coverage identification in a process of per-
forming a single episode set, and a process “I” may be
training an agent through using a training data set generated
by using an action pool. According to a synchronous process
1610, the process “G” and the process “I” may be per-
formed alternately. For example, the synchronous process
1610 may correspond to the example of FIG. 7.

According to an asynchronous process 1620, the process
“G” and the process “T”” may be performed asynchronously.
That is, agent training through the process “I” may be
performed asynchronously with each action generation and
each coverage identification through the process “G”. In the
asynchronous process 1620, respective processes “G” may
be performed in parallel, and thus action information in an
action pool may be obtained more quickly. Further, in the
asynchronous process 1620, the process “I” may be per-
formed independently from the process “G”. For example,
the process “T” may be performed at a predetermined time
interval, or may be performed each time a predetermined
quantity of action information is added to the action pool.
Thus, a quantity of training data sets used per training may
be adjustable, or a quality of training data may be control-
lable. As a result of the influence on the quality of training
data, the training efficiency may increase.

FIG. 17 illustrates an example of a system verification
apparatus. Referring to the example of FIG. 17, a system
verification apparatus 1700 may include a processor 1710
and a memory 1720. The memory 1720 may store an agent
for verification operation, a simulator, and an action pool.
Further, the memory 1720 may store commands executable
by the processor 1710. When the commands stored in the
memory 1720 are executed by the processor 1710, the
processor 1710 may perform the verification operations
described with reference to the examples of FIGS. 1 through
16. In addition, the description provided above with refer-
ence to the examples of FIGS. 1 through 16 is applicable to
the system verification apparatus 1700.

The verification apparatus 110, target system 120, agent
610, simulator 620, the system verification apparatus 1700,
and other apparatuses, units, modules, devices, and other
components described herein with respect to FIGS. 1-17 are
implemented by hardware components. Examples of hard-
ware components that may be used to perform the operations
described in this application where appropriate include
controllers, sensors, generators, drivers, memories, com-
parators, arithmetic logic units, adders, subtractors, multi-
pliers, dividers, integrators, and any other electronic com-
ponents configured to perform the operations described in
this application. In other examples, one or more of the
hardware components that perform the operations described
in this application are implemented by computing hardware,
for example, by one or more processors or computers. A
processor or computer may be implemented by one or more
processing elements, such as an array of logic gates, a
controller and an arithmetic logic unit, a digital signal
processor, a microcomputer, a programmable logic control-
ler, a field-programmable gate array, a programmable logic
array, a microprocessor, or any other device or combination
of devices that is configured to respond to and execute
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instructions in a defined manner to achieve a desired result.
In one example, a processor or computer includes, or is
connected to, one or more memories storing instructions or
software that are executed by the processor or computer.
Hardware components implemented by a processor or com-
puter may execute instructions or software, such as an
operating system (OS) and one or more software applica-
tions that run on the OS, to perform the operations described
in this application. The hardware components may also
access, manipulate, process, create, and store data in
response to execution of the instructions or software. For
simplicity, the singular term “processor” or “computer” may
be used in the description of the examples described in this
application, but in other examples multiple processors or
computers may be used, or a processor or computer may
include multiple processing elements, or multiple types of
processing elements, or both. For example, a single hard-
ware component or two or more hardware components may
be implemented by a single processor, or two or more
processors, or a processor and a controller. One or more
hardware components may be implemented by one or more
processors, or a processor and a controller, and one or more
other hardware components may be implemented by one or
more other processors, or another processor and another
controller. One or more processors, or a processor and a
controller, may implement a single hardware component, or
two or more hardware components. A hardware component
may have any one or more of different processing configu-
rations, examples of which include a single processor,
independent processors, parallel processors, single-instruc-
tion single-data (SISD) multiprocessing, single-instruction
multiple-data (SIMD) multiprocessing, multiple-instruction
single-data (MISD) multiprocessing, and multiple-instruc-
tion multiple-data (MIMD) multiprocessing.

The methods illustrated in FIGS. 1-17 that perform the
operations described in this application are performed by
computing hardware, for example, by one or more proces-
sors or computers, implemented as described above execut-
ing instructions or software to perform the operations
described in this application that are performed by the
methods. For example, a single operation or two or more
operations may be performed by a single processor, or two
or more processors, or a processor and a controller. One or
more operations may be performed by one or more proces-
sors, or a processor and a controller, and one or more other
operations may be performed by one or more other proces-
sors, or another processor and another controller. One or
more processors, or a processor and a controller, may
perform a single operation, or two or more operations.

Instructions or software to control a processor or com-
puter to implement the hardware components and perform
the methods as described above are written as computer
programs, code segments, instructions or any combination
thereof, for individually or collectively instructing or con-
figuring the processor or computer to operate as a machine
or special-purpose computer to perform the operations per-
formed by the hardware components and the methods as
described above. In one example, the instructions or soft-
ware include machine code that is directly executed by the
processor or computer, such as machine code produced by a
compiler. In another example, the instructions or software
include higher-level code that is executed by the processor
or computer using an interpreter. The instructions or soft-
ware may be written using any programming language based
on the block diagrams and the flow charts illustrated in the
drawings and the corresponding descriptions in the specifi-
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cation, which disclose algorithms for performing the opera-
tions performed by the hardware components and the meth-
ods as described above.

The instructions or software to control a processor or
computer to implement the hardware components and per-
form the methods as described above, and any associated
data, data files, and data structures, are recorded, stored, or
fixed in or on one or more non-transitory computer-readable
storage media. Examples of a non-transitory computer-
readable storage medium include read-only memory
(ROM), random-access programmable read only memory
(PROM), electrically erasable programmable read-only
memory (EEPROM), random-access memory (RAM),
dynamic random access memory (DRAM), static random
access memory (SRAM), flash memory, non-volatile
memory, CD-ROMs, CD-Rs, CD+Rs, CD-RWs, CD+RWs,
DVD-ROMs, DVD-Rs, DVD+Rs, DVD-RWs, DVD+RWs,
DVD-RAMs, BD-ROMs, BD-Rs, BD-R LTHs, BD-REs,
blue-ray or optical disk storage, hard disk drive (HDD),
solid state drive (SSD), flash memory, a card type memory
such as multimedia card micro or a card (for example, secure
digital (SD) or extreme digital (XD)), magnetic tapes, floppy
disks, magneto-optical data storage devices, optical data
storage devices, hard disks, solid-state disks, and any other
device that is configured to store the instructions or software
and any associated data, data files, and data structures in a
non-transitory manner and provide the instructions or soft-
ware and any associated data, data files, and data structures
to a processor or computer so that the processor or computer
can execute the instructions. In one example, the instructions
or software and any associated data, data files, and data
structures are stored, accessed, and executed in a distributed
fashion by the one or more processors or computers.

While this disclosure includes specific examples, it will
be apparent after an understanding of the disclosure of this
application that various changes in form and details may be
made in these examples without departing from the spirit
and scope of the claims and their equivalents. The examples
described herein are to be considered in a descriptive sense
only, and not for purposes of limitation. Descriptions of
features or aspects in each example are to be considered as
being applicable to similar features or aspects in other
examples. Suitable results may be achieved if the described
techniques are performed in a different order, and/or if
components in a described system, architecture, device, or
circuit are combined in a different manner, and/or replaced
or supplemented by other components or their equivalents.
Therefore, the scope of the disclosure is defined not by the
detailed description, but by the claims and their equivalents,
and all variations within the scope of the claims and their
equivalents are to be construed as being included in the
disclosure.

What is claimed is:
1. A system verification method using a machine rein-
forcement learning agent performing actions of generating
verification vectors by referring to respective observations,
comprising:
generating a first verification vector corresponding to a
first action of the agent referring to an observation
corresponding to at least one state already covered,
from among states of elements of a target system;

identifying a first coverage corresponding to at least one
state covered by the first verification vector, from
among the states of the elements;

providing, to the agent, a reward dependent on a range of

the states included in the first coverage;
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updating the observation by reflecting the first coverage in

the observation;

generating a second verification vector corresponding to a

second action of the agent referring to the updated
observation; and

training the agent based on the second verification vector,

wherein the identifying comprises:

determining whether first action information related to
the first action is in an action pool;

in response to the first action information being absent
from the action pool, measuring the first coverage by
simulating the target system using the first verifica-
tion vector and adding the first action information
related to the first action to the action pool; and

in response to the first action information being present
in the action pool, obtaining the first coverage from
the first action information comprising information
on the first coverage without performing a separate
simulation of the target system using the first veri-
fication vector,

wherein the first coverage corresponds to a size of the first

action, the size representing a number of micro actions
of the first action, and the reward is based on the size
of the first action, and

wherein the providing of the reward includes providing a

first reward, when the first coverage corresponds to a
plurality of states of the elements of the target system,
that is greater than a second reward that is provided
when the first coverage corresponds to less than the
plurality of states of the elements of the target system.

2. The system verification method of claim 1, wherein the
generating of the first verification vector comprises gener-
ating the first verification vector using a template corre-
sponding to a combination of commands used in the target
system.

3. The system verification method of claim 1, further
comprising:

generating a training data set by combining at least a

portion of actions present in the action pool based on
coverages of the actions present in the action pool; and
training the agent using the training data set.

4. The system verification method of claim 3, wherein the
generating of the training data set comprises:

determining a sequence of at least a portion of the actions

present in the action pool; and

generating the training data set based on the determined

sequence.

5. The system verification method of claim 3, wherein the
training is performed asynchronously with respect to the
generating of the first verification vector and the identifying.

6. The system verification method of claim 1, further
comprising:

in response to commands included in the first action

comprising at least one command not contributing to
the first coverage, excluding data related to the at least
one command from the first action information.

7. The system verification method of claim 1, wherein the
target system corresponds to either one or both of a circuit
and a machine.

8. The system verification method of claim 7, wherein the
states of the elements correspond to inputs of the elements.

9. The system verification method of claim 1, further
comprising:

determining a verification vector set based on plural

verification vectors already generated, in response to a
cumulative coverage corresponding to the observation
reaching a target value.

10

15

20

25

30

35

40

45

50

55

60

65

16

10. A non-transitory computer-readable storage medium
storing instructions that, when executed by a processor,
using a machine reinforcement learning agent performing
actions of generating verification vectors by referring to
respective observation, configure the processor to:

generate a first verification vector corresponding to a first

action of the agent referring to an observation corre-
sponding to at least one state already covered, from
among states of elements of a target system;

identify a first coverage corresponding to at least one state

covered by the first verification vector, from among the
states of the elements;

provide, to the agent, a reward dependent on a range of the

states included in the first coverage,

update the observation by reflecting the first coverage in

the observation;

generate a second verification vector corresponding to a

second action of the agent referring to the updated
observation; and
train the agent based on the second verification vector,
wherein the identifying comprises:
determining whether first action information related to
the first action is in an action pool;
in response to the first action information being absent
from the action pool, measuring the first coverage by
simulating the target system using the first verifica-
tion vector and adding the first action information
related to the first action to the action pool;
in response to the first action information being present in
the action pool, obtaining the first coverage from the
first action information comprising information on the
first coverage without performing a separate simulation
of the target system using the first verification vector,

wherein the first coverage corresponds to a size of the first
action, the size representing a number of micro actions
of the first action, and the reward is based on the size
of the first action, and

wherein the providing of the reward includes providing a

first reward, when the first coverage corresponds to a
plurality of states of the elements of the target system,
that is greater than a second reward that is provided
when the first coverage corresponds to less than the
plurality of states of the elements of the target system.

11. A system verification apparatus using a machine
reinforcement learning agent performing actions of gener-
ating verification vectors by referring to respective obser-
vations, comprising:

one or more processors configured to:

generate a first verification vector corresponding to a first

action of the agent referring to an observation corre-
sponding to at least one state already covered, from
among states of elements of a target system,

identify a first coverage corresponding to at least one state

covered by the first verification vector, from among the
states of the elements,

provide, to the agent, a reward dependent on a range of the

states included in the first coverage,

update the observation by reflecting the first coverage in

the observation,

generate a second verification vector corresponding to a

second action of the agent referring to the updated
observation, and

train the agent based on the second verification vector,

wherein the one or more processors are configured to:

determine whether first action information related to
the first action is in an action pool;
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in response to the first action information being absent
from the action pool, measure the first coverage by
simulating the target system with the first verification
vector and adding the first action information related
to the first action to the action pool;

in response to the first action information being present
in the action pool, obtain the first coverage from the
first action information comprising information on
the first coverage without performing a separate
simulation of the target system using the first veri-
fication vector,

wherein the first coverage corresponds to a size of the first

action, the size representing a number of micro actions
of the first action, and the reward is based on the size
of the first action, and

wherein the providing of the reward includes providing a

first reward, when the first coverage corresponds to a
plurality of states of the elements of the target system,
that is greater than a second reward that is provided
when the first coverage corresponds to less than the
plurality of states of the elements of the target system.

12. The system verification apparatus of claim 11, further
comprising a memory configured to store instructions,
wherein the processor is further configured to execute the
instructions to configure the processor to perform the gen-
eration of the first verification vector, perform the identifi-
cation of the first coverage, perform the updating of the
observation, and the generation of the second verification
vector.

13. The system verification apparatus of claim 11,
wherein the one or more processors are configured to
generate the first verification vector using a template corre-
sponding to a combination of commands used in the target
system.
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14. The system verification apparatus of claim 11,
wherein the one or more processors are configured to
generate a training data set by combining at least a portion
of actions present in the action pool based on coverages of
the actions present in the action pool, and train the agent
with the training data set.

15. The system verification apparatus of claim 11,
wherein the one or more processors are configured to
determine a verification vector set based on plural verifica-
tion vectors already generated, in response to a cumulative
coverage corresponding to the observation reaching a target
value.

16. The system verification method of claim 1,

wherein the reward is greater than a previous reward

provided to the agent for a previous verification vector
corresponding to a previous action having a lesser size
than the size of the first action, and

wherein the reward is less than another previous reward

provided to the agent for another previous verification
vector corresponding to another previous action having
a greater size than the size of the first action.

17. The system verification method of claim 1, further
comprising:

combining the micro actions of each action in the action

pool based on a respective coverage corresponding to
each action present in the action pool.

18. The system verification method of claim 1, wherein
the measuring of the first coverage by simulating the target
system using the first verification vector is performed before
adding the first action information related to the first action
to the action pool.



