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FIG. 1A

The disclosed systems and methods provide a smart container or bin. A container bin assembly includes a bin body, a latching
mechanism, and controller. A method includes receiving, via a communication interface, an authenticated request to access the
smart container, actuating an electromechanical latch to disengage a fastening hook, thereby initiating a mechanical movement of
an access component to make an internal compartment accessible, outputting, via an audiovisual element, an alert to identify the
container, confirming that the electromechanical latch has re-engaged with the fastening hook, thereby securing the internal
compartment, determining a change in a local inventory, and updating the local inventory in a non-volatile data store according to

the change.
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FIG. 1A

0 bin, A container bin assembly includes a bin body, a latching mechanism, and

controller. A method includes receiving, via a communication interface, an au-
thenticated request to access the smart container, actuating an electromechanical
latch to disengage a fastening hook, thereby initiating a mechanical movement
of an access component to make an internal compartment accessible, outputting,
via an audiovisual element, an alert to identify the container, confirming that the
clectromechanical latch has re-engaged with the fastening hook, thereby secur-
ing the internal compartment, determining a change in a local inventory, and up-
dating the local inventory in a non-volatile data store according to the change.
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SECURE SMARYT CONTAINER ASSEMBLY, SYSTEMS, AND METHODS

CROSS REFERENCE TO RELATED APPLICATIONS

{0601] This application claims the benefit of priority as a nonprovisional application of U.S.
Application Serial No. 62/867 841, entitied “SECURE AND EFFICIENTLY DEPLOYABLE
MEDICATION DISPENSING,” filed on June 27, 2019, and claims the benefit of priority as a
nonprovisional of U.S. Application Serial No. 62/953,091, entitled “SMART CONTAINER,” filed
on December 23, 2019, and claims the benefit of priority as a nonprovisional application of U.S.
Apphication Serial No. 62/986,508, entitled “SECURE BIN ARRAY ASSEMBLY,” filed on

March 6, 2020, the entirety of each of which s incorporated herein by reference.
TECHNICAL FIELD

{6002] The present disclosure generally relates to access control devices, and more specifically

to methods and systems for secure medication storage.
BACKGROUND

{0603] To organize and dispense items in both acute and non-acute medical settings, the ttems
are often stored n dispensing mechanisms or various bins. While bins may be readily procured
and desirable tn many situations, they lack smart functionality and management features. This
poses several drawbacks of heightened concern for care facilities, such as doctor’s offices,
pharmacy clinics, outpatient clinics, institutional infirmaries {e.g., school nurse offices), hospitals,

retail clinics, ambulatory chinics, or the like.

{0004] For example, without smart functionality and management features, mventory
management must be carried out manually, which is prone to human error. 1t may also be difficuit
to maintain efficient levels of medications and other medical inventory, which results in procedural
delays from understock and waste or spoilage from overstock. Further, i can be difficult to
identify the location of a particular item or bin for restocking or dispensing, especially in a large
care setting with many different items to track. Yet further, it may be difficult to safely transport
sensitive items and verify whether a bin is intact, posing a security issue for controlled medications,

high value medications, and other items susceptible to diversion. Accordingly, there 15 a need for

i
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improved systems and methods of item storage, particularly for medicine and other healthcare

items used in care facilities.

SUMMARY

{0605] According to varigus aspects of the subject technology, a method for providing efficient
space utilization, secure transport and storage, inventory management, tamper resistance, and other
smart functionality for containers 1s provided. The method may include providing a smart
container attachable to a stationary mounting frame. The method may also include receiving, via
a communication interface, an authenticated request to access the smart container. The method
may also include actuating an electromechanical latch to disengage a fastening hook, thereby
mitiating a mechanical movement of an access component to make an mternal compartment
accessible. The method may also include ocutputting, via an audiovisual element, an alert to
identify the container. The method may also include confirming that the electromechanical latch
has re-engaged with the fastening hook, thereby securing the internal compartment. The method
may also include determining a change i a local inventory. The method may also include updating
the local inventory in a non-volatile data store according to the change. Other aspects include
corresponding systems, apparatuses, and computer program products for implementation of the

computer-implemented method.

[0606] Bin assemblies are also described herein. According to various aspects of the subject
technology, a bin assembly includes a bin housing adapted to receive bins of varying sizes and
including a vertical mounting structure, a bin body, a latching mechanism, and a controller. The
bin body defines a bin volume, wherein the bin body is movable relative to the bin housing to
permit access to the bin volume n an open position and to prevent access to the bin volume m a
closed position. The latching mechanism includes a laiching member wherein the latching
member engages the latching hook in a locked position to retain the bin body n the closed position
and the latching member 15 spaced apart from the latching hook in a released position. The
controller 1s configured to control movement of the latching member based at least in part on the

wireless control signal.

{0667} According to various aspects of the subject technology, a bin assemblv comprises a bin

housing adapted to receive bins of varying sizes, the bin housing including a vertical mounting

2
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structure; a bin body comprising a latching hook and the bin body defining a bin volume, wherein
the bin body 1s movable relative to the bin housing to permit access to the bin volume in an open
position and to prevent access to the bin volume in a closed position; a latching mechanism coupled
to the bin housing, the latching mechanism comprising a latching member, wherein the latching
member engages the latching hook in a locked position to retain the bin body in the closed position
and the latching member is spaced apart from the latching hook in a released position; and a
controller configured to: receive a wireless control signal; and control movement of the latching

member based at least in part on the wireless control signal.

{0008] Additionally or in the alternative, a bin array assembly, comprises: a plurality of bin
assemblies, wherein each bin assembly of the plurality of bin assemblies comprises: a bin housing
adapted to receive bins of varying sizes, the bin housing including a vertical mounting structure;
and a bin body comprising a latching hook and the bin body defining a bin volume, whereim the
bin body 15 movable relative to the bin housing to permit access to the bin volume in an open
position and to prevent access to the bin volume in a closed position, wherein each of the bin
assemblies of the plurality of bin assemblies 15 disposed horizontally adjacent or vertically adjacent
to a neighboring bin assembly of the plurality of bin assemblies; a latching mechanism configured
to engage the latching hook of a respective bin assembly of the plurality of bin assemblies 10 a
focked position to retain the bin body of the respective bin assembly of the plurality of bin
assemblies in the closed position and to disengage the latching hook of the respective bin assembly
of the plurality of bin assemblies i a released position; and a controller configured to: receive a
wireless control signal; and control movement of the latching member based at least in part on the

wireless control signal.

{B8009] According to various aspects of the subject technology, a method comprises:
providing a bin assembly comprising a bin housing and a bin body movable relative to the bin
housing, wherein the bin housing 1 adapted to receive bins of varyving sizes; receiving a wireless
control signal; latching the bin body to the bin housing 1n a tocked position to retain the bin body
in a closed position via a latching mechanism based at least in part on the wireless control signal;
unlatching the bin body from the bin housing in a released position via the latching mechanism
based at least in part on the wireless control signal, moving the bin body relative to the bin housing

to an open position; and providing access to a bin volume defined within the bin body. Other

[
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aspects include corresponding systems, apparatuses, and computer program products for

mplementation of the method.

{0010} Further aspects of the subject technology, features, and advantages, as well as the
structure and operation of various aspects of the subject technology are described in detail below

with reference to accompanying drawings.
DESCRIPTION OF THE FIGURES

{0011} Various objects, features, and advantages of the present disclosure can be more fully
appreciated with reference to the following detatled description when considered in connection
with the following drawings, in which like reference numerals identify like elements. The
following drawings are for the purpose of illustration only and are not intended to be hmiting of

this disclosure, the scope of which is set forth in the claims that follow.

{0612] FIG. 1A depicts an example system including a smart container to provide efficient
space utilization, secure transport and storage, inventory management, tamper resistance, and other

smart functionality, according to various aspects of the subject technology.

{0013} FI(G. 1B depicts a perspective view of an example smart container with a hinged lid
that 1s attachable to a stationary mounting frame, according to various aspects of the subject

technology.

{0614] F1G. 1C depicts perspective views of example smart contamers attached to other

containers to form stacks or arrays, according to various aspects of the subject technology.

{001 5] FIG. 1D depicts perspective and cut-away views of an example hinged lid with a spring

ioaded retractable fastening hook, according to various aspects of the subject technology.

{0016] FIG. 1E depicts side views of example smart containers using retractable and non-

retractable fastening hooks, according to various aspects of the subject technology.

{06017] FIG. TF depicts a cross sectional view of an example smart container, according to

vartous aspects of the subject technology.
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{0018} FIG. 1G depicts a perspective view of an example smart container with a shiding

drawer, according to various aspects of the subject technology.

{0019} FiG. 1H depicts a cut away view of the smart container from FIG 14, according to

various aspects of the subject technology.

{0026} FI1(. 11 depicts a perspective view of the smart container from FIG. 104 with a shiding

drawer at a maximum extension, according to vartous aspects of the subject technology.

{6021} FI(3. 2A depicts an example system including smart containers in an example network
to provide efficient space utilization, secure transport and storage, inventory management, tamper

resistance, and other smart functionality, according to various aspects of the subject technology.

{0622] FIG. 2B depicts an example network topology diagram of the smart containers from

FI(3. 2A, according to various aspects of the subject technology.

{0623] FIG. 3 depicts various example user interfaces of a smart container, according to

various aspects of the subject technology.

{0024] FIG. 4 depicts an example process for using a smart container to provide efficient space
utilization, secure transport and storage, inventory management, tamper resistance, and other smart

functionality, according to various aspects of the subject technology.

[6025] FIG. S 15 a conceptual diagram dlustrating an example electronic system for providing
a smart container for efficient space utilization, secure transport and storage, mventory
management, tamper resistance, and other smart functionality, according to various aspects of the

subject technology.

{0026] FI(G. 6 15 a perspective view of a medication management system, mn accordance with

various aspects of the present disclosure.

{0027] FIG. 7A 15 a perspective view of a bin array assembly for use with the medication

management system of FIG. 6, in accordance with various aspects of the present disclosure.
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{0028] FIG. 7B 1s a perspective view of a bin array assembly of FIG. 7A with a bin inan open

position, in accordance with various aspects of the present disclosure.

{0029} FI1(. 8 18 a perspective view of a bin for use with the bin array assembly of FIG. 7A, in

accordance with various aspects of the present disclosure.

{0030} FI(3. 9 is a reverse perspective view of the bin of FIG. 8, in accordance with various

aspects of the present disclosure.

{0031} FI(z. 10A 15 a cross-sectional elevation view of the bin of FI{z. 8 in a closed position,

in accordance with various aspects of the present disclosure.

{0032] FI(G. 10B 15 a cross-sectional elevation view of the bin of FIG. 8 i1 an open position,

in accordance with various aspects of the present disclosure.

{6033} FIG. 11 s a cross-sectional perspective view of a bin for use with the bin array

assembly of FIG. 7A, in accordance with various aspects of the present disclosure.

{0034] FIG. 12A 15 a reverse perspective view of a bin for use with the bin array assembly of

FIG. 7A, n accordance with various aspects of the present disclosure.

[0035] FIG. 12B 15 a reverse perspective view of a bin array assembly for use with the
medication management system of FIG. 1, m accordance with various aspects of the present

disclosure.

{0036] FIG. 13 1s a reverse perspective view of a bin array assembly for use with the
medication management system of FIG 6, in accordance with various aspects of the present

disclosure.

{0037] FIG. 14A 15 a perspective view of a bin for use with the bin array assembly of FIG. 7A

m a closed position, n accordance with various aspects of the present disclosure.

[0038] FIG. 14B 15 a perspective view of the bin of FIG. 14A with the bin in a partially open

position, 1n accordance with various aspects of the present disclosure.
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{0039} FIG. 14C 15 a perspective view of the bin of FIG. 14A with the bin in an open position,

i accordance with various aspects of the present disclosure.

{0040} FI(3. 15A 1s a perspective view of a bin for use with the bin array assembly of FIG. 7A

i a closed position, in accordance with various aspects of the present disclosure.

{0041] FI(G. 15B 15 a perspective view of a bin for use with the bin array assembly of FIG. 7A

in a closed position, in accordance with various aspects of the present disclosure.

{0042} FI(G. 16A 15 a perspective view of a mounting frame for use with the bin array assembly

of FIG. 7A, in accordance with various aspects of the present disclosure.

{0043] FI(G. 16B 1s a perspective view of a mounting frame for use with the bin array assembly

of FIG. 7A, in accordance with various aspects of the present disclosure

[0044] FIGS. 17A, 178, and 17C depict vanous implementations of a smart system 100,
mcluding a interactive storage device 130 and/or a smart lock, according to some aspects of the

sabject technology.

{0045] FIG. 18 depicts the disclosed interactive storage devices arranged n a multi-level

network hierarchy, according to various aspects of the subject technology.

{0046] FIGS. 194, 19B, and 19C depict a remote smart lock reader module configured to
uniock a securable container, including to cabmet doors and/or cabinet drawers for controlled

security, according to various aspects of the subject technology.

{0047] FIGS. 20A, 20B, and 20C depict an electromechanical latch mounted to an interior
surface of the door or drawer using a bracket 1602, according to various aspects of the subject

technology.

{0048] FIGS. 21A and 21B depict a cut-away view of an example I0T {(Internet-of-things)

smartiock reader module (SRM), according to various aspects of the subject technology.

[0049] FIG. 22 depicts an example I0T SRM mounted on the exterior surface of a refrigerator,

according to various aspects of the subject technology.

~J
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{0050] FIG 23 depicts an example smart bin system for dispensing items, according to

various aspects of the subject technology.
BESCRIPTION

{0651 While aspects of the subject technology are described herein with reference to
Hlustrative examples for particolar applications, it should be understood that the subject technology
is not limited to those particolar applications. Those skilled in the art with access to the teachings
provided herein will recognize additional modifications, applications, and aspects within the scope

thereof and additional fields in which the subject technology would be of significant utility.

{0052} Storage, transport, and dispensing of medicine and other healthcare items demand
robust inventory management to prevent medicine spoilage, reduce overhead, and minimize costly
diversion, theft, and other losses. Various systems may exist to address individual aspects of these
demands. However, combining varicus disparate systems to address the multiple requirements of
medicine transportation may be costly, unwieldy, and difficult or impossible to implement in

practice.

{0053} The subject technology provides efficient space utilization, secure transport and
storage, inventory management, tamper resistance, and other smart functionality via a smart
container to address the numerous requirements of medicine and healthcare item dispensing in
care facilities. A smart container, as described herein, can be provided with various different
access components that can be secured using an electromechanical latch, such a hinged swing out
iid or a shiding pop out drawer. Upon user authentication, the latch may be actuated to provide
access to items for dispensing. Smart containers may attach to other containers to form stacks or
arrays for efficient organization and space utilization. Further, smart contaivers can be used in
both mobile and stationary contexts, enabling secure transport and storage of items. For example,
smart containers may be attachable to and removable from stationary mounting frames, which may
be positioned on countertops, on walls, within cabinets, within refrigerators, or within other
locations. Tamper resistant features such as deformable materials, tamper sensors, and breakaway
hooks may be provided to leave evidence for verifying container integrity and deterring theft and

diversion.
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{0054] A user may utilize a remote device such as a tablet, smartphone, desktop or laptop
computer to request access to a particular smart container. In some implementations, the user may
provide a credential such as a smart card or another device. When the request is authenticated, the
smart container may identify itself to the user, for example by flashing a light emitting diode (LED)
sounding a buzzer, opening spring-loaded lid, or releasing a spring-loaded drawer, or some
combination thereof or equivalents thereof The smart container may proceed to actuate an
electromechanical latch that causes an access component to provide access to an internal
compartment containing items for dispensing. Access may be provided based on certain criteria,
such as the location of the user (e.g., distance, proximity, etc.) with respect to the smart container
and the access permussions granted to the user (e.g., with regard to the contents of the smart
container). According to various implementations, when access is provided, a hinged hid may
swing cut to reveal an internal compartment, or a drawer may shide out. Sensors or imterfaces may
be provided to enable automatic inventory management. Smart containers may comununicate with
each other to propagate mventory status, contamner location, environmental and activity event logs,
and other sensor data, which can be used for mventory tracking, machine learning analytics, and

proactive loss prevention.

[0055] Smart functionality generally refers to processing capabilities and, for the smart
container, environment monitoring and access control processing capabilities. A smart device can
have on-board memory or other storage capacity that can be writien to and read from. The memory
can contain one or more applications for implementing a particular function. The particular smart
device may also contain an operating system and/or user interface. Some smart functionality may
melude wireless communications. For example, a smart device may mclude a transceiver for
communicating through an electric field and/or magnetic field between the device and another

entity such as a wireless terminal or information reader, or another smart container.

{0056] The smart container may include various interfaces and devices to support various
smart functionality such as environmental sensing, tamper detection, mfrastructure and mesh
networking, near-field communications, positional tracking, and user mterfaces with audiovisual
elements for inventory management, alerts, and user guidance. In this manner, the smart container

can mterface and synchronize with a centralized back-end server to support inventory tracking,
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item condition tracking, and data collection for machine learning, as described in further detail in

conjunction with FIG. 2A and 2B below.

{0057} FIG. 1A depicts an example system 100 including interactive storage device 130 to
provide efficient space utilization, secure transport and storage, inventory management, tamper
resistance, and other smart functionality, according to vartous aspects of the subject technology.
Interactive storage device 130 includes latch 126, access component 131, data bus 132, processor
134, memory 136, communication interface 140, sensors 150, button interface 160, LED interface
162, display interface 1064, actuator interface 1606, actuator 167, identity access management (IAM)
mterface 168, audio interface 170, power source 180, power harvester 182, and secure crypto-
processor 184, According to various implementations, interactive storage device 130 may include
or be implemented as an electronically securable container that includes or is associated with an
access controller for operating an electronically securable container. For example, the access
controller may be attached to the container (e g., on the front of the container, adjacent a hd 131))
In this regard, access controller and the container may be referred to together as a single interactive
storage device 130. According to various aspects, the access controller may be referred to

separately, for example, as a smart bin controller or smart tote controller or smart card reader.

{0058] In some iaplementations, latch 126, hook 133, and access component 131 (or lid) may
be mcluded in a container portion 210, while buttons 161, LED interface 162, and display 165 may
be implemented in the smart controller portion. Latch 126 includes lock state 128 Access
component 131 includes hook 133, Memory 136 includes non-volatile data store 137 Sensors
150 wnclude load sensor 151, temperature and humidity sensor 152, shock and vibration sensor
154, tamper sensor 156, and location sensor 158, Audio interface 170 includes microphone 172
and speaker 174 Interactive storage device 130 15 attachable to and detachable from mounting
frame 120. The components mcluded m interactive storage device 130 are exemplary and other
mplementations may mclude a different configuration of components according to use case

requirements, power consumption targets, care facility setting, and price point constrants,

{0059] Interactive storage device 130 may include processor 134, which may correspond to
any type of general or specialized processor, controller, integrated circust, application specific

integrated circuit {ASIC), field programmable gate array (FPGA), system-on-chip, or similar

10
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device, and may include hardcoded circuit elements, firmware, software, or any combination
thereof to implement one or more of the specific smart containering features describe heremn.
Processor 134 may communicate with other components of interactive storage device 130 via data

bus 132, which may comprise one or more communication buses, such as parallel or serial buses.

{0060] Interactive storage device 130 may include memory 136, which may include volatile
work memory as well as non-volatile data store 137 for long term data storage. For example, non-
volatile data store 137 may comprise flash memory or other memory that retains data after power
source 180 1s unavailable. Non-volatile data store 137 may include several data logs that record,
for example, user authentication events, periodic sensor data, and local inventory of interactive

storage device 130

[0061] Communication interface 140 may include one or more wireless radios to communicate
with other devices and/or other smart containers. For example, communication interface 140 may
include one or more radios, scanners, or other devices that are compliant with Bluetooth, Bluetooth
Low Energy, Near Field Communication (NFC), Wi-Fi, contactless Smartcards, Radio-Frequency

identification, 1-I3 and 2-D barcodes, and other protocols.

{6062} Sensors 150 may include one or more sensors to record, for example, environmental
conditions and evidence related to attempts to divert or tamper with the contents of interactive
storage device 130, For example, load sensor 151 may comprise a load cell that can measure the
mass of iems contained in interactive storage device 130, which can be used to estimate changes
in ttem quantities. Temperature and humidity sensor 132 may record inside and/or outside ambient
temperature and humidity. Shock and vibration sensor 154 may help to determine whether an
attempt to divert has occurred, or whether the contents of interactive storage device 130 were
damaged during transport and handling. For example, measurements from the shock and vibration
sensor 154 may be monitored i real time or periodically audited for shock or vibration
measurements that correspond to a detection threshold. If a measurement or series of
measurements correspond to the threshold, the interactive storage device 130 {or other monttoring
device in commumication therewith) may adjust the interactive storage device 130 or other element

in the environment,
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{0063} Tamper sensor 156 may determine whether case intrusion has occurred, for example if
retaining screws, containers, covers, or other components of interactive storage device 130 have
been opened, unsealed, drilled, deformed, or otherwise tampered. For example, mechanical
switches, anti-tamper films, photodiodes with reflective matenals, infrared proximity sensors, and
other devices may be used. Location sensor 158 may include, for example, a global positioning
system (GPS) radio to enable location history tracking.  Alternatively or additionally, i some
wmplementations, triangulation may be used to determine location, for example by using Wi-Fi or
Bluetooth triangulation using known networks and/or hubs and/or beacons. In combination with
secure crypto~processor 184, sensors 150 may securely record real-time sensor data to comply with
National Institutes of Standards and Technology (NIST) requirements. Sensors 150 may include
other sensors not shown, such as a hight sensor to monitor the status of iterus sensitive to hight

exXposure,

[0064] Location information generated by the location sensor 158 may be monttored in real
time or periodically audited to identify deviations from expected location or route for the
interactive storage device 130, If a measurement or series of measurements differ from the
expected location(s), the interactive storage device 130 {or other monitoring device
communication therewith) may adjust the interactive storage device 130 or other element in the
environment. Adjustments may include adjusting a power state of the controller or lock 126,
transmitting a control message to the actuator interface 166 to adjust the tock state 128, activating

an mterface of the controller to provide a percervable indicator of the detected state, or the like.

[0065] In some implementations, one or more of the sensors 150 may be used to identify when
a uséer 13 near interactive storage device 130. For example, an infrared proximity sensor may be
directed away from the container to detect an area in front of interactive storage device 130, When
a user is detected within the area, interactive storage device 130 may adjust one or more functions
such as entering a different power mode, activating wireless communications or a display, or
enabling one or more of the bution mterfaces. In this way, nteractive storage device 130 can
preserve resources such as battery, memory, or network bandwidth. The detection may be based
on a duration of time. By including time, the device may avoid waking or adjusting state for a
clinician simply passing by who may only be within the area for a short period of time. Presence

in the area for a duration of time longer than the threshold may indicate intent to interact with
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mteractive storage device 130, In such instances, the presence within the area for at least the
threshold period of time may cause the activation, power mode change, activation of a
communication interface {e.g., wireless transceiver, Bluetooth radio), or other adjustment of
mteractive storage device 130. Further, in some implementations, proximity of an authorized user

may automatically trigger a request to unlock and open a smart container.

{0066] Button interface 160 may enable user input and selections on a user interface. For
example, display interface 164 may show a user mterface directing the user to push specific buttons
to update inventory, for example. In some implementations, the buttons may be labelled with their
function, for example T or a minus sign for taking an item from the smart container, and R or a
plus sign for receiving an item nto the smart container. Alternatively or additionally, display
interface 164 may provide a touchscreen panel to accept user input.  In some implementations,
user input may be received from a remote device, such as a tablet or smartphone, via

communication interface 140,

(8067} Light emitting diode (LED) interface 162 may drive one or more multi-color LEDs,
addressable RGB (ARGB) LEDs, or organic LEDs (OLEDs) for providing a quickly identifiable
status indication. For example, LEDs may be driven at varied brightness, blinking patterns, and
colors to indicate various states of interactive storage device 130. In one configuration, solid red
LEDs may indicate that sensors 150 have recorded potentially unsafe environmental conditions
for the contents of interactive storage device 130, such as temperature outside of a safety range for
medicines, whereas solid green LEDs may indicate that sensors 130 have recorded environmental
conditions within safe parameters. Blinking green LEDs may indicate that an authorized user has
submitted valid credentials for unlocking latch 126 to access the contents of interactive storage
device 130. Bhinking red LEDs may indicate that tamper sensor 156 and/or shock and vibration
sensor 154 have recorded an intrusion atternpt, for example it a detected deformation, vibration or
shock value exceeds a predetermined threshold. Blinking yellow LEDs may indicate that power
source 180 has crossed a low battery threshold and needs replacement. Blinking white LEDs may
visually identify mteractive storage device 130 to the user, allowing the user to readily identify
interactive storage device 130 associated with a requested item in a pharmacy, stock room, or other
facility. In some embodiments, unique LED colors may be assigned on a per-user basis to enable

multiple users to concurrently identify smart containers. Further, in some implementations, the
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LED colors and blinking patterns may be detected by a handheld scanner or another device to

assist in mventory tracking and management.

{00638} Display interface 164 may drive a display to show various user interfaces enabling a
user to query the inventory of interactive storage device 130, to update the local inventory of
mteractive storage device 130 by adding or removing items, to query the condition of the items, to
display remaining battery life, and to perform other management and status query operations. The
user interfaces may utilize text and graphics such as icons, animations, and other elements. In
some implementations, these user interfaces may additionally or alternatively be presented on a
remote device, such as a tablet or smartphone. Display interface 164 may drive an electronic ink
{e-ink} display, a touchscreen liquid crystal display (LCD), an OLED, or another display type. The
mnformation may be presented on the display interface 164 1n human readable form (e g., letters,
numbers, or images) or machine-readable torm {e.g., barcode, quick read code, standardized scan

code form, or custom scan code form).

(8069} Actuator interface 166 may trigger actuator 167 to actuate latch 126, thereby changing
lock state 128 from open to closed and vice versa. For example, latch 126 may correspond to an
electromechanical lock or an electromechanical latch. Actuator mterface 166 may also query latch
126 to determine lock state 128, Triggering actuator 167 may also cause a movement of access
component 131 to provide access to an internal compartment. For example, unlocking latch 126
mayv decouple hook 133, which in turn allows a spring to cause a movement of access component
131, as described further below in conjunction with FIG. 1F, FIG. 1H, and FIG. 1G. Hook 133
may correspond to a fixed or retractable hook that can couple to or decouple from latch 126. In
some implementations, a manual lock may be provided to manually ltock and unlock latch 126
without using actuator interface 166, In this case, any manual locking or unlocking action may be
recorded within an access log in non-volatile data store 137, A manual lock may be useful to
provide access to the contents of mteractive storage device 130 during a malfunction or when

power source 180 15 exhausted and no replacement 1s readily available.

{0670] Identity access management (LAM) mterface 168 may inchide one or more devices to
enable a user to provide credentials for user authentication. For example, TAM nterface 168 may

mclude one or more biometric scanners, such as a fingerprint sensor, an iris scanner, an
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electrocardiogram (ECG) reader such as a smartwatch, and a depth camera for facial recognition.
IAM interface 168 may also include smartcard readers or other devices to read a contactless
smartcard or other unique identifier or token. In some implementations, TAM nterface 168 may
use communication interface 140 to utilize biometric scanners or readers present on a remote
device, such as a tablet or smartphone. Accordingly, 1AM interface 168 may receive user

credentials which can be validated in cormjunction with secure crypto-processor 184,

{0071} When multiple authentication methods are available in 1AM interface 168, then a
particular authentication method may be automatically selected for authentication. For example,
the authentication methods may be sorted according to security strength, and the methods with the
highest security strength may be preferred for use. In some implementations, the user may select
the preferred method of authentication. Further, a super user or a user with elevated privileges

may manually authenticate a user, for example if the user misplaces his credentials.

{0072] Audio interface 170 may include one or more audio devices, such as microphone 172
and speaker 174. Microphone 172 may enable voice commands to be used instead of button
mnterface 160 or display interface 164, Speaker 174 may enable audio prompts, feedback, and
alerts to be emutted. Speaker 174 may comprise a piezoelectric speaker, a dynamic speaker, or
another type of speaker. For example, different tones may be emutied from the piezoelectric

speaker to indicate different states or user prompts.

{0673] Power source 180 provides electrical power for the components of interactive storage
device 130 Power source 180 may comprise a non-rechargeable battery, a rechargeable battery,
a capacttor or super-capacitor, or another energy storage device. Power source 180 may be user
accessible and replaceable. To supplement or recharge power source 180, power harvester 182
mav be used to receive power from external sources. For example, power harvester 182 may
receive wireless power through mnductive coils or RF sources. Power harvester 182 may also
receive power through mechanical action, such as via piezo transducers interfaced to buttons
connected to button mterface 160, or via electromagnetic nduction induced by actuation
movement of latch 126, Power harvester 182 may also receive power through direct wired
connection, such as via universal serial bus (USB) charging cables, AC-DC chargers, or DC-DC

chargers, which may be plugged mnto an external battery pack or wall mains voltage supply. In
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some implementations, power harvester 182 may recetve power through mounting frame 120,
which may function as a power docking station. In the event that power source 180 is depleted,
lock state 128 may be maintained in its current state, whether closed or open, until power source

180 1s replaced or a manual lock 1s engaged, when made available.

{0074] To extend the operating time of power source 180, various power management
strategies may be utilized. For example, interactive storage device 130 may be placed in a low
power or sleep state when no activity is anticipated. When activity such as user interactions,
periodic network updates, or sensor logging is necessary, interactive storage device 130 may wake
up to a normal operating mode, and return to the low power or sleep state once the activity 1s
completed. The estimation of low activity may be based on network activity, user preferences,
working schedules, or other factors. Interactive storage device 130 may also wake up 10 response
to an activation word or phrase via nucrophone 172, a button press oo button interface 160, or a
touch input from display interface 164, In some implementations, sensors 150 may include
occupancy sensors which may be used to determine estimated activity levels. In some
waplementations, microphone 172 may be used as an occupancy sensor. In some implementations,
power management may be based on machine learning algorithms, as described in further detail

below in FIG 2A.

[B075] In some implementations, the power management strategies may include utilizing
machine learning to generate a power profile. For example, each smart tote controller may log
usage data in non-volatile data store 137, which can then be collected by a remote server and
processed by one or more machine learning algorithims to determine a power management profile
for optimized power consurmption. For example, the power management profile may define daily
time periods when user interactions are infrequent, and processor 134 may use this profile to
transition processor 134 and other components 1o a low power idle or sleep mode during these

daily time periods.

{0076] Secure crypto-processor 184 may correspond to a trusted platform module {TPM) chip
that stores public and private encryption keys for encrypting and decrypting data. For example,
the public keys may mclude public keys of key pairs generated by authorized users, allowmng each

user to submit credentials encrypted by a respective private key for decrypting by secure crypto-
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processor 184, Sumilarly, private keys specific to interactive storage device 130 can be used to
encrypt data before transmitting, storing, and exposing the data {e.g., to the outside world). In this
manner, data travelling through data bus 132 and stored in memory 136, including non-volatile
data store 137, can be securely encrypted to protect against third party eavesdropping and
modification. Encrypted data can also be more safely transmutted to the outside world, including

over potentially msecure and untrusted networks.

{0077} In some implementations, the components of interactive storage device 130 and
mounting frame 120 may be hardened against extreme temperatures. For example, the components
of interactive storage device 130 and mounting frame 120 may be configured to be operable within
a refrigerated environment. In this manner, interactive storage device 130 and mounting frame

120 may be stored in refrigerators, freezers, or other cold storage.

{0078] In some implementations, a remote device such as a tablet, smartphone, laptop, or other
device may be used to interface with interactive storage device 130. For example, the remote
device may include an optical scanner that can read 1D or 2D barcodes and/or LED flashing
patterns to receive data from mteractive storage device 130. The scanner may be used, for
example, to identify interactive storage device 130 for loading medications into interactive storage
device 130. For example, interactive storage device 130 may include an embedded umique
identifier or serial number that can be transmitted using barcodes or LEDs. The remote device
mayv contact a remote server, e.2. a pharmacy server, to determune, for example, a type and quantity
of medications o be added to interactive storage device 130. Pharmacy and local mmventories may
also be automatically updated according to the expected change in contents of interactive storage
device 130. In some implementations, the container may already be loaded with medications, and
the user only needs to 1dentify the correct container. For example, as discussed above, LED lights
may blink on a specific smart container for identifying to the user. A similar process may be used

for dispensing medications from interactive storage device 130,

{0679] The remote device may execute 3 local apphication downloaded from an application
store, a corporate network, a website, or another distribution method.  Alternatively, the remote
device may execute a remote cloud-based application or a Software as a Service (SaaS)

apphication. The application may allow communication with smart containers such as interactive
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storage device 130. For example, the application may utilize radios that support various protocols
such as Bluetooth, Bluetooth Low Energy, Near Field Communication (NFC), Wi-Fi, contactless

smartcards, Radio-Frequency identification, and others.

{0080] When the remote device i1s connected to a network, such as via a Wi-Fi or cellular
connection, interactive storage device 130 may utilize the network to communicate and
synchronize with a remote server, as described in further detail below in conjunction with FIG. 2A
and FIG. 2B. Ahlternatively, when such a connection is not present, interactive storage device 130
may utilize mobile mesh networking to use other smart containers as nodes to connect to the remote
server. Further, interactive storage device 130 may function as a wireless repeater to provide a
network connection to other smart devices nside and outside of interactive storage device 130, In
some implementations, a cellular modern may be included within interactive storage device 130
to provide a direct cellular connection to the remote server. However, to reduce implementation

complexity and data network costs, 1t may be preferable to onut a cellular modem.

[0081] With a block diagram overview of system 100 now in place, 1t may be helpful to
observe various perspective views of the components of system 100, FIG. 1B depicts a perspective
view of interactive storage device 130 with a hinged lid, or access component 131 A, according to
various aspects of the subject technology. Interactive storage device 130 1s attachable to mounting
frame 120A. Interactive storage device 130 includes latch 126, access component 131A, hook

133A, buttons 161, LEDs 163, and display 165

[0082] Referring to FIG 1A, various interfaces may drive or control the components of
interactive storage device 130. For example, button interface 160 may recetve user inputs from
buttons 161, LED mterface 162 may drive LEDs 163 to indicate various states and alerts. Display
interface 164 may drive display 165, which may display status messages and various user
interfaces for managing interactive storage device 130 and the contents of interactive storage
device 130, Actuator interface 166 may instruct actuator 167 to actuate latch 126, causing hook
133 A to decouple from latch 126, For example, when hook 133A 1s decoupled from latch 126,
access component 131 A may automatically swing outward due to spring tension in a hinge causing
a rotation along the hinge. A stopper feature such as a plastic stopper may be utilized to imit the

angle of the outward movement. The specific elements shown in interactive storage device 130
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are exemplary and any configuration of elements may be utilized according to use case

requirements.

{0083} Interactive storage device 130 may attach to mounting frame 120A, which may be
placed on any surface such as a countertop, cabinet, desk or shelf. In some mmplementations,
mounting frame 120A may be permanently attached to a surface, for example by screws or other
fasteners. Interactive storage device 130 may also be detachable from mounting frame 120A to
allow organization and transport of interactive storage device 130 In some implementations,
mteractive storage device 130 can be locked to mounting frame 120A to prevent unauthorized
removal. For example, a locking latch may be located near the rear of mounting frame 120A that
couples to a matching feature on interactive storage device 130, The locking latch may be
controlled in a similar manner as latch 126, or may be manually controlied using a key or other

access control.

{0084] FIG. 1C depicts perspective views of smart containers attached to other containers to
form stacks or arrays, according to various aspects of the subject techuology. For example, as
shown in FIG. 1C, interactive storage device 1308 may stack oo top of interactive storage device
130A, and may lock together using similar features as described above in conjunction with
mounting frame 120A. Smart containers may also be configured to stack with existing off-the-
shelt containers without smart functionality. For example, interactive storage device 130C may
stack on top of bin 129 In some implementations, multiple smart containers may nterlock into
an array, such as smart container array 192, Smart container array 192 may further attach to
mounting frame 120B to provide secure and space efficient tem dispensing.  For example,
mounting frame 120B may be mounted to a wall or inside a cabinet. In some implementations,
mounting frame 120B may swing out on a hinge or rail to provide facilitated access to the backside
of smart container array 192. Mounting frame 120B may function as a docking station to provide
power, network connectivity, and other resources for each smart container within smart container
array 192, In this manner, the battery and other components within each smart container can be

conserved for use during transportation and power outages.

[0085] Whule the smart containers shown m FIG. 1C may be shown as approximately uniform

in size, other implementations may allow for smart containers of various sizes to be arranged n
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stacks and arrays in a similar fashion. For example, smart containers may scale to larger sizes that
are multiples in width and height of a standard smart container, and these larger smart containers
may interlock with different sized containers. For example, a double width container may support

stacking of two standard width containers on top.

{0086} FIG. 1D depicts perspective and cut-away views of a hinged lid, or access component
131A, with a spring loaded retractable fastening hook, or hook 133B, according to various aspects
of the subject technology. Access component 131 A includes a recess 138, allowing hook 133B to
retract into recess 138 via spring 135 when hook 133B is disengaged from latch 126 (not shown
i FIG. 1D), corresponding to lock state 128A in an unlocked state. The user may close a smart
container by pushing onto hook 133B to engage with latch 126, corresponding to lock state 128B
inalocked state. Spring 135 may therefore transition from an uncompressed state to a compressed
state. Providing a retractable fastening hook advantageously allows the bottom or inner surface of
access component 131 A to be substantially flat without protrusions. Thus, users can more easily

add or remove ttems without the risk of items or hands snagging onto hook 1338,

[0087] While access component 131A is shown to be opaque, some implementations may
include a window portion that s translucent or transparent to allow a user to recognize the contents
of a smart container at a glance. The window may be translucent to protect sensitive data, such as
medication labels, from being casually read by an unauthorized user. In some implementations,
display 165 may continuously display a textual or graphical depiction of the contents, as well as
an estimated quantity, to further assist in user recognition of contents at a glance. In some
implementations, the window may be include a variable transparency window such as a transparent
fight emitting diode {LED) window. The transparency may be controlled by a processor included
m the interactive storage device 130B or communicatively coupled to the interactive storage device
130B. The transparency may be adjusted based on time of day {(e.g., during hours when the room
15 being used, the window permits viewwmg but outside those hours, the window reduces
transparency ), detection of a condition near the interactive storage device 130B {e.g., a cliician
authorized to put or take ttem from the interactive storage device 130B 1s detected within a
threshold distance of the interactive storage device 130B; ambient light level to adjust glare or
visibility into the interactive storage device 130B; or access state for another container near the

mteractive storage device 130B since a worktlow including accessing one container may typically
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be followed by accessing the related container), or to communicate a status or location of the
mteractive storage device 130B (e.g., blink to guide a clinician to the container; change color or
other graphic presentation to indicate need for servicing (e.g., latch malfunction, network failure,
cleaning needed, inventory low), adjust graphic presentation to indicate other operational status of
the smart container {(e.g., battery low, network connection status, latch released, latch engaged,
etc.). Such a window may be used to present or display other information or graphical interfaces

such as those described in this application.

{0088] FI1G. 1E depicts side views of mteractive storage device 130A using a non-retractable
fastening hook, or hook 133A, and interactive storage device 130B using a retractable fastening
hook, or hook 1338, according to various aspects of the subject technology. As shown o FIG.
1E, interactive storage device 130B provides unobstructed access to the internal compartment of
interactive storage device 130B by retracting hook 133B into recess 138, On the other hand,
interactive storage device 130A utilizes fewer parts, thereby reducing manufacturing and
maintenance costs. Further, closing operations may be simoplified as the user may push anywhere
on access component 131TA rather than specifically pushing hook 133B into latch 126
Accordingly, retractable or non-retractable fastening hooks may be utihized depending on specific

use case requirements.

{0089] FIG. 1F depicts a cross sectional view of interactive storage device 130A, according to
various aspects of the subject technology. The cross sectional view of nteractive storage device
130A may be taken from a plane intersecting the center of interactive storage device 130A, wherein
the plane may be parallel to the sides of the interactive storage device 130A. Interactive storage
device 130 includes latch 126, access component 1314, load sensor 151, power source 180, and
ramp 186, Access component 131 A includes hook 133 A, In some implementations, power source
180 may be accessible from outside, such as via a battery door compartment, to allow easy
replacement of power source 180, In some implementations, a supplemental power source may
be provided, such as a comn cell battery or super capacitor, for example to continuously power a
real-time clock or other elements of mteractive storage device 130A while power source 180 15

exhausted or being replaced.
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{0090} As shown in FIG. 1F, a load sensor 151 may be provided to measure the mass of items
stored within the internal compartment of interactive storage device 130A. This can be used, for
example, to estumate a quantity of items stored in interactive storage device 130A. Further, a
sloped ramp, or ramp 186, may be provided for ease of item retrieval and storage. As described
above, access component 131 A may automatically swing out via a spring loaded hinge after hook
133A disengages from latch 126, To close mnteractive storage device 1304, the user may push
down on access component 131A, as indicated by the arrow, such that hook 133A engages with
latch 126, Portions of hook 133 A may be configured to break away or dislodge into laich 126
when a user atterapts to forcibly decouple hook 133A from latch 126, This provides evidence of
an atteropted diversion and further renders latch 126 moperable. The mtrusion attempt may also
be recorded and transmitted to a backend server, allowing institutions to proactively monitor and

prevent diversion.

{0091] FIG. 1G depicts a perspective view of mteractive storage device 130D with a shding
drawer, or access component 131B, according to various aspects of the subject technology.
Interactive storage device 130D ioncludes housing 190 and access component 131B.  Access

component 1318 includes hook 1334, drawer guide 191, window 193, and handle 194.

{6092} In FIG 1G, hook 133A may be decoupled from a corresponding latch, thereby
providing access to the internal compartment of access component 131B. For example, the user
may hold onto handle 194 to pull out access component 131B from housing 190, Drawer guide
191 may be placed on one or more sides of access component 131B to guide the movement of
access component 1318 within housing 190, Matching ratls may be positioned within the interior
of housing 190, Alternatively or additionally, rails may be included within drawer guide 191

Window 193 may be transparent or translacent to provide a view of the contents inside.

[B093] FIG. 1H depicts a cut away view of interactive storage device 130D from FIG. 1G,
according to various aspects of the subject technology. Interactive storage device 130D ncludes

fatch 126, hook 133A, spring 135, LED 163, and power source 180,

{0094] fo FIG. 1H, hook 133A mayv be coupled to latch 126, thereby securing the internal
compartment of access component 131B. Spring 135 may be provided to enable access component

1318 to shde out automatically when hook 133A 15 decoupled from latch 126 In some
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embodiments, a motor or other device may be used to finely control the movement of access
component 131B. For example, access component 1318 can be moved to expose a specific depth
of the mternal compartment. This enables the internal compartment to be divided into multiple
regions storing different types of ttems. LED 163 may provide status or identification to the user,
and may be coupled to a light pipe or other device to allow LED 163 to be visible from window

193.

{0095] FIG. 11 depicts a perspective view of interactive storage device 130D from FIG. 1G
with access component 131B at a maximum extension, according to various aspects of the subject
technology. Housing 190 may include an internal stopper feature to stop access component 131B
at a maximum extension, thereby preventing unintentional detachment of access component 131B
from housing 190. The stopper may be configured to allow access component 1318 to tilt
downwards when at maximum extension, allowing the user to more easily view the entirety of the

internal compartment.

(0096} With an overview of the smart container now in place, 1t may be helpful to observe the
operation of multiple smart containers in an example networked environment. FIG. 2A depicts
system 200 using smart containers 230A through 230G 10 networks 218 and 219 to provide
automatic inventory management of items with inventory tracking 215, tem condition tracking
216, and machine learning 217, according to various aspects of the subject technology. FIG. 2A
ncludes care facility 210, server 214, network 218, and mobile mesh network 219, Care facility
210 ncludes patient room 211, supply room 212, smart container 230C, and smart container 230D,
Patient room 211 includes smart container 230A, smart container 2308, and hub 290A. Supply
room 212 includes smart container 230E, smart comtainer 230F, smart contamner 230G, and hub
290B. Server 214 ncludes wnventory tracking 215, item condition tracking 216, and machine
learning 217. With respect to FIG. 2A and 2B, each smart container 230A-230G may correspond

to mteractive storage device 130 or 130A-130D from FIG. TA-1H.

{0697] Server 214 may use mventory tracking 215 to track an mventory of each umquely
identifiable smart container. Server 214 may connect to smart containers 230A-230G via network
218 and hubs 290A and 290B. Hubs 290A and 290B may be connected to an infrastructure

network of care facility 210 having access to a public network, such as network 218, which may
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comprise the Internet. In some implementations, a cellular router, hub, gateway, modem, or
another network device may be provided at hubs 290A and 290B or in each individual smart
container 230A-230G to provide a connection to network 218, In this manner, the smart containers
can be immediately deployed without requiring potentially costly and time consuming integration

mnto existing information technology (IT) mfrastructure at care facility 210.

{0098] A user may use a remote device, such as a tablet or smartphone, to request
identification of a container storing a particular item, such as medication or medical supplies. The
smart container may then identify itself to the user by ocutputting to an audiovisual element, such
as by a blinking LED, emitting a sound, or a combination. The type of output may change
depending on detected proximity to the remote device, for example by using beeps when the
remote device / user 1s far away, and blinking LEDs when the remote device / user 13 nearby. For
example, the user might use the remote device to request wdentification of alcohol wipes. The
remote device may contact server 214, which in turn may query inventory tracking 215 to find a
container containing alcohol wipes that is closest to the user. For example, the position of the user
may be detected using GPS, or tniangulated based on the proximity of hub 2Z90B to the remote
device. Inventory tracking 215 may wdentify alcohol wipes as being within smart containers 230D
and 230G, and may therefore identify smart container 230G as being associated with the closest
container to the user. As a result, server 214 may instruct smart container 230G to enter 1nto an
alert or identification mode, wherein a LED flashes white to guide the user to the contamer that
contains alcohol wipes. In some implementations, the LED color may be specific to the user, as

described above, to allow easy identification of multiple concurrent identifications.

[0099] As shown 1n system 200, each smart container 230A-230G may connect to network
218 using one of hub 290A or 290B, which may have an mirastructure or cellular connection to
network 218, Since smart containers 230A-230G may be movable from one room to another,
smart containers 230A-230G may potentially lose connection to hubs 290A and 290B. For
example, smart containers 230C and 230D may be located too far away to connect to hub 290A or
290B. Inthis case, smart containers 230A-230G may provide mobile mesh network 219, wherein
each smart container 230A-230G may function as a mesh node hop to facilitate a connection to

hub 290A and 290B. When a route to server 214 is not immediately available, then a smart
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container may operate in an offline mode wherein inventory management 1s handled locally until

a synchronization can occur with server 214 when a connection route is available.

{0100} In some mmplementations, each smart container may also track the location and
mventory of other nodes in a local cache. In this manner, smart containers 230A-230G may query
mobile mesh network 219 for the location of an item, instead of relving on server 214. Thus, each
node in mobile mesh network 219 may periodically broadcast and propagate their own position
and inventory to all other nodes, allowing a local cache of node locations and inventory to be stored
by each node. In this manner, each node can quickly determine, from the local cache, the closest
node where the requested item is possibly present. Since the local cache may be potentially out of
date, a node may verify whether the requested 1tem 1s actually still present by using mobile mesh
network 219 to send a query to the closest node. The node may respond to the query with an
indication of whether the item 1s present in the local mventory, and a location of the node. Once
the closest node 15 determoined, then a location of the closest node may be displaved on a map, e.g.
on display 165 or on a display of a remote device. If the requested item is not present, then the

node may respond by providing the last authorized user and access time, if available.

{6101} In this manner, devices connected to mobile mesh network 219 may cooperatively
determine that the requested item 13 contained within a particular smart container. Thus, in some
implementations, identification requests may propagate through mobile mesh network 219 to reach
the correct node without the assistance of server 214, and information requests may similarly
propagate to the correct node and forward a response to the original requesting node. In other
wplementations, server 214 may wnstruct the identified smart container to enter into an alert or
identification mode, wherein a LED flashes white or a user-specific color to guide the user to the
smart container. The remote device may also display a map to guide the user to the smart container.
Further, any smart devices between the user and the destination may be directed to tlluminate a

path.

{6102} At server 214, mventory tracking 215, stem condition tracking 216, and machine
learning 217 may be querted and updated according to status iformation provided by each smart
container. For example, mventory tracking 215, stem condition tracking 216, and machine learning

217 may track the location, quantity, and condition of vartous medicines and healthcare items
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mnside smart containers 230A-230G. Inventory tracking 215 may be updated to reflect items added
or removed from containers. Item condition tracking 216 may be updated according to changing
environmental conditions experienced by each smart container. Machine learning 217 may record
device interactions and usage data for each smart container 230A-230G.  Referning to FIG 1A,
the information stored in server 214 may be synchronized from data logs retrieved from non-

volatile data store 137

{0103} At least a portion of the smart container usage data may be processed by one or more
machine learning algorithms to determine a power management profile that can be pushed back to
smart containers 230A-230G for optimized power consumption. For example, the power
management profile may define daily time periods when user interactions are infrequent. Smart
containers 230A-230G may use this profile to transition the processor and other components to a

low power idle or sleep mode during these daily time periods.

0104] Each smart container may also support real-time status reporting when a network
connection route 1s available. For example, a client may query server 214 for the status of a
specific smart container.  Assuming that server 214 can establish a network route to comumunicate
with the requested smart container, the smart container may be quenied for the requested status,
such as environmental condition, location history, or local inventory status, and the smart container

may respond by sending an encrypted message containing the requested status.

[0105] After arrival at a destination such as patient room 211, the smart containers 230A and
2308 may be organized ounto shelves, e.g. by attaching to a matching mounting frame as described
above, and remain largely stationary untd a restock is necessary. Since the smart containers 230A
and 230B bave a built 1o display 165 as shown in FIG. 1B, the display may continuously show
both an item description and a quantity of items contained n an associated container. Referring
to FIG. 1A, by using a low power display technology such as e-ink for display interface 164,
battery life of power source 180 may be extended. Accordingly, a user can quickly identify the
contents of each container at a glance without actually opening the container and looking closely
at the contents. Additionally or alternatively, transparent or transtucent windows may allow quick
identification of ttems and remaining quantity. Thus, the stock level and battery level of each bin

may be readily perceived and blinking LEDS or other audiovisual alerts may further bring attention
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to low stock, low battery levels, or item condition deterioration, allowing remedial action to be
carried out early before problems arse. Accordingly, items can be kept well stocked and

functional for smooth operation of care factlity 210

{01006] When multiple bins are stacked or arranged together or behind each other, then the
multiple bins may be leveraged to help identify a target container. For example, as discussed
above, the user may request the location of a particular item to be identified. Once a target
container having the particular item 1s identified, multiple smart containers may be used to provide
a visible path to the target container with the requested item. For example, containers in the same
stack, the same array, or along a path to the target container may use a different light blinking

pattern or color to distinguish themselves from the target container.

[0107] FIG. 2B depicts an example network topology diagram of smart containers 290A-290G
from FIG. 2ZA, according to various aspects of the subject technology. Network 218 may
correspond to a public network such as the Internet, and server 214 may be connected to hub 290A
and 290B. Mobile mesh network 219 may correspond to an ad-hoc mobile mesh network, wherein
each individual node, or smart containers 230A-230G may physically move and disconnect and
reconnect with each other according to radio reception to form a mesh network. Smart containers
230A-2308 may connect directly to hub 290A, whereas smart container 230C may connect to hub
290A using smart container 230B as an intermediary node.  Simiarly, smart containers 230E-
230G may connect directly to hub 290B, whereas smart container 230D may connect to hub 290B
using smart container 230F as an intermediary node. Thus, nodes can act as master nodes (e.g.
server 214), slave nodes {e.g. smart containers 230A, 230C, 230D, 230F, and 230G), or hybnd
master/slave nodes {e.g. smart containers 230B, 230E and hub 2904, 290B).

[0108] FIG. 3 depicts various example user interfaces of a smart container, according to
various aspects of the subject techuology. With respect to FIG. 3, display 365A, display 365B,
and display 365C may correspond to display 165 from FIG. 1A and 1B, Insome implementations,
display 365A-365C may be shown on a remote device, such as a tablet, smartphone, laptop, or

desktop computer.

[0109] Display 365A shows a status screen, which may be shown by default when no user

interaction is taking place. As shown in display 365A, the status screen may include several
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mformational fields, such as a description of item contents, a quantity, a battery level, a network
status, and user interface nstructions for using buttons 161 of FIG. 1B. Referring to FIG. 1A, the
description and quantity may be updated according to a local inventory stored in non-volatile data
store 137. The battery level may be updated according to estimated charge detected for power
source 180. Network status may be updated according to the availability of connectable networks
via communication interface 140. The user interface instructions may change depending on the
user interface context. While display 365A-365C illustrate text representations, it should be
understood that graphical representations such as icons, bars, charts, animations, and other

elements may be shown.

[0110] As discussed above, in some mmplementations the smart container may be hardened to
withstand refrigerated or freezing temperatures. In this case, as shown in display 365B, a
temperature reading may also be provided. When the temperature reading exceeds a safe

temperature range for the contents, a warning message or alert may be provided.

[0111] In some embodiments, a load cell or other sensor may be used to automatically estimate
the guantity of items contained in each smart container. In this case, user interface elements to
adjust itern quantities, such as buttons 161, may be simplified or omitted. Accordingly, the status
screen may also be correspondingly simplified to show essential information in large font, such as
itern description and quantity, as shown i display 365C. In this manner, contents within smart

containers may be readdy discerned from a distance and at a glance.

[0112] FIG. 4 depicts an example process 400 for using a smart container to provide efficient
space utilization, secure transport and storage, inventory management, tamper resistance, and other
smart functionality, according to various aspects of the subject technology. For explanatory
purposes, the various blocks of example process 400 are described herein with reference to FIGS.
1A-3, and the components and/or processes described herein. The one or more of the blocks of
process 400 may be implemented, for example, by a computing device, including a processor and
other components utilized by the device. In some implementations, one or more of the blocks may
be mplemented apart from other blocks, and by one or more different processors or devices.
Further for explanatory purposes, the blocks of example process 400 are described as occurring in

serial, or linearly. However, multiple blocks of example process 400 may occur m parallel. In
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addition, the blocks of example process 400 need not be performed in the order shown and/or one

or more of the blocks of example process 400 need not be performed.

{0113} In the depicted example flow diagram, a smart container 1s provided that is attachable
to a mounting frame, the smart container including a compartment having a plurality of walls and
an access component (411} Referring to FIG. 1B, this may correspond to providing mteractive
storage device 130 that s attachable to mounting frame 120A, wherein interactive storage device
130 includes a compartment having a plurality of walls (e.g. on six sides) and access component
131A.  As discussed above, interactive storage device 130 may also be attachable to other
containers of various sizes to form stacks and arrays, such as smart container array 192 attachable

to mounting frame 1208,

{0114} Process 400 may continue with recetving, via a communication interface, an
authenticated request to access the compartment of the smart container (412). Referring to FIG.
1A and FIG. 2ZA, this may correspond to processor 134 receiving, via communication interface
140, an authenticated request for accessing interactive storage device 130 As discussed above,
IAM interface 168 may utilize communication interface 140 to receive and authenticate a user
credential, such as a unique dentifier, a biometric wWentifier, or some other token, which may be

received from a remote device, a smartcard, or some other device.

[0115] Processor 134 may validate or authenticate the user credential. For example, referring
to FIG. 1A, processor 134 may utilize secure crypto-processor 184 to venity that the user credential
is valid against an encrypted authorized user database.  Alternatively, referring to FIG. 2A,
processor 134 may uiilize communication interface 140 to verify the user credential against server
214. In some implementations, the validation may further depend on temperature status or other
logged data from sensors 150, For example, if the temperature exceeds a safe threshold range,
then user access may be restricted to users with hugher privilege levels. In this manner, potentially
unsafe or spoiled medications may be kept safely locked until appropriate personnel can review

the contents of the contaimer.

{0116] In response to receiving the authenticated request, processor 134 may continue to
actuate an electromechanical latch to disengage a fastening hook, thereby 1mutiating a mechamncal

movement of an access component to make the compartment accessible (413). For example,
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referring to FIG. 1A and FIG 1F, processor 134 may utilize actuator interface 166 to trigger
actuator 167 to open latch 126, Once lock state 128 is set 1o open, then latch 126 may disengage
from hook 133A, thereby causing access component 131A to swing outwards by rotating along
the hinge. Access to the compartment of interactive storage device 130A is thereby provided.
Silarly, referring to FIG. 1A, FIG. 1Gand FIG. 1H, once lock state 128 15 set to open, then latch
126 may disengage from hook 133 A, thereby causing access component 1318 to move outwards
from housing 190 due to the stored energy m spring 135, Alternatively, a motor may be used to
move access component 131B. Access to the compartment of access component 131B 1s thereby

provided.

[0117] Upon actuation of the electromechanical latch, processor 134 may continue to output,
via an audiovisual element, an alert to 1dentify the container (414). For example, referring to FIG.
1A and FIG. 1B, processor 134 may use LED interface 162 and/or audio interface 170 to output
flashing lights via LEDs 163 or audible tones via a piezoelectric or dynamic speaker. As discussed
above, the colors, intensity, and flashing patierns of LEDs 163 may be adjusted according to the

user associated with the access request.

{0118] Processor 134 may continue to confirm that the electromechanical latch has re-engaged
with the fastening hook, thereby securing the compartment (415). For example, referring to FIG.
1F, the user may push down on access component 131A until hook 133A re-engages with latch
126, Sinularly, referning to FIG. 1G and FIG. TH, the user may push in access component 131B
until hook 133 A re-engages with latch 126. Referring to FIG. 1A, processor 134 may use actuator
mnterface 166 to query actuator 167 and venity that lock state 128 of latch 126 now corresponds to

a locked state.

{0119} After confirming, processor 134 may continue to determine a change in a local
mventory (416). For example, referring to FIG. 1B, a user may utilize buttons 161 to adjust the
quantity of items n the local inventory. In some implementations, items may include RFID tags,
which may be detected using sensors 130 In some implementations, processor 134 may be
communicatively coupled with a sensor that provides a measurement for use m determining the
change in local mventory. For example, load sensor 151 may be provided. Based on the expected

mventory, a theoretical weight may be generated and compared with the actual measured weight.
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If the theoretical weight after the expected inventory change corresponds to the actual weight, then
the determination may be confirmed. If the determination s not confirmed, processor 134 may
generate an alert message. The alert message may be displayed via display 165 or transmitted for

presentation via another device.

10120} Further, after determining the change in the local inventory, processor 134 may send,
via communication interface 140, a stock notification to server 214 when a quantity of the local
mventory is below a predetermined threshold level For example, the predetermined threshold
level may be set to 30% or 50% of a fully stocked container. In this manner, preparations for

restocking may be made well in advance of stock depletion.

{0121] Processor 134 may continue to update the local inventory in a non-volatile data store
according to the change (417). For example, based on the determined change, the local inventory
stored in non-volatile data store 137 may be updated with correspondingly increased or decreased

quantities.

{0122] In some implementations, processor 134 may continue to synchronize the local
mventory with a remote server via a communication interface. For example, referring to FIG. 1A
and FIG. 2ZA, processor 134 may synchronize the local inventory stored in non-volatile data store
137 with inventory tracking 215 stored on server 214 via communication interface 140, As
discussed above, the local inventory may be received from smart devices within interactive storage
device 130 that connect to a wireless repeater network provided by conununication interface 140.
In some cases, this synchronization may be deferred until a stable network route to server 214 is
avatlable. As discussed above, the smart container may form mobile mesh network 219 with other
smart containers to improve network availability. The current location of the smart container may
also be conveyed to server 214 based on triangulation using hubs or other location tracking

methods.

[0123] In this manner, inventory tracking 215 can be automatically updated with the current
location and nventory for each smart contamer, enabling detailed insight for medical supply
restocking, loss prevention, and other management tasks. Simdarly, ttem condition tracking 216

may be updated to track environmental conditions (e.g. whether safe temperature ranges are
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maintained) and ttem quality, and machine learning 217 may be updated with smart container

usage statistics to provide tramning data for power management profile generation.

{0124] Many aspects of the above-described example process 400, and related features and
applications, may also be implemented as software processes that are specified as a set of
mstructions recorded on a computer readable storage medium (also referred to as computer
readable medium), and may be executed automatically {e g., without user intervention}. When
these instructions are executed by one or more processing unit(s) {€.g., one or More Processors,
cores of processors, or other processing uniis), they cause the processing unit(s) to perform the
actions indicated in the instructions. Examples of computer readable media include, but are not
himited to, CD-ROMs, flash drives, RAM chups, hard drives, EPROMSs, etc. The computer
readable media does not include carrier waves and electronic signals passing wirelessly or over

wired connections.

[0125] The term “software” is meant to include, where appropriate, firmware residing in read-
only memory or applications stored in magnetic storage, which can be read into memory for
processing by a processor. Also, in some implementations, multiple software aspects of the subject
disclosure can be implemented as sub-parts of a larger program while remaining distinct software
aspects of the subject disclosure. In some implementations, multiple software aspects can also be
implemented as separate programs. Finally, any combination of separate programs that together
implement a software aspect described here 1s within the scope of the subject disclosure. In some
implementations, the software programs, when instalied to operate on one or more electronic
systems, define one or more specific machine implementations that execute and perform the

operations of the software programs.

{8126} A computer program {(also known as a program, software, software application, script,
or code) can be written in any form of programming language, 1ncluding compiled or interpreted
languages, declarative or procedural languages, and 1t can be deployed in any form, including as a
stand-alone program or as a module, component, subrouting, object, or other unit suitable for use
in a computing environment. A computer program may, but need not, correspond to a file in a file
system. A program can be stored in a portion of a file that holds other programs or data {e.g., one

or more scripts stored in a markup language document}, in a single file dedicated to the program
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in question, or in multiple coordinated files (e g, files that store one or more modules, sub
programs, or portions of code). A computer program can be deployed to be executed on one
computer or on multiple computers that are located at one site or distributed across multiple sites

and interconnected by a communication network.

10127] FIG. 5 15 a conceptual diagram illustrating an example electronic system 500 for
providing a smart container for efficient space utilization, secure transport and storage, mventory
management, tamper resistance, and other smart functionality, according to various aspects of the
subject technology. Electronic system 500 may be a computing device for execution of software
associated with one or more portions or steps of process 400, or components and processes
provided by FIGS. 1A-4. Electronic system 500 may be representative, in combination with the
disclosure regarding FIGS. 1A-4, of the interactive storage device 130 described above. In this
regard, electronic system 500 may be a microcomputer, personal computer or a mobile device such
as a smartphone, tablet computer, laptop, PDA, an augmented reality device, a wearable such as a
watch or band or glasses, or combination thereof, or other touch screen or television with one or
more processors embedded therein or coupled thereto, or any other sort of computer-related

electronic device having network connectivity.

{0128] Electronic system 300 may include various types of computer readable media and
interfaces for various other types of computer readable media. In the depicted example, electronic
system 300 includes a bus 508, processing unit(s) S12, a system memory 304, a read-only memory
(ROM) 510, a permanent storage device 502, an input device interface 514, an output device
interface 506, and one or more network interfaces 516, In some mplementations, electronic
systemn 500 may include or be integrated with other computing devices or cirauitry for operation

of the vartous components and processes previously described.

[0129] Bus 508 collectively represents all system, peripheral, and chipset buses that
communicatively connect the numerous internal devices of electronic systern 500, For instance,
bus 508 communicatively connects processing unit{s) 512 with ROM 510, system memory 504,

and permanent storage device 502.
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{0130} From these various memory units, processing unit{s) S12 retrieves instructions to
execute and data to process in order to execute the processes of the subject disclosure. The

processing unit{s) can be a single processor or a multi-core processor in different implementations.

{6131} ROM 510 stores static data and nstructions that are needed by processing unit(s) 512
and other modules of the electronic system. Permanent storage device 502, on the other hand, 1s
a read-and-write memory device. This device is a non-volatile memory unit that stores mstructions
and data even when electronic system 500 is off. Some implementations of the subject disclosure
use a mass-storage device (such as a magnetic or optical disk and 1ts corresponding disk drive) as

permanent storage device S02.

{6132} Some implementations use a removable storage device (such as a floppy disk, flash
drive, and its corresponding disk drive) as permanent storage device 502. Like permanent storage
device 302, system memory 504 is a read-and-write memory device. However, unlike storage
device 502, system memory 504 is a volatile read-and-write memory, such a random access
memory. System memory 504 stores some of the instructions and data that the processor needs at
runtime. In some implementations, the processes of the subject disclosure are stored in system
memory 504, permanent storage device 502, and/or ROM 510. From these various memory units,
processing unit(s) 512 retrieves instructions 1o execute and data to process in order to execute the

processes of some implementations.

[0133] Bus 308 also connects to input and output device mterfaces S14 and 506, Input device
interface 514 enables the user to communicate information and select commands to the electronic
system. Input devices used with input device interface 514 include, e.g., alphanumeric keyboards
and pointing devices {(also called “cursor control devices”). Output device interfaces 506 enables,
e.g., the display of images generated by the electronic system 500, QOutput devices used with
output device interface 506 mclude, e.g., printers and display devices, such as cathode ray tubes
(CRT) or hqud crystal displays (LCD).  Some implementations include devices such as a

touchscreen that functions as both mput and output devices.

[0134] Also, bus 508 also couples electronic system S00 to a network (not shown) through
network interfaces S16. Network interfaces 516 may mclude, e g, a wireless access point {e.g.,

Bluetooth or WiF1) or radio circuitry for connecting to a wireless access point. Network iterfaces
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516 may also include hardware {e.g., Ethernet hardware) for connecting the computer to a part of
a network of computers such as a local area network (“LAN}, a wide area network (“WAN),
wireless LAN, or an Intranet, or a network of networks, such as the Internet Any or all

components of electronic system 500 can be used in conjunction with the subject disclosure.

{0135] These functions described above can be implemented 1n computer software, firmware
or hardware. The techniques can be implemented using one or more computer program products.
Programmable processors and computers can be included in or packaged as mobtile devices. The
processes and logic flows can be performed by one or more programmable processors and by one
or more programmable logic circuttry. General and special purpose computing devices and storage

devices can be mterconnected through communication networks.

{0136} Some implementations include electronic components, such as microprocessors,
storage and memory that store computer program structions in a machine-readable or computer-
readable medium {(alternatively referred to as computer-readable storage media, machine-readable
media, or machine-readable storage media). Some examples of such computer-readable media
nclude RAM, ROM, read-only compact discs (CD-ROM), recordable compact discs (CD-R),
rewritable compact discs (CD-RW), read-only digital versatile discs {e.g., DVD-ROM, dual-layer
DVD-ROM), a variety of recordable/rewritable DVDs {(e.g., DVD-RAM, DVD-RW, DVD+RW,
etc.), flash memory (e.g., SD cards, mint-SD cards, micro-SD cards, etc.}, magnetic and/or solid
state hard drives, read-only and recordable Blu-Ray® discs, ultra density optical discs, any other
optical or magnetic media, and floppy disks. The computer-readable media can store a computer
program that is executable by at least one processing unit and includes sets of mstructions for
performing various operations. Examples of computer programs or computer code include
machine code, such as 1s produced by a comptler, and files mcluding higher-level code that are

executed by a computer, an electronic component, or a MICTOPIOCcessor using an interpreter.

{0137} While the above discussion primarily refers to microprocessor or multi-core processors
that execute software, some 1mplementations are performed by one or more tegrated circuits,
such as application specific integrated circuits {ASICs) or field programmable gate arrays
(FPGAs). In some implementations, such mtegrated circutts execute instructions that are stored

on the circuit itself
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{0138] As used n this specification and any claims of this application, the terms “computer,”
“server,” “processor,” and “memory” all refer to electronic or other technological devices. These
terms exclude people or groups of people. For the purposes of the specification, the terms display
or displaying means displaying on an electronic device. As used in this specification and any
claims of this application, the terms “computer readable medium” and “computer readable media”
are entirely restricted to tangible, physical objects that store information in a form that 1s readable
by a computer. These terms exclude any wireless signals, wired download signals, and any other

ephemeral signals.

{0139] To provide for interaction with a user, implementations of the subject matter described
in this specification can be implemented on a computer having a display device, e.g, a CRT
{cathode ray tube) or LCD (hiquid crystal display) monitor, for displaying information to the user
and a kevboard and a pomnting device, e.g., a mouse or a trackball, by which the user can provide
input to the computer. Other kinds of devices can be used to provide for interaction with a user as
well; e g., feedback provided to the user can be any form of sensory feedback, e.g | visual feedback,
auditory feedback, or tactile feedback; and mput from the user can be received in any form,
meluding acoustic, speech, or tactile mput. In addition, a computer can interact with a user by
sending documents to and receiving documents from a device that 1s used by the user; eg., by
sending web pages to a web browser on a user’s client device in response 1o requests recerved from

the web browser,

{0140] Implementations of the subject matter described in this specification can be
implemented mn a computing system that includes a back end component, e.g., as a data server, or
that mcludes a muddleware component, e.g., an application server, or that includes a front end
component, e.g., a client computer having a graphical user interface or a Web browser through
which a user can interact with an implementation of the subject matter described in thus
specification, or any combination of one or more such back end, middleware, or front end
components. The components of the system can be interconnected by any form or medium of
digital data commumication, e.g., a communication network. Examples of communication
networks include a local area network ("LAN”) and a wide area network (“WAN”), an inter-

network {g.g., the Internet), and peer-to-peer networks (£.g., ad hoc peer-to-peer networks).
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0141} The computing system can include clients and servers. A client and server are generally
remote from each other and may interact through a communication network. The relationship of
client and server arises by virtue of computer programs running on the respective computers and
having a client-server relationship to each other. In some implementations, a server transmits data
{e.g., an HTML page) to a client device {(e.g., for purposes of displaying data to and receiving user
mput from a user interacting with the client device). Data generated at the client device (e g, a

result of the user interaction) can be received from the client device at the server,

{0142] As will be described further, the disclosed system 100, may include a bin assembly
which ncorporates a latching mechanism that can lock and unlock bins for secure storage. The
latching member can engage and disengage a latching hook of the bin body to control access to
the bin volume. An access controller can control when a b 1s locked or unlocked based on one
or more of user authentication, detected environmental condition, or control message from another
device. By controlling access to the bin volume, 1oventory, such as medication, can be stored
securely. The description of bin agsembly, below, is understood as only an example of usage and
does not linut the scope of the claims. Various aspects of the disclosed bin assemblies may be used

m any application where 1t 13 desirable to securely store inventory.

[8143] Therefore, 1n accordance with the present disclosure, it s advantageous to provide a
medication storage device as described herein that allows for space efficient and secure storage of
regulated products, such as medication. The disclosed medication storage device provides a

plurality of bins that permits configurable and secure storage of regulated products.
Secure Modular bin Array

[0144] Another aspect of the disclosure relates to a slimline smart bin array system enables
safe and secured medication management solution with a focus on optimizing the existing user
space and resources {“shimline bin” or “slimline”). According to various implementations, the
disclosed system includes configurable smart bins (different sizes), wireless connectivity, and an
enclosure to hold the array of bins securely on a wall. The system and method may also include a
plurality of user mnterfaces, along with actuator that unlocks the shmline bin with a secured

authorization from a server. The system and method may further implement a machine learning
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(ML} inference and data analytics to optimize power consumption on the slimline bin based on its

awareness of spatial context.

{0145] FIG. 6 15 a perspective view of a medication management svstem 10, in accordance with
various aspects of the present disclosure. With reference to FIG. 6, the medication management
system 10 provides secure item storage and retrieval. As illustrated, the medication management
system 10 mcludes a bin array assembly 200 with a plurality of connected bins 210 {e.g., bin 120
of FIG. 1A). As described herein, the bin array assembly 200 can include multiple bins 210 of

different sizes.

{0146] In the depicted example, the bins 210 can secure store items such as medication or other
regulated products. The bins 210 can be locked to prevent access. In some embodiments, selected

bins 210 can be unlocked or otherwise released upon authentication of a user.

{03147} Optionally, the bins 210 can include a display, such as an e-ink display. The display can
display information about the contents of a respective bin 210 . In some embodiments, the bin 210
can present, via the display or other output device associated with the bin 210, a barcode to provide
mnformation to a chinician or other personnel Information can include the medication name,
dosage, and/or expiration date. In some embodiments, the display can illustrate the tracking status
of an associated medication, displaying information such as “loading dock™ or “in transit.” The
display for a bin or for an array of bins may be controlled by a microcontroller included in housing,
The display may be controlled by a bin-specific microcontroller. In some implementations, the
coutrol may be achieved using a control message from a remote server such as an mventory

management server.

{0148] In some embodiments, the bin array assembly 200 can include a status indicator 106, The
status indicator 106 can display a plurality of colors at various intensities and flash patterns to
provide a status of the medication management systermn 10, As can be appreciated, the status
indicator 106 can provide different visual indicators based on an identified user and workflow.
For example, (1) during a medication loading workflow, the status indicator 106 can provide
guidance to the user, (it} f medication within a bin 210 15 expired, the status ndicator 106 can
flash red, (1) during a medication audit, the status mdicator 106 can provide identifying

mnformation, and (iv) if the battery level of the medication management system 10 is low, the status
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ndicator 106 can provide a low battery signal.  In some embodiments, the status indicator 106

mcludes one or more LED’s driven by a FET based drive circuitry.

{0149] Optionally the medication management system 10 can include microphone interface
circuitry to allow a user to interface with the medication management system 10 with “wakeup”
words or voice prompts. In some embodiments, the medication management system 10 includes

a piezo electric buzzer to provide audio feedback to the user.

{0150] In some embodiments, the components of the medication management system 10 can
communicate with other components of the medication management system 10 or other systems.
For example, the bins 210 can communicate with each other and the bin array assembly 200 can
communicate with other bin array assemblies 200 to share inventory information, etc. In the
depicted example, the bin array assembly 200 can wirelessly communicate with a control panel
12. The control panel 12 can be used to select or identify medication within the medication
management system 10. The control panel 12 can identify a bin 210 containing a desired
medication, as well as information regarding the medication. Optionally, the control panel 12 can

be used for authentication purposes.

{0151} As illustrated, the bin array assembly 200 can be mounted to a wall surface to save space.
In the depicted example, the bins 210 are interconnected and mounted to the wall via mounting
frame 202. The mounting frame 202 can be vertically affixed to the wall and can receive the
mnterconnected bins 210 forming the bin array assembly 200, The bin array assembly 200 can be
locked or latched to the mounting frame 202 with a mounting mechanism 204, The mounting
mechanism 204 can be a mechanical or electro-mechanical latch to engage with a portion of the
bin array assembly 200, For example, the mounting mechanism 204 can mcludes one or more
latching members or bars (not shown) that extend from the mounting frame 202 to releasably
engage against the bin array assembly 200, In some embodiments, the mounting mechanism 104
includes one or more latching members or bars (not shown) that extend from the binarray assembly
200 to releasably engage against the mounting frame 202. By removing the bin array assembly
200, a user can have access to the rear of the bin array assembly 200, Optionally, a user can
manually release bins 210 using a manual release mechanism disposed at the rear of the bin array

assembly 200.
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{0152] In some embodiments, the bin array assembly 200 can be mounted for counter top
applications As can be appreciated, the medication management system 10 can be located i any
suitable environment such as a medication room, a caregiver station, and/or a patient’s bedside. In
some embodiments, the medication management system 10 can withstand, and can be used in a

refrigerated environment.

{03153] FIG. 7A is a perspective view of a bin array assembly 200 for use with the medication
management system 10 of FIG 6, in accordance with various aspects of the present disclosure.
FIG. 7B 1s a perspective view of a bin array assembly 200 of FIG. 7A with a bin 210c¢ in an open
position, in accordance with vartous aspects of the present disclosure. With reference to FIGS. 7A
and 7B, the bin array assembly 200 15 a modular assembly of bins 210a, 210b, and 210c¢ that allow
configurable storage of medication and other ttems. As shown in FIG. 7B, a selected bin body

214c¢ can be opened to expose the volume of the bin body 214c¢ and access or replace items therein.

{0154] In the depicted example, the bins 210a, 210b, and 210c¢ can be connected to each other in
a modular manner to form the bin array assembly 200. The arrangement of bins 210a, 210b, 210¢
can form a generally rectangular shape or any other shape or pattern. In some embodiments, the
respective bin housings 212a, 212b, 212¢ of the bins 210a, 210b, 210¢ have features or fasteners
extending therethrough that allow the interconnection of the bins 210a, 210b, and 210c.
Optionally, the bin housings 212a, 212b, 212¢ can have connection features on each of the sides,

top and bottom, of the bins 210a, 210b, 210c¢.

[0155] In some embodiments, as described herein, the connection features of the bin housings
212a, 212b, 212¢ can be disposed towards the rear of the bin housings 212a, 212b, 212¢. Further,
hardware to control the operation (locking and unlocking) of the bins 210a, 210b, 210c can be

disposed toward the rear of the bins 210a, 210b, 210¢.

{0156] In the depicted example, an authentication device, such as a smartcard reader 208 can be
used to direct and control access to the bins 210a, 210b, 210c by locking or unlocking an
appropriate bin. In some embodiments, bins 210a, 210b, 210c¢ of the bin array assembly 200 can
be accessed using a personal computer, a tablet computer, a smartphone, a barcode reader, and/or

a biometric reader.
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{0157} During operation, the authentication device can provide a plurality of user authentication
methods (biometric, smartcard, password, barcode, EC(G based wearable device, mobile phone,
etc.), allowing the user to select one or more of the authentication methods. The selection may be
a user specific configuration, site specific configuration {e.g., all users at a given site will be
authenticated according to the selected method(s)), or system-wide configuration {e.g, all users of
the system will be authenticated according to the selected method(s)). The authentication device
can utilize any suitable personal area network (PAN) protocols, such as 802.15.4, Bluetooth Low
Energy, or other short-range compatible wireless communication protocol, to communicate with
remote devices. In some embodiments, the use of PAN protocols can avoid integration with

existing networks, simplifying installation.

[0158] Optionally, remote authentication methods can be implemented to allow a super user to
grant remote authorization (e.g. if a user loses their badge or smart phone). Tn any embodiment,
data generated or detected can be forwarded to a “remote” device or location, where “remote,”
means a location or device other than the location or device at which the program is executed. For
example, a remote location could be another location {e.g., office, lab, etc.) i the same city,
another location in a different city, another location in a different state, another location in a
different country, etc. As such, when one item is indicated as being “remote” from another, what
1s meant 1s that the two items can be in the same room but separated, or at least in different rooms
or different bunldings, and can be at least one mule, ten mules, or at least one hundred miles apart.
“Communicating” information references transmutting the data representing that information as
electrical signals over a suitable communication channel {(e.g., a private or public network).
“Forwarding” an item refers to any means of getting that ttem from one location to the next,
whether by physically transporting that item or otherwise {where that 15 possible) and includes, at
least in the case of data, physically transporting a medium carrying the data or communicating the
data. Examples of communicating media include radio or infra-red transmission channels as well
as a network connection to another computing or networked device, and the internet or including

email fransmissions and information recorded on websites and the like.

{0159] The user’s authenticated identity can be transmitted to a server to request authorization to
access a particular medication or item stored 1n a respective bin 210a, 210b, 210c. Upon receiving

authentication, the bin 210a, 210b, 210¢ can be 1dentafied and/or unlocked for access. In some
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embodiments, authentication can proceed in an offline mode, allowing the user to proceed without
network connectivity. In some embodiments, the authentication device can provide an audible

signal (for example from a piezo beeper} to indicate registration of user actions.

{0166] Optionally, sensors can be utilized within the bins 210a, 210b, 210¢ to identify the quantity
of the contenis within each bin 210a, 210b, 210¢. In some embodiments, beacons can be used for
real time and/or offline asset tracking. Further sensors can be utilized for tamper detection of the

bin array assembly 200,

{03161} Sensors included in a bin may include one or more sensors to record, for example,
environmental conditions and evidence related to attempts to divert or tamper with the contents of
the bin. For example, a load sensor may comprise a load cell that can measure the mass of items
contained in the bin, which can be used to estimate changes in item quantities. A temperature and
humidity sensor may record inside and/or outside ambient temperature and humidity. A shock and
vibration sensor may help to identify unauthorized access attempts to the bin using force. A tamper
sensor may determine whether intrusion has occurred or if the bin has been removed from a fixture,
for example 1if retaining screws, containers, covers, or other components of bin have been opened,
unsealed, drilled, deformed, or otherwise tampered. For example, mechanical switches, anti-
tamper films, photodiodes with reflective materials, infrared proximity sensors, and other devices
may be used. A location sensor may include, for example, a global positioning system {GPS) radio
to enable location history tracking.  Alternatively or additionally, in some implementations,
triangulation may be used to determine location, for example by using Wi-Fi1 or Bluetooth

triangulation using known networks and/or hubs.

[0162] FIG. 8 15 a perspective view of a bin 210a for use with the bin array assembly 200 of FIG.
2A, in accordance with various aspects of the present disclosure. As can be appreciated, the bin
210a 15 an example of a representative bin that can be used with the bin array assembly 200, As
can be appreciated, the bin array assembly 200 can utilize similar bins that are of single width
(FIG. 14), double width (FIG. 15A), and/or triple width {(FIG. 15B). The housing 212a can include
mounting features along the outer surface of the housing 212a that engage with or otherwise

mterface with simlar or mating features on neighboring bins 210a.
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{0163] In the depicted example, the bin body 214a 1s movable relative to the housing 212a. During
operation, the bin body 214a can be moved between a closed position (FIG. 10A) and an open
position (FIG. 10B). In the closed position, access to the volume defined by the bin body 214a s
prevented by the housing 212, In the open position, the bin body 214a is moved away from the

housing 212a permitting access to the volume defined by the bin body 214a.

{0164] As illustrated, the bin body 214a can pivot or tilt relative to the housing 212a to allow the
user to access to medication. In some embodiments, the bin body 214 1s connected to the housing
212a by a pivot pin 216a extending from the bin body 214a. The pivot pin 216a can extend through
a through hole 213a formed through the housing 212a. In some embodiments, the pivot pin 216a
and the through hole 213a can be disposed near the front portion of the bin 210a, allowing the bin

body 214a to pivot or rotate forward to allow access within the bin body 214a.

{0165] Optionally, the bin body 214a can be biased toward an open position or a closed position
by a biasing member or spring 218a. In some embodiments, the spring 218a can bias the bin body
214a forward relative to the housing 212a to the open position. The spring 218a can be a rotational
spring that is disposed around the pivot pin 216a.  As described herein, upon unlatching or
unlocking the bin 210a, the spring 218a can rotate the bin body 214a to an open position to visually
indicate the bin 2103 to be accessed. The bin 210a can further 1nclude a rotational stop to prevent

the bin body 214a from over rotating,

[0166] In some embodiments, the bin body 214a can include a window 220a. The window 220a
can allow a user to identify the contents of the bin body 214a prior to accessing the bin volume.
In some embodiments, the window 220a can be clear. Optionally, the window 220a can be
translucent, allowing a user to wdentify that the bin body 214a contains ttems, but obscuring details

of the items.

{6167} In some embodiments, the bin 210a can 1nclude tracking or identifying features such as bar

codes. The bin 210a can further include tamper evident features.

{0168] In some implementations, FIG. 9 is a reverse perspective view of the bin 210a of FIG. §,
in accordance with various aspects of the present disclosure. FIG 10A is a cross-sectional

elevation view of the bin 210a of FIG. 8 in a closed position, i accordance with various aspects
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of the present disclosure. FIG. 10B is a cross-sectional elevation view of the bin 210a of FIG. 8
m an open position, in accordance with various aspects of the present disclosure. With reference
to FIGS. 9, 10A, and 10B, the bin 210a includes a latching mechanism to control access to the bin

210a.

{0169] In the depicted example, an electromechanical (EM) latch 228a can latch or unlatch the bin
body 214a, locking or unlocking the bin 210a for access. The EM latch 228a can be mounted to
the housing 212a. As iHlustrated, the EM latch 228a can be mounted to a rear portion of the housing
212a. In some embodiments, the EM latch 228a can engage with a portion of the bin body 214a
to prevent movement of the bin body 214a (locking the bin 210a, as shown in FIG. 10A) and

protecting the contents within the bin body 214a.

{0178} In some embodiments, the bin body 214a includes a latch hook 226a extending from the
bin body 214a. The latch hook 226a can be received into the EM latch 228a. Optionally, the latch

hook 226a can be engaged by a latching member within the EM latch 228a to lock the bin 210a.

{6171} With reference to FIG. 108, to release or unlock the bin 210a, the EM latch 228a can
release the engaged portion of the bin body 214a to allow the bin body 214a to move {(unlocking
the bin 210a). Optionally, the latch hook 226a can be disengaged tfrom the latching member within
the EM latch 228a. In some embodiments, the operation of the EM latch 228a, including the

movement of the latching member can be electromechamically actuated.

{0172} Upon releasing or unlocking the bin 210a, the bin body 214a can be rotated or tipped
outward to allow retrieval of the contents within the bin 210a. The opening of the bin body 214a
at the maximum opening angle allows the user unobstructed access to the contents. Optionally,
the bin body 214a can be biased toward an open position upon release of the EM laich 228a. After
accessing the contents of the bin 210a, the bin body 214a can be rotated or pivoted back toward a
closed position. As the bin body 214a 1s moved back to a closed position, a portion of the bin body
214a, such as the latch hook 226a can interface and engage with the EM latch 228a, relocking the

bin 210a.

{0173} In the depicted example, the operation of the EM latch 228a 1s controlied by a controller

222a. During operation, the controller 222a can drive the actuators within the EM latch 228z and
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determine the current state of the EM latch 228a and the bin 210a. In some embodiments, the
controller 222a can have on-board memory to digitally store information regarding the bin 210a

contents and/or location information.

{0174 Optionally, the controller 222a can be operatively coupled with sensors to determine the
status of the bin 210a and/or contents within the bin 210a. For example, the bin 210a can include
a sensor to determine the open/closed state of the bin body 214a. In some embodiments, the bin
210a can mclude tamper detection sensors that utilize optical or electromagnetic sensors.
Optionally, the status or quantity of the contents within the bin 210a can be determined with load

cells, photodiodes, acoustical sensors, and/or RF sensors.

{0175] In some embodiments, the EM latch 228a and/or the controller 222a can be battery 224a
operated or otherwise powered by a power source. Power sources can include distributed power
sources, such as rechargeable batteries, super capacitors, or wireless power fransmitters/recetvers,
or centralized power sources, such as centralized high capacity batteries, an external power supply,
power over Ethernet, and/or wireless power transmitters/receivers.  As can be appreciated,
centralized power sources can be interfaced to the bin array assembly 200 with a docking type or
wired physical connector to redistribute power to the bins 210a. Wireless power transfer can
include near field (such as NFC, Q1, Resonant and inductive) or far field (such as WiFy, UHF).
Wireless charging schemes can be multiplexed as only one bin 210a 1s accessed at a given time
within the assembly 200, In some emnbodiments, guided lights or mechanical features are used to

dock the bins 210a for wireless charging,

[8176] Optionally, power conservation methods can be used, such as placing devices in low power
states and waking up periodically to enable radio communications and check i with a gateway or
hub for updates or transactions. Eovironmenial sensors, key word activation, and/or user actions,
along with usage factors can be used to wake a device up torm sleep mode. Further, devices can
utilize energy harvesting. Energy harvesting can include harvesting from actuator action and/or

wireless energy from RF sources.

{0177} In some emboduments, the electronics of the bin 210a are modular and associated with each

bin. In some embodiuments, the electronics of the bin 2103 are centralized.

Ao
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{0178} Optionally, the bin 210a can include tamper resistant features or interlocks. For example,
the bin 210a can have overlapping features that prevent an unauthorized user from accessing the
contents of an adjacent bin after gaining access to one bin. Portions of the bin 210a may deform
to indicate evidence of tampering. For example, the latch hook 226a may be configured to break

mside the EM latch 228a 1if excessive force 1s applied, rendering the bin 210a unusable.

{0179] FIG. 11 1s a cross-sectional perspective view of a bin 310a for use with the bin array
assembly 200 of FIG. 7A, in accordance with various aspects of the present disclosure. In the
depicted example, the bin 310a includes features that are similar to the features of bin 210a.

Therefore similar features are referred to with similar reference numerals.

{0180] As illustrated, the bin 310a includes a handle 321a. The handle 321a can be formed as a
recessed area in the bin body 214a. As can be appreciated, the bin 310a can be used without a
biasing spring because the user can use the handle 321a to rotate or pivot the bin body 214a away

from the housing 212a.

{0181] Optionally, the bin 310a can include one or more visual indicators to indicate the bin 3103
to the user. The visual indicator can be an LED to visually indicate the location of the contents

and the bin 310a.

{0182] FIG. 12A 1s a reverse perspective view of a bin 410a for use with the bin array assembly
of FIG. 7A, i accordance with various aspects of the present disclosure. FIG. 12B is a reverse
perspective view of a bin array assembly 400 for use with the medication management system 10
of FIG. 1A and FIG. 6, in accordance with various aspects of the present disclosure. In the depicted
example, the bin array assembly 400 includes features that are similar to the features of the bin
array assernbly 200 and the bin 410a includes features that are similar to the features of bin 210a.

Therefore similar features are referred to with similar reference numerals.

{0183] In the depicted example, the bin array assembly 400 can utilize common latching
mechanisms 428 and 429 to latch or unlatch a plurality of bins 410, while allowing individual
locking or unlocking of each bin 410. In some embodiments, the common latching mechanisms

428, 429 are mounted to a common portion of the bin array assembly 400

46



CA 03144817 2021-12-17

WO 2020/264435 PCT/US2020/040001

{0184] As illustrated, each bin 410 s redundantly locked by a vertical common latching
mechanism 428 and a horizontal common latching mechanism 429, As described herein, a bin
410 can be retained or locked in a closed position, when one or both of the vertical common
latching mechanism 428 and the horizontal common latching mechanism 429 are engaged with

the respective bin body 414,

{0185] To unlock a selected bin 410, the corresponding vertical common latching mechanism 428
and the corresponding horizontal common latching mechanism 429 must be disengaged to allow
the bin 410 to be unlocked and/or opened by the user. As can be appreciated, other bins 410 that
are horizontally aligned with the bin 410 to be opened are still locked by other vertical common
latching mechanism 428 while other bins 410 that are vertically aligned with the bin 410 to be

opened are still locked by other horizontal common latching mechanisms 429.

{0186] With reference to FIG. 12A, for example, the bin body 414a can include a vertical latch
hook 426a and a horizontal latch hook 427a both extending from the bin body 414a. The vertical
latch hook 426a can engage with a mating latching portion of the vertical common latching
mechanism 428 to lock the bin 410a. Similarly, the horizontal latch hook 427a can engage with a
mating latching portion of the horizontal common latching mechanism 429 to lock the bin 410a.
As can be appreciated, the locking action provided by the common latching mechanisms 428 and
429 1s redundant, meaning that bin 410a remains locked if at least one of the common latching

mechanisms 428 or 429 1s engaged or locked with the bin body 414a.

{0187] To release or unlock the bin 410a, the common latching mechanisms 428 and 429 can be
disengaged from the bin body 414a to allow the bin body 414a to move {unlocking the bin 410a).
In the depicted example, the vertical common latching mechanism 428 can be rotated to disengage
from the vertical latch hook 426a. Further, the horizontal comnmon latching mechanism 429 can
be rotated to disengage the horizontal latch hook 427a. As can be appreciated, both common
latching mechanism 428 and 429 must be disengaged from the vertical latch hook 426a and the
horizontal latch hook 427a to unlock the bin 410a.  After the bin body 4144 1s moved back to a
closed position, at least one of the common latching mechanisms 428, 429 can be rotated to engage

with a respective vertical latch hook 426a and/or the horizontal latch hook 427a.
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{0188] Advantageously, the use of the common latching mechanisms 428 and 429 allows for

mdependent locking or unlocking of the bins 410 with reduced components.

{0189] FIG. 13 15 a reverse perspective view of a bin array assembly 200, 310a for use with the
medication management system 10 of FIG. 6, in accordance with various aspects of the present
disclosure. In the depicted example, bin array assembly may include one or more latches 728.
The individual latches 528 of each respective bin 510 are commonly controlled by a central or

common latch controller module 725.

{03190] The latch controller module 725 can connect to the individual latches 728 via connector
ports. The latch controller module 725 can cooperatively control the latching or unlatching of each
bin 210 to allow for centralized control of the bins 210 {e.g., only allowing the opening of one hin

210 at a time).

{0191] In implementations according to FIG. 13, one or more of the following features may
be included: (1) The bin frame 200 contains the storage bin locking mechanism. {2) The bin
subassembly frame 200 does not contain a latch. (3} The bin frame includes a latch controller
module. The latch controller module has a connector ports to accommodate up to nine latches 126.
The latch control module contains electronic hardware to operate up to nine latches independently.
{4} Each latch 126 1s positioned and mounted to the frame as needed to control 1ts mating bin. (5)
Each storage bin has at least one hook that interfaces with a corresponding latch. (6) Each latch is

connected to the latch control module.

{0192] Additionally or in the alternative, bin assembly 200 may include a passive near field
communication {NFC) antennae 528 for each bin 210 within assembly 200, Likewise, each bin
may be contfigured with a passive NFC tag on a side or rear of the bin that, when the bin 15 loaded
within the bin housing 212 of assembly 200, comes into communicable contact with a respective
antennae 728. Control module 725 may be operably connected to a bus the within the bin housing
via cabling or by wireless means, and the bus may be operably connected to each latch 126 and/or
each NFC antennae. While control module 725 is depicted as a separate device from bin assembly
200, it 15 understood that control module 725 may be part or integral with bin assembly 200, or

may be part of or mtegral with a smart device 130 associated with or linked to assembly 200, Itis
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also understood that depicted diagram for antennae 728 may also be representative of a respective

fatch 126 or latch actuator.

{0193} Each bin may be associated with a unigue identifier, which i3 stored by its respective
NFC tag. The identifiers may be mapped to a particular bin specification {(e.g., volume, height,
etc.) and particular contents currently stored within the bin. For example, server 114 may keep
track of the contents of each bin in a database. When a bin 210 1s opened, control module 725,
receiving the indication from the NFC tag via antennae 728, may send a signal to server 114
mdicating that the module was opened, and may send a close signal with the status of the bin

changes from open to closed.

{0194] Control module 725 may also send the bin location within the assembly together with
the identifier of the hin. This way, if a clinician reconfigures the bins, server 114 will update the
new configuration in memory. The stored configuration can then be used to provide an alert to the
clinician should the clinician move a bin to an undesirable location, or rearrange the bin assembly
in a manner not consistent with a healthcare organization’s policy or predetermined rules. When
an access controller is agsociated or integrated with control module 725, the bins may be remotely
managed using a single terface. If the chinician using an 10T wventory tracker or other smart
remote device to open a bin corresponding to a medicine, the server 114 may perform a check to
determaine which bin holds the requested medicine {e. g, by querying the control module 725),
before opening the bin. If the clinician atternpts to open the wrong bin, or attempts to place a bin
in the wrong assembly location, the control module (via the assembly or smart device 130) may
provide an audible and/or visual alert. Control module 725 may also lock a bin from being opened

or being inserted into a bin location.

[0195] According to some implementations, control module 725 may provide power to the
various components of an associated bin assembly 200, including to each bin 210 with the
assembly. Power may be daisy chained from control module 725 to one bin location to another,
and so on. Control module 725 also mncludes a central processing system or processor, such as

that described with respect to FIG. 5. With reference to FIG. 12, control module 725 may act as

a master hub, and operate all bins as slaves in a master/slave configuration. Such configuration
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may be by way of wired cables or by wireless connection (e g, BLUETOOTH) between the control

module and each bin.

{0196} FIG. 14A 15 a perspective view of a bin 610a for use with the bin array assembly 200 of
FIG. 7A m a closed position, in accordance with various aspects of the present disclosure. In the
depicted example, the bin 610a includes features that are similar to the features of bin 210a.
Therefore similar features are referred to with similar reference numerals. In the depicted example,

the bin 610a can include a handle portion 620a to allow a user to open or close the bin body 614a.

{03197] FIG. 14B 15 a perspective view of the bin 610a of FI(G. 14A with the bin 6103 in a partially
open position, in accordance with various aspects of the present disclosure. As illustrated, the bin
body 614a can slide or translate relative {e.g. similar to a drawer) to the bin housing 612a for access
mnto the bin volume to allow the user to access medication. The bin body 614a can shide until

reaching a travel or shide stop feature.

{0198} Optionally, the bin body 614a can be spring loaded, such that the bin body 614a moves
outward upon unlocking or latch release, indicating the location of a desired item. In some
embodiments, the bin 610a can include a visual indicator, such as an LED to indicate the desired

items location.

{0199} FIG. 14C 15 a perspective view of the bin 610 of FIG. 14A with the bin 610a in an open
position, in accordance with various aspects of the present disclosure. In the depicted example,
the bin body 614a can pivot downwards after extending away from the bin housing 612a. In some
embodiments, the rear portion of the bin body 614 includes a pivot pin that allows the bin body
614a to shide outward, and then rotate downward at the end 1ts travel. Advantageously, by rotating
or pvoting the bin body 614a downward, access to the items within the bin volume can be
mproved. In some embodiments, the bin body 614a can be removed from the bin housing 612a
to allow for items to be loaded or removed from the bin body 614a or for ttems within the bin body

614a to be counted.

{0200] Optionally, if a bin body 614a is removed trom the bin housing 612a and not returned
within a predetermined period of time, an alarm may trigger indicating a potential tamper / theft

event.
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{0201} FIG. 15A 15 a perspective view of a bin 210b for use with the bin array assembly 200 of
FIG. 7A 1n a closed position, in accordance with various aspects of the present disclosure. FIG.
15B 1s a perspective view of a bin 210c¢ for use with the bin array assembly 200 of FIG. 7TA ina
closed position, in accordance with various aspects of the present disclosure. In the depicted
example, the bin 210b and bin 210¢ each include features that are simuilar to the features of bin
210a. Therefore similar features are referred to with similar reference numerals. As described
herein, the bins 210b and 210¢ include similar features but may be of varving widths. In some
embodiments, the bin 210b and bin 210¢ can be wider than the width of the bin 210a. The bin
210b can be approximately twice the width of bin 210a. The bin 210c¢ can be approximately three

times with width of the bin 210a.

[0202] FIG. 16A 15 a perspective view of a mounting frame 750 for use with the bin array assembly
200 of FIG. 7A, in accordance with various aspects of the present disclosure. In the depicted
example, the bin array assembly 200 can be mounted to a wall or other flat surface with a mounting
frame 750, The mounting frame 730 can be securely mounted to a wall or other flat surface. The
mounting frame 750 can receive the bin array assembly 200 therein. In some embodiments, the
bin array assembly 200 can be latched to the mounting frame 750 by a locking or latching
mechanism 752, The latching mechanism 752 can be an electromechanical latch. The bin array

assernbly 200 may be attached and removed from the mounting frame 750 as needed.

[0203] FIG. 16B 15 a perspective view of a mounting frame 830 for use with the bin array assembly
of FIG. 7A, m accordance with various aspecis of the present disclosure. In the depicted example,
a counter top medication systern 800 can utilize a bin array assembly 200 that is mounted o a
counter top or simular surface with a mounting frame 850, The mounting frame 350 can be securely
mounted to a counter top or other fixture. The mounting frame 850 can receive the bin array

assembly 2007 therein.

[0204] As can be appreciated, the smartcard reader 208 can be arranged at the top of'the bin array

assernbly 2007 to facilitate countertop mounting,

[0205] In healthcare settings, there 15 a need for space & cost optimized enterprise secured
medication storage and dispensing solutions. Some solutions use an automated dispensing cabinet

ADC) to control medications. ADC are expensive and fake up a3 significant space. Existing user
&
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space such as drawers, cabinets and carts may be used to store and dispense medications. However,
drawbacks include a lack of security, poor traceability of the medications, and a very manual
process which utilizes more nurses or care giver resources. The disclosed solution includes a
shimline with smart bin array transforms the underutilized or unutilized user wall space into a

highly optimized enterprise medication management space.

{02006] Systems and methods for highly optimized medication storage and dispensing in
healthcare settings are disclosed. The systems and methods may include a wall mounted slimline
smart bin array system with configurable wirelessly connected smart bins (e.g., in different sizes),
a plurality of user interfaces, a server authorized actuator lock, and may include location tracking,

and may enable an enterprise solution for inventory tracking,

{0207} The disclosed system may include a processor, memory, input/output device,

environmental sensor, tamper detection and wireless interface.

{0208} Other features may include one or more of the following: E-ink display, microphone,
buzzer and multicolor LED for user interface; identity authentication module (IAM]} interface that
enables plurality of user authentication methods such as smart card reader or biometric; FET based
drive circuitry to drive the multicolor LED that supports plurality of colors, intensity and flash
pattern to indicate glanceable status of the system; drive circuitry for E-ink user interface with
plurality of views each configured to present the current state of the workflow; drive circutry for
piezo electric buzzer to provide audio feedback to the user; microphone interface circuitry for the
user to provide wakeup words and or voice prompts; actuator latch drive circuttry and latch state
read back methods; memory interface to store state and statistics of slimline bin status; sensor
interface to monttor tamper, environmental condition & content sensing; and crypto and secure

element interface to safely store public/private keys.

{0209] The disclosed system architecture may optimize an existing user space with a wall
mounted slimline enclosure and configurable smart bins with wireless connectivity. In some

implementations, a shmline enclosure and bin may be placed on a countertop.
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0210} In some implementations, the disclosed system architecture may include a latch and
electronics to drive the latch as part of the bin.  In some mplementations, both the latch and

electronics may be part of shimline enclosure.

{0211] In some mmplementations, the disclosed system architecture may include a bin that tilts

open giving user access to medication and in other implementation bin pops open as a drawer.

{6212} In some implementations, the disclosed system architecture may automatically
determine a plurality of user auvthorization methods. The user may then select one of the

determined authorization methods to unlock the slimline bin.

10213} An authentication method that securely transmits the user identity to the server and gets
authorization to unlock the shimhine bin 1s also disclosed. In some implementations, the system
may inciude, and the authentication method may use, contactiess smart card and in other
mmplementations it could use barcode, biometric identification, ECG based wearable device or a
mobile phone In some implementations, the authentication method may include remote
authentication. For example, if the user loses their badge or smart phone, a super user can provide

remote authentication.

{0214] In some mmplementations, the systems and/or methods may utilize a sensor interface to
automatically identify the quantity of contents in the slimline bin and tamper detection of shimline
bin or enclosure. For example, the method may include monitoring for tamper detection on
slimline enclosure attached to wall {e.g., using one or more sensors), and the slimline hin attached
to enclosure, i real time using optics or electromagnetic sensing. In some implementations, the
system and/or method includes a sensor interface such as load cell, optics with a led & photodiode,

acoustics or RF 1o sense the quantity of content inside the bin.

0215] A method by which an audible sound indicates user actions such as presenting badge
to the slimline or when an actuator command is been executed is also disclosed. In some
implementations, the system may include, and the method may use, a piezo beeper with different

tones to indicate different actions.

{0216} According to various implementations, the system may include communication

architecture {CA), which may use plurality of PAN protocols such as (802.15.4/BLE)} to talk to the
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remote device. Accordingly, the disclosed system and/or method may use the CA to achieve one

or more of the following features: beacon for asset tracking; real time and offline mode support.

{0217} In some implementations, the disclosed slimline bin (e.g., using CA) may bypass
hospital IT, thereby reducing implementation time (e.g., implementing a drop ship model based

on PAN protocol support).

{0218] The system and/or method implementing communication architecture {(CA) may
support an offline mode. When a network connection to the figld hub or gateway is lost the
disclosed shmline bin{s) may still allow the user to continue with their action, and the system may

store and forward the actions when the network 1s restored.

{0219] In some implementations, the slimline bin(s) have the ability to broadcast beacons to a
remote host, with the medication information for asset tracking. In some implementations, users

can also read the beacons using a mobile device such as a phone or tablet.

{0220} In some implementations, the disclosed system and/or methods may include power
architecture that utilizes disposable batteries or, in other implementations, the power architecture
may implement rechargeable battery or a supercapacitor as an energy source for each bin. Insome
mplementations, the power architecture (PA) may require one high capacity energy source to
power the entire slimline bin array. For different implementations of high capacity energy source
(PoE, bhattery, external power supply) and its interface using wired or docking connector see

attached slides and docs.

{0221] In some 1mplementations, a slimline bin array may be connected to an external power
supply, the external power supply may directly power the slimline bin, or may charge the battery
on the bin or enclosure. In some implementations, the disclosed system and method may include

power architecture that uses wireless power transfer to access the shmline smart bin.

{0222] A method for charging the system using a plurality of wireless energy sources is also
disclosed. In some implementations, a near field (such as NFC, Q1, Resonant and inductive) or far
field (such as WiF1, UHF) wireless power transfer are used as energy source to access the slimline

bin.
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10223} In some implementations, a multiplexed wireless charging scheme may be used to
charge the secure storage solution. In some implementations, only one storage location may be

accessed at a given time mside a shmline.

{0224] In some implementations, guided lights or mechanical features are used to dock the

secured storage space for wireless charging.

{0225] A method for conserving power in battery operated devices based on system factors
and uvser preference 1s disclosed.  In some implementations, the method may include placing
devices in low power states {ranging from system off state to various levels of sleep state) and
waking up the devices periodically (wake up period) to enable radio communications, and

checking in with a gateway/hub for updates or to perform transactions.

{0226} The low power state and wake up period may be configured by the gateway/hub for

devices based on system usage factors and user preferences.

10227} In some implementations, the system may include, and the method may include using,
environmental sensors such as occupancy sensors. In some implementations, the system and/or
method may use microphone with key word activation, user action by pushing a button or system

usage factors such as user presence, office schedule to wake up the device from deep sleep mode.

{0228] A method for energy harvesting using plurality of sources to increase shmline smart

bin operation hife 1s also disclosed.

{0229] In some implementations, electromagnetic induction from lock actuator action or

wireless energy from RF sources may be used to harvest energy.

{0230] In some implementations, the e-ink of the user interface of the device may display
medication name, dosage and expire date. In other implementations, icons such as loading dock
or in transit may be displayed to show the current status of associated medication that is been

tracked.

[0231] In some implementations, the multicolor LED user interface may act as a glanceable
status indicator.  For example, the LED color, flash pattern and intensity may indicate different

status based on user accessing the secure storage location and workflow.

N
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{0232} Example 1. During medication loading workflow the led lighting can guide the user to

the medication at a glance.
{0233} Example 2: If the medication in the shmline bin expired the LED can flash red.

{0234] Example 3: Buring medication audit the system may guide by lighting the LED's so the

user can identify the med easily.
{0235] Example 4. If the battery level lower than threshold led can flash.

{0236] FIGS. 17A, 178, and 17C depict vanous implementations of a smart system 100,
mcluding a interactive storage device 130 and/or a smart lock, according to some aspects of the
subject technology. In these examples, the system ncludes plurality of user interfaces, a server
authorized actuator lock, lock and door sensors, identity authentication module, and other
components that enable an enterprise solution for securing medication and guided loading of

medication.

{0237] The E-ink user interface of the device may, in some implementations, display status of
the smart lock system using icons such as battery level, network connectivity, status of the latch

and door.

{8238} The E-ink user mterface of the device may, m some implementations, n some
mplementations may display alerts such as expired medication, medication below par, tamper

detection and etc.

{6239} The E-ink user interface of the device may, in some implementations, display
mformation collected from the environmental sensor. Examples of such information collected
melude temperature of medication, monitor tamper evidence sensor signal, hunudity, shock, and

vibration over time.

{0240] The E-ink user interface of the device may, in some implementations, dynamically
display information based on configuration associated with the user as to the contents of the

display.
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10241] In some implementations, the multicolor LED user interface may act as a glanceable
status tndicator. The LED color, flash pattern, or intensity may be adjusted by the device (or in
response to a control signal from a central control server) to indicate different status. The status
may be based on user accessing the secure storage location, workflow, inventory level, or other

detectable characteristic of the device or contents thereof

{0242] Example 1: During medication loading workflow the LED lighting can guide the user

to the medication at a glance.

{0243] Example 2: If the medications being secured by the smart lock has expired the LED

can flash red.

{06244} Example 3: During medication audit the system may guide by lighting the LED's so the

user can identify the med easily.
{06245} Example 4. If the battery level lower than threshold LED can flash in low intensity.
{0246] Example 5: LED color and flash pattern to mndicate authorized user unlocked the latch.

{0247] Also provided 1s a computer implemented method by which a handheld device can scan
the LED color, intensity and flash pattern and identify 115 status during manufacturing or o field.
The computer-implemented method may be performed under control of one or more processing

devices {e.g., CPUs or computer systems and/or devices).

{8248] The method may be implemented, 1n whole or in part, using an inspection equipment,
a mobile application, and an optical reading device to read the multicolor visual indicator and
analyze the reading to determune the faitlure modes and conditions on smart lock. Reading the
mdicator may include capturing an image of the LED. Reading the indicator may melude capturing
a series of images of the LED. The series may be captured for a period of time or number of frames
identified using a configuration value. The series may be captured based on information encoded
by the LEDs. For example, a preamble pattern or color may identify the start or end of a status
sequence. When the device reads this pattern for a second time, the device may terminate reading

and being the analysis of the captured image(s).

Uy
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[0249] The authentication system may automatically determine a plurality of user
authorization methods. The user may select one of the determined authorization methods to unlock

the smart lock.

{0250] Features are also described for securely transmitting a user identity to a server and
transmitting an authorization to unlock the smart lock. The authentication may, in some
mplementations, include reading data from a contactless smart card. In other implementations, it
may use barcode, hiometric identification, ECG based wearable device, a mobile phone, or a

combination of the authorizations to request unlocking of a smart lock.

0251] The authentication may include remote authentication. For example, users can enter
credentials at tablet or PC or use a standalone authentication module to gain access to the smart

lock or if the user loses their badge or smart phone a super user can provide remote authentication.

{0252] The sensor interface in an environment associated with a smart lock may monitor NIST
traceable environmental sensor or tamper detection data in real time (e g., within a threshold period

of time from actual occurrence of the sensed environment condition or tamper event).

{0253} The systems or methods may generate an audible sound acknowledging user actions

such as presenting badge to the smart lock or when an actuator command is been executed.

{0254] For example, in some implementation, a piezo beeper may be configured to emit

different tones whereby each tone indicates a different action.

{0255] The communication architecture {CA) for the systems and methods, may include one
or more of a plurality of personal area network (PAN} protocols such as (802.15.4/BLE) to

communicate with the remote device.

{0256] The CA may be configured to detect beacon signals for asset tracking, provide
environmental sensor and tamper detection monitoring, generate real time and offline mode
support, or identify tote contents and track inventory. Because some health care supplies are
temperature sensitive, if an environmental sensor determines that the temperature or humidity to
which an item was exposed 15 outside an expected range, the system may dynamically adjust to

alert or prevent dispensing of exposed items. Similarly, a sensitive ttem may have been tampered
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with. The system may direct storage or prevent distribution of such items until the integrity 1s
confirmed. The confirmation may include an authorized user verifying the item before being

eligible for dispensing and use in the healthcare factlity.

{0257] According to various implementations, the smart lock CA can bypass set up and
attachment to hospital I'T resources. This can reduce implementation time and make it a drop ship

model because of PAN protocol support.

{0258] A smart lock device may be configured to act as a companion device for devices placed
mside the enclosure to bridge communications. Connected devices placed inside enclosures, such
as refrigerators and metal cabinets, may have their radio signals attenuated and have difficulty
communicating to hubs located further away. In these cases, another device such as the Smart
lock is used as companion device to enable reliable communication to the hub/gateway. Smart
lock when acting as a companion device can fill two roles: (1) a slave role communicating to the

hub; (11) a master role communicating to the devices behind the enclosure.

{0259] F1G. 18 depicts the disclosed mteractive storage devices 130 arranged in a multi-level
network hierarchy, according to various aspects of the subject technology. In the depicted
example, interactive storage devices 130 may be configured to communicate back to a hub etther

directly or through another device.

{0260] The power architecture of the smart lock device and/or system may include disposable
batteries and in other implementations 1t may include rechargeable batteries. To improve
efficiency of the devices by conserving power in battery operated devices, the power management
module may operate based on system factors and user preference. The power management module
may be implemented within a specific device to conserve resources of the device 1n which f is
inplemented. The power management module may be a central device configured to manage

power for a group of devices in data cormamunication therewith.

10261] Devices may be placed in various low power states and may be configured to wake up
periodically. The power management module may transmit a control signal to the devices m
various low power states to wake up them up periodically (wake up period) and enable radio

communications and check in with a gateway/hub for updates or to perform transactions.
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10262} The power saving states may be used to adjust device responsiveness versus power
savings. The low power states and wake up period may be dynamically configured by the

gateway/hub for devices based on system usage factors and user preferences.

{0263] Power states may be adjusted based on user presence. For example, if a sensor detects
that users are present, the devices may be controlled to operate in more responsive states in
anticipation of the system being used. If a sensor detects that users are not present or have left an
area including one or more devices, the power management module may adjust devices within the

area to operate in less responsive states, 10 maximize power savings.

[0264] User presence can detected in different ways including users logging into the system
or by occupancy sensors such as motion, radar, and proximity sensors. Occupancy sensofs are
envisaged to be powered devices located in the health care service area (e.g., examination room,

procedure room} and interface to the gateway/hub.

10265] In some instances, users may provide an office schedule into the system and power
states are adjusted based on this schedule (e.g., when an appointment is included for a time period
on the schedule). The office schedule may indicate times when clinicians are working in the health
care facility. Similar power adjustments may be controlled based on shifts when clinicians are

active as indicated by the schedule.

{0266] Some instances may include microphones coupled with a speech detection system. The
speech detection system may 1dentify a key word to activate one or more device {e. g., adjust power
state to an active / ready mode). In some implementations, a user action such as pushing a button
or system usage factors such as user presence, may be used to wake up the device from a sleep

mode.

10267} In some instances power states may be adjusted by ML algorithms running on the
hub/gateway and/or cloud. For example, historic patterns of usage may be analyzed to develop a

model of power state activity that may be used to control one or more devices.

{0268] Features may also be included for harvesting energy using plurality of sources to

mncrease smart lock operation life. In some instances uses piezo transducers interfaced to buttons
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or electromagnetic induction from lock actuator or drawer/door open and close action or wireless

energy from RF sources to harvest energy.

{0269} The latch and door sensors included the system may include sensors to read the status
of both the latch and door/drawer at all times. This capahility enables workflow execution and

also is used to detect tamper detection.

{0276] FIGS. 194, 19B, and 19C depict a remote smart lock reader module configured to
uniock a securable container, according to various aspects of the subject technology. FIG. 19C
depicts the remote smart lock reader module added to cabinet doors and/or cabinet drawers for
controlled security. In the depicted example, a smart lock reader module may be implemented as
a mobile device that contains a PCBA, NFC reader, Multt Colored LEDs, Common Batteries,
mounting features, e-ink display, biometric reader, audio buzzer, LED light pipe, barcode, snap-

on cover in order to access the batteries.

10271} FIGS. 20A, 208, and 20C depict an electromechanical latch 126 mounted to an interior
surface of the door or drawer using a bracket 1602, according to various aspects of the subject
technology. The electromechanical latch 1s operably connected to the smart lock reader module
208’ which may electronically control the latch. The shape of the housing allows the user to grip

the smart lock and use it has a door or drawer handle.

{0272] The screws that mount the bracket pass through the door or drawer and thread into the
outer housing. When the batteries expire, the latch remains in the locked position and the batteries
are replaced to continue operation. The LEDs indicate location. Audio indicator can alert an open
door or drawer. A sensor 1s used to determine if the door{s) are in the closed or open position. A

sensor 1s used o determine if the latch 1s locked or unlocked.

10273] The smart lock can communicate wirelessly to other devices. The smart fock units can

have overlapping features, interlocks and to prevent diversion and indicate tamper evidence.

10274] FIGS. 21A and 21B depict a cut-away view of an example 10T (Internet-of-things)
smartlock reader module (SRM)}, according to various aspects of the subject technology.
According to some implementations, the disclosed 10T SRM includes a device that may be

attached to a refrigerator. In this regard, the 10T SRM may incorporate an electro-mechanical
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lock 126 for secured access to the refrigerator. The 10T SRM may include an (e.g. e-ink} display
164, LED indicator, Temperature readout, and common batteries for ease of replacement. The
10T SRM may be configured to communicate wirelessly with other devices. The I0T SRM may
mclude a manual release key 104 to release lock 126 by mechanical means (e.g., when power has

been removed from the lock).

{0275] F1G. 22 depicts an example 10T SRM mounted on the exterior surface of a refrigerator,
according to various aspects of the subject technology. The refrigerator may include an off-the-
shelf “dorm” style refrigerator for controlled security. The 10T SRM may include a repeater to
aid in the communication of 10T devices within the refrigerator. The 10T SRM may include
overlapping features, interlocks and matenals to indicate tamper evidence. The 10T SRM may

nclude a key lock for manual release.
Modular Dispensing bin

10276} Another aspect of the disclosure relates to a smart bin or tote system, device, and/or
corresponding methods which provide secure access and transport of items including medications
and supplies {the “smart bin”}). The disclosed smart bin may be configured for controlled, non-
controlled, refrigerated and non-refrigerated items in both acute and non-acute health care settings.
The disclosed smart bin may be configurable to allow the different authentication requirements of

both regulatory bodies and hospitals.

{0277} FIG. 23 depicts an example smart bin system for dispensing items, according to various
aspects of the subject technology. In various implementations, the smart bin system and/or
device(s} may be configured as a singular, stackable and secure modular bin, for item storage and
retrieval. A smart bin may communicate wirelessly with other devices, and may be configured to

record user access.

{0278] The smart bin system and/or device(s) may be configured to withstand a refrigerated
environment, and may include material and components that may be used at cold temperatures.
The smart bin system and/or device(s) may be placed in a refrigerator and may support optional
sensors for temperature and humidity. The smart bin system and/or device(s) may be configured

with overlapping features and interlocks to prevent diversion. The smart bin system and/or
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device(s} may be designed to indicate an user’s attempt to divert. The smart bin system and/or
device{s) may be formed of or include material that may be deformed showing taper evidence.
Addstionally or in the alternative, the smart bin system and/or device(s) may include a hook
configured to break and leave a piece in the latch making 1t unusable thereby indicating a break-

in.

{0279] The disclosed smart bin may provided in multiple sizes to accommodate different ttems
and 1s stackable to optimize storage locations. The disclosed smart bin may be a wireless
connected device connected to a gateway and connects to an enterprise level application.
According to various implementations, users may authenticate using remote authentication
methods (such as a tablet or standalone authentication modules) and a secure and traceable access
is provided to the smart bin. The disclosed smart bin may include one or more user interfaces that
include multi-color LEDs, E-Ink display, buttons and audible buzzers. In some implementations,
smart bin may include a machine learning (ML) inference and data analytics to optimize power
consumption on smart bin based on 1ts awareness of usage context. In some implementations, the
disclosed system, device, and/or method includes a handheld device or mobile application that can

scan multicolor led and identify system status during manufacturing or field.

[0280] The disclosed smart bin and related systems and method may include implementation
of an enterprise level solution that provides traceability and mventory tracking of item n a

multitude of use cases.

[0281] Secured storage for controlled medications involve off the shelf keyed or combination
lock bins that are placed on countertops or inside cabiets and drawers. Users may use the same
key or combination numbers to access medication. However, these solutions are not traceable as
to who accessed the medication. Additionally, tracking of inventory in non-acute care settings is
performed manually and 15 not accurate. The smart bin described herein provide secure traceable
access to these medications. The smart bin may also provide a display screen to indicate quantity
and buttons for users to merement or decrement quantities, and may be connected {0 an enterprise

level medication management software which enables end to end mventory management.

[0282] According to some implementations, the disclosed smart bin 1s configured to be placed

inside refrigerators to provide secure access and inventory management to refrigerated
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medications. In some implementations, the smart bin may be configured as a mobile device which
may be used for secure transport of medication. A secure bin may be used on its own or placed
mnside the previously described smart tote for secure transport. The smart bin may be configured

to beacon its unique ID over the wireless interface and is used for location tracking of the bins.

{0283] In some implementations, the smart bin is a stationary device located in medication
rooms, at a bedside of the patient, or at other care locations. In some implementations, the
disclosed smart bin s located inside refrigerators. The disclosed smart bin may be configured to
be hardened to withstand refrigerated environments. In some implementations, the disclosed smart
bin is a mobile device used for secure transport of items. The disclosed smart bin may include a
plurality of user interfaces which enables an enterprise solution for securing one or more ttems and

guide the loading of the ttem(s).

{0284] With further reference to FIGS. 1 and 17A, 178, and 17C, the disclosed system and/or
device may include an E-ink user interface. In some implementations, the user interface may
display status of the disclosed smart bin using icons such as battery level, network connectivity,
and/or status of the latch and door. In some implementations, the user interface may display alerts
such as expired medication, below par, tamper detection etc. In some implementations, the user
imnterface may display information collected from an environmental sensor. For example, the user
interface may display mformation such as temperature of medication, monitor tamper evidence
sensor signal, humidity, shock and vibration over time.  In some mnplementations, the user
interface may display item name and ttem quantity. In some implementations, the contents of the

display is configurable by the user.

[0285] In some implementations, the user interface may include one or more buttons that are
used to decrement and increment quantity of the ttem. In some implementations, the user interface
may function as a glanceable status indicator. For example, LED color, flash pattern and intensity

may indicate different status based on user accessing the secure storage location and workflow,

{0286] Example I: During medication loading worktlow the led lighting may guide the user

to the medication at a glance.
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{0287} Example 2: If the medications being secured by the Smart bin has expired the LED can

flash red.

{0288} Example 3: During medication audit the system may guide by lighting the LEDYs so the

user can identify the med easily.
{0289} Example 4: If the battery level lower than threshold led can flash in low intensity
{0290] Example 5. Led color and flash pattern to indicate authorized user uniocked the latch.

[0291] In some mmplementations, the disclosed smart bin system may include or embody a
handheld device that may scan the led color, intensity and flash pattern, and identify 1is status
during manufacturing or in field. In some implementations, the Smart bin system may nclude
mspection equipment or a mobhile application, and/or an optical reading device to read the

multicolor visual indicator and to obtain the failure modes and conditions on smart bin.

{0292] Access to disclosed smast bin may be authenticated via remote authentication. For
example, users can enter credentials at tablet or PC or use a standalone authentication module to
gain access to the disclosed smart bin. If a user loses their badge or smart phone the super user

may provide remote authentication.

{0293] In some implementations, the disclosed smart bin may be configured to produce an
audible sound that indicates user actions such as when an actuator command is been executed. In
some implementations, the disclosed smart bin includes a piezo beeper is used with different tones

to mdicate different actions.

{0294] In some implementations, the disclosed smart bin may include an environmental sensor
mterface system. In some implementations the environmental sensor interface system may be
capable of monitoring NIST traceable temperature sensors used for cold storage of vaccines. In
some implementations the environmental sensor interface system may be capable of monttoring
plurality of sensors including: temperature, humidity, vibration, orientation and acceleration of the

smart bin.

{0295] In some implementations, the disclosed smart bin may include a tamper detection
system. The tamper detection system may be configured to detect tamper via the foregoing
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environmental sensors and/or additional sensors {e.g. optical and electromagnetic sensors) located

on the latch, drawer and Iid which detect unauthorized access to contents of smari bin.

{0296} In some implementations, the disclosed smart bin may include a content detection
subsystem. The content detection subsystem may utilize the sensor interface to automatically
identify the quantity of contents inside smart bin. In some implementations, the disclosed smart
bin may support a sensor interface such as load cell, optics with a led & photodiode, acoustics or
RF to sense the quantity of content inside the bin. In some implementations, the disclosed smart

bin may support a coarse level of identification used for auto-detection PAR levels.

10297} In some implementations, the disclosed smart bin may include a power subsystem. The
power subsystem may be configured to support a distributed architecture where each bin has its
own wireless communication interface and power source. In some mmplementations, the power
subsystem may include a central architecture where multiple bins are wired to a single controller.
The controller may provide wireless communications and power source for multiple bins.
Accordingly, the number of wireless communication mterfaces, electronics and power sources
mayv be reduced, which may be desirable in cases where many bins are co-located (1.e. multiple

bins stacked mside one cabinet).

{0298} The disclosed system, device, and/or method may include a communication
architecture (CA). In some implementations, the CA may be configured with a plurality of PAN
protocols such as (802.15.4/BLE) to talk to a remote device. A method that utilizes the CA may
include one or more of the following features: beacon for asset tracking; real time and offline mode
support; environmental sensor and tamper detection monitoring, content identification and
inventory tracking.  In some implementations, the smart bin (e g., using CA) may bypass hospital
IT, thereby reducing implementation time (e.g., implementing a drop ship model based on PAN

protocol support).

[0299] According to various implementations, the disclosed smart bin may be configured to
act as a companion device for devices placed inside the enclosure to bridge communications.
Connected devices placed inside enclosures, such as refrigerators and metal cabinets, may have
their radio signals attenuated and have difficulty communicating to hubs located further away.

Accordingly, the smart bin may be used as companion device to enable reliable communication to
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a hub/gateway. The smart bin when acting as a companion device may play two roles: (1} A slave
role communicating to the hub; and (2} A master role communicating to the devices behind the
enclosure. As discussed previously with regard to FIG. 12, the foregoing creates a multi-level
network hierarchy in the network of devices all communicating back to the hub either directly or

through another device.

{0300] In some implementations, the disclosed smart bin system and/or device may include a
power architecture (PA). In some implementations, the PA may be configured to use disposable

batteries or, in some implementations, rechargeable batteries.

{0301} In some implementations, the disclosed smart bin system, device, and/or corresponding
method may be configured for energy harvesting using a plurality of sources to increase smart bin
operation life. In some implementations, the smart bin may be configured with piezo transducers
mterfaced to buttons or electromagnetic induction from lock actuator or drawer/door open and
close action or wireless energy from RF sources to harvest energy. In some implementations, the
disclosed smart bin system and/or device may include a power management subsystem that
conserves power in battery operated devices based on systern factors and user preference. In this
regard, a method for conserving power may include placing devices in various low power states
to wake up periodically {wake up period) and enable radio communications and check in with a
gateway/’hub for updates or to performo transactions. Power saving states may adjust device
responsiveness vs power savings. The low power states and wake up period may be configured by

the gateway/hub for devices based on system usage factors and user preferences.

[0302] In some implementations, power states may be adjusted based on user presence, it users
are present the devices are placed in more responsive states in anticipation of the system being
used. If users are not present the devices may be put in less responsive states, to maximize power

3avVIngs

{6383} In some implementations, the smart bin may detect user presence. For example, smart
bin may detect users logging into the system, by occupancy sensors such as motion, radar, and
proximity sensors. (ccupancy sensors may be configured to be powered devices located in the

med room area and interface to the gatewav/hub.
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10304] In some implementations, the disclosed system may receive user input of office
schedule into, and power states may be adjusted based on this schedule. In some implementations,
the disclosed system may use microphones with key word activation to wake up the device from
deep sleep mode. In some implementations, power states may be adjusted by ML algorithms

running on the hub/gateway and/or cloud.

{0305] In some implementations, the disclosed smart bin system and/or device may include a
monitoring subsystem. The monitoring subsystem may include or interface with sensors which
monitor health of the device including the environmental sensors, and/or additional sensors
monitoring the operation of the device such as currents on motors, voltages, temperatures of

critical components, etc.

10306} In some implementations, the monitoring subsystem may be configured to transmut
collected data to the hub/gateway/cloud for analytics. In some implementations, the disclosed
smart bin system and/or device may include a secure transport subsystem. The secure transport

subsystem may be configured to facilitate use of the smart bin for secure transport of ttem.

{0307} In some implementations, the smart bin may be used as a standalone transport or may
be placed inside a tote {e g, the disclosed smart tote}. In some implementations, the smart bin
may be configured to play a beacon role, advertising its unique 1D, so it may be identified and
located for asset tracking by hubs or mobile devices. Unique ID and configuration information,
mncluding contents of the smart bin, may be stored locally on the device in a non-volatile memory.
This mformation may also be made available to an online database (e g., for retrieval view an

online network).

{0308] In some implementations, the secure transport smart bin may be configured to be
tracked by hubs which are in areas of interest. As the device moves. hubs located in the area may
be able to read the beacon and identify the device. For example, hubs mav be placed i areas of
interest such as shipping and receiving, staging areas, hallways etc. In some implementations, the
beacons may be read by mobile devices. In some implementations, the secure transport smart bin
may be queried directly by hubs or mobile devices for additional information such as contents of

smart bin, destination, battery level, environmental sensors etc. Alternatively, the mobile device
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and/or hubs may be network connected and may be configured to retrieve information about the

smart bin from a network database using the beacons unique 1D,

{0309} In some implementations, the secure transport smart bin may be configure to implement
wireless signal characteristics, which may be used to locate and guide a user to the smart bin
modules. This may be desirable where a specific device needs to be located and a user may be

cuided to the unit they are looking for.
{0310} Hiustration of Subject Technology as Clauses

{0311} Various examples of aspects of the disclosure are described as numbered clauses (1, 2,
3, etc.) for convenience. These are provided as examples, and do not limit the subject technology.
Identifications of the figures and reference numbers are provided below merely as examples and

for illustrative purposes, and the clauses are not limited by those identifications.

{6312} Clause 1. A bin assembly, comprising: a bin housing adapted to receive bins of varying
sizes, the bin housing including a vertical mounting structure; a bin body comprising a latching
hook and the bin body defining a bin volume, wherein the bin body 15 movable relative to the bin
housing to permit access to the bin volume 1n an open position and to prevent access to the bin
volume in a closed position; a latching mechanism coupled to the bin housing, the latching
mechanism comprising a latching member, wherein the latching member engages the latching
hook in a locked position to retain the bin body in the closed position and the latching member is
spaced apart from the latching hook in a released position; and a controller configured to: receive
a wireless control signal; and control movement of the latching member based at least in part on

the wireless control signal.

{6313] Clause 2. The bin assembly of Clause 1, further comprising a battery operatively

coupled to at least one of the latching member and the controller.
{0314] Clause 3. The bin assembly of Clause 1, wherein the bin body comprises a window.

{0315} Clause 4. The bin assembly of Clause 1, wherein the bin body pivots relative to the bin

housing.
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0316} Clause 5. The bin assembly of Clause 4, further comprising a biasing member to urge

the bin body toward the open position or the closed position.

{0317} Clause 6. The bin assembly of Clause 4, wherein the bin body comprises a pivot pin

extending into the bin housing,

{0318] Clause 7. The bin assembly of Clause 6, wherein the pivot pin extends from a front

portion of the bin body.

{0319} Clause 8. The bin assembly of Clause 6, wherein the pivot pin extends from a rear

portion of the bin body.
{0320] Clause 9. The bin assembly of Clause 1, wherein the bin body comprises a handle.

{0321] Clause 10. A bin array assembly, comprising: a plurality of bin assemblies, wheremn
each bin assembly of the plurality of bin assemblies comprises: a bin housing adapted to receive
bins of varying sizes, the bin housing inchiding a vertical mounting structure; and a bin body
comprising a latching hook and the bin body defining a bin volume, wherein the bin body s
movable relative to the bin housing to permit access to the bin volume in an open position and to
prevent access to the bin volume n a closed position, wherein each of the bin assemblies of the
plurality of bin assemblies is disposed horizontally adjacent or vertically adjacent to a neighboring
bin assembly of the plurality of bin assemblies; a latching mechanism configured to engage the
latching hook of a respective bin assembly of the plurality of bin assemblies in a locked position
to retain the bin body of the respective bin assembly of the plurality of bin assemblies in the closed
position and to disengage the latching hook of the respective bin assembly of the plurality of bin
assemblies in a released position; and a controller configured 1o: receive a wireless control signal;

and control movement of the latching member based at least in part on the wireless control signal.

{0322} Clause 11. The bin array assembly of Clause 10, whergin the latching mechanism 1s
configured to engage or disengage the respective latching hooks of a plurality of horizontally

adjacent bin assemblies of the plurality of bin assemblies.
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{0323} Clause 12. The bin array assembly of Clause 10, wherein the latching mechanism is
configured to engage or disengage the respective latching hooks of a plurality of vertically adjacent

bin assemblies of the plurality of bin assemblies.

{6324} Clause 13. The bin array assembly of Clause 10, wherein the latching mechanism is

configured to engage or disengage the respective latching hooks of the plurality of bin assemblies.

{8325] Clause 14 The bin array assembly of Clause 10, further comprising a battery

operatively coupled to at least one of the latching mechanism and the controlier.

{0326] Clause 15. The bin array of Clause 10, wherein the plurality of bin assemblies includes

bin assemblies of different sizes.

{0327} Clause 16. The bin array of Clause 10, further comprising an authentication device
operatively coupled to the latching mechanism, wherein the authentication device permits the

latching mechanism to move to the released position.

[{6328] Clause 17. The bin array of Clause 10, further comprising a status indicator operatively

coupled to the controlier.

{0329] Clause 18. The bin array of Clause 10, further comprising a mounting mechanism to

releasably secure the plurality of bins to a fixed surface.

{0336} Clause 19. A method comprising: providing a bin assembly comprising a bin housing
and a bin body movable relative to the bin housing, wherein the bin housing 15 adapted to receive
bins of varying stzes; receiving a wireless control signal; latching the bin body to the bin housing
in a locked position to retain the bin body in a closed position via a latching mechanism based at
least m part on the wireless control signal; unlatching the bin body from the bin housing m a
released position via the latching mechanism based at least in part on the wireless control signal;
moving the bin body relative to the bin housing to an open position; and providing access to a bin

volume defined within the bin body.

{0331} Clause 20. The method of Clause 19, further comprising: authenticating a user via an
authentication device, and unlatching the bin body from the bin housing via the latching
mechanism in response to authenticating the user via the authentication device.
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10332} Clause 21. A system and methods associated to highly optimized medication storage
and dispensing solutions in healthcare settings including a wall mounted vertically mounted bin
array with configurable wirelessly connected smart bins (different sizes), plurality of user
mterface, server authorized actuator lock, location tracking, and enables enterprise solution for
mventory tracking, a system comprises a processor, memory, input/output device, environmental
sensor, tamper detection and wireless interface, an E-ink display, microphone, buzzer and
multicolor LED for user interface, an identity authentication module (JAM) interface that enables
plurality of user authentication methods such as smart card reader or biometric, a FET based drive
circuitry to drive the multicolor LED that supports plurality of colors, mtensity and flash pattern
to mdicate glanceable status of the system, a drive circuttry for E-ink user interface with plurality
of views each configured to present the current state of the worktlow, a drive circuitry for piezo
electric buzzer to provide audio feedback to the user, a microphone interface circustry for the user
to provide wakeup words and or voice prompis, an actuator latch drve circuitry and latch state
read back methods, a memory mterface to store state and statistics of vertically mounted bin array
status, a sensor interface to monitor tamper, environmental condition & content sensing, a crypto

and secure element interface to safely store public/private keys.

[0333] Clause 22. The system architecture in Clause 21, optimizes the existing user space with
a wall mounted vertically mounted bin array enclosure and configurable smart bins with wireless
comnectivity. In other implementation the vertically mounted bin array enclosure with bin can be

placed on countertop.

[0334] Clause 23, The system architecture in Clause 21, in one implementation has latch and
electronics to drive the latch as part of the bin and in other moplementation both the latch and

electronics are part of vertically mounted bin array enclosure.
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[0335] Clause 24, The system architecture in Clause 21, the bin tilts open giving user access

to medication and in other implementation bin pops open as a drawer,

{0336] Clause 25. The authentication system in Clause 21, automatically determines a plurality
of user authorization methods and the user then selects one of the determined authorization

methods to unlock the vertically mounted bin array.
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10337} Clause 26. A method that securely transmits the user identity to the server and gets

authorization to unlock the vertically mounted bin array.

{0338} Clause 27. The authentication method in Clause 26, in some implementation use
contactiess smart card and in other implementations it could use barcode, biometric identification,

ECG based wearable device or a mobile phone.

{0339] Clause 28. The authentication method in Clause 26, in some mmplementation could be
remote authentication. For example, if the user loses their badge or smart phone the super user can

provide remote authentication.

{0340} Clause 29. The method that utilizes the sensor interface to automatically identify the
quantity of contents in the vertically mounted bin array and tamper detection of vertically mounted

bin array or enclosure.

{8341} Clause 30. The method mn Clause 29, monitors for tamper detection on vertically
mounted bin array enclosure attached to wall and the vertically mounted bin array attached to

enclosure in real time using optics or electromagnetic sensing.

{0342} Clause 31. The method 1n Clause 29, supports sensor interface such as load cell, optics
with a light ematter (e.g., hight emitting diode) and photodiode, acoustics or RF to sense the quantity

of content inside the bin.

{0343] Clause 32. A method by which an audible sound indicates user actions such as
presenting badge to the vertically mounted bin array or when an actuator command 1S been

executed.

[0344] Clause 33. A method according to Clause 32, in some implementation uses a piezo

beeper with different tones to indicate different actions.

[0345] Clause 34, The communication architecture (CA) for the system in Clagse 1, can use

plurality of PAN protocols such as (802,15 4/BLE) to talk to the remote device.

{0346] Clause 35. A method that utilizes the CA to achieve a beacon for asset tracking or real

time and offline mode support

73



CA 03144817 2021-12-17

WO 2020/264435 PCT/US2020/040001

10347} Clause 36. The method in Clause 35, where in the implementation of vertically
mounted bin array can bypass hospital I'T thereby reduce installation time and make it a drop ship

model because of PAN protocol support.

{0348] Clause 37. The method in Clause 35, supports offline mode. When network connection
to the field hub or gateway 1s lost the vertically mounted bin array will still allow the user to

continue with their action and will store and forward the actions when network is restored.

{0349] Clause 38. The method in (lause 35, where in ability of the vertically mounted bin
array to broadcast beacons to remote host with the medication information for asset tracking,

Optionally, users can also read the beacons using a mobile device such as a phone or tablet.

{6350} Clause 39. The power architecture for the system in Clause 21, in some implementation
use disposable batteries or a rechargeable battery or a supercapacitor as an energy source for each
bin.

{0351} Clause 40. The PA for the system in Clause 21, in some implementations may require
one high capacity energy source to power the entire vertically mounted bin array array. For
different implementations of high capacity energy source (PoE, battery, external power supply)

and 1ts interface using wired or docking connector see attached slides and docs.

{0352} Clause 41. The PA for the system in Clause 21, in some implementation when a
vertically mounted bin array is connected 1o an external power supply, the external power supply
may directly power the vertically mounted bin array, or may charge the battery on the bin or

enclosure.

{0353} Clause 42. The PA for the system 1in Clause 21, in some implementation may use

wireless power transfer to access the vertically mounted bin array smart bin.
{0354] Clause 43. Method for charging the system include plurality of wireless energy source.

{0355] Clause 44. A method n Clause 43, where in some instance near field (such as NFC,
(1, Resonant and mductive) or far field (such as WiF1, UHF) wireless power transfer are used as

energy source to access the vertically mounted bin array.
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10356} Clause 45. A method in Clause 43, where in some instance multiplexed wireless
charging scheme 15 used to charge the secure storage solution as only one storage location can be

accessed at a given time inside a vertically mounted bin array.

{0357] Clause 46. A method in Clause 43, where in some instances use guided lights or

mechanical features to dock the secured storage space for wireless charging,

{6358] Clause 47. A method for conserving power in battery operated devices based on system
factors and user preference, comprising: placing devices in low power states (ranging from system
off state to various levels of sleep state) and waking up periodically (wake up period) to enable
radio communications and check in with a gateway/hub for updates or to perform transactions, the
low power state and wake up period is configured by the gateway/hub for devices based on system

usage factors and user preferences.

{0359] Clause 48. The method in Clause 47, in some instances uses environmental sensors
such as occupancy sensors and in other instances optionally it could use microphone with key word
activation, user action by pushing a bution or system usage factors such as user presence, office

schedule to wake up the device from deep sleep mode.

{0360] Clause 49. A method for energy harvesting using plurality of sources to increase

vertically mounted bin array smart bin operation life.

{0361] Clause 50. A method in Clause 49, where in some instances uses electromagnetic

mduction from lock actuator action or wireless energy from RF sources to harvest energy.

{8362} Clause 51. The E-ink user interface in Clause 21, in some implementation the e-ink
will display medication name, dosage and expire date and in other implementations can display
icons such as loading dock or in transit to show the current status of associated medication that is

been tracked.

{8363} Clause 52. The multicolor LED user interface in Clause 21, in some implementation
will act as a glanceable status indicator. The LED color, flash pattern and intensity will indicate
different status based on user accessing the secure storage location and workflow, wherein during

medication loading workflow the led lighting can guide the user to the medication at a glance, if
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the medication 1n the vertically mounted bin array expired the LED can flash red, during
medication audit the system will guide by lighting the LED's so the user can identify the med

easily, and if the battery level lower than threshold led can flash.

{0364] Clause 33. A smart container comprising: a compartment having a plurality of walls
and an access component; a memory including a non-volatile data store containing a local cache
storing a local mventory of the compartment; an electromechanical latch engaged to a fastening
hook of the access component; a communication interface disposed within the smart container; an
audiovisual element disposed within the smart container; and a processor disposed within the smart
container and configured to: recetve, via the communication interface, an authenticated reqguest to
access the compartment, in response to receiving the authenticated request, actuate the
electromechamical latch to disengage the fastening hook, thereby initiating a mechanical
movement of the access component to make the compartment accessible; output, upon actuation
of the electromechanical latch, an alert via the audiovisual element to identify the smart container;
contirm that the electromechanical latch has re-engaged with the fastening hook, thereby securing
the compartment; determine a change in the local mventory after the confirming; and update the

iocal inventory 1n the non-volatile data store according to the change.

{0365] Clause 34, The smart container of Clause 53, wherein the access component comprises

a hunged hid, and wherein the mechanical movement comprises a rotation of the hinged hd.

[0366] Clause 35, The smart container of Clause 53, wherein the fastening hook s configured

to retract into a recess when the fastening hook s disengaged.

{0367} Clause 56. The smart container of Clause 53, further comprising a stopper configured

to hmit the access component to a maximum extended position.

{0368] Clause 37, The smart container of Clause 53, wherein the access component comprises

a drawer, and wherein the mechanical movement comprises a sliding of the drawer.

10369} Clause 58. The smart container of Clause 53, wherein the mechanical movement is

mitiated using a force from a spring or a motor.
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{10370} Clause 59. The smart container of Clause 53, wherein a portion of the fastening hook
is configured to dislodge into the electromechanical latch when the fastening hook is forcibly

disengaged.

{0371] Clause 60. The smart container of Clause 53, wherein the audiovisual element includes
a display, and wherein the processor s further configured to output the local inventory, including

an item description and a quantity, to the display.

{0372} Clause 61. The smart container of Clause 53, wherein the smart container 1s attachable
to a stationary mounting frame with other containers or smart contaimers to form a stack or an

array.

{0373] Clause 62. The smart container of Clause 53, further comprising one or more sensors
mncluding at least one of a load cell, an optical sensor, an electromagnetic sensor, an acoustic
sensor, a temperature sensor, a radio frequency (RF) scanner, a shock sensor, a vibration sensor, a

tamper sensor, and a location sensor.

{0374] Clause 63. The smart contamer of claim Clause 62, wherein the processor 1s configured

to determine the change in the local inventory using the one or more sensors.

{0375] Clause 64. The smart container of claim Clause 62, wherein the processor is further
configured to: record periodic sensor data from the one or more sensors n a condition log within
the non-volatile data store; and determine whether an attempt to tamper the smart container

occurred based on the condition log.

{8376} Clause 65. The smart container of Clause 33, wherein the processor 1s further
configured to send, via the commumication device, a stock notification to a remote server when a

quantity of the local inventory is below a predetermined threshold level.

{0377} Clause 66. The smart container of Clause 53, wherein the smart container is configured

to operate in a refrigerated environment.

{0378] Clause 67. The smart container of Clause 53, wherein the processor s further
configured to: synchronize the local inventory with one or more remote smart containers via the
communication interface; and receive, from the one or more remote smart containers via the
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communication interface, periodic updates for the local cache comprising locations and inventories

of the one or more remote smart containers.

{0379} Clause 68. The smart container of Clause 53, wherein audiovisual element includes at

least one of an e-ink display, a light emitting diode {(LED), and a speaker.

{0330} Clause 69. The smart container of Clause 53, wherein the processor is further
configured to: adjust a power state of the processor based on training a machine learning algorithm

on usage data collected from a plurality of smart containers.

{0381] Clause 70. The smart container of Clause 53, wherein the processor is configured to

receive the authenticated request in response to detecting a proximity to an authenticated user.

{0382] Clause 71. The smart container of Clause 53, wherein prior to receiving the
authenticated request, the processor is configured to: receive, via the communication interface, a
query for an item; determine that the item is stored in the local inventory, and send, via the
communication interface, a response to the query including an indication that the item 15 stored in

the local inventory, and a location of the smart container.

{0383} Clause 72. A method for automatic inventory management, the method comprising:
providing a smart container attachable to a stationary mounting frame, the smart container
mcluding a compartment having a plurality of walls and an access component; receiving, via a
communication interface, an authenticated request to access the compartment; in response to
receiving the authenticated request, actuating an electromechanical latch to disengage a fastening
hook, thereby initiating a mechanical movement of an access component to make the compartment
accessible; outputting, upon actuation of the electromechanical latch, an alert via an audiovisual
element to wdentify the container; confirming that the electromechanical latch has re-engaged with
the fastening hook, thereby securing the compartment; determining a change in a local inventory
after the confirming; and updating the local inventory in a non-volatile data store according to the

change.

{0384] Clause 73. The method of Clause 72, wherein the access component includes at least
one of a hinged lid and a drawer, and wherein the mechanical movement includes at least one of a

rotation of the hinged lid and a shiding of the drawer.
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{0385] Clause 74. A non-transitory storage medium comprising instructions that, when read
by one or more processors, cause a method comprising: receiving, via a communication interface,
an authenticated request to access a compartment of a smart container, the compartment having a
plurality of walls and an access component; in response to receiving the authenticated request,
actuating an electromechanical latch to disengage a fastening hook, thereby mitiating a mechanical
movement of an access component to make the compartment accessible; outputting, upon
actuation of the electromechanical latch, an alert via an audiovisual element to identify the
container; confirming that the electromechanical latch has re-engaged with the fastening hook,
thereby securing the compartment; determining a change in a local inventory after the confirming;

and updating the local inventory in a non-volatile data store according to the change.
Further Consideration

{0386] In some embodiments, any of the clauses herein may depend from any one of the
independent clauses or any one of the dependent clauses. In one aspect, any of the clauses (e.g.,
dependent or independent clauses) may be combined with any other one or more clauses (e.g.,
dependent or independent clauses). In one aspect, a claim may include some or all of the words
{e.g.. steps, operations, means or components) recited in a clause, a sentence, a phrase or a
paragraph. In one aspect, a claim may include some or all of the words recited in one or more
clauses, sentences, phrases or paragraphs. In one aspect, some of the words in each of the clauses,
sentences, phrases or paragraphs may be removed. In one aspect, additional words or elements
may be added 1o a clause, a sentence, a phrase or a paragraph. In one aspect, the subject technology
may be implemented without utihizing some of the components, elements, functions or operations
described herein. In one aspect, the subject technology may be implemented utihzing additional

components, elements, functions or operations.

{0387] Those of skill in the art would appreciate that the various illustrative blocks, modules,
elements, components, methods, and algorithins described herein may be implemented as
electronic hardware, computer software, or combmations of both.  To illustrate this
mterchangeability of hardware and software, various iHlustrative blocks, modules, elements,
components, methods, and algorithms have been described above generally in terms of thewr

functionality. Whether such functionality 1s implemented as hardware or software depends upon
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the particular application and design constraints imposed on the overall system. Skilled artisans
may implement the described functionality in varying ways for each particular application.
Various components and blocks may be arranged differently (e.g., arranged in a different order, or

partitioned in a different way) all without departing from the scope of the subject technology.

{0388] It 1s understood that the specific order or hierarchy of steps in the processes disclosed
is an tHustration of example approaches. Based upon design preferences, it is understood that the
specific order or hierarchy of steps in the processes may be rearranged. Some of the steps may be
performed simultaneously. The accompanying method claims present elements of the various

steps in a sample order, and are not meant to be himited to the specific order or hierarchy presented.

{0389] The previous description 1s provided to enable any person skilled in the art to practice
the various aspects described herein. The previous description provides various examples of the
subject technology, and the subject technology is not limited to these examples. Various
modifications to these aspects will be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other aspects. Thus, the claims are not intended to be
limited to the aspects shown herein, but 15 to be accorded the full scope consistent with the
language clanns, wherein reference to an element in the singular is not intended to mean “one and
only one” unless specifically so stated, but rather “one or more.” Unless specifically stated
otherwise, the term “some” refers to one or more. Pronouns in the masculine (e g, us) include
the feminine and neuter gender {e.g, her and its) and vice versa. Headings and subheadings, if

any, are used for convenence only and do not limiat thus disclosure.

{6394} The term website, as used herein, may include any aspect of a webstte, including one
or more web pages, one or more servers used to host or store web related content, etc. Accordingly,
the term website may be used interchangeably with the terms web page and server. The predicate
words “configured 10,” “operable to,” and “programmed to” do not imply any particular tangible
or intangible modification of a subject, but, rather, are intended to be used interchangeably. For
example, a processor configured to monitor and control an operation or a component may also
mean the processor being programmed to monitor and control the operation or the processor beng
operable to monttor and control the operation. Likewise, a processor configured to execute code

can be construed as a processor programmed to execute code or operable to execute code.
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{0391} The term automatic, as used herein, may include performance by a computer or
machine without user intervention; for example, by instructions responsive to a predicate action
by the computer or machine or other initiation mechanism. The word “example” is used herein to
“c 5 v P 2 7 R P S ot K : 3 . 2
mean “‘serving as an example or illustration.” Any aspect or design described herein as “example

15 not necessarily to be construed as preferred or advantageous over other aspects or designs.

{6392} A phrase such as an “aspect” does not imply that such aspect is essential to the subject
technology or that such aspect applies to all configurations of the subject technology. A disclosure
relating to an aspect may apply to all configurations, or one or more configurations. An aspect
may provide one or more examples. A phrase such as an aspect may refer to one or more aspects
and vice versa. A phrase such as an “implementation” does not imply that such unplementation 1s
essential to the subject technology or that such implementation applies to all configurations of the
subject technology. A disclosure relating to an implementation may apply to all implementations,
or one or more mmplementations. An implementation may provide one or more examples. A
phrase such as an “implementation” may refer to one or more implementations and vice versa. A
phrase such as a “configuration” does not imply that such configuration 1s essential to the subject
technology or that such configuration applies to all configurations of the subject technology. A
disclosure relating to a configuration may apply to all configurations, or one or more
configurations. A configuration may provide one or more examples. A phrase such as a

“configuration” may refer to one or more configurations and vice versa.

[0393] As used herein, the terms “determine” or “determmning” encompass a wide variety of
actions. For example, “determining” may include calculating, computing, processing, deriving,
generating, obtaining, looking up {e.g., looking up in a table, a database or another data structure},
ascertaining and the like via a hardware element without user intervention. Also, “determining”
may include receiving (e.g., receiving mformation), accessing (e.g., accessing data in a memory)
and the like via a bardware element without user intervention. “Determuming” may include
resolving, selecting, choosing, establishing, and the like via a hardware element without user

ntervention.

{0394] As used herein, the terms “provide” or “providing” encompass a wide variety of

actions. For example, “providing” may nclude storing a value in a location of a storage device for
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subsequent retrieval, transmitting a value directly to the recipient via at least one wired or wireless
communication medium, transmitting or storing a reference to a value, and the like. “Providing”
may also include encoding, decoding, encrypting, decrypting, validating, verifying, and the like

via a hardware element.

[0395] As used herein, the term “message” encompasses a wide variety of formats for
communicating (e.g., transmitting or receiving} information. A message may include a machine
readable aggregation of information such as an XML document, fixed field message, comma
separated message, or the like. A message may, in some implementations, include a signal utilized
to transnut one or more representations of the information. While recited in the singular, it will be

understood that a message may be composed, transmitied, stored, recetved, etc. in multiple parts.

23

{0396] As used herein, the term “selectively” or “selective” may encompass a wide variety of
actions. For example, a “selective” process may include determining one option from multiple
options. A “selective” process may include one or more oft dynamically determined inputs,
preconfigured nputs, or user-imtiated inputs for making the determination. In some
waplementations, an n-input switch may be included to provide selective functionality where n 13

the number of inputs used to make the selection.

{0397} As used herein, the terms “correspond” or “corresponding” encompasses a structural,

functional, quantitative and/or qualitative correlation or relationship between two or more objects,
data sets, information and/or the like, preferably where the correspondence or relationship may be
used to translate one or more of the two or more objects, data sets, information and/or the like so
to appear to be the same or equal. Correspondence may be assessed using one or more of a

threshold, a value range, fuzzy logic, pattern matching, a machine learning assessment model, or

combinations thereot

{0398] Features described may include machine learning. Machine learming may include
maodels, equations, artificial neural vetworks, recurrent neural networks, convolutional neural
networks, decision trees, or other machine readable artificial mtelligence structure. Examples of
machine learning and modeling features which may be included in the embodiments discussed

above are described in “A survey of machine learning for big data processing” by Qiu et al. in
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EURASIP Journal on Advances in Signal Processing (2016} which is hereby incorporated by

reference in its entirety.

{0399} In any embodiment, data generated or detected can be forwarded to a “remote” device
or location, where “remote,” means a location or device other than the location or device at which
the program 1s executed. For example, a remote location could be another location (e.g., office,
iab, etc.) in the same city, another location n a different city, another location in a different state,
another location in a different country, etc. As such, when one item is indicated as being “remote”
from another, what is meant is that the two items can be in the same room but separated, or at least
in different rooms or different buildings, and can be at least one mile, ten miles, or at least one
hundred nules apart. “Communicating” information references transmitting the data representing
that information as electrical signals over a suitable communication channel {e.g., a private or
public network}). “Forwarding” an item refers to any means of getting that item from one location
to the next, whether by physically transporting that item or otherwise (where that 15 possible) and
includes, at least in the case of data, physically transporting a medium carrving the data or
communicating the data. Examples of communicating media include radio or infra-red
transmission channels as well as a network connection to another computer or networked device,
and the internet or including email transmissions and information recorded on websites and the

iike.

{0400] All structural and functional equivalents to the elements of the various aspects
described throughout this disclosure that are known or later come to be known to those of ordinary
skill in the art are expressly incorporated herein by reference and are intended to be encompassed
by the claims. Moreover, nothing disclosed heremn 15 intended to be dedicated to the public
regardless of whether such disclosure 1s explicitly recited in the claims. No claim element 1s to be
construed under the provisions of 35 U.S.C. §112, sixth paragraph, unless the element 15 expressly
recited using the phrase “means for” or, in the case of a method claim, the element 1s recited using
the phrase “step for.” Furthermore, to the extent that the term “mclude,” “have,” or the hike 15 used
in the description or the claims, such term 1s mtended to be inclusive in a manner similar to the

term “‘comprise” as “comprise’ 18 interpreted when employed as a transitional word in a claim.
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PROPOSED AMENDED CLAIMS (Clean Version)

1. (Currently Amended) A smart container comprising;

a compartment having a plurality of walls and a hinged access component configured
to open and close o provide or prevent aceess to the compartment, the hinged acccss
component having a fastening hook configured to engage an electromechanical latch formed
within one of the plurality of walls to prevent access to the compartment;

a memaory including a non-volatile data store containing a local cache storing a local
inventory of the compartment;

an electromechanical laich engaged to a fastening hook of the access component;

a communication interface disposad within the smart container;

an andiovisual element disposed within the smart container,;

a sensor; and

a processor disposed within the smart container and configured to:

receive, via the communication interface, an authenticated request to access
the compartment;

in response to receiving the authenticated request, actuate the
electromechanical lateh to disengage the fastemng hook of the hinged access
component, thereby initiating a mechanical movement of the access component to
make the compartment accessible;

output, upon actuation of the electromechanical fatch, an alert via the
audiovisual element on the compartment to identify the container,

confirm that the electromechanical latch has re-engaged with the fastening
hook, therebv securing the compartment;

determine, after confirming that the electromechanical latch has re-engaged
with the fastening hook, a change in a local inventory based on a measurement
provided by the sensor of the smart container; and

update the local inventory in the non-volatile data store_responsive to

determining the change in the local mventory.
2. (Original) The smart container of claim 1, wherein the access component

comprises a hinged lid, and wherein the mechanical movement comprises a rotation of the

hinged lid.
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3 (Original) The smart container of claim 1, wherein the fastening hook is

configured to retract into a recess when the fastening hook is disengaged.

4. (Original) The smart containet of claim 1, further comprising a stopper

configured to limit the access component to a maximum extended position,

3. {Original) The smart container of claim 1, wherein the access component
comprises a drawer, and wherein the mechanical movement comprises a sliding of the

drawer.

6. (Original) The smart container of claim 1, wherein the mechanical movement
'\ B

is initiated using a foree from a gpring or 4 motor,

7. (Original) The smart container of claim 1, wherein a portion of the fastening
hook is configured to dislodge into the electromechanical latch when the fastening hook is

forcibly disengaged.

3. {Original) The smart container of claim 1, whereimn the audiovisual element
meludes a display, and wherein the processar is further configured to output the local

inventory, including an item description and a quantity, to the display.

9 (Original) The smart container of claim 1, wherein the smart container is
attachable to a stationary mounting frame with other containers or smart containers to form a

stack or an array of different sized containers.

10. (Original) The smart container of claim 1, further comprising one or more
sensors inelhuding at least one of a load cell, an optical sensor, an electromagnetic sensor, an
acoustic sensor, a temperature sensor, a radio frequency (RF) scanner, a shock sensor, a

vibration sensor, a tamper sensor, and a location sensor.
11, (Orignal) The smart container of claim 10, wherein the processor is

configured to determine the change in the local inventory using the one or more sensors

within the comparftinent.
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12, (Original) The smart container of claim 10, wherein the processor is further
configured to: record periodic sensor data from the one or more sensors in a condition log
within the non-volatile dafa store; and

determine whether an attempt to tamper the smart container occurred based on the

condition log.

13, (Currently Amended) The smart container of claim 1, wherein the processor is
further configured to send, via the communication interface, a stock notification to a remote

server when a quantity of the local inventory is below a predetermined threshold level.

14, (Original) The smart contamner of claim 1, wherein the processor 15 further
conligured 1o:

synchronize the local inventory with one or more remole sniari containers via the
communicalion mterface; and

receive, from the one or more remote smart containers via the communication
interface, periodic updates for the local cache comprizing locations and inventories of the one

or more remote smart containers.

15 (Original) The smart container of claim 1, wherein the processor is further
configured to: adjust a power state of the processor based on training a machine learning

algorithm on usage data collected from a plurality of smart containers.

16. (Original) The smart container of claim |, wherein the processor is configured
to receive the authenticated request in response to detecting a proximity to an anthenticated

user,

17. (Original) The smart container of claim 1, wherein prior to recetving the
authenticated request, the processor i1s configured to:

receive, via (e communication interface, a query Lot an item;

determine that the item 1s stored 1n the local inventory; and

send, via the communication interface, a response to the query including an indication

that the item is stored in the local inventory, and a location of the smart container.
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18. (Currently Amended) A method for automatic inventory management, the
method comprising:

providing a smart container attachable to a stationary mounting frame. the smart
container including a compartment having a plurality of walls and a hinged access component
configured to open and close to provide or prevent access to the compartment, the hinged
access component having a tastening hook configured to engage an electromechanical latch
formed within one of the plurality of walls to prevent access to the compartment; § 31-47

recelving, via a communication interface, an authenticated request to access the
compartment,

in response to receiving the authenticated request, actuating the electromechanical
tatch to disengage the fastening hook of the hinged access component, thereby initiating a
mechanical movement of the access component to make the compartment accessible;

oulputting, upon actuation of the electromechanical latch, an alert via an audiovisual
clement on the compartiment (o 1dentify the container;

confirming that the electromechanical latch has re-engaged with the fastening hook,
thereby securing the compartment;

determining, after confirming that the electromechanical latch has re-engaged with the
fastening hook, a change in a local inventory based on a measurement provided by a sensor
associated with the compartment; and

updating the local inventory in a non-volatile data store responsive to determining the

change in the local inventory.

19. (Currently Amended) A non-transitory storage medinm comprising
instractions that, when read by one or more processors, cause a method comprising:

receiving, via a communication interface, an authenticated request to access a
compartment of a smart container, the compartment having a plurality of walls and a hinged
access component configured to open and close to provide or prevent access to the
compartment, the hinged aceess component having a fastening hook configured to engage an
electromechanical latch fuormed within one of the plurality of walls to prevent access to the
compartment;

in response to receiving the authemticated request, actuating the electromechanical
tatch to disengage the fastening hook of the hinged access component, thereby initiating a

mechanical movement of the access component to make the compartment accessible;
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outputting, upon actuation of the electromechanical latch. an alert via an audiovisual
element on the compartment to identify the container;

confirming that the electromechanical latch has re-engaged with the fastening hook,
thereby securing the compartment;

determining, after confirming that the electromechanical latch has re-engaged with the
fastening hook, a change in a local inventory based on a measurement provided by a sensor
within the smart container; and

updating the local inventory in a non-volatile data store responsive to determining the

change in the local inventory,

20, (Currently Amended) A bin assembly, comprising:

a bin housing adaptled Lo receive bins of varying sizes, the bin housing including a
vertical mounting structure;

an audiovisual device;

a bin body comprising a latching hook and the bin body defining 4 bin volume,
wherein the bin body is movable relative to the bin housing to permit access to the bin
volume in an open position and to prevent access to the bin volume in a closed position;

an ¢lectromechanical latching mechanism coupled to the bin housing, the latching
mechanism comprising a latching member, wherein the latching member engages the latching
hook in a locked position o retain the bin body in the closed position and the latching
member 1 spaced apart from the latching hook in a released position; and

a controller configured to:

recerve a wireless control signal indieating a user request to access a
respective bin of the bin housing, and

control movement of the latching member, based at least in part on the
wireless control signal, to permit aceess to the bin volume;

output, upon movement of the latching member, an alert via the audiovisual
device to identify the bin housing from other bins and other bin housings within the
bin assembly and dentify that access to the bin volume is provided,

confirm that the electromechanical latching mechanism has re-engaged with
the latching hook, thereby securing the bin volume;

determine, after confirming that the electromechanical latching mechanism
has re-engaged with the latching hook, a change in a local inventory based on a

measurcment provided by a sensor within the bin housing: and
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update the local inventory in a non-volatile data store responsive to

determining the change in the local inventory.

21, (Currently Amended) A bin array assembly, comprising:
a plurality of bin assemblies, wherein each bin assembly of the plurality of bin
assemblies comprises:
a bin housing adapted to receive bins of varying sizes, the bin housing
including a vertical mounting structure;
an audiovisual device; and
a bin body comprising a latching heok and the bin body defining a bin
volume, wherein the bin body is movable relative to the bin housing to permit access
to the bin volume in an open position and to prevent access to the bin volume in a
closed position, wherem each of the bm assemblies of the plurality of bin assemblies
is disposed honzontally adjacent or vertically adjacent to a neighboring bin assembly
of the plurality of bin assemblies;
an electromechanical_latching mechanism configured to engage the latching hook of a
respective bin assembly of the plurality of bin assemblies in a locked position to retain the bin
body of the respective bin assembly of the plurality of bin assemblies in the closed position
and to disengage the latching hook of the respective bin assembly of the plurality of bin
assemblies in a released position; and
a controller configured to;
receive a wireless control signal indieating a user request to access a
respective b of the bin housing; and
control engagement of the latching hook, based at least in part on the wireless
control signal, to permit access to the bin volume;
output, upon movement of the larching hook, an alert via the audiovisual
device to identify the bin assembly, from other bins and the other bin assemblies of
the plurality of bin assemblies, and to identify that access to the bin volume is
provided;
confirm that the electromechanical latching mechanism has re-engaged with
the latching hook, thereby securing the bin volume;
determine, after confirming that the electromechanical latching mechanism
has re-engaged with the latching hook, a change in a local inventory based on a
measurcment provided by a sensor within the bin housing: and
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update the local inventory in a non-volatile data store responsive to

determining the change in the local inventory.

22, (Currently Amended) A methad comprising;

providing a bin assembly comgprising a bin housing and a bin body movable relative to
the bin housing, wherein the bin housing is adapted to receive bins of varying sizes;

receiving a wireless control signal indicating a user request to access a respective bin
of the bin housing;

latching the bin body to the bin housing in a locked position to retain the bin body in a
closed position via a latching mechanism based at least in part on the wireless control signal;

unlatching the bin body from the bin housing in a released position via the latching
mechanism based at least in part on the wireless control signal;

moving the bin body relative to the bin housmg Lo an open posilion Lo provide access
to a bin volume defined within the bin body;

outputting, upon unlatching the bin bady. an alert via an audiovisual device integrated
with the bin housing to identify the respective bin and respective bin assembly, from other
bins and the other bin assemblies, and to identity that access to the respective bin is providad;

confirming that the latching mechamsm has re-engaged to secure the bin body to the
bin housing;

determining, after confirming that the latching mechanism has re-engaged, a change
i a local mventory of the bin assembly based on a measurement provided by a sensor within
the bin housing; and

updating the local inventory in a non-volatile data store responsive to determining

the change in the local inventory.
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