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A media distribution system (fig. 1) Is provided whereby devices (12a-12)) on a network (14) are provided with native-mode,
optimized content viewers adapted to receive and present digital content (16a-16d) provided elsewhere on the network. An agent
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(57) Abrege(suite)/Abstract(continued):
(160) Is downloaded to a device, where It gathers information regarding the device environment and uses that information to

identify the appropriate application for that device. The appropriate application for a particular device Is then downloaded to the
device to enable the device to present the content to a user.
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Abstract

A media distribution system (fig. 1) is provided whereby devices (12a-12j) on a network
(14) are provided with native-mode, optimized content viewers adapted to receive and
present digital content (16a-16d) provided elsewhere on the network. An agent (160) 1s
downloaded to a device, where it gathers information regarding the device environment
and uses that information to identify the appropriate application for that device. The
appropriate application for a particular device is then downloaded to the device to enable

the device to present the content to a user.
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DIGITAL CONTENT DELIVERY AND VIEWING SYSTEM AND METHOD

This is a divisional application of Canadian Patent Application Serial No.
2 500 297 filed on September 26, 2003.
FIELD OF THE INVENTION

5 Ts invention is directed generally to the field of information distribution and
more specifically to systems and methods for automatically providing information-

recerving tools to networked devices.
It should be understood that the expression “the invention” and the like

encompasses the subject-matter of both the parent and the divisional applications.
10 BACKGROUND OF THE INVENTION

Numerous different types of zinalog and digital networks currently exist
throughout the world. These networks are used to communicate information to devices
which access such networks, and in many instances, eventually to the people who use
such devices to obtain, view or use such information. Many known networks provide

15 numerous users access to digitized information of all types, including raw data, text,
- graphics, video, audio, and audio-video. Digital information provided over networks 1s .
generally contained in files and referred to herein as content or media. The entities or
devices which supply the files for others to view or access over such networks are

referred to herein as content providers or media providers.

20 Networks can be classified according to geographic extent. For instance, local

area networks (commonly called LANs) generally extend to distances less than one

kilometer. Wide area networks (commonly called WANs) extend over distances greater

25

than one kilometer. WANSs can compnse many LANS linked together. For instance, the
Internet and in particular the World Wide Web (commonly called the Web) is a form of a
WAN. LANSs can be found in private companies, universities, government agencies,

online services, Internet service providers (commonly called ISPs) and other entities.
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Networks can also be classified by the protocols they use. Protocols are sets of
rules descnibing how data 1s transmitted across the network. Example protocols include
the Transmission Control Protocol (commonly called TCP) which enables computers to
communicate over the Internet, the Internet Protocol (commonly called IP) which
ensures that data 1s sent to the rnght destination on a network such as the Internet, the

Wireless Access Protocol (commonly called WAP) which enables cellular telephones

la
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and other wireless devices to acc=ss the Internet, and the User Datagram Protocol

(commonly called UDP) for transmitting video over the network such as the Intemet.

Many other protocols exist.

Many networks operate primanly under a chient/server model. Servers store and
provide the client or client device with media, data, and other files or content the clients
request from the servers. The servers are usually powerful computers having one or
more processors or Central Processing Units (commonly called CPU's) and suitable
storage capabihties. The client or client device is typically a user’s desktop or laptop

computer, which includes network access software that runs on the user’s desktop or

| iaptop computer. One type of software which facilitates access to such networks is

commonly called a browser. Other types of physical devices can also function as clients.
For example, chents can be cellular telephones, pagers\, personal digital assistants
(commonly called PDAs), commumcators (which are a combination of cellular
telephones and PDAs), set-tops used with interactive television, and digital or audio-
visual watches. The client typically connects to a server on a network using a modem or
other transmitter/receiver over telephone lhines, cable or DSL hnes, fiber optic lines,

wireless communications, or other suitable methods.

To access and view content through a network such as the web, the user activates
the network access software or browser located on the user’s client device. The browser
requests and downloads the requested content which is typically linked to a web page. As
indicated above, the browser requires software to view requested content. This software
i1s called a viewer or player. Viewer software may be part of the browser, or what is
commonly called a plug-in. The viewer may also be unique software and not a plug-in to
the browser. If the viewer 1s unique software, 1t may run even if the browser is closed.
The viewer supplements the browser’s ability to display media or other content to a user.
The viewer is separate software that must often be purchased, and which permanently
occupies computer memory and other resources. It should be appreciated that media and

other content may be viewed using many different networks.

Chents such as cellular telephones, pagers, PDAs, communicators, set-tops,
watches, and computers generally have different hardware including different CPUs or

processors, use or have different operating systems for such bardware, and use or have
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different browsers or other netwcrk access software. For example, different computer
clients may have different operating system environments such as LINUX®, UNIX®,
WINDOWS 95®, WINDOWS 98®, WINDOWS 2000®, WINDOWS ME®,

MACINTOSH®, and VXWORKS®. Another example 1s that different computer clients
may mclude different browsers such as INTERNET EXPLORER® and NETSCAPE®,

and PDAs may be provided with browser software such as ProxiWeb so the PDA can be

used to access a network.

Accordingly, one problem with the delivery and viewing of media or other

content over networks is that because different chient devices have difterent hardware,

use different operating systems, and use different browsers, there is a need for numerous

- different content viewers, each specifically designed to operate on the client for the

client’s particular hardware, operating system, and browser as well as different versions
thereof. A user may, therefore, be required to purchase or download several viewers for
the user's different clhient devices. For example, a user may have more than one
computer. One of the user's computers may use a MACINTOSH® operating system
with a NETSCAPE® browser, and the other may use WINDOWS 98® with INTERNET
EXPLORER®. The same user may also own a cell phone and a PDA. The user must

purchase or download different viewers for each of those devices. When the viewer

software is upgraded, the user must also purchase or download the upgrades for each of

these devices. Thus, a multitude of different viewers are currently needed for different

client devices. It should also be appreciated that each different viewer permanently
occupies memory on the respective client device. This may decrease the efficiency of

the client device and the ability of the client device to perform other functions.

Another problem with media and other content delivery and viewing over
networks is that once the content is placed on a network it may be freely downloaded,
copied, or redistributed. Controlling access, and preventing copying of such content
after 1t 1s released to the content provider is extremely difficult. For that reason,
providers of proprietary content such as music and movies are mhibited from distributing
content for public access on a network without an ability to restnct access to authonzed
users. Authorized users can include those who meet certain requirements such as age, or

those who have paid a license fee to view the protected content.
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Accordingly, a need exists for a media or other content delivery and viewing
system and method that reduces or eliminates requirements for multiple viewers for
different client devices. A need also exists for a media or other content dehvery and
viewing system and method that 1s transparent o users, and that does not permanently
occupy client device memory and resources, or require periodic upgrades. A further

need exists for a system and method that enables a content provider to securely distnbute

media or other content files.

Further, configuring a network-enabled device, such as a personal computer on a

- data network, a personal digital assistant (PDA) on a network, a cell phone, and the like,

to receive multimedia bit-streams for the purpose of presenting full motion video and
audio has historically required a complex senes of tasks, including manually 1nstalling
software to the device and updating the software manually when the device is no longer
capable of processing the streams because of enhancements or changes in the
characteristics of the streams. And while information Technology (IT) professionals
have become adept at this process, this requires a costly overhead 1n an enterpnse to
maintain a staff sufficient to perform the manual steps and maintenance on each device.
In many cases, full-time support professionals are required to process the manual steps
for the general user community for which they are responsible. In some cases, this 1s
cost-prohibitive. Altematively, many environments have avoided mcorporating A/V
services on their networks because of the complexity and high maintenance costs

assoclated with the process of manual installation of chent applications.
SUMMARY OF THE INVENTION

One embodiment of the present invention enables one or more users to receive
and consume media or other content from a network using any one of a wide range of
chents or client devices, including but not mited to, desktop or laptop computers,
personal digital assistants, cellular telephones, communicators, imteractive television set-
top boxes, digital watches, pagers and any other suitable device capable of accessing and
displaying content such as natural media content. These devices are referred to herein as
clients, client devices or network access devices. The system and method of the present
invention eliminate the need to purchase, download and install multiple viewers, and

permanently store them on the client devices, and to constantly purchase and 1nstall
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viewer upgrades. The content delivery and viewing system and method of the present
invention also enables content providers to securely distribute content files. It should
also be appreciated that while the present invention is primanly described below
regarding a user viewing content such as audio-video through a chient device, it should
be appreciated that the present invention enables a user to symultaneously view a

plurahity of different content through the same client device.

In general, the method of dehvennng and viewing content of the present invention
mcludes a web server or a web portal receiving a request from a chient device to access
content, determiming the éliegt device environment, preferably including the client
hardware and softwaré; selecting a content viewer compatible with the client
environment specifically including the chient’s determined hardware and software, and
downloading the selected appropriate content viewer to the chient. One preferred
emmbodiment of the system of the present invention includes a client environment finder
for determining the client’s environment, a viewer selector for selecting a content viewer
compatible with the user’s client environment, and a viewer downloader for
downloading the selected content viewer to the client. In one preferred embodiment, a
Java program called an applet performs these functions. It should be appreciated that

more than one programs can alternatively perform these functions. The applet is

streamed to the chient when the client device requests content, and runs m conjunction

with the chient’s browser. The downloaded applet determines the user’s client
environment, selects the appropriate content viewer compatible with the user’s client
environment from a plurality of possible content viewers, and delivers the selected
content viewer to the chent. In an alternative embodiment, the determination of the

user's client environment and the selection of the appropnate content viewer are

performed by a web server or web portal in conjunction with the applet.

In one preferred embodiment, the applet streams the selected viewer to the client
device, and nstructs the device to execute the viewer. Upon completion of the viewer,
the applet deletes the viewer from the chient device, cleans any allocated client device
resources used by the viewer, thus making the viewer transparent to the user. In another
aspect of the present mnvention, user authentication is required before the streaming of the

viewer and/or consumption of the media. In a further aspect of the present imvention, the
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content 1s encrypted so only one user or client device may view the specific delivered
media or other content. Because the viewer is also deleted from the client device after
tenmination, a content provider cén more securely distribute media and other content.
According to some embodiments of the present mvention, methods and systems
are provided for provisioning a network-connected device with a platform-specific native
mode client application to access information, thus reducing or eliminating the need for

specialized manual installation and specialized IT support personnel.

According to some embodiments of the present invention, user devices are

automatically provisioned with viewer applications designed for viewing multimedia

network services within a device environment. '

According to some embodiments of the present ihvention, a media server system
is adapted to respond to a media réquest by providing an agent to a requesting device,
with the agent adapted to detect a runtime environment on the requesting device and to
acquire an application adapted to execute in the runtime environment of the requesting

device.

According to an aspect of the present invention there is provided a method

for accessing media from a media server system using a device, the method

comprising:

requesting from within a runtime environment on said device media content from a
selection of content sources;

downloading a provisioning program onto said device for execution in said runtime
environment, said provisioning program identifying a platform of said device;

sending to said media server system information regarding said platform of said
device;

rece1ving from said media server system a binary application for execution on said
platform of said device;

recetving a media stream from said media server system; and

using said binary application to decode said media stream and to provide said

requested media content on said platform of said device.
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Additional features and advantages of the present invention are descnibed 1n, and
will be apparent from, the following Detailed Description of the Invention and the

figures.
BRIEF DESCRIPTION OF THE DRAWINGS

- FIG. 1 is a schematic diagram depicting one embodiment of the system and
method of the present invention for streaming and playing media or other content to a

plurality of different client devices over a network which recetves.content from a

plurality of sources.

FIG. 1A 1s an enlarged view of one embodiment of the web server on the network

which is accessed by the client device.

FIG. 1B 1s an enlarged view of another embodiment of the web server on the

network which 1s accessed by the client device.

FIG. 2A 1s a table 1dentifying examples of different network access devices,
different types of hardware, different types of operating systems, different types of

6a
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browsers, and different viewers compatible with each of the different combinations for

IBM-based desktop or laptop computers.

F1G. 2B 1s a table 1dentifying examples of different network access devices,
different types of hardware, different types of operating systems, different types of
> browsers, and different viewers compatible with each of the different combinations for

Mac-based desktop or laptop computers.

FIG. 3 1s a high level flow diagram of one embodiment of the method of the

present mvention.

FIG. 4is a flow diagram"depicﬁng the imtialization process of one embodiment

10  of the method of the present invention.

FI1G. 5 1s a flow diagram depicting the execution process of one embodiment of

the method of the present invention.

FIG. 6 1s a flow diagram depicting the termmnation and deletion process of one

embodiment of the method of the present invention.

15 FIG. 7 1s a schematic diagram depicting a multicast broadcast client and network

arrangement.

FIG. 8 1s a schematic diagram depicting a unicast broadcast client and network

arrangement.

FIG. 9 is a schematic diagram for another embodiment of the content delivery

20  and viewing system and method of the present invention.

FIG. 10 1s an 1llustration of a web page with links to a plurality of media or

content choices or channels.

FIG. 11 is a block diagram showing a system overview according to one
embodiment of the present mvention;
25
FIG- 12 1s a block diagram showing information flow 1n a system according to

one embodiment of the present invention;
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FIG. 13 1s a block diagram showing information flow in a system according to
one embodiment of the present invention;
5 F1G. 14 3s a flow diagram showing the provisioning of a media viewer to a client
device according to one embodiment of the present invention;
FIG. 15 1s a flow diagram showing the determination of a device platform
according to one embodiment of the present invention;
10

FIG. 16 is a flow diagram showing the determination of specific device platforms

according to one embodiment of the present invention:;

FIG. 17 1s a block diagram showing media distribution in a unicast environment

15 according to one embodiment of the present invention; and

F1G. 18 1s a block diagram showing the operation of a media distribution system

according to one embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

20 Refernng now to the figures, Flgs 1, 1A, and 1B generally illustrate the different
content and different clients employed in one embodiment of the present invention. The
present invention relates to applications or client devices that may be used with a
communications system 10 that enables a plurality of client devices such as client
devices 12a to 12) having access to a network 14 to receive and view content files such

25 as cdntent hles 16a to 16d through the network 14. The network 14 can comprise any
surtable digital data network, including, but not limited to, a unicast network, an [P

multicast-enabled network, the Web, or a corporate LAN or intranet.

Client Devices

More specifically, FIG. 1 shows examples of client devices including computers

30 1 an [P multicast-enabled network 12a (see also FIG. 7), computers 1n a unicast network
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12b (see also FIG. 8), personal digital assistants (PDAS) 12(:, cellular telephones 124,

pagers 12e, set-top boxes 12f used in connection with 1nteractive television, televisions

such as high defimtion television (HDTV) 12g, digital watches 12h, imndividual desktop

or laptop computers 121, and networked appliances 12;.

Each of these client devices 12a to 12) may include different hardware, operate
using different operating systems and have different network access program or browsers
for accessing ﬁlés from the network 14. For instance, these chient devices may use
operating systems such as Linux®, Unix®, Macintosh®, VxWorks®, and Windows®
93, 98, 2000, NT, and Me, and browsers such as Internet Explorer® and Netscape®.

The PDAs, telephones, and other client devices 12 will have substantially different

operating systems and use different browsers to access the network.

Figs. 2A and 2B i1dentify examples of different client devices and their associated
hardware, operating systems and browsers. As Figs. 2A and 2B 1llustrate, the different
client devices may each include several different hardware and software including
operating systems and network access programs or browsers. Each different
combination may require a different viewer which 1s selected by and provided to the
chient device by the system of the present imnvention based on the deterrmnation of such
spectfic client environment by the system of the present invention. Figs. 2A and 2B
1llustrate combinations for IBM and Mac-based desktop or laptop computers,
respectively. Additional client devices require additional combinations of hardware,
software, operating systems and network access programs. Moreover, new client devices
having new or different hardware and using new operating systems and network access
programs are constantly being developed. Such devices may be added to the system of
the present invention as they are developed. The system of the present invention enables
all of these client devices 12a to 12) and new client devices (collectively referred to
herein as client devices 12) with their multiple environments to access the network 14 to
receive and view digital media and other content without the need for content-specific
viewer software to be stored on each chent device 12. Figs. 2A and 2B thus illustrate
that the system of the present invention provides different viewers for each of these

different devices and different viewers for devices with different environments or

different types of hardware and software.
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Figure 1A illustrates one embodiment of the web server 11 on the network 14
which i1s accessed by the client devices 12. An applet 13 resides on, 1s stored 1n, or is
stored m a memory device or medium accessible by the web server 11. The web server
11 also includes a configuration file 15 which interacts with the applet 13, content
storage 17 for stonng content 16a to 16d, and authentication information 19 for
authenticating a user’s nght to access the content 16a to 164. FIG. 1B illustrates an
alternative embodiment of the server 11 on the network 14 which 1s accessed by the
client devices 12 of FIG. 1. FIG. 1B illustrates that the applet 13, configuration file 15,
content storage 17, and the authentication information 19 may be on servers separate
from the web server 11, but that communicate with web ;crvér 11 through the network

14.

Content Files

FIG. 1 also broadly illustrates examples of different types of media or other
content that content providers supply to the network 14 and that may be viewed by the
client devices 12. These include, but are not limited to, hive events 16a, video or audio
streams 16b, recorded video or audio video files 16c, and television broadcasts 16d.
Content may be provided to the network in a vanety of ways, and may include other
types of data. For example, recorded audio-video may be in discrete files that are
streamed to a client device 12. Discrete files can be completely downloaded before they
are viewed by a user through the client device 12 and streaming audio video may be

viewed while it is being broadcast to the client device 12.

The basic functions of the system and method of one embodiment of the present
invention are illustrated in the high-level flow chart of FIG. 3. FIG. 3 discloses the three
stages of the content delivery and viewing method and system of the present invention
which includes the imtiahization stage or process 18, the execution stage or proéesé 20,

and the termunation and deletion stage or process 22.
Initiahzation Stage

In one embodiment of the present invention, the imtialization stage or process 18
mitializes the chent device. FIG. 4 illustrates ope preferred mutialization process 18 of

the present invention. The iitialization process begins when the user activates a java-

10
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enabled browser located on the user's chient device 12 as shown in block 24. Example
browsers associated with particular client devices are listed n F1G. 2. In this
embodiment using the browser, the user requests a page such as a web page from a
server 11 such as a web server on the network 14 as also shown n block 24. The server
may be a web server for hosting web pages on the World Wide Web. The server can
alternatively for example be a corporate mntranet server hosting the corporation’s mtranet
web page or some other private network. In such a case, a viewer ginde 1s preferably
provided to users on the corporate intranet web page, or as a ik on the corporate
infranet web page. Such a web page contains hnks to available media or other content.
FIG. 10 shows an example of such a web page with a plurality of media or content

choices or channels.

Based on the user’s request, the browser retnieves the requested web page from a
web server 11 on the network 14 as 1llustrated by block 26. The web page, which
includes hnks to an applet 13 of one embodiment of the present invention, is loaded into
the browser on the client device 12. Using the browser, the user requests the desired
content from the network 14 by clicking on the web page link to the content as illustrated
by block 28. After clicking the link, the web server serves the applet 13 (which in one
embodiment 1s written 1n the Java language) to attemnpt to stream to the user’s browser as
shown in block 30. Java permits software applications to be run from a web page. As an
application, an applet, once executed, can do ureparable damage to a user’s computer or
other client device should someone insert a virus or other malevolent program in the
applet 13. Therefore, the applet is signed with a unique digital authentication certificate
to allow the browser to determine whether the party from whom the applet 13 will be

loaded 1s a “trusted party.” Trusted party certification is done using well-known

procedures, including, but not limited to, the program(s) provided by VeﬁSignTM. The
browser must verify the applet’s trusted status before accepting the applet 13 to be
executed. The browser prompts the user to grant permission to execute the signed applet

13 as shown 1n block 32.

The browser 1s directed to grant or reject providing the applet execution nghts as
illustrated in decision block 34. If the applet 13 is not accepted because it is pot from a

trusted party, the applet stops the imtialization as illustrated by block 34a. If the applet

11
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13 is granted the right to execute, in one embodiment, the applet 13 executes in the
browser’s Java Virtual Machine (commonly called JVM) as 1llustrated in block 36.

Once the applet 13 executes, the applet 13 retnieves the system configuration file 15 from
the network 14 and reads the client environment characteristics of the client device 12 on
which 1t executes as shown in block 38. The applet 13 includes a program or client
environment finder. The system configuration file 15 (shown in FI1GS. 1a and 1b)
contams content viewer compatibility information. In one embodiment, the
configuration file 15 contains information regarding the transport mechanism applied to
retneve the viewer software depending on the protocol, hypertext transfer protocol
(commonly called HTTP), a secure HTTP (commonly called HTTPS), or file tr’aﬁsfcr
protocol (commonly called FTP), the server name or IP address where the ﬁé@er |
software resides, port number, and user 1dentification or password, 1f requiréd. In one
embodiment, the configuration file 15 also contains mappings for available viewers
defining the content viewer software file name and path depending on the supported

platform (such as Windows 95, Windows 98, MaclIntosh, Lipux, etc.).

It should be appreciated that in an alternative embodiment of the present
1nvention, the configuration file 15 need not be downloaded to the user.’s browser. The
configuration file 15 may remain on the server 11 as shown in FIG. 1a, or may be located
on another host server as illustrated 1n FIG. 1b. This may occur because the
configuration file 15 may be large, and therefore, difficult or time-consuming to
download to the client device. Additionally, the system implementor may not want to
download the configuration file 15 to the client device 12 for security or secrecy reasons.

Additionally, a large configuration file 15 may take up a correspondingly large amount
of storage space on the client device 12. In this embodiment, only the necessary

mformation from the configuration file would be employed or accessed from the server

11.

The client environment finder determines client environment characteristics

which can include the client’s operating software, client hardware specifications such as
central processing umt type and related memory capacity, chient browser information, as

well as other chent hardware and software information.

12
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The applet 13 determines whether it is runmng in a chent environment supported
by the content viewer as illustrated in decision block 40. If so, the applet 13 checks for
and removes prior instances of defunct content viewers, if any, as shown in block 42. If

not, execution stops as shown in block 40a and a suitable message 1s provided to the

uSer.
Execution Stage

After the initiahization stage 18 concludes, the execution stage 20 begins. The
execution stage 20 1s generally illustrated in FIG. 5. Specifically, the applet determines

" whether the user requires authornzation to receive the selected content or viewer as

illustrated in block 46. Whether user authentication or authonzation 1s required 1s -

preferably determined by the configuration file 15. For instance, payment may be

‘required, or access restricted to certain persons or users. If authonzation or

authentication 1s required, as shown at decision block 47, the applet 13 logs onto an
appropnate proxy server to access authentication or authonzation information 19 as
shown m FIG. 1B, and authenticates the chient’s nght to use the viewer as indicated by 1n
block 48. It1s then determined whether a valid authonzed chent is being accessed, at
decision block 51. If the client 1s detenmined to be invahd or unauthonzed, the applet
stops execution as shown by block 51a. Authentication or authorization may be
performed using any suitable standard sequence. In this way, content providers can
ensure secure distnbution of their media and other content dehivered to the chent devices
using the system of the present invention. If authentication/authonzation is successful or
not required, the applet 13 retrieves the content viewer compatible with the determined
client environment of the client device 12 from the network 14 as generally 1llustrated 1n
Figs. 2A and 2B, which show examples of platforms; It should be appreciated that
different viewers may be necessary for each different client device, each different
hardware configuration of each chient device, each different operating system (and other
software) of each client device, each different browser on each chent device, and for
different permutations of same as generally illustrated 1n Figs. 2A and 2B. One
substantial advantage to the present invention is that multiple users accessing one or
more different networks to obtain media and other content using one or more different

chent devices can access that data using the appropnate viewers provided by the system
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of this present invention. The applet distributes the selected content viewer to the client
device 12 from the appropnate server as illustrated by block 50. The server 11 can be
the same server contaimng the web page, a warehouse server hosting viewer files, or any

other chient accessible storage device or medium.

In one embodiment, the available content viewers are contained as discrete files
on a server 11 such as a web server. Each viewer version is a separate file located on the

server. After a viewer application file 1s selected for candidacy as compatible with the

-particular client environment, the file as a whole 1s forwarded to the client device from

| the server as indicated by in block 50. Alternatively, because the content viewers may

contain similar blocks of code, they may be compiled at the server from a plurahity of co-
acting code modules, and then delivered to the client device. Having discrete viewers
requires greater storage space on the server and has an advantage of greater speed m the
selection and delivery of the viewer. Compiled viewers have the advantage of taking
less storage space on the server. However, such viewers must be compiled from

modules and thus take more time to assenible and deliver.

After the content viewer 1s completely dehivered to the chient device, for UNIX
denivative platforms only, as shown at decision block 53, the viewer application file
mode 1s set to executable as illustrated in block 52. For all supported plafforms, the
applet 13 then mitiates execution of the content viewer with the supphied configuration as
illustrated 1n block 54. The digital content 1s then executed by the client device 12 as

descnbed below according to the supplied configuration information as shown in block

~ 56.

When the content viewer, based on 1ts configuration, requests content through the

network, the content is sent in packets across the network via a suitable protocol such as
the UDP/IP protocol. UDP, which 1s the User Datagram Protocol, is preferably used
because it results in low protocol overhead, best effort, content transmuission. In
streaming video, audio, or audio-video, the packets are sent to a memory buffer in the
chent device. When the buffer fills to an acceptable level, the viewer starts presentation
so the user can watch the video and/or listen to the audio. Live events, including

television broadcasts, may also be compressed and broadcast through a network.
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Multicast Network

In one embodiment of the present invention, content may be delivered through a
multicast network such as multicast network 12a. An IP multicast-enabled network as
ilustrated 1 FIG. 7 is an addressing scheme which permits transmission or broadcast of
a multimedia packet stream. In such a network, each chent has a separate IP address,
given as sets of numbers separated by peniods such as 224-239.123.45.6. Multicast
networks connect to what is called the multicast backbone, or Mbone. The Mbone 1s a
high capacity backbone for broadcasting use IP multicast protocol. The Mbone permits a
broadcast to begin as a single transmuission. In an IP multicast network, a single stream
72 may r.ea‘-ch manj;! clients 70 simultaneously. Moreover, in an IP multicast broadcast, a
500 kilobits per second (kbps) stream requires only 500kbps of bandwidth regardless of
the number of users viewiﬁg the stream. It should be appreciated that although the chent
devices may have different client hardware and software environments as descnbed
above, each different client device receives the appropnate viewer such that all of the
client devices are able to access the same stream. Thas enables different users having
different chient devices to simultaneously access content such as a broadcast of an
executive’s speech over a data network such as an intranet accessed directly or remotely

at any location with any hardwire or wireless access device which communicates or 1s

'adapted to communicated with such network.

As illustrated in FIG. 7, multicast content 16a to 16d 1n a suitable form 1s
streamed along the multicast network 12a and accessible to chents 70 linked to the

network 12a. For example, audio-video content 1s typically encoded into a format such

‘as MPEG-2, encapsulated using User Data Protocol (commonly called UDP), and |

multicasted via Intemet Protocol (commonly called IP) for delivery through the IP-based
multicast enabled network 12a to clients 70. The stream 72 contains IP addressing

information for the clients 70 wishing to see the content.

Unicast Network

In another embodiment of the present invention, the content may be downloaded
from a unicast network such as unicast network 12b. Certain older networks have
equipment which may not be capable with a multicast broadcast. In some cases, network

firewalls or router/switch protocols prevent multicast traffic. To enable such old
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equipment or firewalled networks to receive multicast streams, a unicast redistributor
converts multicast broadcasts to unicast. A umicast stream 1s a one-to-one
commumication session between each chent and the server. If one hundred clients for
example are viewing a 1 megabits per second (Mbps) stream, 100Mbps of bandwidth 1s
required.

FI1G. 8 illustrates content 16a to 16d provided to a unicast network 12b that
streams 76 in multicast to users or clients 74a-c. To permut unicast delivery of the
multicast stream 76, a router 78 routes the stream to a unicast media server 80 that
converts the multicast stream 76 to unicast, and sends the converted stream to individual
clients 74a-c. As assignment server 82 acts as a control center. The assignment server
82 receives requésts from clients 94 on the unicast network 12b to view content on the
multicast stream 76, and directs them to an available unicast media server 80. There may
be multiple media servers 80 and assignment servers $2 depending on the number of
unicast clients 74a-c. In a unicast arrangement, the client device is receiving a copy of
the multicast session.

Unicast On Demand

In a further embodiment of the present invention, the content may be downloaded
from a umcast on demand network (not shown). Unicast on demand is another type of
network arrangement. In a unicast on demand network, a user wishing to view a content
file uses the client device to request from a server the desired content file. A server IP
address 1s associated with the content’ﬁle. The viewer reads the file from the server. In
a unicast on demand arrangement, as opposed to multicast, the client device gets a

pnvate streamed copy of the content file.
‘World Wide Web

In another embodiment of the present invention, the content may be downloaded
to from the Internet or Web (not shown). The Internet is a collection of thousands of
individual networks that cooperate with each other to direct traffic to allow information
to pass between them. The World Wide Web is a part of the Internet. These idividual
networks are run by corporations, government agencies, universities, and online services.
Internet Service Providers (commonly called ISPs) also may have networks. ISPs
provide individuals with Internet access.

To facilitate the necessary cooperation, the Internet, and thus the Web, operates

under a number of protocols. The two most basic are Transmission Control Protocol
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(commonly called TCP) and Intemet P: stocol (commonly called IP). TCP permits

computers to communicate across the Internet. IP assures that the communications reach

the correct parties.

]LANs are connected to the one another by bridges or gateways. Routers manage
Intemnet traffic by ensuning that information reaches its intended destination between
different networks. Gateways translate data between networks. LANs may be connected
to a regional network that provide Intemet access over a certain geographic area.
Backbones are very high-speed, high capacity lines maintained by large corporations, or
government agencies. LANs‘senld infomrxation destined for other networks to a net
access point (commonly cﬁlled NAP) on the backbone where it 1s routed to its intended

recipient.

Private Networks

In another embodiment of the present invention, the content may be streamed
from a corporate intranet or other private network (not shown). Organizations,
including corporations, often establish LANS, or ntranets, to facihitate commumcation
between employees, and to permit employee access to corporate and other information.
Corporate mntranets usually provide employees Web access. The mtranet typically
contains a corporate web page providing links to employee-accessible files. These files
can include corporate directories, newsletters, travel information, and employee manuals.
They may also include recorded video, audio, audio-video or other data files. As
indicated above, live feeds of speeches, meetings, presentations, or other information can
be broadcast to all or selected employees. Content includes media which 1s accessible on
a corporate web page, making the corporation a content provider.

Termination And Deletion Stage-

After the execution stage 20 concludes, the termination and deletion stage or
process 22 begins as illustrated in FI1G. 6. A termination event occurs as illustrated
block 58 to begin the termination and deletion stage or process 22. Applet termination
may be invoked by the user closing the browser on the user’s chient device, visiting
another uniform resource locator (commonly called URL) using the chient device, or by
the applet 13 determimng that the content viewer should be terminated via an

asynchronous event as tllustrated in decision blocks 60a, 60b and 60c. When the applet
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13 receives termination requests from the browser as m decision bloék 60a, the browser
mstructs the applet 13 to terminate itself as shown 1n block 62. When the applet 13
receives a content viewer termination event as shown in decision block 60b, or confirms
with the server that the viewer should be terminated as 1n decision block 60c, or any
asynchronous event, the applet 13 terminates the active content viewer as shown in block
64. The applet 13 then removes defunct persistent viewer instances from the client
device 12, and leaves active copies in memory as depicted in block 66. The applet 13 by
way of the JVM also cleans up any client device resources, including disk space and
random access memory (commonly called RAM), prc?viously allocated to the content
viewer. The applet 13 then terminates itself as indicated by in block 68.

Digital Rights Manager Embodiment

The system of the present invention may include a digital nghts manager which
permits secure distnbution of digital media or other content by permitting only
authornized users to access such data. Broadly stated, a digital nghts manager encrypts or
“locks™ content so that only a user having the correct “key” can decrypt and view the
content. The key 1s obtained in a license specific to the user or possibly to a client
device.

Digital nights managers generally work as follows. A content provider packages
the content by encrypting it. The encryption acts as a lock that prevents unauthonzed
persons from viewing the content. The encrypted packaged content 1s typically placed
on a web server or a streaming server. The content provader typically enlists a hcense
clearinghouse server to store the nghts and rules provided by the lock. The license or

“key” contains encrypted information permitting a licensed user to view the content
according to the rules provided by the lock. Licenses are often granted on a user by user

basis. In other words, the “keyed” content may only be accessed by the device such as a

computer that has been granted a key for that file.

To consume the content, the user must acquire a license or “key” to decrypt or

unlock the content. When the user tries to access the content, the digital nghts manager

will either obtain a pre-paid license directly from the clearinghouse server, or prompt the
user that he obtain authorization to view the content. The user must also acquire a viewer
that supports the digital nghts manager. A digital nghts manager may make each content

viewer unique and hink it to the web or streaming server.
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Licenses may be set up 1n a number of ways. The license may be valhid for a

specific time penod, such as 24 or 72 hours, for specific start and stop times, or for a

specified number of plays of the content.

F1G. 9 illustrates a network using the present imvention in connection with a
digital nghts manager. Content 84 1s encoded by an encoder S6 to compress the content
to reduce the size of the file. The encoded file is sent to a server 88. Alternatively, the

server 88 and encoder 86 may be physically located on the same piece of hardware.

The server 88 creates one or more encoded media streams 90, 92, 94 and 96
corresponding to each content media. The server 88 enc;'ypts the content by inserting a
lock onto the content. The lock is typically a specified number of bits, usually from 128
to 1024 bats, but may be any swmtable number. The greater the number of bits the lock
contains, the more difficult it would be for an unauthonized user to crack or determine the
code. However, time hmitations may require the key to be of a certain size. The larger
the key the longer 1t takes to decrypt. Streaming video, for example, usually plays at 30
frames per second. Therefore, the key must be able to decrypt and play the stream

packet in less than 1/30" of a second.

The server dehvers the encrypted or locked content or media streams A-D (90-
96) to a multi-system operator (MSO) 98. The MSO 98 contains a digital rights manager
100. Connected to the MSO 98 are clients 102a-d. A license server 104 also is
connected to the MSO 98. The license server 104 contains the licenses and stores the

hicenses and nghts provided by the lock placed on the stream or file, and may act as a

license cleaninghouse.

Refermng to FIG. 11 an embodiment of a media server system 110 and its
network environment according to one embodiment of the mvention is illustrated. A
computer communication network 112 which is capable of carrying inforration streams
such as Multicast User Datagram Protocol (UDP), Unicast UDP, Hypertext Transfer
Protocol (HTTP), Hypertext Transfer Protocol Secure (HTTPS), Telnet, or Transmission
Control Protocol (TCP) over Intermet Protocol (IP) 1s shown. On the user side of the
network 112 are vanious network-enabled devices 114-122 which may be used with the

present mvention, exarnples of which are a Personal Digital Assistant (PDA) 114, set-top
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box 116, Linux PC workstation 118, Windows PC 120 and/or an Apple Macintosh PC
122. A display 123 such as a CRT or projector may be used to display content accessed
using systems and methods according to the present invention. The network-enabled
devices 114-122 are meant to be 1llustrative and not exhaustive, and other types of
devices may be used according to some embodiments of the present invention. Within
the media server system 110 1s an admimstrator 124 and a vanety of servers. The servers
are shown as individual functions and may be combined into a single server or
combination of servers depending on the needs of the network deploying the media
server system 110. The server functions shown in FIG. 1 are a hcensing manager 126, a
data caster/injector 128, a media server module 130, an encodé/transcode st.ation 132
adapted to accept video input from a video source 134, such as a camera, a set-top box, a
direct cable or satellite input and the like, a live encoder 136 adapted to accept video
mput from a video source 138, an administrative logger 140, a client transaction broker
142, an external billing system 144 connected to a Subscriber Management System
(SMS) 146, a media archive 148, a provisioning broker 150, and an encryption engine
152. While some embodiments of the present invention utilize all of the functions shown
n FIG. 1, 1t 1s to be understood that some embodiments of the present invention utilize
fewer than all of the shown functions. Media server systems according to the present
mvention may be deployed in a number of different environments. For example,
deployments for businesses, universities, hospitals, and similar environments having
networking capabilities are contemplated.

Alternative embodiments may combine the server functions as required by a

specific implementation based on media volume and control functionality. Altemative

implementations may also not deploy certain servers, for example, an embodiment which
1s only a hibrary for stored media may not require the capture of live streams as for
example, broadcast TV. Alternative embodiments may also deploy the server side on a
separate secure network within the media server system 110 separate from the network
112 and allow access to network 112 on the part of the servers on a case by case basis.
Referring now to FIG. 12 a schematic diagram of the interactions between a
network-enabled client device 154 and the media server system 110 according to one
embodiment of the invention i1s shown. In the embodiment of FIG. 12, a user on the
chent device 154 initiates a viewing event by making an HTTP or HTTPS request shown

by arrow 156 using a web browser 158 to the URL of a media server system web server
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157. The web browser 158 attempts to load a signed agent applet 160 from a media
server system web portal 161 to a runtime environment on the chient device 154. A
runtime environment on the client device may be a runtime environment such as the
JAVA (tm), Microsoft .NET (tm), or Openview runtime environments, or it may be an

S  operating system such as MAC OS (tm), Linux, Microsoft’s Windows (tm) operating
system, and the like. The web browser prompts a user at the chent device 154 to accept
the agent applet 160 and if accepted the agent applet loads to the runtime environment on
the client device 154 and begins to execute. In the embodiment shown in FIG. 12, the
agent applet begins to execute 1 the context of the web browser 158; in other

10 embodiments, the agent applet may execute 1n any runtime environment, including
within an operating system (OS). If the user does not accept the signed applet, then
processing is terminated and the applet is not loaded to the chient device 154.

- Acceptance or denial of the applet may be automatic once a user of the client device 154
decides to always accept or always dechine the applet.

15 When the signed applet is accepted by the user of the chent device 154, an agent
applet 160 1s downloaded to the chient device 154, as shown by the arrow 162, where the
agent executes in the rantime environment and determines the configuration of the chent
device 154. The agent then requests retrieval of an appropnate device-specific content
viewer 168, as shown by the arrow 164. Though the embodiment of FIG. 12 shows the

20  viewer 168 as the downloaded application, it is to be understood that systems and
methods according to the present in\}ention may enable the provisioming of applications
other than viewers adapted for execution in the device environment. For example, mn
response to a request for financial data, the properly executed application may be a

' Spréadsheet optimized for the device environment. As shown by the arrow 166, the

25 media server system 110 then downloads the selected content viewer 168 to the client
device 154 and executes in its own context, outside the scope of the browser 158. The
viewer 168 maintains its own connection 172 with the media server system 110. At this
point, the browser 158 can be closed or set to a different URL without affecting the
content viewer 168. According to the embodiment shown in FIG. 2, an IP network 112

30 serves as the network over which the described operations occur.

Referring now to FIG. 13 a block diagram showing a viewing process according
to one embodiment of the present invention is illustrated. After a viewer 168 has been

downloaded to a client device and 1s executing within the client device 154, it is
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connected to the media server system 110 1n one embodiment across a multicast-enabled
IP network 112. According to another embodiment of the present invention the IP
network 1s a unicast network. The chient viewer 168 has access to a vanety of A/V
streams from the media server system 110 including a live video source 178, e.g. set-top
box, a video camera, DVD player or other hive audio/video feed, whtch provides an
analog A/V stream 180 to a live encoder 182. The hve encoder 182 encodes the
uncompressed A/V stream 180 into a digitally-encoded A/V stream 184 which is
encrypted by an éncryption component 186 for transmission over the IP network 112 and
received by the client viewer 168. Another possible A/V source according to the
embodiment shown in FIG. 3 is a selection of archived programs resident on a m_edié
archive 187 which suppl.ies requested digitally-encoded A/V matenal 188 to a media
server 190 which then provides a digitally encoded A/V stream 192 which is encrypted
by an encryption device 186 for transmission over the IP network 112 to the client
viewer 168. The media server module 190 may also accept a live stream 191 from the
ive encoder 182 and provide the live stream to the viewer 168 in unicast or multicast
mode.

Additional functions beyond the presentation of recorded media may be
mcorporated nto the system shown in FIG. 13. For example, internal and/or external
data sources 194 may be accessed to provide a data flow 196 to a data injector module
198, which formats the data for display using a formatted data stream 200 to the viewer
168. As shown in FIG. 3, the formatted data stream 200 may be encrypted and provided
over the [P network 112. Data from the intermal and/or external data sources 194 may
include data regarding the media available for viewing using the media server system
110, or other types of data specific to a particular deployment of the media server
system. Examples of types of informational content include network services navigation
data, electronic program guide data, interactive sqrviccs, authonzation mmformation,
conditional access entitlement inforrnation and commands, sports information, weather
information, entertainment services, order confirmation mformation, financial
information, news information, library card catalogs, user profiles, live ticker tapes,
patient profiles, configuration data, URLs, menus, and the like. According to one
emmbodiment of the present invention, distnnbution of such information in a2 multicast

environment provides an efficient use of bandwidth for the distribution of information

among client devices.
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Subscriber management and billing functions may also be incorporated mto the
system shown 1n FIG. 13. In thus embodiment, a subscnber management and billing
module 202 may be provided on the media server system 110. The subscniber
management and billing module 202 1s adapted to forward mformation to-and receive
information from an entitlement database 204, imcludmg information on which devices
are entitled to recerve specific content from the media server system 110. The
entitlement database, 1n tum, 1s adapted to forward information to and receive
imformation from an entitlement server 206, which manages entitlements in the system.
The entitlement server 206 is adapted to receive data from the viewer 168, such as
information on which content the viewer 1s accessing, the amount of time spent
accessing vanous types of content, messages, and other statistical and mnteractive data
such as event selection, service upgrades, or ordenng information. Further, as shown by
the arrow 208, the entitlement server 206 1s adapted to forward information regarding
entitiement, control (e.g., termination message, entitlements) and other message content
to the viewer 168 by secure and/or nonsecure means. In the embodiment shown 1n FIG.
3, the entitlement server 206 may directly exchange information with the subscniber
management and billing module 202 to enable more direct management of entitlements
and interactive messages or mteractive purchase transactions as shown by the arrow 210.

Tuming now to FIG. 14 a flow chart of interactions on a client device and a
media server system 110 according to one embodiment of the invention 1s shown.

At step 212 a user activates a portal connection to the media server system 110
via a web browser on the client device and the media server system 110 presents a tune-
in or watch-tv button or a menu of program content ona web page to the user. At step
214 the user selects an item from the menu or clicks on a “watch’ button presented by
the media server portal. As shown at block 216, the media server system 110 then
begins to load a signed applet to the chient device. The browser may present a prompt
requesting permission to load a signed applet or servlet as shown at block 218. If the
user does not agree at decision block 220 to the download then control 1s passed to step
222 and the session 1s termunated. Otherwise, 1if the user accepts the signed applet for
download, or if 1n the past the user has chosen to always accept this applet, then the
media server agent 160 downloads on the client device at step 224. After the agent 160
1s downloaded 1n the form of an applet, the agent then determunes the configuration of

the client device platform charactenstics—for example, the Operating System, CPU, and
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similar platiorm charactenistics—at step 226 and checks whether the platform is 1n 1t’s
list of supported platforms in decision 227. If the platform 1s not a supported platform,
the agent termmates. If the platform 1s a supported platform, the agent removes any
defunct media players from the chient device at step 228. At step 230, the agent retneves
5 the appropnate client viewing application 168 from the media server system 110 and
executes the downloaded viewing application 168 at step 232.
At step 234 a check is executed to determune 1f the agent 1s configured to dispatch
the browser to a specific pre-configured URL (for example, to a support page or
~ elsewhere). If the agent 1s configured to dispatch, as shown at block 236, then it
- 10 dispatches to a predefined location. If the agent is not configured to dispatch to a
' épeciﬁc URL, the agent becomes dormant as shown at step 238. At step 240 the agent
160 may remove any inactive viewing applications 168 and terminate.
FI1G. 15 1s a flow chart showing the operation of determining a chient device
configuration as shown at block 226 of FIG. 14. The agent 160 first checks the client
15 device for a first supported client platform, as shown at block 242. Ifit is determined as
shown at deciston block 244 that the first supported client exists on the client device, the
agent 160 checks for a specific platform as shown at block 246. If at decision block 248,
1t 15 determined that the specific platform is not present, the agent determines that a first
platform has been found as shown at block 250 in a default decision. If it is determined
20  at decision block 248 that the specific platform is present, a second possible platform is

deemed the correct platform as shown at block 252.

Returning to decision block 244, if the first supported client is not detected, the
agent 160 moves on to check for a next supported platform as shown at block 254. Then,
as shown at decision block 256, if the next platform is found on the client, the agent 160
25 determines that a third supported platform is the client’s platform, as shown at block 258.
If at decision block 256, the agent 160 determines that this next platform is not found on
the client, the agent checks for another supported platform as shown at block 260. At
decision block 262, the agent 160 determines whether the client platform is supported. If
the chent platform is supported, the agent 160 deems a fourth supported platform as the
30 correct client platform as shown at block 264. If at decision block 262 the client
platform 1s found to be unsupported, additional clients, such as a game machine, a UNIX
chent, a Solans client, a set-top box, or a PDA may be checked as shown at block 266.

According to one embodunent of the present invention, platforms to be determined
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according to the process shown n FIG. 15 may include platforms such as MAC-OS,
LINUX, and Microsoft platforms as shown i FIG. 16.
FIG. 16 1s a flow chart showing the specific chent platform determination process

of one embodiment of the invention as shown at block 226 of FIG. 14. The agent 160

first checks the chent device for Apple Macintosh client platform by trying to load a Mac
unique Java class called “com.apple.mrj. MRJFileUtils” at block 310. If, as shown at
decision block 312, it is determined that the device is an Apple(tm) Macintosh(tm)
platform, the agent 160 checks for a specific type of Mac platform as shown at block 314
by attempting to load a Java 2 class called “java.util.Collection”. If at decision block
316, it 1s determined that the “java.util.Collection” class loads, then it is &etemﬁned to be
a Mac OSX client as shown at block 319, and 1f not it 1s determined to be a Mac OS9
device as shown at block 318. Returning to decision block 312, if it s determined that
the chent 1s not a Macintosh platform, then the agent applet tests for a Linux type
platform at block 320 by checking the file separator type in the system properties of the
unknown OS to determine whether it is a UNIX/Linux type “/” and if so at 322
deteromnes that 1t found a Linux platform block 324. If not, then a further test may be
made at block 326, though this test may be considered optional and default to a result of
determining that it must be a Microsoft Windows client platform at 330. If not, then
turther tests may commence to test for other supported platforms as shown at block 332.
Some enterpnse networks may only have certain portions of their network multi-
cast enabled. FIG. 17 illustrates a method of using the present invention in non-multi-
cast enabled networks according to one embodiment of the present invention. The
source multicast streams 282 are redistributed by a media server 284 into unicast streams
286 a, b, and ¢ which are individually received by viewers 288 a, b, and ¢. According to
some embodiments of the invention, there is no difference in the viewers 168 used in a
multicast network and viewers 288 used in the unicast network as shown in FIG. 17. In
the umcast network there are as many streams as there are viewers 168, as the unicast
UDP packets have only one specific viewer address per packet/stream 286. According to
another embodiment of the present invention, the use of unicast streams 286 is used to
implement special media requests as in a Video on Demand (VoD) scenario in which a
user requests mdividual access to material stored in a library or database of stored A/V

program source matenal.
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Turning now to FIG. 18, a block diagram describing another embodiment and
showing mteractions between components in an embodiment of the present invention
usmg network components (e.g., network switches or routers) contammng embedded
media server system functions 1s shown. A network-enabled device 154 interacts with a

5> network 290 having hardware with embedded media server functions. The network

equipment 290 may forward a viewer 168 either from the network equipment itself 290,
which includes embedded media server system components, or from a network-
accessible data store 292. Though the imtial request for content from the network 290
mziy be made mn a vanety of ways, in the embodiment shown m FIG. 18, an HTTP OR

10 HTTPS reﬁuest 1s made from the device 154 to the network 290 as shown by the arrow
294. Néxt, as shown inxthe embodiment of FIG. 18 by arrow 296, the network 290
responds to the request for content by forwarding an agent applet 160 from the network
290 to the device 154. The agent applet 160 executes in the device’s runtime
environment, determines the client environment, and retrieves the appropriate platform

15 specific viewer from the network 290, as shown by the arrow 298. Next, as shown by
the arrow 300, the agent applet 160 loads and executes on the chient the viewer
application designed for operation in the chient environment and adapted to view the
content requested from the network 290. As shown by the arrow 302, 1t 1s alternatively
conternplated that the viewer 168 will be acquired by a datastore 292 accessible by the

20 network 290. While the embodiment of FIG. 8 has been described with respect to the
provisioning of a viewer in response to a request for media content, systems and methods
accordmg to the present invention may provide many types of applications adapted for
use with different types of data. Further, applications to be provided using systems and
methods according td the present invention may be provided within or outside a media

25 server system, and may be provided using a variety of data storage and provisioning
systems, such as a logical data carousel.

In addition to embodiments described above or in the accompanying claims,
several embodiments of the present inventions will now be described.

ALTERNATIVE EMBODIMENT A:

30 A system for enabling a user to view a content file through a client device, said
chient device having an environment including a central processing unit, an operating
system and a browser, the system comprising:

an electronic data network accessible by the browser of the client device;
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a chent environment finder for determiming the environment of the chient
device when the client device i1s in communication with the network;

a viewer selector for selecting a content viewer compatible with the
environment of the chient device; and

a viewer downloader for providing the selected content viewer to the

client, wherein the client device uses the selected content viewer to view the content file

received from the network.

ALTERNATIVE EMBODIMENT B:

The system of alternative embodiment A, above, wherein the content file includes

streamed audio-video.

ALTERNATIVE EMBODIMENT C:

The system of alternative embodiment A, above, wherein the network 1s selected
from the group consisting of: a multicast network, a unicast network, a unicast on

demand network, an internet, and an intranet.

ALTERNATIVE EMBODIMENT D:

The system of alternative embodiment C, above, wherein the content file inciudes

streamed audio-video.

ALTERNATIVE EMBODIMENT E:

The system of alternative embodiment A, above, wherein when the client device
requests a web page from a server on the network, the server sends the web page
including an applet through the network to the client device, wherein the applet includes

the client environment finder.

ALTERNATIVE EMBODIMENT F:

The system of alternative embodiment E, above, wherein when the client device
requests a content file hnked to said web page, the client environment file determines the
environment of the client device, provides the determined client environment to the
viewer selector, and causes the viewer selector to select a content viewer compatible with
the environment of the client device.

ALTERNATIVE EMBODIMENT G:

The system of alternative embodiment F, above, wherein applet includes the

viewer selector.

ALTERNATIVE EMBODIMENT H:

NI
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The system of alternative embodiment G, above, wherein the viewer selector

includes a configuration file for determining the compatible viewer for the client device

based on the environment of the client device.

ALTERNATIVE EMBODIMENT I:

5 The system of alternative embodiment F, above, wherein applet includes the

client environment finder.

ALTERNATIVE EMBODIMENT J:

The system of altemative embodiment A, above, wherein the viewer selector

includes a configuration file for determining the compatible viewer for the client device

10 based on the environment of the chient device.

ALTERNATIVE EMBODIMENT K:

A system for enabling a user to view streamed audio-video media through a client
device, said chient device having an environment incliding a central processing umt, an
operating system and a browser, the system comprising:

15 an electromic data network accessible by the browser of the client device,
wherein the network ts selected from the group consisting of: a multicast network, a

unicast network, a unicast on demand network, an mtemet and an intranet;

a chient environment finder for determiming the environment of the client
device when the client device is imn communication with the network, wherem when the
20  client device requests a web page from a server on the network, the server sends the web
page including an applet through the nétwork to the clhient device, wherein the applet

includes the client environment finder;

a viewer selector for selecting a content viewer comﬁatible with the
environment of the client device, wherein when the client device requests a content file

25 lhnked to said web page, the client environment file determines the environment of the

client device, provides the determined client environment to the viewer selector, and
causes the viewer selector to select a content viewer compatible with the environment of
the chent device; and

a viewer downloader for providing the selected content viewer to the

30 chent, wherein the client device uses the selected content viewer to view the streamed

audio-video media recerved from the network.

ALTERNATIVE EMBODIMENT L:
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The system of alternative embodiment K, above, wherein the applet includes the

viewer selector.

ALTERNATIVE EMBODIMENT M:

The system of alternative embodiment K, above, wherein the viewer selector
includes a configuration file for determuning the compatible viewer for the client device

based on the environment of the chent device.

ALTERNATIVE EMBODIMENT N:

The system of altemative embodiment L, above, wherein the applet includes the

chent environment finder.

ALTERNATIVE EMBODIMENT O:

The system of alternative embodiment K, above, wherein the viewer selector
includes a configuration file for determining the compatible viewer for the client device

based on the environment of the client device.

ALTERNATIVE EMBODIMENT P:

A system for enabling a user to view a content file through a client device,
said system compnsing:

an electronic data network;

a storage device accessible though said network and including a plurality
of different content viewers, each for enabling one of a plurality of client devices with

different environments to view the content file;

means for determining the environment of the client device ot the user;

means for selecting a content viewer from the plurality of content viewers

compatible with the environment of the chient device of the user; and

means for downloading the selected content viewer to the client device.

ALTERNATIYE EMBODIMENT Q:

A system for enabling a user to view audio-video media, the system
comprising:

an electronic data network adapted to provide at least one audio-video
media;

at least one chent device adapted to communicate with said network, the

client device having a hardware and software environment; and

a content viewer accessible through the network and adapted to be

downloaded to the client device through the network, the content viewer compatible with
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the environment of the chient device and selected from a plurahity of content viewers

accessible through the network which are compatible with chent devices having different

hardware and software environments.

ALTERNATIVE EMBODIMENT R:

A method for enabling a user to view content through a chient device
selected from a plurality of client devices which are adapted to communicate with a
network, wherein each chient device has an environment including a central processing
unit, an operating system and a browser for accessing said network, said method
compnsing the steps of:

determining the environment of the user’s client device mcluding the
central processing unit, operating system and browser of said client device;

selecting a viewer compatible with the determined environment of the
user’s client device from a plurality of viewers accessible though the network which each
enable one of the plurality of client devices with different environments to view content;

and

downloading the selected viewer to the user’s client device.
ALTERNATIVE EMBODIMENT S:
The method of alternative embodiment R, above, which includes receiving a
request from the user’s chient device for content from a plurality of different content.
ALTERNATIVE EMBODIMENT T: -
A method for enabling a chent device to play a content file obtained

through an electronic data network, the client device having a hardware and software

environment, the method compnsing the steps of:

selecting and imtializing through the network a content viewer compatible
with the environment of the client device from a plurality of content viewers which are
each compatible with one of a plurality of client devices having different environments;
executing the content viewer on the chent device; and

deleting the content viewer from the chent device upon a termination

event occurring on the chent device.

ALTERNATIVE EMBODIMENT U:

The method of alternative embodument T, above, wherein the step of

mitializing the content viewer compatible with the environment of the client device

includes:
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the client device requesting a web page from a server on the network;
the server sending the web page through the network to the chent device,

said web page including an applet;

the client device requesting from a server on the network a content file

linked to the web page;

determuning the hardware and software environment of the client device;

selecting said content viewer compatible with hardware and software

environment of the chient device; and

providing the content viewer to the chent device through the network.

ALTERNATIVE EMBODIMENT V:

The method of altermative embodiment U, above, wherein the applet determines

the hardware and software environment of the chent device.

ALTERNATIVE EMBODIMENT W:

The method of alternative embodiment U, above, wherein the applet selects said

content viewer compatible with the hardware and software environment of the chent

device.

ALTERNATIVE EMBODIMENT X:

The method of alternative embodiment U, above, which mncludes the step of

stopping mitialization if the client device does not support the applet.

ALTERNATIVE EMBODIMENT Y:

The method of alternative embodiment U, above, wherein the step of selecting a
content viewer compatible with the hardware and software environment of the client
device 1includes the applet reading a configuration file from a server in communication
with the network.

ALTERNATIVE EMBODIMENT Z:

The method of alternative embodiment T, above, which includes the step ot

requesting the selected content viewer from a server in communication with the network.

ALTERNATIVE EMBODIMENT AA:
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The method of alternative embodiment T, above, wherein the step of
executing the content viewer mncludes:
determining whether a content viewer has been downloaded to the chent
device;
5 stopping execution of the media file viewer 1f a previously downloaded
content viewer is playing on the client device;
continuing execution of the content viewer 1f a previously downloaded
content viewer is not playing on the client device;
deleting any previously downloaded content viewer not playmg on the
10 client device; ‘
downloading from a server in communicahon with the network the
selected content viewer compatible with the environment of the client device;
wnting the downloaded content viewer to the client device;
instructing the client device to execute the downloaded content viewer;,
15 and
executing the downloaded content viewer on the client device.

ALTERNATIVE EMBODIMENT AB:

The method of alternative embodiment AA, above, wherein the applet pertorms

all the steps except executing the downloaded content viewer.

20 ALTERNATIVE EMBODIMENT AC:

The method of alternative embodiment AA, above, which includes determimng 1f

user authorization is required to download the selected content viewer.

ALTERNATIVE EMBODIMENT AD:

The method of alternative embodiment AC, above, which mcludes an applet

25 performing the required authonzation.
ALTERNATIVE EMBODIMENT AE:
The method of alternative embodiment AA, above, which includes the step of
making the viewer executable 1f the environment of the chent device 1s UNIX.

ALTERNATIVE EMBODIMENT AF:
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The method of alternative embodiment AA, above, wherein the step of deleting
the content viewer from the client device upon a termination event, including deleting

the content viewer from the client device, and cleaming an allocated resource from the

chient device.

S ALTERNATIVE EMBODIMENT AG:

The method of alternative embodiment AF, above, which includes the steps of

instructing an applet to stop the content viewer and delete the content viewer from the

chient device.

ALTERNATIVE EMBODIMENT AH:

10 The method of alternative embodiment AF, above, wherem the app]etfdelete.s' the .

content viewer from the chent device.

ALTERNATIVE EMBODIMENT Al

The method of altemative embodiment AF, above, wherem the applet cleans an

allocated resource from the client device.

15 ALTERNATIVE EMBODIMENT AJ:

A method for enabling a client device adapted to communicate with an electronic
data network to play a content file, the client device having an environment including
hardware and software, the method compnsing the steps of:

selecting and providing through the network a content viewer compatible
20 with the environment of the client device from a plurality of content viewers which are
each compatible with one of a plurality of client devices having different environments;
intializing the content viewer on the chient device;
executing the content viewer on the client device; and

deleting the content viewer from the client device upon a termination

25 event.

ALTERNATIVE EMBODIMENT AK:

The method of alternative embodiment AJ, above, wherein the step of

mmitializing the content viewer includes:

the client device requesting through the network a web page from a

30 server;
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the server sending the wel: page thiough the network to the chent device,

the web page mcluding an applet;

the client device requesting from a server in communication with the

network a content file inked to the web page;

reading the environment of the chent device;

selecting a content viewer compatible with environment of the chent

device; and

providing the selected content viewer to the client device.

~ ALTERNATIVE EMBODIMENT AL:

The method of alternative embodiment AKX, above, wherein the applet reads the

environment of the chient device.

ALTERNATIVE EMBODIMENT AM:

The method of alternative embodiment AK, above, wherein the applet selects a

content viewer compatible with the environment of the chient device.

ALTERNATIVE EMBODIMENT AN:

The method of alternative embodiment AK, above, which includes the step of

aborting 1nmitialization if the client device does not support the applet.

ALTERNATIVE EMBODIMENT AO:

The method of altemative embodiment AM, above, wherem the step of selecting

a content viewer compatible with the environment of the client device includes the applet

reading a configuration file.

ALTERNATIVE EMBODIMENT AP:

The method of alternative embodiment AK, above, which includes requesting the

selected content viewer from a server 1n communication with the network.

ALTERNATIVE EMBODIMENT AQ:

The method of alternative embodiment AP, above, wherein the applet requests

the selected content viewer from a server in communication with the network.

ALTERNATIVE EMBODIMENT AR:
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The method of al:=mative embodiment AJ, above, wherem the stép of
executing the content viewer includes:
determining whether a content viewer has been downloaded to the chent
device;
5 ' stopping execution of the media file viewer 1if a previously downloaded
content viewer is playing on the client device;
continuing execution of the content viewer if a previously downloaded
content viewer is not playing on the client device;
“deleting any previously downloaded content viewer not playing on the
10  client device;
. downloading from a server in communication with the network the
selected content viewer compatible with the environment of the client device;
wrniting the downloaded content viewer to the client device;
mstructing the client device to execute the downloaded content viewer;
15 and

executing the downloaded content viewer on the chient device.

ALTERNATIVE EMBODIMENT AS:

The method of alternative embodiment AR, above, wherein the applet performs
all the steps except executing the downloaded content viewer.

20 ALTERNATIVE EMBODIMENT AT:

The method of alternative embodiment AR, above, which includes determining 1f
user authorization is required to download the selected content viewer to the chent

device.

ALTERNATIVE EMBODIMENT AU:

25 The method of alternative embodiment AT, above, which includes an applet

performing the required authorization.

ALTERNATIVE EMBODIMENT AV:

The method of alternative embodiment AR, above, which includes the step of

making the viewer executable 1f the environment of the chent device 1s UNIX.

30 ALTERNATIVE EMBODIMENT AW:
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The method of altermat.ve embodiment AR, above, wherein the step of deleting
the content viewer from the client device upon a termination event, including deleting

the content viewer from the client device, and cleamng an allocated resource from the

chent device.

ALTERNATIVE EMBODIMENT AX:

The method of alternative embodiment AW, above, which includes the steps of
instructing an applet to stop the content viewer and delete the content viewer from the

client device.

ALTERNATIVE EMBODIMENT AY:

A method for enabhing a chient device to play a content file, said chent

device having an environment of hardware and software, the method comprising the

steps of:
establishing communication between the client device and a network;
the client device initializing a content viewer received through the
network whiach 1s compatib]e with the chent device environment from a plurahity of

content viewers which are each compatible with one of a plurahity of client devices

having different environments;

executing the content viewer on the client device; and

deleting the content viewer from the client device upon a termination

ecvent.
ALTERNATIVE EMBODIMENT AZ:

The method of claim AY, wherein the step of executing the content

viewer includes:

determining whether a content viewer has been downloaded to the client
device;
stopping execution of the media file viewer 1f a previously downloaded

content viewer is playing on the client device;

continuing execution of the content viewer if a previously downloaded

content viewer 1s not playing on the chent device;

deleting any previously downloaded content viewer not playing on the

client device:
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downloading from a server in commumnication with the network the

selected content viewer compatible with the client device environment;
wnting the downloaded content viewer to the chent device;

instructing the client device to execute the downloaded content viewer;

and

executing the downloaded content viewer on the chent device.

ALTERNATIVE EMBODIMENT BA:

The method of altemative embodiment AZ, above, wherein the applet performs

all the steps except executing the downloaded content viewer.

ALTERNATIVE EMBODIMENT BB:

The method of alternative embodiment AZ, above, which includes determmmng if
chient device authornzation is required to download the selected content viewer.
ALTERNATIVE EMBODIMENT BC:

The method of alternative embodiment BB, above, which includes an applet

performing the required authonzation.

ALTERNATIVE EMBODIMENT BD:

The method of alternative embodiment AZ, above, which includes the step of
making the viewer executable if the client device environment 1s UNIX.

ALTERNATIVE EMBODIMENT BE:

A method for enabling a client device to play a content file, said chient
device having an environment, the method compnising the steps of:

selecting and initializing through a network a content viewer compatible
with the client device environment selected from a plurality of content viewers which are
each compatible with one of a plurahty of client devices having different environments

providing content to the chent device through the network executing the
content viewer to view content provided through the network;

deleting the content viewer from the client device upon a termnation

event.

ALTERNATIVE EMBODIMENT BF:
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The method of alternative embodiment BE, above, wherein the step of deleting

the content viewer from the client upon a termination event includes deleting the content

viewer, and cleamng an allocated client device resource.

ALTERNATIVE EMBODIMENT BG:

5 The method of alternative embodiment BF, above, which includes the steps of

instructing an applet to stop the content viewer and delete the content viewer from the

chient device.

ALTERNATIYE EMBODIMENT BH:

The method of alternative embodiment BG, above, wherein the applet deletes the

10 content viewer from the client device.

ALTERNATIVE EMBODIMENT BI:

The method of alternative embodiment BG, above, wherein the applet cleans an
allocated client device resource.
While particular embodiments and applications of the present mvention have
15 been illustrated and described, it is to be understood that the invention 1s not hmited to
the precise construction and compositions disclosed herein and that various
modifications, changes, and variations may be apparent from the foregoing descrniptions.
For example, systems and methods according to the present mvention may be provided
for purposes other than to present audio and render video. For example, spread sheets,
20 word processors, games, and other types of software may be provided when content
specific to those types of software is requested. Such embodiments are contemplated as
being included in the present invention without departing from the spint and scope of the

invention as defined in the appended claims.
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The embodiments of the invention in which an exclusive property or privilege 1s

claimed are defined as follows:

1. A method for accessing media from a media server system using a device, the
method comprising:
requesting from within a runtime environment on said device media content from a

selection of content sources;

downloading a provisioning program onto said device for execution in said runtime
environment, said provisioning program identifying a platform of said device;

sending to said media server system information regarding said platform of said device;

receiving from said media server system a binary application for execution on said

platform of said device;
receiving a media stream from said media server system; and

using said binary application to decode said media stream and to provide said requested

media content on said platform of said device.

2. The method of claim 1, wherein requesting the media content comprises

requesting the media content via an HTTP or HTTPS request.

3. The method of claim 1 or 2, wherein the platform is a JAVA(tm) runtime
environment.
4, The method of any one of claims 1 to 3, wherein downloading the provisioning

program to the device comprises downloading the provisioning program over an Internet

Protocol network.

5. The method of any one of claims 1 to 4, wherein the media stream comprises

audio/video content and informational services content.

6. The method of any one of claims 1 to 5, further comprising logging and
transmitting statistical and event data to the media server system, the statistical and event

data comprising information on the media stream received by the device.
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7. The method of any one of claims 1 to 5, wherein logging and transmitting

statistical and event data comprises transmitting the statistical and event data over a

UDP/IP network.

8. The method of any one of claims 1 to 7, further comprising receiving the media

stream only upon establishing proper entitlement to the media stream:.

9. The method of any one of claims 1 to 8, wherein receiving the media stream

comprises receiving the media stream using multicast User Datagram Protocol.

10.  The method of any one of claims 1 to 3, wherein the media stream comprises
network services navigation data, electronic program guide data, entertainment services,
interactive services, authorization information, order confirmation, conditional access
entitlement information and commands, sports information, weather information,

financial information, news information, or configuration data.

11.  The method of any one of claims 1 to 10, wherein the provisioning program

identifies the platform of the device without user intervention.
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