w0 20197207652 A1 |0 0000 00000 O O 0

) FRFBAEFWICE DWW T LRI N -ERLERR

(9 e AT g SR
T \ N
OBttt = WO 20197207652 A1
019F10A318(31.102019) == o L
(51) EFRFrEFO%R: 749 REAN: B H R % 5 X B &
GOID 21/00 2006.01)  GOIP 21/00 (2006.01) A(MIZOT INTERNATIONAL PATENT FIRM);
GOIC 19/00 (2013.01) T2470056 MRJIBHETAM_TH1 7
@) EREREES - PCT/IP2018/016647 &1 0% 3 Kanagawa (JP).
(22) ERSIHEER - 2018748248 24.042018) OV HEEFROBUWIRY, £ TORADEMR
o ) ENTHE): AE. AG. AL, AM, AO, AT, AU, AZ,
(25) ERHEDSEE HASE BA, BB, BG, BH, BN, BR, BW, BY, BZ, CA, CH,
(26) ERABOSE : AA:E CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,

DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, I, IN, 1R, IS, JO, JP, KE, KG, KH,
KN, KP,KR, KW, KZ, LA, LC,LK, LR, LS, LU, LY,
MA, MD, ME, MG, MK, MN, MW, MX, MY, MZ,
NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT,

(7)) BEEA : = Z BN 24 MITSUBISHI ELEC-
TRIC CORPORATION) [JP/JP]; T1008310 3R
RHAETARABXAORZ-DTBH T &
35 Tokyo (JP).

(7)) FBE: H A M K (NASHIMOTO, Shoei); QA, RO, RS, RU, RW, SA, SC, SD, SE, SG, SK, SL,
T1008310 RRERMFRBERXALOKWZTH7 SM, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA,
H#35 ZZ2EBEHHE A KRN Tokyo (JP). UG, US, UZ, VC, VN, ZA, ZM, ZW.

#AK KEH(SUZUKI, Daisuke); T1008310 R R
BFREXRALORN-ZTHITIHEIE =2
BN E A Tokyo (P).

B4 FHEE(RTDRWRY, 2TOEEDLIFER
EHTARE): ARIPO (BW, GH, GM, KE, LR, LS,
MW, MZ, NA, RW, SD, SL, ST, SZ, TZ, UG, ZM,

(54) Title: ATTACK DETECTION DEVICE, ATTACK DETECTION PROGRAM, AND ATTACK DETECTION
METHOD

(54) READEM 1 WERANKE, XBRN 70T 5 LARVCEBR TGS

la

BELTET 2N AA " 1a Inclination sensor maodule
2a

lla #Er—5 2 Aftack detection device
3  Controller
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DD FF 22 Attack determination unit
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mﬁ%ié\g 7 AA  Angular velocity data

__________________________________________ BB Acceleration data
CC Magnetic data
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2 i DD Sensor data
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A 7" S -~ FF  Gravity vector and geomagnetic vector errors
v v (g’!ﬁﬁmﬂi) GG Correlation value
AHER BORM AL | oL HH Determination result (normal or abnormal)
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(57) Abstract: In the present invention, a correlation calculation unit (21) receives sensor data consisting of magnetic
data and acceleration data from a sensor fusion unit (12a) and calculates a correlation value. An attack determination
unit (22) acquires the correlation value from the correlation calculation unit (21) and acquires a gravity vector error and
geomagnetic vector error calculated in the process of sensor fusion from the sensor fusionunit (12) as error data. The attack
determination unit (22) determines whether there has been an attack on an inclination sensor module (1a) by comparing
the correlation value with a threshold corresponding to the correlation value and comparing the error data with thresholds
corresponding to the error data.
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