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SYSTEMAND METHOD FOR LOCAL DATA 
CONVERSION 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. The present application is a non-provisional appli 
cation of and claims priority to U.S. Provisional Application 
No. 61/643,050, filed May 4, 2012, the entire contents of 
which are herein incorporated by reference for all purposes. 

BACKGROUND 

0002. As electronic devices become more abundant, pow 
erful, and capable of performing more tasks, mobile commu 
nication devices have become instrumental in processing and 
completing a number of different types of transactions. This is 
especially true of developing and rural regions where tradi 
tional transaction processing infrastructure does not exist. 
Accordingly, the use of mobile devices in payment transac 
tions has become more common, ubiquitous, and desirable by 
consumers. However, as more cities, counties, states, coun 
tries, and regions use mobile and public communications 
infrastructure for processing payments, different national, 
legal, and geographical barriers have created a patchwork of 
different regulations, restrictions, and rules related to the 
transfer of information across these legal and physical barri 
CS. 

0003 For example, some regions may have restrictions on 
the type of information that can be exported outside of the 
region and/or may have limited data processing capabilities. 
0004 Embodiments of the invention provide technical 
solutions to these and other problems, individually and col 
lectively. 

BRIEF SUMMARY 

0005 Embodiments of the invention are directed to meth 
ods, apparatuses, computer readable media, and systems for 
processing transactions at a central processor located outside 
of a restricted Zone using conversion or filtering of restricted 
data to unrestricted data. Embodiments of the present inven 
tion provide an easily customizable system that facilitates 
centralized processing of transactions comprising restricted 
information for different regions with different restrictions in 
order to allow a centralized processor located outside of a 
restricted area to process a transaction originating from 
within a restricted area. 
0006. One embodiment of the invention is directed to a 
method comprising receiving, at a server computer located 
outside a restricted Zone, a transaction request message 
including an unrestricted account alias, wherein the unre 
stricted account alias was previously converted from a 
restricted account identifier into the unrestricted accountalias 
by a server computer located in a restricted Zone. The server 
computer located outside the restricted Zone may determine 
an account associated with the unrestricted accountalias and 
process the transaction request message. Furthermore, the 
server computer may generate a settlement file associated 
with the transaction request message including the unre 
stricted accountalias and send the settlement file to the server 
computer located in the restricted Zone. The server computer 
located in the restricted Zone converts the unrestricted 
accountalias to the restricted account identifier and send the 
settlement file to a mobile network operator associated with 
the transaction request message, and wherein the mobile net 
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work operator settles the transaction by transferring money 
between one or more accounts or issuers located in the 
restricted Zone. 
0007 Another embodiment is directed to a central pro 
cessing platform comprising a management server computer 
coupled to an account information database, the management 
service computer comprising a processor, and a computer 
readable medium coupled to the processor, the computer 
readable medium comprising code configured to perform a 
method, the method comprising receiving a transaction 
request message including an unrestricted account alias, 
wherein the unrestricted account alias was previously con 
verted from a restricted account identifier into the unre 
stricted account alias by a server computer located in a 
restricted Zone. The server computer located outside the 
restricted Zone may determine an account associated with the 
unrestricted accountalias and process the transaction request 
message. Furthermore, the server computer may generate a 
settlement file associated with the transaction request mes 
sage including the unrestricted account alias and send the 
settlement file to the server computer located in the restricted 
Zone. The server computer located in the restricted Zone con 
verts the unrestricted account alias to the restricted account 
identifier and send the settlement file to a mobile network 
operator associated with the transaction request message, and 
wherein the mobile network operator settles the transaction 
by transferring money between one or more accounts or issu 
ers located in the restricted Zone. 
0008. These and other embodiments of the invention are 
described in further detail below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0009 FIG. 1 shows a transaction processing system 
including a local data conversion system according to an 
exemplary embodiment of the present invention. 
0010 FIG. 2 shows a local processing platform of a trans 
action processing system located in a restricted Zone, accord 
ing to an exemplary embodiment of the present invention. 
0011 FIG. 3 shows a centralized processing platform of a 
transaction processing system located outside a restricted 
Zone, according to an exemplary embodiment of the present 
invention. 
0012 FIG. 4 shows an exemplary method of processing a 
transaction originating in a restricted Zone using a centralized 
processing platform and a local processing platform using a 
restricted data converter, according to an exemplary embodi 
ment of the present invention. 
0013 FIG. 5 shows a mobile communications device 
according to an exemplary embodiment of the present inven 
tion. 
0014 FIG. 6 illustrates an exemplary computer system in 
which various embodiments may be implemented. 

DETAILED DESCRIPTION 

00.15 Embodiments of the present invention relate to data 
conversion and aliasing schemes that may be used when a 
centralized processing platform located outside of a restricted 
Zone is used to process transactions originating in the 
restricted Zone. 
0016 Centralized processing of transactions is desirable 
for a number of reasons including reducing infrastructure 
investment in each region as a centralized processor can pro 
vide the same processing for a number of different regions 
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using a single platform, instead of investing in independent 
and repetitive platforms for each region. Additionally, cen 
tralized processing is more efficient, faster, and allows for 
easier management and maintenance of systems. However, 
due to the vast number of different regions and different 
restrictions implemented by each region, a centralized pro 
cessing may be restricted for countries restricting information 
that is used in transaction processing. Accordingly, embodi 
ments of the invention provide data conversion and aliasing 
schemes to allow for more efficient and effective centralized 
processing of transactions, service requests, and any other 
requests. 
0017. In embodiments of the invention, a mobile manage 
ment service (MMS) system may process transactions from a 
central location (e.g., a centralized processing platform) and 
may be in communication with one or more local platforms 
(e.g., first processing platforms) from one or more regions 
(e.g., restricted Zones). Each region may have a different set 
of rules that each local platform may implement in order to 
comply with the rules, regulations, and data restrictions for 
each region. Accordingly, in some regions, an aliasing 
scheme may be implemented, because some restricted data 
cannot leave that specific region. For example, in some 
regions, telephone number information cannot leave the 
region, but it may be inefficient and ineffective to process the 
transactions within the particular region. Accordingly, a cen 
tral processing platform may be configured to process trans 
actions on behalf of issuers or financial entities within the 
region. The central processing platform provides better pro 
cessing capabilities due to the increased scale of transaction 
processing at the central processing platform, provides more 
efficient processing of transactions due to the central location 
of the processing platform, and provides flexibility to differ 
ent regions to allow for many different Solutions and the most 
effective processing for each region. Accordingly, an aliasing 
scheme may be implemented at a local platform in the region 
to convert the restricted telephone numbers to unrestricted 
accountaliases when transmitting transaction information to 
a central mobile management service server located outside 
of the restricted region. 
0018. In order for the mobile management service com 
puter, located at a centralized location (e.g., the United States 
of America), to be able to process a transaction, transaction 
data may need to be exported from the region where the 
transaction was initiated. However, the transaction data may 
include some data that is restricted from export by local 
restrictions, regulations, or laws and as such, the transaction 
data may not be allowed to be exported. Accordingly, a need 
exists for processes to allow transactions to be processed 
outside of the local platform without breaking local laws or 
regulations regarding restricted data. Further information 
regarding the capabilities of the mobile management service 
computer, the mobile payment transaction system, and types 
of transactions that may be processed by the mobile manage 
ment service server computer may be found in related U.S. 
application Ser. No. 13/755,213, filed Jan. 31, 2013, titled 
“Mobile Managed Service, which is hereby incorporated by 
reference in its entirety, for all purposes. 
0019 Embodiments of the present invention address this 
problem and others by implementing a data converter which 
may convert restricted data to an unrestricted account identi 
fier or account alias. For example, the data converter may 
convert a restricted account identifier (e.g., a telephone num 
ber) to an unrestricted account alias (e.g., a primary account 
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number (PAN)) so that payment data and settlement commu 
nications can be routed from a first processing platform (e.g., 
located in a developing nation or region) to a central process 
ing platform (e.g., located in a developed nation or region, for 
instance, the United States). The central processing platform 
may then provide more efficient and effective processing of 
the transaction. However, the central processing platform is 
not limited to a single platform, accordingly, the central pro 
cessing platform may also be called a second processing 
platform. Similarly, a first processing platform may be 
referred to as a local processing platform and there may be 
many different local processing platforms within a single 
restricted Zone or numerous restricted Zones. 

0020 For example, for a particular payment transaction, a 
person located in a restricted Zone may want to pay a bill with 
a mobile communication device (e.g., a mobile phone). A 
communication message (e.g., an Unstructured Supplemen 
tary Service Data (USSD) message) may be sent to the mobile 
management service computer (located at a central process 
ing platform) via the mobile network operator associated with 
the person’s mobile communication device, the USSD 
Aggregator associated with the mobile network operator, and 
a first or local processing platform. 
0021. At the local processing platform, a data converter 
may convert the telephone number into an alias (e.g., a per 
Sonal account number, personal account identifier, or other 
identifier associated with a person’s account) and the mes 
sage can get routed to the mobile management service server 
computer outside the restricted Zone. The message may no 
longer include the phone number (restricted information) and 
instead may identify the consumer through the alias (unre 
stricted information). The mobile management service at the 
central processing platform located outside the restricted 
Zone (e.g., the United States) may then receive the alias which 
may be shared with the central processing platform or may be 
associated with the account information of the consumer Such 
that the mobile management service could determine which 
account the alias was associated with. The mobile manage 
ment service may then authenticate the account and mobile 
communication device, process the transaction using a 
mobile transaction processing platform, or route the transac 
tion to a payment processing network for a typical debit or 
credit transaction, which may receive an authorization from a 
bank for the transaction. The central processing platform and 
the local processing platform may communicate in this man 
ner as many times as necessary for a transaction processing. 
For example, as will be described in further detail below, 
separate messages may be sent in order to authenticate a 
consumer and/or provide biller information (or other trans 
action information) for a transaction to a consumer during a 
transaction. Accordingly, with each message a restricted 
information conversion (and vice versa) may occur. 
0022. Additionally, in some embodiments, the restricted 
data converter may convert multiple different pieces of 
restricted information into multiple unrestricted information 
for a single message or multiple messages during a transac 
tion. The multiple pieces of unrestricted information may 
further be converted back into restricted information and may 
be transmitted to additional unrestricted and/or restricted 
Zones. For example, if a centralized processing platform has 
servers in multiple unrestricted Zones or has some processing 
capabilities split between an unrestricted Zone and a restricted 
Zone, the restricted information and unrestricted information 
may be converted as many times as necessary and sent to as 
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many different platforms as necessary to process the transac 
tion in the most efficient and effective manner possible. 
Accordingly, multiple pieces of restricted and unrestricted 
information and multiple transfers of such restricted and 
unrestricted information may be implemented in some 
embodiments of the invention. 

0023. At some later time, a settlement file may be sent 
from the mobile management service to the data converter, 
which may convert the unrestricted account alias (e.g., per 
sonal account identifier) back into a phone number. The first 
processing platform may then send the settlement file along 
with the phone number (restricted accountalias) to the mobile 
network operator for settlement of the transaction. Depending 
on the responsibilities of the mobile network operator and 
issuers, the mobile network operator may inform the issuer of 
the settlement amount and the funds may be transferred to 
settle and clear the transaction (as well as other transactions 
between the mobile network operator and the issuer). Accord 
ingly, a central processing entity may use a data aliasing 
and/or conversion scheme to process transactions at a central 
location even though the transactions were initiated in a 
restricted Zone that limits the export of information used to 
process the transaction. 
0024. In another embodiment, there can be a service 
request database which may reside in the restricted Zone. The 
service requests stored in the service request database may 
comprise restricted information. Accordingly, a local data 
filter located at the first processing platform may filter the 
restricted data to generate an unrestricted service request such 
that an operator located outside the restricted Zone may per 
form the requested service. 
0025 Both the local data filter and the data converter may 
be specific and customized for each country connected to the 
central processing platform. Accordingly, the local data filter 
and data converter may be specific for each country or 
restricted Zone so that the restricted data that is particular to 
each country may be filtered or converted during a transac 
tion. Accordingly, the capabilities and responsibilities for 
each local processing platform and central processing plat 
form for each restricted Zone may be different. Therefore, a 
custom system may be created for each restricted Zone that 
allows for flexibility, customization, and the most efficient 
possible transactions for each unique region’s specific infra 
structure limitations, regulations, restrictions, and/or laws. A 
hierarchical organization of consumer's based on geographic 
location (or along restricted Zones) and capabilities of the 
local processing platform for those users may be imple 
mented to ensure efficient processing of consumers with 
related or grouped transaction processing. 
0026. Prior to discussing the specific embodiments of the 
invention, a further description of someterms can be provided 
for a better understanding of embodiments of the invention. 
0027. A “transaction request message' may include any 
message associated with the initiation of a transaction. For 
example, a transaction request message may be generated and 
sent through a transaction processing system by a consumer 
using a communication device (e.g., mobile communication 
device), a mobile network operator computer, a service pro 
vider computer, a local processing platform computer, or any 
other entity during or at the initiation of a transaction. The 
transaction request message may be generated in order to 
initiate a transaction and may include any transaction infor 
mation that may be used in processing a transaction by a 
payment processor (e.g., transaction amount, issuer (e.g., 
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bank) identification information (e.g., BIN), an account iden 
tifier associated with the sender (e.g., a primary account num 
ber, mobile wallet identifier, personal information (e.g., 
name, address, Social security number), email address, phone 
number, etc.), a recipient identifier (e.g., e.g., primary 
account number, mobile wallet identifier, personal informa 
tion (e.g., name, address, Social security number, etc.) email 
address, phone number, etc.), authentication credentials for a 
sender (e.g., personal identification number (PIN)), authenti 
cation credentials for the communication device (e.g., a cryp 
togram or other cryptographic identifier for authenticating the 
communication device used in the transaction), etc. The 
transaction request message may include transaction infor 
mation that are not allowed to leave the local region where the 
transaction is initiated (i.e., restricted data), as will be 
described in further detail below. In some embodiments, the 
transaction request message may be generated once all of the 
required information is received or provided for a transaction. 
In Such embodiments, other messages (e.g., authentication 
request messages, authentication response messages, biller 
request messages, etc.) may be generated, sent, and received 
before a transaction request message in order to obtain rel 
evant transaction information. 

0028. A “transaction response message' may include any 
message associated with a response to a transaction request. 
For example, a transaction response message may be gener 
ated in response to a transaction request message received at 
a central processing platform, mobile management service 
server computer, or any other entity within a transaction pro 
cessing system. The transaction response message may be 
sent through a transaction processing system including a con 
Sumer using a communication device, a mobile network 
operator, a service provider, a local processing platform com 
puter, or any other entity during or after completion of a 
transaction. The transaction response message may be gen 
erated in order to complete a transaction and may include any 
transaction information that may be used in processing a 
transaction by a payment processor (e.g., transaction amount, 
issuer (e.g., bank) identification information (e.g., BIN), an 
account identifier, a recipient identifier, etc.) as well as any 
information important for settling, clearing, or managing a 
transaction. The transaction response message may include 
transaction information that may need to be converted in 
order for the transaction response message to be processed at 
a local processing platform, mobile network operator, issuer, 
communication device (e.g., mobile communication device), 
or any other entity located in a restricted Zone, as will be 
described in further detail below. 

0029. According to embodiments of the present invention, 
a “transaction may include any interaction between entities 
in a transaction system. For example, a transaction may 
include a payment transaction (e.g., bill payment, merchant 
payment, etc.), a physical or an electronic account credit or 
loading transaction, a physical or an electronic account debit 
or unload transaction, a transfer request (e.g., person-to-per 
son money transfer, cross-border remittance transaction, 
account-to-account transfer, token-based transfer, etc.), a ser 
Vice request, a request for information, an authentication 
transaction, a cash-out transaction (e.g., ATM withdrawal, 
cashier withdrawal), a cash-intransaction (e.g., ATM deposit, 
cashier deposit), or any other interaction between two entities 
that may necessitate the interaction of an entity outside a 
restricted Zone. Typical services that are performed during 
transactions include payment processing, settlement, dis 
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putes, audit, etc. The mobile management service computer 
or other computer at the centralized processing platform may 
complete as many of these services as possible in order to 
improve the efficiency and effectiveness of the transactions 
originating from the restricted Zone. 
0030. A type of transaction that may be processed by the 
mobile management service server computer may depend on 
the entity requesting the transaction. For example, transac 
tions for a customer may include payment processing (open 
loop scheme, closed loop scheme), fraud/security (fraud miti 
gation, fraud alerting, dual roles for payment auth.), data 
protection/privacy (e.g., secure storage within Visa), payment 
authorization (e.g., PIN for payments, PAN unlock), risk 
management (risk identification, mitigation, monitoring), 
reversal (closed loop reversals, open loop reversals, unified 
reversals tool). After a transaction for a customer, otheractivi 
ties related to the transaction may include clearing and settle 
ment (closed loop settlement, open loop settlement, unified 
settlement tool), invoicing/statements, transaction analytics 
(closed loop analytics, open loop analytics), reconciliations, 
audit/reporting (closed loop analytics, open loop analytics), 
chargeback/reversals/disputes. Depending on the type of 
transaction and the requesting party, the customer may be any 
consumer operating a mobile communication device, a 
mobile network operator, a financial issuer, a USSD aggre 
gator (or other transaction aggregator), and any other entity 
involved in transactions in a restricted Zone. 

0031. Accordingly, transactions may be occur between a 
number of different parties and the services available may be 
determined by the entities involved in the transaction. For 
example, embodiments of the invention may allow for con 
Sumer-to-consumer transactions, consumer-to-business 
transactions, consumer-to-government transactions, busi 
ness-to-consumer transactions, government-to-consumer 
transactions, government-to-business transactions, and gov 
ernment-to-government transactions. Additionally, transac 
tions may be initiated by any device (and are not limited to 
mobile communication devices). For example, Some devices 
that may be used to initiate a transaction include any com 
puter, laptop, tablet, television, set-top box, gaming device, 
etc. Accordingly, embodiments of the invention are not lim 
ited to mobile communication devices and may be imple 
mented using other systems, computers, or any entity that 
may benefit from the centralized processing of transactions 
outside of a restricted Zone. 

0032. According to embodiments of the invention, “trans 
action information may include any data that may be gener 
ated, used, or associated with a transaction. For example, 
transaction information may include a transaction amount, an 
account identifier for a sending account, a recipient account 
identifier, a type of transaction, the type of entities involved in 
the transaction (e.g., merchant-consumer transaction), a 
request for further information related to a transaction (e.g., a 
message directed at the type of transaction a consumer may 
wish to complete so that a relevant menu may be delivered), a 
type of payment application being used to complete a trans 
action, authentication credentials for a consumer, device, or 
electronic wallet, etc. For instance, in USSD transactions, a 
consumer may open a mobile application and request to ini 
tiate a type of transaction (e.g., payment, transfer, debit/un 
load, credit/load, etc.) and depending on the requested type of 
transaction, a wallet menu may be delivered to the electronic 
device. An actual transaction request message may or may not 
be generated at this point depending on the configuration of 
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the system. However, the transaction information may be 
used in the transaction request message when it is generated. 
0033. A “restricted Zone” or “restricted area” may include 
any legal or physical area where the transmission of some 
data is restricted. The restricted Zone may be a country, state, 
organization, business, or government institution. For 
example, a restricted Zone could be a state, region, or country 
that has insufficient infrastructure or regulates and/or does not 
allow the transmission of Some information (e.g., mobile 
telephone numbers) outside of the State, region, or country. 
0034. According to some embodiments of the invention, 
“restricted data' or “restricted information” may include any 
information that is regulated or restricted in any manner 
within a restricted Zone, area, or region. For example, 
restricted data may include a telephone number, email 
address, name, Social security number, mobile wallet identi 
fier, residential address, account identifier, bank or issuer 
identifier (e.g., BIN), or any other information. The restricted 
information may be combined in a transaction request or 
other message Such that it may be combined with unrestricted 
information. 

0035 An "issuer may refer to an institution, such as a 
bank, mobile network operator, or other entity that creates 
and maintains accounts for account holders. For example, an 
issuer may issue and maintain financial accounts for a con 
Sumer (such as a bank) or mobile device accounts (such as a 
mobile network operator), that may be used in transactions as 
well. For instance, in Some embodiments of the present inven 
tion, the mobile network operator may provide both mobile 
communication services as well as financial account Services 
in order to process payment transactions on a consumer's 
behalf. Additionally, the mobile network operator may inter 
act with a traditional financial issued (e.g., a bank) in order to 
settle transactions or may route the financial messages (e.g., 
settlement files) to a financial issuer. The issuer of a particular 
consumer account may determine whether or not to approve 
or deny specific transactions. In some embodiments, an issuer 
may authenticate a consumer and release funds to an acquirer 
or mobile network operator if transactions are approved (e.g., 
a consumer's account has sufficient available balance and 
meets other criteria for authorization or authentication). 
Additionally, in Some embodiments, a separate mobile trans 
action payment processor may be implemented that performs 
payment operations (including authentication and authoriza 
tion) on behalf of mobile network operators such that the 
mobile network operator is the sole issuer in the transaction. 
0036 An “account identifier may include any identifier 
associated with an account. For example, an account identi 
fier can be a combination of letters, numbers, characters, or 
any other information that is correlated with any account. For 
instance, an account identifier may be associated with an 
account issued by an account issuer, in which funds may be 
requested upon by the account holder, who may be a con 
Sumer or user. Examples of Suitable accounts may be check 
ing accounts, point or reward accounts, virtual money 
accounts (e.g., ZyngaTM dollars, SuperpokeTM coins), or 
credit accounts. 

0037 According to some embodiments of the invention, a 
“restricted account identifier may include any restricted 
information associated with an account. For example, the 
restricted account identifier may include a phone number that 
is not allowed to be transmitted outside of the restricted Zone 
and identifies an account associated with a consumer who is 
the registered with the phone number. For example, in some 
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regions, the restricted account identifier may be a mobile 
phone number of the consumer, which the first processing 
platform, the mobile network operator, or the USSD aggre 
gator may use to manage and facilitate the servicing of the 
consumer's account or may use in a payment transaction. 
0038 An “unrestricted account alias’ or “unrestricted 
account identifier” may include any unrestricted information 
associated with an account. For example, an unrestricted 
accountalias may include any collection of numbers, letters, 
or words that are associated with an account and may be 
transmitted outside a restricted Zone. For instance, the unre 
stricted account alias may include unrestricted information 
that may identify an account (e.g., a Social security number 
that may be accessed by a party to determine an account), a 
pre-configured alias to represent the user (e.g., a username), 
personal information identifying the consumer (e.g., name, 
email address, etc.), an account number for the consumer that 
is not restricted (e.g., a mobile money account number or 
primary account number that is not restricted from being 
transmitted outside the restricted Zone including an issuer 
identifier number (i.e., BIN)), or any other information that 
may be used to identify an account associated with a con 
SUCO S. 

0039. Accordingly, in some embodiments, the unre 
stricted accountalias may be used to determine the identity of 
an account associated with the consumer outside of the 
restricted Zone. For instance, using the example above, the 
restricted mobile telephone number may be associated with 
an account number (e.g., primary account number (PAN) 
associated with a credit card or debit card account) stored in 
a database at the first processing platform. Because the phone 
number is restricted and cannot be transmitted, a data con 
Verter may convert the phone number to the associated 
account identifier (e.g., PAN) before transmitting a message 
to a central processing platform. Thus, the central processing 
platform may identify the consumer account or the consumer 
associated with the account using the unrestricted account 
identifier. 

0040. In embodiments of the invention, the use of an 
account identifier as an unrestricted alias is advantageous and 
not obvious. Typically, account identifiers are considered to 
be confidential information and may be tokenized, converted, 
or Substituted during a transaction in order to protect the 
account identifier. However, in embodiments of the invention, 
the account identifier can be used as a transport mechanism to 
efficiently identify a consumer account and transport data to 
and from an unrestricted Zone. Additionally, in Some cases, 
the account identifier may be an efficient piece of information 
to use to identify the consumer account because the account 
identifier may be used in an ISO message which is normally 
used in typical credit and debit card transactions. Such ISO 
messages may be used to transport data, even though they 
may not be used to authorize transactions, as in typical credit 
and debit card transactions. Further, in embodiments of the 
invention, it is not intuitive that the unrestricted account iden 
tifier does not have to be used to identify an account from 
which money will be transferred to and from during settle 
ment. Rather, in embodiments of the invention, the restricted 
account identifier is used as the primary mechanism to iden 
tify the account from which money will be transferred to 
and/or from during settlement instead of the unrestricted 
account identifier that may be used to complete the transac 
tion at the central processing platform. Accordingly, embodi 
ments of the invention provide more flexible systems that 
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allow for different payment and settlement processes depend 
ing on the capabilities, infrastructure, and Sophistication of 
the local processing platform and the nature of the restrictions 
of the restricted Zone. 

0041. In embodiments of the invention “converting may 
include any process or method of Substitution, replacement, 
or mapping of one piece of information for another. For 
example, in embodiments of the present invention, a 
restricted account identifier may be converted to an unre 
stricted accountalias Such that the restricted account identi 
fier in a transaction request message is replaced or Substituted 
with an unrestricted account alias such that the transaction 
may be transmitted outside of a restricted Zone. However, the 
unrestricted account alias may be mapped to a consumer 
account or otherwise identify the consumer such that the 
correct account may still be determined for processing of a 
transaction outside of the restricted Zone. 

0042. A “restricted service request may include any 
request associated with a service that includes restricted data 
that may not be transmitted outside of a restricted Zone. For 
example, if a mobile network operator is having technical 
difficulties and a service request is generated for a service 
entity to service or repair some aspect of the mobile network 
operator's service outside of the restricted Zone, the mobile 
network operator may include some mobile phone numbers 
that are causing technical difficulties in the service request. 
However, using the example above, the mobile phone num 
bers are restricted and if the restricted service request was to 
be sent for service outside of the restricted Zone, the regula 
tions would be violated. Accordingly, the service request may 
be a restricted service request because the mobile telephone 
number is restricted data. 

0043. An “unrestricted service request may include any 
request associated with a service that does not include 
restricted data. Accordingly, the unrestricted service request 
may include a service request or message comprising service 
information that has had all of the restricted information or 
data from the restricted service request filtered, so that no 
restricted information is contained in the unrestricted service 
request. The definition of restricted information may change 
depending on the restricted Zone where the transaction or 
service request takes place so the restricted information that is 
filtered may change depending on the restricted Zone. 
0044. In embodiments of the invention “filtering may 
include any method of removing data from a file, record, or 
message. For example, restricted information may be filtered 
from restricted service requests or any other data, records, or 
messages that comprise restricted information. As such, the 
filtering may be the reproduction of the underlying data with 
out the restricted information included or could be a blocking 
of the restricted information from being written, reproduced, 
or copied by parties outside the restricted Zone. However, 
according to some embodiments of the present invention, 
some filtered data may be able to be passed outside a 
restricted Zone using “read only access' functionality. The 
read only access may include a non-reproducible transfer of 
data Such that the underlying restricted data is not reproduced 
outside of the restricted Zone. Accordingly, some regulations 
do not allow copying, storing, or reproducing restricted data 
outside the restricted Zone but may allow a system to view the 
data or otherwise access the restricted data as long as it is in a 
“read only or view only access mode, and the data is not 
reproduced. Similar processes may include remotely access 
ing a computer inside the restricted Zone using a virtual pri 
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vate network (VPN) or otherwise allowing a computer out 
side a restricted area gain access to information inside the 
restricted area without requiring reproduction, caching, or 
storing of the restricted information outside the restricted 
ZO. 

0045. A “processing platform” may be a server computer 
or group of server computers configured to process transac 
tions. The processing platform may provide a number of 
services and may process many different types of transactions 
(mobile payment, authentication, fraud monitoring, report 
ing, application Support, service request processing, biller 
determination, etc.). Processing platforms may be located in 
a central location outside of a restricted Zone (central process 
ing platform) or may be located inside a restricted Zone (local 
processing platform). 
0046. A “settlement file' may include any file, message, or 
information associated with clearance and/or settlement of a 
transaction. For example, the settlement file may be created 
during the processing of a financial or payment transaction. 
For a payment transaction, the settlement file may include, 
among other information, an invoice amount (gross amount), 
the transaction fee, and the net amount (the gross amount 
minus the transaction fee and other specified fees, if any) of 
the transaction. The settlement file may be used during a 
clearance and settlement phase of payment processing where 
the financial entities are informed of what final transfers of 
monetary value should be accomplished to complete the 
transaction. 
0047 I. Exemplary Systems 
0048 FIG. 1 shows a transaction processing system 100 
including a local data conversion system according to an 
exemplary embodiment of the present invention. Although 
FIG. 1 shows an exemplary embodiment where a payment 
transaction occurs using a mobile USSD mobile payment 
application in a restricted Zone 130, the process could be 
implemented for any type of transaction and could occur in 
any two areas where data is restricted from being sent from 
one area or Zone to another. For example, the transaction 
could be a service request where consumer information is 
contained therein whose transfer is restricted as well as any 
other transaction where regulated information may be 
required for processing the service request outside the 
allowed area. 
0049. The exemplary transaction processing system 100 
comprises a first or local processing platform 110 in a 
restricted Zone 130 that may communicate with a central 
processing platform 120. The restricted Zone 130 may include 
any region, city, state, country, organization, or other physical 
or legal area where information may be restricted from 
export. Within the restricted Zone 130 there may be consum 
ers, merchants, load-agents, or any other operators of mobile 
communication devices 131, mobile network operator com 
puters 132, issuer computers 135, connections with a pay 
ment processing network computer 160, and a first or local 
processing platform 110. 
0050. A mobile communication device 131 may include 
any mobile device that is configured to communicate with 
another device, computer, system, or apparatus. The mobile 
communication device 131 may be in any suitable form. For 
example, Suitable devices can be hand-held, compact, mobile, 
and enabled to communicate over a network interface (e.g., a 
mobile phone, Smartphone, etc.), and may have an associated 
device identifier (e.g., mobile telephone number). Examples 
of devices include cellular phones, PDAs, personal comput 
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ers (PCs), tablets, smartphones, and the like. The mobile 
communication device may be operated by a consumer, load 
agent, merchant, or any other entity that may wish to partici 
pate in or complete a transaction. 
0051. The mobile network operator computer 132 may be 
a computer or group of computers that provide services to 
consumers operating mobile communication devices. The 
services provided by the mobile network operator 132 may 
include mobile payment generation using the mobile commu 
nication device 131 as well the connection and processing of 
typical communication functionality (phone calls, text mes 
sages, etc.). As such, the mobile network operator 132 may 
need to communicate with an entity that aggregates payment 
requests from a number of different mobile network operators 
(i.e., USSD aggregator 135) so that a mobile network opera 
tor 132 may only have a single contractual relationship with a 
single entity in order to allow payment transactions with their 
mobile network. 
0.052 The USSD aggregator computer 135 may be a com 
puter or group of computers that pool or group many different 
payment transaction requests from different mobile network 
operators 132 and facilitate the processing, clearance, and 
settlement of payments originated using a mobile communi 
cation device 131 on the mobile network operator's 132 com 
munication network. 
0053 An issuer computer 136 may include any computer 
or group of computers operated by a financial issuer. In some 
instances the issuer computer 136 may be operated another 
mobile network operator (not shown) that manages accounts 
outside of the mobile network operator computer 132 or may 
be operated by a tradition financial issuer 136 (e.g., bank). 
The issuer computer 136 may communicate with the mobile 
network operator computer 132 in order to settle financial 
transactions that are initiated between consumers with 
accounts associated with the issuer 136 and other mobile 
network operators, issuers, mobile transaction payment pro 
cessors 170 (e.g., FundamoTM), or any other entities involved 
in mobile payment transactions. 
0054) A payment processing network 160 may include 
data processing Subsystems, networks, and operations used to 
Support and deliver authorization services, exception file ser 
vices, and clearing and settlement services. An exemplary 
payment processing network may include VisaNetTM. Pay 
ment processing networks such as VisaNetTM are able to 
process credit card transactions, debit card transactions, and 
other types of commercial transactions. VisaNetTM, in par 
ticular, includes a VIP system (Visa Integrated Payments 
system) which processes authorization requests and a Base II 
system which performs clearing and settlement services. 
0055. The payment processing network 160 may include 
one or more server computers (e.g., central server) which may 
have computer readable medium comprising code for per 
forming functions that a payment processing network per 
forms. A “server computer or “server' is typically a power 
ful computer or cluster of computers. For example, the server 
computer may be a large mainframe, a minicomputer cluster, 
or a group of servers functioning as a unit. In one example, the 
server computer may be a database server coupled to a Web 
server. The payment processing network 160 may use any 
suitable wired or wireless network, including the Internet. 
One or more databases may be operatively coupled to the 
server computer. 
0056. The first or local processing platform 110 may 
include a local processing platform server computer (not 
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shown) or a group of local server computers that are located 
in a restricted Zone 130 or region. The first processing plat 
form 110 may comprise a restricted data converter computer 
112, a local data filter computer 113, an account information 
database 116, a restrictions database 117 (not shown), a ser 
vice request database 118, and a mirrored biller database 119 
(optional). 
0057 FIG. 2 shows a local processing platform of a trans 
action processing system located in a restricted Zone in more 
detail. The local processing platform 110 may comprise a 
local processing platform computer 111 comprising a proces 
sor 119A and a computer readable medium 1198 that may 
comprise an account determination module 114 and a service 
request module 115. Although not shown in FIG. 2, in 
embodiments where the local processing platform computer 
111 may authenticate, determine a biller, and complete pre 
liminary transaction request functionality, the local process 
ing platform 110 may comprise modules to complete this 
functionality as well. Accordingly, depending on the data 
restrictions of the restricted Zone 130, the local processing 
platform computer 111 may comprise addition modules (or 
fewer modules), as one of ordinary skill in the art would 
recognize. 
0058. A local processing platform computer 111 may be 
configured to process and orchestrate a transaction between 
the local processing platform and the central processing plat 
form 120. The local processing platform computer 111 may 
be separate from the restricted data converter computer 112 
and/or the local data filter computer 113, or these separate 
computers may be incorporated into the local processing 
platform computer 111 as modules. 
0059. The restricted data conversion computer 112 may be 
configured to convert restricted data into unrestricted data. 
For example, the restricted data converter computer 112 
shown in FIG. 2 may be used to convert restricted account 
identifiers associated with an account to an unrestricted 
accountalias or other unrestricted alias that is associated with 
the consumers account. The data converter computer 112 
may be located within a restricted Zone 130 and may have a 
restricted information filestored in a restrictions database 117 
or other rule set that informs the data converter computer 112 
of what type of information is restricted and needs to be 
converted. As such, the data converter computer 112 may be 
implemented in any other restricted Zone (not shown) and the 
restrictions database 117 may be changed for each restricted 
Zone 130. In the embodiment shown in FIG. 2, the restricted 
data converter computer 112 may receive a message from the 
local processing platform computer 111, may determine the 
restricted information within the message using the restric 
tions database 117, and may convert the restricted informa 
tion into unrestricted information. The unrestricted informa 
tion may be provided by the local processing platform 
computer 111 or may be determined by analyzing the account 
information database 116 independently of the local process 
ing platform computer 111. 
0060 For example, the local processing platform com 
puter 111 may receive a transaction request comprising a 
restricted account identifier (e.g., a phone number) and use an 
account information database 116 to determine an account 
associated with the restricted account identifier. The local 
processing platform computer 111 may then work with the 
restricted data converter computer 112 to replace, substitute, 
or convert the restricted account identifier in the transaction 
request message with the unrestricted account alias and for 

Nov. 7, 2013 

ward the updated transaction request to a mobile management 
service server computer or any other server computer located 
outside the restricted Zone 130 for data processing. 
0061 The restricted data converter computer 112 may also 
convert unrestricted data to restricted data when receiving 
unrestricted accountaliases or other unrestricted data that the 
restricted data converter computer knows should be 
exchanged for the restricted data. The restrictions database 
117 or the account information database 116 may maintain a 
record of information that the restricted data converter com 
puter 112 should exchange so that the restricted data con 
verter computer 112 may determine unrestricted data that 
should be substituted with restricted data. For example, the 
restricted data converter computer 112 may receive a settle 
ment file comprising an unrestricted account alias (e.g., a 
PAN) and may substitute the alias information for a restricted 
account identifier (e.g., phone number) so that the mobile 
payment network may process the settlement file without 
violating PCI compliance requirements or requiring updated 
infrastructure at the mobile network operator, USSD aggre 
gator, etc. 
0062 An account information database 116 may include a 
database comprising account information for consumers that 
are registered to process payments through their mobile 
devices using the local processing platform 110. Registration 
may occur through any Suitable process including direct con 
tact with the consumer or mobile network operators 132 may 
automatically register their consumers with the first process 
ing platform 110. The account information database 116 may 
comprise payment information, authentication information, 
contact information, account information, and any other 
information that the mobile network operator 132, USSD 
aggregator 135, or the consumer operating the mobile com 
munication device 131 may provide the mobile management 
service computer 121 or the local processing platform com 
puter 111. 
0063. In some embodiments, the restricted data converter 
computer 111 may be coupled to one or more databases 
including a mirrored biller database 119 (which may be a 
mirror of a database managed, updated, and controlled from 
the central processing platform). The restricted data converter 
computer 112 may be located at a first processing platform 
110 or may be located and managed by a third party outside 
the first processing platform. Additionally, the restricted data 
converter computer 112 may be located inside the restricted 
Zone 130 so that no further processing of the restricted infor 
mation is necessary. 
0064. The mirrored biller database 119 may include a 
database of biller information that may be used to determine 
which billers, payment recipients, or other contacts are avail 
able for performing transactions through a consumer account 
with a mobile managed service computer 121, mobile net 
work operator 132, or USSD aggregator 135. The biller data 
base 151 may be located outside the restricted Zone 130, 
however, in some embodiments where the local processing 
platform 110 may complete transaction processing steps 
including user and device authentication, recipient or biller 
availability, or other processing tasks, the first processing 
platform may maintain an active copy or mirror of the biller 
database 151 on the local processing platform as well, in the 
form of a mirror biller database 119. Accordingly, the mir 
rored biller database 119 may be managed by the mobile 
management service computer 121, a bill pay aggregator 
computer 150, or other third party located outside the 
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restricted Zone 130. However, the mirrored biller database 
119 may be provided to the first processing platform 110 in 
order to speed up processing times for transactions by allow 
ing the first processing platform 110 to determine available 
billers without having to communicate with the mobile man 
agement service computer 121 located at the central process 
ing platform 120. Accordingly, in Some embodiments, the 
consumer operating the mobile communication device 131 
may receive a message of available billers without any com 
munication with the central processing platform 120 being 
necessitated before the transaction request message is gener 
ated. 

0065. The local processing platform computer 111 may 
also comprise a service request module that may be used to 
process, service, and facilitate the performance and comple 
tion of service requests. The local processing platform com 
puter 111 may interact with a local data filter computer 113 
(or the local data filter computer 113 may be incorporated into 
the local processing platform computer 111). The local data 
filter computer 113 may include any computer program, ana 
log hardware device, computer readable medium comprising 
instructions to filter data, or any other device that is capable of 
receiving data and determining whether that data is restricted. 
If the data is restricted, the local data filter computer 113 may 
remove or filter the restricted information through any suit 
able method. For example, the local data filter computer 113 
may block any data from a data request sent from the third 
party who is located outside the restricted area. Alternatively, 
the local data filter computer 113 may reproduce all of the 
data except for the restricted information and send the data to 
a database for storing of unrestricted service requests or other 
data records. Accordingly, the local data filter computer 113 
may ensure that restricted data is not transmitted outside of a 
restricted area but still allows data transfer and servicing by 
entities outside of the restricted area. 

0066. Depending on the type of restrictions implemented 
by the restricted Zone 130, the local data filter computer 113 
may be programmed to filter restricted information while 
passing on unrestricted information to the mobile manage 
ment service computer located outside the restricted Zone 
130. The local data filter 114 may either send the unrestricted 
data to the central processing platform 120 located outside the 
restricted Zone 130 or may merely allow “view only access” 
to the service request database 115 comprising restricted 
service requests. Therefore, the local data filter computer may 
allow the mobile management service computer 121 access to 
restricted service tickets stored in a service request database 
118 without creating a record at the central processing plat 
form 120 or requiring the transmission of restricted data 
outside the first processing platform 110. Furthermore, the 
local data filter computer 113 may allow for remote viewing 
of restricted information such that the information may not be 
reproduced or stored outside the restricted Zone but may be 
accessed by an operator located outside the restricted Zone. 
An operator may then provide a service associated with the 
service request from a central processing platform without 
storing, reproducing, or using the restricted information from 
outside the restricted Zone. 

0067. A service request database 118 may be coupled to 
the local processing platform computer 111 or the local data 
filter computer 113 and may include a database of consumer 
information, service desk requests, or other service associ 
ated information generated in response to a service request or 
other issue. A service request database 118 may comprise 
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information related to service requests including on-boarding 
of users with the system, trouble tickets related to problems 
with the system, and the like. The service request database 
118 may be managed by the first processor platform 110 or 
may be managed and located by a third party within the 
restricted Zone 130. 

0068 FIG. 3 shows a centralized processing platform 120 
of a transaction processing system 100 located outside a 
restricted Zone 130, according to an exemplary embodiment 
of the present invention. The central processing platform 120 
may be a server computer or group of server computers 
located outside the restricted Zone 130. The central process 
ing platform 120 may be used to process transactions origi 
nating from the restricted Zone 130 because it may be more 
efficient to centralize processing of transactions in a central 
location or a smaller number of processing centers than 
within each restricted Zone 130. The hardware, software, 
Support, and other necessities of providing transaction pro 
cessing services may be more efficiently provided in one or a 
Small number of locations instead of reproducing services for 
each restricted Zone 130. The central processing platform 120 
may comprise a mobile management service computer 121, a 
debit network computer 140, a bill pay aggregator computer 
150, a biller database 151, a consumer account database 127, 
and an unrestricted service request database 128. The local 
processing platform and the central processing platform may 
communicate through secure communication channels using 
any Suitable communication standard. 
0069. The mobile management service computer 121 may 
provide a number of services for processing transactions 
between, for example, a merchant or agent's phone and a 
consumer's phone. The service may incorporate a number of 
different services to manage this process including settle 
ment, fraud, gateway, authorization, fees, billing, and dis 
putes. The mobile management service 121 (MMS) may be 
operated by a payment processing network 160 or other pro 
cessing entity on behalf of various Issuers (i.e., banks 136) 
and mobile network operators 132. The mobile management 
service computer 121 may comprise a processor 129A and a 
computer readable medium 129B that may include an authen 
tication module 122, payment processing module 123, settle 
ment module 124, an account Services module 125, and a 
service request module 126. 
0070 The authentication module 122 may include any 
Suitable software module that may be used, in conjunction 
with a processor, to authenticate a consumer, a consumer's 
account, and/or a mobile communication device during a 
transaction. For example, in Some embodiments of the 
present invention, a personal identification number (PIN) 
may be submitted with a transaction request message when a 
transaction is initiated. Accordingly, the authentication mod 
ule 122 at the mobile management service computer 121 may 
authenticate the consumer by comparing the received PIN to 
a PIN stored in the consumer account database 127. Similar 
authentication may be performed for a mobile communica 
tion device, mobile wallet account, consumer's account, etc. 
In some embodiments, the authentication module may be 
located at the local processing platform and the authentica 
tion may be performed before sending a transaction request 
message to the central processing platform 120. 
0071. The consumer account database 127 may include 
any database comprising account information for consumers 
that are registered with the mobile management service com 
puter or local processing platform. Due to the restricted 
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nature of the restricted account identifier, the consumer 
account database may not comprise the restricted informa 
tion. The consumer account database 127 may comprise the 
same information as the account information database 116 of 
the local processing platform 110 (except for any restricted 
information) or may include information specific to the tasks 
that are performed at the central processing platform (e.g., 
only authentication and payment processing information). 
Registration may occur through any suitable process includ 
ing direct contact with the consumer or the local processing 
platform may automatically forward consumer information 
when the consumer registers for the service at the local pro 
cessing platform. The account information database 116 may 
comprise payment information, authentication information, 
contact information, account information, and any other 
information that the mobile management service computer, 
central processing platform, the mobile transaction payment 
processor, the debit network, the bill pay aggregator, or the 
payment processing network may need to complete a trans 
action. 
0072 Additionally, the consumer account database may 
organize consumer information according to an organiza 
tional hierarchy based on the restricted Zone they are associ 
ated with. For example, consumers could be grouped geo 
graphically, according to restricted Zone. Additionally, if 
certain restricted regions have particular restrictions, the con 
Sumers from those regions could be grouped similarly. The 
hierarchical organization could impact reporting procedures, 
control systems, and transaction processing such that a more 
efficient transaction processing organization may be realized 
at the central processing platform. For example, the process 
ing capabilities and abilities of the central processing entity 
may be limited by the amount and type of data that a central 
processing entity is capable of receiving. If certain restricted 
Zones contain similar restrictions on some types of data, the 
transaction processing capability for these consumers could 
be separated from other uses such that the most efficient 
organization of consumer information and centralized pro 
cessing capabilities could be realized. 
0073. A payment processing module 123 may include any 
suitable software module that may be used with a processor to 
process a transaction associated with a transaction request 
message. The payment processing module may coordinate 
payment through a typical payment processing network com 
puter 160, a debit network computer 140, or through a mobile 
transaction payment processing computer 170. 
0074 The settlement module 124 may include any suit 
able software module that may be used with a processor to 
settle one or more transactions between entities in payment 
system. For example, the mobile management service com 
puter may use the settlement module to generate a periodic 
settlement file that may be sent to the local processing plat 
form in order to settle and clear transactions performed using 
the local processing platform. The settlement module 170 
may also perform traditional settlement procedures sent 
through a payment processing network computer 160. 
0075. The account services module 125 may include any 
suitable software module that may be used with a processor to 
provide account Services including account registration, cli 
ent on-boarding, or any other services related to the mobile 
payment service. 
0076. The service request module 126 may include any 
suitable software module that may be used with a processor to 
provide reporting functionality, application Support function 
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ality, and/or service request services. The mobile manage 
ment service computer 121 (also referred to as a mobile 
management server computer) may provide any one of these 
services or may facilitate the servicing of the requests by 
operators located outside the restricted Zone 130. Accord 
ingly, the mobile management service computer 121 may 
provide the necessary connections to allow for outside net 
work monitoring, application stack status, and troubleshoot 
ing. Application Support services may provide Support for 
payment applications that are having technical or other diffi 
culties. Service request services may be provided by the 
mobile management service 121 located at the central pro 
cessing platform 120 and may comprise a customer service 
team that may provide a ticket management system capable of 
handling service requests for issues raised against the service. 
These services require information in the form of service 
requests and may use the unrestricted service request data 
base 128 to provide the services or may use “view only 
access to the service request database located at the first 
processing platform in order to provide the requested Ser 
W1CS 

0077. An unrestricted service request database 128 may 
include any database comprising unrestricted service 
requests that have had any restricted information filtered from 
the service requests using the local data filter computer 113 of 
the first processing platform. Unrestricted service requests 
may be stored by the mobile management service computer 
121 at the unrestricted service request database 128 after 
being filtered by the local data filter computer 113. The ser 
Vice requests may be serviced by the mobile management 
service 121 or other operators (i.e., customer service repre 
sentatives) at the central processing platform 120. 
0078. The debit network computer 140 may be any num 
ber of computers at any number of entities that are configured 
to process and provide debit services for payment transac 
tions. One of ordinary skill in the art would recognize the vast 
number of debit network 140 providers available and meth 
ods of processing such payments. 
007.9 The mobile transaction payment processing com 
puter 170 may include a mobile payment processing service 
(e.g., Fundamo (R) that may be accessed to process and man 
age mobile payments. 
0080. The bill pay aggregator computer 150 may be one or 
more entities that provide bill pay services for mobile pay 
ment transactions. The bill pay aggregator computer 150 may 
be similar to other acquirers or aggregators that pool and 
process many transactions through relationships with debit 
network providers 122 and mobile transaction payment pro 
cessing services 170. The bill payment aggregator may be an 
entity that aggregates utility bills (e.g., power, water, gas, TV, 
etc.). The mobile management service computer may com 
municate with a bill pay aggregatorin order to indicate that an 
individual has paid a bill for a particular account (and thus, 
send a credit to the utility that the bill has been paid). 
I0081. The biller database 151 may comprise a list of bill 
ers that are qualified or capable to bill the transaction for the 
consumer. Billers may be limited by geographic area, mobile 
network operator 132, region or area where the transaction 
occurs, etc., and as Such, the available billers may change on 
a regular basis. Accordingly, transaction authentication and 
processing includes providing a list of billers to the consumer. 
In order to determine the list of billers, the mobile manage 
ment service 121 may pass on the transaction information to 
the debit network 140 or mobile transaction payment process 
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ing computer 170 which may determine a bill pay aggregator 
150 that is applicable for the debit network 140 and/or mobile 
transaction payment processing service 170. The bill pay 
aggregator 150 may then determine the available biller from 
the biller database151 and send the biller information back to 
the mobile management service 121. Similar databases may 
be generated for recipients of mobile payments, ATM net 
works that may allow cash-in or cash-out transactions, or any 
other information that may be relevant for processing trans 
actions. 

0082. The communications network 180 may be instituted 
using any communications protocol and any series of hard 
ware or software applications that are necessary in order to 
transmit messages, information, phone calls, SMS, USSD, or 
any other packets of information may be transmitted between 
two entities. The communications network 180 may be the 
internet, a cellular phone network, or any other type of com 
munications network that devices may connect to. The pay 
ment processing network 160 may be any suitable payment 
processing entity as defined above. Additionally, although not 
shown in the figures, a communications network may exist 
between the entities inside the central processing platform 
and the existence of the services within the platform may only 
show that a service is requested or accessed through the 
processing platform, using a communications network 180. 
0083. The mobile management service computer 121 may 
be configured to communicate via any Suitable communica 
tion medium, using any suitable communication protocol. 
Examples of communication channels include SMSC (SMS, 
STX, Aggregator), USSD, HTTP1, CSS HTTP2, Top-Up/IN 
Platform, remittance provider, bill payment aggregator, bank, 
FX, VOL, and VisaNetR). 
0084 SMSC (short message service center) includes vari 
ous mobile channels. SMS (short message service) is a stan 
dard text messaging service. STK is the SIM tookit that 
allows embedding of menus and authentication into a mobile 
devices SIM card itself. An aggregator (e.g., USSD aggrega 
tor) may be used to Support multiple channels or go across 
multiple MNOs, or SMS and USSD. USSD (unstructured 
Supplementary service data) is another message format for 
mobile phones. 
I0085. HTTP1 and HTTP2 may be standard internet chan 
nels. HTTP1 may be an m-commerce channel such as a 
mobile website. CSS HTTP2 may be through a help desk or 
secure web channel. 

I0086. The Top-Up/IN platform allows the mobile manage 
ment service computer 121 to send and receive messages 
indicating that an account has been debited money or airtime 
to top up the money or air time in the account. A remittance 
bill provider (not shown) may allow a consumer to send cash 
to an account (e.g., a mobile wallet) similar to a MoneyGram 
or Western Union wire transfer. 

0087. The bank integration channel allows the mobile 
management service computer 121 to move money from a 
user's existing account (e.g., debit account, savings account, 
etc.) into a mobile wallet account and vice versa. This allows 
the mobile payment system 30 to move funds from existing 
off-platform accounts into a mobile wallet and back out again. 
0088 FX allows the mobile management service com 
puter 121 to receive real time foreign exchange rates for 
transactions using different currency (e.g., a consumer using 
Rwandan francs to pay for a purchase at a merchant whose 
account is in South African rands). 
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I0089 VOL (Visa online) allows the mobile management 
service computer 121 to access the Visa online service. The 
extended access server (EAS) allows the mobile management 
service computer to access a payment processing network 
Such as VisaNet (e.g., for authorization, settlement, routing of 
Some transactions, etc.). 
0090 The capabilities and functionality included in each 
processing platform may be similar or different depending on 
the local processing platforms configuration, the type of 
information that is restricted inside the restricted Zone, and 
any other details related to a particular regions processing of 
transactions. Typically, the central processing platform 120 
may be responsible for and maintain the majority of the 
transaction processing capabilities and the local processing 
platform 110 may be responsible for converting or aliasing 
restricted data, interacting with local processing entities (e.g., 
acquirers, mobile network operators, issuers, mobile commu 
nication device, etc.). However, depending on the type of 
transaction requested, the type of restricted data in the 
restricted Zone, and the type of payment infrastructure in the 
restricted Zone 130, the capabilities and responsibilities of the 
local processing platform and the central processing platform 
may change, be customized, and may include any Suitable 
combination of services (e.g., authentication may occurat the 
local processing platform 110 and payment processing may 
occur at the central processing platform 120). 
0091 
0092. Embodiments of the present invention may be used 
to process any type of transaction that may involve data that 
may be limited from export of a restricted Zone. However, an 
exemplary method is described below in the context of pro 
cessing a mobile payment transaction. However, embodi 
ments of the present invention are not limited to Such and any 
flow specific steps should be interpreted as limited to the 
example herein, without limiting the capabilities of embodi 
ments of the present invention, as one of ordinary skill would 
recognize. 

II. Exemplary Methods 

A. Transaction Processing 

0093 FIG. 4 shows an exemplary method 400 of process 
ing a mobile payment transaction originating in a restricted 
Zone using a centralized processing platform 120 and a local 
processing platform 110 including a restricted data converter 
computer 112, according to an exemplary embodiment of the 
present invention. Although the method is described in refer 
ence to a mobile payment transaction, any transaction com 
prising the use of restricted data that may not be transmitted 
outside of a restricted area could be implemented, as one of 
ordinary skill in the art would recognize. For example, similar 
processes could be applied for value added services including 
coupon and offer services, authentication only transactions, 
or any other possible transaction processing that may be aided 
through centralized transaction processing. 
0094. Because the exemplary method described in refer 
ence to FIG. 4 is directed at a mobile transaction being accom 
plished through the use of a USSD communication channel, 
some of the steps provided here may be repetitive or unnec 
essary in transactions using other transaction channels, appli 
cations, or other processing methods. For example, transac 
tions using other communication protocols may not 
implement a separate authentication request message, 
authentication response message, or biller request message. 
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Further, other communication protocols may implement even 
more messages between the local processing platform and the 
central processing platform. 
0095. In an exemplary mobile payment transaction using, 
for example, USSD messages, a consumeroperating a mobile 
communication device may launch a mobile payment appli 
cation on their mobile communication device. The mobile 
payment application may implement a payment service using 
USSD or any other messaging protocol as one or ordinary 
skill would recognize. The consumer may initiate the trans 
action entering recipient information, amount, and any other 
required and optional transaction information into the USSD 
payment application. The mobile communication device may 
then generate transaction information and send a message to 
a mobile network operator associated with the mobile com 
munication device. The mobile network operator may receive 
the transaction information (which may be in the form of a 
transaction request message or merely a request for informa 
tion so that a transaction request message may be generated 
later, depending on the type of application and processing 
methods being implemented by the mobile payment applica 
tion, mobile network operator, USSD aggregator, and first 
processing platform. The transaction request message may 
include the transaction information as well as information 
about the device originating the request (e.g., phone number, 
customer number, model/serial number, etc.). When receiv 
ing the transaction request message, the mobile network 
operator may determine the type of transaction (e.g., bill pay, 
person-to-person money transfer, etc.) and may forward the 
transaction request message to the appropriate transaction 
aggregator (e.g., USSD aggregator) associated with the 
mobile payment application or account being used by the 
COSU. 

0096. The USSD aggregator computer associated with the 
mobile network operator may then receive the transaction 
request message and may determine the appropriate local 
processing platform to transfer the transaction request mes 
sage to for processing (i.e., the first processing platform 110). 
Processing the transaction may then begin for the first (i.e., 
local) processing platform 110 located in the restricted Zone 
130. Note that although the transaction aggregator is named a 
USSD aggregator in this exemplary embodiment showing 
transaction processing for mobile transactions using a USSD 
channel, the transaction aggregator may be configured to 
process any suitable messages, through any Suitable transac 
tion protocols or channels. 
0097. In step 401, the first processing platform 110 located 
in a restricted Zone 130 receives transaction information 
including a restricted account identifier (e.g., the consumer's 
phone number) from the USSD aggregator computer 135. In 
order to allow for more efficient and effective transaction 
processing, the first processing platform may be configured to 
send transaction information to a central processing platform 
to allow the central processing platform complete as much of 
the transaction processing for the transaction as possible. 
However, in order to comply with local regulations of the 
restricted Zone where the first processing platform 110 and 
the communication device is located (e.g., country, state, 
secure location, or other legal jurisdiction), the restricted 
account identifier (and thus the transaction information in its 
current form) cannot be transferred outside the restricted 
ZO. 

0098. Accordingly, in step 402, the first processing plat 
form computer 111 converts the restricted account identifier 
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(e.g., in this case a phone number) to an unrestricted account 
alias using the restricted data converter computer 112. For 
example, the first processing platform computer 111 may 
receive a transaction request message from a consumer with 
a phone number 800-11 1-1111 and may search a local data 
base for a predetermined account number associated with the 
phone number (e.g., credit card number associated with the 
phone number). The unrestricted accountalias may be mean 
ingful or recognizable information or may be randomly pre 
selected information that is shared between processing plat 
forms. For example, during a registration phase the first 
processing platform computer 111 may have forwarded the 
unrestricted account identifier to the mobile management 
service computer 121 and the mobile management service 
computer 121 may have stored the information in the con 
Sumer account database 127 as being associated with a par 
ticular account number. Accordingly, the unrestricted account 
identifier may be mapped to the consumer's account. 
0099. In step 403, the first processing platform computer 
111 generates and sends an authentication request message 
including the unrestricted account alias to the mobile man 
agement service computer 121 at the central processing plat 
form 120 located outside the restricted Zone 130. The authen 
tication request message may be used to authenticate a 
consumer, communication device, payment application, or 
any other entities associated with the received transaction 
information. The authentication request message may 
include transaction information received from the communi 
cation device or, in Some embodiments, the local processing 
platform may ask for specific authentication information 
from the communication device (e.g., through challenge 
response messaging, PIN or password request, etc.). The 
authentication request message may include all of the trans 
action information or may merely include authentication cre 
dentials included in the transaction information (e.g., con 
Sumer credentials (e.g., PIN), communication device 
credentials (e.g., CVV or dCVV cryptogram) or identifica 
tion information (serial number, model number, etc.), and/or 
payment account credentials) or received later. The authenti 
cation request message may be sent through any Suitable 
method including a single message, multiple messages, or 
any other manner as one or ordinary skill in the art would 
recognize. 
0100. In step 404, the mobile management service com 
puter 121 located outside the restricted Zone 130 authenti 
cates the account and/or the consumer associated with the 
unrestricted accountalias and determines available billers for 
the transaction request. The mobile management service 
computer 121 may receive the transaction request message 
and determine the unrestricted account identifier oralias from 
the transaction request message. In some embodiments, the 
unrestricted account identifier or alias may be an account 
number in which case no further conversion is required. How 
ever, in other embodiments, the unrestricted account identi 
fier may be encrypted in Some manner or the alias may need 
to be converted to an account identifier. Either way, the 
mobile management service computer 121 may determine the 
appropriate consumer account associated with the unre 
stricted account identifier and may accomplish any one of the 
numerous services the mobile management service under 
goes to authenticate, ensure the transaction is not fraudulent, 
and determine the appropriate next steps for processing the 
transaction. This processes may include validating a mobile 
wallet account number with a mobile transaction payment 
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processing computer 170, validating a PIN received in the 
transaction request message with the PIN stored in the con 
Sumer account database associated with the unrestricted 
account identifier, and any other authentication or processing 
tasks. Once the mobile management service authenticates 
that the transaction request originated from an authentic con 
Sumer, the mobile management service may determine the 
appropriate list of billers by sending the transaction informa 
tion through a debit network 140 which is in communication 
with a bill pay aggregator 150 that has access to a biller 
database 151 and can determine the available billers for the 
transaction. 

0101. In step 405, the mobile management service com 
puter 121 generates and sends an authentication response 
message comprising a list of available billers to the first 
processing platform 110. The mobile management service 
computer 121 receives the list of available billers from the bill 
pay aggregator computer 150 and debit network computer 
140 that is available for the transaction. Once the mobile 
management service computer 121 receives the list of avail 
able billers, the mobile management service 121 generates an 
authentication response message comprising the list of avail 
able billers including the transaction information that is sent 
back to the consumer so the consumer can determine which 
biller they would like to process the transaction through. This 
message may be called an authorization response message or 
a biller request message or two separate messages may be 
provided. Accordingly, the authentication response message 
or the biller request message is transmitted back to the first 
processing platform computer 110 from the mobile manage 
ment service computer 121. 
0102. In some embodiments, a mirrored biller database 
119 may be located at the first processing platform 110 so that 
the list of available billers may be determined at the local 
processing platform 110. As such, the transaction could be 
accomplished quicker with fewer messages and conversions 
being required. In such embodiments, the authentication pro 
cess may be accomplished at the first processing platform or 
the preferred biller determination may occur separate from 
the authentication process. 
0103) In step 406, the first processing platform converts 
the unrestricted account alias into the corresponding 
restricted account identifier (e.g., phone number) using the 
restricted data converter computer 112 and sends the authen 
tication response message comprising the list of available 
billers to the consumer's mobile communication device in the 
form of the biller request message. The biller request message 
may comprise an indication of the biller, the terms (e.g., fees, 
tax, etc.) of using that biller, or any other useful information 
related to the transaction. The biller request message may also 
comprise an indication of whether the authentication was 
Successful. As explained above, these messages may also be 
sent separately from the central processing entity and Subse 
quently to the consumer or they may be combined into a 
single message. 
0104. In step 407, the consumer selects a preferred biller 
using their mobile communication device 131 and a transac 
tion request message is generated and sent to the first pro 
cessing platform computer 111. The transaction request mes 
sage may comprise the transaction information originally 
sent to the local processing platform with the addition of the 
selected biller. The transaction information may comprise 
restricted account information (e.g., the mobile telephone 
number) or restricted account identifiers that may not be 
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transmitted outside of the restricted area 130. Accordingly, 
the transaction request message may not be transmitted out 
side the restricted Zone or area without converting the 
restricted account information or identifier (i.e. phone num 
ber) back into the unrestricted accountalias. In some embodi 
ments, depending on the mobile payment application and 
other infrastructure of the system, the selected biller may be 
returned to the first processing platform and the first process 
ing platform computer may generate the transaction request 
message instead of the mobile communication device. 
0105. In step 408, the first processing platform computer 
111 uses the restricted data converter computer 112 to convert 
the restricted account identifier into an unrestricted account 
alias and sends the transaction request message to the mobile 
management service computer 121 at the central processing 
platform. 
0106. In step 409, the mobile management service com 
puter 121 at the first processing platform may receive the 
transaction request message and may process the transaction 
using the unrestricted accountalias (e.g., PAN, email address, 
token, etc.) and the indicated biller. The mobile management 
service computer may process the transaction using the pay 
ment processing module 123 and the transaction may be 
processed by sending a message to a traditional payment 
processing network computer 160, contacting a debit network 
computer 140, or sending the transaction information to a 
mobile transaction payment processing computer 170, 
depending on the configuration of the payment system and 
the client and consumer preferences. 
0107. In some embodiments, the mobile management ser 
Vice computer 121 processes the transaction, receives autho 
rization from an issuer (could be the mobile transaction pay 
ment processing computer 170, debit network computer 140, 
a mobile network operator 132, or a traditional issuer 136), 
and receives or generates a transaction response message. The 
transaction response message may be sent through the trans 
action system to one or more mobile communication devices 
through a similar process to that described herein including 
the conversion of the unrestricted accountalias to a restricted 
account identifier. 

0108. In step 410, the mobile management service com 
puter 121 generates (or receives) a settlement file for one or 
more transactions. The settlement file informs financial enti 
ties involved in the transaction how to exchange money in 
order to settle and clear the transactions. The issuers or finan 
cial entities could include a mobile network operator, issuer, 
or any other entity depending on the client and configuration 
of the mobile payment system. 
0109. In step 411, the mobile management service com 
puter 121 sends the settlement file to the first processing 
platform computer 111. The settlement file may comprise the 
unrestricted account identifier oralias. As such, the first pro 
cessing platform computer 111 uses the restricted data con 
verter computer 112 to convert the unrestricted account iden 
tifier to the restricted account identifier, in order for the USSD 
aggregator, mobile network operator, and any other entities to 
process the settlement file. The local processing platform 
computer 111 may then forward the settlement file to the 
appropriate mobile network operator. The mobile network 
operator may then coordinate with issuers to settle the trans 
action or may settle the transactions themselves by transfer 
ring money between accounts, depending on the implemen 
tation details for the present system. 
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0110. For example, the mobile network operator may 
settle the transaction payment with the local issuer if the local 
issuer is the client of the mobile management service 121. The 
first processing platform sends the settlement file to the 
mobile network operator after converting the unrestricted 
account identifierfalias back into the restricted account infor 
mation (i.e. the phone number). The mobile network operator 
may then settle the transaction with an issuer (or bank) 
located in the restricted Zone. Accordingly, the transaction 
has been processed from a central processing platform 
located outside the restricted Zone without violating the 
restrictions or regulations. 
0111 Although the above transaction described in refer 
ence to FIG. 4 was directed to a single bill pay transaction, 
Some embodiments may include two consumers using differ 
ent mobile communication devices and as such, more than 
one conversion of restricted account identifiers may occur 
during a single transaction, authentication process, or pay 
ment process. For example, in a person-to-person money 
transfer transaction, a transaction request message may 
include two restricted account identifiers, one for the sender 
and one for the recipient. Accordingly, one restricted account 
identifier conversion may occur for the sending consumerand 
another conversion may occur for the recipient consumer so 
that the transaction request message may include two unre 
stricted accountaliases (one for each restricted account iden 
tifier). Additionally, in Some embodiments, multiple authen 
tication request messages and authentication response 
messages may be sent to each entity within a transaction to 
ensure both the sender and recipient are authenticated. Con 
versions may occur for each separate authentication message. 
Note also that more than one type of restricted data may be 
converted or filtered during a transaction as well. 

B. Service Request Processing 
0112 Although the above process is described in refer 
ence to a payment transaction originated from a mobile phone 
in a restricted Zone, many other services relating to transac 
tions using restricted information could be provided by a 
central processing platform located outside a restricted Zone. 
For example, the system could be modified to provide central 
service request servicing outside of the restricted Zone. The 
service requests may relate to technical, business, or other 
problems related to an entity’s business. For example, a ser 
Vice request may be generated by a mobile network operator 
who is having trouble processing transactions generated by 
consumers they service. 
0113. A service request could be generated in any suitable 
fashion. For example, a service request could be generated by 
a human customer service representative in response to a 
mobile network operator informing a customer service rep 
resentative at the first processing platform that transactions 
generated by their consumers are not being processed cor 
rectly. Some of the information included in the service 
request may be restricted information that is not allowed to be 
transmitted outside of the restricted Zone. However, like the 
purchase transaction above, it may be beneficial to process 
the service request at a central location outside of the 
restricted Zone. As such, if the central processing platform 
needs access to the service request information, the service 
request information that is restricted may be filtered from the 
service requests. 
0114. A local data filter located at the first processing 
platform may be implemented to filter restricted information 
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from the service request database so that the service request 
may be processed by customer service representatives or 
systems located at the central processing platform without 
violating the regulations of the restricted Zone. The process 
would work similarly to the purchase transaction above 
including receiving, at a server computer located in a 
restricted Zone, a restricted service request, wherein the 
restricted service request includes restricted information that 
cannot be transferred outside the restricted Zone. Once this 
information is received, the local data filter may generate an 
unrestricted service request by filtering the restricted service 
request to remove all restricted information. After generating 
the unrestricted service request, the local data filter or some 
other server computer at the first processing platform may 
send the unrestricted service request to an unrestricted service 
request database located outside of the restricted Zone, where 
it may be stored in an unrestricted service request database. 
0115 Alternatively, the restricted service request data 
may be provided to an operator located at the second process 
ing platform by providing view only or read only access to the 
service request database that is managed, monitored, and 
updated by the first processing platform. In this manner, Ser 
Vice requests including restricted data may be transmitted 
outside of the restricted Zone for more efficient and effective 
processing by a central processing entity but may not be 
stored, copied, reproduced, or otherwise violate any restric 
tions of the restricted Zone. Accordingly, using a similar 
method to that described in reference to FIG. 4, the restricted 
data aliasing and filtering may be used to service requests 
from a central processing platform without violating regula 
tions of the restricted Zone. One of ordinary skill in the art 
would recognize that this process could be implemented for 
any transaction including restricted information that may not 
be transmitted outside of a restricted Zone. 
0116 For example, the mobile management service com 
puter may send a view only request associated with an unre 
stricted service request on behalf of an operator, may receive 
view only access to the restricted service request stored in the 
restricted service request database of the local processing 
platform, and may provide the view only access of the 
restricted service request to the operator. The operator may 
then perform the requested service associated with the 
restricted service request either through the mobile manage 
ment services computer or by accessing another system. 
0117 III. Technical Benefits 
0118 Embodiments of the present invention provide 
numerous technical benefits. The use of a centralized central 
processing platform to process transactions originating from 
the restricted Zone provides a more efficient processing 
design. Additionally, the hardware, Software, Support, and 
other necessities of providing transaction processing services 
may be more efficiently provided in one or a small number of 
locations instead of reproducing services for each restricted 
ZO. 

0119. Accordingly, embodiments of the present invention 
provide more efficient solutions to processing mobile trans 
actions in restricted Zones that otherwise would require costly 
repetitive implementation of payment processing services in 
every restricted Zone. Instead, by converting restricted infor 
mation into a transferable format, the transactions may be 
processed by a central entity that can increase quality assur 
ance, efficient use of infrastructure and equipment, as well as 
provide a higher quality of customer service, and increase 
transaction processing speed. 
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0120 IV. Additional Embodiments 
0121 Embodiments of the invention may include a num 
ber of additional embodiments. For example, one embodi 
ment of the present invention may be directed to a method. 
The method comprising receiving, at a server computer 
located in a restricted Zone, a transaction request message 
including a restricted account identifier. The method may 
continue by converting the restricted account identifier into 
an unrestricted account alias and sending the unrestricted 
account alias to a management server located outside the 
restricted Zone, wherein the management server processes the 
transaction request message. 
0122) An additional embodiment of the invention may 
include the method above, the method further comprising 
receiving a settlement file associated with the transaction 
request message from the management server, wherein the 
settlement file comprises the unrestricted accountalias, con 
Verting the unrestricted accountalias to the restricted account 
identifier, and sending the settlement file to a mobile network 
operator located in the restricted Zone, wherein the mobile 
network operator is associated with the transaction request 
message, and wherein the mobile network operator settles the 
transaction by transferring money between one or more 
accounts or issuers located in the restricted Zone. 

0123. Another embodiment may include a method as 
described above wherein before receiving the transaction 
request message including the restricted account identifier, 
the method further comprises receiving transaction informa 
tion from a mobile communication device, determining an 
account associated with the mobile communication device, 
authenticating the mobile communication device and the 
account, determining available billers associated with the 
account, providing the available billers to the mobile commu 
nication device, and receiving the transaction request mes 
sage, wherein the transaction request message includes a 
selected biller from the mobile communication device. 

0.124. An alternative embodiment comprises a method as 
described above wherein before receiving the transaction 
request message including the restricted account identifier, 
the method further comprises receiving transaction informa 
tion including the restricted account identifier from a mobile 
communication device, determining an account associated 
with the mobile communication device, converting the 
restricted account identifier to an unrestricted account alias, 
sending an authentication request message comprising the 
transaction information with the unrestricted accountalias to 
the management server located outside the restricted area, 
wherein the management server authenticates the mobile 
communication device and the account associated with the 
mobile communication device using the unrestricted account 
alias and determines available billers associated with the 
account, receiving an authentication response message 
including the available billers associated with the account, 
converting the unrestricted account alias to the restricted 
account identifier, providing the available billers to the 
mobile communication device, and receiving the transaction 
request message, wherein the transaction request message 
includes a selected biller from the mobile communication 
device. 

0.125. An additional embodiment of the invention may 
include the method above, the method further comprising 
receiving a restricted service request including restricted 
information, generating an unrestricted service request by 
filtering the restricted service request to remove the restricted 
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information, and sending the unrestricted service request to 
the management server, wherein the management server 
stores the unrestricted service request in an unrestricted Ser 
Vice request database located outside the restricted Zone. 
0.126 An additional embodiment of the invention may 
include the method of paragraph 0125 above, wherein the 
method further comprises receiving a view only request asso 
ciated with the unrestricted service request from the manage 
ment server on behalf of an operator located outside the 
restricted Zone and providing view only access to the 
restricted service request, wherein an operator located out 
side the restricted Zone provides a requested service associ 
ated with the restricted service request. 
I0127. Additionally embodiments are also directed at a 
local processing platform comprising a restricted data con 
verter computer located in a restricted Zone, the restricted 
data converter computer coupled to an account information 
database. The restricted data converter computer comprising 
a processor and a computer-readable medium coupled to the 
processor, the computer-readable medium comprising code 
configured to perform a method as described above. 
I0128 V. Exemplary Apparatuses 
I0129 Mobile communications devices may be used to 
initiate the transactions at the merchant and/or receive 
receipts and/or alerts. FIG. 5 shows a block diagram of a 
mobile communications device in the form of a phone 12" that 
may be used in embodiments of the invention. The exemplary 
wireless phone 12" may comprise a computer readable 
medium and a body as shown in FIG. 5. The computer read 
able medium 12(b) may be present within the body 12(h), or 
may be detachable from it. The body 12(h) may be in the form 
a plastic Substrate, housing, or other structure. The computer 
readable medium 12(b) may be in the form of (or may be 
included in) a memory that stores data (e.g., data relating to 
issuer specific payment services) and may be in any Suitable 
form including a magnetic stripe, a memory chip, etc. The 
memory may store information Such as financial information, 
etc. Financial information may include information Such as 
bank account information, a bank identification number 
(BIN), credit or debit card number information, accountbal 
ance information, expiration date, consumer information 
Such as name, date of birth, etc. Any of this information may 
be transmitted by the phone 12. 
0.130. In some embodiments, information in the memory 
may also be in the form of data tracks that are traditionally 
associated with credits cards. Such tracks include Track 1 and 
Track 2. Track 1 (“International Air Transport Association') 
stores more information than Track 2, and contains the card 
holder's name as well as account number and other discre 
tionary data. This track is sometimes used by the airlines 
when securing reservations with a credit card. Track 2 
(American Banking Association') is currently most com 
monly used. This is the track that is read by ATMs and credit 
card checkers. The ABA (American Banking Association) 
designed the specifications of this track and all world banks 
may abide by it. It contains the cardholder's account, 
encrypted PIN, plus other discretionary data. 
I0131 The phone 12" may further include a contactless 
element 12(g), which is typically implemented in the form of 
a semiconductor chip (or other data storage element) with an 
associated wireless transfer (e.g., data transmission) element, 
Such as an antenna. Contactless element 12(g) is associated 
with (e.g., embedded within) phone 12 and data or control 
instructions transmitted via a cellular network may be applied 
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to contactless element 12(g) by means of a contactless ele 
ment interface (not shown). The contactless element interface 
functions to permit the exchange of data and/or control 
instructions between the mobile device circuitry (and hence 
the cellular network) and an optional contactless element 
12(g). 
0132 Contactless element 12(g) is capable of transferring 
and receiving data using a near field communications 
(“NFC’) capability (or near field communications medium) 
typically in accordance with a standardized protocol or data 
transfer mechanism (e.g., ISO 14443/NFC). Near field com 
munications capability is a short-range communications 
capability, such as RFID, BluetoothTM, infra-red, or other data 
transfer capability that may be used to exchange data between 
the phone 12 and an interrogation device. Thus, the phone 12" 
is capable of communicating and transferring data and/or 
control instructions via both cellular network and near field 
communications capability. 
0133. The phone 12" may also include a processor 12(c) 
(e.g., a microprocessor) for processing the functions of the 
phone 12" and a display 12(d) to allow a consumer to see 
phone numbers and other information and messages. The 
phone 12" may further include input elements 12(e) to allow a 
consumer to input information into the device, a speaker 12(f) 
to allow the consumer to hear Voice communication, music, 
etc., and a microphone 12(i) to allow the user to transmither 
voice through the phone 12'. The phone 12" may also include 
an antenna 12(a) for wireless data transfer (e.g., data trans 
mission). 
0134. The various participants and elements (e.g., the pay 
ment processing network, merchant, other entities, etc.) in 
embodiments of the invention may also operate one or more 
computer apparatuses (e.g., a server computer) to facilitate 
the functions described herein. Any of the elements in 
embodiments of the invention may use any suitable number of 
subsystems to facilitate the functions described herein. 
Examples of Such Subsystems or components are shown in 
FIG. 6. FIG. 6 illustrates an exemplary computer system 600, 
in which various embodiments may be implemented. The 
system 600 may be used to implement any of the computer 
systems described above (e.g., merchant computer apparatus, 
acquirer server, issuer server, payment processing server, 
mobile device, access device, etc.). The computer system 600 
is shown comprising hardware elements that may be electri 
cally coupled via a bus 624. The hardware elements may 
include one or more central processing units (CPUs) 602, one 
or more input devices 604 (e.g., a mouse, a keyboard, touch 
pad, etc.), and one or more output devices 606 (e.g., a display 
device, a printer, etc.). The computer system 600 may also 
include one or more storage devices 608. By way of example, 
the storage device(s) 608 may include devices such as disk 
drives, optical storage devices, Solid-state storage device Such 
as a random access memory (RAM) and/or a read-only 
memory (“ROM), which may be programmable, flash-up 
dateable and/or the like. 
0135 The computer system 600 may additionally include 
a computer-readable storage media reader 612, a communi 
cations system 614 (e.g., a modem, a network card (wireless 
or wired), an infra-red communication device, etc.), and 
working memory 618, which may include RAM and ROM 
devices as described above. In some embodiments, the com 
puter system 600 may also include a processing acceleration 
unit 616, which may include a digital signal processor DSP, a 
special-purpose processor, and/or the like. 
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0.136 The computer-readable storage media reader 612 
may further be connected to a computer-readable storage 
medium 610, together (and, optionally, in combination with 
storage device(s) 608) comprehensively representing remote, 
local, fixed, and/or removable storage devices plus storage 
media for temporarily and/or more permanently containing, 
storing, transmitting, and retrieving computer-readable infor 
mation. The communications system 614 may permit data to 
be exchanged with the network and/or any other computer 
described above with respect to the system 600. 
0.137 The computer system 600 may also comprise soft 
ware elements, shown as being currently located within a 
working memory 618, including an operating system 620 
and/or other code 622. Such as an application program (which 
may be a client application, Web browser, mid-tier applica 
tion, RDBMS, etc.). It should be appreciated that alternate 
embodiments of a computer system 600 may have numerous 
variations from that described above. For example, custom 
ized hardware might also be used and/or particular elements 
might be implemented in hardware, Software (including por 
table Software, such as applets), or both. Further, connection 
to other computing devices such as network input/output 
devices may be employed. 
0.138 Storage media and computer readable media for 
containing code, or portions of code, may include any appro 
priate media known or used in the art, including storage media 
and communication media, Such as but not limited to Volatile 
and non-volatile, removable and non-removable media 
implemented in any method or technology for storage and/or 
transmission of information Such as computer readable 
instructions, data structures, program modules, or other data, 
including RAM, ROM, EEPROM, flash memory or other 
memory technology, CD-ROM, digital versatile disk (DVD) 
or other optical storage, magnetic cassettes, magnetic tape, 
magnetic disk storage or other magnetic storage devices, data 
signals, data transmissions, or any other medium which may 
be used to store or transmit the desired information and which 
may be accessed by the computer. Based on the disclosure 
and teachings provided herein, a person of ordinary skill in 
the art may appreciate other ways and/or methods to imple 
ment the various embodiments. 

0.139. It should be understood that the present invention as 
described above may be implemented in the form of control 
logic using computer Software in a modular or integrated 
manner. Based on the disclosure and teachings provided 
herein, a person of ordinary skill in the art may know and 
appreciate other ways and/or methods to implement the 
present invention using hardware and a combination of hard 
ware and software 

0140. Any of the software components or functions 
described in this application, may be implemented as Soft 
ware code to be executed by a processor using any Suitable 
computer language such as, for example, Java, C++ or Perl 
using, for example, conventional or object-oriented tech 
niques. The Software code may be stored as a series of instruc 
tions, or commands on a computer readable medium, Such as 
a random access memory (RAM), a read only memory 
(ROM), a magnetic medium such as a hard-drive or a floppy 
disk, or an optical medium such as a CD-ROM. Any such 
computer readable medium may reside on or within a single 
computational apparatus, and may be present on or within 
different computational apparatuses within a system or net 
work. 
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0141. The above description is illustrative and is not 
restrictive. Many variations of the invention may become 
apparent to those skilled in the art upon review of the disclo 
sure. The scope of the invention should, therefore, be deter 
mined not with reference to the above description, but instead 
should be determined with reference to the pending claims 
along with their full scope or equivalents. 
0142. One or more features from any embodiment may be 
combined with one or more features of any other embodiment 
without departing from the scope of the invention. 
0143 Arecitation of “a”, “an or “the is intended to mean 
“one or more' unless specifically indicated to the contrary. 
What is claimed is: 
1. A method comprising: 
receiving, at a server computer located outside a restricted 

Zone, a transaction request message including an unre 
stricted accountalias, wherein the unrestricted account 
alias was previously converted from a restricted account 
identifier into the unrestricted account alias by a server 
computer located within a restricted Zone; 

determining an account associated with the unrestricted 
account alias; and 

processing the transaction request message. 
2. The method of claim 1, further comprising: 
generating a settlement file associated with the transaction 

request message, wherein the settlement file includes the 
unrestricted accountalias; and 

sending the settlement file to the server computer located in 
the restricted Zone, wherein the server computer located 
in the restricted Zone converts the unrestricted account 
alias to the restricted account identifier and sends the 
settlement file to a mobile network operator associated 
with the transaction request message, and wherein the 
mobile network operator settles the transaction by trans 
ferring money between one or more accounts or issuers 
located in the restricted Zone. 

3. The method of claim 1, wherein the restricted account 
identifier cannot legally be transmitted outside the restricted 
ZO. 

4. The method of claim 1, wherein the restricted account 
identifier is a telephone number associated with a mobile 
communication device. 

5. The method of claim 1, wherein the unrestricted account 
alias is a primary account number associated with an issuer 
located in the restricted Zone. 

6. The method of claim 1, wherein before receiving the 
transaction request message including the unrestricted 
account alias, the method further comprises: 

receiving an authentication request message comprising 
the transaction information with the unrestricted 
account alias, wherein the server located within the 
restricted Zone receives transaction information includ 
ing the restricted account identifier from a mobile com 
munication device, determines an account associated 
with the mobile communication device, converts the 
restricted account identifier to an unrestricted account 
alias, and sends the authentication request message; 

authenticating the consumer and the account associated 
with the mobile communication device using the unre 
stricted account alias; 

determining available billers associated with the account; 
and 

sending an authentication response message including the 
available billers associated with the account to the server 
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computer located within the restricted Zone, wherein the 
server computer converts the unrestricted account alias 
to the restricted account identifier, provides the available 
billers to the mobile communication device, and 
receives the transaction request message, wherein the 
transaction request message includes a selected biller 
from the mobile communication device. 

7. The method of claim 1, wherein before receiving the 
transaction request message including the unrestricted 
account alias, the server located within the restricted Zone 
receives transaction information including the restricted 
account identifier from a mobile communication device, 
determines an account associated with the mobile communi 
cation device, authenticates the consumer and the account 
associated with the mobile communication device, deter 
mines available billers associated with the account, and sends 
an authentication response message including the available 
billers associated with the account to the mobile communi 
cation device. 

8. The method of claim 1, further comprising: 
receiving an unrestricted service request, wherein the unre 

stricted Service request was generated by the server com 
puter located in the restricted Zone by filtering a 
restricted service request comprising restricted informa 
tion to remove the restricted information; and 

storing the unrestricted service request in an unrestricted 
service request database located outside the restricted 
ZO. 

9. The method of claim 8, further comprising: 
sending a view only request associated with the unre 

stricted service request on behalf of an operator; 
receiving view only access to the restricted service request; 

and 
providing the view only access of the restricted service 

request to the operator, wherein the operator perform a 
requested service associated with the restricted service 
request. 

10. The method of claim 1, wherein the transaction request 
message is associated with a load transaction, an unload 
transaction, a payment transaction, or a transfer transaction. 

11. A central processing platform comprising: 
a management server computer coupled to an account 

information database, the management server computer 
comprising: 
a processor, and 
a computer-readable medium coupled to the processor, 

the computer-readable medium comprising code con 
figured to perform a method, the method comprising: 
receiving a transaction request message including an 

unrestricted accountalias, wherein the unrestricted 
account alias was previously converted from a 
restricted account identifier into the unrestricted 
account alias by a server computer located in a 
restricted Zone; 

determining an account associated with the unre 
stricted account alias; and 

processing the transaction request message. 
12. The central processing platform of claim 11, wherein 

the computer-readable medium coupled to the processor of 
the management server computer further comprises code 
configured to perform the method, the method further com 
prising: 
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generating a settlement file associated with the transaction 
request message, wherein the settlement file includes the 
unrestricted accountalias; and 

sending the settlement file to the server computer located in 
the restricted Zone, wherein the server computer located 
in the restricted Zone converts the unrestricted account 
alias to the restricted account identifier and sends the 
settlement file to a mobile network operator associated 
with the transaction request message, and wherein the 
mobile network operator settles the transaction by trans 
ferring money between one or more accounts or issuers 
located in the restricted Zone. 

13. The central processing platform of claim 11, wherein 
the restricted account identifier cannot legally be transmitted 
outside the restricted Zone. 

14. The central processing platform of claim 11, wherein 
the restricted account identifier is a telephone number asso 
ciated with a mobile communication device. 

15. The central processing platform of claim 11, wherein 
the unrestricted account alias is a primary account number 
associated with an issuer located in the restricted Zone. 

16. The central processing platform of claim 11, wherein 
before receiving the transaction request message including 
the unrestricted accountalias, the method further comprises: 

receiving an authentication request message comprising 
transaction information including the unrestricted 
accountalias, wherein the server located in the restricted 
Zone receives the transaction information including the 
restricted account identifier from a mobile communica 
tion device, determines an account associated with the 
mobile communication device, converts the restricted 
account identifier to an unrestricted account alias, and 
sends the authentication request message; 

authenticating the mobile communication device and the 
account associated with the mobile communication 
device using the unrestricted account alias; 

determining available billers associated with the account; 
and 

sending an authentication response message including the 
available billers associated with the account to the server 
computer located in the restricted Zone, wherein the 
server computer converts the unrestricted account alias 
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to the restricted account identifier, provides the available 
billers to the mobile communication device, and 
receives the transaction request message, wherein the 
transaction request message includes a selected biller 
from the mobile communication device. 

17. The central processing platform of claim 11, wherein 
before receiving the transaction request message including 
the unrestricted account alias, the server located within the 
restricted Zone receives transaction information including the 
restricted account identifier from a mobile communication 
device, determines an account associated with the mobile 
communication device, authenticates the consumer and the 
account associated with the mobile communication device, 
determines available billers associated with the account, and 
sends an authentication response message including the avail 
able billers associated with the account to the mobile com 
munication device. 

18. The central processing platform of claim 11, further 
comprising: 

receiving an unrestricted service request, wherein the unre 
stricted Service request was generated by the server com 
puter located in the restricted Zone by filtering a 
restricted service request comprising restricted informa 
tion to remove the restricted information; and 

storing the unrestricted service request in an unrestricted 
service request database located outside the restricted 
ZO. 

19. The central processing platform of claim 18, further 
comprising: 

sending a view only request associated with the unre 
stricted service request on behalf of an operator; 

receiving view only access to the restricted service request; 
and 

providing the view only access of the restricted service 
request to the operator, wherein the operator provides a 
requested service associated with the restricted service 
request. 

20. The central processing platform of claim 11, wherein 
the transaction request message is associated with a load 
transaction, an unload transaction, a payment transaction, or 
a transfer transaction. 


