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& (57) Abstract: The present invention is dirccted to a three-phase encryption method and a three-phase decryption method, and
an apparatus implementing the three-phase encryption method and/or the three-phase decryption method. To encrypt a message
according to the three-phase encryption method, a content of a message is converted from a first form M to a second form M’
the content of the message is scparated according to a spacing pattern; and the content of the message is scrambled according to a
scrambling pattern. To decrypt the message encrypted using the three-phase encryption method, the scrambling and spacing patterns
are reversed, and the content of the message is converted from the secand form M’ ta the first form M.
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S:YSTEM AND METHOD FOR THREE;PHASE DATA ENCRYPTION
BACKGROUND
‘['000'1'] With the proliferation of communications networks, and in
particular, communications networks implemented in whole or in part over
wireless media, data security has become increasingly important. Wireless
nietworking technologies are relalively new compared to wired networking
technologies. As such, current techniques for securing wireless networks
have been derived from the techniques developed for and used in wired
networks. For examplé, one technique for securing a netWork, whether
wired or wireless, is ta encrypt the communications. This inhibits
< comprehension of the communications by an unauthorized party should
the network be compromised. Current encryption techniques are
satisfactory for di(ect wired network paths, which include no intermediate -
IWireIess portions. To compromise encrypted transmission, an attacker '
typically needs to listen to multiple transactions in order to break the
encryption algorithm. For example, in order for an outside party to gain
access to a transaction over direct.cable connections, the oulside party
‘may gain access to the wire or fo a server coupled therewith and closely
monitor data streams untif the outside party can determine when one
‘transaction has been received or fransmitted by the server. Altematively,
the outside party may try fo access the dafa contained on the server, such
_ as any secure databases stored thereon. Once accessed, and enough
data is gathiered, the aftacker may be able decrypt the data. Techniques
are known for protecting data-stored on a server and the relative
 inaccessibility of the wired media makes.accessing and infercepting wired
communication inherentlydifﬁculf. However, when transmitting
communications wirelessly, the wireless signals carrying the
communications are often broadcast omni-directionally, thereby making
them accessible to anyone within range who.cares to listen. Accordingly,

techniques implemented to profect a transaction at the server, or over the
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communications media, from attacks, do little to protect transactions traveling at least
partially over wireless networks, where the data cannot be protected by the server and
the wireless signal cannot be securely constrained. When a transaction travels at least
partially over wireless networks, anyone may attempt to intercept the data stream. This
increases the probability that a given encryption algorithm will be compromised by an
attacker.

[0002] In any transaction using wireless networks, one of the main concerns is the
ability of an outside party to intercept a transaction and decrypt the transaction, where it
has been encrypted for protection, to obtain personal and/or secure information such as
credit card numbers, bank account numbers, and social security numbers. Therefore, it
is desirable to protect wireless transactions to prohibit an outside party from intercepting
and decrypting transactions.

SUMMARY
[0002a] It is an object of the present invention to substantially overcome, or at least
ameliorate, one or more disadvantages of existing arrangements or to offer a useful
alternative.
[0002b] According to one aspect of the invention, there is provided a method for
encrypting a message comprising:

converting a content of the message from a first form M to a second form M' as
a function of a known encryption key E, a first secret prime number P, and a secend
secret prime number Q;

after converting the content of the message to the second form M', separating
the converted content of the message to further encrypt the content of the message
according to a spacing pattern that is a function of at least a third secret prime number R;
and

after converting the content of the message to the second form M', scrambling
the converted content of the message to further encrypt the content of the message
according to a scrambling pattern that is a function of at least a fourth secret prime
number S.
[0002¢] According to a second aspect of the invention, there is provided an encryption
and decryption method comprising:

converting a content of a message from a first form M to a second form M’ as a
function of a known encryption key E, a first secret prime number P, and a second secret
prime number Q;

after converting the content of the message to the second form M', separating

the converted content of the message to further encrypt the content of the message
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according to a spacing pattern, the spacing pattern a function of a third secret prime
number R and a second known encryption key K;

after converting the content of the message to the second form M', scrambling
the converted content of the message to further encrypt the content of the message
according to a scrambling pattern, the scrambling pattern a function of a fourth secret
prime number S and a secret modulus J;

sending an encrypted message from an encrypting device to a receiving device
calculating the scrambling pattern and parsing through the encrypted message to
reverse the scrambling pattern;

calculating the spacing pattern and parsing through the encrypted message to
place the content of the message in a unified message; and

converting the content of the message from the second form M' to the first form
M as a function of a decryption key D, the first secret prime number P, and the second
secret prime number Q.
[0002d] According to a third aspect of the invention, there is provided a system for
encrypting a message, comprising:

an encryption module comprising a first processor, a first memory coupled with
the first processor, and a first network interface coupled with a communications network,
the first processor, and the first memory;

conversion logic stored in the first memory and executable by the first processor
to convert a content of the message from a first form M to a second form M’ as a function
of a known encryption key E, a first secret prime number P, and a secret prime number
Q;

separating logic stored in the first memory and executable by the first processor
to separate the content of the message according to a spacing pattern to further encrypt
the content of the message after the content of the message is converted to the second
form M";

scrambling logic stored in the first memory and executable by the first processor
to scramble the content of the message according to a scrambling pattern to further
encrypt the content of message after the content of the message is converted to the
second form M’ and

communication logic stored in the first memory and executable by the first
processor to send an encrypted message over the communications network.
[0002e] According to a fourth aspect of the invention, there is provided a system for

encrypting and decrypting a message comprising:

1910860-1:bab
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conversion means for converting a content of the message from a first form M to
a second form M' as a function of a known encryption key E, a first secret prime number
P, and a second secret prime number Q;

separating means for separating the content of the message according to a
spacing pattern to further encrypt the content of the message after the content of the
message is converted to the second form M', the spacing pattern a function of a third
secret prime number R and a second known encryption key K;

scrambling means for scrambling the content of the message according to a
scrambling pattern to further encrypt the content of the message after the content of the
message is converted to the second form M, the scrambling pattern a function of a fourth
secret prime number S and a secret modulus J;

descrambling means for calculating the scrambling pattern and parsing through
the encrypted message to reverse the scrambling pattern;

unifying means for calculating the spacing pattern and parsing through the,
encrypted message to place the content of the message into a unified message; and

second conversion means for converting the content of the message from the
second form M' fo the first form M as a function of a decryption key D, the first secret
prime number P, and the second secret prime number Q.
[0002f] According to a fifth aspect of the invention, there is provided a method for
decrypting a message comprising:

receiving an encrypted message;

descrambling a content of the message that has been encrypted based on a
scrambling pattern using the scrambling pattern;

placing separated content of the message that has been encrypted based on a
scrambling pattern into a unified message using the spacing pattern; and

after descrambling the content of the message and placing the content of the
message into the unified message, converting the content of the message from a second
form M" back into a first form M based on a known encryption key E, a first secret prime
number P, and a second secret prime number Q.
[0002g] According to a sixth aspect of the invention, there is provided a system for
decrypting a message, comprising:

a decryption module comprising a processor, a memory coupled with the
processor, and a network interface coupled with a communications network, the

processor, and the memory;,
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communications logic stored in the memory and executable by the processor to
receive an encrypted message over the communications network;

descrambling logic stored in the memory and executable by the processor to
descramble a content of the message that has been encrypted based on a scrambling
pattern using the scrambling pattern;

unifying logic stored in the memory and executable by the processor to place
separated content of the message that has been encrypted based on a spacing pattern
into a unified message using the spacing pattern; and

conversion logic stored in the memory and executable by the processor to
convert the content of the message from a second form M' back into a first form M based
on a known encryption key E, a first secret prime number P, and a second secret prime
number Q after the content of the message is descrambled and the content of

the message is placed into a unified message

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Figure 1 is a flow chart of a three-phase encryption and decryption technique in
accordance with one embodiment of the invention;

[0004] Figure 2 is a flow chart of one embodiment of a conversion phase of the three-
phase encryption technique;

[0005] Figure 3a is a flow chart of cne embodiment of a separating phase of the three-
phase encryption technique;

[0006] Figure 3b is a flow chart of a scrambilization phase of the embodiment of the
three-phase encryption technique of Figure 3a;

[0007]) Figure 4a is a flow chart of another embodiment of a separating phase of the
three-phase encryption technique;

[0008] Figure 4b is a flow chart of a scrambilization phase of the embodiment of the
three-phase encryption technique of Figure 4a;

[0009] Figure 5 is a flow chart of a three-phase decryption technique of the

embodiment of the three-phase encryption technique of Figures 3a and 3b;

1910860- bab.
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[061 0] Figure 6is 4 flow chartof a thfee-phase decryption technique of
the embodiment of the three-phase encryption technique of Figures 4a and
4b; » :

[0011] Figure 7 is a block diagram of one embodiment of an encryption
module and one embodiment of a decryption module;

[0012] Figufe Ba is a flowchart of an example of an embodiment of a
three-phase encryption technique; .

[0013] Figure 8b is a flowchart of an example of a three-phase
decryption technique of the ernbodiment of Figure 8a; and

[0014] Figwe Qisa flowchart of an example of an-embodiment of a
three-phase encryption technique with an additioﬁal fourth phase.

ﬁ_ETAlLED DESCRIPTION OF THE DRAWINGS
[0015] Fig. 1is a flow chart 10b depictiﬁg one embodiment of a three-
phase encryption technique and one embodiment of a three-phase
decryption technidue. It will be appreciated that any single device may
" implement either the. three-phase encryption technique, the three‘—pﬁase
decryption technique, or combinations thereof.
{0016]  Generally, the disclosed three-phase encryption and decryption
techniques may be used to protect communications taking part at least
partially over a wireless network. However, one of skill in thé art would
appreciaté that the disclosed three-phase encryption and decryption
techniques may be used for communications over a hardwired medium or
-any other type of communications medium.
[0017] Thé thiee-phase encryption technique is generally used bya
fransmiitting device to énciypt a message before the transmitfing device
transmits the message to a receiving device. The transmitting device
énctypts the ressage to prevent an outside party from easily intercepting
a message traveling over a communications medium to the receiving
device and gaining access to personal and/or secure informatiori such as

cradit card numbers, bank account numbers, and social security number. -
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{0018] The three-phase decryption technique is generally used by the
receiving device to.decrypt the message after the receiving device
‘reo'eivéjs the message from the fransmitting device. The receiving device
decrypts the message to-gain access to the personat and/or secure
‘informétio‘n such.as credit card numbers, bank account numbers, and

. social security number that the three-phase encryption t'echniq;xe protects.
10019]  In one embodiment, a sending/transmitting device, having an
.e'ncryption capability encrypts a message using the disclosed three-phase
encryption technique 102 and sends the message to a receiving device
110. Itwill be appreciated that such communications may be bi-directional
and-that various devices may be capable of both sending and receiving.
Accordingly, the designation of sending device or receiving device used

" hereinare contextually applied, and a sending device for one
communication may be a receiving device for another communications,
etc. The sending device may include a personal computer; a personal
digital assistant; a server; a workstation; an appliance, e.g. smart
appliance, such as a Washerfdryer, refrigerator, water treatment system, or
stove operative to send or receive data over a network; or any other type
of network enabled device known in the art, or combinations thereof,
including non-network enabled devices retroﬁtte}d or otherwise adapted to
bé network enabled. The receiving device receives the message 111 and

" decrypts the encrypted message using the disclosed three-phase
decryption technique 112. Like the encrypting dévice, the receiving device .
mdy-include a personal computer; a personél digital assistant; a server; a

. workstation; an appliance, e.g. smart appliance, such as a washer/drye}',

refrigerator, water treatment system or stove .operétive to send or receive

data over a network; or any other type of network enabled device known in

the art; or combinations thereof, including non-network enabled devices

retrofitted or otherwise adapted to be network enabled.

[0020]  The wireless protocol used lo send the encrypted message 110

* from the encrypting device to the receiving device may include wireless

4
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fidelity (“\Ni-Ff") compatible with the IEEE 802.11 sfanvdard set, such as -
802.11(a), 802.11(b) or 802.11(g); general packet radio service (‘GPRS”);
Bluetooth, satellite or cellular trénsmissions; ultra widéband; WiMax; or any

- other type of wireless protocol using RF, light or other transmission

- ‘medium, and may further include combinations of different wiréless
technologies over various portions of the network.
{0021] In operation.of the three-phase encryption technique 102 on a
message to be transmitted over the network, the content of the message is
converted from a first form M to a second form M’ 104, typically using
prime-factorization, to hide the original content of the message during
transmission. .
[0022] The content of the message is then separated 106, typically into
a plurality of distinct packeté or a plurality of groupings, as described in
detail below, to de-homogenize the intervals at which the content of the
message is transmitted, thereby increasing the difficulty for a third party to
listen to a transmission and decipher the message confent.
[0023] ' In one embadiment, fo separate the content of the message, the
confent of the message may be broken up so that a portion of the content
of the message is spread throughout a plurality of distinct packets that are
sepa.rated by a given amount of time when transmitted. In another

‘ émbodiment, fo separate the content of the message, excess characters,
such as spaces, are inserted throughout the content of the message to
distribute the content of the message into a plurality of groupings.
{0024] Finally, the plurality of distinct packets, or the plurality of
groupings, containing the content of the message are scrambled according
to a user-defined pattern 108, examples of which are described in detai
below. '
[6025] To decrypt a message that has been encrypted using the above
described three-phase encryption teéhnique 102, the three-phase
encryption technique 102 is simply reversed 112. Typically, for increased
security, the receiving device will know the necessary algorithms and

5
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variables for decrypting a message that has been encrypted using the
disclosed three-phase encryption technique 102. However, in other
embodiments the necessary algorithms and variables for decrypting a
message may be passed to the receiving device at the c,dst of decreased
security. ‘ .

[0026] Initially, the content of the message within the plurality of distinct
pulses or the plurality of groupings is descrambled 114 by reversing the
user-defined pattern. Next, the plurality of packets that comprise the
content of the message are reformed back into a single message, or the
excess characters between the plurality of groupings are removed 116;
depending Updn the method that was used to break up the original
message. Typically, the method used to break up the original messagé is
indicated at the head of a message in the form of a one or two digit _
qnumber. Finally; the content of the message is converted from the second
form M’ into the first form M 118. '

[0027] Fig. 2 is a flow chart depicting ane embodiment of the conversion
phase 200 of the three-phase encryption technique. Typically, before the
content of the message is encrypted, the alphabetical syntax of the content
of the message is converted to a numerical represefitation 202. For
:example, the fetter “a” may be converted fo be represented numerically as A
01, the letter “b” may bé converted to be represented numerically as 02,

- and so on. The alphabetic conversions may comply with- the American
Standard Code for Information Interchange (“ASCII") or the Extended '
Binary Code Decimal Interchange Code (“EBCDIC") standards, or may be
-an_arbitrary conversion. A function for converting Aalphabeﬁca{ syntax into
numerical fepresentation is well known and most prograrhming languages
intlude a standard function to perform this type of operation.

[0028] To convert the content of the message from a first form M to a
second form M, the encryption component and the decryption component
of the sending device and/or receiving device are programmied with a first

$ecret prime number P, a second secret prime number Q, a known

6
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encryption key E, and a secret encryption key D. Additionally, the product
6f ﬂae first and second secret prime numbers is defined to be N.
[0029] For added security, the known encryption key should be
relatively prime 206 to the first and second secret prime numbers P, Q
such that;
4 "GCD(E,(P—-D*(Q-)) =1
wherein GCD is the greatest common divisor or factor. As is well known,
two or more integers are defined to be relatively prime if they share no
common positive factors (divisors) except the number 1.
[0030] The secret decryption key D is typically not openly known. The
éecret decryption key D is used to decode -any message received by the
receiving device. After choosing the first secret prime number P, the
second secret prime number-Q, and the known encryption key E, the
secret 'encrypﬁon key D may be calculated using the formula:
B D*E =1*mod((P-1)*(Q-1).
f0031]  Using the product N of the first secret prime number P and the
second secret prime number Q, and the known encryption key E,-_'the
content of the message is converted 208 from a first form M to a second
form M’ according to the formula:
M= MF modN.
Note that for the conversion 208 from the first form M to the second form
M to work correctly, the numerical value of N must be greater than the
fuitherical value of the content of the message in the first form M.
[0032] Figs. 3aand Aia are flow charts for the separating phase of the
{hree-phase encryption technique. Typically the contént of the message is
_éép‘arated after the conversion phase, but in other embodiments, the
content of the message could be separated before the conversion phase.
[0033]  1n one embodiment shown in Fig. 33, to separate the.content of
the message, the content of the message is broken up 300 so that the

content of the message is spread throughout a pluraﬁty of distinct packets

-12-
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304. Typically, to détermine a spacing pattérh‘ for the plurality of distinct

packets, a third secret prime number R and a gecond known encryption

key K-are chosen. The value of the openly known encryption key K may

be any modulﬁs such as 10, the value of the secret encryption key D, or

any other recommended value. '

[00'34] {n one embadiment, the spacing pattéin may be-a number of’

characters that the encrypting device waits between the plurality of distinct

packets. However, in other embodiments, a u‘sef may choose to have the
-value of the spacing patfem correspond to other meanings with réspect to

the spécing between the plurality of distinct packets. The spacing paitemn

is typically calculated 302 according to the formuta:

F(®) = R*mod(K).

Ih sore embodiments, the spacing pattern may alternate between “R mod
‘K" and “K— R mad K." or ariy other formula chosen by a user.

[0035] In another embodiment shown in Fig. 4a, to separate the content
.-of the message 400, the content of the message is spaoéd so that excess

tharacters are inserted throughout the content aof the message 404 to

distribute the content of the message into a plurality of groupings. The

excess charactérs may be spaces or any other type of characters desired

by the user. Tie spacing pattern for the number of excess characiers may

be determined according to the same process described above for
.det'ermining the spacing patterni in the embodiment of Fig. 3a. Typically, a

third seciet prime number R and a second known encryption key K are ’

chosen. The value of the second known encrypfion key K may be any

riodulus such as 10, the value of the secret éncryption key D, or any other -

recommended valie. The spacing pattern may be calculated 402
.according to the formula:

F(R)= R*mod(X).
in some embodiments, the spacing pattern may alternate between “R mod

K and “K — R mod K," or any ather formula-chosen by a user.

13-




WO 2006/091528 PCT/US2006/005942

[0036] Typically, after the spacing phase 300, 400, the sections of the
cbnient of the message remaining are scrambled 306, 406. However, in
other embodiments, the order of the three-phase encryption technique may
be chatiged such that the content of the message is scrambled 306, 406 A
‘before the spacing phase 300, 400 or the conversion phase 200.
f0037] Fig. 3b is a flow chart for the scrambling phase 306 of the three-
phase data encryption method of the embodiment of Fig. 3a. Typically, a
fourth prime number S and a secret modulus J are chosen. The value of
* the secret modulus J may be any integer such as 10, one of the secret
éncryption keys, or-a set of secret whole numbers. The fourth prime
humber S arid the secret modulus J are used fo calculate 308 a
scrambilization pattern according to the formula:
_ G(8) = S *mod(J).
-[0038_] in one embodiment, the scrambilization pattern may represent
which of the plurality of distinct packets will be scrambled according to a
predefined method. For example, if the serambilization pattern were to
equal the number 2, this may represént a scrambling action taking place
on every other distinct packet. The scrambling action may include
reversing two numerical characters, adding a constant to a numerical
fnessage value, or any other function desired by a uset 310.
[0039]  Fig. 4b is a flow chart for the scrambling phase 406 of the
‘embodiment of Fig. 4a. As described above for the embodiment of Figs.
3a and 3b, afourth prime number S and a secret modulus J are chosen.
The prime number S and secret modulus J are used to calculate 408 a
scrambilization patteriv according to the formula:
G(S) = S *mod(J).
,[6040] Fig 5 is a flowchart of the decryption 500 of an encrypted
‘ ressage created according o the embodiment of Figs. 3a and 3b. After -
A’the. encrypling device has processed the message through the three-phase

éncryption technique, the encrypted message may be sent to a receiving
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device 502. Once received, the receiving device reverses the three-phase
enciyption technique to decrypt the encrypted message.
[0041] Typically, the content of the message within the plurality of
distinct packets is descrambled 504 by simply reversing the process
described in Fig. 3b above. Typically, the receiving device will know the
secret modulus J and the fourth prime number S fo be able fo calculate the
scrambilization pattern and parse through thie encrypted content of the
message to reverse the scrambilization 504.
[0042] After the descrambling phase 504, the plurality of distinct packets
that comprise the message are reformed backing into a single message
506. Typically, the receiving device will know the. third secret prime
number R and the second known encryption key K so that the receiving
device may calculate the spacing pattem and parse through the message
fo reverse the process described in Fig. 3a above 506.
'[0043]  After the plurality of distinct packets is reformed into a single
message 506, the content of the message is converted from the second
form M to the first form M 510. Typically, the receiving device will know
the openty known eneryption Key E and the first and second secret prime
numbers P, Q. Using E, P, and Q, the receiving device calculates 508 the
secret decryption key D usirig the formula:
D*E =1¥*mod((P-1)*(Q-1))-
The receiving device then converts 510 the content of the message from
the second form M’ to the first form M according to the formula:
M= (MY *modP*Q).
{0044]  Fig 6 is a flowchart of the decryption 600 of an encrypted
message received from an encrypting device 602 in accordance with the
embodiment of Figs. 4a and 4b. Typically, the content of the message °
distributed by excess characters is descrambled 604 by simply reversing
the process described in Fig. 4b above. Typically, the receiving davice will

kiow the secret modulus J and the fourth prime number S to be able to
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calculate the scrambling battem and parse through ihe message fo
reverse the scrambling process. i ) _
[0045] - Aifter the descrambilization phase 604, the plurality of distinct
packets that comprise the message are reformed 606 back into a single
message. Typically, the receiving device will know the prime number R
and the second known encryption key K to be able to calculate the spacing
pattern and parse through the message to reverse the separating process
described in Fig. 4a above. ‘ ‘
[0046] After the plurality of distinct packets is reformed 606 into a single
message, the content of the message is converted 610 from the second
form M’ fo the first form M. Typically, the receiving device will know the
known encryption >key E,I the first secret prime number P, and the second
secret prime number Q. Using E, P, and Q, the receiving device calculates
608 the secret decryption key D using the formula:

D*E =1*mod(P—1)*(Q-1).
The receiving device then converts 610 the content of the message from
the second-form M’ into the first form M according to the formuta:

M =(M")° *mod(P* ).

As with the order of the phases in the encryption process, the order of the
pha'sés inthe decryption process may be reversed in other embodiments.
[0047] Fig. 7 is a block diagram showing one embodiment of an
&ncryption module 702 for encryptifig a message using the three-phase
énéryption technigue and ohe embodiment of a decryption module 704 for
deCryptiﬁg a message usihg a three-phase decryption technique. The
-encryption and decryption rodules 702, 704 may be any type of hardware
or software capable of petforming the thiee-phase encryption and '
decryption techniques. A single device may comprise both the encryption
and decryption modules 702, 704 so that the single device is capable of bi-

directional communication, or the single device may comprise either-the
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encryption er decryption module 702, 704 so that the single device is
capable of communication in only one direction.
[0048] The encryption module 702 typically includes an encryption
processor 706, an encryption memory 708 coupled wtth the encryption
processor 706, and an encryption network interface 710 coupled with the
. encryption processor 706, encryptien memory 708 and a communications
hetwork 712. Herein, the phrase “coupled with” is . defined to mean directly
connected to or indirectly connected through one or more intermediate
corhponents. Such intermediate components may include both hardware
" and software based components.
{0049] The encryption-processor 706 may be a standard Pentium
processor, an Intel embedded processor, 2 custom processor; or any other .
type of processor hardwired, or capable of running software programs, to
‘éxecute the functions descrlbed above of converting the content of a
messagde from a first form M to a second form M, separating the content of
the message according to a spacing pattern, and scrambling the content of
the message according to the scrambilization pattern. Typically, these
functions will be implemented as logi¢ in software progran‘ﬁs, stored in the
éncryption memory 708, and executable by the_encryptio’n processor 706.
[0050] The encryption memory 708 may be any type of memary such as
ROM or flash memiory, or may be any type of permanént or removable dlSk
of drive. The encryption network interface 710 may be any type of network
interface capable of comimunications over a wireless network, a hacdwired
communicatibn network, or any other type of communications medium.
[0051] Similarly, the decryption module 704 also typlcally includes a
decryption processor 714, a decryption memory 716 coupled with the
decryption processor 714, and a decryption network interface 718 coupled
with the decryption processor 714, decryption memory 716, and the
communications network 712.
»{0052] The decryption processor 714 fay be a standard Pentium
processor, an ntel embedded processor, a custom processar; or any ather
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type of procéssor hardwired, or capable of rfunning software programs, to'
execute the functions described above of descrambling the contentof a
message according to the scrambling paitern, unifying the separated
.conten( of the message according to a spacing pattern, and converting the
content of the message form the second form M fo the first form M.
Typically, these functions will be implemented as logic in software
programs, stored in-the decryption memory 716, and executable by the
decryption processor 714. The decryption memory 716 may be any type
-of memory such as ROM or flash memory, or may be any type of
permanent or removable disk or drive.

t0053] The decryption memory 716 may be any type of memory such as
ROM ar flash memory, or 'méy be any type of permanent or removable disk
or drive. The decryption network interface 718 may be any type of network
interface capable of communications over a wireless network, a hardwired
communication network, or-any other type of communications medium.
'[0054] Figs. 8a and 8b are flowcharts showing an example of a
message encrypted (Fig. 8a) and then decrypted (Fig. 8b) using one
e‘mbodiment- of a three-phase data encryption method. As seen in Fig. 8a,
the message in the first form M is defined fo have a value of 23 802.
Further, the first secret prime number is defined to have a value of 5, the
second secret pritive number is defined to have a value of 7, and the
known encryption key E is defined to have a valtie of 29. As explained
above, the value of the first and second secret prime numbers are prime
and the known encryption key E is relatively prime to the first and second
secret prime riumbers. Furthermore, the product of the ﬁ_rst and second
primhe number is calculated to be 35, meeting the requirement that the
product of the first and second prime numbers be greater than the value of
the message in the first form M.

[0055] The message is converted 804 from the first form M fo the

sacond form M’ as described above, according to the formula:

13
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M'=ME *mad(P*Q)

M'=(23)” *mod(35).
When the conversion phase 804 is performed, the message valué in the’
first form M of 23 is calculated to have a value of 18 in the second form M.
[0056] After the conversion phase 804, the spacing phase 806 is
performed. In the example, the third secret prime is defined as 31 and-the
second known encryption key is defined as 10. A spacing pattern is
calculated 806 as described above according fo the formuta:

F(R) = R*mod(K)

A F(31) =31*mod(10),
resulting in avalue of 1. In the example, the value of 1 is defined to be a
siigle space, "OO ‘

{0057]  In the embodiment where the message is separated into distinct
* packets 808, a value of 1 results in the message separated from “18" to d
value of “1__ 8" with a single space between the distinct packets.

" Alternatively, in the embodiment where exc'ess‘ spaces are placed between
the plurality of groups to distribute the message 810, the message is
séparated from “18” o a value of “1008” with two excess characters,
defined to be a space, beMeen the plurality of groupings.

[0058] After the spacing phase 806, the scrambilization pattern is
caléulated 812. In the example, the fourth prime number is defined to be |
47 and the-secret modulus is defined to be 15. A scrambilization pattern is

" calculated according fo the formula: ' '
G(S) =8 *mod(J)
. G(17) =17*mod(15),
resulting in a value of 2. In the example, the value of 2 is defined to‘me"an '
that every other packet or gr_oﬁpihg is scr_anibled.
[0059] * In the exampte, when a grouping-or packet is scrambled, it has
been defined to mean a Qonstam of 10 is added to the numerical value and

. the two numerical characters are reversed. In the embodiment where the

14

-19-




WO 2006/091528 PCT/US2006/005942

message is separated info distinct packets 808, the message of “1 __ 8"is
first changed 1o “1 __ 18" and then fo “1 _ _ 81". Therefare, the message
valte of 23 has an encrypted value of “1 __ 81"

[0060] In the embodiment where excess spaces are placed between the
groups to distribute the message 810, the-message of “1008" is first
changed to “10018” and then to “10081". Therefore, the message value of
23 has an_encf_ypled value of 10081.

‘[0061] * Thé encrypting device may then send the encrypted value of
10081 fo the receiving device 814. Referring to Fig. 8b, the receiving
device réceives»this encrypted message 818 and may first descramble the

” content of the message 820. The receiving device must know that each

. grouping or packet that is scrambled must have the two numerical
characters reversed and an added valie of 10 ta the original message.
Addiﬁona"y, the receiving device must know the fourth prime numbér is
defined to be 17 and the secret modulus is defined to be 15 so that the
receiving device can correctly calculate that the value of the scrambling
pattern is 2 as described above.

[0062] In the embadiment where the message is separated into distinct
© packets 822, the message of “1 _._ 81" is first changed to “4_ _18"and

thenfo “1 _ _ 8" 820. In the embodiment where excess spaces are placed

bietweén the plurality of groups to distribuie the message 824, the

" message of “10081" s first changed to “40018" and then to “1008” 820.
[0063] After the descrambling phase 820, the recéiving device places

the messagde back into a unified message 826. The receiving device must .
know that the third secret prime is defined as 31 and the openly knowit

" modulus'is defined as 10 so that the receiving device may correctly
calculate a spacing pattern of 1 and know than one space, or “00,” has
been inserted between the groupings or packets of the-content of the
message.’

'[0064]  In the embodiment where the message is separated into distinct
packets 822, the message of “1 __.8"is changed to “18". Further, inthe
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embadiment whére excess spaces are placed 5etw'een the plurality of

groups to distribute the message 824, the message of “1008" is changed

to “18". ‘

[0065] - Finally, the receiving device performs the conversion phase 830

to convert the content of the message form the second form M’ back into

the first form M. The receiving device must know that the first secret prime

- nuimber is defined to have a value of 5, the second secret prime number is

_ defined to. have a value of 7, and the known encryption key E is defined to
have a value-of 29. Using these values, the receiving device calculates
828 the secret decryption key D as described above according to the
formula: ) ‘ :

D*E =1*mod((P -1 *(Q~1)

D*29=1*mod(4*6),

- restlting in a value of 5. Using the secret dectyption key D, the receiving
device converts 830 the message in the second form M’ ta the first form M
according to the formula: V

' M =(M")” *mod(P* Q)
M = (18)° *mod(7*5).
The aﬁo"ve formula results 830 in a value of the message in the first formM ‘
of 23, the same as the value of the messagé in the first form before the
ihre‘e—phase encryption process is performed. ' '
[0066] Devices implementing the three-phase encryption technique or
the three-phase decryption technique may also integrate additional phases

‘ into-the three-phase encryption technique or the 'th‘fee<phése decryption
technique. For example as seen in Fig. 9, in one embodiment, a device

" implementing the three-phase decryption technique of Fig. 8a may perfofin

a fourth phase 916 of scrambling the order of thé pluraility of packets or the

plurality of groupings: Thus, any additional phiase may be added to the

three-phase encryption technique or the three-phase decryption technique
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s0 long as the new phasé does not distort the data to an extent that the -
new phase cannot be accurately reversed.

{00671 tis therefore intended that the foregoing detailed description be
regarded as illustrative rather than limiting, and that it be understood that it
is the following claifs, including all equivalents, that are intended to défine .

the spirit and scope of this invention.
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The claims defining the invention are as follows:

1. A method for encrypting a message comprising:

converting a content of the message from a first form M to a second form M' as
a function of a known encryption key E, a first secret prime number P, and a second
secret prime number Q;

after converting the content of the message to the second form M', separating
the converted content of the message to further encrypt the content of the message
according to a spacing pattern that is a function of at least a third secret prime number R;
and

after converting the content of the message to the second form M', scrambling
the converted content of the message to further encrypt the content of the message
according to a scrambling pattern that is a function of at least a fourth secret prime

number S.

2. The method of claim 1, further comprising:
converting the content of the message from alphabetical syntax into numerical

representation.

3. The method of claim 2, wherein the content of the message is

converted from alphabetical syntax into numerical representation using a hash function.

4. The method of claim 1, wherein the known encryption key is relatively

prime to the first secret prime number and the second secret prime number.

5. The method of claim 4, wherein the content of the message is
converted from the first form M to a second form M’ according to the formula:
M’ = MEmod(P*Q).

6. The method of claim 1, wherein the spacing pattern for separating the
content of the message is a function of a third secret prime number R and a modulus K,

according to the formula:
F(R) = R *mod(K).

19108601 :bab
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7. The method of claim 8, wherein the phase of separating the content of
the message according to a spacing pattern comprises:

pulsing the content of the message into a plurality of distinct packets.

8. The method of claim 6, wherein the phase of separating the content of
the message according to a spacing pattern comprises:
inserting excess characters into the content of the message to distribute the

content of the message into a plurality of groupings.

9. The method of claim 8 wherein the excess characters are spaces.

10. The method of claim 1 wherein the scrambling pattern is a function of a
secrete modulus J and a fourth secret prime number S, according to the formula:
G(S) = S*mod(J).

1. The method of claim 1, further comprising:
after converting the content of the message, separating the content of the
message, and scrambling the content of the message, sending an encrypted message to

a receiving device.

12. The method of claim 11, further comprising:

receiving the encrypted message at the receiving device;

descrambling the content of the message;

placing the separated content of the message into a unified message; and
converting the content of the message from the second form M' back into the

first form M.

13. The method of claim 12, wherein the phase of descrambling the
content of the message comprises:

calculating the scrambling pattern for the content of the message using a fourth
secret prime number and a secret modulus; and

parsing through the encrypted message and reversing the scrambling pattern.

14. The method of claim 12, wherein the phase of placing the separated
content of the message into a unified message comprises:

1910860-1 bab
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calculating a spacing pattern for the content of the message using a third secret
prime number R and a second known encryption key K; and

parsing through the separated message to reverse the spacing pattern.

18. The method of claim 12, wherein the phase of converting the content of
the message from the second form M" back into the first form M comprises:

calculating a secret decryption key D as a function of the known encryption key
E, first secret prime number P, and second secret prime number Q according to the
formula:

D*E=1*mod((P-1)*(Q-1)); and

using the secret calculated decryption key D to convert the content of the
message in the second form M’ back into the first form M according to the formula:

M = (M'Y° *mod(P*Q).

16. An encryption and decryption method comprising:

converting a content of a message from a first form M to a second form M' as a
function of a known encryption key E; a first secret prime number P, and a second secret
prime number Q;

after converting the content of the message to the second form M, separating
the converted content of the message to further encrypt the content of the message
according to a spacing pattern, the spacing pattern a function of a third secret prime
number R and a second known encryption key K;

after converting the content of the message to the second form M', scrambling
the converted content of the message to further encrypt the content of the message
according to a scrambling pattern, the scrambling pattern a function of a fourth secret
prime number S and a secret modulus J;

sending an encrypted message from an encrypting device to a receiving device
calculating the scrambling pattern and parsing through the encrypted message to
reverse the scrambling pattern;

calculating the spacing pattern and parsing through the encrypted message to
place the content of the message in a unified message; and

converting the content of the message from the second form M' to the first form
M as a function of a decryption key D, the first secret prime number P, and the second

secret prime number Q.
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17. The method of claim 16, wherein the product of the first secret prime
number P and the second secret prime number Q is greater than the numerical value of

the content of the message in the first form M.

18. The method of claim 17, wherein the known encryption key E is
relatively prime to the first secret prime number P and the second secret prime number
Q.

19. The method of claim 18, wherein the content of the message is
converted from the first form M to the second form M' according to the formula:
M'= ME *mod(P*Q).

20. The method of claim 16, wherein the spacing pattern is calculated
according to the formula:

F(R) = R*mod(K).

21. The method of claim 16, wherein the scrambling pattern is calculated
according to the formula:
G(8) = S*'mod(J).

22. The method of claim 16, wherein the decryption key is calculated
according to the formula:
D*E=1"mod((P-1)*(Q-1)).

23. The method of claim 22, wherein the content of the message is
converted from the second form M’ to the first form M according to the formula:
M = (M)° *mod(P*Q).

24. A system for encrypting a message, comprising:

an encryption module comprising a first processor, a first memory coupled with
the first processor, and a first network interface coupled with a communications network,
the first processor, and the first memory;

conversion logic stored in the first memory and executable by the first processor

to convert a content of the message from a first form M to a second form M' as a function
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of a known encryption key E, a first secret prime number P, and a secret prime number
Q;

separating logic stored in the first memory and executable by the first processor
to separate the content of the message according to a spacing pattern to further encrypt
the content of the message after the content of the message is converted to the second
form M';

scrambling logic stored in the first memory and executable by the first processor
to scramble the content of the message according to a scrambling pattern to further
encrypt the content of message after the content of the message is converted to the
second form M'; and

communication logic stored in the first memory and executable by the first

processor to send an encrypted message over the communications network.

25. The system of claim 24, wherein the content of the message is
converted from the first form M to a second form M’ according to the formula:
M= ME mod(P*Q).

26. The system of claim 24, wherein the spacing pattern for separating the
content of the message is a function of a third secret prime number R and a modulus K,
according to the formula:

F(R) = R*mod(K).

27. The system of claim 26, wherein the phase of separating the content of
the message according to a spacing pattern comprises:

pulsing the content of the message into a plurality of distinct packets.

28. The system of claim 26, wherein the phase of separating the content of
the message according to a spacing pattern comprises: inserting excess characters into
the content of the message to distribute the content of the message into a plurality of

groupings.
29. The system of claim 24 wherein the scrambling pattern is a function of

a secrete modulus J and a fourth secret prime number S, according to the formula:
G(S) = S'mod(J).

1910860- 1 tab
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30. The system of claim 24, further comprising:

a decryption module comprising a second processor, a second memory coupled
with the second processor, and a second network interface coupled with the
communications network, the second processor, and the second memory;

a second communications logic stored in the second memory and executable by
the second processor to receive the encrypted message over the communications
network;

descrambling logic stored in the second memory and executable by the second
processor to descramble the content of the message;

unifying logic stored in the second memory and executable by the second
processor to place the separated content of the message into a unified message; and

second conversion logic stored in the second memory and executable by the
second processor to convert the content of the message from the second form M' back

into the first form M.

31. The system of claim 30 wherein the second conversion logic calculates
a secret decryption key D as a function of the known encryption key E, first secret prime
number P, and second secret prime number Q according to the formula:

D*E = 1*mod{(P-1)*(Q-1)) ; and

using the secret calculated decryption key D, converts the content of the
message in the second form M' back into the first form M according to the formula:

M = (M"° *mod(P*Q).

32. A system for encrypting and decrypting a message comprising:

conversion means for converting a content of the message from a first form M to
a second form M' as a function of a known encryption key E, a first secret prime number
P, and a second secret prime number Q;

separating means for separating the content of the message according to a
spacing pattern to further encrypt the content of the message after the content of the
message is converted to the second form M', the spacing pattern a function of a third
secret prime number R and a second known encryption key K;

scrambling means for scrambling the content of the message according to a
scrambling pattern to further encrypt the content of the message after the content of the
message is converted to the second form M', the scrambling pattern a function of a fourth

secret prime number S and a secret modulus J;
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descrambling means for calculating the scrambling pattern and parsing through
the encrypted message to reverse the scrambling pattern;

unifying means for calculating the spacing pattern and parsing through the,
encrypted message to place the content of the message into a unified message; and

second conversion means for converting the content of the message from the
second form M’ to the first form M as a function of a decryption key D, the first secret

prime number P, and the second secret prime number Q.

33. A method for decrypting a message comprising:

receiving an encrypted message;

descrambling a content of the message that has been encrypted based on a
scrambling pattern using the scrambling pattern;

placing separated content of the message that has been encrypted based on a
scrambling pattern into a unified message using the spacing pattern; and

after descrambling the content of the message and placing the content of the
message into the unified message, converting the content of the message from a second
form M' back into a first form M based on a known encryption key E, a first secret prime

number P, and a second secret prime number Q.

34. The method of claim 33, wherein descrambling the content of the
message comprises:
calculating the scrambling pattern for the content of the message using a fourth
secret prime number and a secret modulus; and
parsing through the encrypted message and reversing the scrambling pattern;
wherein the scrambling pattern is calculated according to the formula:
G(S) = S* mod(J).

35. The method of claim 33, wherein placing separated content of the
message into a unified message comprises:
calculating the spacing pattern for the content of the message using a third
secret prime number R and a second known encryption key K; and
parsing through the separated message to reverse the spacing pattern;
wherein the spacing pattern is calculated according to the formula:
F(R) = R *mod(K).
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36. The method of claim 33, wherein converting the content of the
message from a second form M’ back into a first form M comprises:
calculating a secret decryption key D as a function of the known encryption key
E, first secret prime number P, and second secret prime number Q; and
using the secret calculated decryption key D to convert the content of the
message in the second form M’ back into the first form M according to the formula:
M = (M)° *mod(P * Q);
wherein the secret decryption key D is calculated according to the formula:
D* E = 'mod((P-1)(Q-1)).

37. A system for decrypting a message, comprising:

a decryption module comprising a processor, a memory coupled with the
processor, and a network interface coupled with a communications network, the
processor, and the memory;

communications logic stored in the memory and executable by the processor to
receive an encrypted message over the communications network;

descrambling logic stored in the memory and executable by the processor to
descramble a content of the message that has been encrypted based on a scrambling
pattern using the scrambling pattern;

unifying logic stored in the memory and executable by the processor to place
separated content of the message that has been encrypted based on a spacing pattern
into a unified message using the spacing pattern; and

conversion logic stored in the memory and executable by the processor to
convert the content of the message from a second form M’ back into a first form M based
on a known encryption key E, a first secret prime number P, and a second secret prime
number Q after the content of the message is descrambled and the content of

the message is placed into a unified message.

38. The system of claim 37, wherein the descrambling logic:
calculates the scrambling pattern for the content of the message using a fourth
secret prime number and a secret modulus; and
parses through the encrypted message and reverses the scrambling pattern;
wherein the descrambling logic calculates the scrambling pattern according to
the formula:
G(S) =S * mod(J).
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39. The system of claim 37, wherein the unifying logic:
calculates the spacing pattern for the content of the message using a third
secret prime number R and a second known encryption key K; and
parses through the separated message to reverse the spacing pattern;
wherein the unifying logic calculates the spacing pattern according to the
formula:
F(R) = R *mod(K).

40. The system of claim 37, wherein the conversion logic:
calculates a secret decryption key D as a function of the known encryption key
E, first secret prime number P, and second secret prime number Q; and
uses the secret calculated decryption key 0 to convert the content of the
message in the second form M' back into the first form M according to the formula:
M= (M)° *mod(P* Q);

wherein the conversion logic calculates the secret decryption key D according to

the formula:
D*E=1*mod((P- 1). (Q- 1))
DATED this fifth Day of January, 2009
Access Business Group International LLC
Patent Attorneys for the Applicant
SPRUSON & FERGUSON
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scramble Message Content according to
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1 Calculate Spacing Pattern

F(R) =R *mod(K)

F(R): Spacing Pattern

R: Third Secret Prime Number

K: Second Known Encryption Key
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Parse through Message Content and insert
excess characters to disrupt Message
Content into a plurality of groupings:

“123456” — “1002340056”

Calculate Scrambling Pattern
G(S) = S *mod(J)

G(S): Scrambling Pattern

S: Fourth Secret Prime Number
J. Secret Modulus
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Content into a unified message
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Calculate Decryption Key

D*E=1*mod((P-1)*(Q-~1))
D: Secret Decryption Key

E: Known Encryption Key

P: First Secret Prime Number

Q: Second Secret Prime Number
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Convert Message Content From M’ to M

M =(M")° *mod(P* Q)
M: Message Text in First Form
M’: Message Text in Second Form
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Message Content in first form M
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D*E =1*mod((P-1)*(Q~1))
D: Secret Decryption Key

E: Known Encryption Key

P: First Secret Prime Number

Q: Second Secret Prime Number
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Convert Message Content From M’ to M

M =(M") *mod(P* Q)
M: Message Text in First Form
M’: Message Text in Second Form
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