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(57) ABSTRACT

A slow client that participates in a reliable multicast session
may reduce the speed of data transfer for other clients in the
session. A multicast server can mitigate the effect of a slow
client by identifying and disconnecting one or more clients
that are slowing down the session, or by using other criteria to
identify clients to be disconnected. The server may monitor
the performance of clients in the session based on factors such
as the rate at which each of the clients is able to receive data,
the number or rate of packets lost by a client, the amount of
time that a client has spent as the slowest client in the session,
the identity of a particular client, etc. A client that has been
identified for disconnection based on the server’s detection
efforts, or that has been identified by an administrator, may be
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DISCONNECTING SELECTED PARTICIPANT
IN MULTICAST SESSION

BACKGROUND

[0001] In a multicast session, data is transmitted concur-
rently to a plurality of participants. Typically, a multicast
server writes a packet of data out to the network, and the
packet is then received by the various participants in the
multicast session.

[0002] In a reliable multicast, the dropping of a packet is
detected and remedied by retransmission of the packet. Since
packets are transmitted concurrently to the various partici-
pants in the session, if one participant cannot keep up with the
same rate of data transfer as the other participant, then the
server either takes time to retransmit the packet, or else slows
down the rate of transmission for the session to allow the slow
participant to keep up. Thus, when one participant in a mul-
ticast session is slow, the speed of transmission to the other
participants suffers. In effect, the slow participant becomes
the “weakest link in the chain.”

SUMMARY

[0003] Inamulticastsession, the speed of data transmission
can be improved by detecting slow participants and discon-
necting them from the session. While data is being transmit-
ted in a multicast session, a component at the multicast server
monitors the speed of, or other information about, the various
participants. A participant can be identified that has been
found to be slow, that is predicted to be slow, or that meets
certain other criteria, and the server can initiate the discon-
nection of that identified participant from the session. Addi-
tionally, an administrator, or other user or operator of the
server, can manually direct that a particular participant be
disconnected.

[0004] Criteria for detecting and disconnecting a slow par-
ticipant may include such factors as: the number or frequency
of'negative acknowledgments received from a participant; the
amount of time that a participant has spent as the slowest
participant in the session, the number or proportion of packets
that a particular participant has dropped, the identity of the
participant (and its known history of slowing down a session),
processor utilization, memory pressure, network utilization,
etc.

[0005] When a slow participant (or a participant identified
for reasons other than slowness) is disconnected, then the
transmission of data to that participant may fail. Or, the server
may attempt to transmit the data to the participant in some
way that does not slow down the other participants in the
session—e.g., by initiating a unicast with the participant out-
side of the multicast session.

[0006] This Summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 is a block diagram of an example arrange-
ment in which data is multicast.

[0008] FIG. 2 is a block diagram of a server that multicasts
software or a software update to a plurality of clients.
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[0009] FIG. 3 is a flow diagram of an example process of
multicasting with an option to disconnect a client.

[0010] FIG. 4 is a block diagram of criteria that may be
taken into account in detecting and/or identifying a client that
may be a candidate for disconnection.

[0011] FIG. 5is a block diagram of an example computing
arrangement in which one of more aspects of the subject
matter described herein may be deployed.

DETAILED DESCRIPTION

Overview

[0012] A multicast session transfers data concurrently to a
plurality of clients (or other participants). Multicasts, and
other types of network transmissions, can be classified as
reliable or non-reliable. In a non-reliable transmission, a par-
ticipant’s failure to receive a piece of the transmission (e.g.,
the dropping of a packet) may be ignored by the transmission
protocol. Non-reliable transmission may be appropriate in
situations where the loss of data is acceptable, such as real-
time transmission of audio, real-time transmission of video,
etc. Reliable transmissions may be used in cases where the
loss of data is not acceptable. Distribution of software or a
software update (e.g., a security patch or hotfix) is an example
ofa situation where data loss may be unacceptable, and where
reliable transmission may be used.

[0013] Reliable multicast may be accomplished by trans-
mitting data at a rate that allows the various clients in the
session to “keep up” with the data transmission. The rate at
which clients can keep up may be determined by obtaining
feedback from one or more clients in the multicast session in
order to determine how fast those clients are able to receive
data. Under this method, however, a client that receives data
slowly can slow down the entire transmission for other clients
in the session. In effect, the slowest client sets the pace for the
other clients. Allowing a server to disconnect a client that has
been identified as slow (or a client that has been identified for
other reason) can prevent the identified client from slowing
down the entire transmission for other faster clients. Simi-
larly, allowing an administrator, or other operator, to use the
server interface to direct that a client be disconnected (e.g.,
based on the operator’s judgment that the client is too slow)
can likewise prevent that client from slowing down the entire
transmission.

Example Multicast Arrangement

[0014] FIG. 1 is a block diagram of an arrangement in
which a multicast of data may be performed. Multicast server
102 transmits data, in the form of packets 104, to a plurality of
clients 106, 108, 110, and 112. It should be understood that
the number of clients receiving shown in FIG. 1 (four) is
merely an example for purposes of illustration, and that any
number of clients may participate in a multicast.

[0015] In the multicast being performed in FIG. 1, packets
104 are transmitted to clients 106, 108, 110, and 112 concur-
rently in a common session. For example, multicast server
102 may write a given packet out to a network once, and
copies of that packet are distributed to clients 106, 108, 110,
and 112 concurrently in real time.

[0016] Multicast server 102 may endeavor to transmit the
packets at a rate of speed that allows clients 106, 108, 110, and
112 to receive and handle the packets without loss. For
example, the multicast server 102 may endeavor to set the rate
of transmission such that the rate of transmission does not
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exceed the speed of the clients’ network interfaces, or so the
rate does not exceed the speed at which the clients are able to
store the packets. In support of this goal, clients 106,108,110,
and 112 may send feedback 114,116, 118, and 120 to multi-
cast server 102. Feedback 114, 116, 118, and 120 indicates
how well clients are receiving the packets that are transmitted.
For example, the feedback may take the form of acknowledg-
ment messages or negative acknowledgment messages. An
acknowledgment message (ACK) is an indication that one or
more packets have been received. For example, a client may
generate an ACK for each group of n packets in sequence that
has been received. A negative acknowledgment message
(NACK) indicates that a client would like the server to slow
down. Packets may be sequenced (e.g., assigned sequence
numbers). Typical communication protocols do not guarantee
that packets are received in the same sequence that they are
sent, so a gap may not necessarily indicate a dropped packet.
However, a client may employ various algorithms to deter-
mine when it may be missing packets and should send a
NACK. For example, a client may send a NACK if a certain
number of unresolved gaps in the sequence of packets occurs,
or if gaps occur at a certain frequency, or if gaps remain
unresolved for a particular length of time, etc.

[0017] Multicast server 102 may comprise, or may other-
wise employ, a client evaluation component 122 to assess the
various clients’ speed (or other performance characteristics)
in receiving the multicast transmission. Client evaluation
component 122 may consider the current or historical feed-
back 114,116,118, and 120 received from the clients, or other
factors, in assessing the performance of the clients. Client
evaluation component 122 may use the assessment to deter-
mine whether a client should be disconnected from a multi-
cast session. Some example criteria that may be taken into
account by client evaluation component 122 are discussed
below in connection with FIG. 4.

[0018] Multicast server 102 may also comprise, or other-
wise employ, a client data store 124. As discussed below in
connection with FIG. 4, one factor that may be used by client
evaluation component 122 in assessing the performance of a
client is known historical information about that client. For
example, a particular client, or a client associated with a
particular user, may be known to have historical speed prob-
lems. Moreover, the network or sub-network on which the
client is located may be known to have speed problems. This
type of data may be stored in client data store 124. Client
evaluation component 122 may use the data stored in client
data store 124 to predict the performance of a certain client (or
clients) and make decisions about whether that client (or
clients) should be disconnected from the multicast session.

[0019] Multicast server 102 may also comprise, or other-
wise employ, a disconnection component 126. Disconnection
component 126 comprises software and/or hardware compo-
nents that can disconnect a client from a multicast session.
For example, disconnection component 126 may disconnecta
client based on an instruction from client evaluation compo-
nent 122. As another example, disconnection component 126
may disconnect a client based on an instruction received from
an administrator 128. Thus, the disconnection functionality
described herein supports disconnection based on both auto-
mated assessment of clients, as well as manual disconnection
based on a decision made by an administrator. Additionally,
administrator 128 can also interact with client evaluation
component 122 to specify the policy(ies) that determine(s)
whether a client is to be disconnected.
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[0020] It should be noted that, in the example of FIG. 1,
client evaluation component 122, client data store 124, and
disconnection component 126 are shown as separate compo-
nents contained within multicast server 102. However, it
should be understood that FIG. 1 depicts an example struc-
ture, and that the functionality of any combination of one or
more of these components could be together in a single unit.
Moreover, the components may be within multicast server
102, or may be located elsewhere.

[0021] Software is one example of data that may be trans-
mitted in a multicast session, as shown in FIG. 2. In the
example of FIG. 2, multicast server 102 transmits software,
such as software package 202 and/or software update 204, to
clients 106, 108,110, and 112 in a multicast session. Itis often
the case that the same software is to be installed on a plurality
of' machines, which can be accomplished through a multicast.
Moreover, the nature of software is such that the unremedied
dropping of packets (as may occur in a non-reliable transmis-
sion) cannot be tolerated under a particular set of circum-
stances, and the lost of data contained in the packets can be
prevented through reliable multicast. Thus, for example, mul-
ticast server 102 may be used to deliver and install an appli-
cation or system software package, a software update such as
a patch or hotfix, etc. However, that the subject matter
described herein is not limited to the multicast transmission
of software.

[0022] It should be noted that FIGS. 1 and 2 show a multi-
cast server transmitting data to a plurality of clients. However,
the subject matter described herein is not limited to scenarios
that follow a traditional client/server protocol or topology.
For example, the concepts described herein may be used in a
scenario in which one node transmits data to a plurality of
other nodes in a peer-to-peer network.

Example Multicast Process

[0023] FIG. 3 shows an example process of multicasting
data, in which a client may be disconnected. The process
shown in FIG. 3 may be deployed in the systems shown in
FIGS. 1 and 2, but may also be deployed in other systems.
Moreover, the lines and arrows between the various blocks in
FIG. 3 indicate an example flow from one action to another,
but the concepts described in FIG. 3 are not limited to being
performed in any particular order, and may also take place
concurrently with each other.

[0024] At 302, asession is initiated that comprises connec-
tions between a multicasting component and participants in
the multicast (e.g., connections between multicasting server
102 and clients 106, 108, 110, and 112, shown in FIG. 1).
[0025] At 304, the multicasting component transmits data
to the participants (306), and also receives feedback from the
participants (308). The transmission of data to participants,
and the receipt of feedback from those participants, may take
place concurrently. For example, a multicasting component
may transmit data packets while also receiving ACKs and/or
NACKs from the participants. Data about the feedback may
be maintained, and this data may be used in evaluating a given
client’s performance, or other aspects of the client.

[0026] As discussed above in connection with FIG. 1, cli-
ents (or other participants) in a multicast session are evaluated
to assess their performance (e.g., speed) in receiving the data
that is being multicast. In addition to evaluating clients for
speed, the clients may also be evaluated on various other
criteria, such as processor utilization, memory pressure, net-
work utilization, etc. This evaluation is performed based on
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various factors that are discussed in greater detail in connec-
tion with FIG. 4 (as indicated by block 312). If this perfor-
mance evaluation indicates that a slow participant is detected
(at 310), then the slow participant (or a participant identified
for other reasons) may be disconnected 314. Moreover, if an
administrator (or other relevant user or operator) directs that
aparticular participant is to be disconnected (at 316), then the
specified participant is disconnected (at 318). The process
continues, throughout the multicast, to transmit data and
receive feedback, to evaluate and detect slow participants (or
other participants), and to be ready to receive an administra-
tor’s instruction to disconnect a particular participant.
[0027] Ifaparticipant is disconnected (e.g., at block 314 or
318), then the entire transmission to the participant may be
aborted. As an alternative to aborting the transmission,
another option is to attempt to reconnect the participant by
some other mechanism (at 320). For example, the multicast-
ing component may have another way to transmit data to the
participant (e.g., a unicast), such that the participant could
receive the data transmission without slowing down other
participants in the multicast session.

Example Considerations for Selecting Participant to Discon-
nect

[0028] Asnoted above, the performance of participants in a
multicast session is evaluated to detect a slow participant (or
other participant) as a candidate for disconnection. FIG. 4
shows example considerations that may be taken into account
in determining the performance of the participants, or in
otherwise identifying participants as candidates for discon-
nection. The considerations shown in FIG. 4 may, for
example, be used by client evaluation component 122 (shown
in FIG. 1) and/or as the factors used to detect a slow partici-
pant (see block 312 in FIG. 3).

[0029] One factor that may be considered (402) is the data
transfer rate of a participant. For example, if data is being
transmitted on a 100 Mbit/sec channel, then one might expect
the transfer of data to happen at a certain rate. If a participant
is receiving data significantly below the expected rate, the
participant may be identified as slow. One way to determine a
participant’s data transfer rate is to monitor the feedback from
that participant—e.g., by counting the number of ACKs and/
or NACKSs received, and also monitoring changes (or the
absence thereof) in the participant’s performance over time.
For example, factor 402 may take into consideration:

[0030] The number of NACKs received from the partici-
pant.

[0031] How frequently NACKSs are received from the
participant.

[0032] Over what duration of time NACKSs have been
received from the participant (e.g., how long it has been
since the first NACK was received).

The items in the list are example considerations that can be
used to assess the participant’s data transfer rate. Based on
these factors, a disconnection policy may, for example, state
that if the participant’s data transfer rate drops below a certain
point (or remains below a point for a certain period of time),
then the participant is disconnected.

[0033] Another factor that may be considered (404) is the
time spent as the slowest participant in the session. For
example, a policy could state that a participant is to be dis-
connected if that participant has been the slowest participant
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in the session for the last hour, or if the participant has spent
more time in the session as the slowest participant than any
other participant, etc.

[0034] Another factor that may be considered (406) is a
metric based on packet loss. For example, a policy may state
that a participant is to be disconnected if, for example, 70
NACKSs have been received from the participant per 100
packets transmitted.

[0035] Another factor that may be considered (408) is the
identity of the participant. For example, certain machines or
users, or machines on certain networks, sub-networks, etc.,
may be historically associated with a low data transfer rate,
and a policy can state that certain participants are to be dis-
connected based on identity of the participant. A variation on
this idea is that certain participants that are historically known
to be slow could be allowed to participate in the multicast
session, but would be subject to different disconnection poli-
cies than other participants—e.g., the policy described above
at 406 may disconnect an ordinary participant if the partici-
pant generates 70 NACKs per 100 packets, but may also
disconnect a historically slow participant if that participant
generates 50 NACKs per 100 packets.

[0036] Other factors that may be considered are processor
utilization (410), memory pressure (412), network utilization
(414), disk utilization (416), as well as different factors.
[0037] The factors described above may be considered in
combination with each other. For example, a policy could call
for disconnection based on some combination of one or more
of factors 402-416 (e.g., disconnect the participant if both
factors 402 and 404 are met, or if any two of factors 402-416
are met, etc.).

[0038] Additionally, as noted above in connection with
FIG. 1, an administrator (or other user or operator) can adjust
the policy that determines disconnection. For example, the
administrator could set how many NACKs per 100 packets
would justify disconnection (see factor 406 above), or how
low the data transfer rate should be before disconnection
occurs (see factor 402 above), or could specify a disconnec-
tion policy in terms of a combination of disconnection factors
(e.g., if the participant’s data transfer rate drops below X, and
the participant has spent the last Y minutes as the slowest
participant, then disconnect).

Example Implementation Scenario

[0039] FIG. 5 shows an example environment in which
aspects of the subject matter described herein may be
deployed.

[0040] Computer 500 includes one or more processors 502
and one or more data remembrance devices 504. Processor(s)
502 are typically microprocessors, such as those found in a
personal desktop or laptop computer, a server, or a handheld
computer. Data remembrance device(s) 504 are devices that
are capable of storing data for either the short or long term.
Examples of data remembrance device(s) 504 include hard
disks, removable disks (including optical and magnetic
disks), volatile and non-volatile random-access memory
(RAM), all types of read-only memory (ROM), flash
memory, magnetic tape, etc. Data remembrance device(s) are
examples of computer-readable media. Computer-readable
media include both storage media such as data remembrance
device(s) 504, as well as media that carry data ephemerally,
such as electronic, magnetic, or optical signals.

[0041] Software (such as software component 506) may be
stored in the data remembrance device(s) 504, and may
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execute on the one or more processor(s) 502. A personal
computer in which a program is stored on hard disk, loaded
into RAM, and executed on the computer’s processor(s) typi-
fies the scenario depicted in FIG. 5, although the subject
matter described herein is not limited to this example.
[0042] The subject matter described herein can be imple-
mented as software that is stored in one or more of the data
remembrance device(s) 504 and that executes on one or more
of the processor(s) 502. As another example, the subject
matter can be implemented as software having instructions to
perform one or more acts, where the instructions are stored or
carried on one or more computer-readable media.

[0043] Computer 500 may have an input device 508 (e.g., a
keyboard, mouse, etc.) associated therewith, through which a
user or other operator may provide input to computer 500. For
example, input device 508 may be used by an administrator,
user, or other operator to specify that a participant is to be
disconnected, or to specify a disconnection policy, as
described above.

[0044] Additionally, in a typical environment, computer
500 may be communicatively connected to one or more other
devices through network 510. Computer 512, which may be
similar in structure to computer 500, is an example of a device
that can be connected to computer 500, although other types
of devices may also be so connected.

[0045] Although the subject matter has been described in
language specific to structural features and/or methodologi-
cal acts, it is to be understood that the subject matter defined
in the appended claims is not necessarily limited to the spe-
cific features or acts described above. Rather, the specific
features and acts described above are disclosed as example
forms of implementing the claims.

What is claimed:

1. One or more computer-readable storage media compris-
ing executable instructions to perform a method of control-
ling communication with a plurality of participants, the
method comprising:

initiating a session that comprises connections with the

plurality of participants;

from a multicast provider, concurrently transmitting data

to said participants;

receiving feedback from said participants;

determining, based on said feedback, that a first one of said

participants meets one or more criteria; and

directing, from said multicast provider, that said first one of

said participants be removed from the communication
session.

2. The one or more computer-readable storage media of
claim 1, wherein said one or more criteria relate to a speed at
which said first one of said participants is receiving, or is
predicted to receive, said data.

3. The one or more computer-readable storage media of
claim 1, wherein said one or more criteria comprise at least
one of:

a number of NACKSs received;

a number of NACKSs received per unit of time, from said

first one of said participants; or

a duration of time for which NACKs have been received

from said first one of said participants.

4. The one or more computer-readable storage media of
claim 1, wherein said one or more criteria comprise at least
one of’ processor utilization, memory pressure, network uti-
lization, or disk utilization.
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5. The one or more computer-readable storage media of
claim 1, wherein said one or more criteria comprise an
amount of time that said first one of said participants has spent
as a slowest participant in said session.

6. The one or more computer-readable storage media of
claim 1, wherein the method further comprises:

receiving an instruction from an operator to disconnect a
second one of said participants; and

disconnecting said second one of said participants.

7. The one or more computer-readable storage media of
claim 1, further comprising:

after disconnection of said first one of said participants,
transmitting at least some of said data to said first one of
said participants outside of said session.

8. The one or more computer-readable storage media of
claim 1, wherein said data comprises software or a software
update to be installed at said participants.

9. A system that manages a multicast session, the system
comprising:

one or more data remembrance devices;

one or more processors;

a software component that is stored in at least one of said
data remembrance devices, that is executable on at least
one of said processors, that maintains communication
links with each of a plurality of nodes, that concurrently
multicasts data packets to said plurality of nodes in the
multicast session, that assesses each of said plurality of
nodes’ performance in receiving said data packets, and
that disconnects a first node from the multicast session
based either on (a) an instruction from an operator of
said software component to disconnect said first node, or
(b) a finding that said first node’s performance meets one
or more criteria relating to a speed at which said first
node has received, or is predicted to receive, said data
packets.

10. The system of claim 9, wherein said software compo-
nent disconnects said first node from the multicast session
based on a finding that said first node’s performance meets
said one or more criteria, and wherein said one or more
criteria comprise at least one of the following:

a number of NACKSs received from said first node;

a number of NACKs received, per unit of time, from said

first node; and

a duration of time for which one or more NACKs have been
received from said node.

11. The system of claim 9, wherein said software compo-
nent disconnects said first node from the multicast session
based on a finding that said first node’s performance meets
said one or more criteria, and wherein said one or more
criteria comprise an amount of time that said first node has
spent as the slowest recipient of said data packets in the
multicast session.

12. The system of claim 9, wherein said software compo-
nent disconnects said first node from the multicast session
based on a finding that said first node’s performance meets
said one or more criteria, and wherein said one or more
criteria comprise a comparison between a number of said data
packets that have been sent and a number of NACK’s received
from said first node.

13. The system of claim 9, wherein after disconnecting the
first node from the multicast session, the software component
transmits the contents of some or all of said data packets to
said first node outside of said multicast session.
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14. The system of claim 9, wherein said software compo-
nent receives a specification of said one or more criteria from
said operator.
15. A method of managing communication with a plurality
of nodes, the method comprising:
maintaining communication links with each of the plural-
ity of nodes in a multicast session in which data packets
are transmitted concurrently to the plurality of nodes;

maintaining, for each of the plurality of nodes, information
pertaining to one or more aspects of the plurality of
nodes’ communication speed;
selecting a first node based on a finding that the information
pertaining to said first node meets one or more criteria
relating to speed of receipt of said data packets; and

disconnecting said first node from said communication
session.

16. The method of claim 15, further comprising:

after disconnecting said first node, transmitting at least

some of'the content contained in said data packets to said
first node outside of said communication session.
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17. The method of claim 15, wherein said one or more
criteria comprise one or more of the following:

a number of NACKSs received from said first node;

a number of NACKSs per unit of time received from said

first node; and

a duration of time for which NACKSs have been received

from said first node.

18. The method of claim 15, wherein said one or more
criteria comprise whether the amount of time that said first
node has spent as a slowest participant in the communication
session exceeds a threshold.

19. The method of claim 15, further comprising:

disconnecting a second node based on an instruction,

received from an operator, to disconnect said second
node.

20. The method of claim 15, further comprising:

setting said one or more criteria based on a specification

received from an operator.
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