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SERVICE DELIVERY TO HANDED OVER USER EQUIPMENT (UE) USING A
SOFTWARE-DEFINED NETWORKING (SDN) CONTROLLER

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application is related to an application entitled “Providing Services to a

Roaming User Equipment”, filed on September 28, 2015.

FIELD OF INVENTION

[0002] The embodiments of the invention are related to the field of networking. More
specifically, the embodiments of the invention relate to systems, methods, nodes, and computer
programs for providing services to a roaming user equipment (UE) using a software-defined

networking (SDN) controller.

BACKGROUND

[0003] An ongoing trend in the telecommunication industry is to “move network functions
into the cloud”, meaning that instead of using dedicated and specialized (but expensive)
processing hardware, to run the corresponding network functions in generic data centers
comprising bulks of general purpose (but cheap) processing hardware. These data centers may
even be owned and operated by a different company and the processing power would be rented

dynamically, depending on the need and the price.

[0004] With the ever increasing processing power of computing hardware, it also becomes
possible to use the spare resources of network nodes to act as platform for hosting more/other

network functions. In this scenario the network node would also act as a mini-datacenter.

[0005] The European Telecommunications Standards Institute (ETSI) standardization forum
has recognized this trend to virtualize network functions and is standardizing an architectural
framework for network function virtualization (NFV), see ETSI GS NFV004 V1.1.1 (dated
March 2016), and Figure 1. Network Function Virtualization envisages the implementation of
network functions as software-only entities that run on the NFV Infrastructure (NFVI) 130. As

such, four main domains are identified in Figure 1:
[0006] (1) Virtualized Network Functions (VNFs) 100, as the software implementation of a
network function which is capable of running on the NFVL

[0007] (2) NFV Infrastructure (NFVI) 130, including the diversity of physical resources and
how these can be virtualized. NFVI supports the execution of the VNFs. The NFVI 130

comprises hardware resources 140, which are abstracted by a Virtualization Layer 150. The
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NFVI 130 offers Virtual Compute 160, Virtual Storage 170, and Virtual Network 180 resources
to the VNFs 110 hosted by the NFVI 130.

[0008] (3) VNF Manager 120, which covers the orchestration and management of physical
and/or software resources (via a NFVI Manager 190) that support the infrastructure
virtualization and the lifecycle management of VNFs. VNF Manager focuses on all

virtualization-specific management tasks necessary in the NFV framework.

[0009] (4) NFVI Manager 190, which covers the orchestration, management, and lifecycle

management of physical and/or software resources that support the infrastructure virtualization.

[0010] The NFV framework enables dynamic instantiation and management of VNF instances
and the relationships between them regarding data, control, management, dependencies and

other attributes.

[0011] When combining the concepts of network function virtualization with the concept of
using network nodes as platform for hosting such virtualized network functions, the network
node platform would be used as NFVI 130 and a VNF manager 120 would dynamically deploy
VNFs 110 onto the NFVI 130.

[0012] The network nodes used as a host for VNFs may be the powerful server nodes
controlling the communication networks. Since these powerful servers are typically very few
and located centrally, there is not much difference over using central data centers. An alternative
approach is to utilize those network nodes that are widely geographically distributed and where
the sheer number of nodes in the network offers a huge collective processing power. The use of
radio access network nodes (radio base stations (RBS) such as Node B (or referred to as
NodeB), evolved Node B (or referred to as eNodeB), or base transceiver station (BTS)) are a
promising candidate. The prime advantage of utilizing radio base stations would be that the NFV
can be located very close to the subscriber, and by that minimize latency and reduce network

based transmission bandwidth.

[0013] Latency is in particular an issue for specific types of sensors of machine-to-machine
(M2M) communication and machine type communication (MTC). In order to keep MTC devices
simple and cheap, but also in order to save battery power in autarkic MTC devices, any
processing needed for MTC is off-loaded into the network. However, some of the processing
off-loaded into the network is time critical, e.g. reaction on certain sensor measurements. For

these applications it is critical to have the processing as close as possible to the MTC device.

[0014] Software-defined networking (SDN) is a network architecture that aims at decoupling
control plane functions from data plane functions such that separate apparatuses may be utilized

for different functions. In the SDN architecture, network intelligence and states are logically



CA 03019160 2018-09-26

WO 2017/168205 PCT/IB2016/051754

centralized, and the underlying network infrastructure is abstracted from the applications. As a
result, networking may be simplified and new applications become feasible. For example,
network virtualization can be accomplished by implementing it in a software application where
the control plane is separated from the data plane. Also, a network administrator of a SDN
system may have programmable central control of network traffic without requiring physical
access to the system’s hardware devices. With these benefits, SDN architecture based systems
(referred to as SDN systems or SDN networks exchangeably herein below) are gaining

popularity among carriers and enterprises.

[0015] Itis a challenge to utilize the SDN architecture including the radio access network

nodes and virtualize network functions and deliver services in an efficient way.
SUMMARY

[0016] Methods of delivering services to a roaming UE are disclosed. In one embodiment, a
method implemented in a virtual network function (VNF) manager and the services are offered
by a set of VNFs hosted on a source radio base station and are delivered to the roaming UE via a
radio interface of the source radio base station, where the roaming UE is to roam from a radio
coverage area of the source radio base station into a radio coverage arca of a target radio base
station. The method includes identifying a trigger condition for handing-over delivery of at least
a subset of the services from the radio interface of the source radio base station to a radio
interface of the target radio base station. The method also includes transferring the subset of the
services to the target radio base station through a route based on information from a software-
defined networking (SDN) controller of a SDN system that includes the source radio base
station and the target radio base station. The method further includes causing at least one VNF to
be deployed on the target radio base station, the at least one VINF on the target radio base station

being adapted to offer the subset of the services to the roaming UE.

[0017] Apparatus for delivering services to a roaming UE are disclosed. In one embodiment, a
virtual network function (VNF) manager is used for the service deliver. The services are to be
offered by a set of VNFs hosted on a source radio base station and are to be delivered to the
roaming UE via a radio interface of the source radio base station, where the roaming UE is to
roam from a radio coverage area of the source radio base station into a radio coverage area of a
target radio base station. The VNF manager includes a processor and a non-transitory machine-
readable storage medium that coupled to the processor, and the non-transitory machine-readable
storage medium contains instructions, which when executed by the processor, cause the VNF
manager to perform operations. The VNF manager identifies a trigger condition for handing-

over delivery of at least a subset of the services from the radio interface of the source radio base
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station to a radio interface of the target radio base station. The VNF manager also transfers the
subset of the services to the target radio base station through a route based on information from a
software-defined networking (SDN) controller of a SDN system that includes the source radio
base station and the target radio base station. The VNF manager causes at least one VNF to be
deployed on the target radio base station, the at least one VNF on the target radio base station

being adapted to offer the subset of the services to the roaming UE.

[0018] Non-transitory machine-readable storage media for delivering services to a roaming
UE are disclosed. In one embodiment, a non-transitory machine-readable medium having
instructions stored therein, which when executed by a processor, cause the processor to perform
operations in a virtual network function (VNF) manager for delivering services to a roaming UE.
The services are offered by a set of VINFs hosted on a source radio base station and are delivered
to the roaming UE via a radio interface of the source radio base station, where the roaming UE is
to roam from a radio coverage area of the source radio base station into a radio coverage area of
a target radio base station. The operations include identifying a trigger condition for handing-
over delivery of at least a subset of the services from the radio interface of the source radio base
station to a radio interface of the target radio base station. The operations also include
transferring the subset of the services to the target radio base station through a route based on
information from a software-defined networking (SDN) controller of a SDN system that
includes the source radio base station and the target radio base station. The operations further
include causing at least one VNF to be deployed on the target radio base station, the at least one
VNF on the target radio base station being adapted to offer the subset of the services to the

roaming UE.

[0019] Embodiments of the disclosed techniques provides efficient ways to deliver services

using network function virtualization and SDN.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] The invention may best be understood by referring to the following description and
accompanying drawings that are used to illustrate embodiments of the invention. Like reference

numbers and designations in the various drawings indicate like elements. In the drawings:
[0021] Figure 1 illustrates a high-level NFV framework.

[0022] Figure 2 illustrates a network system for provisioning of services to a roaming UE
according to one embodiment of the invention.

[0023] Figure 3 illustrates a network system for provisioning of services to a roaming UE

according to another embodiment of the invention.
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[0024] Figure 4 illustrates a network system for deploying a VNF on the target radio base
station according to one embodiment of the invention.

[0025] Figure 5 illustrates a network system for deploying a VNF on the target radio base
station according to another embodiment of the invention.

[0026] Figure 6 illustrates a flow diagram of a method embodiment in a VNF manager for
building a VNF according to one embodiment of the invention.

[0027] Figure 7 illustrates a flow diagram of a method embodiment in a VNF manager for
provisioning of services to a roaming UE according to one embodiment of the invention.
[0028] Figure 8 illustrates a flow diagram of a method embodiment in a source radio base
station for provisioning of services to a roaming UE according to one embodiment of the
invention.

[0029] Figure 9 illustrates a flow diagram of a method embodiment in a target radio base
station for provisioning of services to a roaming UE according to one embodiment of the
invention.

[0030] Figure 10 illustrates a schematic block diagram of a VNF manager apparatus
embodiment for provisioning of services to a roaming UE according to one embodiment of the
invention.

[0031] Figure 11 illustrates a schematic block diagram of a radio base station apparatus
embodiment for provisioning of services to a roaming UE according to one embodiment of the
invention.

[0032] Figure 12 illustrates two scenarios of radio handover and service transfer scenario
according to embodiments of the invention.

[0033] Figure 13 illustrates a network system for provisioning of services to a roaming UE
using a SDN controller according to one embodiment of the invention.

[0034] Figure 14 illustrates a network system for provisioning of services to a roaming UE
using a SDN controller according to another embodiment of the invention.

[0035] Figure 15 illustrates a network system for deploying a VNF on a target radio base
station using a SDN controller according to one embodiment of the invention.

[0036] Figure 16 illustrates a network system for deploying a VNF on a target radio base
station using a SDN controller according to another embodiment of the invention.

[0037] Figure 17 is a flow diagram illustrating a method of a VNF manager managing service
delivery using a SDN controller according to one embodiment of the invention.

[0038] Figure 18A illustrates connectivity between network devices (NDs) within an
exemplary network, as well as three exemplary implementations of the NDs, according to some

embodiments of the invention.
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[0039] Figure 18B illustrates an exemplary way to implement a special purpose network

device according to some embodiments of the invention.

[0040] Figure 18C illustrates various exemplary ways in which virtual network elements
(VNEs) may be coupled according to some embodiments of the invention.

[0041] Figure 18D illustrates a centralized approach for maintaining reachability and
forwarding information (also called network control), according to some embodiments of the
invention.

[0042] Figure 18E illustrates the simple case of where each of the NDs implements a single
NE, but a centralized control plane has abstracted multiple of the NEs in different NDs into (to
represent) a single NE in one of the virtual network(s), according to some embodiments of the
invention.

[0043] Figure 18F illustrates a case where multiple VNEs are implemented on different NDs
and are coupled to each other, and where a centralized control plane has abstracted these
multiple VNEs such that they appear as a single VNE within one of the virtual networks,
according to some embodiments of the invention.

[0044] Figure 19 illustrates a general purpose control plane device with centralized control

plane (CCP) software according to some embodiments of the invention.

DETAILED DESCRIPTION

[0045] In the following description, numerous specific details are set forth. However, it is
understood that embodiments of the invention may be practiced without these specific details. In
other instances, well-known circuits, structures and techniques have not been shown in detail in
order not to obscure the understanding of this description. It will be appreciated, however, by
one skilled in the art that the invention may be practiced without such specific details. Those of
ordinary skill in the art, with the included descriptions, will be able to implement appropriate

functionality without undue experimentation.

LT3 LT3

[0046] References in the specification to “one embodiment,” “an embodiment,” “an example
embodiment,” etc., indicate that the embodiment described may include a particular feature,
structure, or characteristic, but every embodiment may not necessarily include the particular
feature, structure, or characteristic. Moreover, such phrases are not necessarily referring to the
same embodiment. Further, when a particular feature, structure, or characteristic is described in
connection with an embodiment, it is submitted that it is within the knowledge of one skilled in
the art to effect such feature, structure, or characteristic in connection with other embodiments

whether or not explicitly described.
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[0047] In the following description and claims, the terms “coupled” and “connected,” along
with their derivatives, may be used. It should be understood that these terms are not intended as
synonyms for each other. “Coupled” is used to indicate that two or more elements, which may or
may not be in direct physical or electrical contact with each other, co-operate or interact with
each other. “Connected” is used to indicate the establishment of communication between two or
more elements that are coupled with each other. A “set,” as used herein refers to any positive
whole number of items including one item.

[0048] An electronic device stores and transmits (internally and/or with other electronic
devices over a network) code (which is composed of software instructions and which is
sometimes referred to as computer program code or a computer program) and/or data using
machine-readable media (also called computer-readable media), such as machine-readable
storage media (e.g., magnetic disks, optical disks, read only memory (ROM), flash memory
devices, phase change memory) and machine-readable transmission media (also called a carrier)
(e.g., electrical, optical, radio, acoustical or other form of propagated signals — such as carrier
waves, infrared signals). Thus, an electronic device (e.g., a computer) includes hardware and
software, such as a set of one or more processors coupled to one or more machine-readable
storage media to store code for execution on the set of processors and/or to store data. /For
instance, an electronic device may include non-volatile memory containing the code since the
non-volatile memory can persist code/data even when the electronic device is turned off (when
power is removed), and while the electronic device is turned on that part of the code that is to be
executed by the processor(s) of that electronic device is typically copied from the slower non-
volatile memory into volatile memory (e.g., dynamic random-access memory (DRAM), static
random-access memory (SRAM)) of that electronic device. Typical electronic devices also
include a set or one or more physical network interface(s) to establish network connections (to
transmit and/or receive code and/or data using propagating signals) with other electronic
devices.

[0049] A network device (ND) is an electronic device that communicatively interconnects
other electronic devices on the network (e.g., other network devices, end-user devices). Some
network devices are “multiple services network devices” that provide support for multiple
networking functions (e.g., routing, bridging, switching, Layer 2 aggregation, session border
control, Quality of Service, and/or subscriber management), and/or provide support for multiple

application services (e.g., data, voice, and video).
[0050] TERMS

[0051] Within the context of the present application, the term “service” refers to

communication services or application services. A communication service may be a packet
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transport service such as Internet browsing, file transfer, file download, streaming of audio/video
or the like. A communication services may also be voice call, multimedia call, chat, messaging,
conference, or the like. Application services may be any service offered by an application or a
server such as processing tasks on behalf of UE (such as MTC), gaming, sensor data upload,
sensor data analysis, remote control (also as a result of the sensor data analysis), or surveillance

tasks, or the like.

[0052] Within the context of the present application, the term “user equipment” (UE) refers to
an electronic device for instance used by a person for his or her personal communication. It can
be a telephone type of device, for example a telephone or a SIP phone, cellular telephone, a
mobile station, cordless phone, or a personal digital assistant type of device like laptop,
notebook, notepad equipped with a wireless data connection. The UE may also be associated
with humans but also with non-humans like animals, plants, or even machines (MTC/M2M). A
UE may be equipped with a SIM (Subscriber Identity Module) comprising unique identities such
as IMSI (International Mobile Subscriber Identity) and/or TMSI (Temporary Mobile Subscriber
Identity) associated with the person using the UE such as a subscriber using the UE. The
presence of a SIM within a UE customizes the UE uniquely with a subscription of the

subscriber. Such subscriber may also use multiple devices/UEs at the same time.

[0053] Within the context of the present application, the term “subscriber” may refer to a
human being having a service agreement with a service provider such as an operator. The
subscriber may also be a legal entity such as a company operating a pool of MTC devices, and
these devices operate independent from any human subscriber. In this case the MTC device is
the direct receiver of the service while the service subscription is centrally with the company

(indirect receiver of such service) operating the pool of MTC devices.

[0054] Within the context of the present application, the term “communication network™ or
short “network™ may particularly denote a collection of nodes or entities, related transport links,
and associated management needed for running a service, for example a telephony service or a
packet transport service. Depending on the service, different node types or entities may be
utilized to realize the service. A network operator owns the communication network and offers
the implemented services to its subscribers. Typical examples of a communication network are
radio access network (such as 2G (2nd Generation), GSM (Global System for Mobile
communications), 3G (3rd Generation), WCDMA (Wideband Code Division Multiple Access),
CDMA (Code Division Multiple Access), LTE (Long Term Evolution), WLAN (Wireless Local
Area Network), Wi-Fi (Wireless Fidelity)), mobile backhaul network, or core network such as
IMS (IP Multimedia System), CS (Circuit Switched) Core, PS (Packet Switched) Core and 5G.

The communication network may also include ones using other wireless communication
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protocols (such as Bluetooth, ZigBee (ZigBee 2004, 2006, PRO), Z-wave (Z-Wave Alliance),
Wi-Fi (IEEE 802.11), wireless personal area network technology (e.g., IEEE 801.15.4), Digital
European Cordless Telecommunications (DECT), and WiMax) and ones using wireline media

such as optical fibers, copper lines, or power lines.

[0055] Within the context of the present application, the term “roaming” refers to a movement
of a UE within a coverage area of a communication network. In order to receive services, the UE
is registered in a control node being responsible for the geographical area where the UE is
currently located and is attached via a radio interface to a radio base station. While moving, the
UE may leave the radio coverage area of the current radio cell offered by a current radio base
station, the so called source radio base station, and move into a radio cell offered by a further
radio base station, the so called target radio base station. This roaming may or may not have
implications on the control node where the UE is registered. So if both, source radio base station
and target radio base station are under control of the same control node, the registration in the
control node is maintained. If source radio base station and target radio base station are under
control of different control nodes, also the registration is moved. For a circuit switched services
the control nodes are typically MSC (Mobile Services Center) nodes, for packet switched
communication services control nodes are typically MME (Mobility Management Entity) nodes
for the packet delivery and application servers as provided for example by the IP Multimedia

Subsystem (IMS).

[0056] Within the context of the present application, the term “control node” refers to a node
of the communication network primarily performing control procedures for sessions or calls and
services of a subscriber of the communication network. The term typically refers to those
entities of the communication network handling control plane, subscriber data, services, or
signaling traffic associated with subscriber traffic in the communication network. In a core
network a control node may be a MSC, MME (Mobility Management Entity), SGSN (Serving
Gateway Support Node), P-CSCF (Proxy Call State Control Function), S-CSCF (Serving-
CSCEF), or TAS (Telephony Application Server) node.

[0057] Within the context of the present application, the term “packet control node” refers to a

control node of the packet core network. Examples of packet control node are MME or SGSN.

[0058] Within the context of the present application, the term “subscriber database” refers to a
database run by the network operator to store the information related to the subscribers of a
network run by the operator. A subscriber database can be for example a Home Location
Register (HLR), a Visited Location Register (VLR), a Home Subscriber Server (HSS), or a

combination of HLR and HSS. A subscriber database may also be internally structured into a
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front end part handling the signaling with the other network nodes of the communication
network and a generic database for storage of the data according to data layered architecture
principles.

[0059] Within the context of the present application, the term radio base station refers to a
node of a radio access network that is used as interface between land-based transport links and
radio based transport links, wherein the radio based transport link interfaces directly a UE. For
example, in a GSM/2G access network a radio base station refers to as a BTS, in a WCDMA/3G
access network a radio base station refers to as a NodeB, and in a LTE access network a radio
base station refers to as an eNodeB. In a WLAN/Wi-Fi architecture a radio base station refers to

as an Access Point (AP).

[0060] Within the context of the present application, the term “virtual network function
(VNF)” may particularly denote a concept taking on the responsibility of handling one or more
specific network functions. Such concept may be realized by running that VNF on one or more
virtual machines (VMs) on top of a hardware networking infrastructure - e.g. routers, switches,
servers, hosting infrastructure, etc. In alternative, the term VNF may also stand for a software
container concept that allows running software processes/function in isolation from each other
on a common hosting infrastructure. Containers, unlike a virtual machine, do not require or
include a separate operating system. Instead, it relies on kernel’s functionality and uses resource
isolation (CPU, memory, block input/output (I/O), network, etc.) and separate namespaces to
isolate the application’s view of the operating system. Due to the fact that containers do not
include an operating system, the size of a container is typically smaller than of an entire virtual
machine. Along these lines, the term VNF may also stand for a micro-service concept. The
micro-service architectural concept is an approach to develop a function as a suite of smaller
functions, each running in its own process and communicating with lightweight mechanisms
(e.g. Hypertext transfer protocol (HTTP) resource application programming interface (APD)).
These functions are independently deployable by fully automated deployment machinery (e.g. a

manager herein called VNF manager).
[0061] Provisioning Services for a Roaming UE

[0062] Individual virtual network functions may be connected, combined, or chained together
as building blocks to offer a full-scale service. Instead of using multiple individual VNFs and
chaining the VNFs together for a full-scale service, it is also possible to merge/combine several
of the sub-functions into single VNF. Such VNF would comprise all elements and sub-functions
for the provisioning of a service, or even multiple/all services provided to a UE. Typically, such

VNF would still serve multiple UEs and multiple subscribers.
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[0063] In an alternative deployment the VNF could comprise all functions for the provisioning
of multiple/all services provided to the UE, but the VNF would be dedicated for that single UE
or a single subscriber. This concept may be taken a step further, and a VNF could be dedicated
for a single service for a single UE. In such scenario, considering that the multiple services are

provided to the single UE, several VNFs are involved in provisioning of the services to that UE.

[0064] Several permutations are possible for the scenario involving several VNFs per UE: (1)
one VNF per UE and service; (2) one VNF per subscription, so private services provided by one
VNF and enterprise services provided by another VNF, in addition there may still be one VNF
per service; (3) one VNF per service type or based on specific requirements of the service (e.g.
premium class services versus best-effort services. Thus there are one or several VNFs per UE

for provisioning the services to the UE.

[0065] In the further description the term “source” radio base station and “target” radio base
station are used to distinguish the different roles a radio base station can take. It shall be clear to
a technically skilled person to understand that a “target” radio base station can act as a “source”
radio base station when the roaming movement of the UE continues. So the UE may also revert
its moving direction and by that cause the former “target” radio base station to become a
“source” radio base station for the movement back, and the former “source” radio base station

becoming a “target” radio base station.

[0066] Referring now to Figure 2, which illustrates a network system for provisioning of
services to a roaming UE, according to one embodiment of the invention. A UE 200 is roaming
around and moves from the upper position to the lower position. In the upper position the UE
200 is connected to the source radio base station 210 via a radio interface. In this embodiment
the services are offered by VNF-1 240 and VNF-2 245 hosted on the source radio base station
210, and the services are delivered to the roaming UE via a radio interface of the source radio
base station 210. It is to be noted that a service is described herein as either being delivered to or
provisioned at a UE, and the delivery and provisioning of a service are used interchangeably
herein and means the VNF manager, through one or more VNFs, causes the service being

offered at the UE.

[0067] The roaming UE is then roaming from a radio coverage area of the source radio base
station 210 into a radio coverage area of a target radio base station 220. In the lower position the
UE 200 is connected to the target radio base station 220 via a radio interface, where the services
are offered by VNF-1 250 and VNF-2 255 hosted on the target radio base station 220, and the
services are delivered to the roaming UE via a radio interface of the target radio base station

220.
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[0068] This embodiment shows the case where two VNFs 240, 245 (and VNFs 250, 255 after
handing-over the service provisioning) are used to provision services to the roaming UE 200.
For example, VNF-1 240 may offer a first set of services, and VNF-2 245 may offer a second set

of services. As described above, there may be one of more VNFs per roaming UE.

[0069] The movement of the UE 200 causes that at some point of time during the movement,
there is a need for handing-over the delivery of the services from the radio interface of the
source radio base station 210 to the radio interface of the target radio base station 220. This is
done by determining a trigger condition for handing-over the delivery of the services from the
radio interface of the source radio base station 210 to the radio interface of the target radio base

station 220.

[0070] The trigger condition for handing-over may be met if the roaming UE 200 leaves the
radio coverage area of the source radio base station 210, where the radio signal strength of the
radio interface of the source radio base station 210 is fading and at the same time the radio
signal strength of the radio interface of the target radio base station 220 is found to be on an
acceptable level. In this case this trigger condition may be a radio signal strength threshold, and

the trigger condition would be met if the threshold is reached or exceeded.

[0071] If this trigger condition is met, a VNF manager 230 is caused to deploy VNF-1 250 and
VNEF-2 255 on the target radio base station 220. This causing may be done by the source radio
base station 210 by sending an appropriate signaling message to the VNF manager 230

informing that the condition for handing-over the provisioning of the services has been met.

[0072] As an alternative, the source radio base station 210 and target radio base station 220
may continuously send radio signal strength measurements to the VNF manager 230 and the
VNF manager 230 determines when to trigger handing-over the provisioning of the services.

The VNF manager 230 may apply a similar radio signal strength threshold as trigger condition.

[0073] The VNF-1 250 and VNF-2 255 on the target radio base station 220 are adapted for
offering the provisioned services to the roaming UE 200. After deploying VNF-1 250 and VNF-
2 255 on the target radio base station 220, the services are continued to be provisioned to the
roaming UE 200. This is done by delivering the services via the radio interface of the target
radio base station 220 to the roaming UE 200.

[0074] After the handing-over is completed, so that VNF-1 250 and VNF-2 255 are deployed
on the target radio base station 220, the corresponding VNF-1 240 and VNF-2 245 may be
deleted on /removed from the source radio base station 210. This may be initiated by the VNF
manager 230 after the handing-over is completed, for example after reception of a confirmation

from the target radio base station 220 that the services are continued to be provisioned to the
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roaming UE 200. By alternative, this may be triggered by the source radio base station 210
itself, for example after providing a clone copy of VNF-1 240 and VNF-2 245 to the VNF

manager 230 or the destination radio base station 220.

[0075] The VNF manager 230 is caused to deploy VNF-1 250 and VNF-2 255 on the target
radio base station 220. The VNF manager 230 may do this by deploying a clone of VNF-1 240
and VNF-2 245 hosted on the source radio base station 210 to the target radio base station 220.
The VNF manager 230 may request the source radio base station 210 to provide a copy of the
VNF-1 240 and VNF-2 245 and forward these to the target radio base station 220 to be deployed
as VNF-1 250 and VNF-2 255.

[0076] In alternative, instead of retrieving a copy of the VNF-1 240 and VNF-2 245 from the
source radio base station 210, the VNF manager 230 may build VNF-1 250 and VNF-2 255
based on construction information on the provisioned services. That construction information

may be retrieved from a database 260 (shown in Figure 5) and described in further detail below.

[0077] The VNF manager 230 may build VNF-1 250 and VNF-2 255 by retrieving function
components from a library 270 comprising function components of a communication network

(shown in Figure 5) and described in further detail below.

[0078] The UE 200 may continue to roam and the above method is repeated several times.
Thus the VNFs serving the roaming UE 200 are moved along with the roaming movement of the

UE 200 and the radio coverage.

[0079] It shall be noted that this embodiment shows the scenario where two VNFs are
dedicated to the roaming UE 200, and that both of them are handed-over from the source radio
base station 210 to the target radio base station 220. In this case the distribution of the offering
of the services over the VNFs 240, 245 is based on for example the services provisioned to the
roaming UE 200. By alternative, the services may be distributed base on a subscription profile of
a subscriber using the roaming UE 200. It is to be noted that in other embodiments there may be

more than two VINFs, or even just a single VNF.
[0080] The UE 200 may continue to roam and the above method is repeated.

[0081] Referring now to Figure 3, which illustrates a network system for provisioning of
services to a roaming UE, according to another embodiment of the invention. Figure 3 shows a
similar scenario as in Figure 2. The UE 200 is roaming around and moves from the upper
position to the lower position. In the upper position the UE 200 is connected to the source radio
base station 210 via a radio interface. The services are offered by VNF-1 240 and VNF-2 245
hosted on the source radio base station 210 and the services are delivered to the roaming UE via

a radio interface of the source radio base station 210.
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[0082] The roaming UE is then roaming from a radio coverage area of the source radio base
station 210 into a radio coverage area of a target radio base station 220. In the lower position the

UE 200 is connected to the target radio base station 220 via a radio interface.

[0083] However, in this embodiment, in the lower position the services are offered by VNF-1
250 hosted on the target radio base station 220 and in addition offered by VNF-2 245 still
located on the source radio base station 210. The VNF-2 245 is connected via a network
interface 280 to the target radio base station 220. The services are then delivered to the roaming
UE via a radio interface of the target radio base station 220. The network interface 280 may be a
channel utilizing one or more network transmission links such as a direct land-based connection
or microwave radio based transmission links between the two radio base stations 210 and 220.
Radio base stations are typically hooked up to a backhaul network connecting them to the core
network. Thus such network interface 280 between two radio base stations may also be realized
by routing/switching via backhaul network connections or even by routing/switching via a core
network node. The network interface 280 may be based on routed packets connections or pre-

established packet tunnels using well-known layer 2 or layer 3 tunnel mechanisms.

[0084] In this embodiment, the VNF manager 230 is handing-over a subset of the services
from the source radio base station 210 to the target radio base station 220. The remaining (not
handed-over) services are continued to be offered by the VNF-2 245 in the source radio base
station 210 and are delivered to the roaming UE 200 via the radio interface of the target radio

base station 220.

[0085] The VNF manager 230 decides the service subset to be handed-over based on the
service provisioned to the roaming UE 200, or the subscription profile of the subscriber using
the roaming UE 200.

[0086] In this scenario the VNF manager 230 deploys just VNF-1 250 on the target radio base
station 220. VNF-1 250 may be a clone copy of VNF-1 240 from the source radio base station
210, or may be newly built by the VNF manager 230 as described in Figure 5 below.

[0087] It shall be noted that this embodiment shows the scenario where two VNFs are
dedicated to the roaming UE 200, and that one of them is handed-over from the source radio
base station 210 to the target radio base station 220. In this case the distribution of the offering
of the services over the VNFs 240, 245 may also be based on the services provisioned to the

roaming UE 200 or on a subscription profile of a subscriber using the roaming UE 200.

[0088] In other embodiments there may be more than two VNFs, for example five VNFs, and
two of them are handed-over to the target radio base station 220, while three of them remain on

the source radio base station 210. Various other combinations of number of handed-over VNFs
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and VNFs remaining can be thought of, if determined useful for the provisioned services or

subscription profile by the VNF manager 230.

[0089] For example, services that have very demanding latency requirements may be handed-
over to the target radio base station 220, while others having less stringent latency requirements

may be left at the source radio base station 210 and are delivered via network interface 280.

[0090] The UE 200 may continue to roam and the above method is repeated. So the VNFs
remaining on the source radio base station 210 stay even further on that source radio base station
210, while the handed-over VNFs are handed-over again to a next target radio base station 220,

and so on.

[0091] Optionally, at each trigger condition for handing-over VNFs, the VNF manager 230
may take another decision whether to hand-over the VNF in the source radio base station 210.
So if, after the UE having moved for a longer distance, or if the service delivery via the network
interface 280 from the source radio base station 210 to the next target radio base station 220
experiences an increased latency (for example if transported over slow speed connections or
delay intensive microwave links), the VNF manager 230 may decide to commonly hand-over
VNFs from the source radio base station 210 and from a previous target radio base station 220 to
a new target radio base station 220. In this scenario all VNFs offering services to the UE 200
would be gathered at the new target radio base station 220 and the system is again in the starting

situation as depicted in Figures 2 and 3.

[0092] Referring now to Figure 4, this figure illustrates a network system for deploying a
VNF on the target radio base station, according to one embodiment of the invention. In this
embodiment the cloning of a VNF from a source radio base station 210 to a target radio base

station 220 is illustrated in more details.

[0093] The cloning may be triggered by an indication received by the VNF manager 230 from
the source radio base station 210 that a handing-over of the delivery of the services from the
radio interface of the source radio base station 210 to the radio interface of a target radio base
station 220 is needed. This trigger may for example be based on the UE 200 leaving the radio
coverage area of the source radio base station 210. By alternative, this first step may also be
triggered by the target radio base station 220, for example when a UE 200 enters the radio

coverage area of the target radio base station 220.

[0094] After having determined which of the VNFs to hand-over, the VNF manager 230 may
in a second step request a clone copy of the one or more determined VNFs from the source radio
base station 210. The source radio base station 210, receiving such request, may produce a clone

copy by taking a current snapshot of the requested, running VNF, in order to capture the current
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dynamic state of the VNF. Then the source radio base station 210 returns that clone copy to the
VNF manager 230. The VNF manager 230 may request more than one clone copy; in this case
the source radio base station 210 may provide this plurality of clone copies in a single response,
or in several responses or sub-responses (segmented response). By alternative, the VNF manager

230 may request one VNF at a time, however, this would prolong the handing-over time.

[0095] The VNF manager 230 may also request clone copies of one or more VNFs from
several source radio base stations such as source radio base station 210, in case of continued

roaming of the UE and previous partial handing-over of VNFs as described above.

[0096] In a third step the VNF manager 230 deploys the one or more VNFs on the target radio
base station 220. The one or more VINFs on the target radio base station 220 are adapted for

offering at least a subset of the provisioned services to the roaming UE 200.

[0097] Referring now to Figure 5, which illustrates a network system for deploying a VNF on
the target radio base station, according to another embodiment of the invention. In this

embodiment the building of a VNF by the VNF manager 230 is illustrated in more details.

[0098] In a first step VNF building may be triggered by an indication received by the VNF
manager 230 from the source radio base station 210 that a handing-over of the delivery of the
services from the radio interface of the source radio base station 210 to the radio interface of a
target radio base station 220 is needed. This trigger may for example be based on the UE 200
leaving the radio coverage area of the source radio base station 210. By alternative, this first step
may also be triggered by the target radio base station 220, for example when a UE 200 enters the

radio coverage area of the target radio base station 220.

[0099] In this embodiment the VNFs to be deployed on the target radio base station 220 is not
a clone copy of a VNF in the source radio base station 210 but a newly built VNF. The VNF
manager 230 may decide to use the clone copy method or the method to build the VNFs anew.
The VNF manager 230 may use different decision criteria such as number of provisioned
services, complexity of the provisioned services, size of the resulting VNF and the like. The
VNF manager 230 may also check the capabilities/type of NFVI provided by the target radio
base station 220. Thus the NFVI provided by the target radio base station 220 may require a
different building of the VNF than used on the source radio base station 210, so that a VNF
clone copy of source radio base station 210 would not be compatible with the target radio base

station 220 in that case.

[00100] In the second step, the VNF manager 230 has to determine the components that the
VNF shall comprise, that are all components required for offering the provisioned services to the

UE 200. In order to do this, the VNF manager 230 may query a database. This database may be
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an Operation Support System (OSS), a Business Support System (BSS), or a Network
Management System (NMS). Such database may be located still within the communication

network.

[00101] It is to be noted that the VNF manager 230 has to determine the services that the
subscriber has subscribed to and is currently using. As a result, the VNF manager 230 receives
construction information on how to build the needed (one or more) VNF(s). Based on this
construction information, the VNF manager 230 may in a third step retrieve the required
software components from a library comprising communication network components. For
example, the VNF construction information may demand that a Packet Gateway (PGW), a
Mobility Management Entity (MME), a Policy and Charging Rules Function (PCRF),
application-1, application-2, and application-3 would be required. The VNF manager 230 then

retrieves these software components from the library.

[00102] In a fourth step the VNF manager 230 builds the VNF based on the construction
information, the software components from the library, and particular building method required
for the NFVI provided by the target radio base station 220. The readily built VNF is then in a
fifth step deployed on the target radio base station 220.

[00103] These steps may be repeated if more than one VNF needs to be deployed, or these
steps may be performed in parallel in order to build and deploy multiple VNFs. The one or more
VNFs on the target radio base station 220 are adapted for offering at least a subset of the

provisioned services to the roaming UE 200.
[00104] Flow Diagrams for a VNF Manager Managing Service Provisioning

[00105] Referring now to Figure 6, which illustrates a flow diagram of a method embodiment
in a VNF manager 230 for building a VNF according to one embodiment of the invention. This
flow diagram illustrates the steps for building one or more VNF corresponding to Figure 5. The
flow starts in step 600 where services are provisioned to the roaming UE 200 via the source

radio base station 210.

[00106] In step 610 the VNF manager 230 receives an indication from the source radio base
station 210 for handing-over the delivery of the services. The VNF manager 230 decides
whether to retrieve a clone copy of the VNFs from the source radio base station 210, or whether

to build new VNFs. In this embodiment, the VNF manager 230 decides to build new VNFs.

[00107] In step 620 the VNF manager 230 retrieves VNF construction information from a
database. Based on this VNF construction information, the VNF manager 230 retrieves in step

630 VNF components from a library of communication network components.
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[00108] In step 640 the VNF manager 230 builds the VNF based on the construction
information using the components retrieved from the library. The VNF manager 230 also
initializes the built VNF. In step 650 the VNF manager 230 deploys the built VNF on the target

radio base station 220.

[00109] These steps may be repeated if more than one VNF needs to be deployed, or these

steps may be performed in parallel for more than one VNF to be deployed.

[00110] The one or more VNFs on the target radio base station 220 are adapted for offering at

least a subset of the provisioned services to the roaming UE 200.

[00111] Referring now to Figure 7, which illustrates a flow diagram of a method embodiment
in a VNF manager 230 for provisioning of services to a roaming UE according to one

embodiment of the invention. This flow corresponds to the network scenario as shown in Figure

3.

[00112] The flow starts in step 700 where the services are provisioned to the roaming UE 200

via the source radio base station 210.

[00113] In step 710 the VNF manager 230 receives an indication from the source radio base
station 210 for handing-over the delivery of the services. In this particular embodiment a subset
of the services is to be handed-over from the source radio base station 210 to the target radio
base station 220. The remaining services are continued to be offered by the VNFs in the source
radio base station 210 and are delivered to the roaming UE 200 via the radio interface of the

target radio base station 220.

[00114] In step 720 the VNF manager 230 determines the VNFs that need to be handed-over to
the target radio base station 220. The VNF manager 230 may perform this determination based
on the services that the VNF is offering to the UE 200. The services that have very demanding
latency requirements may be handed-over to the target radio base station 220, while others
having less stringent latency requirements may be left at the source radio base station 210 and

are delivered via network interface 280.

[00115] After having decided which of the VNFs in the source radio base station 210 need to be
handed-over to the target radio base station 220, in step 730 the VNF manager 230 may retrieve
a clone copy from the source radio base station 210 of the VNFs that have been determined to be
handed-over. Instead of retrieving a clone copy, the VNF manager 230 may also build a new
VNF as described in Figures 5 and 6.

[00116] In step 740 the VNF manager 230 deploys the VNF on the target radio base station
220. Finally in step 750 the VNF manager 230 instructs the source radio base station 210 to
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interface the target radio base station 220 for delivery of the remaining services to the UE 200

via the network interface 280 to the target radio base station.

[00117] The one or more VNFs on the target radio base station 220 and the remaining one or
more VNFs on the source radio base station 210, together are adapted for offering the

provisioned services to the roaming UE 200.

[00118] Referring now to Figure 8, which illustrates a flow diagram of a method embodiment
in a source radio base station 210 for provisioning of services to a roaming UE, according to one

embodiment of the invention.

[00119] The flow starts in step 800 when the source radio base station 210 determines a trigger

condition for handing-over the delivery of the services to a target radio base station 220.

[00120] In step 810 the source radio base station 210 sends an indication to the VNF manager
230 to initiate handing-over of the one or more VNFs. This embodiment assumed the situation
that the VNF manager 230 builds new VNFs. In this case the source radio base station 210 will
not receive any request for providing a clone copy of the VNFs on the source radio base station

210.

[00121] In step 820 the source radio base station 210 receive an instruction from the VNF
manager 230 to interface the target radio base station 220 for delivery of remaining services still
offered by VNFs on the source radio base station 210. That interface may be the interface 280. It
is to be noted that step 820 is optional and is used when the VNF manager 230 determines to
hand-over a subset of the VNFs from the source radio base station 210 to the target radio base

station 220.

[00122] Referring now to Figure 9, which illustrates a flow diagram of a method embodiment
in a target radio base station 220 for provisioning of services to a roaming UE according to one

embodiment of the invention.

[00123] The flow starts in step 900 when the target radio base station 220 receives at least one
VNF for deployment on the target base station 220 from the VNF manager 230. The target radio

base station 220 then deploys the received VNFs, initializes and starts them.

[00124] In step 910 the deployed VNF continues to offer the provisioned services and delivery
of the services is via the radio interface of the target radio base station 220 to the UE 200. In
addition, the target base station 220 may in step 920 receive services via the network interface
280. These received services are offered by remaining VNFs in the source radio base station 210
and are delivery to the roaming UE 200 via the radio interface of the target radio base station
220. This last step is optional and is used when the VNF manager 230 determines to hand-over a

subset of the VNFs from the source radio base station 210 to the target radio base station 220
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[00125] Apparatus Block Diagrams

[00126] Referring now to Figure 10, which illustrates a schematic block diagram of a VNF
manager apparatus embodiment for provisioning of services to a roaming UE according to one
embodiment of the invention. The VNF manager apparatus may be implemented in an electronic
device or be the electronic device itself and it may be adapted to perform method steps
according to the methods illustrated in block and flow diagrams discussed herein. The VNF
manager 230 may comprise a number of functional units, which are described in further detail

below and which are adapted to perform respective method steps.

[00127] A processing unit 1000 of the VNF manager 230 may be adapted to execute steps for
provisioning of services to a roaming UE. The processing unit 1000 handles reception of an
indication from a source radio base station 210 for handing-over the delivery of the services
from the radio interface of the source radio base station 210 to the radio interface of a target
radio base station 220. The processing unit 1000 also handles deployment of at least one VNF

on the target radio base station 220.

[00128] In a practical implementation the processing unit 1000 may be one processor taking
care of all the above functions, or may also be distributed over more than one processor, wherein
the functions are distributed over the available processors. The VNF manager 230 may be a

VNF itself, e.g. instantiated by a master VNF manager running on the same or a further NFVIL.

[00129] The VNF manager 230 may further comprise a sending unit 1010 and a receiving unit
1020 via which the VNF manager 230 can communicate with other physical entities or external
VNFs such as the source radio base station 210, the target radio base station 220, or VNFs
deployed therein. The sending unit 1010 may send out signaling messages composed by the
processing unit 1000. The receiving unit 1020 may receive signaling messages from those
external entities above and forward the received signaling messages to the processing unit 1000
for decoding and/or dispatching. The VNF manager 230 may further comprise a network
interface to a database 260 for retrieval of construction information for building a VNF, or to a
library 270 comprising function components of a communication network for building a VNF.
The receiving unit 1020 may retrieve a clone copy of a VNF from a source radio base station
210, and the sending unit 1010 may send the clone copy of the VNF to the target radio base
station 220 for deployment. The sending unit 1010 may also send a VNF to the target radio base
station 220, which has been built by the VNF building unit 1040.

[00130] The VNF manager 230 may also comprise a storing unit 1030 for storing information
related to provisioning of services to a roaming UE. The storing unit 1030 may keep a cache of

frequently used VNFs, or a VNF skeleton/framework which can be tailored to specific
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task/service provisioning by adding configuration or by proper initialization. The storing unit
1030 may be a pure software functional module such as a SQL database software module. The
storing unit 1030 may also have access to and/or use a centralized storage (e.g. a Network
Attached Storage, NAS) comprising various types of memory such as volatile memory, non-
volatile memory, hard disk drives, solid state drives, a network interface to a database or a data
center, secure digital cards, or hardware such as smart cards, non-reversible chips, security
chips, security modules, or trusted platform module devices. The storing unit 1030 may be used
by the processing unit 1000 to store information, for example program code or data related to
VNF manager 230 tasks. The storing unit 1030 may also host a database of construction

information 260 and/or a library of communication network components 270.

[00131] The VNF manager 230 may further comprise a VNF building unit 1040. This VNF
building unit 1040 may retrieve VNF construction information for building a VNF, retrieve
either externally, or internally if hosted by the storing unit 1030. Based on this VNF construction
information the VNF building unit 1040 may retrieve the required software components from a
library 270 comprising function components of a communication network for building a VNF.
Also this library 270 may be hosted by the storing unit 1030. The VNF building unit 1040 may
then build a VNF and initialize that VNF for deployment. The VNF is then deployed to the

target radio base station 220 via the sending unit 1010.

[00132] The VNF manager 230 may also comprise a determination unit 1050. This
determination unit 1050 is used to determining a trigger condition for handing-over the delivery
of the services from the radio interface of the source radio base station 210 to a radio interface of
a target radio base station 220. The trigger condition for handing-over may be met if the roaming
UE 200 leaves the radio coverage area of the source radio base station 210, so if the radio signal
strength of the radio interface of the source radio base station 210 is fading and at the same time
the radio signal strength of the radio interface of the target radio base station 220 is found to be

on an acceptable level.

[00133] Referring now to Figure 11, which illustrates a schematic block diagram of a radio
base station apparatus embodiment for provisioning of services to a roaming UE, according to
one embodiment of the invention. The radio base station may be adapted to perform method
steps according to the methods discussed in relation to Figures 8 or 9. The illustrated radio base
station may be adapted to act as a source radio base station 210 and as a target radio base station

220, at the same time for different UEs, and at different times for the same UE.

[00134] The radio base station 210, 220 may comprise a number of functional units, which are

described in further detail below and which are adapted to perform respective method steps.
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[00135] A processing unit 1100 of the radio base station 210, 220 may be adapted to execute
steps for provisioning of services to a roaming UE according to one embodiment of the
invention. The processing unit 1100 causes, if a trigger condition is met, a VNF manager 230 to
deploy at least one VNF 250, 255 on a target radio base station 220. The processing unit 1100
may also deploy a received VNF on its NFVI 1160. In a practical implementation the processing
unit 1100 may be one processor taking care of all the above functions, or may also be distributed
over more than one processor, wherein the functions are distributed over the available

Processors.

[00136] The radio base station 210, 220 may further comprise a sending unit 1110 and a
receiving unit 1120 via which the radio base station 210, 220 can communicate with other
physical entities or external VNFs such as the VNF manager 230 or a further radio base station
210, 220. The sending unit 1110 may send out signaling messages composed by the processing
unit 1100. The receiving unit 1120 may receive signaling messages from those external entities
above and forward the received signaling messages to the processing unit 1100 for decoding
and/or dispatching. When working as a source radio base station 210, the radio base station may
further comprise a network interface 280 to a target radio base station 220 for delivery of
services offered by local VNFs for delivery via a radio interface of the further radio base station
to the UE 200. When working as a target radio base station 220, the radio base station may use
that same network interface 280 for receiving services from a source radio base station 210 for
delivery to the UE 200 via the radio interface unit 1140. That network interface may be a
separate unit or combined with that sending unit 1110 and a receiving unit 1120. The receiving
unit 1120 may receive for deployment on the NFVI 1160 one or more VNF. Such VNF may be a
clone copy of a VNF from a source radio base station 210, or a VNF built by a VNF manager
230.

[00137] The radio base station 210, 220 may also comprise a storing unit 1130 for storing
information related to provisioning of services to a roaming UE. The storing unit 1130 may be a
pure software functional module such as a SQL database software module. The storing unit 1130
may also have access to and/or use a centralized storage (e.g. a Network Attached Storage,
NAS) comprising various types of memory such as volatile memory, non-volatile memory, hard
disk drives, solid state drives, a network interface to a database or a data center, secure digital
cards, or hardware such as smart cards, non-reversible chips, security chips, security modules, or
trusted platform module devices. The storing unit 1130 may be used by the processing unit 1100
to store information, for example program code or data related to radio base station 210, 220

tasks.
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[00138] The radio base station 210, 220 may further comprise a radio interface unit 1140
comprising a sending a receiving part. The radio interface unit 1140 is utilized for radio
communication with the UE 200. So the radio interface unit 1140 may send messages and data
related to the provisioned services to the UE 200 and receive messages and data related to the
provisioned services from the UE 200. The services may be offered by VNFs locally in the radio
base station 210, 220, or are received via a network interface 280 from a further radio base

station 210, 220, hosting VNFs that have not been handed-over.

[00139] The radio base station 210, 220 may also comprise a determination unit 1150. The
determination unit 1150 determines a trigger condition for handing-over the delivery of the
services from the radio interface of the source radio base station 210 to a radio interface of a
target radio base station 220. The trigger condition for handing-over may be met if the roaming
UE 200 leaves the radio coverage area of the source radio base station 210, so if the radio signal
strength of the UE 200 is fading. The radio signal strength may be determined with the help of
the radio interface unit 1140 for example by taking own measurements, or by measurements

reported from a UE 200.

[00140] The radio base station 210, 220 may further comprise a NFVI 1160. The NFVI 1160 is
adapted to host VNFs such as VNFs for offering of services to a roaming UE 200. The NFVI
1160 comprises hardware resources, which are abstracted by a Virtualization Layer. VNFs

received from a VNF manager 230 may be deployed on the NFVI 1160.

[00141] According to another embodiment, a computer program is provided. The computer
program may be executed by the processing units 1000 and/or 1100 of the above mentioned
entities 210, 220 and/or 230 respectively such that a method for provisioning of services to a
roaming UE as described above with reference to Figures 6 to 9 may be carried out or be
controlled. In particular, the entities 210, 220 and/or 230 respectively may be caused to operate

in accordance with the above described method by executing the computer program.

[00142] The computer program may be embodied as computer code, for example of a computer
program product. The computer program product may be stored on a computer readable
medium, for example a disk or the storing unit 1030 and/or 1130 of the entities 210, 220 and/or

230 respectively, or may be configured as downloadable information.

[00143] One or more embodiments as described above may enable at least one of the following
technical effects: (1) Continuously provisioning of services to a UE while roaming; (2) reduce

service latency and network transmission bandwidth due to processing close to the UE location;
(3) selectively exclude VNFs from being handed-over, deliver the related services to the UE via

the radio interface of the target base station; (4) flexibility of VNF allocation: per subscription,
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per UE, or per service; and (5) improving network flexibility, so to make it possible to allocate

less-important VNFs to hosts across the network that have spare resources.
[00144] Service Handover Scenarios

[00145] Service handover discussed herein includes connection termination and

reestablishment, and have two basic scenarios: make-before-break and break-before-make.

[00146] In a make-before-break scenario, a new connection is established before an existing
one is taken away, so that for a short period of time the existing and new connections co-exist.
This allows for a smooth handover as there is at least one connection during the handover, thus
there is no interruption. If the establishment of the new connection fails, a fallback to the
existing one is easy as the existing connection has not been removed yet. In the roaming UE
case though, if the handover fails, the existing connection would be removed after a period of
time when the radio strength of the source radio base station fades due to the movement of the
UE. Because the co-existence of the new and existing connections, the resource usage in make-

before-break is higher than the break-before-make.

[00147] In a break-before-make scenario, the existing connection is broken first and then the
new connection is established. This scenario is referred to as hard handover sometimes as the
connection is broken for a short period of time. If the establishment of the new connection fails,
the connectivity is lost immediately. The resource usage in break-before-make is lower, but in
order to keep the interruption small, the “make” process needs to be quick. In the roaming UE
case, the break-before-make scenario is applicable when it is impractical to have both radio links
at the source and target radio base stations active at the same time (as it would require dual
transceivers or at least a very fast re-tuning between sending and receiving slots and different
frequencies or even different radio technologies), or when the loss of data due to interruption

can be compensated by fast re-transmission or repair mechanism of an upper transport layer.

[00148] The handing-over of service provisioning from a source radio base station to a target
radio base station includes two aspects: 1) change of radio connection between the UE and the
source radio base station toward between the UE and the target radio base station; and 2) move
of one or services offered by the VINFs from the source radio base station to the target radio base
station. The make-before-break and break-before-make scenarios apply to both aspects, i.e., both
the radio handover and the service transfer can use either make-before-break or break-before-
make method. Yet, for handing-over of service provisioning, only two out of the four possible
permutations are sensible with the goal of minimizing service interruption time. Figure 12
illustrates two scenarios of radio handover and service transfer scenario according to

embodiments of the invention.
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[00149] In the first scenario, the radio connection between the UE and the source radio base
station remains intact while the radio connection between the UE and the target radio base
station is established. After the radio connection is handed over, the service provisioning
function of a set of services is then transferred (e.g., through a VNF transfer or VNF rebuild) to
the target radio base station. In this scenario, the interruption of service provisioning is
minimum, and the VNF on the source radio base station continues to offer the service, with the

parallel connections of the UE to the source and target radio base station.

[00150] In the second scenario, the radio connection between the UE and the source radio base
station is broken first before the radio connection between the UE and the destination radio base
station is established. Yet, the service provisioning function of a set of services has been
transferred to the target radio base station. The break of radio connection may cause interruption
of service provisioning thus the second scenario is applicable to service provisioning that some

interruption is acceptable.

[00151] The VNF manager coordinating the handover determines which scenario to apply in
one embodiment. The determination may be based on a variety of parameters such as (1) the
service provisioned to the UE — whether an interruption of service provisioning would be
acceptable; (2) the subscription type of the subscriber — whether the subscriber is a premium
user, a regular user, or a user of other privilege level; (3) the subscription profile of the
subscriber — whether the subscriber is a consumer or an enterprise; (4) the availability of one or
more network transmission links needed for the handover; (5) the (guaranteed or best effort
based) bandwidth possible to be reserved on the one or more network transmission links; and (6)
the resource availability on the source or target radio base station — whether there are enough
processing resources, memory, database space to accommodate the moving and rebuilding of the
VNFs. The determination may be different for different VNFs providing services to the same

UE.
[00152] Provisioning Services for a Roaming UE Using a SDN Controller

[00153] In one embodiment, one or both of the source and target radio base stations are
implemented as a network device in a software defined networking (SDN) system. The details of
the network device in a SDN system are described in relation to Figures 18A-F. The SDN
system contains one or more SDN controller (also referred to as a network controller and the

two terms are used interchangeably herein). A SDN controller manages the network devices in
the SDN system and it contains topology information of the SDN system, thus the SDN
controller may be utilized to provide information about the network transmission links such as

the bandwidth availability on the network transmission links and the resource availability on the
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source or target radio base station when the source or target radio base station is a network

device of the SDN system.

[00154] Figure 13 illustrates a network system for provisioning of services to a roaming UE
using a SDN controller according to one embodiment of the invention. Figure 13 is similar to
Figure 2 thus only the difference between the two figures are discussed. With regard to Figure
13, a SDN controller 1250 communicates with the VNF manager 230, and it may communicate
with one or both of the source radio base station 210 and target radio base station 220, when the
one or both of the radio base stations are network devices of the SDN system managed by the

SDN controller 1250.

[00155] The VNF manager 230 coordinates the handover of service off from VNF-1 and VNF-
2 at 240 and 245 to VNF-1 and VNF-2 at 250 and 255. During the handover, the VNF manager
230 gets information for the handover from the SDN controller 1250 in one embodiment. For
example, the SDN controller 1250 may provide information about the available network
transmission links and their available bandwidths, and the SDN controller 1250 may also
provide information about the resource availability of a radio base station when it is
implemented is a network device of the corresponding SDN system. In one embodiment, the UE
200 is also a network device of the corresponding SDN system, and the SDN controller 1250
may further provide information about the service provisioned to the UE, the subscription type
and profile of the subscriber, and other information specific to the UE. With the information, the
VNF manager 230 may determine which of the scenarios discussed above to use for different

VNFs.

[00156] In one embodiment, the VNF manager 230 and the SDN controller is integrated in one
clectronic device, which is illustrated as the controller 1255, where the functionality of the VNF
manager 230 and the SDN controller 1250 are integrated. While the integrated electronic device
may also be called either VNF manager or SDN controller, their functionalities include the ones

of both the VNF manager and the SDN controller discussed herein.

[00157] Figure 14 illustrates a network system for provisioning of services to a roaming UE
using a SDN controller according to another embodiment of the invention. Figure 14 is similar
to Figure 3 thus only the difference between the two figures are discussed. With regard to
Figure 14, a SDN controller 1250 communicates with the VNF manager 230, and it may
communicate with one or both of the source radio base station 210 and target radio base station
220, when the one or both of the radio base stations are network devices of the SDN system

managed by the SDN controller 1250.
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[00158] In Figure 14, the network interface 1480 may be a channel utilizing one or more
network transmission links such as a direct land-based connection or microwave radio based
transmission links between the two radio base stations 210 and 220. Radio base stations are
typically hooked up to a backhaul network connecting them to the core network. Thus such
network interface 1480 between two radio base stations may also be realized by
routing/switching via backhaul network connections or even by routing/switching via a core
network node. The network interface 1480 may be based on routed packets connections or pre-
established packet tunnels using well-known layer 2 or layer 3 tunnel mechanisms. The selection
of such channel is based on the topology information received from the SDN controller 1250.
Additionally, the realization by routing/switching, the routed packet connections, or the pre-
established packet tunnels, is also performed based on information received from the SDN
controller 1250. Furthermore, the determination of which of the subset of the services is to be
handed over to the target radio base station 220 is based on a variety of factors, including the
latency requirements of the services, the available network transmission links and their available
bandwidths, and these information may be retrieved from the SDN controller 1250. In other
words, the VNF manager 230 may rely on the SDN controller 1250 for information about the
handover. Similar to Figure 13, an integrated electronic device that is illustrated as the

controller 1255.

[00159] Figure 15 illustrates a network system for deploying a VNF on a target radio base
station using a SDN controller according to one embodiment of the invention. Figure 15 is
similar to Figure 4 thus only the difference between the two figures are discussed. With regard
to Figure 15, a SDN controller 1250 communicates with the VNF manager 230, and it may
communicate with one or both of the source radio base station 210 and target radio base station
220, when the one or both of the radio base stations are network devices of the SDN system
managed by the SDN controller 1250. The VNF manager 230 performs the cloning of the VNF,
and the VNF manager 230 may request one or more VNF at one time, depending on the
available network transmission links and their available bandwidths obtained from the SDN
controller 1250. Similar to Figure 13, an integrated electronic device that is illustrated as the

controller 1255.

[00160] Figure 16 illustrates a network system for deploying a VNF on a target radio base
station using a SDN controller according to another embodiment of the invention. Figure 16 is
similar to Figure 5 thus only the difference between the two figures are discussed. With regard
to Figure 16, a SDN controller 1250 communicates with the VNF manager 230, and it may
communicate with one or both of the source radio base station 210 and target radio base station

220, when the one or both of the radio base stations are network devices of the SDN system
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managed by the SDN controller 1250. The database 260 and the library of communication
network components 270 are the same or similar to the ones in Figure 5. However, one or both
of the database 260 and the library of communication network components 270 may be in the
SDN controller 1250 in one embodiment. Similar to Figure 13, an integrated electronic device

that is illustrated as the controller 1255.

[00161] Flow Diagram for a VNF Manager Managing Service Delivery Using SDN

Controller

[00162] Figure 17 is a flow diagram illustrating a method of a VNF manager managing service
delivery using a SDN controller according to one embodiment of the invention. The VNF
manager may be the VNF manager 230 or the controller 1255 discussed herein above, and the
SDN controller may be the SDN controller 1250 or the controller 1255. The VNF manager
manages delivery of services to roaming UEs such as UE 200, which roams from a radio
coverage area of a source radio base station into a radio coverage area of a target radio base
station. The SDN controller manages a SDN system that includes at least one of the source base

station and the target radio base station as a network device of the SDN system.

[00163] At reference 1702, the VNF manager such as VNF manager 230 identifies a trigger
condition for handing-over delivery of at least a subset of the services from a radio interface of a
source radio base station such as the source radio base station 210 to a radio interface of a target

radio base station such as the target radio base station 220.

[00164] The trigger condition may be an indication received from the source radio base station
or the SDN controller that the radio signal strength of the radio interface of the source radio base
station is fading for a UE. The SDN controller may provide such indication when the source
radio base station or the UE is implemented as a network device of the corresponding SDN
system. The indication may specify the subset of the services to be handed over. The subset of
the services may be selected based on factors such as the latency requirement of the services (the
more sensitive a service to delay, the more likely the service needs to be handed over), the
bandwidth requirement of handing over the associated VNF (the more bandwidth required, the
less likely the VNF will be handed over), the available bandwidth on network transmission links
(the more bandwidth being available, more VNFs/services are handed over).

[00165] At reference 1720, the VNF transfers the subset of the services to the target radio base
station through a route based on information from the SDN controller. The information may
include the topology information of the SDN system (including at least one of the source and

target radio base stations) such as the available network transmission links and their available

bandwidths.
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[00166] The transfer of the subset of the services may be through cloning the VNE(s) that
delivers the subset of the services from the source radio base station as discussed herein above in
relation to Figures 2, 4, 6, 10, 13, and 15. The cloned copy of the VNF(s) may be sent from the
source radio base station to the VNF manager and then from the VNF manager to the target
radio base station; and the cloned copy of the VNF(s) may also be sent from the source radio
base station directly to the target radio base station. The route selection may differ accordingly
in these two approaches, and the information required to make the routing selection is retrieved

from the SDN controller in one embodiment.

[00167] The transfer of the subset of the services may also be through rebuilding the VNF(s)
that delivers the subset of the services at the target radio base station as discussed herein above
in relation to Figures 2, 5, 6, 10, and 16. The building of the VNF(s) at the target radio base
station is based on information from the SDN controller in one embodiment, the information
including ones in the database 260 and/or the library of communication network components
270. The route selection in the building approach typically requires different amount of
bandwidths from connection to the source radio base station as the clone copy is not required to
be obtained from the source radio base station. On the other hand, since the building of the VNF
at the target radio base station is based on communication between the VNF manager and the

target radio base station, the bandwidth requirement between the two is likely more.

[00168] The route selection in both cloning and the building the VNF(s) is based on
information in the SDN controller in one embodiment. Additionally, in one embodiment, the
VNF manager causes the SDN controller to set up the route for cloning or building the VNF(s).
In the cloning approach, the SDN controller sets up the route between the source radio base
station and the target radio base station in one embodiment. In the rebuilding approach, the SDN
controller sets up a route between the VNF manager and the target radio base station. The setting
up the route includes the SDN controller causes flow table entries being installed in a network
device (such as the source or target radio base station), so that packets belongs to a traffic flow
(e.g. the traffic flow containing the clone copy of the VNF(s) or the information regarding
rebuilding of the VNF(s)) is to be routed as the SDN controller instructs. In the service
rebuilding approach, the VNF causes the SDN controller to set up the route for the target radio
base station to obtain construction information on the subset of the services to deploy the at least
VNF on the target radio base station, and the construction information being retrieved from a

database.

[00169] It is to be noted that the VNF manager determines which scenario discussed in relation
to Figure 12 to apply for the subset of the services at step 1720. Based on the information

obtained from the SDN controller, the VNF manager may determine all of the subset of the
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services utilize the first or second scenario; alternatively, the VNF manager may determine the
utilization of the first or second scenario on service basis because different services have

different latency and/or bandwidth requirement.

[00170] The selection of the scenario affects which route to be set up by the SDN controller.
For example, if one or all of the subset of the services to be transferred takes the break-before-
make approach (the second scenario), the SDN controller will select a route based on an
acceptable interruption time for the one or the whole subset of the services. The selected route
may contain more network transmission links and/or the selected links may have more available
bandwidths to accommodate the one or the whole subset of the services (either through cloning
or the rebuilding of the VNF(s)) so that the interruption time for the one or the whole subset of

the services does not get over the acceptable interruption time.

[00171] The selection of the scenario also affects the sequence of operations in the service
transfer. In one embodiment, when the first scenario is selected, the VNF manager instructs the
target radio base station to prepare the target radio sources. The VNF manager then instructs the
source radio base station to inform the UE to hand over to the target radio base station.
Afterward, the VNF manager instructs the VNF on the source radio base station to multicast the
service delivery (1) over radio connection of the source radio base station to the UE, and (2)
over network transmission link(s) to the target radio base station for service delivery. Thus, the
service delivering is duplicated at both the source and target radio base stations during the
transfer step 1720, and the subset of the services is offered continuously by the source radio base

station prior to the subset of the services being offered by the target radio base station.

[00172] In one embodiment, when the second scenario is selected, the VNF manager also
instructs the target radio base station to prepare the target radio sources. The VNF manager then
transfers the subset of the services to the target radio base station. Additionally, the VNF
manager instructs the source radio base station to inform the UE to hand over to the target radio
base station, and it causes removal of the source radio connection to the UE. Thus, the service

delivering is interrupted at the transfer step 1720 in this embodiment.

[00173] At reference 1730, the VNF manager causes at least one VNF to be deployed at the
target radio base station, and the at least one VNF on the target radio base station being adapted
to offer the subset of the services to the roaming UE. As discussed herein, the at least one VNF
may be deployed through either cloning or rebuilding. After the VNF is cloned or rebuilt at the
target radio base station, the target radio base station initializes and stars up the VNFs to offer

the subset of the services to the roaming UE.
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[00174] Additionally, in one embodiment, the VNF manager determines that one or more
additional services are to be transferred to the target radio base station at reference 1740, and the
determination causes the route being updated. The determination may be based on the roaming
status of the UE, e.g., the UE is moving further away and causes more services to be transfer to
the target radio base station. The updated route may be on the same network transmission links
but with different bandwidths being utilized, and the updated route may be on different network

/transmission links.

[00175] Furthermore, in one embodiment, the VNF manager updates the route based on a
number of VNFs within the set of VNFs remaining on the source radio base station at reference
1750. At reference 1710, the trigger condition may be for a subset of the services offered by the
set of VNFs hosted on the source radio base station. Thus, some of the services (which provided
by VNFs) may stay at the source radio base station after the operations at references 1720 and
1730. When there are services and the associated VNFs stay at the source radio base station for
the UE, the route may be updated for the VNFs to deliver services to the UE. The reason is that
the route used at reference 1720 is for transferring the subset of the services thus the bandwidth
may be different from (likely higher than) the ones required for the continuing delivery of
service through the source radio base station and the target radio base station as illustrated in
Figures 3 and 14. The operation of the remaining services is discussed in more details in

relation to step 750 of Figure 7.

[00176] In one embodiment, at reference 1760, the VNF manager causes the removal of the at
least one VNF on the source radio base station upon the at least one VNF being deployed on the
target radio base station. The VNF manager instructs the source radio base station to delete the
moved VNF once that VNF (being cloned to or being rebuilt at the target radio base station) is
deployed.

[00177] It is to be noted that while the references 1740 — 1760 are illustrated in one order in
Figure 17. The illustration is only an embodiment of the invention and the order may be
different in another embodiment. For example, the removal of a VNF after it is deployed on the
target radio base station may happen first. Afterward, the route is updated based on the number
of VNFs within the set of VNFs remains on the source radio base station (e.g., reducing the
bandwidth for the route as less VINFs remain on the source radio base station); in alternative, the
route may be updated to transfer additional services (thus deploying additional VNFs) to the
target radio base station (e.g., increasing the bandwidth for the route if the additional bandwidth
becomes available to reduce the time to complete the transfer). Other operation sequences may

be implemented within the principles disclosed herein.
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[00178] SDN and NFV Environment Utilizing Embodiments of the Invention

[00179] Embodiments of the invention may be utilized in a SDN and NFV network containing
network devices. Figure 18A illustrates connectivity between network devices (NDs) within an
exemplary network, as well as three exemplary implementations of the NDs, according to some
embodiments of the invention. Figure 18A shows NDs 1800A-H, and their connectivity by way
of lines between A-B, B-C, C-D, D-E, E-F, F-G, and A-G, as well as between H and each of A,
C, D, and G. These NDs are physical devices, and the connectivity between these NDs can be
wireless or wired (often referred to as a link). An additional line extending from NDs 1800A, E,
and F illustrates that these NDs act as ingress and egress points for the network (and thus, these

NDs are sometimes referred to as edge NDs; while the other NDs may be called core NDs).

[00180] Two of the exemplary ND implementations in Figure 18A are: 1) a special purpose
network device 1802 that uses custom application—specific integrated—circuits (ASICs) and a
proprietary operating system (OS); and 2) a general purpose network device 1804 that uses
common off-the-shelf (COTS) processors and a standard OS.

[00181] The special purpose network device 1802 includes networking hardware 1810
comprising compute resource(s) 1812 (which typically include a set of one or more processors),
forwarding resource(s) 1814 (which typically include one or more ASICs and/or network
processors), and physical network interfaces (NIs) 1816 (sometimes called physical ports), as
well as non-transitory machine readable storage media 1818 having stored therein networking
software 1820, including radio base station software 1825. The radio base station software 1825
contains software modules to perform operations of the source or target radio base stations
discussed herein above. A physical NI is hardware in a ND through which a network connection
(e.g., wirelessly through a wireless network interface controller (WNIC) or through plugging in
a cable to a physical port connected to a network interface controller (NIC)) is made, such as
those shown by the connectivity between NDs 1800A-H. During operation, the radio base
station software 1825 may be executed by the networking hardware 1810 to instantiate a radio
base station software instance, which perform operations of a source or target radio base station
as discussed herein above. The radio base station software instance and that part of the
networking hardware 1810 that executes that instance (be it hardware dedicated to that
networking software instance and/or time slices of hardware temporally shared by that
networking software instance with others of the networking software instance 1822), form a
separate virtual network element 1830A-R. Each of the virtual network element(s) (VNEs)
1830A-R includes a control communication and configuration module 1832A-R (sometimes
referred to as a local control module or control communication module) and forwarding table(s)

1834 A-R, such that a given virtual network element (e.g., 1830A) includes the control

32



CA 03019160 2018-09-26

WO 2017/168205 PCT/IB2016/051754

communication and configuration module (e.g., 1832A), a set of one or more forwarding table(s)
(e.g., 1834A), and that portion of the networking hardware 1810 that executes the virtual
network element (e.g., 1830A).

[00182] The special purpose network device 1802 is often physically and/or logically
considered to include: 1) a ND control plane 1824 (sometimes referred to as a control plane)
comprising the compute resource(s) 1812 that execute the control communication and
configuration module(s) 1832A-R; and 2) a ND forwarding plane 1826 (sometimes referred to
as a forwarding plane, a data plane, or a media plane) comprising the forwarding resource(s)
1814 that utilize the forwarding table(s) 1834A-R and the physical NIs 1816. By way of
example, where the ND is a router (or is implementing routing functionality), the ND control
plane 1824 (the compute resource(s) 1812 executing the control communication and
configuration module(s) 1832A-R) is typically responsible for participating in controlling how
data (e.g., packets) is to be routed (e.g., the next hop for the data and the outgoing physical NI
for that data) and storing that routing information in the forwarding table(s) 1834A-R, and the
ND forwarding plane 1826 is responsible for receiving that data on the physical NIs 1816 and
forwarding that data out the appropriate ones of the physical NIs 1816 based on the forwarding
table(s) 1834A-R.

[00183] Figure 18B illustrates an exemplary way to implement a special purpose network
device according to some embodiments of the invention. Figure 18B shows the special purpose
network device including cards 1838 (typically hot pluggable). While in some embodiments the
cards 1838 are of two types (one or more that operate as the ND forwarding plane 1826
(sometimes called line cards), and one or more that operate to implement the ND control plane
1824 (sometimes called control cards)), alternative embodiments may combine functionality
onto a single card and/or include additional card types (e.g., one additional type of card is called
a service card, resource card, or multi-application card). A service card can provide specialized
processing (e.g., Layer 4 to Layer 7 services (e.g., firewall, Internet Protocol Security (IPsec),
Secure Sockets Layer (SSL) / Transport Layer Security (TLS), Intrusion Detection System
(IDS), peer-to-peer (P2P), Voice over IP (VolP) Session Border Controller, Mobile Wireless
Gateways (Gateway General Packet Radio Service (GPRS) Support Node (GGSN), Evolved
Packet Core (EPC) Gateway)). By way of example, a service card may be used to terminate
IPsec tunnels and execute the attendant authentication and encryption algorithms. These cards
are coupled together through one or more interconnect mechanisms illustrated as backplane
1836 (e.g., a first full mesh coupling the line cards and a second full mesh coupling all of the

cards).
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[00184] Returning to Figure 18A, the general purpose network device 1804 includes hardware
1840 comprising a set of one or more processor(s) 1842 (which are often COTS processors) and
network interface controller(s) 1844 (NICs; also known as network interface cards) (which
include physical NIs 1846), as well as non-transitory machine readable storage media 1848
having stored therein software 1850, which may also contain the radio base station software
1825. During operation, the processor(s) 1842 execute the software 1850 to instantiate one or
more sets of one or more applications 1864A-R. While one embodiment does not implement
virtualization, alternative embodiments may use different forms of virtualization. For example,
in one such alternative embodiment the virtualization layer 1854 represents the kernel of an
operating system (or a shim executing on a base operating system) that allows for the creation of
multiple instances 1862A-R called software containers that may each be used to execute one (or
more) of the sets of applications 1864 A-R; where the multiple software containers (also called
virtualization engines, virtual private servers, or jails) are user spaces (typically a virtual
memory space) that are separate from each other and separate from the kernel space in which the
operating system is run; and where the sct of applications running in a given user space, unless
explicitly allowed, cannot access the memory of the other processes. In another such alternative
embodiment the virtualization layer 1854 represents a hypervisor (sometimes referred to as a
virtual machine monitor (VMM)) or a hypervisor executing on top of a host operating system,
and each of the sets of applications 1864 A-R is run on top of a guest operating system within an
instance 1862A-R called a virtual machine (which may in some cases be considered a tightly
isolated form of software container) that is run on top of the hypervisor - the guest operating
system and application may not know they are running on a virtual machine as opposed to
running on a “bare metal” host electronic device, or through para-virtualization the operating
system and/or application may be aware of the presence of virtualization for optimization
purposes. In yet other alternative embodiments, one, some or all of the applications are
implemented as unikernel(s), which can be generated by compiling directly with an application
only a limited set of librarics (e.g., from a lihrary operating systern (LibOS) inchiding
driversflibraries of OS services) that provide the particular OS services needed by the
application. As a unikernel can be implemented to run directly on hardware 1840, directly on a
hypervisor (in which case the unikernel is sometimes described as running within a LibOS
virtual machine), or in a software container, embodiments can be implemented fully with
unikernels running directly on a hypervisor represented by virtualization layer 1854, unikernels
running within software containers represented by instances 1862A-R, or as a combination of

unikernels and the above-described techniques (e.g., unikernels and virtual machines both run
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directly on a hypervisor, unikernels and sets of applications that are run in different software
containers).

[00185] The instantiation of the one or more sets of one or more applications 1864A-R, as well
as virtualization if implemented, are collectively referred to as software instance(s) 1852. Each
set of applications 1864A-R, corresponding virtualization construct (e.g., instance 1862A-R) if
implemented, and that part of the hardware 1840 that executes them (be it hardware dedicated to
that execution and/or time slices of hardware temporally shared), forms a separate virtual
network element(s) 1860A-R.

[00186] The virtual network element(s) 1860A-R perform similar functionality to the virtual
network element(s) 1830A-R - e.g., similar to the control communication and configuration
module(s) 1832A and forwarding table(s) 1834A (this virtualization of the hardware 1840 is
sometimes referred to as network function virtualization (NFV)). Thus, NFV may be used to
consolidate many network equipment types onto industry standard high volume server hardware,
physical switches, and physical storage, which could be located in Data centers, NDs, and
customer premise equipment (CPE). While embodiments of the invention are illustrated with
each instance 1862A-R corresponding to one VNE 1860A-R, alternative embodiments may
implement this correspondence at a finer level granularity (e.g., line card virtual machines
virtualize line cards, control card virtual machine virtualize control cards, etc.); it should be
understood that the techniques described herein with reference to a correspondence of instances
1862A-R to VNEs also apply to embodiments where such a finer level of granularity and/or
unikernels are used.

[00187] In certain embodiments, the virtualization layer 1854 includes a virtual switch that
provides similar forwarding services as a physical Ethernet switch. Specifically, this virtual
switch forwards traffic between software containers 1862A-R and the NIC(s) 1844, as well as
optionally between the software containers 1862A-R; in addition, this virtual switch may
enforce network isolation between the VNEs 1860A-R that by policy are not permitted to
communicate with each other (e.g., by honoring virtual local area networks (VLANS)).

[00188] The third exemplary ND implementation in Figure 18A is a hybrid network device
1806, which includes both custom ASICs/proprietary OS and COTS processors/standard OS in a
single ND or a single card within an ND. In certain embodiments of such a hybrid network
device, a platform VM (i.e., a VM that that implements the functionality of the special purpose
network device 1802) could provide for para-virtualization to the networking hardware present
in the hybrid network device 1806.

[00189] Regardless of the above exemplary implementations of an ND, when a single one of

multiple VNEs implemented by an ND is being considered (e.g., only one of the VNEs is part of
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a given virtual network) or where only a single VNE is currently being implemented by an ND,
the shortened term network element (NE) is sometimes used to refer to that VNE. Also in all of
the above exemplary implementations, each of the VNEs (e.g., VNE(s) 1830A-R, VNEs 1860A-
R, and those in the hybrid network device 1806) receives data on the physical NIs (e.g., 1816,
1846) and forwards that data out the appropriate ones of the physical NIs (e.g., 1816, 1846). For
example, a VNE implementing IP router functionality forwards IP packets on the basis of some
of the IP header information in the IP packet; where IP header information includes source IP
address, destination IP address, source port, destination port (where “source port” and
“destination port” refer herein to protocol ports, as opposed to physical ports of a ND), transport
protocol (e.g., user datagram protocol (UDP), Transmission Control Protocol (TCP), and
differentiated services code point (DSCP) values.

[00190] Figure 18C illustrates various exemplary ways in which VNEs may be coupled
according to some embodiments of the invention. Figure 18C shows VNEs 1870A.1-1870A.P
(and optionally VNEs 1870A.Q-1870A.R) implemented in ND 1800A and VNE 1870H.1 in ND
1800H. In Figure 18C, VNEs 1870A.1-P are separate from each other in the sense that they can
receive packets from outside ND 1800A and forward packets outside of ND 1800A; VNE
1870A.1 is coupled with VNE 1870H.1, and thus they communicate packets between their
respective NDs; VNE 1870A.2-1870A.3 may optionally forward packets between themselves
without forwarding them outside of the ND 1800A; and VNE 1870A.P may optionally be the
first in a chain of VNEs that includes VNE 1870A.Q followed by VNE 1870A.R (this is
sometimes referred to as dynamic service chaining, where each of the VNEs in the series of
VNEs provides a different service —e.g., one or more layer 4-7 network services). While Figure
18C illustrates various exemplary relationships between the VNESs, alternative embodiments
may support other relationships (e.g., more/fewer VNEs, more/fewer dynamic service chains,
multiple different dynamic service chains with some common VNEs and some different VNESs).
[00191] The NDs of Figure 18A, for example, may form part of the Internet or a private
network; and other electronic devices (not shown; such as end user devices including
workstations, laptops, netbooks, tablets, palm tops, mobile phones, smartphones, multimedia
phones, Voice Over Internet Protocol (VOIP) phones, terminals, portable media players, GPS
units, wearable devices, gaming systems, set-top boxes, Internet enabled household appliances)
may be coupled to the network (directly or through other networks such as access networks) to
communicate over the network (e.g., the Internet or virtual private networks (VPNs) overlaid on
(e.g., tunneled through) the Internet) with each other (directly or through servers) and/or access
content and/or services. Such content and/or services are typically provided by one or more

servers (not shown) belonging to a service/content provider or one or more end user devices (not
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shown) participating in a peer-to-peer (P2P) service, and may include, for example, public
webpages (e.g., free content, store fronts, search services), private webpages (e.g.,
username/password accessed webpages providing email services), and/or corporate networks
over VPNs. For instance, end user devices may be coupled (e.g., through customer premise
equipment coupled to an access network (wired or wirelessly)) to edge NDs, which are coupled
(e.g., through one or more core NDs) to other edge NDs, which are coupled to electronic devices
acting as servers. However, through compute and storage virtualization, one or more of the
electronic devices operating as the NDs in Figure 18A may also host one or more such servers
(e.g., in the case of the general purpose network device 1804, one or more of the virtual
machines 1862A-R may operate as servers; the same would be true for the hybrid network
device 1806; in the case of the special purpose network device 1802, one or more such servers
could also be run on a hypervisor executed by the compute resource(s) 1812); in which case the
servers are said to be co-located with the VNEs of that ND.

[00192] A virtual network is a logical abstraction of a physical network (such as that in Figure
18A) that provides network services (e.g., L2 and/or L3 services). A virtual network can be
implemented as an overlay network (sometimes referred to as a network virtualization overlay)
that provides network services (e.g., layer 2 (L2, data link layer) and/or layer 3 (L3, network
layer) services) over an underlay network (e.g., an L3 network, such as an Internet Protocol (IP)
network that uses tunnels (e.g., generic routing encapsulation (GRE), layer 2 tunneling protocol
(L2TP), IPSec) to create the overlay network).

[00193] A network virtualization edge (NVE) sits at the edge of the underlay network and
participates in implementing the network virtualization; the network-facing side of the NVE
uses the underlay network to tunnel frames to and from other NVEs; the outward-facing side of
the NVE sends and receives data to and from systems outside the network. A virtual network
instance (VNI) is a specific instance of a virtual network on a NVE (e.g., a NE/VNE on an ND,
a part of a NE/VNE on a ND where that NE/VNE is divided into multiple VNEs through
emulation); one or more VNIs can be instantiated on an NVE (e.g., as different VNEs on an
ND). A virtual access point (VAP) is a logical connection point on the NVE for connecting
external systems to a virtual network; a VAP can be physical or virtual ports identified through
logical interface identifiers (e.g., a VLAN ID).

[00194] Examples of network services include: 1) an Ethernet LAN emulation service (an
Ethernet-based multipoint service similar to an Internet Engineering Task Force (IETF)
Multiprotocol Label Switching (MPLS) or Ethernet VPN (EVPN) service) in which external
systems are interconnected across the network by a LAN environment over the underlay

network (e.g., an NVE provides separate L2 VNIs (virtual switching instances) for different
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such virtual networks, and L3 (e.g., [IP/MPLS) tunneling encapsulation across the underlay
network); and 2) a virtualized IP forwarding service (similar to IETF IP VPN (e.g., Border
Gateway Protocol (BGP)/MPLS IPVPN) from a service definition perspective) in which
external systems are interconnected across the network by an L3 environment over the underlay
network (e.g., an NVE provides separate L3 VNIs (forwarding and routing instances) for
different such virtual networks, and L3 (e.g., IP/MPLS) tunneling encapsulation across the
underlay network)). Network services may also include quality of service capabilities (e.g.,
traffic classification marking, traffic conditioning and scheduling), security capabilities (e.g.,
filters to protect customer premises from network — originated attacks, to avoid malformed route
announcements), and management capabilities (e.g., full detection and processing).

[00195] Figure 18D illustrates a network with a single network element on each of the NDs of
Figure 18A. Specifically, Figure 18D illustrates network elements (NEs) 1870A-H with the
same connectivity as the NDs 1800A-H of Figure 18A with a centralized approach for
maintaining reachability and forwarding information (also called network control), according to
some embodiments of the invention.

[00196] Figure 18D illustrates that a centralized approach 1874 (also known as software
defined networking (SDN)) that decouples the system that makes decisions about where traffic
is sent from the underlying systems that forwards traffic to the selected destination. The
illustrated centralized approach 1874 has the responsibility for the generation of reachability and
forwarding information in a centralized control plane 1876 (sometimes referred to as a SDN
control module, controller, network controller, OpenFlow controller, SDN controller, control
plane node, network virtualization authority, or management control entity), and thus the process
of neighbor discovery and topology discovery is centralized. The centralized control plane 1876
has a south bound interface 1882 with a data plane 1880 (sometime referred to the infrastructure
layer, network forwarding plane, or forwarding plane (which should not be confused with a ND
forwarding plane)) that includes the NEs 1870A-H (sometimes referred to as switches,
forwarding elements, data plane elements, or nodes). The centralized control plane 1876
includes a network controller 1878, which includes a centralized reachability and forwarding
information module 1879 that determines the reachability within the network and distributes the
forwarding information to the NEs 1870A-H of the data plane 1880 over the south bound
interface 1882 (which may use the OpenFlow protocol). The centralized reachability and
forwarding information module 1879 contains the VNF manager 1875. The VNF manager 1875
within the network controller 1878 is one embodiment of the integrated controller 1255

discussed herein above in relation to Figures 13-16.
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[00197] The network intelligence is centralized in the centralized control plane 1876 executing
on electronic devices that are typically separate from the NDs. For example, where the special
purpose network device 1802 is used in the data plane 1880, each of the control communication
and configuration module(s) 1832A-R of the ND control plane 1824 typically include a control
agent that provides the VNE side of the south bound interface 1882. In this case, the ND control
plane 1824 (the compute resource(s) 1812 executing the control communication and
configuration module(s) 1832A-R) performs its responsibility for participating in controlling
how data (e.g., packets) is to be routed (e.g., the next hop for the data and the outgoing physical
NI for that data) through the control agent communicating with the centralized control plane
1876 to receive the forwarding information (and in some cases, the reachability information)
from the centralized reachability and forwarding information module 1879 (it should be
understood that in some embodiments of the invention, the control communication and
configuration module(s) 1832A-R, in addition to communicating with the centralized control
plane 1876, may also play some role in determining reachability and/or calculating forwarding
information — albeit less so than in the case of a distributed approach; such embodiments are
generally considered to fall under the centralized approach 1874, but may also be considered a
hybrid approach).

[00198] While the above example uses the special purpose network device 1802, the same
centralized approach 1874 can be implemented with the general purpose network device 1804
(e.g., each of the VNE 1860A-R performs its responsibility for controlling how data (e.g.,
packets) is to be routed (e.g., the next hop for the data and the outgoing physical NI for that
data) by communicating with the centralized control plane 1876 to receive the forwarding
information (and in some cases, the reachability information) from the centralized reachability
and forwarding information module 1879; it should be understood that in some embodiments of
the invention, the VNEs 1860A-R, in addition to communicating with the centralized control
plane 1876, may also play some role in determining reachability and/or calculating forwarding
information — albeit less so than in the case of a distributed approach) and the hybrid network
device 1806. In fact, the use of SDN techniques can enhance the NFV techniques typically used
in the general purpose network device 1804 or hybrid network device 1806 implementations as
NFV is able to support SDN by providing an infrastructure upon which the SDN software can be
run, and NFV and SDN both aim to make use of commodity server hardware and physical
switches.

[00199] Figure 18D also shows that the centralized control plane 1876 has a north bound
interface 1884 to an application layer 1886, in which resides application(s) 1888. The

centralized control plane 1876 has the ability to form virtual networks 1892 (sometimes referred
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to as a logical forwarding plane, network services, or overlay networks (with the NEs 1870A-H
of the data plane 1880 being the underlay network)) for the application(s) 1888. Thus, the
centralized control plane 1876 maintains a global view of all NDs and configured NEs/VNEs,
and it maps the virtual networks to the underlying NDs efficiently (including maintaining these
mappings as the physical network changes either through hardware (ND, link, or ND
component) failure, addition, or removal).

[00200] While Figure 18D illustrates the simple case where each of the NDs 1800A-H
implements a single NE 1870A-H, it should be understood that the network control approaches
described with reference to Figure 18D also work for networks where one or more of the NDs
1800A-H implement multiple VNESs (e.g., VNEs 1830A-R, VNEs 1860A-R, those in the hybrid
network device 1806). Alternatively or in addition, the network controller 1878 may also
emulate the implementation of multiple VNESs in a single ND. Specifically, instead of (or in
addition to) implementing multiple VNESs in a single ND, the network controller 1878 may
present the implementation of a VNE/NE in a single ND as multiple VNESs in the virtual
networks 1892 (all in the same one of the virtual network(s) 1892, each in different ones of the
virtual network(s) 1892, or some combination). For example, the network controller 1878 may
cause an ND to implement a single VNE (a NE) in the underlay network, and then logically
divide up the resources of that NE within the centralized control plane 1876 to present different
VNEs in the virtual network(s) 1892 (where these different VNESs in the overlay networks are
sharing the resources of the single VNE/NE implementation on the ND in the underlay
network).

[00201] On the other hand, Figures 18E and 18F respectively illustrate exemplary abstractions
of NEs and VNEs that the network controller 1878 may present as part of different ones of the
virtual networks 1892. Figure 18E illustrates the simple case of where each of the NDs 1800A-
H implements a single NE 1870A-H (see Figure 18D), but the centralized control plane 1876
has abstracted multiple of the NEs in different NDs (the NEs 1870A-C and G-H) into (to
represent) a single NE 18701 in one of the virtual network(s) 1892 of Figure 18D, according to
some embodiments of the invention. Figure 18E shows that in this virtual network, the NE
18701 is coupled to NE 1870D and 1870F, which are both still coupled to NE 1870E.

[00202] Figure 18F illustrates a case where multiple VNEs (VNE 1870A.1 and VNE 1870H.1)
are implemented on different NDs (ND 1800A and ND 1800H) and are coupled to each other,
and where the centralized control plane 1876 has abstracted these multiple VNEs such that they
appear as a single VNE 1870T within one of the virtual networks 1892 of Figure 18D,
according to some embodiments of the invention. Thus, the abstraction of a NE or VNE can

span multiple NDs.

40



CA 03019160 2018-09-26

WO 2017/168205 PCT/IB2016/051754

[00203] While some embodiments of the invention implement the centralized control plane
1876 as a single entity (e.g., a single instance of software running on a single electronic device),
alternative embodiments may spread the functionality across multiple entities for redundancy
and/or scalability purposes (e.g., multiple instances of software running on different electronic
devices).

[00204] Similar to the network device implementations, the electronic device(s) running the
centralized control plane 1876, and thus the network controller 1878 including the centralized
reachability and forwarding information module 1879, may be implemented a variety of ways
(e.g., a special purpose device, a general-purpose (e.g., COTS) device, or hybrid device). These
clectronic device(s) would similarly include compute resource(s), a set or one or more physical
NICs, and a non-transitory machine-readable storage medium having stored thereon the
centralized control plane software. For instance, Figure 19 illustrates, a general purpose control
plane device 1904 including hardware 1940 comprising a set of one or more processor(s) 1942
{(which are often COTS processors) and network interface controller(s) 1944 (NICs; also known
as network interface cards) (which include physical NIs 1946), as well as non-transitory
machine readable storage media 1948 having stored therein centralized control plane (CCP)
software 1950. The CCP software 1950 includes the VNF manager 1875 discussed herein above.
[00205] In embodiments that use compute virtualization, the processor(s) 1942 typically
execute software to instantiate a virtualization layer 1954 and software container(s) 1962A-R
(e.g., with operating system-level virtualization, the virtualization layer 1954 represents the
kernel of an operating system (or a shim executing on a base operating system) that allows for
the creation of multiple software containers 1962A-R (representing separate user space instances
and also called virtualization engines, virtual private servers, ot jails) that may each be used to
execute a set of one or more applications; with full virtualization, the virtualization layer 1954
represents a hypervisor (sometimes referred to as a virtual machine monitor (VMM)) or a
hypervisor executing on top of a host operating system, and the software containers 1962A-R
cach represent a tightly isolated form of software container called a virtual machine that is run
by the hypervisor and may include a guest operating system; with para-virtualization, an
operating system or application running with a virtual machine may be aware of the presence of
virtualization for optimization purposes). Again, in embodiments where compute virtualization
is used, during operation an instance of the CCP software 1950 (illustrated as CCP instance
1976A) is executed within the software container 1962A on the virtualization layer 1954. In
embodiments where compute virtualization is not used, the CCP instance 1976A on top of a host
operating system is executed on the “bare metal” general purpose control plane device 1904.

The instantiation of the CCP instance 1976A, as well as the virtualization layer 1954 and
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software containers 1962A-R if implemented, are collectively referred to as software instance(s)
1952.

[00206] In some embodiments, the CCP instance 1976A includes a network controller instance
1978. The network controller instance 1978 includes a centralized reachability and forwarding
information module instance 1979 (which is a middleware layer providing the context of the
network controller 1878 to the operating system and communicating with the various NEs), and
an CCP application layer 1980 (sometimes referred to as an application layer) over the
middleware layer (providing the intelligence required for various network operations such as
protocols, network situational awareness, and user — interfaces). A VNF manager instance 1975
is included in the CCP application layer 1980 in one embodiment. At a more abstract level, this
CCP application layer 1980 within the centralized control plane 1876 works with virtual
network view(s) (logical view(s) of the network) and the middleware layer provides the
conversion from the virtual networks to the physical view.

[00207] The centralized control plane 1876 transmits relevant messages to the data plane 1880
based on CCP application layer 1980 calculations and middleware layer mapping for each flow.
A flow may be defined as a set of packets whose headers match a given pattern of bits; in this
sense, traditional IP forwarding is also flow—based forwarding where the flows are defined by
the destination IP address for example; however, in other implementations, the given pattern of
bits used for a flow definition may include more fields (e.g., 10 or more) in the packet headers.
Different NDs/NEs/VNEs of the data plane 1880 may receive different messages, and thus
different forwarding information. The data plane 1880 processes these messages and programs
the appropriate flow information and corresponding actions in the forwarding tables (sometime
referred to as flow tables) of the appropriate NE/VNEs, and then the NEs/VNEs map incoming
packets to flows represented in the forwarding tables and forward packets based on the matches
in the forwarding tables.

[00208] Standards such as OpenFlow define the protocols used for the messages, as well as a
model for processing the packets. The model for processing packets includes header parsing,
packet classification, and making forwarding decisions. Header parsing describes how to
interpret a packet based upon a well-known set of protocols. Some protocol fields are used to
build a match structure (or key) that will be used in packet classification (e.g., a first key field
could be a source media access control (MAC) address, and a second key field could be a
destination MAC address).

[00209] Packet classification involves executing a lookup in memory to classify the packet by
determining which entry (also referred to as a forwarding table entry or flow entry) in the

forwarding tables best matches the packet based upon the match structure, or key, of the
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forwarding table entries. It is possible that many flows represented in the forwarding table
entries can correspond/match to a packet; in this case the system is typically configured to
determine one forwarding table entry from the many according to a defined scheme (e.g.,
selecting a first forwarding table entry that is matched). Forwarding table entries include both a
specific set of match criteria (a set of values or wildcards, or an indication of what portions of a
packet should be compared to a particular value/values/wildcards, as defined by the matching
capabilities — for specific fields in the packet header, or for some other packet content), and a set
of one or more actions for the data plane to take on receiving a matching packet. For example,
an action may be to push a header onto the packet, for the packet using a particular port, flood
the packet, or simply drop the packet. Thus, a forwarding table entry for [Pv4/IPv6 packets with
a particular transmission control protocol (TCP) destination port could contain an action
specifying that these packets should be dropped.

[00210] Making forwarding decisions and performing actions occurs, based upon the
forwarding table entry identified during packet classification, by executing the set of actions
identified in the matched forwarding table entry on the packet.

[00211] However, when an unknown packet (for example, a “missed packet” or a “match-miss”
as used in OpenFlow parlance) arrives at the data plane 1880, the packet (or a subset of the
packet header and content) is typically forwarded to the centralized control plane 1876. The
centralized control plane 1876 will then program forwarding table entries into the data plane
1880 to accommodate packets belonging to the flow of the unknown packet. Once a specific
forwarding table entry has been programmed into the data plane 1880 by the centralized control
plane 1876, the next packet with matching credentials will match that forwarding table entry and
take the set of actions associated with that matched entry.

[00212] A network interface (NI) may be physical or virtual; and in the context of IP, an
interface address is an IP address assigned to a NI, be it a physical NI or virtual NI. A virtual NI
may be associated with a physical NI, with another virtual interface, or stand on its own (e.g., a
loopback interface, a point-to-point protocol interface). A NI (physical or virtual) may be
numbered (a NI with an IP address) or unnumbered (a NI without an IP address). A loopback
interface (and its loopback address) is a specific type of virtual NI (and IP address) of a
NE/VNE (physical or virtual) often used for management purposes; where such an IP address is
referred to as the nodal loopback address. The IP address(es) assigned to the NI(s) of a ND are
referred to as IP addresses of that ND; at a more granular level, the IP address(es) assigned to
NI(s) assigned to a NE/VNE implemented on a ND can be referred to as IP addresses of that
NE/VNE.
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[00213] Each VNE (e.g., a virtual router, a virtual bridge (which may act as a virtual switch
instance in a Virtual Private LAN Service (VPLYS) is typically independently administrable. For
example, in the case of multiple virtual routers, each of the virtual routers may share system
resources but is separate from the other virtual routers regarding its management domain, AAA
(authentication, authorization, and accounting) name space, IP address, and routing database(s).
Multiple VNEs may be employed in an edge ND to provide direct network access and/or
different classes of services for subscribers of service and/or content providers.

[00214] Within certain NDs, “interfaces” that are independent of physical NIs may be
configured as part of the VNEs to provide higher-layer protocol and service information (e.g.,
Layer 3 addressing). The subscriber records in the AAA server identify, in addition to the other
subscriber configuration requirements, to which context (e.g., which of the VNEs/NEs) the
corresponding subscribers should be bound within the ND. As used herein, a binding forms an
association between a physical entity (e.g., physical NI, channel) or a logical entity (e.g., circuit
such as a subscriber circuit or logical circuit (a set of one or more subscriber circuits)) and a
context’s interface over which network protocols (e.g., routing protocols, bridging protocols) are
configured for that context. Subscriber data flows on the physical entity when some higher-layer
protocol interface is configured and associated with that physical entity.

[00215] Some NDs include functionality for authentication, authorization, and accounting
(AAA) protocols (e.g., RADIUS (Remote Authentication Dial-In User Service), Diameter,
and/or TACACS+ (Terminal Access Controller Access Control System Plus). AAA can be
provided through a client/server model, where the AAA client is implemented on a ND and the
AAA server can be implemented either locally on the ND or on a remote electronic device
coupled with the ND. Authentication is the process of identifying and verifying a subscriber. For
instance, a subscriber might be identified by a combination of a username and a password or
through a unique key. Authorization determines what a subscriber can do after being
authenticated, such as gaining access to certain electronic device information resources (e.g.,
through the use of access control policies). Accounting is recording user activity. By way of a
summary example, end user devices may be coupled (e.g., through an access network) through
an edge ND (supporting AAA processing) coupled to core NDs coupled to electronic devices
implementing servers of service/content providers. AAA processing is performed to identify for
a subscriber the subscriber record stored in the AAA server for that subscriber. A subscriber
record includes a set of attributes (e.g., subscriber name, password, authentication information,
access control information, rate-limiting information, policing information) used during

processing of that subscriber’s traffic.
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[00216] The operations of the flow diagrams of Figures 6-9 and 17 are described with
reference to the exemplary embodiment of Figures 10-11, 18A-F, and 9. However, it should be
understood that the operations of flow diagrams can be performed by embodiments of the
invention other than those discussed with reference to the exemplary embodiment of Figures
10-11, 18A-F, and 19, and the exemplary embodiment of Figures 10-11, 18A-F, and 19 can
perform operations different than those discussed with reference to the flow diagrams of Figures
6-9 and 17.

[00217] While the flow diagrams in the figures herein above show a particular order of
operations performed by certain embodiments of the invention, it should be understood that such
order is exemplary (e.g., alternative embodiments may perform the operations in a different
order, combine certain operations, overlap certain operations, etc.).

[00218] Different embodiments of the invention may be implemented using different
combinations of software, firmware, and/or hardware. Thus, the techniques shown in the figures
can be implemented using code and data stored and executed on one or more electronic devices
(e.g., an end system, a network device). Such electronic devices store and communicate
(internally and/or with other electronic devices over a network) code and data using computer-
readable media, such as non-transitory computer-readable storage media (e.g., magnetic disks;
optical disks; random access memory; read only memory; flash memory devices; phase-change
memory) and transitory computer-readable transmission media (e.g., electrical, optical,
acoustical or other form of propagated signals — such as carrier waves, infrared signals, digital
signals). In addition, such electronic devices typically include a set of one or more processors
coupled to one or more other components, such as one or more storage devices (non-transitory
machine-readable storage media), user input/output devices (e.g., a keyboard, a touchscreen,
and/or a display), and network connections. The coupling of the set of processors and other
components is typically through one or more busses and bridges (also termed as bus controllers).
Thus, the storage device of a given electronic device typically stores code and/or data for
execution on the set of one or more processors of that electronic device.

[00219] While the invention has been described in terms of several embodiments, those skilled
in the art will recognize that the invention is not limited to the embodiments described, can be
practiced with modification and alteration within the spirit and scope of the appended claims.

The description is thus to be regarded as illustrative instead of limiting.
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CLAIMS

What is claimed is:

1. A method implemented in a virtual network function (VNF) manager for delivering of

services to a roaming user equipment (UE), the services being offered by a set of VNFs

hosted on a source radio base station, and being delivered to the roaming UE via a radio

interface of the source radio base station, wherein the roaming UE is to roam from a radio

coverage area of the source radio base station into a radio coverage area of a target radio base

station, the method comprising:

identifying a trigger condition for handing-over delivery of at least a subset of the services
from the radio interface of the source radio base station to a radio interface of the
target radio base station;

transferring the subset of the services to the target radio base station through a route based on
information from a software-defined networking (SDN) controller of a SDN system
that includes the source radio base station and the target radio base station, wherein
transferring the subset of services to the target base station comprises cloning at least
one VNF hosted on the source radio base station; and

causing at least one cloned VNF to be deployed on the target radio base station, the at least
one cloned VNF on the target radio base station being adapted to offer the subset of

the services to the roaming UE.

2. The method of claim 1, wherein the transferring the subset of the services to the target

radio base station comprises:

causing the SDN controller to set up the route from the source radio base station to the target
radio base station based on a bandwidth required to transfer a clone of the at least one

VNF from the source radio base station to the target radio base station.

3. The method of claim 2, wherein the subset of the services is interrupted prior to the subset
of the services being offered by the target radio base station and the bandwidth required is

based on an acceptable interruption time for the at least the subset of the services.
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4. The method of claim 1, wherein the subset of the services is offered continuously by the
source radio base station prior to the subset of the service being offered by the target radio

base station.

5. The method of claim 1, further comprising:
updating the route based on the information from the SDN controller upon determining that

additional services are to be transferred to the target radio base station.

6. The method of claim 1, further comprising:
updating the route based on a number of VNFs within the set of VNFs remaining on the

source radio base station.

7. The method of claim 1, further comprising:
removing the at least one VNF on the source radio base station upon the at least one cloned

VNF being deployed on the target radio base station.

8. The method of claim 1, wherein the SDN controller is implemented in a same electronic

device with the VNF manager.

9. A virtual network function (VNF) manager for delivering of services to a roaming user
equipment (UE), the services being to be offered by a set of VNFs hosted on a source
radio base station, and being to be delivered to the roaming UE via a radio interface of
the source radio base station, wherein the roaming UE is to roam from a radio coverage
area of the source radio base station into a radio coverage area of a target radio base
station, the VNF manager comprising:

a processor and a non-transitory machine-readable storage medium that coupled to the
processor, the non-transitory machine-readable storage medium containing
instructions, which when executed by the processor, cause the VNF manager to:
identify a trigger condition for handing-over delivery of at least a subset of the

services from the radio interface of the source radio base station to a radio

interface of the target radio base station,
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transfer the subset of the services to the target radio base station through a route
based on information from a software-defined networking (SDN)
controller of a SDN system that includes the source radio base station and
the target radio base station, the transfer of the subset of services to the
target base station comprising cloning at least one VNF hosted on the
source radio base station, and

cause at least one cloned VNF to be deployed on the target radio base station, the
at least one cloned VNF on the target radio base station being adapted to

offer the subset of the services to the roaming UE.

10. The VNF manager of claim 9, wherein the transfer of the subset of the services to the
target radio base station is to:
cause the SDN controller to set up the route from the source radio base station to the
target radio base station based on a bandwidth required to transfer a clone of the
at least one VNF from the source radio base station to the target radio base

station.

11. The VNF manager of claim 9, where the VNF manager is further to:
update the route based on the information from the SDN controller upon determining that

additional services are to be transferred to the target radio base station.

12. The VNF manager of claim 9, wherein the SDN controller is implemented in a same

electronic device with the VNF manager.

13. A non-transitory machine-readable medium having instructions stored therein, which
when executed by a processor, cause the processor to perform operations in a virtual
network function (VNF) manager for delivering of services to a roaming user equipment
(UE), the services being offered by a set of VNFs hosted on a source radio base station,
and being delivered to the roaming UE via a radio interface of the source radio base

station, wherein the roaming UE is to roam from a radio coverage area of the source radio
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base station into a radio coverage area of a target radio base station, the operations

comprising:

identifying a trigger condition for handing-over delivery of at least a subset of the
services from the radio interface of the source radio base station to a radio
interface of the target radio base station;

transferring the subset of the services to the target radio base station through a route
based on information from a software-defined networking (SDN) controller of a
SDN system that includes the source radio base station and the target radio base
station, wherein transferring the subset of services to the target base station
comprises cloning at least one VNF hosted on the source radio base station; and

causing at least one cloned VNF to be deployed on the target radio base station, the at
least one cloned VNF on the target radio base station being adapted to offer the

subset of the services to the roaming UE.

14. The non-transitory machine-readable medium of claim 13, wherein the transferring the
subset of the services to the target radio base station comprises:
causing the SDN controller to set up the route from the source radio base station to the
target radio base station based on a bandwidth required to transfer a clone of the
at least one VNF from the source radio base station to the target radio base

station.

15. The non-transitory machine-readable medium of claim 14, wherein the subset of the
services is interrupted prior to the subset of the services being offered by the target radio
base station and the bandwidth required is based on an acceptable interruption time for

the at least the subset of the services.
16. The non-transitory machine-readable medium of claim 13, wherein the operations further
comprise:

updating the route based on the information from the SDN controller upon determining

that additional services are to be transferred to the target radio base station.
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17. The non-transitory machine-readable medium of claim 13, wherein the operations further
comprise:
updating the route based on a number of VNFs within the set of VNFs remaining on the

source radio base station.
18. The non-transitory machine-readable medium of claim 13, wherein the operations further
comprise:

removing the at least one VNF on the source radio base station upon the at least one

cloned VNF being deployed on the target radio base station.
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