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(57) ABSTRACT 

The object of the present invention is to provide an indi 
vidual authentication method and apparatus that use no 
bulky apparatuses, are insusceptible to forgery, and use an 
auditory organ which is almost independent of health con 
dition and aging, is little Subject to physiological rejection, 
and exists in everyone. To achieve this object, the present 
invention comprises a Sound receiving/sending part, a signal 
processing part for performing Signal processing for infor 
mation of Sound to be received and sent, a Storing part for 
Storing acoustic characteristic information of an auditory 
organ, and a signal processing part that controls Sound 
receiving and Sending, and Saves, compares and identifies 
acoustic characteristic information, whereby whether an 
authentication examinee is one of authentication Subjects 
can be determined by comparing acoustic characteristic 
information of an auditory organ collected in advance and 
acoustic characteristic information of an auditory organ 
measured in the authentication examinee. 
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Fig. 4 (a) 
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Fig. 5 (a) 
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INDIVIDUALAUTHENTICATION METHOD, 
INDIVIDUALAUTHENTICATION APPARATUS, 
INFORMATION COMMUNICATION APPARATUS 

EQUIPPED WITH THE APPARATUS, AND 
INDIVIDUALAUTHENTICATION SYSTEM 

INCLUDING THE APPARATUS 

0001. This is a continuation of copending parent appli 
cation Ser. No. 09/985,935 filed Nov. 6, 2001. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. The present invention relates to an individual 
authentication method and an individual authentication 
apparatus, and an information communication apparatus 
equipped with the apparatus and an individual authentication 
System including the apparatus. 

0004 2. Description of the Prior Art 
0005 Conventionally, as a method of authenticating an 
individual, physical characteristics Specific to the individual 
Such as, e.g., fingerprints, retina pattern, iris, handwriting, 
face image, and voice have been used. In JP-A No. H10 
283472, an individual authentication system is disclosed 
which extracts the characteristics of a human face image 
from human face image data and uses it for individual 
authentication. 

0006. However, the invention described in the patent 
application has a problem in that an apparatus becomes 
bulky because of a camera used to capture a face image and 
a calculating apparatus for binarizing the captured image. 
Also, individual authentication using fingerprints or hand 
Writing has a problem in that the possibility of forgery 
cannot be eliminated. Individual authentication using face 
images or voice has a problem in that authentication accu 
racy depends greatly on individual health condition and 
aging. Individual authentication using retina patterns or iris 
has a problem in that it involves act physiologically unde 
Sirable to human, Such as eyes that must be brought close to 
a measuring apparatus. 

0007 Recently, illegal use of information communica 
tion apparatuses by other than owners thereof has become 
conspicuous. Conventional illegal use by other than owners 
has been Such that phone rates not chargeable on owners are 
chargeable on the owners. However, in the future, online 
Shopping and online banking through information commu 
nication apparatuses are expected to come into wider use, in 
which case authentication is required to see if a current 
talker or operator matches the owner of the information 
communication apparatus. 

SUMMARY OF THE INVENTION 

0008. The present invention has been made in view of the 
above circumstances and provides an individual authentica 
tion method and apparatus that use no bulky apparatuses, are 
insusceptible to forgery, and use an auditory organ which is 
almost independent of health condition and aging, is little 
Subject to physiological rejection, and exists in everyone, an 
information communication apparatus that can effectively 
use the information communication apparatus, and an indi 
vidual authentication System that can easily authenticate a 
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current talker or operator to see if he (or she) is the owner 
of the information communication apparatus. 
0009. To solve the above problems, according to one 
aspect of the present invention, there is provided an indi 
vidual authentication method that uses acoustic characteris 
tics of an auditory organ; preferably, authentication is per 
formed by comparing acoustic characteristic information 
collected in advance and measured acoustic characteristic 
information, and particularly, the acoustic characteristic 
information is preferably acoustic impedance or reflected 
wave characteristic information. 

0010. According to another aspect of the present inven 
tion, there is provided an individual authentication appara 
tus, comprising: a means for measuring acoustic character 
istic information of an auditory organ wherein the means 
includes a Sound receiving/sending part and a signal pro 
cessing part for performing Signal processing for informa 
tion of Sound to be received and Sent; and a means for 
authenticating individuals by using a storing part for Storing 
acoustic characteristic information of an auditory organ 
collected in advance, and a signal processing part that 
compares the Stored acoustic characteristic information and 
measured acoustic characteristic information. The Sound 
receiving/sending part may comprise Separate members as a 
Sound Sending part and a Sound receiving part. The acoustic 
characteristic information may be acoustic impedance, and 
further the Sound receiving/sending part, and the Sound 
Sending part and/or the Sound receiving part may be piezo 
electric elements or Voice coils. 

0011. According to another aspect of the present inven 
tion, there is provided an individual authentication appara 
tus, comprising: a means for measuring acoustic character 
istic information of an auditory organ wherein the means 
includes a Sound Sending part and a signal processing part 
for performing Signal processing for Sound information; and 
a means for authenticating individuals wherein the means 
comprises a Storing part for Storing acoustic characteristic 
information of an auditory organ collected in advance, and 
a signal processing part that compares the Stored acoustic 
characteristic information and measured acoustic character 
istic information. The acoustic characteristic information 
may be acoustic impedance, and further the Sound Sending 
part may be piezoelectric elements or voice coils. 

0012. According to another aspect of the present inven 
tion, there is provided an information communication appa 
ratus equipped with an individual authentication apparatus, 
the individual authentication apparatus comprising: a means 
for measuring acoustic characteristic information of an 
auditory organ wherein the means includes a loudspeaker for 
receiving and Sending Sound and a signal processing part for 
performing Signal processing for information of Sound to be 
received and Sent; and a means for authenticating individu 
als wherein the means includes a storing part for Storing 
acoustic characteristic information of an auditory organ 
collected in advance, and a signal processing part that 
compares the Stored acoustic characteristic information and 
measured acoustic characteristic information. According to 
another aspect of the present invention, there is provided an 
information communication apparatus equipped with an 
individual authentication apparatus, the individual authen 
tication apparatus comprising: a means for measuring acous 
tic characteristic information of an auditory organ wherein 
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the means includes a loudspeaker for Sending Sound, a 
microphone for receiving Sound, and a signal processing 
part for performing Signal processing for information of 
Sound to be received and Sent; and a means for authenticat 
ing individuals wherein the means includes a storing part for 
Storing acoustic characteristic information of an auditory 
organ collected in advance, and a Signal processing part that 
compares the Stored acoustic characteristic information and 
measured acoustic characteristic information. According to 
another aspect of the present invention, there is provided 
The information communication apparatus equipped with an 
individual authentication apparatus, the individual authen 
tication apparatus comprising: a means for measuring acous 
tic characteristic information of an auditory organ wherein 
the means includes a loudspeaker for Sending Sound, and a 
Signal processing part for performing Signal processing for 
Sound information; and a means for authenticating individu 
als wherein the means includes a storing part for Storing 
acoustic characteristic information of an auditory organ 
collected in advance, and a signal processing part that 
compares the Stored acoustic characteristic information and 
measured acoustic characteristic information. The acoustic 
characteristics may be acoustic impedance, the loudspeaker 
and/or microphone may employ piezoelectric elements or 
Voice coils, and furthermore, Sound Sent from the loud 
Speaker may be voice, a ringing tone used to call individuals, 
or a special tone used to authenticate individuals. 

0013. According to another aspect of the present inven 
tion, there is provided an individual authentication System in 
which: an authentication examinee has a means for measur 
ing acoustic characteristic information of an auditory organ 
wherein the means include a Sound Sending function, a 
Sound receiving function, and a signal processing part for 
Sound to be received and Sent; an authentication executor 
has acoustic characteristic information of an auditory organ 
of authentication Subjects collected in advance, and the 
authentication executor authenticates individuals by com 
paring acoustic characteristic information of an auditory 
organ of the authentication examinee measured using the 
means for measuring acoustic characteristic information of 
an auditory organ, and the acoustic characteristic informa 
tion of an auditory organ of the authentication Subjects 
collected in advance. According to another aspect of the 
present invention, there is provided an individual authenti 
cation System in which: an authentication examinee has a 
means for measuring acoustic characteristic information of 
an auditory organ wherein the means include a Sound 
Sending function and a Signal processing part for Sound; an 
authentication executor has acoustic characteristic informa 
tion of an auditory organ of authentication Subjects collected 
in advance, and the authentication executor authenticates 
individuals by comparing acoustic characteristic informa 
tion of an auditory organ of the authentication examinee 
measured using the means for measuring acoustic charac 
teristic information of an auditory organ, and the acoustic 
characteristic information of an auditory organ of the 
authentication Subjects collected in advance. 

0.014. By the invention, there are obtained a simple 
individual authentication method, an individual authentica 
tion apparatus, and an information communication apparatus 
equipped with the apparatus, and an individual authentica 
tion System including the apparatus. 
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0015 AS has been described above, by using acoustic 
characteristic information of an auditory organ, there can be 
provided a simple individual authentication method that uses 
no bulky apparatuses, is insusceptible to forgery, and uses an 
auditory organ which is almost independent of health con 
dition and aging, is little Subject to physiological rejection, 
and exists in everyone. 
0016. These objects and advantages of the present inven 
tion will become more apparent from embodiments that will 
be described hereinafter with reference to the accompanying 
drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017 FIG. 1 is a schematic diagram of an auditory organ 
of one embodiment of the present invention; 
0018 FIG. 2 is schematic diagrams showing measure 
ment of acoustic characteristics of one embodiment of the 
present invention; 
0019 FIG. 3 is a schematic diagram showing individual 
authentication of one embodiment of the present invention; 
0020 FIG. 4 is schematic diagrams showing changes of 
electrical impedance of a Sound Sending part of one embodi 
ment of the present invention; 
0021 FIG. 5 is equivalent circuit diagrams of an elec 
trical System and an acoustic System of one embodiment of 
the present invention; and 
0022 FIG. 6 is a graphical representation of changes of 
electrical impedances of a given loudspeaker when Sounds 
from 100 Hz to 500 Hz in frequency are sent from the 
loudspeaker in one embodiment of the present invention; the 
impedance data is obtained for each of four cases, “the 
Sounds Sent to an open Space”, “examinee 1”, “examinee 2', 
and “examinee 3’. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0023. Hereinafter, preferred embodiments of the present 
invention will be described with reference to the accompa 
nying drawings. 

First Embodiment 

0024. A schematic diagram of a human auditory organ is 
shown in FIG. 1. In the drawing, the reference numeral 1 
designates an external ear; 2, a middle ear; 3, an internal ear; 
4, an eardrum; 5, auditory OSSicles, 6, Semicircular canal; 
and 7, cochlea. The auditory organ comprises the external 
ear 1, the middle ear 2, and the internal ear 3, and their 
auditory characteristic information exhibits characteristics 
Specific to individuals. The use of Such characteristics Spe 
cific to individuals enables individuals to be authenticated. 

0025 AS a concrete example, acoustic characteristic 
information of an auditory organ of individuals to be authen 
ticated, that is, authentication Subjects, is collected in 
advance, acoustic characteristic information of an auditory 
organ of an authentication examinee is actually measured at 
a place where authentication is required, and the acoustic 
characteristic information collected in advance and the 
acoustic characteristic information of the auditory organ of 
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the authentication examinee actually measured are com 
pared to determine whether the authentication examinee is 
an authentication Subject. 
0026. Therefore, if an appropriate measuring means is 
provided for acoustic characteristic information to be col 
lected and measured, and a means for comparing and 
identifying the obtained information is provided, it can be 
judged whether the authentication examinee is an authenti 
cation Subject. 

0027. A method of authenticating individuals by compar 
ing and identifying acoustic characteristic information may 
be implemented by a Software program, the program may be 
Saved in recording media and read into comparing and 
judging means for execution as required, or it may be 
downloaded from the outside by Some communication 
means Such as wireleSS communications and the Internet as 
required and be read into the comparing and judging means. 

0028 Sounds used to obtain acoustic characteristic infor 
mation maybe audible sound waves of relatively low fre 
quencies or nonaudible Sound waves of relatively high 
frequencies Such as ultrasound. 

0029 AS acoustic characteristic information used for 
identification, it is preferable to use acoustic impedance or 
reflected wave characteristic information because they are 
easy to actually collect and measure, and contribute to the 
fabrication of a compact and lightweight measuring means. 
That is, the acoustic impedance can be easily obtained using 
electrical impedance obtained by measuring circuit Voltages 
and currents, and as the reflected wave characteristic infor 
mation, for example, the positions and amplitudes of 
reflected waves reflected in different places within the 
auditory organ on a time axis can be used. 

Second Embodiment 

0.030. In the present embodiment, the authentication 
method described in the first embodiment will be described 
in more detail. 

0.031 Schematic diagrams showing measurement of 
acoustic characteristic information are shown in FIG. 2. 
FIG. 2A is a Schematic diagram showing when Sound is 
sent. FIG. 2B is a schematic diagram showing when sound 
is received. In FIG. 2A, the reference numeral 11 designates 
a Sound Sending part; 12, auditory organ of an authentication 
examinee, 13, Sent Sound; and 14, a signal processing part. 
In FIG. 2B, 15 designates a sound receiving part; 16, 
reflected Sound; 17, acoustic characteristic information of 
the authentication examinee; and 18, a storing part to Store 
the acoustic characteristic information. 

0032. As shown in FIG. 2A, under control of the signal 
processing part 14, Sound 13 Sent from the Sound Sending 
part 11 travels through the auditory organ 12. The Sent Sound 
is absorbed in part in the auditory organ 12 and the remain 
der is reflected indifferent places within the auditory organ 
12 as shown in FIG. 2B, and reflected Sound 16 is received 
by the sound receiving part 15. 

0033. The received sound is converted to an electrical 
Signal and Subjected to operations, with the result acoustic 
characteristic information 17 of the authentication examinee 
is outputed and Stored in the Storing part 18. 
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0034. A schematic diagram showing individual authenti 
cation is shown in FIG. 3. In FIG. 3, the reference numeral 
19 designates acoustic characteristic information of the 
authentication examinee collected in advance. The Storing 
part 18 is Stored with the acoustic characteristic information 
19 of the authentication examinee collected in advance, and 
acoustic characteristic information 17 of the authentication 
examinee measured immediately before, and the Signal 
processing part 14 reads the two pieces of information from 
the Storing part 18 to compare them. If the comparison gives 
an equal result, it is determined that the authentication 
examinee is the principal to be authenticated, and if the 
comparison gives an unequal result, it is determined that the 
authentication examinee is not the principal to be authenti 
cated, and individual authentication is thus completed. 
0035) Where the reflected sound (reflected wave) 16 is 
used as described above, preferably a high-frequency Sound 
wave is used to increase resolution. Concretely, estimation 
will be made using values. For example, where Sound of 1 
MHz is used, if sound speed in the air is assumed as 300 m/s, 
wavelength is about 0.3 mm, and if the reciprocation dis 
tance from an external ear 1 to an eardrum 4 is 6 cm, time 
required for reciprocation is 200 uS. Since the cycle of Sound 
of 1 MHz is 1 us, if the length of sound sent is from several 
cycles to tens of cycles, a reflected wave from the eardrum 
4, a reflected wave from auditory ossicles 5, and a reflected 
wave from a cochlea 7 can be received individually on a 
time axis. 

0036) Since the positions and sizes of members within the 
auditory organ depend on individuals, and reflected wave 
characteristics from different members also depend on indi 
viduals; the above described time characteristics of reflected 
waves can be used for individual authentication. The use of 
the magnitudes (reception intensity) of the reflected waves 
in addition to the above described time characteristics of the 
reflected waves would contribute to an increase in authen 
tication accuracy. 
0037. In FIG. 2, the Sound sending part 11 and the sound 
receiving part 15 are described as parts different from each 
other. However, these may be implemented as different roles 
of an identical part having both a Sound Sending function and 
a Sound receiving function. 
0038 Although the sound sending part 11, the sound 
receiving part 15, and a part (not shown) having a Sound 
Sending/receiving function are preferably piezoelectric ele 
ments typified by PZT, they may be electrodynamic ele 
ments typified by Voice coils or electrostatic elements typi 
fied by capacitors. 
0039. In FIG.3, acoustic characteristic information 17 of 
an authentication examinee and acoustic characteristic infor 
mation 19 of authentication subjects are read from the 
storing part 18. However, the different pieces of information 
maybe Stored in Separate means So that they are read from 
a pertinent means as required. 
0040. A method of authenticating individuals by compar 
ing and identifying acoustic characteristic information 
maybe implemented by a Software program, the program 
may be Saved in recording media and read into comparing 
and judging means for execution as required, or it may be 
downloaded from the outside by Some communication 
means Such as wireleSS communications and the Internet as 
required and be read into the comparing and judging means. 
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Third Embodiment 

0041. In this embodiment, a description will be made in 
detail of individual authentication when the individual 
authentication apparatus described in the Second embodi 
ment does not have the Sound receiving part 15. 
0.042 Schematic diagrams showing changes of electrical 
impedance of a sound sending part are shown in FIG. 4. The 
reference numeral 21 designates power; 22, a Sound Sending 
part, and 23, auditory organ. 

0.043 FIG. 4A shows a state in which the sound is sent 
to an open space. FIG. 4B shows a state in which sound is 
Sent to a closed Space when the Sound Sending part 22 and 
the auditory organ 23 are close to each other. 
0044 As shown in FIG. 4A, assumedly, the electrical 
impedance of the Sound Sending part 22 when it sends Sound 
to an open space is Z. As shown in FIG. 4B, if the auditory 
organ 23 is brought close to the Sound Sending part 22, the 
electrical impedance of the Sound Sending part 22 changes 
from Z to Z by acoustic impedance of the auditory organ 23. 
004.5 The acoustic impedance of the auditory organ 23 
depends on individuals and electrical impedance also 
changes according to the acoustic impedance, with the result 
that electrical impedance Z also depends on individuals. 
That is, individual authentication can be implemented by 
using electrical impedance, which is acoustic characteristic 
information. 

0.046 Equivalent circuits are used to give a more detailed 
description. 

0047 FIG. 5A shows an equivalent circuit of an electri 
cal System and an acoustic System when the Sound Sending 
part 22 Sends Sound to an open Space as shown in FIG. 4A. 
FIG. 5B shows an equivalent circuit of an electrical system 
and an acoustic System when the Sound Sending part 22 
Sends Sound in a State in which it is close to the auditory 
organ 23, as shown in FIG. 4B. The reference numeral 21 
designates power, 24, electrical impedance having the value 
of Z1; 25, a transformer (mainly formed by air) connecting 
the electrical System and the acoustic System; 26, acoustic 
impedance constantly having the value of Z2, and 27, 
acoustic impedance having the value of Z3 developing when 
the auditory organ 23 is brought close to the Sound Sending 
part 22. 
0048. The equivalent circuit shown in FIG. 5 has an 
electrical System circuit as a primary circuit at the left of a 
transformer 25, and an acoustic System circuit as a Second 
ary circuit at the right of the transformer 25. 
0049. In the equivalent circuit of FIG. 5A, the acoustic 
impedance 26 of the Secondary circuit is recognized as 
electrical impedance Zt through the transformer 25 when 
Viewed from the primary circuit Side, and if the transformer 
25 has a transformation ratio of 1 to q between the primary 
Side and the Secondary Side, a relation of Zt=Z2/(qxq) is 
Satisfied. That is, electrical composite impedance Z to the 
right of the line A-A in the equivalent circuit is represented 
by the sum of the value Z1 of the electrical impedance 24 and 
the Zt, as shown below. 

0050. The value Z is the electrical impedance of the sound 
sending part 22 shown in FIG. 4A. 
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0051. On the other hand, the acoustic impedances 26 and 
27 of the Secondary circuit are recognized as Zt"=(Z2+Z3)/ 
(qxq) when viewed from the primary circuit Side. That is, 
electrical composite impedance Z to the right of the line 
B-B' is represented as shown below. 

0.052 Like the case of FIG. 5A, the value Z is the 
electrical impedance of the Sound Sending part 22 shown in 
FIG. 4B. 

0053 Next, changes of the electrical impedance will be 
examined. An electrical impedance difference AZ develop 
ing when the auditory organ 23 is brought close to the Sound 
Sending part 22 is represented by AZ=Z-Z, and it will be 
understood from the forgoing description that AZ=Z3/(qxq) 
is Satisfied. Z3 is the acoustic impedance 27 developing 
when the auditory organ 23 is brought close to the Sound 
Sending part 22, and its value depends on individuals. That 
is, the difference can be used to implement individual 
authentication. 

0054 Concretely, an example showing differences 
among individuals will be described below. FIG. 6 is a 
graph showing differences among individuals of electrical 
impedance when the Sound Sending part 22 is brought close 
to the auditory organ 23. FIG. 6 is a graphical representation 
of changes of electrical impedances of a given loudspeaker 
when sounds from 100 Hz to 500 Hz in frequency are sent 
from the loudspeaker, the impedance data is obtained for 
each of four cases, “the Sounds sent to an open space”, 
“examinee 1”, “examinee 2', and “examinee 3’. Data of an 
examinee was obtained using a headphone So that a loud 
Speaker was fixed in identical conditions in the vicinity of an 
ear of the examinee. Obtained impedances are indicated by 
the absolute values and phases thereof and are plotted on 
coordinates with real numbers on a horizontal axis and 
imaginary numbers on a vertical axis, as shown in FIG. 6. 
0055. It will be appreciated from FIG. 6 that electrical 
impedances are different among examinees. In the range 
from 100 Hz to 500 Hz, lower frequencies make the differ 
ences more conspicuous, indicating that the use of low 
frequency regions is Suitable for individual authentication 
under this apparatus configuration. 
0056 Electrical impedances are easily obtained by mea 
Suring circuit Voltages and currents, and are usually repre 
Sented by the absolute values and phases of the impedances. 
Herein, assumedly, both the absolute values and phases of 
the impedances have the respective measurement resolu 
tions of 256. In this case, a theoretical maximum number of 
persons that can be authenticated is 256x256 or 65,536. The 
maximum number of perSons that can be authenticated can 
be further increased by increasing the types of frequencies of 
Sounds Sent from the Sound Sending part 22. For example, if 
11 types of frequencies are used up to 1000 Hz in increments 
of 100 Hz from 100 Hz, a theoretical maximum number of 
persons that can be authenticated is 65536x11 or 720,896. 
0057. It is of course that the use of a large number of 
frequencies advantageously not only increases a maximum 
number of perSons that can be authenticated, but also 
increases authentication accuracy. 

Fourth Embodiment 

0058. In this embodiment, a description will be made of 
an information communication apparatus provided with the 
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individual authentication apparatus described in the Second 
embodiment. Herein, a cellular phone is used as a typical 
example of information communication apparatuses. How 
ever, a microcellular phone, a desk phone handset, and a 
headphone and earphone connected to a portable terminal 
equipment having a communication function Such as PDA 
and notebook size personal computers are also Suitably used. 
0059 Aloudspeaker for sound is incorporated in a cel 
lular phone. The loudspeaker is used as the Sound Sending 
part 11 in FIG. 2A. Although, as the sound receiving part 15, 
a microphone may be installed in the vicinity of the loud 
Speaker of the cellular phone, it is very convenient that the 
loudspeaker converting an electrical Signal to Sound is used 
as the Sound Sending part 11 and the Sound receiving part 15 
because it can also generally convert Sound to an electrical 
Signal. 
0060) Furthermore, the cellular phone, which is provided 
with the Signal processing part 14 and the Storing part 18, is 
very Suitable for implementing the individual authentication 
means described in the Second embodiment. 

0061 Next, a description will be made in detail of an 
example that an owner of a cellular phone actually activates 
an individual authentication apparatus to prevent other than 
the owner of the cellular phone from illegal use. 
0062) The owner of the cellular phone in advance mea 
Sures the acoustic characteristics of the auditory organ of his 
own, that is, the authentication Subject and Stores the infor 
mation 19 in the storing part 18. When a call arrives, if 
individual authentication is not passed, that is, if acoustic 
characteristic information 17 of an authentication examinee 
and the acoustic characteristic information 19 do not match, 
a line is not opened. 
0.063. In this case, although it is natural that human voice 
is used as the Sent Sound 13 used for individual authentica 
tion because the Sound Sending part 11 is a loudspeaker, a 
ringing tone for indicating call arrival or a special tone for 
individual authentication is also Suitable. By using indi 
vidual authentication in this way, illegal use by other than 
the owner of the cellular phone can be prevented. For desk 
phone handsets not incorporating the Signal processing part 
14 and the Storing part 18, it is of course that the same 
individual authentication as with cellular phones and micro 
cellular phones can be carried out by Sending the measured 
acoustic characteristic information of the authentication 
examinee to a server or the like over a fixed line to perform 
Storing and Signal processing. 
0064. A method of authenticating individuals by compar 
ing and identifying acoustic characteristic information may 
be implemented by a Software program, the program may be 
Saved in recording media and read into comparing and 
judging means for execution as required, or it may be 
downloaded from the outside by Some communication 
means Such as wireleSS communications and the Internet as 
required and be read into the comparing and judging means. 
0065. It is of course that the individual authentication 
apparatus using changes of electrical impedances as 
described in the third embodiment may be mounted. 

Fifth Embodiment 

0.066. In this embodiment, a description will be made of 
an individual authentication System in which an authentica 
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tion examinee has the function typified by FIG.2 describing 
a means for measuring acoustic characteristics, and an 
authentication executor has the function typified by FIG. 3 
describing a means for authenticating individuals, whereby 
individual authentication can be carried out. 

0067 Assumedly, an individual uses online shopping 
performing individual authentication over a cellular phone 
and a means for measuring acoustic characteristics as shown 
in FIG. 2 is incorporated in the cellular phone. 
0068. As a preparatory step, the individual measures 
acoustic characteristic information 19 of his own, that is, the 
authentication Subject, using the means for measuring 
acoustic characteristics of the cellular phone, and presents 
the information to a shopping Sponsor. 
0069. The sponsor stores the acoustic characteristic infor 
mation 17 in the storing part 18 of a server or the like. 
0070 Next, a settlement of actual shopping by the indi 
vidual is arranged in advance. The individual delivers the 
will to purchase a certain product over phone, facsimile, the 
Internet, etc., and the Sponsor obtains reconfirmation of the 
purchase will from the individual by voice or electronic mail 
to a cellular phone of the individual. 
0071. Herein, as a proof of reconfirmation of the purchase 
will, the individual sends the acoustic characteristic infor 
mation 17 of his own, that is, the authentication examinee 
measured at that place to the Sponsor. The Sponsor compares 
acoustic characteristic information 19 of authentication Sub 
jects registered in advance, and the acoustic characteristic 
information 17 of the authentication examinee Sent as a 
proof of reconfirmation of the purchase will, and if they 
match, the Sponsor Starts arrangements for delivering the 
product to the individual. 
0072 By using such an authentication system, illegal use 
by other than the owner of the cellular phone can be 
prevented. 
0073 Although the present invention has been described 
based on preferred embodiments shown in the drawings, it 
is apparent that those skilled in the art can easily change or 
modify the present invention, and Such modifications are 
also included in the Scope of the invention. 
What is claimed is: 

1. An individual authentication System in which: 
an authentication examinee has a means for measuring 

acoustic characteristic information of an auditory organ 
wherein the means include a Sound Sending part and a 
Signal processing part for Sound; 

an authentication executor has acoustic characteristic 
information of an auditory organ of authentication 
Subjects collected in advance, and 

the authentication executor authenticates individuals by 
comparing acoustic characteristic information of an 
auditory organ of the authentication examinee mea 
Sured by using the means for measuring acoustic char 
acteristic information of an auditory organ, and the 
acoustic characteristic information of an auditory organ 
of the authentication Subjects collected in advance. 

2. The individual authentication System according to 
claim 1 wherein the Signal processing part for performing 
Signal processing for Sound information measures a differ 
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ence of electrical characteristics of the Sound Sending part 
between one occasion that the Sound Sending part sends the 
Sound to an open Space and another occasion that the Sound 
Sending part Sends the Sound to a closed space in a manner 
that the Sound Sending part and the auditory organ of an 
authentication examinee are close to each other, as an 
acoustic characteristic information of the auditory organ. 

3. The individual authentication System according to 
claim 1, wherein the acoustic characteristic information is 
acoustic impedance. 

4. The individual authentication System according to 
claim 1, wherein the acoustic characteristic information is 
reflected wave characteristic information. 

5. The individual authentication System according to 
claim 1, wherein the Sound Sending part is piezoelectric 
element. 

6. The individual authentication System according to 
claim 1, wherein the Sound Sending part is voice coil. 
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7. The individual authentication System according to 
claim 1 wherein the authentication examinee further has a 
transmitting means, 

the transmitting means transmits the measured acoustic 
characteristic information of an auditory organ of the 
authentication examinee after the authentication execu 
tor compares acoustic characteristic information of an 
auditory organ of the authentication examinee mea 
Sured by using the means for measuring acoustic char 
acteristic information of an auditory organ, and the 
acoustic characteristic information of an auditory organ 
of the authentication Subjects collected in advance. 

8. The individual authentication System according to 
claim 7, wherein the transmitting means is cellular phone. 

9. The individual authentication System according to 
claim 7, wherein the transmitting means is personal com 
puter connected with internet. 

10. The individual authentication system according to 
claim 7, wherein the transmitting means is desk phone. 
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