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(57) Abstract: A data integrity system generates a transaction signature associated with a transaction based on transaction data re-
ceived from a data producer. The transaction signature is unique to the transaction and is generated by applying a hash function to
the transaction data. When the transaction data is to be transmitted to a data consumer, the data, integrity system redacts the transac -
tion data based on permission information associated with the data, consumer and transmits the redacted transaction data to the data
consumer. To enable the data consumer to verify the integrity of the received data, the data integrity system also transmits a crypto -
graphic assurance that includes at least the transaction signature associated with the transaction. The data consumer verifies the in -
tegrity of the received data by independently generating a transaction signature based on the redacted transaction data and matching
the independently generated signature with the transaction signature in the cryptographic assurance.
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