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RAPID PROVISIONING IN A DYNAMIC NETWORK ENVIRONMENT

TECHNICAL FIELD
[001] The present disclosure relates to network configuration.
BACKGROUND
[002] In some environments a network endpoint (e.g., a computer, server, sensor, etc.) is

directly connected to the network through an endpoint connector, such as that found in a
network patch panel, wall jack, or floor box. Such a connector may be a remotely cabled
extension of a port in a switching device or other network device in the network. The network
cable infrastructure may run behind walls, above drop ceiling tiles, under floors or concrete
slabs, or through conduit. Viewing the actual cable path and determining where it is
physically connected are often difficult. Documentation identifying a remote wall-jack that
connects to a particular switch and switch port may be inaccurate or non-existent. Some
environments experience rapid port change requests, so that adequately tracking the
configuration of network services to network ports is difficult. These issues are sometimes
seen in large-scale conference venues, hotels, stadiums, schools, office buildings and other
environments where a network endpoint, physical cabling and their connection to a network

device are not readily visible.

BRIEF DESCRIPTION OF THE DRAWINGS

[003] FIG. 1 illustrates a system as described herein according to an example
embodiment.
[004] FIG. 2 is a flowchart illustrating the processing described herein according to an

example embodiment.

[005] FIG. 3 is a flowchart illustrating operations performed at a network device,

according to an example embodiment.

[006] FIG. 4 is a flowchart illustrating operations performed at a process automation

tool, according to an example embodiment.
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[007] FIG. 5 is a block diagram illustrating a computing environment for a software or

firmware implementation of logic in a network device, according to an example embodiment.

[008] FIG. 6 is a block diagram illustrating a computing environment for a software or
firmware implementation of logic in a process automation tool, according to an example

embodiment.

[009] FIG. 7 is a provisioning portal interface for a network administrator, according to

an example embodiment.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Overview

[010] Embodiments are presented herein for associating an endpoint connection with a
port to which it is connected, and for allowing configuration of the port. A notification is
received from a network device. The notification includes an identifier of a provisioning
trigger device connected to an endpoint connection that is in communication with a port of
the network device. The notification further includes an identifier of a port of the network
device. Configuration information is sent to the network device, wherein the configuration

information specifies how the network device is to configure the port for networking services.

Example Embodiments

[011] In a network environment, network services (data rate, quality of service, etc.) are
configured of network devices (e.g., switches, routers, etc.) in the network for users that
connect to the network by way of an endpoint connection (network jack, panel, etc.). At least
some of these requirements can be met by properly configuring the port of a network device
to which the endpoint connection is connected. These requirements can change from time-to-
time. It is therefore helpful to associate the endpoint connection (and its requirements) with
the port to which it connects. This would allow the proper configuration of the port on the
network device to which the endpoint connection is connected. If this association is not
known because of poor documentation, previous network changes or remote extension of the
port, for example, then the configuration may be done at the wrong port, if it is possible to

make the configuration at all.
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[012] A conference venue, for example, may have a large space with endpoint
connections in floor boxes embedded in the concrete floor. These floor boxes have cabling
run back to wiring closets; each floor box may be connected to a switch (and to a particular
switch port) in one of the wiring closets. Depending on the size of the conference space there
may be multiple wiring closets, multiple switches in a given wiring closet, and multiple ports
on each switch. Conference venues may undergo rapid set-up and tear-down of the network
environment in support of numerous successive events hosted at the facility. The conference
venue's customer (e.g., an exhibitor) may order a certain type of network service, e.g. 10
Mbps bandwidth to the Internet. The conference venue must appropriately configure the
switch port that serves the correct floor box closest to the exhibitor's booth. Determining the
correct switch and switch port can be problematic in a large environment, as discussed above.
Documentation of current connectivity may be inaccurate or non-existent. As a result, it
becomes difficult to provide the required service to a customer, given the uncertainty as to the

appropriate port to configure.

[013] FIG. 1 illustrates a system described herein, according to an example embodiment.
In a network, one or more endpoint connections 110a — 1101 are connected to a network
device 120. The network device 120 may be a switch, router, gateway device, etc., for
example and without limitation. Each of the endpoint connections 110 may supply
communications and power to a user, and serves as a point at which the user may connect an
endpoint device, such as a computing device, to a network. Each of the endpoint connections
110 may be an Ethernet jack incorporated in a patch panel, wall jack, or floor box, for
example. Each of the endpoint connections 110 is connected to network device 120 at a port
of network device 120 through a communications medium 123, such as a fiber or electrical
cable. In the illustrated example, endpoint connection 1101 is connected to network device
120. The network device 120 may have several ports. In the illustrated embodiment, network

device 120 is configured with ports 125a,...125n.

[014] In this example, endpoint connection 1101 is connected to port 125n. As discussed
above, however, it may be difficult for network management personnel to identify the port
connected to endpoint connection 110i. To address this, a provisioning trigger device 130
may be attached to endpoint connection 110i. The provisioning trigger device 130 has a
known unique identifier, such as a network address. In an embodiment, this address is a
media access control (MAC) address, shown here as MAC address 135. The MAC address

135 is provided by provisioning trigger device 130 to network device 120. The provisioning
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trigger device 130 may be any device having a unique identifier (e.g., a network address) and
capable of communicating with network device 120 via endpoint connection 110i. In an
embodiment, provisioning trigger device 130 may be a programmable computing and
communications device, and may be a commercially available device such as a laptop
computer, or may be a custom device. It is to be understood that the provisioning trigger
device 130 may be implemented in any of a number of ways, as would be understood by a
person of ordinary skill in the art. Generally, the provisioning trigger device 130 is a device
that has a unique identifier and can connect to a network (e.g., using the Ethernet protocol)
and send standard networking messages into a network, which messages include an identifier

of the provisioning trigger device 130.

[015] Network device 120 recognizes the port at which the MAC address 135 is
received, in this case port 125n. Network device 120 generates a notification 160 that is sent
to a process automation tool 140. The notification 160 indicates the network device that is
sending the notification 160, and the notification 160 includes the identifier of the
provisioning trigger device, e.g., MAC address 135. In an embodiment, the notification 160
may also include an identifier of port 125n. For example, the notification 160 may be a
standard network message that indicates the source network device (e.g., Switch-27), and
including MAC address: 0022:bdcf:4934, and Interface: GigabitEthernet 0/7. The process
automation tool 140 then sends a query 170 to a configuration management database 150.
The query 170 includes the MAC address 135. In an embodiment, the query 170 may also
include identifiers of the network device 120 and of switch port 125n. The query 170 is sent
to the configuration management database 150 to obtain the configuration information
necessary to configure the appropriate port (in this case, port 125n) of the network device

120.

[016] A configuration management database 150 stores network services configuration
information required at one or more ports. The configuration information may be stored and
accessed according to a network address of the provisioning trigger device connected to an
endpoint connection. If a user is to use a particular endpoint connection, such as endpoint
connection 110i, the user’s requirements determine the necessary configuration for
networking services of the network device port to which endpoint connection 110i is
connected. The information specifying this configuration, i.e., the configuration information,
is associated with the MAC address 135 of the provisioning trigger device 130. The

association of MAC address 135 to configuration information for network services is stored
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in the configuration management database 150. In an embodiment, the configuration
information may be retrieved from configuration management database 150 on the basis of
the identifier of the provisioning trigger device, e.g., MAC address 135. Thus, the
configuration management database 150 determines whether there is a pending configuration

to be made based on the identifier of the provisioning trigger device.

[017] In response to the query 170, and if there is a pending configuration to be made
based on the identifier contained in the query, the configuration management database 150
provides configuration information 180 to the process automation tool 140. This
configuration information 180 may be retrieved at the configuration management database
150 on the basis of the provisioning trigger device identifier in notification 160 and in query
170. For example, based on the query 170, it may be determined the “Provisioning Trigger
Device 130a” is associated with order for User/Customer 1 (e.g., a Trade Show A), requiring
10Mbps,VLAN 10, Port Description X, QoS Policies Y & Z, a particular duplex requirement,
and particular security parameters. In other embodiments, other port configuration options
may be specified instead of or in addition to these; this list is meant as an example and should
not be construed as limiting. The configuration information 180 is then provided to network
device 120 and is used for the configuration of the identified port 125n. The result is the
appropriately configured port 125n, where the configuration may be specific to the

requirements of the user of endpoint connection 110i.

[018] The configuration information, as specified or requested by the user and stored by
the configuration management database, may include a variety of information. The
configuration information may include one or more of a data rate, a duplex specification, a
virtual local area network (VLAN) identifier, a port description, a quality of service (QoS),

and security parameters. These are to be understood as examples, without limitation.

[019] Moreover, the configuration information may be stored in the configuration
management database 150 once it is specified by the user of the endpoint connection. The
configuration information represents the requirements of the user as expressed in his order for
network services. In some situations, the configuration information may also include
configuration specifications mandated by the service provider, such as security parameters,
rate limitations, and/or broadcast controls. The configuration information for an endpoint
connection therefore represents an order entry. As noted above, the configuration information

(e.g., the order entries) may be organized according to a network address of the provisioning
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trigger device connected to the endpoint connection. In an embodiment, the network address

is part of the related order entry.

[020] A network administrator will associate a particular provisioning trigger device for
configuring the network services for a particular user, and in so doing, associate the MAC
address (or other identifier) of the provisioning trigger device with the order entry for that
user. At any point in time, there may be multiple “orders” outstanding and stored in the
configuration management database 150 for network services for a particular user (at a
network connection), each order associated with a different unique identifier of a
provisioning trigger device. The configuration information may be indexed in the
configuration management database 150 according to the unique identifier of the
provisioning trigger device at the endpoint connection. Multiple such provisioning trigger
devices, each with a different unique identifier, can be used to configure respective endpoint
connections. Once the endpoint connection is configured in the manner described herein, the
unique identifier for the provisioning trigger device may be re-used for a different user and
user order (and endpoint connection). In the database 150, multiple configuration orders (with
the same or different customers) associated with the same provisioning trigger device may be

queued sequentially.

[021] While FIG. 1 illustrates a single network device, it should be understood that this
illustration is presented as an example, and that other configurations are possible. In most
network environments, there are numerous switches, routers, etc. Moreover, it may be
unclear at the outset which network device is connected to a given endpoint connection, and
indeed it is not necessary to know this when the network configuration techniques presented
herein are used. The identities of both the network device, as well as the port at that network
device, are needed in this case in order to properly configure the correct port. In such a
situation, each network device may have its own respective process automation tool; the
process automation tools may then be in communication with a centralized configuration
management database. A network device may then receive a network address as discussed
above and provide a notification to its process automation tool, which then obtains the
appropriate configuration information for the port at which the address was received. This
arrangement, where each network device has its own process automation tool, would be

useful for reasons of scale, if there is a large number of switches and ports for example.

[022] Alternatively, two or more network devices may share a process automation tool.

In this case, again, the process automation tool will be in communication with a configuration
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management database. A network device may then receive a network address as before and
provide a notification to its process automation tool, which then obtains the appropriate

configuration information for the network device port at which the address was received.

[023] The process above is illustrated generally in the flowchart of FIG. 2, according to
an embodiment. At 210, a provisioning trigger device is attached to an endpoint connection
by way of a network cable, for example. As discussed above, the provisioning trigger device
has an identifier that may be in the form of a network address, such as a MAC address. At
220, the network address of the provisioning trigger device is received at a network device.
At 230, configuration information is obtained by the network device, where the configuration
information allows configuration of the network device port with which the endpoint
connection is in communication (i.e., the port at which the network address was received). As
described above, the configuration information may be stored in a configuration management
database. The configuration information may be indexed in the database according to the
network address of the provisioning trigger device at the endpoint connection. The
configuration information corresponds to a user’s requirements for connection at the endpoint
connection. As noted above, the configuration information may also include requirements
specified by the service provider. At 240, the port is configured according to the

configuration information.

[024] Operations at a network device are illustrated in FIG. 3, according to an
embodiment. At 310, the network address of a provisioning trigger device at an endpoint
connection is received when the provisioning trigger device is connected to an endpoint
connection. The network address is received at a port of the network device. In an
embodiment where the network device is a switch, for example, the port would be a switch
port. At 320, the network device notifies a process automation tool of the network address. In
another embodiment, an identifier of the port may also be provided. At 330, the network
device receives configuration information from the process automation tool. As noted above,
the configuration information may be stored in a configuration management database where it
is retrieved by the process automation tool based on the address of the provisioning trigger
device. At 340, the port may be configured according to the received configuration

information.

[025] Operations performed by the process automation tool are illustrated in FIG. 4,
according to an embodiment. At 410, the process automation tool receives a notification from

the network device, where the notification includes the address of a provisioning trigger
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device. The network address may be received at the process automation tool from a network
device in communication with the provisioning trigger device. At 420, a configuration
management database is queried to obtain configuration information. The query includes the
network address of the provisioning trigger device. As discussed above, the configuration
management device may store configuration information indexed by the network address of
the provisioning trigger device. This allows the process automation tool to retrieve the
configuration information associated with this network address at 430. At 440, the process
automation tool sends the configuration information as described above to the network
device, where it may be used to configure the port at which the network address had been

received (see 310 of FIG. 3).

[026] In an embodiment, the operations described above for the network device may be
implemented in one or more programmable processors executing software or firmware (or a
combination thereof). A software or firmware embodiment of these operations is illustrated in
FIG. 5. A network device may be viewed as a computing system 500, which includes one or
more memory devices, shown collectively as memory 510. Memory 510 is in communication
with one or more processors 520 and with one or more input/output (I/O) units 530. The I/O
530 may include one or more Application Specific Integrated Circuits (ASICs) that are
configured with digital logic gates to perform various networking and security functions. An
example of an I/O unit is a network processor unit that may have associated ports 535a-535n.
In an embodiment, I/O 530 and one or more of ports 535a-535n allow communications with
endpoints via respective endpoint connections. For example, as discussed above, a
provisioning trigger device may be connected to an endpoint connection and provide its
network address to the network device via the endpoint connection; at the network device, the
network address may be received at one of the ports 535a-535n. Moreover, communications
between the network device and a process automation tool may also take place via I/O 530

and one or more of ports 535a-535n.

[027] Memory 510 may comprise, but is not limited to comprising, read only memory
(ROM), random access memory (RAM), magnetic disk storage media devices, optical storage
media devices, flash memory devices, electrical, optical, or other physically tangible (i.e.,
non-transitory) memory storage devices. Memory 510 stores data as well as executable
instructions 540. Instructions 540 are executable on processor(s) 520. The processor(s) 520
comprise, for example, a microprocessor or microcontroller that executes instructions 540.

Thus, in general, the memory 510 may comprise one or more tangible (non-transitory)
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computer readable storage media (e.g., memory device(s)) encoded with software or
firmware that comprises computer executable instructions. When the instructions are
executed (by the processor(s) 520) the software or firmware is operable to perform the

operations described herein.

[028] In the illustrated embodiment, the executable instructions 540 may include several
logic modules. These may include a notification module 550 responsible for constructing and
sending a notification to a process automation tool, where the notification includes a network
address of the provisioning trigger device in communication with the network device. In an
embodiment, the notification may also include an identifier of the port of the network device
at which the network address is initially received from the provisioning trigger device. The
executable instructions 540 may also include a configuration module 560 responsible for
receiving configuration information from the process automation tool, and using this
information to configure the port with which the provisioning trigger device is in

communication.

[029] In an embodiment, the operations described above for the process automation tool
may also be implemented in one or more programmable processors executing software or
firmware (or a combination thereof). A software or firmware embodiment of these operations
is illustrated in FIG. 6. A process automation tool may be viewed as a computing system 600,
which includes one or more memory devices, shown collectively as memory 610. Memory
610 is in communication with one or more processors 620 and with one or more I/O units
630. The I/O 630 may include one or more ASICs that are configured with digital logic gates
to perform various networking and security functions. An example of an I/O unit is a network
interface unit (e.g., network interface card) that has associated ports 635a-635m. In an
embodiment, I/O 630 and one or more of ports 635a-635m allow network communications,
e.g., with a network device and with a configuration management database. For example,
notifications may be received from a network device through one of ports 635a-635m;
queries may be sent from the process automation tool to a configuration management
database through one of these ports. Moreover, configuration information may be received
from the configuration management database through one of ports 635a-635m, and sent to the

network device through one of these ports.

[030] Memory 610 may comprise, but is not limited to comprising, ROM, RAM,
magnetic disk storage media devices, optical storage media devices, flash memory devices,

electrical, optical, or other physically tangible (i.e., non-transitory) memory storage devices.
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Memory 610 stores data as well as executable instructions 640. Instructions 640 are
executable on processor(s) 620. The processor(s) 620 comprise, for example, a
microprocessor or microcontroller that executes instructions 640. Thus, in general, the
memory 610 may comprise one or more tangible (non-transitory) computer readable storage
media (e.g., memory device(s)) encoded with software or firmware that comprises computer
executable instructions. When the instructions are executed (by the processor(s) 620) the

software or firmware is operable to perform the operations described herein.

[031] In the illustrated embodiment, the executable instructions 640 may include several
logic modules. These may include a notification processing module 650. This module may be
responsible for receiving and processing notifications from a network device. Instructions
640 may also include a query module 660, which may be responsible for formulating and
sending queries to, and receiving query responses from, a configuration management
database. Instructions 640 may further include a configuration information processing
module 670, which may be responsible for receiving configuration information from the
configuration management database and sending this information to the network device. As
described above, the configuration information may represent the requirements of the user
and may also include configuration specifications mandated by the service provider, such as

security parameters, rate limitations, and/or broadcast controls.

[032] FIG. 7 illustrates an embodiment of a user interface 700, via which a network
administrator may specify the network services needed for the endpoint connection at which
a user is located. A network administrator may actually complete the fields shown in FIG. 7
for a user as part of an order for network services to be provisioned for the user. In this
example, the user is an exhibitor at a trade show. The network administrator may specify the
event (“Motorcycle Event”) in field 710 and may specify the user’s company (“Bike Trader™)
in field 720. The network administrator may also specify the booth or room that the user will
be using (“2300”) in field 730. In field 740, the network administrator may specify a
designator (generic identifier) for the particular provisioning trigger device to be used (“Box
A”) for provisioning network services for a particular order (for the user). In field 750, the
network services for the user may be specified. In this case, the user has requested a data rate
of 10 megabits per second (Mbps). He has also requested a particular VLAN and a desired
quality of service (10 Mbps in, 10 Mbps out). The user has also specified a port description

that, in this case, identifies his company.

10
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[033] In an embodiment, each provisioning trigger device (Box A, Box B, ...) may be
connected to a particular port at a network device via an endpoint connection. Other endpoint
connections may have other respective provisioning trigger devices connected to them at any
given time for purposes of provisioning network services to other users. As discussed above,
each such provisioning trigger device will have its own unique identifier for transmission to

the network device.

[034] The network services specified in field 750 may be saved through user interface
700 as configuration information for storage in the configuration management database. As
described above, the identifier of the provisioning trigger device may also be stored in this
database, such that the identifier can be used to access the configuration information. The
configuration information can then be used to configure the network device port at which the

identifier of the provisioning trigger device was received.

[035] A separate portal may be provided for the user to enter a network services request
(“I want 10 Mbps Ethernet for my booth”). The network administrator(s) use a provisioning
portal/page like that shown in FIG. 7, which allows them to select the user (e.g.,
exhibitor/customer) they are working on, pick the booth (if the customer/vendor has multiple
booths), and then identify the provisioning trigger device to associate to the order, and which

will be used to connect to the endpoint connection where the user needs network services.

[036] The back-end process automation tool (140 as shown in FIG. 1) then builds a
network switch port configuration (‘configlet’) that reflects the customer’s Ethernet request
and supplements it with other parameters that the service provider (network administrator)

may deem necessary, like VLAN, port description, security parameters, etc.

[037] In summary, in one form, a method is provided comprising receiving a
notification from a network device, the notification including an identifier (e.g., an address)
of a provisioning trigger device connected to an endpoint connection in communication with
a port of the network device, and the notification further including an identifier of a port of
the network device. The method further comprises sending configuration information to the
network device, wherein the configuration information specifies how the network device is to

configure the port for networking services.

[038] In another form, one or more non-transitory computer readable storage media are

provided encoded with software comprising computer executable instructions that, when

11
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executed, are operable to receive a notification from a network device, the notification
including an identifier (e.g., an address) of a provisioning trigger device connected to an
endpoint connection in communication with a port of the network device, and the notification
further including an identifier of a port of the network device. The instructions, when
executed, are further operable to send configuration information to the network device,
wherein the configuration information specifies how the network device is to configure the

port for networking services.

[039] In still another form, an apparatus is provided that comprises a network interface
unit configured to enable network communication, and at least one processor. The processor
is configured to receive a notification from a network device, the notification including an
identifier (e.g., an address) of a provisioning trigger device connected to an endpoint
connection in communication with a port of the network device, and the notification further
including an identifier of a port of the network device. The processor is configured to send
configuration information to the network device, wherein the configuration information

specifies how the network device is to configure the port for networking services.

[040] While various embodiments are disclosed herein, it should be understood that they
have been presented by way of example only, and not limitation. It will be apparent to
persons skilled in the relevant art that various changes in form and detail may be made
therein without departing from the spirit and scope of the methods and systems disclosed
herein. Functional building blocks are used herein to illustrate the functions, features, and
relationships thereof. At least some of the boundaries of these functional building blocks have
been arbitrarily defined herein for the convenience of the description. Alternate boundaries
may be defined so long as the specified functions and relationships thereof are appropriately
performed. The breadth and scope of the claims should not be limited by any of the example

embodiments disclosed herein.

12
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What is claimed is:

1. A method comprising:

receiving a notification from a network device, the notification including an identifier
of a provisioning trigger device connected to an endpoint connection in communication with
a port of the network device, and the notification further including an identifier of a port of
the network device; and

sending configuration information to the network device, wherein the configuration

information specifies how the network device is to configure the port for networking services.

2. The method of claim 1, wherein the configuration information is based at least in part

on networking services desired by a user of the port.

3. The method of claim 1, further comprising:
storing in a configuration management database one or more order entries, each order
entry including an identifier of one of a plurality provisioning trigger devices and the

configuration information for networking services.

4. The method of claim 3, further comprising:
querying the configuration management database to obtain the configuration

information.

5. The method of claim 4, wherein querying the configuration management database
comprises:
querying the configuration management database using the identifier of the

provisioning trigger device to locate an entry in the configuration management database.

6. The method of claim 1, wherein the identifier of the provisioning trigger device is a

media access control (MAC) address.

13
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7. The method of claim 1, wherein the configuration information comprises one or more
of:

a data rate,

a duplex specification,

a virtual local area network (VLAN) identifier,

a port description, or

a quality of service.

8. One or more computer readable non-transitory storage media encoded with software
comprising computer executable instructions that, when executed, are operable to:

receive a notification from a network device, the notification including an identifier of
a provisioning trigger device connected to an endpoint connection in communication with a
port of the network device, and the notification further including an identifier of a port of the
network device; and

send configuration information to the network device, wherein the configuration

information specifies how the network device is to configure the port for networking services.

9. The computer readable storage media of claim 8, wherein the configuration

information is based at least in part on networking services desired by a user of the port.

10. The computer readable storage media of claim 8, further comprising computer
executable instructions that, when executed, are operable to:

obtain the configuration information from a configuration management database.

11. The computer readable storage media of claim 10, further comprising computer
executable instructions that, when executed, are operable to:

query the configuration management database to obtain the configuration information.

12. The computer readable storage media of claim 11, wherein the instructions operable
to query the configuration management database comprise instructions operable to:
query the configuration management database using the identifier of the provisioning

trigger device to locate an entry in the configuration management database.

14
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13.  The computer readable storage media of claim 8, wherein the identifier of the

provisioning trigger device is a media access control (MAC) address.

14. The computer readable storage media of claim 8, wherein the configuration
information comprises one or more of’

a data rate,

a duplex specification,

a virtual local area network (VLAN) identifier,

a port description, or

a quality of service.

15.  An apparatus comprising:

a network interface unit configured to enable network communications;
a processor coupled to the network interface unit, and configured to:

receive a notification from a network device, the notification including an
identifier of a provisioning trigger device connected to an endpoint connection in
communication with a port of the network device, and the notification further
including an identifier of a port of the network device; and

send configuration information to the network device, wherein the
configuration information specifies how the network device is to configure the port

for networking services.
16. The apparatus of claim 15, wherein the configuration information is based at least in
part on networking services desired by a user of the port.
17.  The apparatus of claim 15, wherein the processor is configured to:

query the configuration management database to obtain the configuration information.
18.  The apparatus of claim 17, wherein the processor is configured to:

query the configuration management database using the identifier of the provisioning

trigger device to locate an entry in the configuration management database.

15
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19. The apparatus of claim 15, wherein the identifier of the provisioning trigger device is

a media access control (MAC) address.

20.  The apparatus of claim 15, wherein the configuration information comprises one or
more of
a data rate,

a duplex specification,
a virtual local area network (VLAN) identifier,
a port description, or

a quality of service.

16



WO 2016/160420

PCT/US2016/023574

100
ENDPOINT 130
CONNECTION f
110a 10i PROVISIONING
TRIGGER DEVICE
00 135
MAC
ADDRESS ——
1232 123
FIG.1
125a 125n
PORT | eee | PORT |/
120 NETWORK ?
] DEVICE !
| _Leo
”
150
i -
140 PROCESS CONFIGURATION
AUTOMATION MANAGEMENT
TOOL DATABASE

180



WO 2016/160420

200

CONNECT PROVISIONING TRIGGER
DEVICE TO ENDPOINT CONNECTION

PCT/US2016/023574

210

AT NETWORK DEVICE, RECEIVE _Jm
NETWORK ADDRESS OF
PROVISIONING TRIGGER DEVICE
230
OBTAIN CONFIGURATION -
INFORMATION FOR PORT AT WHICH
NETWORK ADDRESS RECEIVED
240
|/
CONFIGURE PORT

FIG.2



WO 2016/160420

300

AT PORT, RECEIVE ADDRESS FROM
PROVISIONING TRIGGER DEVICE,
VIAENDPOINT CONNECTION

PCT/US2016/023574

30

320
NOTIFY PROCESS AUTOMATION |/
TOOL OF ADDRESS
330
RECEIVE CONFIGURATION |
INFORMATION FROM PROCESS
AUTOMATION TOOL
340
CONFIGURE PORT ACCORDING TO |/

CONFIGURATION INFORMATION

FIG.3



WO 2016/160420 PCT/US2016/023574

400
\ 410
RECEIVE NETWORK ADDRESS OF J
PROVISIONING TRIGGER DEVICE
420

QUERY CONFIGURATION W
MANAGEMENT DATABASE USING
NETWORK ADDRESS

430
RECEIVE CORRESPONDING |

CONFIGURATION INFORMATION

FROM DATABASE
440
SEND CONFIGURATION -/
INFORMATION TO NETWORK
DEVICE

FIG.4



WO 2016/160420

500

520

PROCESSOR(S)

PCT/US2016/023574
57
¥
MEMORY
540
|
INSTRUCTIONS
550
NOTIFICATION
MODULE ”///
560
CONFIGURATION
MODULE
530

FIG.5

535a

535n




WO 2016/160420 PCT/US2016/023574

600
\ 610
MEMORY |
640
INSTRUCTIONS |
650
NOTIFICATION
PROCESSING MODULE /
660
QUERY MODULE
CONFIGURATION 670
INFORMATION 1 |/
PROCESSING MODULE
620 630
|
PROCESSOR(S) 0

635a | @@ @ |635m

FIG.6



PCT/US2016/023574

WO 2016/160420

m

00.

L9l

JUaAT 9oR0I0JO} 1. Japel] ayig 0} paniasay :uonduasap uod
Ino-SdapQ} -] ul-Sdg}-HurT :S0D
04-48WOISNY NYTA

sdqj 0 :peads

L
ovJ

3xog

axog

Jxod

g xog

A| vXg

80IAap Jabibly
Buluoisinoid

o’

palapio (S)aoIneg
A 00€7 | Wooy/yoog
g1~
A JopeJL oyig | JoNqux3
0oL~
A JUoAT ojAoI0i0) | JusAT
o~

S80IAIBS YJOMISU JOYIGIUXS UOISIACI




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2016/023574
A. CLASSIFICATION OF SUBJECT MATTER
INV. HO4L12/24
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO4L

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPO-Internal

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

WO 2005/081479 Al (CISCO TECH IND [US];
TASKER MICHAEL [US]; COOKE JAWHNY [US];
ANDRIEUX) 1 September 2005 (2005-09-01)

1-20

paragraphs [0003] - [0008],
[0048]; claims 1-3

abstract
paragraphs [0008] - [0011],
[0054]

paragraphs [0001] - [0003],
[0080]

US 2006/274774 A1l (SRINIVASAN BALAJI [US]
ET AL) 7 December 2006 (2006-12-07)

US 2011/286360 Al (MELTON ROGER [US] ET
AL) 24 November 2011 (2011-11-24)

[0020] -

1-20

[0025] -

1-20
[0045] -

_/__

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

18 May 2016

Date of mailing of the international search report

25/05/2016

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Le Bras, Patrick

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2016/023574

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X EP 1 376 341 A2 (MICROSOFT CORP [US])

2 January 2004 (2004-01-02)

paragraphs [0007] - [0011], [0019],
[0020], [0028] - [0044], [0087] - [0092]
X EP 2 375 690 A2 (ENTERASYS NETWORKS INC
[US]) 12 October 2011 (2011-10-12)
paragraphs [0006] - [0020], [0066] -
[0074], [0093] - [0108], [0117] -
[0137], [0154] - [0156]

1-20

1-20

Form PCT/ISA/210 (continuation of second sheet) (April 2005)

page 2 of 2




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2016/023574
Patent document Publication Patent family Publication

cited in search report date member(s) date

WO 2005081479 Al 01-09-2005 CA 2555567 Al 01-09-2005
CN 1918868 A 21-02-2007
DE 202005021044 Ul 08-02-2007
EP 1719311 Al 08-11-2006
US 2005180403 Al 18-08-2005
US 2005198218 Al 08-09-2005
WO 2005081479 Al 01-09-2005

US 2006274774 Al 07-12-2006 US 2006274774 Al 07-12-2006
WO 2006133383 A2 14-12-2006

US 2011286360 Al 24-11-2011 US 2007268837 Al 22-11-2007
US 2010235480 Al 16-09-2010
US 2011286360 Al 24-11-2011

EP 1376341 A2 02-01-2004 EP 1376341 A2 02-01-2004
JP 2004038964 A 05-02-2004
US 2004006688 Al 08-01-2004

EP 2375690 A2 12-10-2011 AU 2003217819 Al 16-09-2003
AU 2008202952 Al 31-07-2008
CA 2477962 Al 12-09-2003
CA 2789166 Al 12-09-2003
EP 1488333 A2 22-12-2004
EP 2375689 A2 12-10-2011
EP 2375690 A2 12-10-2011
JP 2005539409 A 22-12-2005
US 2003216143 Al 20-11-2003
US 2003216144 Al 20-11-2003
US 2003217122 Al 20-11-2003
US 2003217137 Al 20-11-2003
US 2003217150 Al 20-11-2003
US 2003217151 Al 20-11-2003
US 2003225893 Al 04-12-2003
US 2006277187 Al 07-12-2006
US 2008155094 Al 26-06-2008
WO 03075125 A2 12-09-2003

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - claims
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - drawings
	Page 20 - drawings
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - wo-search-report
	Page 27 - wo-search-report
	Page 28 - wo-search-report

