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(57) Abstract: Example methods are provided for a source
virtual tunnel endpoint (VTEP) to perform congestion-aware
load balancing in a data center network. The method may
comprise the source VTEP learning congestion state inform-
ation associated with multiple paths provided by respective
multiple intermediate switches connecting the source VTEP
with a destination VTEP. The method may also comprise the
source VTEP receiving second packets that are sent by a
source endpoint and destined for a destination endpoint; and
selecting a particular path from multiple paths based on the
congestion state information. The method may further com-
prise the source VTEP generating encapsulated second
packets by encapsulating each of the second packets with
header information that includes a set of tuples associated
with the particular path; and sending the encapsulated
second packets to the destination endpoint.
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VIRTUAL TUNNEL ENDPOINTS FOR CONGESTION-AWARE LOAD
BALANCING

MUKESH HIRA, NAGA KATTA, ISAAC KESLASSY, ADITI GHAG
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims the benefit of U.S. Provisional Application
No. 62/321,730, filed April 12, 2016, and U.S. Non-Provisional Application No.
15/485,089, filed April 11, 2017, which are incorporated by reference herein in their

entirety.
BACKGROUND

[0002] Unless otherwise indicated herein, the approaches described in this section

are not admitted to be prior art by inclusion in this section.

[0003] Data center networks generally employ multi-rooted topologies that are
characterized by a large degree of multipathing. For example, physical servers are
connected with each other using a number of switches that provide alternative paths
for packet forwarding. When a physical server has data to send to another physical
server, one of the paths may be selected to transmit the data as a flow of packets.
In practice, traffic may not be evenly distributed across the different paths, which
may cause over-utilization of one path and under-utilization of another. Load
balancing is important to spread the traffic as evenly as possible to reduce

congestion and improve network performance.
BRIEF DESCRIPTION OF DRAWINGS

[0004] Fig. 1 is a schematic diagram illustrating example data center network in

which congestion-aware load balancing is performed,;

[0005] Fig. 2 is a flowchart of an example process for a source virtual tunnel
endpoint (VTEP) to perform congestion-aware load balancing in a data center

network;
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[0006] Fig. 3 is a flowchart of a first example process for a source VTEP to learn

congestion state information in a data center network;

[0007] Fig. 4A is a flowchart of a second example process for a source VTEP to

learn congestion state information in a data center network;

[0008] Fig. 4B is a schematic diagram illustrating example congestion state

information learned according to the example in Fig. 4A; and

[0009] Fig. 5 is a flowchart of an example process for a source VTEP to perform
data packet processing in a data center network.

DETAILED DESCRIPTION

[0010] In the following detailed description, reference is made to the
accompanying drawings, which form a part hereof. In the drawings, similar symbols
typically identify similar components, unless context dictates otherwise. The
illustrative embodiments described in the detailed description, drawings, and claims
are not meant to be limiting. Other embodiments may be utilized, and other changes
may be made, without departing from the spirit or scope of the subject matter
presented here. It will be readily understood that the aspects of the present
disclosure, as generally described herein, and illustrated in the drawings, can be
arranged, substituted, combined, and designed in a wide variety of different

configurations, all of which are explicitly contemplated herein.

[0011] The challenges of load balancing in data center networks will be described
in more detail with reference to Fig. 1, which is a schematic diagram illustrating
example data center network 100 in which congestion-aware load balancing is
performed. It should be understood that data center network 100 may include
additional and/or alternative components than that shown, depending on the desired

implementation.

[0012] Inthe example in Fig. 1, data center network 100 includes first endpoint
102 (see “EP-A”) and second endpoint 104 (see “EP-B”) that are connected via
multiple paths provided by virtual tunnel endpoints (VTEPSs), such as “VTEP-A” 110
and “VTEP-B” 120. “VTEP-A” 110 is connected to “VTEP-B” 120 via multiple paths

-9.
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provided by multiple intermediate switches, such as “A1” 130, “S1” 140, “S2” 150
and “A2” 160. When forwarding data packets from source “EP-A” 102 to destination
“EP-B” 104, the data packets may travel over one of the following: a first path via
“A17 130, “S1” 140 and “A2” 160, and a second path via “A1” 130, “S2” 150 and “A2”
160.

[0013] In practice, the term “virtual tunnel endpoints” (e.g., “VTEP-A” 110 and
“VTEP-B” 120) may refer to any suitable network elements configured to provide
packet forwarding services, load balancing services, gateway services, etc., to
endpoints (e.g., “EP-A” 102 and “EP-B” 104). VTEP 110/120 may be implemented
by one or more physical or virtual entities. For example, VTEP 110/120 may be
implemented by a hypervisor (e.g., a virtual switch of the hypervisor) supported by
physical computing device (e.g., edge device, physical server, etc.). VTEP 110/120
and its associated endpoint 102/104 may reside on the same physical computing
device, or on different computing devices. For example, “EP-A” 102 may be a virtual
machine and “VTEP-A” 110 a virtual switch supported by the same physical server.
In another example, “EP-A” 102 may be a virtual machine supported by a first
physical server, and “VTEP-A” 110 a virtual switch supported by a second physical

server or a physical top-of-rack (ToR) switch connected to the first physical server.

[0014] The term “endpoint” (e.g., “EP-A” 102 and “EP-B 104) may refer generally
an originating node (“source endpoint”) or terminating node (“destination endpoint”)
of a bi-directional inter-process communication flow. In practice, an endpoint may be
a physical computing device (e.g., physical server, physical host), virtualized
computing instance supported by a physical computing device, etc. A virtualized
computing instance may represent a workload, virtual machine, addressable data
compute node, isolated user space instance, etc. In practice, any suitable
technology may be used to provide isolated user space instances, including but not
limited to hardware virtualization. Other virtualized computing instances may include
containers (e.g., running on top of a host operating system without the need for a
hypervisor or separate operating system such as Docker, etc.; or implemented as an
operating system level virtualization), virtual private servers, etc. The virtual
machines may also be complete computational environments, containing virtual

equivalents of the hardware and software components of a physical computing
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system. The term “hypervisor” may refer generally to a software layer or component
that supports the execution of multiple virtualized computing instances, including

system-level software that supports namespace containers such as Docker, etc.

[0015] The term “switch” (e.g., “A1” 130, “S1” 140, “S2” 150 and “A2” 160) may
refer generally to any suitable network element configured to receive and forward
packets, which may layer-3 router, layer-2 switch, gateway, bridge, etc. Depending
on the network topology, a switch may be a ToR switch, aggregate switch, spine
switch, etc. Although two alternative paths are shown in Fig. 1 for simplicity, the
number of paths depends on the number of inter-connected switches and the
topology of data center network 100, such as a multi-rooted topology (e.g., leaf-spine
topology, fat-tree topology, etc.). Further, there may be additional switches
connecting “VTEP-A” 110 to “VTEP-B” 120 than that shown in Fig. 1.

[0016] The term “layer-2” generally refers to a data link layer (e.g., Media Access
Control (MAC) or Ethernet layer), “layer-3” to a network layer (e.g., Internet Protocol
(IP) layer), and “layer-4” to a transport layer (e.g., Transmission Control Protocol
(TCP) layer) in the Open System Interconnection (OSI) model, although the
concepts described herein may be applicable to other networking models. The term
“packet” may refer generally to a group of bits that can be transported together, and

may be in another form, such as “frame”, “message”, “segment”, etc.

[0017] To provide connectivity between “VTEP-A” 110 and “VTEP-B” 120, a
“tunnel” (not shown for simplicity) may be established between the VTEPs using any
suitable protocol (e.g., Generic Network Virtualization Encapsulation (GENEVE),
Stateless Transport Tunneling (STT) or Virtual eXtension Local Area Network
(VXLAN)). The term “tunnel” may generally refer to an end-to-end, bi-directional
communication path between a pair of VTEPs. In this case, before forwarding data
packets (see 170 in Fig. 1) from “EP-A” 102, “VTEP-A” 110 performs encapsulation

to generate encapsulated packets (see 172 in Fig. 1).

[0018] In more detail, each data packet 170 includes “inner header information”
(labelled “I” in Fig. 1) and application data as payload. The inner header information
may include a layer-2 header, a layer-3 header, a layer-4 header, etc. After

encapsulation, each encapsulated packet 172 includes outer header information

-4-
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(labelled “O” in Fig. 1), and data packet 170 as payload. The “outer header
information” (also known as “outer tunnel header”) may include an outer layer-2
header, an outer layer-3 header, an outer layer-4 header, etc. The encapsulation is
performed such that the fabric overlay (e.g., formed by 130-160) only needs to
perform packet forwarding between a pair of VTEPs based on the outer tunnel

header.

[0019] In practice, traffic load may be unevenly spread among different paths in
data center network 100, which may cause congestion and performance
degradation. Conventionally, equal cost multipath routing (ECMP) is commonly used
as a data plane load balancing mechanism to spread traffic uniformly across multiple
paths with equal costs (e.g., equal number of hops). ECMP switches use a simple,
hash-based load balancing scheme to assign each new traffic flow to one of the
available paths at random. ECMP is usually implemented in custom silicon (e.g.,
application-specific integrated circuit (ASIC)), which lacks flexibility to update the
load balancing scheme. Further, ECMP is congestion-agnostic and does not protect

against oversubscription of paths that causes performance degradation.

[0020] For example in Fig. 1, links connecting different pairs of switches have
different congestion levels, as indicated using queue occupancy levels (see 180-186
in square brackets) for packets travelling from “EP-A” 102 to “EP-B” 104. Along the
first path via “S1” 140, the queue occupancy levels are 40% (see 180) and 50% (see
182). Along the second path via “S2” 150, the queue occupancy levels are 30% (see
184) and 80% (see 186). Since ECMP does not consider the different congestion
levels, it is possible that long-running flows are assigned to the second path via “S2”

150, which is suffering congestion with a queue occupancy level of 80% (see 186).

[0021] Conventionally, control-plane load balancing mechanisms have also been
used to address the shortcomings of ECMP. In this case, instead of selecting paths
at random, a central controller is deployed in data center network 100 to collect
statistics from, and push forwarding rules to, “A1” 130, “S1” 140, “S2” 150 and “A2”
160 to implement control-plane load balancing. However, since a central controller
is required, control-plane mechanisms are relatively slow due to high control loop

latency and incapable of handling highly volatile traffic.
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[0022] Conventionally, host-based approaches have also been used to address
the shortcomings of ECMP. For example, a modified version of transmission control
protocol (TCP) called multipath TCP (MPTCP) may be used to establish multiple
subflows between endpoints to split traffic over different paths. However, host-based
approaches usually require changes to all the endpoints, such as modifying the
TCP/IP stack of the “EP-A” 102 and “EP-B” 104 in the case of MPTCP. Such
changes are usually challenging (and impossible in some cases), especially when
“EP-A” 102 and “EP-B” 104 are running different operating systems, or controlled by

different entities.

[0023] Congestion-aware load balancing

[0024] According to examples of the present disclosure, a congestion-aware load
balancing approach may be implemented by “VTEP-A” 110 in a manner that is
completely oblivious to associated “EP-A” 102. Unlike the conventional approaches
discussed above, examples of the present disclosure may be implemented without
necessitating modification to “EP-A” 102 to implement MPTCP, or modification to
intermediate switches 130-160 to implement a new load balancing scheme. Further,
unlike control plane load balancing mechanisms, it is not necessary to deploy a
central controller to perform congestion monitoring and push forwarding rules

intermediate switches 130-160.

[0025] In more detail, Fig. 2 is a flowchart of example process 200 for source
VTEP 110 to perform congestion-aware load balancing in data center network 100.
Example process 200 may include one or more operations, functions, or actions
illustrated by one or more blocks, such as 205 to 240. The various blocks may be
combined into fewer blocks, divided into additional blocks, and/or eliminated

depending on the desired implementation.

[0026] In the following, “VTEP-A” 110 will be used as an example source VTEP;
“VTEP-B” 120 as an example destination VTEP; “S1” 140 and “S2” 150 as example
intermediate switches; “EP-A” 102 as “source endpoint”; and “EP-B” 104 as
“destination endpoint.” Although queue occupancy level is used as one example to

indicate congestion in data center network 100 in Fig. 1, it should be understood that
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any other suitable indicator of congestion may be used, such as link utilization level,

round trip time (RTT), etc.

[0027] At 205 in Fig. 2, “VTEP-A” 110 learns congestion state information (see 190
in Fig. 1) associated with multiple paths provided by intermediate switches 130-160
that connect “VTEP-A” 110 with “VTEP-B” 120. The congestion state information
may be learned based on first packets representing destination-to-source feedback
information (see 188 in Fig. 1) from “VTEP-B” 120. At 210 in Fig. 2, “VTEP-A” 110
receives second (data) packets 170 that are sent by “EP-A” 102 and destined for
“EP-B” 104. For example, second packets 170 may include application data from an
application running on “EP-A” 102 to another application running on “EP-B” 104.
Each second packet 170 generally includes inner header information (labelled “I” in
Fig. 1) associated with the inter-process communication between “EP-A” 102 and
“EP-B” 104.

[0028] At 220 in Fig. 2, “VTEP-A” 110 selects a particular path (also referred to as
“selected path”) from the multiple paths. For example in Fig. 1, based on congestion
state information associated with the multiple paths, “VTEP-A” 110 may select the
first path via “A1” 130, “S1” 140 and “A2” 160. At 230 in Fig. 2, “VTEP-A” 110
generates encapsulated second packets 172 by encapsulating each of second
packets 170 with (outer) header information that includes a set of tuples associated
with the path selected at 220. At 240 in Fig. 2, “VTEP-A” 110 sends encapsulated
second packets 172 to destination “EP-B” 104 such that encapsulated second
packets 172 are forwarded via the selected path based on the set of tuples.

[0029] As will be explained further using Fig. 3, “VTEP-A” 110 may rely on
congestion state information (see 190 in Fig. 1), which associates different outer
source port numbers (see source_PN 192) with respective paths (see path_ID 194)
and flags indicating congestion (see congestion_flag 196). For example, prior to
performing packet forwarding, “VTEP-A” 110 may perform path learning to learn the
mapping between source_PN 192 and path_ID 194. For the first path via “S1” 140,
source_PN = SP1 and path_ID = P1. For the second path via “S2” 150, source_PN =
SP2 and path_ID = P2.
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[0030] As will be explained further using Fig. 3, “VTEP-A” 110 may learn the
mapping between different pairs of source_PN 192 and congestion_flag 196. In one
example, “VTEP-A” 110 may rely on existing capabilities intermediate switches 130-
160, such as Explicit Congestion Notification (ECN) that facilitates end-to-end
notification of congestion state information in data center network 100, etc. In this
case, instead of dropping packets, intermediate switches 130-160 perform packet
marking as a form of congestion notification to inform “VTEP-B” 120 of a present or
pending congestion associated with a particular path. “VTEP-B” 120 subsequently
reports any congestion notification to “VTEP-A” 110 (see 188 in Fig. 1). Besides
ECN, any other suitable approach may be used to learn the congestion state
information. For example, as will be described further using Fig. 4A and Fig. 4B,
“YVTEP-A” 110 may measure an RTT between “VTEP-A” 110 and “VTEP-B” 120.

[0031] Inthe example in Fig. 1, each encapsulated second packet 172 includes
outer header information that includes a set of tuples associated with the selected
path. In particular, each encapsulated second packet 172 includes outer header
information (labelled “O”) such as an outer layer-2 header, an outer layer-3 header
and an outer layer-4 header. The set of tuples may include a source port number,
destination port number, source IP address, destination IP address and protocol.

For the first path via “S1” 140 (i.e., path_ID = P1), the outer layer-4 header may
include a source port number having the value of source_PN = SP1. The source port
number is set such encapsulated packets 172 are forward via “A1” 130, “S1” 140
and “A2” 160 along the selected path. At destination “VTEP-B” 120, decapsulation is

performed to remove outer header information, data packets 174 sent to “EP-B” 104.

[0032] Using example process 200, “VTEP-A” 110 may distribute virtual network
traffic over different paths in data center network 100, taking into account congestion
state information 190 associated with the different paths. “VTEP-A” 110 may select
a different outer source port number every time it wants to send encapsulated
second packets 172 on a different path. Since intermediate switches 130-160
connecting “VTEP-A” 110 and “VTEP-B” 120 will perform load balancing based on
the outer header information, the outer source port number in the outer layer-4
header may be used as an entropy to exploit multiple paths (e.g., equal-cost paths)

in data center network 100.
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[0033] Congestion state information

[0034] Fig. 3is a flowchart of first example process 300 for source VTEP 110 to
learn congestion state information 190 in data center network 100 according to a first
example. Example process 300 may include one or more operations, functions, or
actions illustrated by one or more blocks, such as 310 to 365. The various blocks
may be combined into fewer blocks, divided into additional blocks, and/or eliminated
depending on the desired implementation. Using the example in Fig. 1, example
process 300 may be performed by “VTEP-A” 110.

[0035] At310in Fig. 3, “VTEP-A” 110 learns the mapping or association between
multiple pairs of source_PN 192 and path_ID 194. For example in Fig. 1, different
values of source_PN 192 may lead to different, non-overlapping ECMP paths in data
center network 100. The mapping represents a priori knowledge of different paths
from which “VTEP-A” 110 may choose for packet forwarding. When ECMP hashing
is applied to a set of tuples that includes a particular value of source_PN 192, the

result is the associated path identified by path_ID 194.

[0036] In practice, “VTEP-A” 110 may implement a background daemon (e.g.,
modeled after Paris traceroute) to send periodic probe packets to all other VTEPs in
data center network 100 to collect “traceroute” style information about all interface
IPs encountered on each path. “VTEP-A” 110 may rotate the outer source port
number in the outer header information of each probe packet to collect the path trace
for each port number. “VTEP-A” 110 then updates congestion state information 190
to add or update source_PN 192 every time the corresponding probe pathtrace

differs from the collected traces so far.

[0037] Blocks 315 to 360 in Fig. 3 relate to “VTEP-A” 110 learning congestion
state information 190 that associates a path identified by path_ID 194 and
congestion_flag 196 indicating congestion along that path. In particular, at 315 and
320 in Fig. 3, “VTEP-A” 110 encapsulates packets with an outer tunnel header that

includes a particular value of source_PN 192 and sends encapsulated packets.

[0038] Inthe example in Fig. 3, “VTEP-A” 110 may rely on a congestion

notification capability of existing switches, such as ECN marking to indicate a

-9-
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present or pending congestion, etc. Detailed information of ECN may be found in
the Internet Engineering Task Force (IETF) Request for Comments humber 3168
and entitled “The Addition of Explicit Congestion Notification (ECN) to IP,” which is
incorporated herein in its entirety by reference. Although ECN is described as an
example, it should be understood that any other suitable packet marking approach

may be used.

[0039] At 325, 330, 335 and 340 in Fig. 3, in response to receiving encapsulated
packets from “VTEP-A” 110, a switch (e.g., “S1” 140, “S2” 150) may perform ECN
marking to flag congestion at that switch before forwarding the encapsulated
packets. In this case, the switch is known as an ECN-enabled switch that is
capable of modifying header information (e.g., in a reserved field of a TCP header) of

the encapsulated packets as a form of congestion notification.

[0040] For example in Fig. 1, when the queue occupancy level (e.g., 80%) at “S2”
150 exceeds a predetermined threshold (e.g., T, = 60%), “S2” 150 marks packets
received from “VTEP-A” 110 to notify “VTEP-B” 120 of the congestion, thereby
indicating that the second path is a congested path. On the other hand, it is not
necessary for “S1” 140 to perform any packet marking because associated queue
occupancy level (e.g., 50%) is below the threshold, thereby indicating that the first

path is an uncongested path. .

[0041] At 345 and 350 in Fig. 3, destination “VTEP-B” 120 receives an
encapsulated packet and reports the mapping between outer source port number in
the outer header information and any congestion notification (e.g., ECN marking) to
source “VTEP-A” 110 (see also 188 in Fig. 1). At 355 and 360 in Fig. 3, “VTEP-A”
110 updates the mapping between source_PN 192 and associated congestion_flag
196 (i.e., flag information). For example in Fig. 1, “VTEP-A” 110 determines that
congestion_flag = false for source_PN = SP1 for the first path via “S1” 140, and
congestion_flag = true for source_PN = SP1 for the second path via “S2” 150.

[0042] The congestion_flag may be used in a weighting algorithm that influences
the likelihood of the selection of its associated path. At the beginning of the load
balancing process, “VTEP-A” 110 may start off with equal weighting for all equal-cost

paths discovered by the path learning function at 310 in Fig. 3. Subsequently, at 365

-10 -
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in Fig. 3, the path weight (see weight 198 in Fig. 1) is adjusted based

on congestion_flag. For example, in response to determination that congestion_flag =
false (i.e., clear), the weight = w1 associated with the first path via “S1” 140 is
increased to increase its likelihood for selection. On the other hand, in response to
determination that congestion_flag = true (i.e., set), the weight = w2 associated with

the second path via “S2” 150 is decreased to reduce its likelihood for selection.

[0043] Another metric that may be used to indicate congestion is RTT that may be
measured and actively kept track of for each path. An example is described using
Fig. 4A, which is a flowchart of second example process 400 for source VTEP 110 to
learn congestion state information in data center network 100. Example process 400
may include one or more operations, functions, or actions illustrated by one or more
blocks, such as 410 to 455. The various blocks may be combined into fewer blocks,
divided into additional blocks, and/or eliminated depending on the desired

implementation.

[0044] At410, 415 and 420 in Fig. 4A, “VTEP-A” 110 periodically sends probe
packets on each path via associated switch 140/150, where each probe packet
identifies a source_PN and a transmit (Tx) timestamp. At 425, 430 and 435 in Fig.
4A, “VTEP-B” 120 replies to each probe packet by sending an acknowledgement
(ACK) packet that also identifies the source_PN and Tx timestamp via switch
140/150. At 440 and 445 in Fig. 4A, in response to receiving an ACK packet at a
particular receive time, “VTEP-A” 110 may determine the RTT based on difference
between the receive time and the Tx timestamp. At 450 and 455 in Fig. 4A, “VTEP-
A” 110 associates the RTT with the source_PN, and adjusts a weight associated with
the path.

[0045] Fig. 4B is a schematic diagram illustrating example congestion state
information 460 learned using the example in Fig. 4A. For example, the first path via
“S1” 140 is associated with source_PN = SP1 (see 462), path_ID = P1 (see 464),
RTT = R1 (see 466) and weight = w1 (see 468). The second path via “S2” 150 is
associated with source_PN = SP2, path_ID = P2, RTT = R2 and weight = w2. In the
example in Fig. 1 where the second path has a higher congestion level than the first

path, R2 should be greater than R1. In this case, w2 is adjusted to be smaller than
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w1 to reduce the likelihood of selecting the second path. In practice, the closer that
the timestamping and acknowledgement are performed, the more accurately the
RTT reflects actual network latency for the path as it does not include latency

introduced by the software stack at the transmitter and the receiver.

[0046] Data packet processing

[0047] According to examples of the present disclosure, load balancing may be
performed at the granularity of flowlets to avoid or ameliorate packet reordering
issues associated with transport layer protocols such as TCP. This may be achieved
by splitting a flow of packets into multiple smaller groups called “flowlets.” As used
herein, the term “flowlet” may refer generally to a group or burst of packets within a

flow.

[0048] Fig. 5 is a flowchart of example process 500 for virtual tunnel endpoint 110
to perform data packet processing in data center network 100. Example process
500 may include one or more operations, functions, or actions illustrated by one or
more blocks, such as 510 to 560. The various blocks may be combined into fewer
blocks, divided into additional blocks, and/or eliminated depending on the desired

implementation.

[0049] At510 and 515, in response to receive data packet 170 from “EP-A” 102,
“VTEP-A” 110 determines whether data packet 170 belongs to a new flowlet or a
current flowlet. For example, a new flowlet may be detected whenever a time
interval between the arrivals of two consecutive packets within the same flow (i.e.,
inter-packet gap) exceeds a predetermined threshold (e.g., Tr;owie: S€CONdS; SEE
515). All subsequent packets that do not exceed the threshold are considered to be

part of the same flowlet. The two scenarios are discussed below.

[0050] (a) When a new flowlet is detected (i.e., inter-packet gap > T oy OF first

packet of the flow is detected), “VTEP-A” 110 assigns a new flowlet_ID (e.g., “F17)
to data packet 170 at 520 in Fig. 5. At 525 in Fig. 5, a path identified by path_ID
(e.g., “P1”) is selected for the new flowlet (see 525) based on congestion state
information 190/460 at that time. At 530 in Fig. 5, source_PN associated with the

selected path is determined, an association between flowlet_ID and source_PN
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(e.g., “SP1”) associated with the selected path is stored. “VTEP-A” 110 also stores
flowlet_time to record the time at which the most recent data packet 170 of the

flowlet is received.

[0051] (b) When data packet 170 of an existing flowlet is detected (i.e., inter-
packet gap = current time - flowlet_time < Trip1e¢), “VTEP-A” 110 retrieves the
current flowlet_ID (e.g., “F17) and associated source_PN (e.g., “SP1”) at 550 and
555 in Fig. 5. Similarly, at 560 in Fig. 5, “VTEP-A” 110 also stores flowlet_time to

record the time at which the most recent data packet 170 of the flowlet is received.

[0052] In both cases (a) and (b), example process 500 continues at 535 and 540
in Fig. 5, where “VTEP-A” 110 encapsulates data packet 170 with an outer tunnel
header that is configured to include an outer source port number having the value of
source_PN (e.g., “SP1”) associated with flowlet_ID (e.g., “F1”) and sends
encapsulated data packet 172. The outer tunnel header also includes a source IP
address associated with “VTEP-A” 110, and a destination IP address associated with
“VTEP-B” 120. At the destination, the outer tunnel header is removed by “VTEP-B”
120 before the packet is forwarded to “EP-B” 104.

[0053] It should be understood that the above may be repeated for subsequent
data packets 170 that belong to another flowlet, such as flowlet_ID = “F2” when the
inter-packet gap is exceeded at 515 in Fig. 4. In this case, congested state
information 190/460 may have changed, and the second path via “S2” 150 (i.e.,
path_ID = P2) may now be selected instead of the first path via “S1” 140. In this
case, associated source_PN = SP2 is included in the outer header information such
that encapsulated data packets 172 are forwarded by “A1” 130, “S2” 150 and “A2”
160 along the second path to “VTEP-B” 120.

[0054] Using examples of the present disclosure, “VTEP-A” 110 remembers the
flowlet_ID of a new flowlet, and reuses the associated source_PN for packets of the
same flowlet. In practice, threshold Ty,,,,.;may be set based on the estimated RTT
in the network (e.g., in the order of RTT). A large inter-packet gap between flowlets
ensures that when multiple flowlets (that are technically part of the same flow) take
different paths, the resulting packet reordering is minimal. Further, “VTEP-A” 110

may assign the outer source port number with minimal congestion to each new
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flowlet to ensure that they take the selected path. This in turn keeps the queues on
all the active paths substantially low at all times, thereby leading to better throughput

and latency for workloads.

[0055] Examples of the present disclosure are implemented in a manner that is
oblivious to end-user guest virtual machines (e.g., acting as “EP-A” 102 and “EP-B”
104) by configuring “VTEP-A” 110 to split a network flow into multiple uncongested
paths in a manner completely oblivious to the guest virtual machines. In one
example, both source virtual switch (e.g., acting as “VTEP-A” 110) and destination
virtual switch (e.g., acting as “VTEP-B 120) may be used. In this case, a flow may
be divided into flowlets arbitrarily, and not contingent upon an idle gap between

flowlets.

[0056] For example, each TCP segmentation offload (TSO) segment may be
treated as a flowlet. If flowlets arrive out of order at the destination virtual switch
because of the different paths taken, the destination virtual switch may reorder the
flowlets before delivering them to the destination endpoint (e.g., guest virtual
machine). This allows the destination virtual switch to hide the out-of-order arrival
from the destination protocol stack (e.g., TCP/IP stack) of the destination endpoint,
preventing the destination protocol stack from slowing down the source protocol
stack at the source endpoint due to the out-of-order delivery.

[0057] Examples of the present disclosure may be deployed in the virtual switch of
a hypervisor leading to intelligent path selection from the first point of entry of traffic.
For example, there could be multiple ECMP paths from the virtual switch onwards,
each path using a different physical NIC. In this case, examples of the present
disclosure may be implemented using a host that includes a processor, and a non-
transitory computer-readable storage medium storing a set of instructions. In
response to execution by the processor, the set of instructions cause the processor
to implement a source VTEP (e.g., “VTEP-A” 110 at a virtual switch supported by the
host) to perform congestion-aware load balancing in data center network 100

according to the examples in Fig. 1 to Fig. 5.

[0058] In one example, the source VTEP implemented by the host may learn,

based on first packets from the destination VTEP, congestion state information
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associated with multiple paths provided by respective multiple intermediate switches
connecting the source VTEP with the destination VTEP. Also, in response to
receiving second packets that are sent by a source endpoint and destined for a
destination endpoint associated with the destination VTEP, the source VTEP may
select a particular path from multiple paths based on the congestion state
information, generate encapsulated second packets by encapsulating each of the
second packets with header information that includes a set of tuples associated with
the particular path, and send the encapsulated second packets to the destination
endpoint such that the encapsulated second packets are forwarded via the particular

path based on the set of tuples.

[0059] In scenarios where all physical NICs connect to the same layer-3 next-hop
and path diversity starts beyond the first-hop switch (e.g., ToR switch), examples of
the present disclosure may be implemented in the NIC driver/hardware or on the
first-hop switch at faster speeds than in the virtual switch software. Compared to
conventional approaches that require advanced switch architectures, examples of
the present disclosure may be performed in the edge hypervisor (e.g., entirely in
software) and scale to any number of hops between sources and destinations. In
this case, examples a (first-hop) switch may be used to implement a source VTEP
(e.g., “VTEP-A” 110) to perform congestion-aware load balancing in data center
network 100 according to the examples in Fig. 1 to Fig. 5. The switch may include
any suitable switch logic, such as hardware logic (e.g., hardware circuitry),
programmable logic, a combination thereof, etc.

[0060] In one example, the switch may include first port(s), second port(s) and a
switch logic. The first port(s) may be used to receive first packets from a destination
VTEP connected to the source VTEP via multiple paths provided by respective
multiple intermediate switches connecting the source VTEP with the destination
VTEP. The second port may used to receive second packets that are sent by the
source endpoint and destined for the destination endpoint associated with the
destination VTEP. The switch logic may be configured to learn congestion state
information associated with the multiple paths based on the first packets. In
response to receiving the second packets. switch logic may be configured to select a

particular path from multiple paths based on the congestion state information,
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generate encapsulated second packets by encapsulating each of the second
packets with header information that includes a set of tuples associated with the
particular path, and send the encapsulated second packets to the destination
endpoint such that the encapsulated second packets are forwarded via the particular

path based on the set of tuples.

[0061] The techniques introduced above can be implemented in special-purpose
hardwired circuitry, in software and/or firmware in conjunction with programmable
circuitry, or in a combination thereof. Special-purpose hardwired circuitry may be in
the form of, for example, one or more application-specific integrated circuits (ASICs),
programmable logic devices (PLDs), field-programmable gate arrays (FPGAs),
programmable switch architectures, and others. The term ‘processor’ is to be
interpreted broadly to include a processing unit, ASIC, logic unit, or programmable

gate array, etc.

[0062] The foregoing detailed description has set forth various embodiments of the
devices and/or processes via the use of block diagrams, flowcharts, and/or
examples. Insofar as such block diagrams, flowcharts, and/or examples contain one
or more functions and/or operations, it will be understood by those within the art that
each function and/or operation within such block diagrams, flowcharts, or examples
can be implemented, individually and/or collectively, by a wide range of hardware,

software, firmware, or any combination thereof.

[0063] Those skilled in the art will recognize that some aspects of the
embodiments disclosed herein, in whole or in part, can be equivalently implemented
in integrated circuits, as one or more computer programs running on one or more
computers (e.g., as one or more programs running on one or more computing
systems), as one or more programs running on one or more processors (e.g., as one
Or more programs running on one or more microprocessors), as firmware, or as
virtually any combination thereof, and that designing the circuitry and/or writing the
code for the software and or firmware would be well within the skill of one of skill in

the art in light of this disclosure.

[0064] Software and/or to implement the techniques introduced here may be

stored on a non-transitory computer-readable storage medium and may be executed
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by one or more general-purpose or special-purpose programmable microprocessors.
A “computer-readable storage medium?”, as the term is used herein, includes any
mechanism that provides (i.e., stores and/or transmits) information in a form
accessible by a machine (e.g., a computer, network device, personal digital assistant
(PDA), mobile device, manufacturing tool, any device with a set of one or more
processors, etc.). A computer-readable storage medium may include recordable/non
recordable media (e.g., read-only memory (ROM), random access memory (RAM),
magnetic disk or optical storage media, flash memory devices, etc.).

[0065] The drawings are only illustrations of an example, where the elements or
procedure shown in the drawings are not necessarily essential for implementing the
present disclosure. Those skilled in the art will understand that elements in the
examples can be arranged in the device in the examples as described, or can be
alternatively located in one or more devices different from that in the examples. The
elements in the examples described can be combined into one module or further

divided into a plurality of sub-elements.
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WE CLAIM:

1. A method for a source virtual tunnel endpoint (VTEP) to perform congestion-
aware load balancing in a data center network that includes the source VTEP, a
destination VTEP, a source endpoint, a destination endpoint and multiple
intermediate switches, the method comprising:

learning, by the source VTEP based on first packets from the destination
VTEP, congestion state information associated with multiple paths provided by
respective multiple intermediate switches connecting the source VTEP with the
destination VTEP;

receiving, by the source VTEP, second packets that are sent by the source
endpoint and destined for the destination endpoint associated with the destination
VTEP;

selecting, by the source VTEP, a particular path from multiple paths based on
the congestion state information;

generating, by the source VTEP, encapsulated second packets by
encapsulating each of the second packets with header information that includes a
set of tuples associated with the particular path; and

sending, by the source VTEP, the encapsulated second packets to the
destination endpoint such that the encapsulated second packets are forwarded via
the particular path based on the set of tuples.

2. The method of claim 1, wherein learning the congestion state information
comprises:

determining a congestion flag associated with the particular path based on a
particular first packet from the destination VTEP, wherein the particular first packet
includes a congestion notification from at least one of the multiple intermediate

switches to indicate whether the particular path is congested.

3. The method of claim 1, wherein learning the congestion state information
comprises:

determining a round trip time associated with the particular path based on a
receive time of a particular first packet from the destination VTEP, and a transmit time

of a probe packet sent by the source VTEP to trigger the particular first packet.
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4, The method of claim 1, wherein learning the congestion state information
comprises:

based on a particular first packet from the destination VTEP, determining a
weight associated with the particular path to increase or decrease its likelihood for

selection.

5. The method of claim 1, wherein learning the congestion state information
comprises:

learning mapping between multiple outer source port numbers and the
respective multiple paths.

6. The method of claim 5, wherein encapsulating each of the second packets
comprises:

determining, from the multiple outer source port numbers, a particular outer
source port number associated with the particular path; and

configuring the set of tuples in the header information in each of the second

packets to include the particular outer source port number.

7. The method of claim 6, wherein the method further comprises:

assigning each of the second packets, being a current second packet, to a
flowlet based on an inter-packet gap between the current second packet and a
previous second packet destined for the destination endpoint; and

storing flowlet information that associates the flowlet with the particular outer

source port number associated with the particular path.

8. A non-transitory computer-readable storage medium that includes a set of
instructions which, in response to execution by a processor of a host, cause the
processor to implement a source virtual tunnel endpoint (VTEP) to perform a method
of congestion-aware load balancing in a data center network that includes the source
VTEP, a destination VTEP, a source endpoint, a destination endpoint and multiple
intermediate switches, wherein the host supports the source VTEP, and the method

comprises:
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learning, by the source VTEP based on first packets from the destination
VTEP, congestion state information associated with multiple paths provided by
respective multiple intermediate switches connecting the source VTEP with the
destination VTEP;

receiving, by the source VTEP, second packets that are sent by the source
endpoint and destined for the destination endpoint associated with the destination
VTEP;

selecting, by the source VTEP, a particular path from multiple paths based on
the congestion state information;

generating, by the source VTEP, encapsulated second packets by
encapsulating each of the second packets with header information that includes a
set of tuples associated with the particular path; and

sending, by the source VTEP, the encapsulated second packets to the
destination endpoint such that the encapsulated second packets are forwarded via

the particular path based on the set of tuples.

9. The non-transitory computer-readable storage medium of claim 8, wherein
learning the congestion state information comprises:

determining a congestion flag associated with the particular path based on a
particular first packet from the destination VTEP, wherein the particular first packet
includes a congestion notification from at least one of the multiple intermediate
switches to indicate whether the particular path is congested.

10.  The non-transitory computer-readable storage medium of claim 8, wherein
learning the congestion state information comprises:

determining a round trip time associated with the particular path based on a
receive time of a particular first packet from the destination VTEP, and a transmit time

of a probe packet sent by the source VTEP to trigger the particular first packet.

11.  The non-transitory computer-readable storage medium of claim 8, wherein

learning the congestion state information comprises:
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based on a particular first packet from the destination VTEP, determining a
weight associated with the particular path to increase or decrease its likelihood for

selection.

12.  The non-transitory computer-readable storage medium of claim 8, wherein
learning the congestion state information comprises:
learning mapping between multiple outer source port numbers and the

respective multiple paths.

13.  The non-transitory computer-readable storage medium of claim 12, wherein
encapsulating each of the second packets comprises:

determining, from the multiple outer source port numbers, a particular outer
source port number associated with the particular path; and

configuring the set of tuples in the header information in each of the second

packets to include the particular outer source port number.

14.  The non-transitory computer-readable storage medium of claim 13, wherein the
method further comprises:

assigning each of the second packets, being a current second packet, to a
flowlet based on an inter-packet gap between the current second packet and a
previous second packet destined for the destination endpoint; and

storing flowlet information that associates the flowlet with the particular outer

source port number associated with the particular path.

15. A switch configured to implement a source virtual tunnel endpoint (VTEP) to
perform congestion-aware load balancing in a data center network, wherein the switch
comprises:

one or more first ports to receive first packets from a destination VTEP
connected to the source VTEP via multiple paths provided by respective multiple
intermediate switches connecting the source VTEP with the destination VTEP;

a second port to receive second packets that are sent by the source endpoint
and destined for the destination endpoint associated with the destination VTEP; and

a switch logic configured to:
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learn congestion state information associated with the multiple paths
based on the first packets, and in response to receiving the second packets,

select a particular path from multiple paths based on the congestion
state information;

generate encapsulated second packets by encapsulating each of the
second packets with header information that includes a set of tuples
associated with the particular path; and

send the encapsulated second packets to the destination endpoint
such that the encapsulated second packets are forwarded via the particular
path based on the set of tuples.

16. The switch of claim 11, wherein the switch logic is configured to learn the
congestion state information by determining a congestion flag associated with the
particular path based on a particular first packet from the destination VTEP, wherein
the particular first packet includes a congestion notification from at least one of the

multiple intermediate switches to indicate whether the particular path is congested.

17.  The switch of claim 11, wherein the switch logic is configured to learn the
congestion state information by determining a round trip time associated with the
particular path based on a receive time of a particular first packet from the destination
VTEP, and a transmit time of a probe packet sent by the source VTEP to trigger the
particular first packet.

18. The switch of claim 11, wherein the switch logic is configured to learn the
congestion state information by determining a weight associated with the particular
path to increase or decrease its likelihood for selection based on a particular first
packet from the destination VTEP.

19.  The switch of claim 11, wherein the switch logic is configured to learn the

congestion state information by learning mapping between multiple outer source port
numbers and the respective multiple paths.
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20. The switch of claim 19, wherein the switch logic is configured to learn the
congestion state information by determining, from the multiple outer source port
numbers, a particular outer source port number associated with the particular path;
and configuring the set of tuples in the header information in each of the second

packets to include the particular outer source port number.

21.  The switch of claim 20, wherein the switch logic is further configured to:
assign each of the second packets, being a current second packet, to a flowlet
based on an inter-packet gap between the current second packet and a previous
second packet destined for the destination endpoint; and
store flowlet information that associates the flowlet with the particular outer

source port number associated with the particular path.
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