
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau (10) International Publication Number

(43) International Publication Date WO 2018/071798 Al
19 April 2018 (19.04.2018) W !P O PCT

(51) International Patent Classification: Prospect Avenue, Princeton, NJ 08540 (US). JHA, Niraj,
H04W 4/02 (2009.01) H04M 15/00 (2006.01) K.; 20 Norbridge Drive, Princeton, NJ 08540 (US).
H04W 64/00 (2009.01) H04M 1/725 (2006.01)

(74) Agent: DRACHTMAN, Craig, M.; Meagher EmanuelH04W 4/04 (2009.01) G01C 21/20 (2006.01)
Laks Goldberg & Liao, One Palmer Square, Suite 325,H04W 4/22 (2009.01) G01C 21/00 (2006.01)
Princeton, NJ 08542 (US).H04M 3/42 (2006.01) G01C 21/26 (2006.01)

(81) Designated States (unless otherwise indicated, for every
(21) International Application Number:

kind of national protection available): AE, AG, AL, AM,
PCT/US2017/056559

AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
(22) International Filing Date: CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,

13 October 2017 (13.10.2017) DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,

(25) Filing Language: English
KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME,

(26) Publication Language: English MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,

(30) Priority Data: SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
62/407,826 13 October 2016 (13.10.2016) TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
62/547,290 18 August 2017 (18.08.2017)

(84) Designated States (unless otherwise indicated, for every
(71) Applicant: THE TRUSTEES OF PRINCETON kind of regional protection available): ARIPO (BW, GH,

UNIVERSITY [US/US]; 87 Prospect Avenue, 3rd Floor, GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
Princeton, NJ 08544 (US). UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

(72) Inventors: MOSENIA, Arsalan; 115 Lakeview Terrace, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
Princeton, NJ 08540 (US). DAI, Xiaoliang; 15 1 Taylor EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
Court, Princeton, NJ 08540 (US). MITTAL, Prateek; 120 MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,

(54) Title: SYSTEM AND METHOD FOR TRACKING A MOBILE DEVICE USER

(57) Abstract: According to various embodiments, a method for locat

Mobile Device 12 ing the user of a mobile device without accessing global position sy s

tem (GPS) data is disclosed. The method includes determining the last
Sensors) 26

location that the user was connected to a wireless network. The method
further includes compiling publicly-available auxiliary information re

Processor(s) lated to the last location. The method additionally includes classifying
an activity of the user to driving, traveling on a plane, traveling on a

Memory 20
train, or walking. The method also includes estimating the location of

Nonsensory
Data 2 .

the user based on sensory and non-sensory data of the mobile device
particular to the activity classification of the user.

Sensory
Data 24

Processor(s) 18

Locator Compiler
Module 1 Module 18b

00
Classifier Estimator
Module 1 c Module 1

Memory 2 5©
00

o FIG. 2

[Continued on next page]



WO 2018/071798 Al llll I I I I 11III II I II III I III I I I III II I II

TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,

KM, ML, MR, NE, SN, TD, TG).

Published:



SYSTEM AND METHOD FOR TRACKING A MOBILE DEVICE USER

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to provisional applications 62/407,826 and

62/547,290, filed on October 13, 2016 and August 18, 2017, respectively, which are herein

incorporated by reference in its entirety.

BACKGROUND OF THE INVENTION

[0002] The present invention relates generally to mobile devices and, more particularly,

to a mechanism for locating a user of a mobile device based on non-sensory and sensory data

stored on the mobile device and publicly available auxiliary information.

[0003] With widespread use of smartphones that can sense and collect environment-

related data and process them to extract valuable information about the environment,

ensuring privacy has become one of the most important challenges in the modem era. Indeed,

rapid technological advances in electronics and mobile devices have led (and will continue to

lead) to serious concerns about privacy in general, and location privacy in particular.

[0004] Modern smartphones are equipped with a number of compact sensors (such as but

not limited to accelerometers and barometers) and powerful communication capabilities in

order to offer a variety of services to their users. Although the numerous smartphone

applications make the user's life convenient, they can also intentionally or unintentionally

reveal personal or corporate secrets. In particular, they can leak valuable data about the

location of the user, which can be processed to extract contextual information about habits,

regular activities, and even relationships of the user. Moreover, disclosure of the user's

location may expose him to location-based spams, scams, and advertisements, or make him a

victim of blackmail or violence.

[0005] With the emergence of enormous privacy concerns in the last decade, several

privacy policies have been put in place to force organizations to take their users' privacy into

account. In particular, the U.S. Congress introduced the Geolocation Privacy and

Surveillance Act in 2011 to provide a legal framework for giving government agencies,

commercial entities, and private citizens clear guidelines for when and how geolocation

information can be accessed and used. As a result, in all modern smartphones, an application

must explicitly ask for the user's permission if it wants to access location services (such as

GPS as a nonlimiting example).



[0006] A few recent research efforts have demonstrated the feasibility of locating

smartphone owners without accessing location services. For instance, one proposed

mechanism locates the user by processing the power consumption of the smartphone when

the user travels through a known set of routes. This mechanism was able to detect 45% of

driving trajectories in the best case scenario. Another mechanism showed that accelerometer

readings can be used to estimate the trajectory and starting point of an individual who is

driving. This mechanism was able to return two clusters of possible starting points (each

including five points) such that the starting point was within one of the clusters.

[0007] The successful demonstration of location tracking suggests that revealing the

user's location by processing presumably non-critical data is feasible. However, previously-

suggested location tracking mainly relies on at least one of the three following fundamental

requirements:

[0008] (1) The tracker must either know the mobile device user's initial location (the

exact GPS coordinates) or have substantial prior knowledge of the area through which the

user is traveling. For example, the tracker assumes that the user is traveling through a small

set of known routes.

[0009] (2) The tracker must measure a set of features, e.g., power consumption, for

different potential routes in advance and construct a specific training dataset.

[0010] (3) The sensory data must be continuously collected at a high sampling rate, e.g.,

30Hz, which is significantly higher than the sampling rate needed for a majority of benign

applications.

[0011] The first two requirements significantly limit the tracker's ability to locate the user

in realistic scenarios, and the third can raise suspicion, making detection easier. Even with

these requirements, previous tracking attempts offer only a rough estimation of the user's

trajectory.

[0012] Thus, there is a need for a system that accurately tracks a user of a mobile device

when location services are turned off without raising suspicions from the user.

SUMMARY OF THE INVENTION

[0013] According to various embodiments, a method for locating the user of a mobile

device without accessing global position system (GPS) data is disclosed. The method

includes determining the last location that the user was connected to a wireless network. The

method further includes compiling publicly-available auxiliary information related to the last

location. The method additionally includes classifying an activity of the user to driving,



traveling on a plane, traveling on a train, or walking. The method also includes estimating the

location of the user based on sensory and non-sensory data of the mobile device particular to

the activity classification of the user.

[0014] According to various embodiments, a system for locating the user of a mobile

device without accessing global positioning system (GPS) data is disclosed. The system

includes a processor programmed to determine the last location that the user was connected to

a wireless network and compile publicly-available auxiliary information related to the last

location. The processor is further programmed to classify an activity of the user to driving,

traveling on a plane, traveling on a train, or walking. The processor is also programmed to

estimate the location of the user based on sensory and non-sensory data of the mobile device

particular to the activity classification of the user.

[0015] According to various embodiments, a non-transitory computer-readable medium

having stored thereon a computer program for execution by a processor configured to

perform a method for locating the user of a mobile device without accessing global

positioning system (GPS) data is disclosed. The method includes determining the last

location that the user was connected to a wireless network and compiling publicly-available

auxiliary information related to the last location. The method further includes classifying an

activity of the user to driving, traveling on a plane, traveling on a train, or walking. The

method additionally includes estimating the location of the user based on sensory and non-

sensory data of the mobile device particular to the activity classification of the user.

[0016] Various other features and advantages will be made apparent from the following

detailed description and the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] In order for the advantages of the invention to be readily understood, a more

particular description of the invention briefly described above will be rendered by reference

to specific embodiments that are illustrated in the appended drawings. Understanding that

these drawings depict only exemplary embodiments of the invention and are not, therefore, to

be considered to be limiting its scope, the invention will be described and explained with

additional specificity and detail through the use of the accompanying drawings, in which:

[0018] Figure 1 is a map illustrating estimating a user's trajectory without accessing GPS

data according to an embodiment of the present invention;

[0019] Figure 2 is a block diagram of a system for tracking a mobile device user's

location according to an embodiment of the present invention;



[0020] Figure 3 is a flow chart illustrating the main steps for tracking a mobile device

user's location according to an embodiment of the present invention;

[0021] Figure 4 is a flow chart illustrating the steps for pre-processing according to an

embodiment of the present invention;

[0022] Figure 5 is a graph illustrating the mobile device's heading changes in four data

chunks collected during different activities according to an embodiment of the present

invention;

[0023] Figure 6 is a graph illustrating how air pressure changes during different activities

according to an embodiment of the present invention;

[0024] Figure 7 is a flow chart illustrating the steps for machine-learning based

classification according to an embodiment of the present invention;

[0025] Figure 8 is a flow chart illustrating the steps for utilizing the carTracker estimator

according to an embodiment of the present invention;

[0026] Figure 9 is a flow chart illustrating the steps for utilizing the planeTracker

estimator according to an embodiment of the present invention;

[0027] Figure 10 is a flow chart illustrating the steps for utilizing the trainTracker

estimator according to an embodiment of the present invention;

[0028] Figure 11 is a flow chart illustrating the step for utilizing the walkingUserTracker

estimator according to an embodiment of the present invention;

[0029] Figure 12 is a graph illustrating the average approximation error with respect to

the length of the driving path according to an embodiment of the present invention;

[0030] Figure 13 is a graph illustrating the number of possible driving paths with respect

to the length of the driving path according to an embodiment of the present invention;

[0031] Figure 14 is a graph illustrating the accuracy of the planeTracker estimator

according to an embodiment of the present invention;

[0032] Figure 15 is a graph illustrating the accuracy of the planeTracker estimator given

the departure airport according to an embodiment of the present invention;

[0033] Figure 16 is a graph illustrating how the number of possible walking paths will

change with respect to the number of walking steps according to an embodiment of the

present invention;

[0034] Figure 17 is a graph illustrating approximation error for all walking trials with

respect to the number of steps according to an embodiment of the present invention;

[0035] Figure 18 is a map demonstrating actual trajectories and estimated trajectories of

an actual user according to an embodiment of the present invention; and



[0036] Figure 19 is a graph illustrating how the average approximation error of

carTracker changes with respect to sampling rate according to an embodiment of the present

invention.

DETAILED DESCRIPTION OF THE INVENTION

[0037] According to various embodiments, disclosed herein is a system and method for

accurately tracking a user of a mobile device when all location services are off, without any

of the previously mentioned requirements. The user's initial location or a small set of

potential travel routes are not required, nor are construction of attack-specific databases based

on measuring several features. Data is also not collected at a high sampling rate. For instance,

a sampling rate of 0 .1 Hz would be sufficient to track the user when driving, based on a

demonstration discussed below. This allows for determining the location of a user without

prior knowledge of the user's initial location or set of routes the user travels, and detection

services based on high sampling frequency are ineffective.

[0038] The system and method disclosed herein may be referred to as "PinMe", a

location mechanism that enables accurate location of a mobile device user based on sensory

and non-sensory data along with publicly available auxiliary information.

[0039] Demonstrations performed show how different types of seemingly benign non-

sensory data, e.g., the mobile device's time zone and network status, and sensory data, e.g.,

air pressure and heading, can offer sensitive information for location of the user.

[0040] Five nonlimiting examples of publicly-available auxiliary information (public

maps, transportation timetables, airports' specification databases, weather reports, and trains'

heading dataset) are introduced that can be used in conjunction with mobile device's data to

aid in determining the location of a user.

[0041] Unlike previous systems that determine location which focus on a single activity,

e.g., driving, with the disclosed system, a user can be located when (i) traveling on a plane,

(ii) walking, (iii) traveling on a train, and/or (iv) driving. PinMe is the first mobile-based user

location mechanism that aims to locate the user while undertaking different activities.

[0042] In order to evaluate the accuracy of the disclosed location mechanism, real-world

data was collected using three devices (iPhone 6, iPhone 6S, and Galaxy S4 i9500). The

accuracy of PinMe was evaluated for estimating the user's location using two real-world

datasets. Unlike previous systems, PinMe is able to accurately and uniquely return a

trajectory that is as accurate as GPS-based trajectory. Figure 1 illustrates that PinMe could



find and return the user's trajectory without accessing GPS data, showing a comparison of the

location tracking through PinMe and GPS.

[0043] In summation, PinMe offers a comprehensive (i.e., covering multiple activities)

location tracker that minimizes the need to have prior knowledge about the user, removes the

need for building specific datasets, and uses the interdependence between seemingly

independent activities to obtain an accurate user trajectory. The end-to-end evaluation

demonstrates that PinMe works accurately (comparable to GPS) in real-world scenarios.

Detecting the location tracker may be challenging due to its robustness against potential

sources of noise and the low sampling rate required for the attack.

[0044] Problem Definition

[0045] Today's mobile devices are equipped with several low-power, high-precision

sensors and powerful processors that enable them to continuously collect and process

environment-related data. As a result, a modern mobile device carries several types of

valuable data. Such data can be processed to reveal sensitive information about the phone's

user. For example, the contextual information attached to movement traces may conveys

information about the user's interests, activities, and even relationships.

[0046] Launching an attack against location privacy can expose the user to unwanted

advertisement, spams, or scams. Moreover, it can lead to several consequences, ranging from

the uncomfortable feeling of being monitored to unwanted disclosure of personal activities or

even actual physical harm. For example, it may be embarrassing for a user if their relatives

find out that they went to certain places, such as an HIV clinic or an abortion clinic. While

these consequences are a direct result of manual inspection of leaked location-related

information, several recent research efforts have investigated the feasibility of extracting

other valuable information from the user's location-related information. For example, early

research work in this area explored the possibility of inferring information about the user's

habits and detecting places important to the user (such as their home or office) from GPS

traces.

[0047] Although the importance of preventing location services, e.g., GPS, from leaking

unwanted information has become clear, the extent of location-related information that can be

inferred from presumably non-critical data, such as movement-related data, e.g., acceleration

and heading, and environment-related data, e.g., air pressure, is neither well-known nor well-

understood.

[0048] System Overview



[0049] Figure 2 illustrates a system 10 configured to track a mobile device user's location

according to an exemplary embodiment of the present invention. The system 10 includes a

mobile device 12 of the user, a network system 14, and a device 16 for tracking the location

of the user. In an alternative embodiment, the mobile device 12 and device 16 may be the

same device.

[0050] Mobile device 12 may be a mobile phone, smart phone, smart watch, or tablet

computer, or other mobile processing device as nonlimiting examples. Mobile device 12 may

also be included in a vehicle, or be the vehicle itself. Mobile device 12 includes one or more

processors 18 for performing specific functions and memory 20 for storing those functions.

For instance, the memory 20 stores both non-sensory data 22 and sensory data 24, to be

discussed in further detail below. The mobile device 12 may include one or more sensors 26

for capturing the sensory data 24, such as a gyroscope, an accelerometer, a magnetometer,

and a barometer, as nonlimiting examples. The non-sensory data 22 and sensory data 24 may

also be uploaded to the cloud through the network system 14.

[0051] The device 16 for tracking the location of the user may be implemented in a

variety of configurations including general computing devices such as but not limited to

desktop computers, laptop computers, tablets, network appliances, and the like. The tracking

device 16 may also be implemented as smart phone or other network based device having

access to the network system 14. Device 16 includes one or more processors 18 for

performing specific functions and memory 20 for storing those functions. The processor 18

may include a locator module 18a for determining the last location that the mobile device 12

user was connected to the network system 14. The processor 18 may also include a compiler

module 18b for accumulating auxiliary information related to the user's last location. The

processor 18 additionally includes a classifier module 18c for classifying the activity of the

user and an estimator module 18d for estimating the location of the user based on the non-

sensory data 22, sensory data 24, and activity classification of the user.

[0052] The network system 14 may be implemented as a single network or a combination

of multiple networks. Network 14 may include wireless telecommunications networks, WiFi,

or other communication networks. Network 14 is utilized by the device 16 to access the non-

sensory data 22 and sensory data 24 from the mobile device 12, as well as auxiliary

information 28, to be discussed in more detail below.

[0053] Acquiring Data

[0054] A mobile device's non-sensory data 22 and sensory data 24, which are required

for the location tracker, may be obtained using one of the two following approaches:



[0055] (1) Approach 1 : Utilizing a malicious application

[0056] Smartphones 12 are characterized by their ability to run third-party applications.

Both Android and iOS offer hundreds of thousands of applications through their application

markets. Such markets benefit developers by simplifying application sales and distribution.

The existence of huge application markets might also enable cyber criminals to distribute a

malicious application in an attempt to steal personal information stored on the phone, e.g.,

credit card numbers and personal photos. Fortunately, such critical information is commonly

protected by the smartphone's operating system, and users are also very careful about sharing

their personal information with third parties. However, several types of non-sensory data 22

and sensory data 24 stored on the smartphone are either loosely-protected or not protected at

all. For instance, gyroscope, accelerometer, barometer, and magnetometer measurements, or

other sensor 26 measurements are accessible by an application installed on the smartphone 12

without requiring the user's approval. As a result, an application that is installed on the

smartphone 12 and runs in the background can continuously capture such data without the

user's knowledge.

[0057] (2) Approach 2 : Accessing a presumably trusted application server

[0058] Several trusted applications upload their data 22 and 24 to the cloud. For example,

a majority of fitness monitoring applications continuously collects and uploads a user's data

to the cloud. The collection of the data in the cloud enables the user to access and share

fitness statistics with family, friends, and peer groups. A recent report by the mHealth

development industry estimates that there are about 100,000 applications dedicated to health

and fitness. Such applications can inconspicuously collect and upload a significant amount of

valuable non-sensory data 22 and sensory data 24, which can be post-processed to infer

critical information about the user.

[0059] Sources of Information

[0060] PinMe exploits two main sources of information: (1) non-sensory data 22 and

sensory data 24 collected by the mobile device 12, and (2) publicly-available auxiliary

information 28.

[0061] (1) Mobile device non-sensory 22 and sensory data 24:

[0062] An application installed on a mobile device 12 may obtain several types of non-

sensory 22 and sensory data 24 without requesting a user's approval. Non-sensory data 22

provide general information about the device, e.g., the version of the device's operating

system, current time zone, IP address, the amount of available storage, and network status.



Table 1 summarizes different nonlimiting examples of non-sensory data 22 that PinMe may

use to locate the user during different activities, along with a short description of each.

TABLE 1: MOBILE DEVICE NON-SENSORY DATA 22

[0063] In addition to the non-sensory data 22, sensory data 24 collected by the mobile

device's built-in sensors 26 provide valuable information about the user's movements and the

environment in which the mobile device 12 is located. Table 2 includes different nonlimiting

examples of sensors 26 that are accessed by PinMe and sensory data 24 provided by each

sensor.

TABLE 2 : MOBILE DEVICE SENSORY DATA 24

[0064] (2) Publicly-available auxiliary information 28:

[0065] The disclosed user location mechanism uses several types of auxiliary information

28 to narrow the area of interest. In particular, it utilizes five main types of information 28: (i)

public maps, (ii) weather reports, (iii) airports' specifications database, (iv) trains' heading

dataset, and (v) transportation timetables. However, the PinMe is not limited solely to these

five types of auxiliary information 28.

[0066] (i) Public maps:

[0067] The proposed mechanism uses two widely known map types: Navigational maps

and Elevation maps.

[0068] A navigational map mainly depicts roads, highways, and transportation links.

Such a map can specify a large set of possible routes through which the user can travel. As a

nonlimiting example, PinMe may use maps found in OpenStreetMap (OSM). OSM maps can



be downloaded as Extensible Markup Language (XML) files that can be easily processed and

modified.

[0069] An elevation map contains the elevation, i.e., the height above or below the

Earth's sea level, of all points on the Earth's surface. Several commercial and government

services provide comprehensive elevation data of the world surface (such as Google Map API

or US Geological Survey Maps, respectively, as nonlimiting examples). For instance, the

Google Map API offers a free and publicly-available interface that may be used by

developers to fetch the elevation of a point of interest, given its longitude and latitude.

[0070] (ii) Weather reports:

[0071] Weather reports offer different types of information collected by weather stations.

As a nonlimiting example, weather reports provided by The Weather Channel may be used.

These reports include temperature, humidity, and air pressure readings at weather stations,

and the actual elevation of the weather station. PinMe uses weather reports to estimate the

elevation of the mobile device using its air pressure reading. The use of weather reports is

essential for accurately estimating the elevation of the mobile device since the air pressure

readings are highly dependent on both elevation and weather conditions.

[0072] (iii) Airports' specifications databases:

[0073] Airports' specifications databases include elevation information, GPS coordinates,

and the time zones of airports around the world. As a nonlimiting example, PinMe may use

OpenFlights, which includes information for 9,541 airports.

[0074] (iv) Trains' heading databases:

[0075] Trains' heading database includes the trains' directions at each station. This

database may be constructed from publicly available maps, such as Google Map as a

nonlimiting example. For each train station considered, different potential movements

directions are extracted based on the illustration of the stations' tracks on the map. It is

notable that each track in a station can have two possible headings corresponding to a train

entering and leaving the station.

[0076] (v) Transport timetables:

[0077] Transport timetables contain information about service times to assist passengers

in planning their trip. A timetable lists the times when a service is scheduled to arrive (depart)

at (from) specified locations. The two most common types of transport timetables are flight

and train timetables. These timetables are often available in a variety of electronic formats,

e.g.,



PDF files, and are commonly posted on airports '/stations' websites. They are also accessible

through various APIs.

[0078] Main Processing

[0079] PinMe may be implemented using programs such as Python and Matlab. Figure 3

illustrates the three main steps: (1) pre-processing 30, (2) activity classification 32, and (3)

location estimation 34. Table 3 includes a simplified pseudo-code of the disclosed location

mechanism. Each step is described in more detail below.

TABLE 3 : PINME PROCESSING

Given: The smartphone's sensory data (D), non-sensory
data (IP, NS, and TZ), and all sources of publicly-available
auxiliary information (allAux: public maps, weather
reports, airports' specifications databases, trains' heading
databases, transport timetables)
//Step 1 : Pre-processing
lastWiFHP - findLastWiFHP(NS,IP)
city — IPGeolocation(lastWiF P )

aux — getAux(allAux,city)
chunks [] — streamPartitioning(D)
//Step 2 : Activity classification
acts [] — activityClassifier(chunks [])
//Step 3 : Location estimation
for each activity in acts[]
[city, loc[i]] — Estimator(chunks[i], acts[i], aux, city)
end
return loc[]

[0080] (1) Pre-Processing 30

[0081] Pre-processing 30 includes two steps as illustrated by Figure 4 . (i) At step 36,

PinMe first recognizes the last city in which the user was connected to a WiFi network 14

and gets the required sources of auxiliary information 28 for the potential city of interest (ii)

Second, at step 38, it breaks the sensory data 24 into several chunks so that each chunk is

associated with a single activity.

[0082] (i) Inferring the city 36

[0083] When the mobile device 12 is connected to a WiFi network 14, IP geolocation

techniques may process the device's current IP address and return the city in which the

mobile device 12 is located. Although such techniques may accurately locate the mobile

device 12 when it is connected to a WiFi network 14, they usually fail to locate it when

connected to a cellular Internet network 14.



[0084] As nonlimiting examples, both iOS and Android allow an installed application to

determine whether the mobile device 12 is connected to a WiFi or a cellular network 14. In

order to find the last city in which the user was connected to a WiFi network 14, PinMe

processes the previous readings of the mobile device's Network Status (NS) and IP address to

find the last IP address of the mobile device 12 when it was connected to a WiFi network 14,

and feeds that IP address to IPGeolocation{. ..) . Then, PinMe obtains different types of

auxiliary information 28 about the city, e.g., its maps. PinMe does not assume that the user

remains in the same city. However, it starts tracking the user from that city. In fact, the user's

current city becomes regularly updated based on his past movements.

[0085] (ii) Data stream partitioning 38

[0086] In the pre-processing step, PinMe also breaks the long data stream collected over a

long time period, e.g., a day, into data chunks so that each chunk only includes the data

associated with one activity. Based on empirical analyses, a simple pattern in the acceleration

data can indicate that a new activity has commenced: in the transition from one activity to

another, the accelerometer measures a series of large absolute acceleration readings (larger

than 25 m/s2) in a short time frame due to the fact that there is always a transition from

standing (sitting) position to sitting (standing) position between two activities. This is the

pattern PinMe uses to break the data stream into small data chunks. Unfortunately, a similar

pattern might be present in the acceleration data collected during a single activity, e.g., when

the user suddenly moves or falls. Therefore, it is possible that PinMe falsely detects the start

of a new activity even when the user's activity has not changed. However, this does not

negatively impact the accuracy of the location mechanism because as described later, for all

activities, the activity classifier accurately detects the user's activity and PinMe can merge

consecutive data chunks into one data chunk when the user's activity has not changed.

[0087] (2) Activity classification 32

[0088] In this step, the activity classifier aims to specify the mobile device 12 user's

activities. It is assumed that the user takes part in one of the four activities mentioned earlier:

driving, traveling on a plane, traveling on a train, and walking. To classify these activities,

two classification methods have been implemented: (i) a machine learning based method that

relies on building models to label the user's activities, and (ii) a specifically-tailored method

designed to deduce the user's activities based on the physical characteristics of each activity.

The activity classifiers utilized in PinMe appear to be the first activity classification

mechanisms that use air pressure data as a primary source of data for activity classification,

and the first to use macro-level features, e.g., the number of turns and the rate of change



during a turn, of heading data. An examination of real-world data shows that air pressure and

heading can offer valuable discriminatory information for activity classification.

[0089] Figure 5 illustrates how the mobile device's heading changes in four data chunks

collected during different activities. Among all activities, traveling on a train is the only one

in which the smartphone observes no significant change in heading data. Note that heading

data are measured clockwise from true north and vary from 0° to 359°.

[0090] Figure 6 shows how air pressure changes during different activities. Traveling on

a plane is the only activity in which there is a fast significant drop in the environment's air

pressure.

[0091] (i) Method 1: Machine learning-based classification

[0092] One approach to implementing an activity classification mechanism is to devise a

scheme based on a supervised machine learning method, which builds a model using labeled

training data. The training dataset used for activity classification is not attack-specific (the

required data may be collected using one's own mobile device 16 while traveling through

unknown paths). This mechanism consists of three steps as illustrated by Figure 7 : (a) feature

extraction 40, (b) binary classification 42, and (c) decision making 44. Upon receiving a data

chunk, the feature extraction step 40 generates a feature vector. This vector is then sent to

four binary classifiers, each trained to only detect a single activity 42. Finally, the decision

making step 44 returns the user's activity based on the outputs of the binary classifiers.

[0093] (a) Feature extraction 40

[0094] A variety of features that may be extracted from sensory data 24 and be used to

classify various user activities. In the disclosed mechanism, several features extracted from

heading and air pressure data along with a few previously-proposed acceleration-related

features are used. Each feature vector includes: time-domain features (mean, median, and

standard deviation) and frequency-domain features (principal frequency and spectral energy)

extracted from each dimension of acceleration readings, time-domain features (mean,

median, and standard deviation, and range) from air pressure, and macro-level features

(number of turns and maximum rate of change in heading over 1-second windows) from

magnetometer readings.

[0095] (b) Binary classifiers 42

[0096] In order to implement binary classifiers, Linear Support Vector Machine (LSVM)

may be used. LSVM is one of the simplest, yet powerful, binary classification methods. The

basic concept behind an LSVM is to find a hyperplane that separates the ^-dimensional data

into two classes. When no prior knowledge about the dataset is available, LSVMs usually



demonstrate promising results and generalize well. They construct a decision boundary with

the largest possible distance to data points. The binary classifiers used in the disclosed

scheme are trained so that each classifier can only recognize a single activity.

[0097] (c) Final decision making 44

[0098] The final decision making step receives the classifiers' outputs, and returns an

output as follows: if only one classifier detects the activity, it returns the activity associated

with that classifier, otherwise, it returns a message stating that the activity is not recognized.

[0099] (ii) Method 2 : Specifically-tailored method

[0100] In addition to the machine-learning based method, a simple, yet accurate,

classification method may be developed. The simple tailored method classifies the user's

activities based on each activity's physical characteristics. Several data streams collected by

the mobile device are examined during different user activities. For each activity, a set of

characteristics that only pertains to that activity are extracted. Table 4 summarizes these

characteristics.

TABLE 4 : DISCRIMINATORY CHARACTERISTICS OF EACH ACTIVITY

[0101] (3) Location Estimation 34

[0102] In order to estimate the user's location, four estimators are implemented, referred

to as location estimators. Upon detection of the user's activities (acts[\) using the activity

classifier, for each activity, PinMe calls Estimator(...) that executes one of the four location

estimators to find the user's location. For each location estimator, Table 5 summarizes the

required non-sensory/sensory data 22/24 and auxiliary information 28 given to it and the



outputs provided by each estimator. The four location estimators are described in more detail

below.

TABLE 5 : REQUIRED NON-SENSORY/SENSORY DATA AND AUXILIARY

INFORMATION GIVEN TO EACH LOCATION ESTIMATOR AND OUTPUTS

PROVIDED BY EACH ESTIMATOR

[0103] (i) Estimator 1 : carTracker: Unlike conventional methods that use very noisy

accelerometer measurements, this estimator relies on the sensory data 24 collected by the

magnetometer and barometer (heading and air pressure) to provide a very accurate tracking

mechanism. It has three main steps as illustrated by Figure 8 :

[0104] Step 1: Map construction 46

[0105] Prior to tracking the user, PinMe constructs a labeled directed graph G using both

elevation and navigational maps of the city so that its vertices and edges represent the

intersections and roads between intersections, respectively. Labels of vertices are the

elevation of the intersections extracted from the navigational map and the angle between

roads connecting to that intersection.

[0106] Step 2: Pruning set of probable candidates 48

[0107] At each moment of time, the estimator has an array of trees (the set of probable

paths with different starting points, referred to as P) where each tree represents a sequence of

intersections on the navigational map. Prior to the initializing the location tracking, this array

contains all vertices of G, indicating that the first turn can be at any intersection. Upon the

detection of a turn (e.g., an almost 90-degree change in the heading data), the estimator

prunes and updates the set of trees as follows. For each probable path (each tree in set P), it

drops the path if all neighbors of its last vertex do not meet the following conditions: the



elevation or relative changes in the heading direction of all neighbors (represented as labels

of vertices in graph G) do not match their values extracted from sensory data 24.

[0108] Step 3: Updating the remaining candidates 50

[0109] At each turn, if a tree is not dropped from the set, the estimator adds all neighbors

(intersections) that meet the above-mentioned conditions to the tree. Eventually, it sorts paths

in P based on their error, defined as the weighted sum of absolute differences between the

extracted features from the sensory data 24 and their actual values reported in

navigational/elevation data, and returns the most probable path from the set (the path with the

lowest error).

[0110] Although the number of intersections of a city is large, experimental results

illustrate that the number of intersections that can be a part of a candidate path drops

extremely fast from thousands to only a few after the first few turns. As a result, the size of

set P is reduced quickly as the estimator removes many impossible candidates when they

become inconsistent with new data.

[0111] Although there is a well-known physics equation for estimating elevation (relative

to sea level) based on air pressure measurements alone, it does not provide an accurate

estimation of the elevation in practice since barometer measurements significantly depend on

weather conditions. To accurately estimate the elevation (H tlirn ) of a turn point, given the air

pressure measured at the point (P
i ra

), PinMe first extracts the air pressure ( station), elevation

station), temperature information (7), and humidity (indicated by a constant C) at city's

weather station, provided by its weather report, and then uses the following physics equation:

[0112] Ht r = Hstation + In (-^-)
io '

[0113] (ii) Estimator 2 : planeTracker:

[0114] PlaneTracker has two main steps as illustrated by Figure 9 .

[0115] Step 1: Feature extraction 52

[0116] This estimator first extracts three features from the raw data provided by the

mobile device 12: (a) flight time data (takeoff and landing times and flight duration), (b) TZ

and elevation of the departure airport, and (c) TZ and elevation of the destination airport. In

order to extract these features from the raw data, the estimator first recognizes different

aviation phases of the flight (pre-flight, takeoff, cruising, descending, landing, and taxiing to

the gate) by processing acceleration and elevation data collected by the mobile device during

the flight. Then, it calculates the flight duration as the time difference between the pre-flight

phase (i.e., when the plane leaves the gate at the departure airport) and taxiing phase (i.e.,



when the plane reaches the gate at the destination airport). Moreover, it stores the device's air

pressure and TZ in both the pre-flight and taxiing phases. Afterwards, it calculates the

elevations of both departure and destination airports, given the weather report (including the

air pressure reading at city's weather station and its elevation data). Then, it searches through

the airports' specifications database to find the flight routes, which have the following

characteristics: (a) the TZ of both destination and departure airports reported by the

smartphone matches the ones reported in the database, (b) the difference between elevation

measured from air pressure data and elevation extracted from the database is less than a small

threshold, e.g., Teievatlon = 5m, and (c) the difference between flight duration measured from

acceleration data and flight duration extracted from the database is less than a certain

threshold, e.g., Tduratlon = \h.

[0117] Step 2: Searching through the timetable 54

[0118] Given timetables of probable departure/destination airports, planeTracker returns

the routes for which both takeoff time and landing time almost match their corresponding

times provided by timetables, e.g., ATianding, Ttakeoff < \h, where ATianding/takeoff is the

difference between landing/takeoff times extracted from sensory data 24 and their expected

values in timetables.

[0119] (iii) Estimator 3 : trainTracker:

[0120] Acceleration data can reveal different transportation phases, e.g., when the train

leaves or approaches a station, and the combination of acceleration and heading data provides

an approximation of the train's heading. This estimator has two main steps as illustrated by

Figure 10.

[0121] Step 1: Extracting features 56

[0122] The estimator first extracts three features from the raw acceleration and heading

data: (a) travel intervals (an array 7), defined as the difference between the time the train

leaves a station and the time it reaches the next station, (b) departure time T depa tu e that

represents when the train left the first station, and (c) train's heading, i.e., an approximation

of the direction of the train's movement at the first station.

[0123] Step 2: Searching through the timetable 58

[0124] After extracting the above-mentioned features from the raw data, this estimator

searches the timetables of city's stations to find the most probable route. It first constructs

Ttram for all trains that already left or will leave the current city around the departure time

(within Tdeparture ~ h to Tdeparture + as follows: each Ttram is itself an array including travel



intervals for a single train. Then, for each T train in the list, it computes the difference between

travel intervals extracted from the sensory data (7) and 7V∞ , i.e., D

[i]|. If the difference between T d train is below a certain threshold (i.e., D < Imins x

length(T)), the route corresponding to train is added to the set of probable routes (P). Then,

the estimator prunes P by removing routes for which the difference between the trains'

heading extracted from the sensory data and the actual value of heading reported in trains'

heading database is above a certain threshold (e.g. 30 degrees). Finally, from the remaining

routes, it returns a single route corresponding to the lowest D in the set.

[0125] (iv) Estimator 4 : walkingUserTracker:

[0126] This estimator assumes that the user walks through the walking areas (roads or

sidewalks) of the navigational map. At least two different versions of the estimator may be

implemented. The first version searches through the whole map to find the user's trajectory.

However, to find the initial location of this activity, the second version only considers a small

area (300m x 300m) on the map around a given location (in real-world scenarios, this location

is determined by a previous activity). The second version has three steps (the second version

is similar but only considers a smaller set of nodes to find the initial point) as illustrated by

Figure 11.

[0127] Step 1: Map construction 60

[0128] Prior to the attack, walkingUserTracker constructs a graph G similar to the one

generated for Estimator 1: carTracker, with a slight difference: the graph also has a label on

each edge that represents the length of the corresponding road extracted from the navigational

map. Similar to carTracker, the estimator maintains an array of trees (the set of probable

paths with different starting points, referred to as P) where each tree represents a sequence of

intersections on the navigational map.

[0129] Step 2: Pruning the set of probable candidates 62

[0130] The estimator extracts the steps and their direction from the raw acceleration and

heading data and elevation of intersections from air pressure readings. Upon the detection of

a turn (e.g., an almost 90-degree change in the heading data), the estimator updates the set of

trees as follows. For each probable path, it drops the path if all neighbors of its last vertex do

not meet at least one of the following conditions: (a) all labels of edges that connect the last

vertex to it neighbors [ ]s) do not match the estimation of the travelled distance calculated

based on the number of steps (for example, all D[i]s are not within the range of 0.4m x #steps



to 1.2m x #steps), or (b) the elevation or relative changes in heading direction of neighbors do

not match their values extracted from sensory data.

[0131] Step 3: Updating the remaining candidates 64

[0132] At each turn, if a tree is not eliminated, the estimator extends it by adding all

neighbors (intersections) that meet the above conditions. This estimator sorts paths P based

on their error, defined as the weighted sum of absolute differences between the extracted

features from the sensory data and their actual values given by maps, and returns the path

with the lowest error.

[0133] Although this estimator uses an estimation of the distance walked by the user to

find the trajectory, it can also accurately estimate the user's step size upon the detection of a

unique path. It uses the information gathered in the last sidewalk/road (e.g., total number of

steps) along with information offered by the navigational map (e.g., the total length of the last

sidewalk/road) to adaptively estimate the user's step size. Upon the detection of a unique

trajectory, the estimation of the step size enables the estimator to accurately estimate the

user's location on the road.

[0134] Interdependence of activities

[0135] Four different independent estimators were developed for tracking the user during

four different activities. Although the user's activities may seem independent of each other at

first glance, there exists interdependence between them due to physical constraints imposed

by the world and the user's movement.

[0136] In particular, two observations are made. First, the users always walk between

other activities (driving, traveling on a train, and traveling on a plane), and therefore, certain

sequences of activities are not feasible. For example, the user cannot get on a plane as soon as

he stops driving. This helps the classifier to remove impossible cases.

[0137] Second, the final location of the user after performing each activity roughly

determines the initial location of the next activity. However, since the precision of the

estimated location determined by different estimators might differ from each other,

combining the results from different estimators to get an accurate trajectory is not usually

straightforward.

[0138] For example, consider the following scenario: a user takes a flight that lands at

airport A, then walks for a few hundred meters to reach the user's car, and eventually drives

home from the airport. In order to track the user, PinMe utilizes flightTracker,

walkingUserTracker, and carTracker, respectively. FlightTracker returns departure and

destination airports, whereas carTracker and walkingUserTracker return a trajectory with an



accuracy comparable to GPS. If PinMe relies on the assumption that the initial location for

each activity is accurately determined by the previous activity, then it fails to provide an

accurate estimation of the user's trajectory in the above-mentioned scenario since the location

returned by the first activity provides an inaccurate initial point for carTracker (the whole

airport area is marked as a single point with fixed GPS coordinates on navigational maps).

[0139] However, the interdependence between activities still provides valuable pieces of

information in this scenario. First,flightTr acker returns the destination airport from which the

current city can be identified even if the user has not connected to any WiFi network yet or is

using an anonymous communication service, e.g., Tor. Second, the final location of the user

after performing each activity can significantly bound the area of interest. This has been used

in the end-to-end evaluation, to be discussed below, where the walkingUser Tracker estimator

assumes that the user's initial location, when the user starts walking, is within a small area

around the finaUocation of the user estimated by carTracker.

[0140] Evaluation of an Exemplary Embodiment of the Present Invention

[0141] In this section, the data collection procedure is described according to an

embodiment of the present invention. Then, the accuracy of PinMe is examined using real-

world data.

[0142] (1) Data collection procedure

[0143] An embodiment of the disclosed location estimator was evaluated on three

smartphones 12 (Galaxy S4 i9500, iPhone 6, and iPhone 6S). Each device 12 is equipped

with an internal GPS device and several high-precision sensors 26 including, but not limited

to, a 3/6-axis accelerometer, magnetometer, and barometer. As mentioned earlier, PinMe

processes various types of sensory data 24 (air pressure, heading, and acceleration) and non-

sensory data 22 (the device's TZ, IP, and NS). In order to collect the required data using

Galaxy S4 i9500, an Android application was developed that continuously records the non-

sensory/sensory readings 22/24 of the device 12. Moreover, a sensor data logger application

was installed on both iPhone 6 and iPhone 6s, called Sensor-Log, which continuously records

the required nonsensory 22 and sensory data 24. For the data collection procedure, sensory

data 24 was collected at the sampling frequency of 5Hz. In addition to the above-mentioned

data, the applications installed on the smartphones 12 also collect GPS readings. GPS data

was only used to evaluate the accuracy of PinMe in estimating the user's location (PinMe

does not access GPS data).

[0144] Two datasets were constructed using real-world data. The first dataset includes

several data chunks, i.e., sequences of consecutive readings of non-sensory/sensory data



collected during one activity. The second dataset includes three non-sensory/sensory data

streams collected by the three under-experiment smartphones for a whole day. Each dataset is

briefly described below. During the collection of each data chunk, the smartphone's

orientation was almost fixed; however, the actual orientation of the smartphone was unknown

in all cases.

[0145] Dataset #1: This dataset consists of 405 data chunks collected during different

user activities where each data chunk contains consecutive readings of air pressure, heading,

acceleration, and the device's TZ, IP, and NS during each activity. Table 6 shows the number

of collected chunks for each activity.

TABLE 6 : NUMBER OF DATA CHUNKS IN DATASET # 1 FOR EACH ACTIVITY

[0146] Next, for each activity, how the real-world data was collected is briefly described.

[0147] (i) Driving: A user, carrying an iPhone 6, drove in three different cities. 271 data

chunks were collected, where each chunk contains the smartphone's data during one driving

period. Table 7 shows the cities in which the user drove, their populations, the state in which

each city is located, and the number of collected data chunks for each city. To provide a fair

evaluation, data chunks were collected from different areas of these cities (both dense and

sparse areas).

TABLE 7 : CITIES, THEIR POPULATIONS, STATE, AND NUMBER OF DRIVING

CHUNKS FOR EACH CITY



[0148] (ii) Traveling on a plane: Four data chunks were collected when the user traveled

on four different airplanes on four different flight routes: (i) from Philadelphia to Dallas, (ii)

from Dallas to New York, (iii) from College Station to Dallas, and (iv) from Dallas to

College Station. All four data chunks were collected using iPhone 6S.

[0149] (iii) Traveling on a train: 30 data chunks were collected using an iPhone 6s when

the user traveled on a train (10 chunks for Princeton Junction Station to New York, 10 chunks

for Baltimore Penn Station to New York, and 10 chunks for Washington D.C. Union Station

to New York).

[0150] (iv) Walking: 100 data chunks were collected when the user walked carrying an

iPhone 6 . These data chunks were gathered in Princeton.

[0151] Dataset #2: This dataset includes three data streams collected by three users while

going through their regular daily activities. Two users were located in Princeton, NJ and one

user was located in Baltimore, MD. In order to construct this dataset, the users were asked to

choose and carry one of the three under-experiment smartphones (Galaxy S4 i9500, iPhone 6,

and iPhone 6S).

[0152] (2) Accuracy evaluation

[0153] First, the accuracy of the two main steps of PinMe (activity classification and

location estimation) was evaluated using Dataset #1. Then, Dataset #2 was used to provide an

end-to-end evaluation.

[0154] (i) Step-by-step evaluation

[0155] The two activity classification methods discussed above were evaluated using

Dataset #1. In the machine-learning based approach, 50% of the collected data chunks were

used for training the binary classifiers, and the accuracy of the scheme was tested using data

not used in the training phase. In the other approach, all data chunks were used to test the

accuracy of the specifically -tailored method. Both methods provided a classification accuracy

of 100%, where classification accuracy is defined as the ratio of correctly recognized

activities to the total number of activities processed by the activity classifier. High

classification accuracy was expected since each of the supported activities (driving, traveling

on a plane, traveling on train, and walking) has unique physical characteristics that

differentiate it from other activities.

[0156] Next, the accuracy of the four location estimators was examined to determine how

accurately they can estimate the user's location.

[0157] Estimator 1 : carTracker: In order to evaluate the accuracy of carTracker,271 data

chunks from Dataset # 1 were used, which were collected in three different cities shown in



Table 7 . Next, it was determined how accurately this estimator can locate the user when it

returns the most probable driving path from the set of probable driving paths and how the size

of the set changes with respect to the length of the driving path. Figure 12 shows the average

approximation error with respect to the length of the driving path, i.e., the number of routes

the driver traverses in one driving period that is equal to the number of turns plus one. The

approximation error is defined as the distance between the actual location (as provided by

GPS sensor) and the estimated location (as estimated by PinMe) of the user, divided by the

total traveled distance (computed by processing GPS readings). In the experiment, the length

of the driving path varies between 5 and 18. As can be seen from Figure 12, as the length of

the driving path increases, the approximation error of the estimator typically decreases.

[0158] How the number of possible driving paths decreases when the length of the

driving path increases was examined. Figure 13 illustrates the number of possible driving

paths with respect to the length of the driving path. As can be seen, the number of possible

driving paths drops rapidly as the length of the driving path increases. To sum up, as the

length of the driving path increases, PinMe collects more information about the user's

environment, and as a result, it is more likely to find a unique driving path on the map.

[0159] Estimator 2 : planeTracker: The accuracy of planeTracker in finding departure and

destination airports was examined using Dataset #1. As shown in Table 6, four data chunks

were collected while traveling on a plane. Despite the existence of potential differences

between the approximated values of takeoff time, landing time, and elevation, and their

expected values reported in airports' specification database and flight timetables,

planeTracker was able to accurately and uniquely return both departure and destination

airports for all four flight routes.

[0160] For each of the four data chunks, it was examined how much the approximated

takeoff time, landing time, and elevation readings extracted by processing the smartphone's

sensory data differ from their expected values calculated by processing publicly-available

auxiliary data (airports' specification database and flight timetables). It was noticed that: (i)

the average difference between estimated elevation reported by the smartphone and the

elevation extracted from airports' specification database was 2.3 m, (ii) the average difference

between the estimated flight duration and the actual flight duration was 4% of the actual

duration, (iii) the difference between approximated takeoff time and the takeoff time reported

in the flight timetable (flight delay) was 17 minutes.

[0161] In addition to the above-mentioned analyses, the discriminatory power of the

features extracted by planeTracker (flight duration, TZs, and elevations of both destination



and departure airports) was also examined using Monte Carlo simulation methodology. Two

scenarios were considered: (i) similar to above-mentioned real-world cases, both departure

and destination airports are unknown and planeTracker returns the flight route (departure and

destination airports), and (ii) the departure airport is known from a previous activity, e.g.,

driving to the airport, and the destination airport is only needed to be identified. For each

scenario, 500 random flight routes were generated assuming that (i) for each route, the

difference between the estimated flight duration and actual flight duration varies between 0%

and 10% of the actual duration, and (ii) the difference between the estimated elevation

reported by the smartphone and the elevation extracted from airports' specification database

varies between 0 m and 5 m . planeTracker was slightly modified so that it returns the three

most probable flight routes using the extracted features (without even using flight timetables).

After finding a set of probable flight routes, it sorts the routes based on their error, defined as

the weighted sum of absolute differences between the features (elevation and flight duration)

calculated from sensory data and their expected values extracted from airports' specifications

database.

[0162] Figure 14 demonstrates how accurately planeTracker is able to find the actual

flight route without knowing the departure airport, where accuracy is defined as the number

of cases in which the actual flight route was among the three returned flight candidates

divided by the total number of trials (500). Similarly, Figure 15 shows how accurately

planeTracker can find the destination airport, given the departure airport. Despite the

presence of potential differences between the approximated duration and elevation and their

expected values, in the majority of cases, planeTracker was able to find a set of three

routes/destination airports that includes the actual flight route/destination airport, as

illustrated in Figures 14 and 15, respectively.

[0163] Estimator 3 : trainTracker: As mentioned earlier, trainTracker returns both

departure and destination stations. The accuracy of the tracking mechanism in finding actual

traveling routes was examined using the 30 data chunks collected by the smartphone (10

chunks for Princeton Junction Station to New York, 10 chunks for Baltimore Perm Station to

New York, and 10 chunks for Washington D.C. Union Station to New York). The

experimental results demonstrated that trainTracker was able to accurately identify the user's

travel route in all trials.

[0164] Estimator 4 : walkingUserTracker: As mentioned earlier, two different versions of

walkingUserTracker have been implemented: one that searches the whole map, and the other

one that assumes the initial location is within a small area (300m x 300m) around the final



location of the last activity. Figure 16 shows how the number of possible walking paths will

change with respect to the number of walking steps for the first version of the estimator.

Based on the empirical results, although the possible number of candidates is reduced

quickly, the possibility of each of them at each moment of time is similar to the others (i.e.,

when the number of steps is small, uniquely distinguishing the actual path is not feasible). As

shown in Figure 16, in order to return a unique accurate path, the first version of the estimator

requires a long stream of sensory data (i.e., the user should walk over 2500 steps). It was

observed that, in real-world scenarios, usually when walk shorter distances were walked

(including only a few different roads), they were preceded by other activities (commonly

driving). Thus, to accurately track the user in real-world scenarios during multiple activities,

it is suggested to use the second version of the estimator that utilizes the data provided by the

previous activity.

[0165] It was examined how accurately the second version of walkingUserTracker

estimates the user's location. Figure 17 shows the approximation error for all walking trials

with respect to the number of steps, where approximation error is defined as the distance

between the user's actual location (as provided by GPS sensor) and the user's estimated

location (as estimated by PinMe), divided by the total walking distance. As shown in the

Figure 17, the approximation error was less than 2 .5% for all data chunks.

[0166] (ii) End-to-end evaluation

[0167] In order to provide an end-to-end evaluation, the accuracy of PinMe was

evaluated using Dataset #2. As discussed earlier, two different versions of

walkingUserTracker were implemented. For this evaluation, the second version was used,

which assumes that the user is within a small area around their vehicle after they leave the

vehicle. Figure 18 demonstrates the actual trajectories of the users' movements (as provided

by GPS sensor) along with the estimated trajectories (as provided by PinMe). As illustrated in

Figure 18, for all three data streams, which were collected by three different users while

carrying three different smartphones, the actual trajectories of the users' movements were

very similar to the estimated ones provided by PinMe. However, four mismatch areas were

observed (bounded by dashed line boxes in Figure 18). In the first and last areas (Ml and

M4), the starting point of the actual driving path was slightly different from the point

discovered by PinMe due to the similarities between two nearby intersections marked on the

map. In two other mismatch areas, PinMe more accurately located the user than GPS. The

GPS trajectory shows that the user's vehicle was off the road (M2). Furthermore, it indicates

that the user was off the sidewalk when he was walking (M3). In these two cases, we checked



the validity of PinMe's trajectories with the users, and they confirmed that the results

provided by PinMe show the actual trajectory in 2 and 3.

[0168] Based on the experimental results, the location estimation accuracy of carTracker

was independent of the user's smartphone and vehicle. This was expected for two reasons.

First, PinMe utilizes sensory data, which do not correlate with the smartphone model (air

pressure, heading, and acceleration), as opposed to conventional methods that use power

consumption, which highly correlates with the smartphone model. Second, as described

earlier, carTracker mainly relies on air pressure and heading to track the vehicle when the

user is driving - this data is not correlated with the vehicle model, as opposed to acceleration

data that is correlated with the vehicle model due to the existence of vibrations caused by the

engine of the running vehicle.

[0169] Countermeasures

[0170] This section briefly describes several countermeasures (along with their

shortcomings) for mitigating the risks of unwanted location tracking.

[0171] (1) Adaptive sampling rate

[0172] Limiting the sampling rate of sensors can potentially limit the amount of

information leaked by a mobile device. In order to briefly discuss how the accuracy of PinMe

might be negatively impacted if the sampling rate decreases, carTracker was examined using

sensory data collected at different sampling rates. Figure 19 shows how the average

approximation error of carTracker changes with respect to the sampling rate. As the sampling

rate is decreased, the approximation error only slightly increases for this estimator (even

when the sampling rate is around 0. lHz). However, based on the empirical results, the

accuracy of carTracker suddenly drops when the sampling rate becomes very low (i.e., below

0 .02Hz) since the estimator cannot detect the intersection (when the car turns) anymore.

Many benign applications (for example, fitness tracker and fall detection) require a sampling

frequency larger than 0. lHz, and thus decreasing the sampling rate of sensors below 0 . lHz, to

prevent location tracking, would reduce the efficiency, efficacy, and utility of trusted

applications as well.

[0173] Utilizing context-aware sampling mechanisms, which can adaptively control

sensor sampling rates, may be an alternative approach to maximizing utility and minimizing

information leakage. For example, consider a mechanism that changes the maximum

allowable sampling rate of the sensors based on user's current activity. Such a mechanism

can allow a fitness tracking application to obtain very frequent samples from the



accelerometer when the user is running and only allow infrequent sampling when the user is

driving.

[0174] (2) Risk-evaluation mechanism

[0175] Generally, a risk-evaluation mechanism aims to share a mobile device's data in

such a way that certain kinds of inferences cannot be drawn. It examines if a set of

sensory/nonsensory data collected by an application can leak sensitive information about the

user, and blocks an application upon the detection of a potential information leakage. A few

recent research efforts have been geared towards risk-evaluation mechanisms that can be

implemented on a mobile device to ensure user privacy. For instance, one proposal is referred

to as ipShield, a framework to control the sensory data that are accessible by various

applications installed on a smartphone. This risk-evaluation mechanism continuously

examines what inferences can be made from the shared sensory/non-sensory information.

[0176] Another proposal is a defense against runtime-information-gathering attacks in

which a malicious app runs side-by-side with a target application (a victim) and performs

runtime information gathering (RIG). It is suggested to temporarily stop the applications that

are potentially able to collect data from a sensitive application or kill applications that may be

collecting side-channel information in the background while the foreground application

performs sensitive tasks. Two suspicious activities that can reveal maliciousness of an

application are discussed: (1) a high sampling rate needed for continuous monitoring, (2) the

presence of a correlation between an application's activity and the activity of a sensitive

application. The location estimators disclosed herein need a much lower sampling frequency

(for example, as shown earlier, 0 . lHz led to accurate results for carTracker) than the

frequency used in many previous location trackers. Therefore, sampling rate cannot be solely

used to reveal the malicious activity of PinMe. Furthermore, PinMe does not require any data

from other applications since it directly collects permission-free data, therefore, there is no

correlation between its activity and other applications' activities. Finally, this defense relies

on monitoring application-specific files, which are no longer accessible in Android M . Thus,

this approach does not address PinMe.

[0177] (3) Sensor data manipulation

[0178] Sensor data manipulation enables the user to manipulate or add noise to the

content of collected sensory data when the user is apprehensive about sensor data abuse in

certain sensing applications. Typical data manipulation approaches include rounding the

values in the sensory data to approximate values, replacing particular sensor readings by

previously-recorded readings, and adding random noise to the sensory data. However, as



mentioned earlier, unlike many previous location trackers, PinMe relies on several macro-

level features extracted from sensory data. As a result, it is robust against several potential

sources of noise. For example, for planeTracker, it only extracts the aviation phases of the

plane from noisy acceleration readings (as opposed to the actual displacement) from which it

estimates the flight duration. As shown earlier, planeTracker was able to find a set of three

routes (airports) that includes the actual flight route (destination airport), with a high level of

accuracy, even when the approximated duration and elevation are assumed to be inaccurate

due to the presence of noise (up to 10% for flight duration and 5m for elevation).

[0179] Adding significant noise to sensory readings or replacing data with previously-

recorded data may significantly reduce the utility of trusted applications relying on such

sensory data.

[0180] (4) Turn-off switch

[0181] A hardware turn-off switch that lets the user quickly and easily turn off all sensors

or a sensor-free mode implemented in the operating system in which no application can

obtain sensory information enables the user to easily stop information leakage when the user

suspects that there might be privacy risks. For example, the user can turn off all sensors when

driving to ensure that no application can track the user.

[0182] Potential limitations

[0183] Four potential limitations of PinMe are briefly discussed.

[0184] PinMe uses the history of smartphone IP addresses to infer the last city in which

the user was connected to a WiFi network. In fact, it assumes that the user is directly

connected to the Internet. Thus, if the user utilizes an anonymous communication service,

e.g., Tor [53], PinMe may fail to locate the user. However, as mentioned earlier, the

interdependence between activities can be used to resolve this limitation.

[0185] Moreover, PinMe relies significantly on the variability of elevations and route

directions. Therefore, PinMe might be unable to estimate the user's location if the user only

moves in grid routes, e.g., some parts of Manhattan, NY, in which the roads are almost flat

and parallel to each other. Furthermore, since PinMe relies on publicly-available datasets, the

existence of erroneous data in auxiliary datasets given to PinMe may reduce the location

estimation accuracy. For example, OSM navigational maps do not typically include very

recent constructions/detours. Therefore, if the user travels through a new road that has not

been added to the map, PinMe may fail to track the user.



[0186] Despite the above-mentioned limitations, PinMe presents a significant advance in

state-of-the-art mobile device-based user location, since it enables location with minimal

requirements and offers high location estimation accuracy.

[0187] PinMe as an alternative to GPS

[0188] PinMe can offer a more secure navigation mechanism for autonomous vehicles

than traditional GPS systems.

[0189] With the widespread use of GPS receivers in modern vehicles, ranging from

yachts to autonomous cars, the security of GPS has garnered ever-increasing attention in

recent years. GPS receivers compare timestamped signals from a constellation of satellites,

inferring their position through computations on the lightspeed lag from each signal. Several

research studies have demonstrated the feasibility of faking the satellite signals needed for

positioning and mentioned that security attacks against the GPS signals used in autonomous

vehicles may lead to disastrous consequences.

[0190] Unfortunately, protecting GPS signals against spoofing is difficult for three

reasons. First, the computational load associated with cryptographic signatures on the signal

is high. Second, it is impossible to use a challenge-response protocol since the

communication channel between the satellites and GPS receiver is unidirectional, i.e., the

receiver cannot transmit data to the satellites. Third, the implementation of new

algorithms/mechanisms, which need modifications to the GPS infrastructure, is difficult and

costly. Comparable to GPS, PinMe was able to accurately locate the user of a mobile device

during different activities. A slightly modified version of PinMe may be implemented on

autonomous vehicles, e.g., driverless cars, as a stand-alone in-vehicle positioning system. For

example, air pressure and heading sensors can be added to driverless vehicles, enabling

sensory data to be processed by on-vehicle processing units. Odometer readings are easily

accessible to in-vehicle processing units and may be used to further improve the accuracy of

PinMe. Since PinMe does not collect sensory data from any remote sources, it is resilient

against remote attacks, assuming that navigational/elevation maps provided are accurate.

[0191] As such, disclosed herein is a location tracker where no prior knowledge of the

area of interest is required, an attack-specific training dataset is not required, and data is not

collected at a high sampling rate. Evaluation of the proposed user-location mechanism

demonstrated that it is feasible to gain sensitive information about the user's location without

accessing location services, e.g., GPS.

[0192] It is understood that the above-described embodiments are only illustrative of the

application of the principles of the present invention. The present invention may be embodied



in other specific forms without departing from its spirit or essential characteristics. All

changes that come within the meaning and range of equivalency of the claims are to be

embraced within their scope. Thus, while the present invention has been fully described

above with particularity and detail in connection with what is presently deemed to be the

most practical and preferred embodiment of the invention, it will be apparent to those of

ordinary skill in the art that numerous modifications may be made without departing from the

principles and concepts of the invention as set forth in the claims.



CLAIMS

What is claimed is:

1. A method for locating the user of a mobile device without accessing global

positioning system (GPS) data comprising:

determining the last location that the user was connected to a wireless

network;

compiling publicly-available auxiliary information related to the last location;

classifying an activity of the user to driving, traveling on a plane, traveling on

a train, or walking; and

estimating the location of the user based on sensory and non-sensory data of

the mobile device particular to the activity classification of the user.

2 . The method of claim 1, wherein non-sensory data comprises a time zone, internet

protocol (IP) address, and network status.

3 . The method of claim 1, wherein sensory data comprises air pressure, heading, and

acceleration.

4 . The method of claim 1, wherein auxiliary information comprises public maps,

transportation time tables, airport databases, weather reports, and train heading

datasets.

5 . The method of claim 1, wherein the user can be located when traveling on a plane,

walking, traveling on a train, or driving.

6 . The method of claim 1, wherein classifying the activity of the user is based on

machine learning or physical characteristics of each activity.

7 . The method of claim 1, wherein the method is implemented as a vehicle positioning

system in an autonomous vehicle.

8 . A system for locating the user of a mobile device without accessing global positioning

system (GPS) data comprising a processor programmed to:



determine the last location that the user was connected to a wireless network;

compile publicly-available auxiliary information related to the last location;

classify an activity of the user to driving, traveling on a plane, traveling on a

train, or walking; and

estimate the location of the user based on sensory and non-sensory data of the

mobile device particular to the activity classification of the user.

9 . The system of claim 8, wherein non-sensory data comprises a time zone, internet

protocol (IP) address, and network status.

10. The system of claim 8, wherein sensory data comprises air pressure, heading, and

acceleration.

11. The system of claim 8, wherein auxiliary information comprises public maps,

transportation time tables, airport databases, weather reports, and train heading

datasets.

12. The system of claim 8, wherein the user can be located when traveling on a plane,

walking, traveling on a train, or driving.

13. The system of claim 8, wherein classifying the activity of the user is based on

machine learning or physical characteristics of each activity.

14. The system of claim 8, wherein the system is implemented as a vehicle positioning

system in an autonomous vehicle.

15. A non-transitory computer-readable medium having stored thereon a computer

program for execution by a processor configured to perform a method for locating the

user of a mobile device without accessing global positioning system (GPS) data, the

method comprising:

determining the last location that the user was connected to a wireless

network;

compiling publicly-available auxiliary information related to the last location;



classifying an activity of the user to driving, traveling on a plane, traveling on

a train, or walking; and

estimating the location of the user based on sensory and non-sensory data of

the mobile device particular to the activity classification of the user.

16. The computer-readable medium of claim 15, wherein non-sensory data comprises a

time zone, internet protocol (IP) address, and network status.

17. The computer-readable medium of claim 15, wherein sensory data comprises air

pressure, heading, and acceleration.

18 . The computer-readable medium of claim 15, wherein auxiliary information comprises

public maps, transportation time tables, airport databases, weather reports, and train

heading datasets.

19. The computer-readable medium of claim 15, wherein the user can be located when

traveling on a plane, walking, traveling on a train, or driving.

20. The computer-readable medium of claim 15, wherein classifying the activity of the

user is based on machine learning or physical characteristics of each activity.

2 1. The computer-readable medium of claim 15, wherein the method is implemented as a

vehicle positioning system in an autonomous vehicle.
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