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IMPROVED DIGITAL SIGNATURE
ABSTRACT
The invention relates to the generation of digital signatures by the use of which the legally binding
nature of a digital signature is enhanced. For this, an expanded digital signature is created which, 1n

addition to the hash, contains other information, in particular information identifying the hardware

and software environment used in generating the signature.
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IMPROVED DIGITAL SIGNATURE

The invention relates to digital signatures, methods for generating digital signatures and signature

devices to execute the methods.

BACKGROUND OF THE INVENTION

Digital signatures can be seen as the counterpart to handwritten signatures. The digital signature
appended by a sender to an electronic document can be used to establish the sender’s 1dentity and
the authenticity of the transmitted document. The legally binding nature of the digital signature 1s

a key topic for public administration, for companies and, increasingly, for private individuals.

The principle of the digital signature is known. It is based on an asymmetric method in which each
user is assigned two different keys: a private key and a public key. The public key is generally
accessible. The prerequisite is that each pair of keys is unique. With the private key, which is usually
on a chipcard, the digital signature is generated by the sender. The recipient of a document signed
with a digital signature can separate the signature from the document using an appropriate software
program and decode the hash with the aid of the sender’s public key, thereby veritying the
authenticity of the document and the identity of the sender. This method can be used between natural

persons and between hardware devices.

Methods of generating digital signatures are known. For example, signature devices are used which
apply cryptographic methods such as the familiar RSA (Rivest-Shamir-Adleman cryptographic
algorithm) public key methed. In this, a document extract value (hash) generated by a hashing
method such as MDS5 (Message Digest #5) or SHA-1 (Secure Hashing Algorithm) is signed with the
private key of the sender (encrypted) and appended to the document as a digital signature prior to

dispatch.

[n cryptographic methods it is necessary that the length of the digital signature matches the length
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of the key used, e.g. 512, 758 or 1024 bits. Since the size of the hash is only around 20 bytes, the
unused area of the signature is filled out with filler characters (pads). Consequently, in a digital

signature, tor example, 108 bytes of these pads are stored and transported uselessly when a 1024-bit

RSA key and the SHA-1 hashing algorithm are used.

In the known methods there is no unique allocation of the digital signature to a specific signature
device. Thus 1t would be possible, for example, with the aid of a fake or stolen key and a signature
device, to append a fake signature to a document. The legitimate owner of the key used has little or

no chance of proving that such an unauthorized signature was indeed made without his or her

knowledge.

[t would also be possible that a manipulated or stolen signature device of the key holder may be
used, together with a third-party program (virus), to sign documents without the knowledge of the
key holder. This may also occur with rnio intervention from outside, for example as a result of faulty
software or interfaces. Here, too, the key holder has little chance of proving the illegitimacy of the

signatures generated.

[t is therefore the object of the present invention to deliver a digital signature by the use of which

the legally binding nature of a digital signature 1s enhanced.

SUMMARY OF THE INVENTION
The object of the invention is fulfilled by the independent claims. In accordance with the present
invention, an expanded digital signature is created. The expanded digital signature contains other
information in addition to the hash, in particular information identifying the hardware and software
environment used in generating the signature. Through the expanded digital signature, the legally

binding nature and thus also the recognition of the digital signature is substantially enhanced.

DE9-1999-0005 2
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BRIEF DESCRIPTION OF THE DRAWINGS
The invention i1s described in more detail in the following description based on preferred
embodiments and illustrated by way of example and not limitation in the Figures of the

accompanying drawings in which like references indicate similar or corresponding elements, and in

which:

Fig. 1 shows a schematic representation of the use of a chipcard to generate a digital signature;

Fig. 2 shows a schematic representation of a chipcard used to generate a digital signature in

accordance with an embodiment of the invention;

Fig. 3 shows a flowchart for the method of releasing a signature key for use;
Fig. 4 shows a representation of a form for input of a signature password;
Fig. 5 shows a flowchart for the method of generating an expanded digital signature based on

the present invention;

Fig. 6 shows a schematic representation of a digital signature based on the state ot the art;
Fig. 7 shows a schematic representation of an expanded digital signature based on the present
Invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
In the preferred embodiment of the invention the signature device is software on a chipcard. A
chipcard 101 of this kind is shown in Fig. 1. The invention is not restricted to chipcards, however.
Other signature devices, such as crypto-adaptors, can be used. The chipcard is used here to sign a

document created on a personal computer (PC) 102 for example. On the chipcard there 1s a chipcard

DE9-1999-0005 3

e oAy A I B TR | SN N . M U o S P A el Rt Foe B b A R S o - L e D LR R



10

15

20

25

CA 02290170 1999-11-22

program 106 which primarily serves to sign - that is to say, to encrypt - input data with the aid of a
private key. The chipcard 101 is issued with a non-changeable and unique serial number 103. The
originality of the serial number 103 can be verified by means of cryptographic keys stored on the

chipcard, for example by the "external/internal authentication” method commonly used on chipcards.

A PC-based user program 104, such as Microsoft Outlook® or Netscape Navigator® e-mail
products, 1s used to send the document. As shown in Fig. 1, a special signature program 1035 running
on the PC 102 serves as the interface between the chipcard 101 with the chipcard program for the

signing process 106 and the PC user program 104.

Referring to Fig. 2, before the chipcard 101 can be used for signing, a signature key 202, for example
from a certification body, is transferred via the PC 102 onto the chipcard 101. In this, 1t is assumed
that the holder of the signature key 202 is at the same time the owner of the chipcard 101. The
signature key 202 can be transferred by means of the signature program 105 for example. The
signature key 202 is stored by means of the chipcard program 106 on the chipcard 101 as a
component element of a certificate 201, This is effected by creating a key object, tor example by
means of a "create object” command in the chipcard program 106. Further components of the
certificate 201 are, for example, a name for the certificate and a designation for the encryption

process employed.

Through the use of existing chipcard operating systems, for example the one described inISO 7816-
4, key objects - that is, including signature keys - can be stored securely on a chipcard. The signature
key 202 stored in the memory of the chipcard, for example a private key of the RSA method, 1s

protected within the chipcard operating system for example by the access conditions "Read=Never",

"Update=CHV 1", "Use=SignPW" (CHV1 = Card Holder Verification #1).

To further increase security, when the key object is created the signature key 202 is stored together

with a "secure sign" attribute 203, which after creation of the signature key 202 can no longer be
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changed. The "secure sign" attribute 203 distinguishes specific signature keys from other key objects

such as are used for other types of encryption of data for example. No other cryptographic methods

on the chipcard 101 can use this special signature key 202.

When each key object 1s created with the "secure sign" attribute 203, another attribute is generated
which 1s logically linked to the signature key 202. A signature key with expanded attributes is
created. This attribute 1s a signature counter 204. Thus each signature key 202 is assigned its own

signature counter 204.

The signature counter 204 1s a simple digital counter. In order to protect against manipulation, it is
accommodated 1n the non-volatile memory on the chipcard 101. In the present example the signature
counter 204 1s 4 bytes big (32 bits integer). When the signature counter 204 is generated it 1s

assigned the 1nitial value "zero".

The size of the signature counter 204 is chosen such that, over a normal service life of the chipcard
101, the counter does not overtlow through repeated use. After an overflow (value of all bits equal
to "zero") use of the signature key 202 is internally disabled, in order to prevent abuse resulting from
an intentionally provoked overtlow. The signature counter 204 can be read as an attribute of the
signature key 202 by the chipcard 101, but cannot be changed from outside. This can be sateguarded,

for example, by the chipcard operating system with the access condition "Read=Never".

In the preferred embodiment of the invention, security in creating a digital signature is increased
further by provision of a unique confirmation of each digital signature by the holder of the signature
key 202 every time a document is signed. This can be effected by input of an identifying
characteristic, such as a password or a PIN (Personal Identification Number) for example, or by a
biometric method such as scanning of a fingerprint. If the identifying characteristic 1s a password,
for example, when each key object is created with the "secure sign" attribute, in addition to the

signature counter 204 a further attribute, a signature password 2035, 1s generated, which 1s 1n turn also
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logically linked to the signature key 202. Thus each signature key 202 is also assigned its own

signature password 205. When generated, the signature password 2035 is assigned an initial value,

for example with the digits "123456".

Through the use of the signature password 205 unintentional signing of documents is prevented. The
signature password 205 for use of the signature key 202 exists in addition to a password for use of

the chipcard 101. This complies with a legal requirement in Germany that the password should be

scanned for each signature being executed.

In the preferred embodiment of the invention, prior to generating the first signature with the
signature key 202 the initial value of the signature password 205 must be changed to a customized
value. This serves to increase security. When the chipcard 101 is issued, signing is only possible
when this change has been made. Fig. 3 shows the process sequence for initial release of the
signature key 202. On conclusion of this procedure the signature key 202 is released for digital

signing.

In step 301 of Fig. 3, the method is started by the chipcard signing program 106. Then, in step 302,
the chipcard program checks whether the signature key 202 is disabled, such as due to an overtlow
of the signature counter 204 or a defective item of hardware. If so, the chipcard program 106 in step

303 delivers an error message to the user of the chipcard 101 and automatically terminates.

If several signature keys 202 are stored on the chipcard 101, the user of the chipcard 101 can be

enabled prior to step 302, for example by the chipcard program 106, to define which signature key
202 1s to be used.

Ifthe signature key 202 is not disabled, the user of the chipcard 101 is prompted, in step 304, to enter
the signature password 305. The entered signature password 205 is compared against the valid stored

signature password in step 305.

DE9-1999-0005 6
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If the compared signature passwords are not identical, in step 306 a misoperation counter is
increased by the value "one". The misoperation counter monitors the password status and is

implemented on the chipcard 101. The password status may be defined by the states "unchanged",
"changed" and "disabled", for example. Use of the signature key 202 is disabled if the number of

failed attempts exceeds a predefined number (password status "disabled").

Then, 1n step 307, a check 1s made as to whether the predefined limit of the misoperation counter has
been reached. If 1t has not, the chipcard program 106 in step 308 delivers an error message and
terminates automatically. If the limit value has been reached, the chipcard program 106 disables the

signature key 202 1n step 309 and, 1n step 310, terminates automatically with an error message.

[f the signature passwords compared in step 305 are 1dentical, in step 311 the chipcard program 106
prompts the user of the chipcard 101 to enter a new, customized password 205. The entered new

signature password 205 1s stored on the chipcard 101 and logically linked to the relevant signature

key 202.

Then, in step 312, a check is made as to whether the signature counter 204 of the signature key 202
has the initial value "zero". If it does not, the procedure is aborted in step 313 and an error in the
chipcard 101 or abuse of the signature key 202 is the likely cause. If the value of the signature
counter 204 is "zero", in step 314 the signature counter 204 is increased to the value "one" and the

procedure 1s terminated by step 315.

In a preferred embodiment of the invention as shown in Fig. 4, the value of the signature counter 204
and the password status may be displayed to the user of the chipcard 101 before and/or during the
password change operation. If the signature counter 204 is not set to the value "zero" when the
chipcard 101 is issued to the user, and if the password status is not at the original status "unchanged",
this indicates that a digital signature not authorized by the holder of the chipcard 101 was generated

before the chipcard was i1ssued.
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When the signature password 205 has been changed for the first time, a document can be signed.

Fig. 5 shows the sequence of the signature process using an expanded signature key 202. The first
part of this procedure comprises steps 501 to 510, which are the same as steps 301 to 310 in Fig. 3

for initial release of the signature key 202 and are not reproduced again in detail in Fig. 5.

[f the signature passwords compared in step 505 (corresponding to step 305 in Fig. 3) are identical,
in step 520 a check is made as to whether the signature counter 204 of the signature key 202 has the
initial value "zero". If 1t does, the signing procedure is aborted in step 521 with an error message,
as, based on step 314 from Fig. 3, to create a signature the value of the signature counter must not

correspond to the initial value.

Then, 1t the value of the signature counter 1s not "zero", in step 522 the chipcard program 106
requests information from outside the chipcard. This external information 1s preferentially a date and
time, for example in the format "DDDDYYY YHHMMSS", which can be read from an item of PC
hardware or PC software program for example. A further item of external information may be the
identification number of the document to be signed, which could be read from the PC software
program with which the document in question was created. The 1dentification number and/or the

license number of the signature program 105 used could also be applied as additional information.

Then, in step 523, the chipcard program 106 reads the internal information from the chipcard 101 -
that s, the value of the signature counter 204 of the relevant signature key 202 and the serial number
103 of the chipcard 101 from the memory of the chipcard 101. A further item of information which
may be used for an expanded signature is an indication of which cryptographic method, for example
RSA, is used to create the signature. This information was stored in the certificate 201 beforehand
on creation of the signature key 202. A further item of information may be an identifying
characteristic of the chipcard signing program 106 used, for example the license number or serial

number of the program.

DE9-1999-0005 3
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[n step 524 the external and internal information together with the hash are merged on the chipcard
101 to form a signature data set for creation of the expanded digital signature. The hash, generated
betorehand by the PC user program 104 in the PC 102, needs to be transmitted to the chipcard
program 106 tor this. The merger 1s effected by the chipcard program. In the process, the previously
unused memory space which had merely been filled out with pads is filled out in a defined sequence
by the additional external and internal information. Any remaining free capacity is then filled out
with pads, as previously. With a view to a possible usage of the expanded signature as standard,

binding definition of a standard sequence is necessary.

Fig. 6 shows a schematic representation of a conventional digital signature based on PKCS#1 (Public
Key Cryptographic Standard). In the left-hand section there is a signature identifier (type block). In
the right-hand section is the predefined data field in which the encrypted hash is stored. The hash
1s usually around 20 bytes big. The rest of the signature is filled out with 42, 74 or 106 bytes of pads,
depending on the length of the signature key 202 used.

As shown 1n Fig. 5, following on from step 524 the signature data set created in this way is then
encrypted by means of the signature key 202. An expanded digital signature is created. This
encryption takes place on the chipcard 101. The current value of the signature counter 204, the serial
number 103 of the chipcard 101 and the other additional items of information as part of the signature

data set are signed, together with the hash, with the signature key 202.

Fig. 7 shows an expanded digital signature of such a kind. In addition to the hash, it also shows the
value of the signature counter 204 and the serial number 103 of the chipcard 101, as well as
additional internal and external information inserted as signature data. The additional items of
information in this example are an identifier (ID) for the chipcard signing program 106, the date and
time, and an identifier for the signed document. The preferred size of the individual items of
information is given in bytes. The format of the resulting signature is compatible with that from the

previous existing method. The previously free capacity of pads is used for useful information, based

DE9-1999-0005 9

Ve N sl vt A i SO R A B I wa S L ALATI S St ANAIY | de TR LTI AR ot A L e h e A APpg s ceees e



10

15

20

235

CA 02290170 1999-11-22

on which the hardware and software environment used are unambiguously identified.

T'hrough the inclusion of additional information in the digital signature an expanded digital signature
1s delivered which provides indications of the hardware and software environment used in the
signing process. In this embodiment in particular, the two values, signature counter 204 and serial

number 103, originating from the chipcard 101 are incorruptible.

The sequence of the signatures effected with a specific chipcard 101 can thus be defined in a binding
manner by the sender. Also, the recipient of several documents with an expanded sender’s signature
has the possibility of ascertaining the order in which the documents were signed. This can be

beneficial, for example, where the time of signing a document is decisive.

Based on the present invention, the holder of the chipcard 101 can ascertain whether other
(unauthorized) signatures have been created with his or her chipcard 101 since the last (authorized)
creation of a digital signature with the chipcard 101. He or she can also determine the number of
such signatures. Thus 1f the signature counter 204 has increased by "n" since the last authorized use,
this indicates that a digital signature has been generated without the authorization of the holder of
the chipcard 101 since the last use of the relevant signature key 202. It may be helpful in determining
the value of the signature counter 204 to display this value to the user of the chipcard 101 during
signing. To ascertain the value of the signature counter 204 subsequently in the signature of a
previously transmitted document, the storage of all documents to which a digital signature has been

appended 1s beneficial.

It the chipcard 101 i1s lost and then found again, by checking the signature counter 204 and
comparing the counter value against the last authorized signature it is easy to ascertain whether the
signature key 202 has been abused. Accordingly, the digital signatures with the counter values "n+1"
to "m-1" - with "m" representing the current counter reading - were unauthorized. The documents

containing the unauthorized signature can be unambiguously 1dentified based on the reading of the

DE9-1999-0005 10
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signature counter 204 and rejected.

Unique allocation of a signature to a specific chipcard 101 is also ensured. The user of a chipcard

101 can thus ascertain whether a specific signature really was generated with his or her chipcard.

Since the structure of the digital signature is defined, on the recipient’s side it is easy to isolate and

evaluate the corresponding additional information. This could be effected by an adapted software

program on the recipient’s PC.

As shown 1n step 526 1n Fig. 5, the signature counter 204 of the signature key 202 used is increased
by the value "one" every time a digital signature 1s generated. This numbers the digital signatures

in the order in which they were created.

The expanded digital signature 1s transmitted to the signing program 1035 in step 527. Generation of

the expanded digital signature thus ends 1n step 528.

The digital signature generated in this way can now be appended to the document for transmission.
This may be effected by the expanded signature being passed by the signature program 105 to the

PC user program 104, where 1t 1s then linked to the document for transmission.

A further preferential embodiment of the invention, as also shown in Fig. 4 for example, 1s that
before and/or during signing. the value of the signature counter 204 and the password status are
displayed to the user of the chipcard 101. To further increase security and to provide closer
monitoring, the serial number 103 of the chipcard 101 may also be displayed during the signing
operation. This enables the user of the chipcard 101 to verify that the chipcard 1s in perfect

undisturbed order.

DE9-1999-0005 11

T 0 Ay v u e 20 AN W 10 A B . S g A e B - i e e e A b - . ate e . Pt N A md F e ekt teta ot " - SN s menng B DI B D S FRTTS TR A Y SFWATOOW SR R L E EEET R R T e A L = T T T NPT Y . . e



10

15

20

25

30

CA 02290170 2004-11-04

CLAIMS

The embodiments of the invention in which an exclusive property or privilege is claimed

are defined as follows:

1. A method of generating a digital signature in a signature device for the
signing of documents, with the following steps:

a) receiving input information to said signature device;

b) creating a signature data set comprising at least the input information and a

document extract value of the document for signing;

C) creating an expanded digital signature by encryption of the signature data
set with the aid of a signature key.

2. The method in accordance with claim 1, characterized in that step a)

comprises receiving a value of a signature counter.

3. The method in accordance with claim 2, characterized in that the signature

counter was created beforehand as an attribute of the signature key.

4. The method in accordance with any one of claims 1 to 3, characterized in

that step a) comprises receiving an identifying characteristic to identify the signature

device.

5. The method in accordance with any one of claims 1 to 4, characterized in
that step a) comprises receiving input information as to hardware and software

environment used in creating the digital signature.

6. The method in accordance with any one of claims 1 to 5, characterized in
that prior to step a) an identifying characteristic is entered to identify a holder of the

signature key.

GE9-1999-0005 12



CA 02290170 2004-11-04

7. The method in accordance with claim 6, characterized in that the

identifying characteristic to identify the holder of the signature key was created

beforehand as an attribute of the signature key.

5 8. The method in accordance with claim 6 or claim 7, characterized in that
prior to initial execution of step a) the identifying characteristic to identify the holder of

the signature key is changed.

0. A signature device, characterized in that it comprises a device to execute

10  the method in accordance with any one of claims 1 to 8.

10.  The signature device in accordance with claim 9, characterized in that 1t 1s
a chipcard.
15 11. A data structure for a digital signature, characterized in that the digital

signature contains additional information in addition to a document extract value of a

document for signing.

12. The data structure in accordance with claim 11, characterized 1n that the
20  digital signature comprises information which uniquely identifies the digital signature in

relation to every other digital signature generated with a same signature key.

13. The data structure in accordance with claim 11 or claim 12, characterized
in that the digital signature comprises information as to the signature device with which

25 the digital signature was executed.

14. The data structure in accordance with any one of claims 11 to 13,

characterized in that the digital signature comprises information on hardware and

software environment used in generating the signature.
30
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