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(57) Abstract: A cryptographic device (200) reduces risk of external analysis of power consumed by an encryption circuit (206) by
maintaining a substantially current draw on an external power input node (NI) during operation. An active shunt current regulator
(208) draws current to ground when not drawn by the encryption circuit (206). A low-pass filter (202) and a linear voltage regulator

o (204) smoothes power spikes and keeps power supply voltage constant at an input to the encryption circuit (206).
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APPARATUS AND METHODS TO HIDE POWER SIGNATURE IN
CRYPTOGRAPHIC CIRCUITS
[0001] This relates to apparatus and methods for improving security of

cryptographic devices against differential power analysis by hiding external power

signature.
BACKGROUND
[0002] Cryptography is the practice and study of techniques for secure

communication in the presence of unauthorized third parties. More generally,
cryptography is about constructing and analyzing protocols that avoid unauthorized
access by third parties and which are related to various aspects in information security
such as data confidentiality, data integrity and authentication. Applications of
cryptography include ATM cards, computers and personal digital assistants (PDAs).
[0003] Encryption is the process of converting ordinary information (often called
plain text) into unintelligible information (often called cipher text). Decryption is the
reverse; moving from the unintelligible cipher text back to plain text. A cipher involves a
pair of algorithms that create both the encryption and the reversing decryption. The
detailed operation of a cipher is controlled both by the algorithms and in each instance by
a key. A key is a non-public parameter (ideally known only to the communicants) for a
specific message exchange context. Symmetric-key cryptography refers to encryption
methods in which both the sender and receiver share the same key. Cryptanalysis is the
study of methods for obtaining the meaning of encrypted information without having
access to the key normally required to do so (i.e., the study of how to crack encryption
algorithms or their implementations).

[0004] The advanced encryption standard (AES), adopted by the US government,
is one of the most popular algorithms used for symmetric key cryptography. Because of
its theoretical strength and because it is relatively simple to implement in hardware, it has

been adopted in many portable electronics (e.g., smart cards and readers). While the AES
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algorithm itself has been considered to provide adequate security for today’s applications,
physical implementations of the algorithm on integrated circuits (ICs), for example, may
leak information such that the security information may be compromised.

[0005] Power analysis attacks have been used to obtain secure information from
cryptographic devices without authorization. The power analysis attacks may exploit the
fact that the behavior of power consumption (i.e., side-channel information) of a
cryptographic device is related to the computations performed by the cryptographic
device. FIG. 1 is a normalized power trace showing the power consumed during a single
AES operation performed on an IC over multiple clock cycles. Otherwise secure
information is vulnerable to unauthorized capture through analysis of single or multiple
power traces.

[0006] A differential power analysis (DPA) attack is one form of a power analysis
attack. A DPA attack uses a large number of power traces (sometimes more than 100000
traces) to correlate them to a hypothetical power model of a cryptographic algorithm.

The risk that DPA attacks may obtain otherwise secure information creates a security
problem. A DPA attack can reveal a key to the AES algorithm by analyzing less than
2000 power traces from a circuit on an IC that implements the AES algorithm (i.c., an
AES core). Therefore, it is important that an AES circuit not leak a power signature that
may be used by DPA attacks to retrieve secure information from the AES circuit.
SUMMARY

[0007] The drawings and description, in general, disclose a method and device for
reducing the probability that secure information may be obtained by unwanted third
parties from a cryptographic device.

[0008] In a described example implementation, a cryptographic device includes
an active shunt current regulator, a low-pass filter, a linear voltage regulator and an AES
(advanced encryption standard) circuit. The AES circuit encrypts information using the
advanced encryption standard algorithm. The cryptographic device, in general, hides the
power consumed by the AES circuit by preventing power spikes (see FIG. 1) on the
electrical node that provides power to the AES circuit. For example, the electrical node
that provides power to the AES circuit may be an external pin on an integrated circuit, a

solder bump on integrated circuit or an electrical trace on a printed circuit board (PCB).
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[0009] The low-pass filter smoothes the power spikes on the electrical node that
provides power to the AES circuit by providing charge when the AES is operating. The
active shunt current regulator shunts current to ground when the AES is not drawing
significant amounts of current keeping the current drawn through the electrical node
substantially constant (i.e., prevents power spikes). The linear voltage regulator acts as a
low-pass filter and keeps the power supply voltage on the AES circuit reasonably
constant.

[0010] The cumulative effect of the low-pass filter, the linear voltage regulator
and the active shunt current regulator is to smooth the power spikes on the electrical node
that provides power to the AES circuit. Smoothing the power spikes on the electrical
node reduces the probability that secure information created by the AES circuit may be
obtained by unwanted third parties. The operation of the low-pass filter, the linear
voltage regulator and the active shunt current regulator will be explained in more detail
later in the specification.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 is a normalized power trace showing the power consumed during a

single AES operation performed on an IC over multiple clock cycles.

[0012] FIG. 2 is a block diagram of an first embodiment of a cryptographic
device for reducing the probability that secure information may be obtained by unwanted
third parties.

[0013] FIG. 3 is a schematic drawing of an embodiment of a passive low-pass
filter.

[0014] FIG. 4 is a schematic drawing of an embodiment of an active shunt current
regulator.

[0015] FIG. 5 is a schematic drawing of an embodiment of a linear voltage
regulator.

[0016] FIG. 6 is a block diagram of a second embodiment of a cryptographic
device for reducing the probability that secure information may be obtained by unwanted
third parties.

[0017] FIG. 7 is a schematic drawing of an embodiment of a noise generator.
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[0018] FIG. 8 is a flow chart illustrating an embodiment of a method for reducing
the probability that secure information may be retrieved from a cryptographic device.
DETAILED DESCRIPTION OF EXAMPLE EMBODIMENTS

[0019] FIG. 2 is a block diagram of a first example embodiment of a
cryptographic device for reducing the probability that secure information may be
obtained by unwanted third parties. In this first embodiment, an accessible electrical
node N1 is connected to a first terminal of a sensing resistor R1 and an input to the active
shunt current regulator 208. The accessible electrical node N1 can be any electrical node
accessible to unwanted third parties. For example, the accessible electrical node may be
a power pin located on an integrated circuit, a solder bump located on an integrated
circuit or an electrical trace located on a printed circuit board. Unwanted third parties
may use accessible electrical nodes to perform differential power analysis in order to
obtain secure information.

[0020] The second terminal of the sensing resistor R1 is connected to an input of
the active shunt current regulator 210 and the input of the low-pass filter 202. The output
212 of the low-pass filter 202 is connected to the input of the linear voltage regulator 204.
The output 214 of the linear voltage regulator 204 is connected to the input of the AES
circuit 206.

[0021] FIG. 3 is a schematic drawing of an embodiment of a passive low-pass
filter 202. In this embodiment, a first terminal of the resistor R2 is connected to the input
of the passive low-pass filter 202 and a second terminal of the resistor R2 is connected to
the output of the passive low-pass filter 202. Also in this embodiment, a first terminal of
the capacitor C1 is connected to the output of the passive low-pass filter 202 and a second
terminal of the capacitor C1 is connected to ground. The low-pass filter 202 reduces the
change in current (di/dt) of current 11 being drawn through the sensing resistor R1. As a
consequence, the power peaks on accessible node N1 are reduced making it more
difficult to perform successful differential power analysis.

[0022] FIG. 4 is a schematic drawing of an embodiment of an active shunt current
regulator 208. In this embodiment of an active shunt current regulator 208, a first input
404 of the active shunt current regulator 400 is connected to the first terminal of a resistor

R3. The second input 406 of the active shunt current regulator 208 is connected to the
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drain of NFETI (n-type field-effect transistor) and to a first input of an operational
amplifier 402.

[0023] A reference voltage Vi is created at the second input of the operational
amplifier 402 by connecting a first terminal of variable resistor R4 to the second terminal
of resistor R3. The reference voltage V,n can be adjusted by varying the resistance of
resistor R3. The output 408 of the operational amplifier 402 is directly connected to the
gate of NFET1. The source of NFET1 is connected to ground.

[0024] The voltage on node 408 is proportional to the voltage Vi) between the
inputs 406 and V,.s;. When the voltage Vi, between the inputs 404 and 406 increases, the
voltage on node 408 decreases thereby decreasing the current drawn through NFETT.
When the voltage Vi, between the inputs 404 and 406 decreases, the voltage on node 408
increases thereby increasing the current drawn through NFET1. This feedback
mechanism in the active shunt current regulator 208 helps to maintain the current 11
drawn through node N1 (see FIG. 1) at a substantially constant value. Because the
current I1 drawn through node N1 is held at a substantially constant value, it becomes
more difficult to perform successful differential power analysis and obtain secure
information from the AES circuit 206.

[0025] FIG. 5 is a schematic drawing of an embodiment of a linear voltage
regulator 204. In this embodiment of a linear voltage regulator 204, the input 508 of the
linear voltage regulator 204 is connected to the source of a PFET1 (p-type ficld-effect
transistor). The drain of PFET1 is connected to the output V., of the voltage regulator
204. The output V., of the voltage regulator 204 provides a substantially constant
voltage to the AES circuit 206. Providing a substantially constant voltage to the AES
circuit 206 helps the AES circuit 206 function properly.

[0026] A capacitor C2 is also directly connected to the output V. of the voltage
regulator 204. The capacitor C2 acts as a low-pass filter helping to maintain a
substantially constant voltage on the output V., of the voltage regulator 204. A first
terminal of resistor RS is connected to the output V.. The second terminal of resistor RS
is connected to a first input 506 of an operational amplifier 502 and to the first terminal
of variable resistor R6. Varying the resistance of resistor R6 makes it possible to adjust

the voltage on the first input 506 of the operational amplifier 502.
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[0027] A reference voltage Viep, 1s provided to the second input of the operational
amplifier 502. The reference voltage V., remains substantially constant. The difference
voltage V4ir, determines the voltage 504 provided to the gate of PFET1. The feedback
from node 506 changes the difference voltage V4ir and as a result helps to maintain a
substantially constant voltage on the output V., of the voltage regulator 204.

[0028] FIG. 6 is a block diagram of a second example embodiment of a
cryptographic device 600 for reducing the probability that secure information may be
obtained by unwanted third parties. In this second embodiment, an accessible electrical
node N1 is connected to a first terminal of a sensing resistor R1 and an input to the active
shunt current regulator 208. The accessible electrical node N1 can be any electrical node
accessible to unwanted third parties. For example, the accessible electrical node may be
a power pin located on an integrated circuit, a solder bump located on an integrated
circuit or an electrical trace located on a printed circuit board. Unwanted third parties
may use accessible electrical nodes to perform differential power analysis in order to
obtain secure information.

[0029] The second terminal of the sensing resistor R1 is connected to an input of
the active shunt current regulator 210 and the input of the low-pass filter 202. The output
212 of the low-pass filter 202 is connected to the input of the linear voltage regulator 204.
The output 214 of the linear voltage regulator 204 is connected to the input of the AES
circuit 206 and to a first input of the noise generator 216. A second input of the noise
generator 602 is directly connected to node N1.

[0030] The cumulative effect of the low-pass filter 202, the linear voltage
regulator 204 and the active shunt current regulator 208 is to smooth the power spikes on
the electrical node N1 that provides power to the AES circuit. Smoothing the power
spikes on the electrical node N1 reduces the probability that secure information created
by the AES circuit may be obtained by unwanted third parties.

[0031] The noise generator 602 shown in FIG. 6 does not smooth the power
spikes on the electrical node N1. The noise generator 602 adds random noise to node N1.
When random noise is added to node N1, it becomes more difficult to determine the

secure information produced by the AES circuit.
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[0032] FIG. 7 is a schematic drawing of an embodiment of a noise generator 602.
In this embodiment, the noise generator 602 consists of a linear feedback shift register
(LFSR) 702 and an array of transistors, NFET1, NFET2 — NFETN. The LFSR generates
random signals on nodes 704, 706 and 708 based on the seed used. Because the output
(nodes 704, 706 and 708) of the LFSR randomly changes, the power consumed through
the array of transistors is modulated, increasing the noise on node N1. The seed of the
random signal generator can be updated frequently to make it more difficult for a third
party to track the random patterns.

[0033] FIG. 8 is a flow chart illustrating an embodiment of a method for reducing
the probability that secure information may be retrieved from a cryptographic device.
During a first step 802, the current drawn from a power supply is measured. After the
current is measured, it is determined during step 804 when the current drawn is too low.
When the current drawn is not too low, the method returns to measuring the current
drawn from the power supply. When the current is too low, additional current is shunted
to ground from the power supply (step 806). Shunting additional current to ground when
current from the power supply is low causes the overall current drawn from the power
supply to be substantially constant. When the overall current drawn from the power
supply is substantially constant it is more difficult to obtain secure information from the
AES circuit 206.

[0034] Those skilled in the art to which the foregoing relates will appreciate that
modifications may be made to the described examples, and also that many other

embodiments are possible, within the scope of the claimed invention.
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CLAIMS

What is claimed is:

1. A cryptographic device, comprising:

a resistor, the first resistor having first and second terminals wherein the first
terminal is directly connected to an accessible electrical node wherein the accessible
electrical node provides power to the cryptographic device;

an active shunt current regulator having first and second inputs wherein the first
input is directly connected to the first terminal of the resistor and the second input is
directly connected to the second terminal of the resistor;

a low-pass filter having an input and an output wherein the input is directly
connected to the second terminal of the first resistor;

a linear voltage regulator having an input and an output wherein the input of the
linear voltage regulator is directly connected to the output of the low-pass filter; and

an AES (advanced encryption standard) circuit having an input wherein the input
is directly connected to the output of the linear voltage regulator;

wherein the device is configured so that current drawn from the accessible
electrical node remains substantially constant; and

wherein the device is further configured so that a voltage on the input of the AES

circuit remains substantially constant.

2. The device of claim 1, further comprising a noise generator connected to the

accessible electrical node.

3. The device of claim 1, wherein the low-pass filter is passive.

4. The device of claim 3, wherein the low-pass filter comprises:
a resistor having a first and a second terminal wherein the first terminal is
directly connected to the input of the low-pass filter and the second terminal is directly

connected to the output of the low-pass filter; and
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a capacitor having a first and a second terminal wherein the first terminal of the
capacitor is directly connected to the output of the low-pass filter and the second terminal

of the capacitor is directly connected to ground.

5. The device of claim 1, wherein the linear voltage regulator comprises:

a PFET (p-type field-effect transistor) having a gate, drain and source wherein the
source is directly connected to the input of the linear voltage regulator and the drain is
directly connected to the output of the linear voltage regulator;

a capacitor having a first and a second terminal wherein the first terminal is
directly connected to the output of the linear voltage regulator and the second terminal is
directly connected to ground;

a resistor having a first and a second terminal wherein the first terminal is
connected to the output of the linear voltage regulator;

a variable resistor having a first and a second terminal wherein the first terminal
of the variable resistor is directly connected to the second terminal of the first resistor and
the second terminal of the variable resistor is directly connected to ground; and

an operational amplifier having a first input, a second input and an output wherein
the first input of the operational amplifier is directly connected to the second terminal of
the resistor, wherein the second input of the operational amplifier is directly connected to
a first voltage reference and wherein the output of the operational amplifier is directly

connected to the gate of the PFET.

6. The device of claim 1, wherein the active shunt current regulator comprises:

an NFET (n-type field-effect transistor) having a gate, drain and source wherein
the drain is directly connected to the second input of the active shunt current regulator
and the source is directly connected to ground;

a resistor having a first and a second terminal wherein the first terminal is
connected to the first input of the active shunt current regulator;

a variable resistor having a first and a second terminal wherein the first terminal
of the variable resistor is directly connected to the second terminal of the first resistor and

the second terminal of the variable resistor is directly connected to ground; and
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an operational amplifier having a first input, a second input and an output wherein
the first input of the operational amplifier is directly connected to the second terminal of
the resistor, wherein the second input of the operational amplifier is directly connected to
the drain of the NFET and wherein the output of the operational amplifier is directly
connected to the gate of the NFET.

7. The device of claim 2, wherein the noise generator comprises:

a plurality of NFETs (n-type field-effect transistor) wherein each NFET in the
plurality of NFETs has a gate, source and drain, wherein the plurality of NFETSs are
connected in parallel wherein the source of each NFET in the plurality of NFETS is
directly connected to ground, wherein the drain of each NFET in the plurality of NFETs
is directly connected to the accessible electrical node; and

a linear feedback shift register (LFSR) having a first input, a second input and a
plurality of outputs wherein the first input is directly connected to the output of the linear
voltage regulator, wherein the second input is connected to a signal that provides a seed
value for the LFSR, and wherein each output of the plurality of outputs is connected to a
gate in the plurality of NFETSs; and

wherein the noise generator creates noise on the accessible electrical node to
reduce the probability that secure information may be retrieved from the cryptographic

device.

. The device of claim 1, wherein the accessible electrical node is selected from a
group consisting of a power pin located on an integrated circuit, a solder bump located on

an integrated circuit and an electrical trace located on a printed circuit board.

9. A method for reducing the probability that secure information may be retrieved
from a cryptographic device, comprising:
maintaining a substantially constant current from a power supply that supplies

current to the cryptographic device.

10
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10.  The method of claim 9, wherein maintaining a substantially constant current
comprises:

measuring current drawn from the power supply that supplies current to the
cryptographic device; and

shunting additional current from the power supply to ground when the current

drawn from the power supply is too low.

11.  The method of claim 9, wherein maintaining a substantially constant current
comprises storing charge on a capacitor to provide current when a drop in voltage occurs

on the power supply.
12. The method of claim 9, wherein maintaining a substantially constant current

comprises regulating the voltage of the power supply at a substantially constant voltage

using a linear voltage regulator.

11
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