wo 2025/101792 A1 |0 0000 KRN0 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
15 May 2025 (15.05.2025)

(10) International Publication Number

WO 2025/101792 Al

WIPO I PCT

(51) International Patent Classification:
H04J 3/06 (2006.01)

(21) International Application Number:
PCT/US2024/054980

(22) International Filing Date:
07 November 2024 (07.11.2024)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
63/547,615 07 November 2023 (07.11.2023) US

(71) Applicant: GOOGLE LLC [US/US]; 1600 Amphitheatre
Parkway, Mountain View, CA 94043 (US).

(72) Inventors: DUKKIPATI, Nandita; 1600 Amphitheatre
Parkway, Mountain View, CA 94043 (US). YAP, Kok-
kiong; 1600 Amphitheatre Parkway, Mountain View, CA
94043 (US). LI, Yuliang; 1600 Amphitheatre Parkway,

(74)

@81)

Mountain View, CA 94043 (US). RAY, Devdeep; 1200
Boylston Avenue, Apt. 900, Seattle, Washington 98101
(US). WANG, Weitao, 1600 Amphitheatre Parkway,
Mountain View, CA 94043 (US).

Agent: BRINK, John D. etal.; Lerner David LLP, 20 Com-
merce Dr., Cranford, NJ 07016 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CV, CZ,DE, DJ, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN,HR, HU, ID, IL, IN, IQ, IR, IS, IT, M, JO, JP, KE, KG,
KH, KN, KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY,
MA, MD, MG, MK, MN, MU, MW, MX, MY, MZ, NA,
NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO,
RS, RU,RW, SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH,
TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS,
ZA,ZM, ZW.

(54) Title: CLOCK SYNCHRONIZATION AT SCALE IN DATA CENTERS

1210 \
| TIME SERVERS | Internal
External\\ 4 7 Probes
Probes Mok
NIC 1 1211~ NIC2 1221~ NICN
1201 \
]
utc’ ute’ utc’
/,
( | sve’ svc’ svc’
NIC HW Clock NIC HW Clock ves NIC HW Clock

FIG. 12

(57) Abstract: Aspects of the disclosed technology include techniques and mechanisms for performing clock synchronization at scale.
A network device may gather, through repeated probe iterations to a swarm of peer network devices, a time indicated by each device.
The network device may aggregate the gathered times to determine an offset and drift rate and may use one or more swarm consensus
algorithms to determine a consensus time toward which the swarm may move. The swarm may synchronize to the consensus time. The
network device may probe one or more time servers to retrieve a time signal indicated therein. The network device may propagate the
retrieved time signal to the swarm. The swarm may move toward the time signal.

[Continued on next page]



WO 2025/101792 A [I 0000000 00RO 0O 0

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, CV,
GH, GM, KE, LR,LS, MW, MZ,NA,RW, SC, SD, SL, ST,
SZ, TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ,
RU, TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ,
DE, DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT,
LU, LV, MC, ME, MK, MT, NL, NO, PL, PT, RO, RS, SE,
SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN,
GQ, GW, KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

— as to applicant's entitlement to apply for and be granted a
patent (Rule 4.17(ii))

— as to the applicant's entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:
—  with international search report (Art. 21(3))



WO 2025/101792 PCT/US2024/054980

CLOCK SYNCHRONIZATION AT SCALE IN DATA CENTERS
CROSS-REFERENCE TO RELATED APPLICATION
[0001] The present application is a continuation of U.S. Patent Application No. 63/547,615, filed
November 7, 2023, the disclosure of which is hereby incorporated herein by reference.
BACKGROUND
[0002] A network of computing devices may coordinate and communicate with one or more
other computing devices across a network. The efficiency of the coordination and communication
may be based on an accuracy of clock synchronization, such as clocks associated with network
devices. For example, network interface card (NIC) clocks may be synchronized using precision
time protocol (PTP), such as an end-to-end transparent clock, a peer-to-peer transparent clock, or
a boundary clock. In the PTP topologies, clock synchronization may include disseminating time
using a tree-based topology where the time passes from a root time server down to the leaves and
may require participation from network switches.
(0003] However, PTP fails to provide for tight NIC-to-NIC clock synchronization at scale. The
PTP tree topology is a constrained topology in that a node error may cause subsequent nodes to
diverge from the time distributed by the root time server. The tree structure may limit clock
synchronizations between pairwise clocks and may be a brittle topology with respect to fault
tolerance. In some instances, the tight coupling between the root time server and network switches
used in NIC-to-NIC synchronization may be impacted by a jittery root time server. Further, the
accuracy of PTP may depend on hardware components within computing devices in addition to
NICs, such as switch oscillators. Therefore, the current industry standard network protocol for
clock synchronization fails to provide for sufficiently tight NIC-to-NIC synchronization and fails
to provide for NIC synchronization to a universal time coordinate (UTC) for stringent requirements

in financial and other at-scale applications.

SUMMARY

[0004] Aspects of the disclosed technology include methods, apparatuses, systems, and
computer-readable media for clock synchronization at scale in data centers. While the examples
described herein discuss internal and external NIC synchronization, the described methods,

apparatuses, systems, and computer-readable media may apply to the internal and external

-1-



WO 2025/101792 PCT/US2024/054980

synchronization of any network device. For example, network devices may include NICs,
switches, hosts, routers, gateways, wireless access points, hubs, bridges, repeaters, modems (e.g.,
DSL, cable), firewalls, or the like. NIC synchronization is described herein by way of example
only and is not meant to be limiting.

[0005] A time keeping component, such as a NIC, may execute an internal clock synchronization
to achieve NIC-to-NIC synchronization. To do so, the NIC may gather time signals indicated by
one or more peer NICs. In some instances, the NIC may use one or more probes to obtain the time
signals indicated by the one or more peer NICs. While probing NICs is described herein as a
method of retrieving time signals, different methods may be used to obtain time signals. Probing
NICs is described herein for illustration purposes only, not limitation. A relationship between the
NIC and the one or more peer NICs may be represented on a topological or connected graph,
referred to herein a probing graph. Two or more NICs, such as the NIC and a peer NIC, connected
via an edge may be referred to as a probing pair, where a probing pair indicates that the NIC
periodically obtains a time signal from the peer NIC. In some instances, the NIC may use the
connected graph to identify one or more peer NICs by, for example, identifying peer NICs that
may be connected to the NIC via an edge.

[0006] The NIC may aggregate the gathered time signals to determine pairwise error values.
Pairwise error values for each probing pair may indicate a time difference or time error between
the NICs that make up the probing pair. The NIC may aggregate a totality of pairwise error values
using either a basic swarm consensus algorithm or an accelerated swarm consensus algorithm to
identify an offset and drift rate between itself and each of its peers. Based on the offset and drift
rate, the NIC may identify a consensus time toward which it should move. The described process
ensures that a network of NICs including the one or more peer NICs converges toward the
identified consensus time. The internal synchronization described herein may be performed by
each NIC of a network of NICS (or each network device of a plurality of network devices) such
that each NIC (or network device) adjusts one or more clocks therein.

[0007] One or more representative NICs of the swarm may execute an external clock
synchronization to achieve NIC-to-UTC synchronization. To do so, the representative NICs may
obtain time signals indicated by one or more time servers. In some instances, the representative

NICs may obtain the time signals indicated by the one or more time servers by probing the one or
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more time servers. The representative NICs may identify the one or more time servers to be probed
using a topological graph such as a probing graph. The pairs of representative NICs and time
servers illustrated on the probing graph may indicate new probing pairs. The representative NICs
may analyze the pairwise error values of the new probing pairs and may determine a collective
offset and drift rate between time signals indicated by the representative NICs and the time signals
indicated by the one or more time servers, where the time signals indicated by the one or more
time servers may correspond to a universal time coordinate (UTC). The representative NICs may
identify a consensus time toward which the swarm may converge to synchronize with the UTC.
The representative NICs may propagate the consensus time to the swarm. The swarm may
synchronize with the UTC, thereby achieving NIC-to-UTC synchronization.

[0008] One aspect of the disclosure provides for a network device configured to perform clock
synchronization, the network device comprising: one or more communication interfaces and one
or more processors, wherein the one or more processors are configured to: determine one or more
time signals indicated by one or more peer network devices; measure, based on the one or more
time signals, an offset and a drift rate of the offset; aggregate the offset and the drift rate using a
distributed swarm consensus algorithm; and synchronize, based on the aggregation, the one or
more peer network devices.

[0009] In the foregoing instance, the one or more processors are further configured to: elect a
representative network device of one or more network devices; and obtain, using the elected
representative network device and after the network device is elected, a time signal indicating a
universal time coordinate (UTC) from a time server.

[0010] In the foregoing instances, determining the one or more time signals indicated by the one
or more peer network devices further causes the one or more processors to transmit probes to the
one or more peer network devices to obtain the one or more time signals.

[0011] In the foregoing instances, the one or more processors are further configured to transmit
a first probe and a second probe comprising packets indicating timestamps, wherein: the first probe
indicates: a first timestamp corresponding to a time the first probe is transmitted from the network
device to a peer network device; and a second timestamp corresponding to a time the first probe is
received by the peer network device; and the second probe indicates: a third timestamp

corresponding to a time the second probe is transmitted from the peer network device to the
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network device; and a fourth timestamp corresponding to a time the second probe is received by
the network device.

[0012] In the foregoing instances, the one or more processors are further configured to receive
a connected graph, wherein a representation of the network device and a peer network device
connected via an edge indicates that the network device periodically obtains a time signal from the
peer network device.

[0013]  According to some examples, the offset indicates one or more time differences between
a time signal associated with the network device and the one or more time signals associated with
the one or more peer network devices.

[0014]  According to some examples, the drift rate of the offset indicates a rate of change of the
offset.

[0015] In the foregoing instances, the one or more processors are further configured to
determine, using a regression model and for each combination of the network device and a peer
network device of the one or more peer network devices, the offset and drift rate between a clock
signal associated with the network device and a clock signal associated with the peer network
device.

[0016] According to some examples, the one or more processors are further configured to
synchronize the network device and the one or more peer network devices using basic swarm
consensus; and the basic swarm consensus comprises determining an estimated offset from
multiple swarm virtual clock values based on the one or more time signals associated with the one
or more peer network devices.

[0017] In the foregoing instances, synchronizing the network device and the one or more peer
network devices using the basic swarm consensus further causes the one or more processors to:
determine a local average of the offset and the drift rate of each peer network device of the one or
more peer network devices; and adjust a clock signal associated with the network device toward a
common time indicated by the swarm virtual clock values.

[0018] According to some examples, the one or more processors are further configured to
synchronize the network device and the one or more peer network devices using accelerated swarm
consensus; and the accelerated swarm consensus comprises determining an estimated offset from

swarm virtual clock values based on: the one or more time signals associated with the one or more
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peer network devices; and one or more time signals associated with one or more nested peer
network devices.

[0019] In the foregoing instances, synchronizing the network device and the one or more peer
network devices based on the accelerated swarm consensus further causes the one or more
processors to: perform, using a mesh effect, nested probing iterations between the network device,
the one or more peer network devices, and the one or more nested peer network devices, wherein
the one or more nested peer network devices correspond to additional peer network devices of the
one or more peer network devices; determine an offset from a common time indicated by the
swarm virtual clock values; and adjust a clock signal associated with the network device toward
the common time indicated by the swarm virtual clock values.

[0020] In the foregoing instances, the distributed swarm consensus algorithm i based on an
average of pairwise measured offsets from the swarm virtual clock values and between: the
network device and a peer network device of the one or more peer network devices; and the
network device and a nested peer network device of the one or more nested peer network devices.
[0021] Another aspect of the disclosure provides for a method for performing clock
synchronization, the method comprising: determine, by a network device, one or more time signals
indicated by one or more peer network devices; measure, by the network device and based on the
one or more time signals, an offset and a drift rate of the offset; aggregate, by the network device,
the offset and the drift rate using a distributed swarm consensus algorithm; and synchronize, by
the network device and based on the aggregation, the one or more peer network devices.

[0022]  According to some examples, the method further comprises obtaining, from one or more
time servers, one or more time signals indicated by the one or more time servers; determining a
consensus universal time coordinate (UTC) based on the one or more time signals indicated by the
one or more time servers; determining the offset and the drift rate from the UTC; and synchronizing
the one or more peer network devices to the UTC.

[0023]  According to some examples, the method further comprises transmitting, by the network
device, probes to the one or more peer network devices to obtain the one or more time signals
indicated by the one or more peer network devices.

[0024]  According to some examples, the method further comprises transmitting a first probe and

a second probe comprising packets indicating timestamps, wherein: the first probe indicates: a first
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timestamp corresponding to a time the first probe is transmitted from the network device to a peer
network device; and a second timestamp corresponding to a time the first probe is received by the
peer network device; and the second probe indicates: a third timestamp corresponding to a time
the second probe is transmitted from the peer network device to the network device; and a fourth
timestamp corresponding to a time the second probe is received by the network device.

[0025] According to some examples, the method further comprises synchronizing the network
device and the one or more peer network devices using basic swarm consensus, wherein the
synchronizing comprises: determining a local average of the offset and the drift rate of each peer
network device of the one or more peer network devices, wherein the local average corresponds
to a common time indicated by swarm virtual clock values; and adjusting a clock signal associated
with the network device toward the common time indicated by the swarm virtual clock values.
[0026] According to some examples, the method further comprises synchronizing the network
device and the one or more peer network devices based on accelerated swarm consensus, wherein
the synchronizing comprises: performing, using a mesh effect, nested probing iterations between
the network device, the one or more peer network devices, and one or more nested peer network
devices, wherein the one or more nested peer network devices correspond to additional peer
network devices of the one or more peer network devices; determining, for each peer network
device and each nested peer network device, an offset from a common time indicated by swarm
virtual clock values; and adjusting a clock signal associated with the network device toward the
common time indicated by the swarm virtual clock values.

[0027] Another aspect of the disclosure provides for a system for performing clock
synchronization, the system comprising: a plurality of network devices; and one or more peer
network devices, wherein the plurality of network devices comprises the one or more peer network
devices, and wherein a network device comprises one or more processors configured to: determine
one or more time signals indicated by the one or more peer network devices; measure, based on
the one or more time signals, an offset and a drift rate of the offset; aggregate the offset and the
drift rate using a distributed swarm consensus algorithm; and synchronize, based on the

aggregation, the one or more peer network devices.
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BRIEF DESCRIPTION OF THE DRAWINGS

(0028] FIG. 1 illustrates an example block diagram of clock synchronization at scale in data
centers, in accordance with aspects of the disclosure.

[0029] FIG. 2 illustrates an example graph for performing clock synchronization at scale in data
centers, in accordance with aspects of the disclosure.

[0030] FIG. 3 illustrates an example probing graph for performing clock synchronization at scale
in data centers, in accordance with aspects of the disclosure.

[0031] FIG. 4 illustrates an example piecewise linear regression algorithm used for clock
synchronization at scale in data centers, in accordance with aspects of the disclosure.

[0032] FIG. 5 illustrates an example swarm consensus generated using a swarm virtual clock for
performing clock synchronization at scale in data centers, in accordance with aspects of the
disclosure.

[0033] FIG. 6 illustrates an example of accelerated swarm consensus for performing clock
synchronization at scale in data centers, in accordance with aspects of the disclosure.

(0034] FIG. 7 illustrates an example of external synchronization for performing clock
synchronization at scale in data centers, in accordance with aspects of the disclosure.

[0035] FIG. § illustrates a flow diagram for an example method of performing cloud
synchronization at scale in data centers, in accordance with aspects of the disclosure.

[(0036] FIG. 9 illustrates a flow diagram for an example method of performing cloud
synchronization at scale in data centers, in accordance with aspects of the disclosure.

[0037] FIG. 10 illustrates a block diagram of an example computing environment for performing
cloud synchronization at scale in data centers, in accordance with aspects of the disclosure.
[0038] FIG. 11 provides a diagram showing a layered approach to clock synchronization
according to the described technology.

[0039] FIG. 12 is a diagram of multi-layered time synchronization for filtering errors in each

layer.

DETAILED DESCRIPTION
[0040]  This technology relates to performing clock synchronization at scale in data centers.

While the examples described herein discuss internal and external NIC synchronization, the
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described methods, apparatuses, systems, and computer-readable media may apply to the internal
and external synchronization of any network device. For example, network devices may include
NICs, switches, hosts, routers, gateways, wireless access points, hubs, bridges, repeaters, modems
(e.g., DSL, cable, etc.), firewalls, or the like. NIC synchronization is described herein by way of
example only and is not meant to be limiting.

[0041] A building block of performing network interface card (NIC) clock synchronization may
be measuring an offset between different NICs and reducing the measured offset to bring the NICs
closer to a consensus time, such as a universal time coordinate (UTC). To do so, a system may
utilize swarm consensus strategies and mesh-based probing graphs to achieve NIC
synchronization. For example, a network of NICs may comprise one or more NICs. Each NIC
within the network may have one or more peers, such as one or more peer NICs. A NIC may
exchange probes with one or more peers. The probes may be used to measure a time signal
disseminated from a destination NIC and may report the measured time signal to an origin NIC.
The combination of the origin NIC and the destination NIC may be referred to as a probing pair.
Additional probes may be transmitted between the origin NIC and different destination NICs to
continuously measure offsets between NICs within the network of NICs.

[0042] In some instances, the origin NIC may be referred to as a network device and the
destination NIC may be referred to as a peer network device. As such, the probing pair may include
the network device and the peer network device. The network device may probe the peer network
device to determine a time signal associated with the peer network device. The transmitted probe
may include packets that indicate timestamps. The timestamps may indicate times when probes
are transmitted and times when the probes are received. For example, where the network device
and the peer network device transmit probes back and forth, the timestamps may indicate four
times: (1) a first time that the network device transmits a first probe to the peer network device;
(2) a second time that the peer network device receives the first probe; (3) a third time that the peer
network device transmits a second probe to the network device; and (4) a fourth time that the
network device receives the second probe. The network device (or the peer network device) may
use the timestamps within the probes to determine the time indicated by the peer network device

(or the network device).
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[0043] The probing pairs may be represented in a topological graph, such as a probing graph.
The probing graph may include one or more nodes and edges. Each node may represent a NIC or
network device. Edges may be used to connect a pair of nodes, where a pair of nodes connected
via an edge corresponds to a probing pair. A representation of a probing pair may indicate that the
nodes connected via an edge are peers. The representation of the probing pair may further indicate
that the nodes within the probing pair periodically exchange probes.

[0044] In some instances, the probing graph may be generated by a NIC within the network of
NICs (or by a network device of the plurality of network devices). In some instances, one or more
NIC:s (or network devices) may generate probing graphs. Additionally, or alternatively, the probing
graph may be generated by a computing device outside of the network of NICs (or outside of the
plurality of network devices). In such instances, the network of NICs may receive the probing
graph from the computing device and may use the probing graph to identify peers that should be
probed. Further, in some instances, a network controller may generate the probing graph and may
communicate with each NIC (or network device). The network controller may identify, for each
NIC (or network device), peers NICs (or peer network devices).

[0045] The process of internal synchronization described herein may cause the network of NICs
or network devices to converge toward a consensus time. A plurality of swarm virtual clock (SVC)
values may be used to determine the consensus time toward which all of the probed NICs may
converge. The probed NICs that converge toward the SVC values may be referred to herein as a
swarm. The probed NICs may be grouped using a mesh effect, where the mesh effect includes one
or more closed-loops of clocks, where the closed-loops may provide more opportunities to detect
and reduce clock inconsistencies across the network of NICs and may be configured to mitigate
accumulations of probing pair-wise errors. The internal synchronization may include probing the
network of NICs. Each NIC within the network of NICs may converge towards the consensus
time. Each NIC within the network of NICs may be configured to perform the described internal
synchronization and may be configured to adjust the one or more time signals indicated by the one
or more clocks therein. An external synchronization may include synchronizing the swarm with
UTC.

[0046] FIG. 1 illustrates an example block diagram of clock synchronization at scale in data

centers, in accordance with aspects of the disclosure. The process illustrated in FIG. 1 may be
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described in connection with FIGS. 2-7. The process illustrated in clock synchronization 100 may
be performed using computing devices such as the network of NICs, one or more time servers, a
transparent clock (TC), or the like. In some instances, the TC may be used during execution of the
internal synchronization. A NIC may read a time signal from each peer by probing each peer NIC,
as discussed below. Transmitting probes across the network of NICs and receiving information
from the transmitted probes may result in queueing delays. The TC may analyze the queueing
delays and report a total queuing delay on a probe path between two or more NICs. The
transmission of data between NICs and using the probes may leverage precision time protocol
(PTP), which may reduce the number of probes needed to perform data packet transmission.
[0047] Clock synchronization 100 includes a measurement phase where a number of peer
devices 110 send probes 120 to other peer devices. The peer devices 110 measure a time offset
130 representing the difference between a first peer device and a second peer device that is received
via probe 120. Based on the offsets 130, clock drift rate is calculated 140 to produce a distributed
swarm consensus 150 clock value that each peer device 110 can adjust to. The clock settings in
the peer devices 110 are adjusted 160 to converge on the clock value determined by the distributed
swarm consensus 150.

[0048] Clock synchronization 100 may illustrate the internal NIC-to-NIC synchronization. The
internal synchronization may be executed by one or more NICs of the network of NICs. In some
instances, each NIC within the network of NICs (or network device of the plurality of network
devices) may be configured to perform the internal synchronization illustrated in FIG. 1. The
external synchronization, illustrated in FIG. 7 and discussed below, may be executed by one or
more representative NICs selected from the network of NICs (or one or more representative
network devices of the plurality of network devices). The representative NICs or network devices
may be randomly or dynamically selected such that each external synchronization is performed by
different representative NICs or network devices.

[0049] In contrast to traditional tree-like clock synchronization solutions, clock synchronization
may be viewed as a consensus problem where pairwise errors may be identified and reduced.
Pairwise errors may refer to clock synchronization misalignment pertaining to probing pairs.
Pairwise errors may be generated during the internal synchronization by transmitting one or more

probes to one or more peer NICs within the network of NICs. Each NIC within the network of
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NICs may be referred to as a peer, such that a single NIC may have at least one peer. Within the
network of NICs, a probe may be transmitted from a first NIC, such as an origin NIC, to a second
NIC, such as a destination NIC. The probe may read the time signal disseminated by the origin
NIC as well as the time signal disseminated by the destination NIC and may share the read time
signals with both the origin and destination NICs. The origin and destination NICs may use the
time signals to determine an offset and drift rate of the probing pair. The NICs within the network
of NICs may continuously probe between different combinations of NICs, where each combination
may include a peer NIC. This may be referred to as NIC-to-NIC probing and may be performed
without switch oscillators. In some instances, each NIC may use the probing graph to identify
peers to be probed.

[0050] To determine per-peer offsets and drift rates between at least two NICs, a NIC may use
a connected graph, such as a mesh-based probing graph, to identify one or more peers. FIG. 2
illustrates an example probing graph 200 for performing clock synchronization at scale in data
centers, in accordance with aspects of the disclosure. Probing graph 200 illustrates the NIC clocks
generally denoted 210 within the network of NICs, also referred to above as peers. Each edge 213
between a pair of NICs (or peers) may indicate a probing pair. By way of example, a first NIC 211
may be associated with a second peer NIC 212, where edge 213 indicates that first NIC 211 and
second peer NIC 212 are a probing pair. Each probing pair may indicate two NICs that may
periodically exchange probes to read the time signals indicated therein. In some instances, each
NIC within the network of NICs may be configured to generate a probing graph that may be used
to identify peers. However, in some instances, the NICs within the network of NICs may be
configured to receive the probing graph from a different network or computing device and may be
configured to use the received probing graph to identify peers.

[0051] Each edge may indicate a pair of NICs between which a probe was used to measure the
time signals disseminated by each NIC. The NICs illustrated in probing graph 200 may be spread
into different superblocks and racks. Probing graph 200 may include representations of the one or
more NICs connected via edges, where a representation of a first NIC and a representation of a
second NIC connected via an edge may indicate a probing pair. The first and second NICs may be
in different superblocks and racks. Superblocks may be used to spread peer NICs and may refer to

a subset of a network that may be associated with a geographical location.
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[0052] In some instances, the probing graph may include representations of the network device,
and one or more peer network devices connected via edges, where the network device and the peer
network device connected by an edge may indicate a probing pair.

[0053] FIG. 3 illustrates an example graph 300 for performing clock synchronization at scale in
data centers, in accordance with aspects of the disclosure. In particular, FIG. 3 illustrates errors
that may arise when performing clock synchronization and implications of the errors. As illustrated
in graph 300, times measured from an origin NIC clock, such as clock A, may be plotted against
times measured from a destination NIC clock, such as clock B, to generate a two-dimensional
representation of the measured times. To plot the measured times, a coordinate pair may represent
(timestamp at clock A, timestamp at clock B) for each iteration of NIC-to-NIC probing. The line
drawn between the plotted points may be used to map the measured times. Further, the graph of
measured times may be used to measure inherent errors that may be encountered when performing
clock synchronization, such as jitter, drift, and asymmetry.

(0054] Jitter 310 may refer to normal distribution of plotted points within a graph. Each
timestamp plotted in graph 300 may experience jitter and, in some instances, queuing delays may
also introduce jitter 310. In some instances, jitter 310 may derive from timestamping jitter, which
may be a result of normal distribution. Jitter may be filtered using statistical methods, such as
linear regression, queueing delays if there are intermediate hops, or the like.

[0055] In some instances, jitter 310 may be filtered using the TC. For example, a TC-enable
switch may add a residence time of each transmitted data packet to a correction field (CF) within
the header of the data packet. The residence time may be based on a receiver that may know a total
in-switch residence time along a path. This may provide for filtering based on the impact of
queueing delays.

[0056] Further, in some instances, jitter 310 may be filtered using round-trip time (RTT)
filtering. If the RTT of a pair of forward and backward probes is close to a base RTT, such as zero-
queueing RTT, then both the forward and backward probe may experience near-zero queueing.
Probes that experience an RTT that is greater than the base RTT may be filtered out. The base RTT
may be determined based on a historical minimum RTT.

[0057] Drift 320 may refer to errors that are, generally, generated by oscillator drifts, such as

when an oscillator runs faster or slower than expected. The outcome of the oscillator drifts may be
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reflected as a curve in the mapped times, such as curve C illustrated in graph 300 between the
plotted points. For example, drift 320 may refer to errors resulting from performing piecewise
linear fitting of a curved graph of plotted probing pairs. Curve C may be the result of fitting the
plotted points determined by piecewise linear algorithms.

[0058] Asymmetry 330 may refer to a forward delay and a backward delay between clocks A
and B. In some instances, asymmetry may refer to a forward delay and a backward delay of a probe
transmission between the first NIC of a probing pair and the second NIC of the probing pair.
Asymmetry may be a static error, where jitter and drift may be dynamic errors. Asymmetry may
be caused by hardware components within a computing device that may experience unequal
bidirectional delay, such as transceivers, and that may have different forward and backward
transmission paths.

[0059] In some instances, asymmetry 330 may be caused by different cable lengths associated
with different paths. Asymmetry 330 may be removed using a peer-to-peer (PTP) TC. A standard
TC may be extended to include a link delay within the CF of a data packet header. This may inform
the receiver of an approximate total delay that the data packet spent in all switches and links along
the path. If a path’s cable is longer than that of a different path, then the difference may be reflected
in the CF of each data packet that traverses both paths, thereby allowing the impact of cable-length
asymmetry to be quantified. Switch software may be needed to measure the link delay of each peer
network device and to store RTT/2 of each link.

[0060] In some instances, path profiling may be used to identify symmetric paths, thereby
circumventing the need for switch software with end-to-end path profiling. Profiling probes with
different flow labels may be transmitted between network devices to explore different types of
paths, such as equal cost multipaths (ECMPs), weighted cost multipaths (WCMPs), or the like.
The lowest delay path in either direction may be selected, and the selected path may be used to
route data packets.

[0061] When transmitting one or more probes from an origin NIC to a destination NIC, a probe
may take one or more paths. This may welcome asymmetry errors within the network of NICs. In
some instances, asymmetry errors may be reduced using peer-to-peer (P2P) delay support where
all switches along a path may aggregate all delays along a probe path to differentiate a delay

difference between one or more probe paths, thereby filtering out the asymmetry. Further, in some
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instances, asymmetry errors may be reduced by transmitting a probe over a symmetric probe path.
For example, using P2P delay support, the time server may select a probe path with a lowest
aggregated delay, such as a path that may be symmetric in both directions, and may transmit probes
across the selected probe path. Moreover, in some instances, a network controller may configure
symmetric routing paths for one or more probes.

[0062] The errors determined from the graph, such as graph 300, may be specific to the NICs
that were probed, but might not represent a consensus of errors across the network of NICs. The
errors may identify per-probe offsets, as identified in FIG. 1. For example, each plotted point,
when compared to the fitted curve, may indicate the asymmetry of a particular probing pair and
each plotted point and, when viewed in comparison to other plotted points, may indicate a jitter
level and drift level associated with the particular probing pair. However, clock synchronization
may require that the identified errors be viewed across all peers such that the errors are averaged
to account for each peer and the errors associated therewith. In other words, clock synchronization
may require per-peer offsets and drift rates, as identified in FIG. 1.

[0063] The network of NICs, also referred to herein as a swarm, may perform a pairwise
measurement on each edge of the probing graph. The swarm may use one or more piecewise linear
regression algorithms to perform the pairwise measurement on each edge. FIG. 4 illustrates an
example piecewise linear regression algorithm 400 used for clock synchronization at scale in data
centers, in accordance with aspects of the disclosure. Algorithm 400 represents an example linear
algorithm that may be used to perform a linear regression analysis on one or more probing pairs.
The linear mapping may be represented as y=ax + . Referring to the algorithm, x may refer to a
first NIC clock signal of a probing pair, such as clock A, and y may refer to a peer of x. Further, y
may correspond to a second NIC clock signal of the probing pair, such as clock B. f may refer to
an offset between x and y, and o may refer to a drift rate of . In some instances, x may refer to
the network device of the probing pair and y may refer to the peer network device of the probing
pair. A clock signal may correspond to a counter within the NIC (or network device). The clock
signal may constantly change such that a different clock signal value may be returned each time a
clock signal is read.

[0064] The offset may indicate a difference in the times measured from each clock at a given

instant. The drift rate of the offset may indicate a rate of change of the offset, such as how quickly

-14-



WO 2025/101792 PCT/US2024/054980

the offset increases or decreases. In some instances, the offset may indicate a difference between
a time associated with the network device and a time associated with the peer network device. As
such, in some instances, the drift rate of the offset may indicate a rate of change of the offset
between the network device and the peer network device.

[0065] The pairwise measurements may be determined per probing pair. An outcome of the
linear regression analysis may be a numerical representation of a relationship between the NICs
associated with the analyzed probing pair. In some instances, the relationship between the NICs
may indicate a numerical representation of the time difference between the NICs. Further, in some
instances, the pairwise measurements may represent pairwise errors between NICs. Pairwise errors
may be reduced by moving the swarm toward a swarm consensus, such as a common swarm time.
Doing so may allow the swarm to average all errors across the probing pairs, such that the averaged
errors may reduce the overall offsets associated with each NIC. The common swarm time may be
dictated by SVC values, where the SVC values may indicate or estimate a common time toward
which the NICs are moving or may be made to move using swarm consensus.

[0066] In some instances, the pairwise measurements may be numerical representations of a time
difference between one or more network devices, such between a network device and a peer
network device. The pairwise errors represented by the pairwise measurements may be reduced by
averaging a totality of pairwise errors associated with different combinations of the one or more
network devices. Averaging the totality of pairwise errors may be based on executing a basic
swarm consensus algorithm to synchronize the network device and the peer network device. The
averaged pairwise error values may be used to estimate an offset from the common swarm time
indicated by the SVC values.

[0067] The SVC values may be considered stable timekeepers as they drift at an average drift
rate across all NICs associated with the probing pairs. Further, the SVC values may decouple the
swarm from errors of time servers, thereby safeguarding the NICs from time server errors. In some
instances, the SVC values may safeguard the NICs from large jitter. For example, the SVC values
may reflect measured offsets associated with time servers over a predetermined period of time and
may smooth out the jitter. Further, the SVC values may safeguard the NICs from a large offset
from UTC. For example, over time, the swarm time dictated by the SVC values may move closer

to UTC such that the consensus of the swarm may be closer to UTC. In some instances, the SVC
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values may also safeguard the NICs against time server failures. For example, stability of the SVC
values may provide for a prolonged period of time to detect and to react to time server failures
without the NICs synchronizing with time outputs of malfunctioning time servers.

[0068] Averaging the errors across probing pairs may permit each NIC (or network device)
within the swarm to adjust the time indicated therein. In some instances, each NIC (or network
device) may move toward the swarm consensus time. To do so, the NICs (or network devices)
within the swarm may use a swarm consensus algorithm. FIG. 5 illustrates an example swarm
consensus generated using SVC values for performing clock synchronization at scale in data
centers, in accordance with aspects of the disclosure. Basic swarm consensus 500 illustrates a
subset of the NICs (or peers) (A-F) illustrated in probing graph 200. The subset is illustrated solely
for ease of explanation and is not meant to be limiting as more or fewer peers may be included in
the subset of peers. As illustrated in basic swarm consensus 500, NIC A may have peers B-F and,
as such, the probing pairs may correspond to A-B 501, A-C 502, A-D 503, A-E 504, and A-F 505.
Each probing pair may be associated with a numerical value, indicated in FIG. 5 by the numbers
1-5. The numerical value associated with each probing pair may indicate an error value of the NICs
(or peers) therein. As discussed in connection with FIG. 4, in some instances, the numerical value
associated with each probing pair may be determined through a linear regression analysis and may
indicate a pairwise error value.

[0069] Basic swarm consensus 500 may average the pairwise error values 1-5 illustrated in the
subset of NICs (or peers) to estimate an offset from the common time indicated by the SVC values.
To do so, the swarm may determine an average of the output values of the linear regression
analyses. For example, an estimated offset from the common time indicated by the SVC values
under basic swarm consensus may be determined by calculating a local average of the pairwise
error values using local peer info illustrated in basic swarm consensus 500, such as (1+2+3+445)/5.
As discussed in detail below, each NIC A-F may use the estimated offset from the SVC values to
gauge the accuracy of the clock therein and, depending on the estimated offset, may continuously
execute the internal synchronization described above to further reduce the estimated offset. For
example, in some instances, the swarm may continuously execute the described internal
synchronization until the estimated offset is equal to zero, thereby indicating a time associated

with the swarm is the same as the time indicated by the SVC values. Further, based on identifying
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a point of convergence of the swarm, the swarm may elect one or more representative NICs to
execute an external synchronization of the swarm to UTC, as discussed in detail below.

[0070] In some instances, and using basic swarm consensus 500, each network device may
determine an offset and a drift rate between itself and each peer network device and may determine
a local average of the offsets and drift rates. The local average may be treated as an estimated time
signal indicated by the SVC values. The network device may adjust the time indicated therein
toward the SVC values to achieve swarm consensus.

[0071] In some instances, the swarm consensus algorithm that is used in the internal
synchronization may be an accelerated swarm consensus that may feature a mesh-based clock
synchronization mechanism. A mesh effect may correspond to a data structure of NICs where each
NIC is linked to another such that the data structure may be a closed loop. For example, probing
graph 200 may correspond to a closed loop data structure. The pairwise errors determined for each
probing pair illustrated in probing graph 200 may be accumulated to determine a comprehensive
error value for the closed loop, where the comprehensive error value may detect errors within the
entire closed loop. The comprehensive closed loop error value may be determined using
accelerated swarm consensus.

[0072] FIG. 6 illustrates an example accelerated swarm consensus for performing clock
synchronization at scale in data centers, in accordance with aspects of the disclosure. Accelerated
swarm consensus 600 may build upon basic swarm consensus 500 in that each peer 601 within the
subset of NICs may further probe additional peers 602to determine pairwise differences 603
associated with one or more additional probing pairs. In some instances, accelerated swarm
consensus 600 may include probing one or more nested peer network devices (or one or more
nested peer NICs) 604, where the one or more nested peer network devices are peers of peers.
Each of the one or more nested peer network devices (or NICs) may have a time indicated therein.
[0073] In some instances, accelerated swarm consensus 600 may build upon swarm consensus
500 in that, in addition to probing one or more peers NICs (or peer network devices), accelerated
swarm consensus 600 provides for probing peers of peers (or nested peers) to determine the time
indicated therein. In some instances, the network device (or the NIC) may use the probing graph

to identify one or more nested peers. Additional network device probing pairs may be identified
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using the probing graph and the additional network device probing pairs may be used to determine
further pairwise differences between the times read from each network device.

[0074] While FIG. 6 illustrates two levels of nested peer network devices and two levels of
nested probe iterations, it should be noted that more than two levels of nested peer network devices
may be used for accelerated swarm consensus and more than two iterations of nested probing may
be executed. For example, additional probes may be transmitted to an Nth degree of nested peers.
In some instances, nested probe iterations may be executed between the network device, one or
more peer network devices, and one or more nested peer network devices. Each nested probe
iteration may be used to determine, for each peer network device and each nested peer network
device, an offset from the common time indicated by the SVC values. Each additional probe may
consider the pairwise differences generated during previous probe iterations. The nested probe
iterations may provide for a comprehensive overview of various pairwise differences associated
with different combinations of NICs, thereby furthering the mesh effect that the swarm may
achieve in a limited period of time.

[0075] Therefore, because each nested probe may include an offset between the time signal
indicated by the current network device (or NIC) and the common time indicated by the SVC, each
iteration of a nested probe may include the determined offsets of each network device (or NIC)
that previously received the same probe. For example, each network device (or NIC) that receives
a probe may piggyback its information onto the received probe prior to transmitting the probe to
the origin NIC or network device, to a predetermined destination NIC or network device, or to
another NIC or network device identified through a NIC or network device selection procedure.
As such, each subsequent network device (or NIC) that receives the probe may read the offsets of
each of the previously probed network devices (or NICs). In some instances, the offsets gathered
during a probe iteration may include a difference in time signals between the network device (or
NIC) and a peer network device (or peer NIC), a difference in time signals between the network
device (or NIC) and a nested peer network device (or nested peer NIC), or the like. In some
instances, the offsets gathered during a probe iteration may further include an offset between the
network device and the SVC values, each peer network device and the SVC values, each nested

peer network device and the SVC values, or the like.
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[0076] Accelerated swarm consensus 600 may be executed using one or more distributed swarm
consensus algorithms, as identified in FIG. 1. For example, an example distributed swarm
consensus algorithm may be Ogyqpm (X) = mz&,eem(}() EIBXLY) + Osyarm (Y).
The swarm may use the example distributed swarm consensus algorithm to estimate an offset of
each node X from the swarm using B(X.Y) and Og,qrm (Y), where B(X,Y) may be a pairwise
measured offset from a peer Y and where Oy, 4, (Y) may be a peer estimate of a swarm offset. In
some instances, B(X,Y) may be a pairwise measured offset between the network device and the
peer network device. The distributed algorithm may be used to determine each network device’s
offset from the average offset determined by basic swarm consensus 500 using pairwise
differences. In some instances, Osy,q-m, May move toward a swarm consensus average and the
convergence time may be proportional to a diameter of a graph, such as probing graph 200. The
swarm may continuously execute the distributed swarm consensus algorithm and move the
network of NICs (or network devices) toward a consensus time to reduce Ogy, 4y, tO Zero.

[0077] Insome instances, accelerated swarm consensus 600 may include determining an average
offset from the SVC values based on the offsets gathered during each probe. For example, each
probe iteration may gather information from a network device (or NIC) indicating an offset
between the time indicated therein and the SVC values. Accelerated swarm consensus 600 may
determine an average of all of the offsets determined during a totality of probe iterations. The
average offset may indicate an offset of the swarm from the SVC values. Accelerated swarm
consensus 600 may further include adjusting the time signal of the network device (or NIC).
[0078] Each network of the plurality of network devices (or each NIC within the network of
NICs) may be configured to perform internal synchronization using accelerated swarm consensus
600. As such, each network device (or NIC) may use the output of the distributed swarm consensus
algorithm to adjust the time indicated therein. 1.

[0079]  The process described to this point may correspond to the internal synchronization. The
net effect of internal sync may be the network of NICs (or the plurality of network devices)
approaching a virtual aggregate clock (VAC) value, thereby converging around the average offset
and frequency of the network of NICs (or the plurality of network devices). The swarm may

repeatedly execute the internal synchronization at determined time periods, such as every two
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seconds, thirty seconds, one minute, etc. In some internal synchronization iterations, the swarm
may execute accelerated swarm consensus to provide for faster convergence of the network of
NICs (or network devices). For example, in some instances, the swarm may configure the internal
synchronization to tighten NIC-to-NIC synchronization such that the NIC-to-NIC offset is reduced
to a predetermined timeframe, such as less than 20ns.

[0080] Based on pushing the network of NICs (or network devices) toward a point of
convergence, the swarm may undergo external synchronization. The external synchronization may
include synchronizing the swarm to a timestamp indicated by one or more time servers. In some
instances, the network device (or NIC) performing external synchronization may determine a
consensus universal time coordinate (UTC) based on the one or more time signals received from
the one or more time servers. While the internal synchronization may be executed at regularly
scheduled timeframes, the external synchronization may be executed with less frequency. To
synchronize the network of NICs to UTC, one or more time servers may be considered a single
group and the network of NICs may be considered a different group. The group including the
network of NICs may be used to measure an external offset or drift from the group of one or more
time servers.

[0081] The external synchronization may be performed by one or more representative NICs of
the network of NICs. In some instances, the external synchronization may be performed by one or
more representative network devices of the one or more network devices. The representative NICs
or, more generally, the representative network devices may be randomly or dynamically selected
such that each external synchronization may be performed by different representative NICs or,
more generally, by different network devices. In some instances, each network device (or NIC)
may perform the described external synchronization.

(0082] FIG. 7 illustrates an example external synchronization for performing clock
synchronization at scale in data centers, in accordance with aspects of the disclosure. As illustrated
in FIG. 7, the external synchronization may be divided into three phases: a measurement phase
710, a propagation phase 720, and an adjustment phase 730. The measurement phase 710 may
occupy a majority of the external synchronization run time. During the measurement phase 710,
the representative NICs 711 or representative network devices may exchange probes with each

time server of the one or more time servers 712. Each probe may be used to measure a pairwise
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error between a time server and the swarm. A totality of pairwise errors may be aggregated such
that the representative NICs or representative network devices may take a consensus of external
offsets and drift rates from the one or more time servers.

[0083] In some instances, each NIC or network device 711 may be configured to perform the
described external synchronization. As such, each NIC 711 or network device may probe the one
or more time servers 712 and may determine the consensus of external offsets and drift rates from
the one or more time servers.

[0084] While probing is described herein as a method of obtaining time signals from the one or
more time servers 712, it should be noted that additional or alternative data transmissions methods
may be used to request and receive time signals from the one or more time servers 712. Probing
the one or more peer network devices is described herein by way of example, not limitation.
[0085]  During the propagation phase 720, the representative NICs 711 or representative network
devices may propagate 721, to each NIC or network device, the offsets and drift rates from the one
or more time servers 712. In doing so, the representative NICs or representative network devices
may share with the swarm all information transmitted to the one or more time servers and all
information received from each time server during each probe.

[0086] The representative NICs or representative network devices may transmit and receive any
number of probes during the propagation phase. Therefore, to continuously transmit information
between the representative NICs 711 or network devices and the one or more time servers 712
using the probes, each time server 712 may piggyback its information onto a received probe prior
to transmitting the probe to the origin NIC or network device, to a predetermined destination NIC
or network device, or to another NIC or network device identified through a NIC or network device
selection procedure. This may further reduce a number of probes needed to collect time data from
the one or more time servers. The representative NICs or network devices may aggregate a totality
of offsets and drift rates received from the one or more time servers. The aggregation process may
include determining a consensus time of the received offsets and drift rates, such as a time that
represents a point of convergence across the network of NICs.

[0087] During the adjustment phase 730, the representative NICs 711 or network devices may
adjust the time therein based on the consensus time 731 determined during the propagation phase

720. Further, during the adjustment phase 730, each NIC 711 or network device that received
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information from the representative NICs or network devices may adjust the time 732 therein to
match the consensus time 731 determined during the propagation phase 720. As such, the swarm
may, over time, collectively reach a point of convergence towards the UTC.

[0088] In some instances, one or more NICs within the network of NICs might not receive the
information associated with one or more probes transmitted throughout the network during the
external synchronization. Consequently, the one or more NICs might not receive offset and drift
rate data from the one or more time servers. In such instances, the internal synchronization of the
network of NICs may guide the network of NICs toward a point of convergence such that the
external synchronization may still be executed in light of the one or more NICs failing to receive
the offset and drift rate data from the one or more time servers. While the internal synchronization
might not be affected, the external synchronization may experience delays and may experience
mild inter-NIC errors. In such instances, the inter-NIC errors may be negligible.

[0089] The execution of the external synchronization may occur at predetermined time periods,
such as every few minutes. The duration of each external synchronization execution may occur
within a predetermined timeframe, such as one minute. For example, where the external
synchronization takes one minute to complete, a majority of the time, such as fifty seconds, may
be allotted for probing and measuring offsets and drift rates among the one or more time servers
while the remaining time, such as ten seconds, may be allotted for propagation and adjustment. In
some instances, the execution of external synchronization may experience time smearing. During
time smearing, the duration of the external synchronization may extend over the predetermined
timeframe to avoid disrupting the internal synchronization.

[0090] Some external synchronization iterations may be executed to provide for faster
convergence of the network of NICs to the UTC. For example, in some instances, the
representative NICs or network devices may configure the external synchronization to tighten
NIC-to-UTC synchronization such that the NIC-to-UTC offset is reduced to a predetermined
timeframe, such as less than 30ps.

[0091] FIG. 8 illustrates a flow diagram for an example process or method of performing cloud
synchronization at scale in data centers, in accordance with aspects of the disclosure. The
operations described herein are presented in the current order by way of example, and the order 1s

not meant to be limiting. Moreover, operations may be omitted from or added to the example
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method. The method and techniques described herein may be performed by one or more computing
devices or components therein, such as a network device configured to probe peer network devices
within a network of network devices, a time server, a NIC configured to probe peer NICs within a
network of NICs, a transparent clock (TC), or the like.

[0092] At block 801, a network device may transmit to a peer network device, a first probe. The
network device and the peer network device may be considered a probing pair. The first probe may
include one or more timestamps, such as a timestamp indicating a first time that the first probe is
transmitted to the peer network device and a timestamp indicating a second time that the first probe
is received by the peer network device. The network device may continuously probe peer network
devices to gather time information associated with each network device. The network device may
identify the peer network devices using a probing graph. The probing graph may illustrate a totality
of network devices and may depict pairs of network devices connected via an edge, referred to
herein as a probing pair.

[0093] At block 802, the network device may receive, from the peer network device, a second
probe. The second probe may include one or more timestamps, such as a timestamp indicating a
third time that the second probe is transmitted to the network device and a timestamp indicating a
fourth time that the second probe is received by the network device.

[0094] At block 803, the network device may measure, for each probing pair that it is a part of,
an offset and a drift rate of the offset. The offset may indicate the time differences between the
network device and the peer network device associated with a probing pair and the drift rate of the
offset may indicate a rate of change of the offset. For example, based on repeated probing
iterations, the network device may compare the offsets of each iteration to determine the drift rate.
For each probing pair, the network device may perform a pairwise measurement using one or more
linear regression algorithms. The linear mapping may be represented as y=ox + , where x may
refer to the network device of a probing pair, y may refer to the peer network device of the probing
pair, B may refer to an offset between x and y, and o may refer to a drift rate of 8. In some instances,
the pairwise measurement may output a pairwise error value of a probing pair.

[0095] At block 804, the network device may aggregate the offset and drift rate based on a
distributed swarm consensus algorithm. In other words, the network device may use the offset and

drift rate to move the network of network devices toward a point of convergence, also referred to
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a consensus time or consensus swarm time dictated by swarm virtual clock (SVC) values. To do
so, the network device may employ one of a basic swarm consensus or an accelerated swarm
consensus.

[0096] The basic swarm consensus algorithm may provide for averaging pairwise error values
to estimate an offset from the consensus time indicated by the SVC values. In some instances, the
swarm consensus performed by the network device may be an accelerated swarm consensus that
may feature a mesh-based clock synchronization mechanism. A mesh effect may correspond to
data structure of network devices, where each network device is linked to another such that the
data structure may be a closed loop. The network device may execute nested probe transmissions,
where a probe may be transmitted to subsequent destination network devices after transmission to
an initial destination network device. During nested probe transmissions, the data collected during
each probe may be piggybacked onto the probe and transmitted to a subsequent destination
network device such that the subsequent destination network device may retrieve time information
associated with all previous destination network devices and may add its time information to the
probe for delivery to the next destination network device. Doing so may reduce a number of probes
needed to execute nested probe iterations.

[0097] Whether basic swarm consensus is used to synchronize the network devices or
accelerated swarm consensus is used, the network device may identify a consensus time toward
which the network of network devices should move.

[0098] At block 803, the network device may synchronize the probing pair. In particular, based
on the described algorithm, a time indicated by the network device may be synchronized with a
time indicated by the peer network device such that both the network device and the peer network
device indicate the consensus time. In some instances, the times associated with each network
device of the plurality of network devices may be synchronized such that each network device
indicates the consensus time.

[0099] In some instances, the network device may be elected to serve as a representative network
device for synchronizing the totality of network devices with a common clock indicating a
universal time coordinate (UTC). As such, the representative network device may execute
additional probe iterations between one or more time servers to determine a current time difference

between the totality of network devices and the one or more time servers. Each probe iteration may
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piggyback time information gathered during each probe such that each destination network device
may receive time information corresponding to all previous destination network devices. The time
differences between the representative network device and each of the one or more time servers
may be propagated to the totality of network devices.

[0100] The representative network device may aggregate the totality of information gathered by
the probes to determine a totality of offsets and drift rates between the time associated with the
representative network device and the times associated with the one or more time servers. The
representative network device may determine a consensus offset and may determine a consensus
time toward which the totality of network devices may be moving. In some instances, a point of
convergence dictated by the consensus time may be the UTC. The representative network device
may propagate the consensus time to the totality of network devices and the totality of network
devices may adjust the time therein accordingly.

[0101] Any network device of the totality of network devices may be configured to perform
device-to-device synchronization and the representative network device may be configured to
perform device-to-UTC synchronization. Device-to-device synchronization may be performed at
regularly timed intervals, while device-to-UTC synchronization may be performed during
predetermined timeframes so as not to interrupt the device-to-device synchronization.

[(0102] FIG. 9 illustrates a flow diagram for an example process or method of performing cloud
synchronization at scale in data centers, in accordance with aspects of the disclosure. The
operations described herein are presented in the current order by way of example, and the order is
not meant to be limiting. Moreover, operations may be omitted from or added to the example
method. The method and techniques described herein may be performed by one or more computing
devices or components therein, such as a network device configured to obtain time signals
associated with one or more peer network devices, the one or more peer network devices, or the
like.

[0103] At block 901, a network device may determine one or more time signals associated with
one or more peer network devices. In some embodiments, the network device may transmit data
packets to each of the one or more peer network devices, where the data packets may include a
request for a time signal associated with a peer network device. The network device may receive,

from the one or more network devices, data packets indicating time signals associated with each
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peer network device. The network device may transmit and receive the data packets to/from the
one or more peer network devices using one or more probes, as described above. While probing 1s
described herein as a method of obtaining time signals from the one or more peer network devices,
it should be noted that additional or alternative data transmissions methods may be used to request
and receive time signals from the one or more peer network devices. Probing the one or more peer
network devices is described herein by way of example, not limitation.

(0104] In some embodiments, and for illustration purposes, transmitting probes to the one or
more peer network devices may include transmitting a first probe to a peer network device. The
first probe may include two time signals, such as a time signal that the first probe is transmitted
from the network device to the peer network device and a time signal that the first probe is received
by the peer network device. The peer network device may transmit a second probe back to the
network device. The second probe may include two time signals, such as a time signal that the
second probe is transmitted from the peer network device to the network device and a time signal
that the second probe is received by the network device. The network device may use the time
signals of the first probe and the second probe to determine a time signal associated with the peer
network device.

[0105] Atblock 902, the network device may use the determined time signals of the one or more
peer network devices to measure an offset of the determined time signals and a drift rate of the
offset. In particular, for each of the one or more peer network devices, the network device may
determine an offset between a time signal indicated by the network device and a time signal
indicated by a peer network device. The drift rate may indicate a rate of change of the offset. In
some embodiments, the network device may compare the offset for each combination of the
network device and a peer network device to determine the drift rate.

[0106] In some embodiments, the network device may generate a visual representation of the
relationship between the network device and each peer network device. The visual representation
may correspond to a topological or connected graph. A time signal associated with the network
device and a time signal associated with a peer network device may be connected via an edge,
indicating that the network device requested a time signal from the peer network device and that

the network device received the requested time signal from the peer network device. In some
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embodiments, the network device and the peer network device connected via an edge may be
referred to as a probing pair.

[0107] In some instances, a representation of a probing pair on a probing graph may indicate
that the network devices associated with the probing pair periodically exchange probes. In some
instances, the probing graph may be generated by a computing device and may be transmitted to
the network device, and the network device may use the received probing graph to identify peer
network devices.

[0108] The network device may use one or more regression models to determine, for each
combination of the network device and a peer network device, a pairwise error value indicating a
time difference between the time signal of the network device and the time signal of the peer
network device. In some embodiments, the regression model may be a linear regression model and
may determine pairwise error values using y=ox + P, where x may refer to the time signal
associated with the network device, y may refer to the time signal associated with the peer network
device, B may refer to an offset between x and y, and a may refer to a drift rate of .

[0109] At block 903, the network device may aggregate the measured offsets and drift rate using
a distributed swarm consensus algorithm. In particular, the network device may use at least one of
basic swarm consensus or accelerated swarm consensus to drive the time signals associated with
the network device and the one or more time signals associated with the one or more peer network
devices toward a consensus swarm time dictated by swarm virtual clock (SVC) values.

[0110] Basic swarm consensus may include determining an average of the pairwise error values
to estimate an offset from the consensus time indicated by the SVC values. Accelerated swarm
consensus may use mesh-based clock synchronization to estimate the offset from the consensus
time indicated by the SVC values. A mesh effect may correspond to a data structure of network
devices, where each network device is linked to another such that the data structure may be a
closed loop. In some embodiments, the network device may execute nested time signal requests,
where the same request for a time signal may be transmitted to more than one peer network device.
During nested time signal requests, the time signals collected during each visit to a peer network
device may be piggybacked onto previously received time signals from previously visited peer

network devices. A totality of time signals may be transmitted to additional peer network devices
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such that the additional peer network devices may read the received time signals and may add a
time signal to the totality of time signals for delivery to the next peer network device.

[0111] Based on executing at least one of basic swarm consensus or accelerated swarm
consensus is used, the network device may identify a consensus time toward which the network
device and the one or more peer network devices should move.

[0112] At block 904, the network device may synchronize, based on the aggregation, the one or
more peer network devices. In particular, the time signal associated with the network device and
the one or more time signals associated with the one or more network devices may be synchronized
with the consensus time determined at block 903.

[0113] While the internal synchronization and external synchronization of FIGS. 1-9 describe
network devices (or NICs) that include a single clock therein, the internal synchronization and
external synchronization may be performed using network devices (or NICs) that include more
than one clock. In some instances, such as during the measurement phase of the described external
synchronization, a measurement error may result in a tradeoff between a rapid consensus for
convergence and stability during a steady state. Therefore, a network device (or NIC) may maintain
separate clocks to achieve consensus across the totality of network devices. The separate clocks
may include a real clock (RC), an internal-consensus clock (IC), and an external-consensus clock
(EC). In some instances, the separate clocks may be virtual clocks.

(0114] An IC may be used for performing the described internal synchronization while an EC
may be used for performing the described external synchronization. For example, a network device
(or NIC) may periodically probe ICs within peer network devices (or NICs) to determine offsets
and drift rates. The network device may use the determined offsets and drift rates to determine a
consensus time toward which the totality of network devices (or NICs) should move. The ECs
within the network devices (or NICs) may periodically probe the one or more time servers to
determine a swarm offset and drift rate from a UTC indicated by the one or more time servers. The
RC may be a smooth clock and may be used by different applications. The IC may be configured
to rapidly achieve consensus among the network devices (or NICs) within the swarm and the RC
may smoothly follow the IC. The EC may be configured to synchronize the swarm to the UTC

indicated by the one or more time servers.
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[0115] The IC and EC may be separated to account for different levels of errors and to maintain
the stability of the IC while achieving rapid consensus with the EC. For example, the EC and IC
may be separated to avoid a microsecond-level external error directly disrupting a less than 10ns
internal synchronization accuracy.

[0116] A totality of ICs, such as each IC within each network device of the totality of network
devices, may rapidly converge to a consensus and the corresponding RCs may smoothly follow
the ICs. In a steady state, the RCs may be closer together than the ICs. However, ECs may
experience occasional jumps due to microsecond-level errors that may be incurred during external
measurement. The jumps may be pulled in by consensus among the ECs, thereby resulting in short-
term spikes. As such, the microsecond-level errors may experience a limited time of impact. The
time of impact may be further reduced as the ICs smoothly follow the ECs. ICs and RCs may
remain tightly synchronized despite spikes from the ECs that they follow.

[0117]  As such, maintaining separate clocks allows for a layered approach to achieving clock
consensus. In some instances, the IC may be layered between the RC and EC. An error from one
of the RC, IC, or EC may be absorbed by at least one of the other clock layers. Absorbing the
errors of each layer prior to passing information to, for example, the RC may reduce a number of
errors that are passed to the RC. In some instances, absorbing the errors from one clock layer may
cause the remaining clock layers to mitigate the absorbed errors. For example, in some instances,
a time server may experience a larger error and the ECs that probe the time server may inherit the
error during external measurement. The error may be absorbed by at least the IC such that the error
is mitigated prior to arriving at the RC, thereby absolving the RC of the error received by the EC.
[0118]  In the described technology, NIC-to-NIC clock sync accuracy below 10ns and NIC-to-
UTC accuracy below 1us is achieved. While applicable to other devices, a focus is placed on
network interface cards (NICs) for clarity. Two key tenets are outlined that make these goals
achievable while addressing the complexities of large-scale clock sync. First, scale is a blessing
in disguise as the described technology applies distributed consensus to employ scale favorably in
datacenters for NIC-to-NIC synchronization. In clock synchronization, consensus means that
multiple NICs in a network agree on a common time value, ensuring their clocks are closely
synchronized. The goal isn’t necessarily to match a perfect global time, but rather to achieve high

accuracy relative to each other. To achieve consensus, NICs probe each other in a partial mesh
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structure with a fixed-degree and in a distributed fashion converge toward a clock value, termed
here as Swarm Virtual Clock (SVC).

[0119] By probing multiple peers, each NIC benefits from statistical averaging that mitigates
pair-wise jitter and asymmetry. Additionally, uncorrelated drift events remain isolated, preventing
widespread impact and allowing for swift correction through frequent probing. Unlike PTP, which
relies on a single, potentially fluctuating peer clock, SVC takes the average of multiple peers as its
reference. In summary, SVC helps accuracy by distributed averaging to reduce error and achieve
consensus and fault tolerance by eliminating single points of failure. Second, a divide and
synchronize technique allows the described technology to decouple external sync to universal
time coordinate (UTC) from internal NIC-to-NIC sync. To provide external sync, the described
technology lets the collective swarm of clocks, in its entirety follow UTC. In this approach, SVC
tracks the long-term average of multiple time servers and achieves higher accuracy to UTC
compared to an approach where every clock follows individual time servers independently (subject
to their jitters and drifts). Internal swarm sync and external UTC sync are symbiotic. The stable
internal swarm ensures consistent UTC sync across NICs, even when the time server or network
links are jittery. External UTC provides a stable reference time for the internal swarm, preventing
the swarm from drifting to an arbitrary time

[0120] Guided by these design principles, the described technology employs a modular
architecture with two main components.

[0121] First an internal (intra-swarm) synchronization is provided. The described technology
tightly synchronizes NICs within the swarm by reaching consensus on a virtual clock value
represented as SVC. NICs form a partial mesh, exchanging probes regularly to achieve this
consensus. The described technology provides several ways to mitigate asymmetry and jitter, e.g.,
profiling different paths to find symmetric-delay paths. A key design aspect within the described
technology is to achieve swift consensus amongst clocks while percolating the consensus to the
NIC hardware clocks gradually. This maintains accuracy while ensuring stability from network
jitters.

[0122] Second, External (swarm-to-UTC) synchronization is provided independently from the

internal synch. In addition to the internal sync, the swarm adjusts towards the average time of
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multiple time servers. To achieve this, all or a subset of NICs exchange external probes with these
servers at a lower rate than the internal swarm sync.
[0123] For internal swarm synch, the described technology is designed to work with different
device types (e.g., NICs and switches) and across different types of datacenter networks. The
described technology’s runtime process on a NIC ensures continuous clock sync during clock
drifts. Key steps include: probing where each NIC periodically exchanges probes with its set of
peers in the probing graph, distributed swarm consensus where each probing pair’s exchanges
determine peer offset and drift rate, which in turn informs the distributed consensus algorithm on
how much to adjust the NIC clock, and finally, measurement optimization. Jitters from queuing
delay and errors stemming from path asymmetry are reduced using software techniques.
[0124] The described technology achieves NIC-to-NIC sync through consensus based on
distributed averaging. This involves NICs periodically probing each other to exchange timing
information. Using distributed averaging to achieve swarm consensus enables the use of most
distributed averaging algorithms. An aim is to achieve consensus rapidly. Accordingly, on a probe
exchange between two peers X and Y, both update their respective srv’ using Equation 1 (written
from X’s perspective):

svc'y+=cc of fset(svc'y,svc'y) (1)
[0125] The described technology has a centralized configuration generator that generates a
probing graph by randomly choosing pairs of NICs (i.e., probing-pairs) to exchange probes, and
pushes the graph configuration to all NICs. This selection gives each NIC n peers to probe with.
Since the probing pairs are chosen randomly, the peers of each NIC are spread over different
physical domains, e.g., within the same rack, within the same aggregation block, and over different
aggregation blocks via the spine blocks. Random selection maximizes the independence of the
probe results by, (1) providing each NIC with an unbiased set of peers exhibiting independent drift,
(ii) reducing correlation among paths to different peers, which helps average out path asymmetries,
and (ii1) improving fault tolerance by mitigating the impact of failing network elements (e.g.,
misbehaving NICs) or domain-level failures (e.g., top of rack (ToR), power system issues, etc.).
The probing-pairs do not need to form a full mesh. In fact, probing a small number of peers is

sufficient since for a given level of clock-sync accuracy, the number of peers per NIC scales sub-
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linearly (empirically logarithmic) with respect to network size. This makes internal sync in the
described technology highly scalable.

[0126] For each probing-pair A and B probe exchange provides a probe result A sends a probe
to B. On receiving the probe, B registers its receive time (RB). Because the transmit time for the
probe (TA) is only available after the probe is transmitted, only A would know of TA. 2. B now
sends a probe to A. On receiving the probe, A now has its receive time (RA). For the same reason,
only B has knowledge of TB after this transmission. While RB could be sent to A in this step, it
would not improve efficiency as TB still needs to be delivered to A. This initial probe exchange is
followed by A and B delivering their local timestamps to the other side and can estimate offset.
This exchange mirrors PTP’s two step mode, except that all the timestamps are made available to
both NICs. While incorporating follow-up timestamps into the subsequent probe round is possible
at high probing rates, effectively halving the number of packets, this approach increases the delay
between measurement and adjustment, exacerbating the impact of clock drift on accuracy. The
drift rate between A and B can be estimated using linear regression over a sliding window of recent
offsets. These results are then fed into the distributed swarm consensus algorithm described next.
[0127] Consensus and Percolation. The described technology’s design for internal sync
separates the update of NIC hardware (HW) clock from its estimate of the SVC. For this, each NIC
maintains a virtual clock, denoted by svc', to represent its own estimated SVC, illustrated in FIG.
11.

[0128] FIG. 11 provides a diagram showing a layered approach to clock synchronization
according to the described technology.

[0129] A NIC 1101 maintains an estimate of an internal clock as a virtual clock value svc' 1103.
Svc' 1103 is periodically updated through accelerated consensus 1107 through internal probe
exchange with other peer NICs 1111, 1121. These other NICs 1111, 1121 maintain their own
respective virtual clocks 1113, 1123, respectively. Each NIC 1101, 1111, 1121 has one hardware
clock 1105, 1115, 1125, which is guided to the NIC's internal virtual clock 1103, 1113, 11123 by
gradually percolating 1109, 1119, 1129 the updated virtual clock value to the hardware clock and
pulling the hardware clock value toward the virtual clock.

[0130] Through probe exchanges, svc' 1103, 1113, 1123 is quickly updated via rapid consensus,
whereas the NIC HW clock 1105, 1115, 1125 is adjusted towards the local svc' through gradual
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percolation. This logical separation improves both convergence and stability as will be explained
later. For rapid consensus the described technology uses distributed averaging to achieve swarm
consensus and can support most distributed averaging algorithms. The choice of algorithm aims
to achieve consensus rapidly. On a probe exchange between two peers X and Y, both update their
respective svc' using the fraction of the measured offset. Intuitively, when an offset is measured
between X and Y, they both move towards each other by a fraction of the offset. To rapidly follow
new measurements, the update is done on every probe exchange (instead of waiting for a batch)
and set a to a high value (0.5). The same technique is also used to update the rate of svc' based on
the pair of peers’ drift rate. Rejecting unreliable peers is a classic approach for fault tolerance. The
described technology uses truncated mean for this purpose. That is, a NIC ignores peers with Ki
highest/lowest offsets or drift rates in the latest set of measurements. Regardless of the exact nature
of issues such as misbehaving NICs or switches, faulty links, routing issues, etc., truncated mean
provides immunity to up to Ki misbehaving peers per NIC. Swarm consensus via distributed
averaging intuitively converges to a state where pair-wise offsets and drifts sum up to zero over a
loop.

[0131] Gradual percolation is used in contrast to rapid consensus for svc', and the NIC HW clock
adjusts gradually to the local svc'. The adjustment is small enough to protect the NIC HW clock
from any fluctuation in svc', while continuously pulling the NIC HW clock towards svc'. The
separation of gradual adjustment of the NIC HW clock and rapid adjustment of svc' improves
convergence speed while retaining stability. The described technology essentially decouples time
propagation and error reduction. svc' freely propagates time without worrying about error, rapidly
achieving consensus while further error reduction is handled by the gradual percolation. The NIC
HW clock adjustment is implemented via a pure rate based mechanism to ensure continuous and
monotonic time critical for applications. The adjustment combines drift rate and offset, gradually
incorporating the offset over an interval TO.

[0132] With regard to scalability, the described technology’s design for internal sync is highly
scalable. The number of peers needed to maintain single-digit nanosecond error grows sub-linearly
as the network size increases. For 10,000 NICs, the number of peers to achieve 10ns and 5ns

accuracy 18 10 and 25 respectively. Through curve fitting, the relationship is found to be
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logarithmic. This indicates that only a small number of peers is enough to achieve accurate and
highly stable SVC.

[0133]  In a perfect network with zero queuing delay and symmetrical paths between host pairs,
the distributed swarm consensus algorithm is all that is needed to achieve NIC-to-NIC sync.
However, the swarm algorithm can be enhanced with techniques to reduce errors stemming from
jitter and asymmetry that occur in practice.

[0134] Reducing Measurement Error from Queueing Jitter. The two sources of jitter are (1)
timestamping, which has a Gaussian distribution so it can be filtered using statistical methods like
linear regression, and (2) network queuing delay.

[0135] RTT filtering reduces errors from queuing jitter. While conventional solutions select the
probe with the lowest RTT (implying minimal queuing) in a sliding window, sub-10ns accuracy
necessitates a more responsive approach to account for drift. The described technology instead
accepts RTTs within a threshold of the minimum, accounting for timestamp jitter while filtering
out most queuing delays. This balances acc[0020] Optionally, transparent clock (TC) support
in switches can improve the probe efficiency in the described technology. TC is supported by
recent switch ASICs. A TC-enabled switch adds the residence time of a packet to a packet header
field called correction field (CF), based on which the receiver knows the total in-switch residence
time along the path. The described technology subtracts this from RTT to account for switch
queuing delays before offset and OWD estimation, without the need to discard probes.

[0136] Reducing Measurement Error from Path Asymmetry. As mentioned above, due to
different paths in the forward and reverse directions, the path-level asymmetry can be 100s to
1,000s of nanoseconds.

[0137] The path-level asymmetry can be removed with end-to-end path profiling that seeks
symmetric paths. In each direction, by periodically send profiling probes with different flow labels
different ECMP/WCMP paths can be explored. Then the path with lowest RTT is selected. These
are either the same paths or paths with minimal asymmetry. Thereafter, the described technology
sends probes with flow labels corresponding to the lowest RTT paths. Since RTT calculation does
not need synchronized clocks, neither does finding the lowest RTT path.

[0138] Where available, IEEE 1588 Peer-to-Peer Transparent Clock can mitigate path-level

asymmetry. This extension requires switches to measure and store RTT/2 for each link. When a
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sync packet passes through, the switch adds this stored delay to the packet’s correction field (CF),
allowing the receiver to know the total path delay. If cable lengths differ across paths, their
difference is reflected in the CF, enabling us to subtract path-level asymmetry effects. In summary,
the described technology employs filtering and path profiling techniques to alleviate measurement
errors, with a tradeoff between hardware availability and probe efficiency. We note that these
techniques do not entirely address jitter and asymmetry. Jitter from timestamping remains — even
with the use of TC, each TC-enabled switch also introduces hardware timestamping jitter while
computing the residence time using the per-packet Tx/Rx timestamps. Similarly, hardware
components such as optical transceivers can induce asymmetric delays even on identical forward
and backward paths. However, the impact of such errors is curtailed by swarm consensus keeping
their impact on sync accuracy low.

[0139] The described technology provides for independent Swarm-to-UTC Synchronization.
For external sync, the described technology anchors upon the stability of SVC and moves the
swarm 1n its entirety towards UTC. The stability of SVC helps to filter errors from individual
timeservers, thereby providing a more accurate representation of UTC than a typical time server.

[0140] The design is a natural extension of the hierarchical design for internal sync and we
illustrate it in FIG. 12.

[0141]  FIG. 12 is a diagram of multi-layered time synchronization for filtering errors in each
layer. Each NIC maintains an additional virtual clock, utc' 1201, 1211, 1221 to represent its own
estimate of UTC. A subset of NICs infrequently (e.g., every 30 seconds) probe each of the time
servers 1210 to measure offset and drift rate. These are denoted as external probes to differentiate
them from internal probes (NIC to NIC). Further, internal probes also carry utc’ timestamps in
addition to svc'. utc' is adjusted based on both external and internal measurements after receiving
probes from all the time servers, utc'is updated as per the truncated mean (to protect against faulty
time servers) and every internal probe, utc' is updated as per the consensus. Since timeservers may
exhibit ps-level measurement errors it is crucial to shield the tight internal sync from noise in the
external sync process. To achieve this, utc' gradually percolates to svc', so svc' behaves as amoving
average of utc’. The percolation is gentler than that from svc' to NIC HW clock because of the
large external measurement error. Introducing utc' reduces the initial convergence time of external

sync from hours to a few minutes, while keeping the impact of measurement errors low. To

-35-



WO 2025/101792 PCT/US2024/054980

understand this, consider an error in external measurements that causes a short spike in utc'. First,
it is quickly averaged via consensus across utc'. Further, the spike is further smoothed out at the
svc' layer. The utc' layer quickly converges, but may exhibit spikes even during steady state, due
to the ps level error in measurements with time servers. However, the sve' offsets remain close to
each other in a narrow range. The NIC HW clock offsets are highly stable over time, delivering on
the promise of highly accurate internal sync, while gradually moving toward UTC.

(0142]  Given the limited compute, bandwidth, and hardware Tx timestamping resources in the
time servers, scaling external sync with a large number of NICs is an important challenge and has
been a topic of much interest. There are three aspects of the described technology design that make
external synchronization inherently scalable. First, as a consequence of decoupled external and
internal sync, external probes can be exchanged at a much lower frequency as external sync
requirements are significantly less stringent. This is in contrast to traditional approaches like PTP
that achieve NIC-to-NIC sync inadvertently via NIC-to-UTC sync, implying that a much higher
probing rate to the time servers is needed to achieve high accuracy of NIC-to-NIC sync. Second,
as the network size increases, the number of external probes needed per NIC, surprisingly,
decreases. This is because SVC becomes more stable as the network size increases, and the
adjustment from a single external probe is quickly propagated to all the NICs. In simulation, we
find that with a 30sec external probe interval, a time server only needs <1,000 probe-exchanges
per second to support up to 30,000 NICs.

[(0143] Third, the described technology does not need all of the NICs to probe the time servers,
since any adjustment as per external probes is quickly spread via consensus at the utc' layer. This
provides inherent scalability to the described technology where only a subset of NICs need to issue
external probes to the time servers. We characterize this in Figure 18 which shows that irrespective
of the number of NICs, the convergence time to UTC is quickly brought down with just a small
percentage of NICs probing the time servers.

[0144] FIG. 10 illustrates a block diagram of an example computing environment performing
cloud synchronization at scale in data centers, in accordance with aspects of the disclosure. Cloud
synchronization may pertain to synchronizing time keeping components within a computing
device or network device. One such example of a time keeping component may be a network

interface card (NIC). Therefore, computing environment 1000 illustrates server computing devices
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1010A-N, each of which include a NIC that may be used to execute the described method or
process for executing cloud synchronization at scale in data centers. The described method or
process may also be performed by additional server computing devices, such as one or more
network devices. The one or more network devices may include NICs, switches, hosts, routers,
gateways, wireless access points, hubs, bridges, repeaters, modems (DSL, cable), firewalls, or the
like. NIC synchronization is described herein by way of example only and is not meant to be
limiting.

[0145] Server computing devices 1010A-N may be communicatively coupled to one or more
storage devices over a network. The storage devices may be a combination of volatile and non-
volatile memory and may be at the same or different physical locations than the computing devices.
For example, the storage devices may include any type of non-transitory computer readable
medium capable of storing information, such as a hard-drive, solid state drive, tape drive, optical
storage, memory card, ROM, RAM, DVD, CD-ROM, write-capable, and read-only memories. In
some instances, database 1050 may store data transmitted across network 1030 and between server
computing devices 1010A-N.

[0146] Server computing devices 1010A-N may include one or more processors and memory,
such as processor(s) 1001 and memory(s) 1002, and NIC 1003, referred to herein as processors
1001A-N, memories 1002A-N, and NICs 1005A-N, respectively. Memories 1002A-N may
include instructions 1003A-N and data 1004A-N. Memories 1002A-N may store information
accessible by processors 1001A-N, including instructions 1003A-N that may be executed by
processors 1001A-N. Memories 1002A-N may also include data 1004A-N that may be retrieved,
manipulated, or stored by the processors 1001A-N. Memories 1002A-N may be a type of non-
transitory computer readable medium capable of storing information accessible by processors
1001A-N, such as volatile and non-volatile memory. Processors 1001A-N may include one or
more central processing units (CPUs), graphic processing units (GPUs), field-programmable gate
arrays (FPGAs), and/or application-specific integrated circuits (ASICs).

[0147] Instructions 1003A-N may include one or more instructions that, when executed by
processors 1001A-N, cause processors 1001A-N to perform actions defined by instructions
1003A-N. Instructions 1003A-N may be stored in object code format for direct processing by

processors 1001A-N, or in other formats including interpretable scripts or collections of
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independent source code modules that are interpreted on demand or compiled in advance.
Instructions 1003A-N may include instructions for performing clock synchronization.

[0148] Data 1004A-N may be retrieved, stored, or modified by processors 1001A-N in
accordance with the instructions. Data 1004A-N may be stored in computer registers, in a
relational or non-relational database as a table having a plurality of different fields and records, or
as JSON, YAML, proto, or XML documents. Data 1004A-N may also be formatted in a computer-
readable format such as, but not limited to, binary values, ASCII, or Unicode. Moreover, data
1004A-N may include information sufficient to identify relevant information, such as numbers,
descriptive text, proprietary codes, pointers, references to data stored in other memories, including
other network locations, or information that is used by a function to calculate relevant data.
[0149] NICs 1005A-N may be configured to communicate across server computing devices
1010A-N by transmitting data across network 1030. In some instances, NICs 1005A-N may
communicate via probe transmissions across network 1030 where a probe may originate from a
first NIC and may move to additional NICs to gather information during each probe iteration. NICs
1005A-N may be configured to communicate with time servers 1006A-N across network 1030. In
particular, NICs 1005A-N may transmit probes to time servers 1006A-N and may transmit time
information to and/or receive time information from time servers 1006A-N.

[0150] NICs 1005A-N may be further configured to communicate with transparent clock (TC)
1007 within network 1030 to gather information pertaining to probe path delay or queueing delays
at one or more probe destinations, such as a destination NIC. In some instances, TC 1007 may be
configured to determine probe path delays between NICs 1005A-N and time servers 1006A-N. In
such instances, TC 1007 may communicate with time servers 1006A-N across network 1030.
[0151] Databases 1011A-N may store information gathered by server computing devices
1010A-N. For example, databases 1011A-N may store the time information gathered through
probe iterations by NICs 1005A-N, determined offsets and drift rates, probing graphs used to
determine the offsets and drift rates, swarm consensus analyses executed to determine a consensus
time or point of convergence for NICs 1005A-N to perform NIC-to-NIC synchronization. Further,
databases 1011A-N may store probe information gathered during probe iterations between NICs
1005A-N and time servers 1006A-N, offsets and drift rates between NICs 1005A-N and time

servers 1006A-N, and swarm consensus analyses executed to determine a consensus time or point
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of convergence for NICs 1005A-N to perform NIC-to-UTC synchronization. In some instances,
databases 1011A-N may store instructions 1003A-N and data 1004A-N.

[0152]  Although FIG. 10 illustrates the processors and the memories as being within the server
computing devices, components described herein may include multiple processors and memories
that can operate in different physical locations and not within the same computing device. For
example, some of the instructions and the data may be stored on a removable SD card and others
within a read-only computer chip. Some or all of the instructions and data may be stored in a
location physically remote from, yet still accessible by, the processors. Similarly, the processors
may include a collection of processors that may perform concurrent and/or sequential operation.
The computing devices may each include one or more internal clocks providing timing
information, which may be used for time measurement for operations and programs run by the
computing devices.

[0153] Server computing devices 1010A-N may be connected over network 1030 to data center
1040 housing any number of hardware accelerators. Data center 1040 may be one of multiple data
centers or other facilities in which various types of computing devices, such as hardware
accelerators, are located. Computing resources housed in the data center may be specified for
performing clock synchronization at scale in data centers, as described herein.

[(0154] Data center 1040 may include a plurality of hardware accelerators, such as hardware
accelerators 1060A-N. Hardware accelerators 1060A-N can be any type of processor, such as a
GPU, FPGA, or ASIC. Aspects of the disclosure may in some examples be implemented as
specialized features of general-purpose processors, e.g., as part of a CPU or other processor
configured to perform clock synchronization at scale in data centers, as described herein.

[0155] Server computing devices 1010A-N and data center 1040 may be capable of direct and
indirect communication over the network. For example, using a network socket, server computing
devices 1010A-N may connect to data center 1040 through an Internet protocol. In some instances,
server computing devices 1010A-N may connect to a service operating within data center 1040.
The devices and data center 1040 may set up listening sockets that may accept an initiating
connection for sending and receiving information, such as time information gathered across NICs
1005A-N. The network itself may include various configurations and protocols including the

Internet, World Wide Web, intranets, virtual private networks, wide area networks, local networks,
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and private networks using communication protocols proprietary to one or more companies. The
network may support a variety of short- and long-range connections. The short- and long-range
connections may be made over different bandwidths, such as 2.402 GHz to 2.480 GHz, commonly
associated with the Bluetooth® standard, 2.4 GHz and 5 GHz, commonly associated with the Wi-
Fi® communication protocol; or with a variety of communication standards, such as the LTE®
standard for wireless broadband communication. The network may also support wired connections
between the devices and the data center, including over various types of Ethernet connection.
[0156] 1t is understood that the aspects of the disclosure may be implemented according to a
variety of different configurations and quantities of computing devices, including in paradigms for
sequential or parallel processing, or over a distributed network of multiple devices. In some
implementations, aspects of the disclosure may be performed on a single device connected to
hardware accelerators configured to perform clock synchronization at scale.

[0157] The clock synchronization method described herein may provide tight clock
synchronization that may be important in time drive industries, such as a financial exchange
industry. Further, the described method may provide for effective and efficient congestion
management in data center and across data configuration that might not rely on data center storage
to execute functionalities hosted therein. Moreover, the described method may provide for tighter
correctness guarantees for database operations. It is understood that the described method is not
limited to use in data centers and databases only but may be configured to support other data
management configurations.

[0158] Aspects of the disclosed technology may take the form of a method, process, apparatus,
system, or network device. Those examples may include one or more of the following features
(e.g., F1 through F20):

[0159] FI. A network device configured to perform clock synchronization, the network device
comprising:

one or more communication interfaces and one or more processors, wherein the one or more
processors are configured to:

determine one or more time signals indicated by one or more peer network devices;

measure, based on the one or more time signals, an offset and a drift rate of the offset;

aggregate the offset and the drift rate using a distributed swarm consensus algorithm; and
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synchronize, based on the aggregation, the one or more peer network devices.

[0160] F2. The network device of FI, wherein the one or more processors are further
configured to:

elect a representative network device of one or more network devices; and

obtain, using the elected representative network device and after the network device is elected, a
time signal indicating a universal time coordinate (UTC) from a time server.

[0161] F3. The network device of any one of F1 to F2, wherein determining the one or more
time signals indicated by the one or more peer network devices further causes the one or more
processors to transmit probes to the one or more peer network devices to obtain the one or more
time signals.

[0162] F4. The network device of any one of F1 to F3, further comprising transmitting a first
probe and a second probe comprising packets indicating timestamps, wherein:

the first probe indicates:

a first timestamp corresponding to a time the first probe is transmitted from the network device to
a peer network device; and

a second timestamp corresponding to a time the first probe is received by the peer network device;
and

the second probe indicates:

a third timestamp corresponding to a time the second probe is transmitted from the peer network
device to the network device; and

a fourth timestamp corresponding to a time the second probe is received by the network device.
[0163] F5.  The network device of any one of Fl to F4, wherein the one or more
processors are further configured to receive a connected graph, wherein a representation of the
network device and a peer network device connected via an edge indicates that the network device
periodically obtains a time signal from the peer network device.

[0164] F6.  The network device of any one of FI to F5,

wherein the offset indicates one or more time differences between a time signal associated with
the network device and the one or more time signals associated with the one or more peer network

devices.

41-



WO 2025/101792 PCT/US2024/054980

[0163] F7. The network device of any one of F1 to F6, wherein the drift rate of the
offset indicates a rate of change of the offset.

[0166] F8.  The network device of any one of F1 to F7, wherein the one or more
processors are further configured to determine, using a regression model and for each combination
of the network device and a peer network device of the one or more peer network devices, the
offset and drift rate between a clock signal associated with the network device and a clock signal
associated with the peer network device.

[0167] F9.  The network device of any one of F1 to F8,

wherein the one or more processors are further configured to synchronize the network device and
the one or more peer network devices using basic swarm consensus; and

wherein the basic swarm consensus comprises determining an estimated offset from multiple
swarm virtual clock values based on the one or more time signals associated with the one or more
peer network devices.

[0168] F10. The network device of any one of F1 to F9, wherein synchronizing the network
device and the one or more peer network devices using the basic swarm consensus further causes
the one or more processors to:

determine a local average of the offset and the drift rate of each peer network device of the one or
more peer network devices; and

adjust a clock signal associated with the network device toward a common time indicated by the

swarm virtual clock values,

[0169] Fl1. The network device of any one of F1 to F10,

wherein the one or more processors are further configured to synchronize the network device and
the one or more peer network devices using accelerated swarm consensus; and

wherein the accelerated swarm consensus comprises determining an estimated offset from swarm
virtual clock values based on:

the one or more time signals associated with the one or more peer network devices; and

one or more time signals associated with one or more nested peer network devices.

42-



WO 2025/101792 PCT/US2024/054980

[0170] F12. The network device of any one of F1 to F11, wherein synchronizing the
network device and the one or more peer network devices based on the accelerated swarm
consensus further causes the one or more processors to:

perform, using a mesh effect, nested probing iterations between the network device, the one or
more peer network devices, and the one or more nested peer network devices, wherein the one or
more nested peer network devices correspond to additional peer network devices of the one or
more peer network devices;

determine an offset from a common time indicated by the swarm virtual clock values; and

adjust a clock signal associated with the network device toward the common time indicated by the

swarm virtual clock values.

[0171] FI3. The network device of any one of Fl to F12, wherein the distributed swarm
consensus algorithm is based on an average of pairwise measured offsets from the swarm virtual
clock values and between:

the network device and a peer network device of the one or more peer network devices; and

the network device and a nested peer network device of the one or more nested peer network
devices.

[0172] FIl14. A method for performing clock synchronization, the method comprising:
determine, by a network device, one or more time signals indicated by one or more peer network
devices;

measure, by the network device and based on the one or more time signals, an offset and a drift
rate of the offset;

aggregate, by the network device, the offset and the drift rate using a distributed swarm consensus
algorithm; and

synchronize, by the network device and based on the aggregation, the one or more peer network
devices.

[0173] FI5. The method of F14, further comprising:

obtaining, from one or more time servers, one or more time signals indicated by the one or more

time servers;
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determining a consensus universal time coordinate (UTC) based on the one or more time signals
indicated by the one or more time servers;

determining the offset and the drift rate from the UTC; and

synchronizing the one or more peer network devices to the UTC.

[0174] F16. The method of any one of F14 to F15, further comprising transmitting, by the
network device, probes to the one or more peer network devices to obtain the one or more time
signals indicated by the one or more peer network devices.

[0175] F17. The method of any one of F14 to F16, further comprising transmitting a first probe
and a second probe comprising packets indicating timestamps, wherein:

the first probe indicates:

a first timestamp corresponding to a time the first probe is transmitted from the network device to
a peer network device; and

a second timestamp corresponding to a time the first probe is received by the peer network device;
and

the second probe indicates:

a third timestamp corresponding to a time the second probe is transmitted from the peer network
device to the network device; and

a fourth timestamp corresponding to a time the second probe is received by the network device.
(0176] F18. The method of any one of F14 to F17, further comprising synchronizing the
network device and the one or more peer network devices using basic swarm consensus, wherein
the synchronizing comprises:

determining a local average of the offset and the drift rate of each peer network device of the one
or more peer network devices, wherein the local average corresponds to a common time indicated
by swarm virtual clock values; and

adjusting a clock signal associated with the network device toward the common time indicated by
the swarm virtual clock values.

[0177] F19. The method of any one of F14 to F18, further comprising synchronizing the
network device and the one or more peer network devices based on accelerated swarm consensus,

wherein the synchronizing comprises:
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performing, using a mesh effect, nested probing iterations between the network device, the one or
more peer network devices, and one or more nested peer network devices, wherein the one or more
nested peer network devices correspond to additional peer network devices of the one or more peer
network devices;

determining, for each peer network device and each nested peer network device, an offset from a
common time indicated by swarm virtual clock values; and

adjusting a clock signal associated with the network device toward the common time indicated by
the swarm virtual clock values.

[0178] F20. A system for performing clock synchronization, the system comprising:

a plurality of network devices; and

one or more peer network devices,

wherein the plurality of network devices comprises the one or more peer network devices, and
wherein a network device comprises one or more processors configured to:

determine one or more time signals indicated by the one or more peer network devices;

measure, based on the one or more time signals, an offset and a drift rate of the offset;

aggregate the offset and the drift rate using a distributed swarm consensus algorithm; and
synchronize, based on the aggregation, the one or more peer network devices.

[0179] Aspects of this disclosure can be implemented in digital electronic circuitry, in tangibly
embodied computer software or firmware, and/or in computer hardware, such as the structure
disclosed herein, their structural equivalents, or combinations thereof. Aspects of this disclosure
can further be implemented as one or more computer programs, such as one or more modules of
computer program instructions encoded on a tangible non-transitory computer storage medium for
execution by, or to control the operation of, one or more data processing apparatus. The computer
storage medium can be a machine-readable storage device, a machine-readable storage substrate,
a random or serial access memory device, or combinations thereof. The computer program
instructions can be encoded on an artificially generated propagated signal, such as a machine-
generated electrical, optical, or electromagnetic signal, which is generated to encode information
for transmission to suitable receiver apparatus for execution by a data processing apparatus.
[0180] The term “configured” is used herein in connection with systems and computer program

components. For a system of one or more computers to be configured to perform particular
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operations or actions means that the system has installed on its software, firmware, hardware, or a
combination thereof that cause the system to perform the operations or actions. For one or more
computer programs to be configured to perform particular operations or actions means that the one
or more programs include instructions that, when executed by one or more data processing
apparatus, cause the apparatus to perform the operations or actions.

(0181] The term “data processing apparatus” refers to data processing hardware and
encompasses various apparatus, devices, and machines for processing data, including
programmable processors, a computer, or combinations thereof. The data processing apparatus can
include special purpose logic circuitry, such as a field programmable gate array (FPGA) or an
application specific integrated circuit (ASIC). The data processing apparatus can include code that
creates an execution environment for computer programs, such as code that constitutes processor
firmware, a protocol stack, a database management system, an operating system, or combinations
thereof.

(0182] The data processing apparatus can include special-purpose hardware accelerator units for
implementing machine learning models to process common and compute-intensive parts of
machine learning training or production, such as inference or workloads. Machine learning models
can be implemented and deployed using one or more machine learning frameworks, such as a
TensorFlow framework.

(0183] The term “computer program” refers to a program, software, a software application, an
app, a module, a software module, a script, or code. The computer program can be written in any
form of programming language, including compiled, interpreted, declarative, or procedural
languages, or combinations thereof. The computer program can be deployed in any form, including
as a standalone program or as a module, component, subroutine, or other unit suitable for use in a
computing environment. The computer program can correspond to a file in a file system and can
be stored in a portion of a file that holds other programs or data, such as one or more scripts stored
in a markup language document, in a single file dedicated to the program in question, or in multiple
coordinated files, such as files that store one or more modules, sub programs, or portions of code.
The computer program can be executed on one computer or on multiple computers that are located
at one site or distributed across multiple sites and interconnected by a data communication

network,
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[0184] The term “database” refers to any collection of data. The data can be unstructured or
structured in any manner. The data can be stored on one or more storage devices in one or more
locations. For example, an index database can include multiple collections of data, each of which
may be organized and accessed differently.

[0185] The term “engine” refers to a software-based system, subsystem, or process that is
programmed to perform one or more specific functions. The engine can be implemented as one or
more software modules or components or can be installed on one or more computers in one or
more locations. A particular engine can have one or more computers dedicated thereto, or multiple
engines can be installed and running on the same computer or computers.

[0186] The processes and logic flows described herein can be performed by one or more
computers executing one or more computer programs to perform functions by operating on input
data and generating output data. The processes and logic flows can also be performed by special
purpose logic circuitry, or by a combination of special purpose logic circuitry and one or more
computers.

[0187] A computer or special purpose logic circuitry executing the one or more computer
programs can include a central processing unit, including general or special purpose
microprocessors, for performing or executing instructions and one or more memory devices for
storing the instructions and data. The central processing unit can receive instructions and data from
the one or more memory devices, such as read only memory, random access memory, or
combinations thereof, and can perform or execute the instructions. The computer or special
purpose logic circuitry can also include, or be operatively coupled to, one or more storage devices
for storing data, such as magnetic, magneto optical disks, or optical disks, for receiving data from
or transferring data to. The computer or special purpose logic circuitry can be embedded in another
device, such as a mobile phone, a personal digital assistant (PDA), a mobile audio or video player,
a game console, a Global Positioning System (GPS), or a portable storage device, e.g., a universal
serial bus (USB) flash drive, as examples.

[0188] Computer readable media suitable for storing the one or more computer programs can
include any form of volatile or non-volatile memory, media, or memory devices. Examples include

semiconductor memory devices, e.g., EPROM, EEPROM, or flash memory devices, magnetic
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disks, e.g., internal hard disks or removable disks, magneto optical disks, CD-ROM disks, DVD-
ROM disks, or combinations thereof.

[0189]  Aspects of the disclosure can be implemented in a computing system that includes a back-
end component, e.g., as a data server, a middleware component, e.g., an application server, or a
front end component, e.g., a client computer having a graphical user interface, a web browser, or
an app, or any combination thereof. The components of the system can be interconnected by any
form or medium of digital data communication, such as a communication network. Examples of
communication networks include a local area network (LAN) and a wide area network (WAN),
e.g., the Internet.

[0190] The computing system can include clients and servers. A client and server can be remote
from each other and interact through a communication network. The relationship of client and
server arises by virtue of the computer programs running on the respective computers and having
a client-server relationship to each other. For example, a server can transmit data, e.g., an HTML
page, to a client device, e.g., for purposes of displaying data to and receiving user input from a
user interacting with the client device. Data generated at the client device, e.g., a result of the user
interaction, can be received at the server from the client device.

[0191] Unless otherwise stated, the foregoing examples are not mutually exclusive but may be
implemented in various combinations to achieve unique advantages. As these and other variations
and combinations of the features discussed above can be utilized without departing from the
subject matter defined by the claims, the foregoing description should be taken by way of
illustration rather than by way of limitation of the subject matter defined by the claims. In addition,
the provision of the examples described herein, as well as clauses phrased as “such as,” “including”
and the like, should not be interpreted as limiting the subject matter of the claims to the specific
examples; rather, the examples are intended to illustrate only one of many possible
implementations. Further, the same reference numbers in different drawings can identify the same

or similar elements.
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CLAIMS:
L. A network device configured to perform clock synchronization, the network device
comprising:
one or more communication interfaces and one or more processors, wherein the one
or more processors are configured to:
determine one or more time signals indicated by one or more peer network devices;
measure, based on the one or more time signals, an offset and a drift rate of the
offset;
aggregate the offset and the drift rate using a distributed swarm consensus
algorithm; and

synchronize, based on the aggregation, the one or more peer network devices.

2. The network device of claim 1, wherein the one or more processors are further
configured to:

elect one or more representative network devices of one or more network
devices; and
obtain, using the elected representative network devices and after the network devices are

elected, a time signal indicating a universal time coordinate (UTC) from a time server.

3. The network device of claim 1, wherein determining the one or more time signals
indicated by the one or more peer network devices further causes the one or more processors to

transmit probes to the one or more peer network devices to obtain the one or more time signals.

4. The network device of claim 3, wherein the one or more processors are further
configured to reduce jitter by receiving a correction field from a transparent clock (TC) and
subtract a residence time of a probe from the round trip time (RTT) to account for switch queueing
delays or by filtering RTT of probes to accept probes with an RTT within a threshold of a minimum
RTT.
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5. The network device of claim 1, wherein the one or more processors are further
configured to receive a connected graph, wherein a representation of the network device and a peer
network device connected via an edge indicates that the network device periodically obtains a time

signal from the peer network device.

6. The network device of claim 1, wherein the offset indicates one or more time
differences between a time signal associated with the network device and the one or more time

signals associated with the one or more peer network devices.

7. The network device of claim 1, wherein the drift rate of the offset indicates a rate
of change of the offset.
8. The network device of claim 1, wherein the one or more processors are further

configured to determine, using a regression model and for each combination of the network device
and a peer network device of the one or more peer network devices, the offset and drift rate
between a clock signal associated with the network device and a clock signal associated with the

peer network device.

9. The network device of claim 1,

wherein the one or more processors are further configured to synchronize the network
device and the one or more peer network devices using basic swarm consensus; and

wherein the basic swarm consensus comprises determining an estimated offset from
multiple swarm virtual clock values based on the one or more time signals associated with the one

or more peer network devices.

10. The network device of claim 9, wherein synchronizing the network device and the
one or more peer network devices using the basic swarm consensus further causes the one or more
processors to:

determine a distributed average of the offset and the drift rate between the network device

anda  peer network device of the one or more peer network devices; and
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maintain an estimated swarm virtual clock (SVC), svc' for the network device

11. The network device of claim 10,

wherein synchronizing the network device and the one or more peer network devices using the

basic swarm consensus further causes the one or more processors to:

adjust the estimated svc' based on a measured offset between the network device and a peer

network device, the adjustment being a fractional portion of the measured offset.

12. The network device of claim 11, wherein synchronizing the network device and the
one or more peer network devices based on the accelerated swarm consensus further causes the

0one or more processors to:

gradually percolate the updated values of svc' for the network device, to calculate a hardware clock
adjustment for the network device to gradually move the hardware clock toward the value of svc'

for the network device.

13. The network device of claim 11, wherein synchronizing the network device and
the one or more peer network devices using the basic swarm consensus further causes the one or

more processors to:

receive probes from the one or more peer network devices to calculate offsets and drift rates
between the network device and a probed peer network device, wherein a number of probes having

a largest and smallest offsets are ignored when adjusting the svc' value for the network device

14. A method for performing clock synchronization, the method comprising:

determine, by a network device, one or more time signals indicated by one or more peer
network devices;

measure, by the network device and based on the one or more time signals, an offset and a
drift rate of the offset;

aggregate, by the network device, the offset and the drift rate using a distributed swarm

consensus algorithm; and
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synchronize, by the network device and based on the aggregation, the one or more peer

network devices.

15. The method of claim 14, further comprising:

obtaining, from one or more time servers, one or more time signals indicated by the one or
more time servers;

determining a consensus universal time coordinate (UTC) based on the one or more time
signals indicated by the one or more time servers;

determining the offset and the drift rate from the UTC; and

synchronizing the one or more peer network devices to the UTC.

16. The method of claim 14, further comprising transmitting, by the network device,
probes to the one or more peer network devices to obtain the one or more time signals indicated

by the one or more peer network devices.

17. The method of claim 16, further comprising:

reducing error due to path asymmetry between probes by:

using a peer-to-peer transparent clock, obtaining a correction field (CF) representative of a
cumulative delay of links in a network path; and

adjusting the offset based in part on the CF. measuring and storing half of the round trip time
(RTT) of a network link; or

periodically sending profiling probes having different packet header fields to measure RTTs of
different paths; and

including packet header fields corresponding to a path of the profiling probe having the lowest
RTT.

18. The method of claim 14, further comprising synchronizing the network device and
the one or more peer network devices using basic swarm consensus, wherein the synchronizing

comprises:
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determining a local average of the offset and the drift rate of each peer network device of
the one or more peer network devices, wherein the local average corresponds to a common time
indicated by swarm virtual clock values; and

adjusting a clock signal associated with the network device toward the common time

indicated by the swarm virtual clock values.

19. The method of claim 14, further comprising synchronizing the network device and
the one or more peer network devices based on accelerated swarm consensus, wherein the
synchronizing comprises:

performing, using a mesh effect, nested probing iterations between the network device, the
one or more peer network devices, and one or more nested peer network devices, wherein the one
or more nested peer network devices correspond to additional peer network devices of the one or
more peer network devices;

determining, for each peer network device and each nested peer network device, an offset
from a common time indicated by swarm virtual clock values; and

adjusting a clock signal associated with the network device toward the common time

indicated by the swarm virtual clock values.

20. A system for performing clock synchronization, the system comprising:

a plurality of network devices; and

one or more peer network devices,

wherein the plurality of network devices comprises the one or more peer network devices,
and

wherein a network device comprises one or more processors configured to:

create a multi-layered arrangement of virtual clocks, wherein each subsequent layer
arrives at a consensus value from values having error values smaller than the preceding
layer and wherein an error from preceding layer will not affect the consensus achieved at

each subsequent layer
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