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HOME NETWORK INTRUSION DETECTION fied traffic packets that attempt to access secure ports within 
AND PREVENTION SYSTEM AND METHOD the operating system and / or firmware of devices , email 

attachments that include malware such as trojan horses , 
RELATED APPLICATIONS rootkits , and worms , and denial of service attacks , to list a 

5 few examples . 
This application claims the benefit under 35 USC 119 ( e ) 

of U.S. Provisional Application No. 62 / 138,927 , filed on SUMMARY OF THE INVENTION 
Mar. 26 , 2015 , which is incorporated herein by reference in 
its entirety . To combat the threat of cyber attacks , large government 

10 and business enterprise networks typically deploy sophisti 
BACKGROUND OF THE INVENTION cated Intrusion Detection and Prevention Systems ( IDPS ) . 

These systems include state - of - the - art firewall data security 
Home networks are increasingly being deployed in resi devices to detect and block threats before they can enter the 

dences and home offices . Home networks have traditionally networks . The computer devices on these networks also 
included an Internet access point or modem that provides a 15 typically include antivirus software applications installed on 
gateway between the Internet , usually via a service provider the computer devices . Antivirus applications are a per 
such as Comcast or Verizon , and the home network . The device security solution that secures the individual devices 
home networks have traditionally included one or more it is installed on . The antivirus applications scan the indi 
computer devices . The connection between the computer vidual devices for threats and can take actions to remediate 
devices and the access point has traditionally been a wired 20 the threats . 
connection , using local area network ( LAN ) technology In contrast , current IDPS systems for home networks lack 
such as the standard IEEE 802.3 , or wireless protocols , such the sophistication of IDPS systems of larger networks and 
as Bluetooth and WiFi ( IEEE 802.11 ) . Examples of these protect only the wired networks in the home networks . 
computer devices include desktop computers , workstations , Unlike the firewall devices of larger networks , the firewall 
laptops , and mobile phones having a local interface , in 25 capability of home networks is usually included within the 
examples . internet access point and typically utilizes outdated firewall 
Modern wired protocols such as Universal Powerline Bus technology . This increases the likelihood that cyber attacks 

( UPB ) and wireless protocols such as Z - Wave and Zigbee penetrate the home network . Moreover , unlike a wired 
have enabled the expansion of home networks to include network , threats directed at the wireless network do not need 
new types of devices . Compared to traditional wired and 30 to breach the wireless network through a gateway such as the 
wireless protocols , these newer protocols typically have a internet access point . Wireless cyber threats can be launched 
shorter range and require fewer hardware and software directly at the wireless devices themselves such as the 
resources from the devices . The new devices are typically wireless routers , home automation and smart devices . 
referred to as smart devices or Internet of Things ( IoT ) Once a cyber threat does penetrate the home network , its 
devices . 35 contents and effects often propagate quickly from one device 

Smart devices can range widely in size and function . to another and among the wired and wireless networks 
Examples include computer tablets , smart pens , and home within the home network . This is especially true for smart 
automation systems for controlling thermostats and lighting devices , because they typically cannot support antivirus 
and appliances and associated sensors . Other examples applications to remediate and / or stop a cyber threat before it 
include smart watches and fitness monitors , and security- 40 can continue to other devices . 
related devices such as video cameras , door locks , motion The present invention can provide an IDPS cyber threat 
sensors , and window and door sensors that detect entry / exit . solution that secures both wired and wireless networks 
Finally , hybrid smart devices also known as protocol bridges within a home network . The solution can protect not only 
support multiple protocols and enable communications computer devices and mobile devices , but can also protect 
between smart devices and computer devices that support 45 other connected devices such as smart devices . 
different protocols . Embodiments of the invention include a software agent 

Smart devices have limited capabilities as compared to that detects threats , blocks threats if possible , conducts 
computer devices . Computer devices typically provide sup penetration testing , scans for security vulnerabilities , logs 
port for multiple software applications , local storage of user detected threats , samples traffic or anomalies , delivers 
files , and user access to operating system resources . In 50 logged data to a managed service application over a network 
contrast , smart devices typically have a small footprint cloud for advanced analysis , and receives periodic updates 
operational firmware image that includes the operating sys and on - demand instructions to resolve issues detected . 
tem and all interfaces . The firmware provides limited user In general , according to one aspect , the invention features 
and network access to its resources . Typically , changes or a network intrusion detection and prevention system . The 
updates to any features provided by a smart device require 55 system comprises a services network having a management 
replacement of its entire firmware image . and notification system that executes client services and 

A wireless router connected to the modem / internet access home intrusion and detection devices for client homes , each 
point typically provides a wireless network within the home of these devices communicating via wired and wireless ports 
network . The wireless network is often connected to a hub for home wired networks and wireless networks and report 
that provides a common connection point for smart devices 60 ing to a corresponding one of the client services . 
within the home network . In embodiments , the services network further comprises 

All networks are susceptible to cyber attacks . Cyber an analytics system , an IP address and device reputation 
attacks attempt to breach the security boundaries of net database , and a threat database . The management and noti 
works to gain unauthorized access to computing resources of fication system can include separate managed client services 
the devices or personal data located on the devices , and to 65 for each home intrusion and detection device . The home 
disrupt or impair functioning of the devices and / or their intrusion and detection devices can enable radios for each 
applications . Cyber threats include phishing attacks , modi supported wireless networks and listen for data traffic on the 
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wireless networks and analyze the data traffic against rules home network includes IDPS sensors that each support a 
supplied by the services network . wireless protocol not already supported by the router ; 

In examples , the home intrusion and detection devices FIG . 6 is a flow diagram showing data flows between the 
scan their firmware for malware and / or other anomalies and major components of the embodiment of FIG . 5 for exem 
can scan devices on the networks for security configuration 5 plary client A's home network ; 
settings that could be unsafe . FIG . 7 is a schematic block diagram of a fourth embodi 

In general , according to another aspect , the invention ment of the Home Network IDPS system , where the agent 
features a network intrusion detection and prevention is hosted on a router within the home network ; 
method . This method comprises providing a services net FIG . 8 is a flow diagram showing data flows between the 
work having a management and notification system that 10 major components of the embodiment of FIG . 7 for exem 
executes client services and home intrusion and detection plary client A's home network ; 
devices for client homes communicating via wired and FIG . 9 is a flow diagram that shows detail common to all 
wireless ports to home wired networks and wireless net embodiments for how the agent analyzes data traffic on the 
works and reporting to a corresponding one of the client device that hosts the agent ; 
services . FIG . 10 is a flow diagram that shows detail common to all 

In general , the IDPS cyber threat method and system that embodiments for how the agent executes a host intrusion 
can secure both wired and wireless networks within a home and detection scan of the device that hosts the agent ; 
network including smart devices . The method and system FIG . 11 is a flow diagram that shows detail common to all 
includes a software agent that detects threats , block threats embodiments for how the device that hosts the agent 
if possible , conducts penetration testing , scans for security 20 executes a home network vulnerability and security con 
vulnerabilities , logs detected threats , samples traffic or figuration scan ; 
anomalies , delivers logged data to a managed service appli FIGS . 12A and 12B are flow charts that show methods 
cation over a network cloud for advanced analysis , and / or common to all embodiments for how the managed service 
receives periodic updates and on - demand instructions to application for a given client home network executes high 
resolve issues detected . 25 level scans for vulnerabilities across the devices in the 

The above and other features of the invention including client's home network , where FIG . 12A describes a periodic 
various novel details of construction and combinations of scan for device credentials , and FIG . 12B describes a 
parts , and other advantages , will now be more particularly periodic scan for device configuration settings ; and 
described with reference to the accompanying drawings and FIG . 13 is a flow chart that shows a method common to 
pointed out in the claims . It will be understood that the 30 all embodiments for how the agent in conjunction with the 
particular method and device embodying the invention are managed service application for client A's home network 
shown by way of illustration and not as a limitation of the detects and responds to a specific threat . 
invention . The principles and features of this invention may 
be employed in various and numerous embodiments without DETAILED DESCRIPTION OF THE 
departing from the scope of the invention . PREFERRED EMBODIMENTS 35 

BRIEF DESCRIPTION OF THE DRAWINGS The invention now will be described more fully herein 
after with reference to the accompanying drawings , in which 

In the accompanying drawings , reference characters refer illustrative embodiments of the invention are shown . This 
to the same parts throughout the different views . The draw- 40 invention may , however , be embodied in many different 
ings are not necessarily to scale ; emphasis has instead been forms and should not be construed as limited to the embodi 
placed upon illustrating the principles of the invention . Of ments set forth herein ; rather , these embodiments are pro 
the drawings : vided so that this disclosure will be thorough and complete , 

FIG . 1 is a schematic block diagram of a preferred and will fully convey the scope of the invention to those 
embodiment of a Home Network Intrusion Detection and 45 skilled in the art . 
Prevention System ( IDPS ) that provides managed cyber As used herein , the term “ and / or ” includes any and all 
threat protection services for multiple client home networks , combinations of one or more of the associated listed items . 
where the home networks include an IDPS device hosting an Further , the singular forms and the articles “ a ” , “ an ” and 
agent , where the agent provides the intrusion detection and “ the ” are intended to include the plural forms as well , unless 
protection capability , and where the IDPS device also pro- 50 expressly stated otherwise . It will be further understood that 
vides the functions of a router and / or hub ; the terms : includes , comprises , including and / or comprising , 

FIG . 2 is a flow diagram showing data flows between the when used in this specification , specify the presence of 
major components of the embodiment of in FIG . 1 , where stated features , integers , steps , operations , elements , and / or 
the data flows are associated with various intrusion detection components , but do not preclude the presence or addition of 
and prevention actions executed by the agent in conjunction 55 one or more other features , integers , steps , operations , 
with a managed services application for exemplary client elements , components , and / or groups thereof . Further , it will 
A's home network ; be understood that when an element , including component 

FIG . 3 is a schematic block diagram of a second embodi or subsystem , is referred to and / or shown as being connected 
ment of the Home Network IDPS system , where the IDPS or coupled to another element , it can be directly connected 
device hosting the agent is added to a home network that 60 or coupled to the other element or intervening elements may 
already includes a router and / or hub ; be present . 

FIG . 4 is a flow diagram showing data flows between the FIG . 1 shows a preferred embodiment of the Home 
major components of the embodiment of FIG . 3 for exem Network IDPS system 100. The system 100 includes a 
plary client A's home network ; services network 122 that provides managed cyber threat 

FIG . 5 is a schematic block diagram of a third embodi- 65 protection services for one or more client home networks 
ment of the Home Network IDPS system , where the agent 148-1 through 148-3 . The services network 122 is owned 
is hosted on a router within the home network , and where the and managed by an entity that is different than the home 
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network clients 148. An exemplary home network for client address and device reputation database 142 , respectively . In 
“ A ” is shown , indicated by reference 148-1 . The home step 208 , the agent 50 receives updates from the client A 
networks 148 communicate with the service network 122 service 206 that include instructions , new / updated rule defi 
over a network cloud 30 . nitions , and patches for agent firmware , in examples . The 

The home network 148-1 connects to the Internet 90 over 5 agent 50 preferably secures the updates and / or patches via 
the network cloud 30 , which typically includes service digital signatures . 
provider networks . An internet access point such as a In step 210 , the agent 50 obtains traffic data from the IDPS 
modern 102 provides the connection between the home device 112. The data traffic can include both received data 
network 148 and the network cloud 30 , Each home network packets and data packets that the IDPS device 112 is 
148 typically includes one or more wired networks 136 and 10 preparing to transmit to the devices on its ports 152. In step 
one or more wireless networks 134 . 300 , the agent 50 analyzes the data traffic . 

The home network 148-1 includes an IDPS device 112 FIG . 9 provides more detail for FIG . 2 step 300. Note that 
that functions both as a router and / or hub . The IDPS device the data traffic analysis performed by the agent 50 in step 
112 includes a software agent 50 that provides cyber threat 300 is a continuous process . 
intrusion detection and protection capabilities . The IDPS 15 In step 350 , the agent 50 accesses the next packet that was 
device 112 hosts the agent 50 . either received on home network 148-1 or is ready to be 

The IDPS device 112 includes ports to which both wire transmitted over the home network 148-1 . In step 352 , the 
less and wired devices connect . Data traffic received from a agent 50 compares the packet with a library of known threats 
device associated with one port 152 is copied to all other in threat database 166 , where the threats include common 
ports 152. The wired network 134 includes a door sensor 172 20 gateway interface attacks , buffer overflows , denial of service 
for a door 170 , a motion sensor 166-2 , and a wired door lock attacks , operating system fingerprinting and stealth port 
110-2 . scans based on signatures , attributes , and / or patterns , in 

The wireless network 134 includes a wireless motion examples . 
sensor 166-1 , a wireless thermostat 174 , a wireless door lock According to step 354 , the agent 50 then establishes a 
110-1 , a wireless video camera 103 , a wireless laptop 104 25 baseline of the network traffic in client A's home network 
and a smart TV 107. The IDPS device 112 can also com 148-1 being monitored and compares current network traffic 
municate with one or more third - party wireless control against the baseline to detect statistical anomalies . The 
modules 190 , These include proprietary home automation baseline can include common protocols used , ports open and 
controllers from manufacturers such as Lutron and Insteon , closed , bandwidth usage ( incoming and outgoing ) , device 
in examples . 30 uptime , device response time , connectivity between devices , 

The services network 122 includes a management and frequency of communication between devices and known 
notification system 132 , a control system 140 , an analytics devices on the home network 148-1 , in examples . 
system 138 , an IP address and device reputation database In step 356 , the agent 50 validates all file transfers by 
142 , and a threat database 166. The management and noti using file size , name and extension , and MD5 checksum 
fication system 132 includes separate managed service 35 comparisons , in examples . In step 358 , the agent 50 deter 
applications ( “ services ” ) 120 for each client home network mines if a file level threat has been detected . If a threat has 
148 and includes a service manager 130. The service man not been detected , the method transitions to step 362 . 
ager 130 manages the services 120. The services 20 are Otherwise , the agent 50 in step 360 compares contents of all 
preferably implemented as Software as a Service ( SaaS ) incoming and outgoing traffic packets against the set of rules 
applications . For example , the client A service 120-1 man- 40 from the IP and device reputation database 142 to identify 
ages client A's home network 148-1 , the client B service communication with known malicious hosts . 
120-2 manages client B's home network 148-2 , and the In step 362 , the agent 50 determines if a data - level threat 
client C service 120-3 manages client C's home network has been detected . If a threat has not been detected , the 
148-3 . method transitions to step 350 to access and examine the 

The services 120 notify users of the client home networks 45 next packet . Otherwise , the agent 50 in step 364 creates a log 
148 via messages sent to the users ' mobile phone 109 over that includes the detected threat and contents of associated 
the network cloud 30. In examples , the messages include traffic in response to the detected threat . In examples , 
email and SMS text messages . The services 120 can also detected threats can include a suspicious network intrusion 
send notifications associated with cyber threats on client or malware . At the conclusion of step 364 , method transi 
home networks 148 to a remote monitoring center 80 over 50 tions to step 350 to access and examine the next packet . 
the network cloud 30. In another example , the monitoring Returning to FIG . 2 , the agent 50 executes a host intrusion 
center 80 can also be included within the service network and detection scan 400 on the device that hosts the agent 50 . 
122 . In FIG . 2 , this is the IDPS device 112 . 

FIG . 2 shows data flows between high - level components FIG . 10 provides more detail for FIG . 2 step 400. Note 
in the embodiment of FIG . 1. The components include the 55 that the host intrusion and detection scan performed by the 
analytics system 138 , the management notification system agent in step 400 is preferably executed in a synchronous or 
132 and its client A service 120 , the IDPS device 112 and its " on demand ” fashion , in response to a request from the 
agent 50 , Exemplary devices include a wired door sensor client A service 120-1 . In other implementations , however , 
172 and wireless motion sensor 166-1 . step 400 can be executed in an asynchronous or periodic 

In step 202 , the device 112 enables radios for each 60 fashion without a request from the client A service 120-1 . 
supported wireless protocol and listens for data traffic on the In step 450 , the agent 50 scans the firmware of host device 
wireless network 134. In step 204 , the wired network hosting the agent for threats such as malware and other 
interface is configured for promiscuous mode to collect data anomalies that may reduce the capabilities of the host 
traffic on the wired network 136 . device . In step 452 , if a threat is detected , the agent 50 

According to step 206 , the client A service 120-1 prepares 65 creates a log that includes the relevant data associated with 
a set of traffic rules determined from the threat data and the the threat . In step 454 , the agent 50 uses antivirus software 
device reputation data from the threat database 166 and IP to remove a quarantine the threat . 
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device 112 added to the home network 148-1 . Instead , 174 that communicate over the wireless network 134 of 
individual IDPS sensors 168 are included within the home client A home network 148-1 . 
network that each support a different wireless protocol . The In step 862 , the client A service 120-1 accesses data from 
IDPS sensors 168 can be either wired 168-1 or wireless the threat database 166. In step 864 , the client A service 
168-2 . The IDPS sensors 168 provide support for wireless 5 120-1 accesses stored device reputation data from the IP 
protocols not already supported on the router 106 and / or hub address and device reputation database 142. According to 
108 . step 866 , the client A service 120-1 then creates or updates 

Also in contrast to the embodiment of FIG . 3 , the router a set of traffic rules determined from the threat data and the 
116 hosts the agent 50. In other examples , however , the device reputation data . In step 868 , the client A service 120-1 

10 send the updated rules to the agent 50 . agent 50 can be hosted on the hubs 108 , and separate In step 870-1 , the wireless lock 110-1 sends a data packet instances of the agent 50 can be hosted on both the router that includes a corrupted header . In one example , the cor 106 and hubs 108 . 
FIG . 6 shows data flows between high - level components ruption could have occurred because of a bug in the firm 

ware in the device . In another example , the corruption could in the embodiment of FIG . 5. The data flows and interactions 15 be the result of a malicious attack against the wireless are similar to that of FIG . 4. FIG . 6 includes the same network 134 of client home network 148-1 . Though the 
high - level components as shown in the flow chart of FIG . 4 , corruption may have occurred in a device other than the 
with the exception that the IPDS device 112 of FIG . 4 is wireless lock 110-1 , traffic from one smart device associated 
replaced with one or more IPDS sensors 168 , and the agent with one port 152 on the hub 108 is repeated by the hub to 
50 in FIG . 6 is included within / hosted b the router 106 . 20 all other ports 152 to which the other wireless devices 

Steps 604 , 606 , 608 , 610 , 614 , 618 , 620 , 622 , and 624 of connect . As a result , the wireless lock 110-1 , the wireless 
FIG . 6 are analogous to steps 204 , 206 , 208 , 210 , 214 , 216 , thermostat 174 , and all other devices on the wireless net 
218 , 220 , 222 , and 224 of FIG . 2 . work 134 could now be compromised . 

Step 602 of FIG . 6 also enables wireless radios for In step 870-2 , the wireless thermostat 174 sends a data 
supporting different wireless protocols , as does step 202 of 25 packet associated with normal device operation , such as a 
FIG . 2. However , each of the IDPS sensors 168 in FIG . 6 periodic message indicating the current power level of the 
includes a radio associated with support for a different battery of the wireless thermostat 174 . 
wireless protocol . In step 872 , the agent 50 listens for data from the wireless 

Otherwise , the only other material difference in FIG . 6 as devices 110-1 / 174 via the supported wireless protocols of 
compared to FIG . 4 is that the interactions between the agent 30 the home network 148-1 and saves the data to a cache . In 
50 and the other components now reflect the fact that the step 874 the agent 50 compares the cached data from the 
agent 50 is hosted on the router 106 . wireless devices 110-1 / 174 to the traffic rules to identify 

FIG . 7 shows a fourth embodiment of the Home Network threats . In step 876 , the agent 50 sends a message to disable 
IDPS system 100. Like the embodiment of FIG . 5 , the home the potentially compromised device ( e.g. the wireless lock 
network 148-1 includes a router 106 and one or more hubs 35 110-1 ) in response to finding a match between the cached 
108-1 and 108-2 , and the router 116 hosts the agent 50 . data and a rule associated with known security vulnerability 
Unlike FIG . 5 , however , there are no IDPS sensors 112 that manifests as a corrupted header . 
added to the home network 148-1 . Specifically , this embodi According to step 878 , the agent 50 then blacklists the 
ment provides a software - only intrusion detection and pre disabled device within the wireless network 134 until secu 
vention solution for home networks 148 , via the agent 50 40 rity personnel replace can replace the device . In step 880 , the 
installed / hosted within the router 106 and / or hub 108 . agent 50 sends data including an ID and version number of 

FIG . 8 shows data flows between high - level components the potentially compromised wireless lock device 110-1 , log 
in the embodiment of FIG . 7. The data flows and interactions data , and indication of action taken by the agent 50. In step 
are similar to that of FIG . 6. FIG . 8 includes the same 882 , the agent sends data associated with the data update of 
high - level components as shown in the flow chart of FIG . 6 , 45 the wireless thermostat 174 . 
with the exception that the IPDS sensors 168 are not In step 884 , the client A service 120-1 analyzes data sent 
included . from agent 50 to learn from and predict future threats . The 

Steps 804 , 806 , 808 , 810 , 814 , 816 , 818 , 820 , 822 , and data sent from the agent 50 includes data updates and 
824 of FIG . 8 are analogous to steps 204 , 206 , 208 , 210 , 214 , messages sent from other devices on the wireless network 
216 , 218 , 220 , 222 , and 224 of FIG . 2 . 50 134 such as the wireless thermostat 174. The client A service 

Step 802 of FIG . 8 also enables wireless radios for 120-1 updates the IP address and device reputation database 
supporting different wireless protocols , as does step 202 of 142 with information associated with the detected threat of 
FIG . 2. However , only the wireless radios supported on the the potentially compromised device ( e.g. the wireless lock 
router 106 are enabled . 110-1 ) in step 886 . 

FIG . 13 shows data flows between high - level components 55 In step 888 , in response to the detected threats , the client 
common to all embodiments , in response to a specific threat A service 110-1 sends notifications over the network cloud 
introduced into a wireless lock device 110-1 that commu 30 to client A's registered user devices such as mobile 
nicates over the wireless network 134 of the client A home phones 109 and to a monitoring center 80 . 
network 148-1 . The common behavior / data flows is accom While this invention has been particularly shown and 
plished by focusing on the interactions between the agent 50 60 described with references to preferred embodiments thereof , 
and the other components , independent of the host device it will be understood by those skilled in the art that various 
that includes the agent 50 . changes in form and details may be made therein without 

The components included within FIG . 13 include the IP departing from the scope of the invention encompassed by 
address and device reputation database 142 , the threat data the appended claims . 
base 166 , the management notification system 132 and its 65 What is claimed is : 
client A service 120 , the agent 50 , and exemplary wireless 1. A network intrusion detection and prevention system , 
devices such as wireless lock 110-1 and wireless thermostat comprising : a services network having a management and 
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notification system that executes client services ; home intru overflows , denial of service attacks , operating system fin 
sion and detection devices for client homes , each of these gerprinting and stealth port scans . 
devices communicating via wired and wireless ports for 12. A system as claimed in claim 1 , wherein the home 
home wired networks and home wireless networks and intrusion and detection devices establish baseline of the 
reporting to a corresponding one of the client services , the 5 network traffic on the home networks and compare current 
home intrusion and detection devices configured to monitor network traffic against the baseline to detect statistical 

anomalies , the baseline including common protocols used , data traffic across the home wired networks and the home ports open and closed , bandwidth usage ( incoming and wireless networks and log threats relative to a library of outgoing ) , device uptime , device response time , connectiv 
known threats ; prepare a set of traffic rules for the home ity between devices , frequency of communication between 
wired networks and the home wireless networks based on devices and known devices on the home networks . 
the logged threats and the library of known threats ; update 13. A system as claimed in claim 1 , wherein the home 
the set of traffic rules based on the logged threats and the intrusion and detection devices listen for data from the 
library of known threats to include threats logged since the wireless locks of the home networks and save the data to a 

set of traffic rules was prepared ; and disable compromised 15 identify threats and disable potentially compromised wire cache and compare the cached data to the traffic rules to 
wireless door locks installed at the client homes in response 
to an identification in the data traffic of a violation of the set less locks in response to finding a match between the cached 
of traffic rules indicating a threat relative to the library of data and a rule associated with known security vulnerability 

and then blacklist the disabled wireless locks within the known threats . wireless network until replaced . 2. A system as claimed in claim 1 , wherein the services 
network further comprises an analytics system , an IP address 14. A network intrusion detection and prevention method , 
and device reputation database , and a threat database . comprising : 

3. A system as claimed in claim wherein the providing a services network having a management and manage 
ment and notification system includes separate managed notification system that executes client services ; 
client services for each home intrusion and detection device . communicating , by home intrusion and detection devices 

4. A system as claimed in claim 1 , wherein the home for client homes , via wired and wireless ports to home 
intrusion and detection devices enable radios for each sup wired networks and home wireless networks and 

ported wireless networks and listen for data traffic on the reporting to a corresponding one of the client services , 
wireless networks and analyze the data traffic against rules the home intrusion and detection devices configured to 

monitor data traffic across the home wired networks supplied by the services network . 
5. A system as claimed in claim 1 , wherein the home and the home wireless networks and log threats relative 

intrusion and detection devices scan their firmware for to a library of known threats ; 
malware and / or other anomalies . preparing , based on the logged threats and the library of 

6. A system as claimed in claim 1 , wherein home intrusion known threats , a set of traffic rules for the home wired 
and detection devices scan devices on the networks for networks and the home wireless networks ; 
security configuration settings that could be unsafe . updating , based on the logged threats and the library of 

known threats , the set of traffic rules to include threats 7. A system as claimed in claim 1 , wherein the home 
intrusion and detection devices include ports connected with logged since the set of traffic rules was prepared ; and 
wireless motion detectors , wireless door locks and wireless disabling compromised wireless door locks installed at 
video cameras of the client homes . the client homes in response to an identification in the 

8. A system as claimed in claim 1 , wherein the home data traffic of a violation of the set of traffic rules 
intrusion and detection devices include ports connected with indicating a threat relative to the library of know 

threats . wired door sensors for doors and wired motion sensors of the 
client homes . 15. A method as claimed in claim 14 , wherein the services 

9. A system as claimed in claim 1 , wherein the home network further comprise an analytics system , an EP address 
intrusion and detection devices communicate with one or and device reputation database , and a threat database . 
more third - party wireless control modules including propri 16. A method as claimed in claim 14 , wherein the man 
etary home automation controllers . agement and notification system includes separate managed 

10. A system as claimed in claim 1 , wherein the home client services for each home intrusion and detection device . 

intrusion and detection devices each execute a software 50 intrusion and detection devices enable radios for each sup 17. A method as claimed in claim 14 , wherein the home 
agent that detects threats , blocks threats , conducts penetra 
tion testing , scans for security vulnerabilities , logs detected ported wireless networks and listen for data traffic on the 
threats , samples traffic or anomalies , delivers logged data to wireless networks and analyze the data traffic against rules 
a managed service application over a network cloud for supplied by the services network . 

advanced analysis , and receives periodic updates and on- 55 intrusion and detection devices scan their firmware for 18. A method as claimed in claim 14 , wherein the home 
demand instructions to resolve issues detected . malware and / or other anomalies . 11. A system as claimed in claim 1 , wherein the home 
intrusion and detection devices access packets that are 19. A method as claimed in claim 14 , wherein home 
received on the home networks compare the packets to a intrusion and detection devices scan devices on the networks 
library of known threats in a threat database , where the for security configuration settings that could be unsafe . 
threats include common gateway interface attacks , buffer 

30 

35 

40 

45 


