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ABSTRACT

The invention provides a dual sensing intrusion detection device for detecting an
intruder in a volume of space and which includes a PIR sensor 2 and a microwave
sensor 4. The sensor 2 generates a detected PIR signal which is processed by PIR
processing means 6, while the microwave sensor 4 generates a detected microwave
signal which is processed by microwave processing means 8. The device also
includes PIR summing means 16 which generates a summed signal and means for
comparing the summed signal to a sum threshold value to determine if an alarm
condition exists. The sum threshold value is selected for optimal discrimination

between a human intruder and an animal presence.
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AUSTRALIA
PATENTS ACT 1990

COMPLETE SPECIFICATION
FOR A STANDARD PATENT

ORIGINAL

Name of Applicant: Pittway Corporation

Actual Inventors: Fred Katz
Eugene Marder

Address for Service: C/- MADDERNS, 1st Floor, 64 Hindmarsh Square,
Adelaide, South Australia, Australia

Invention title: DUAL-TECHNOLOGY INTRUSION DETECTOR WITH
PET IMMUNITY

The following statement is a full description of this invention, including the best
method of performing it known to us.
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BACKGROUND OF THE INVENTION

This invention relates to an intrusion detection
system and in particular to dual-technology detectors wherein
the signals generated from a Passive Infra Red (PIR) sensor
and a microwave sensor are processed to detect a human

intruder and rejeét pets and other noise producing sources.

The use of dual-technology detectors in security
systems is well known in the prior art. The dual-technology
detectors produce a number of positive results including
detection of trouble conditions, accurate adjustment of
thresholds, and rejection of false alarms. Security systems
of today typically use a combinaﬁion of a PIR sensor, a
microwave sensor, and/or an ultrasonic sensor to achieve these
results. The detection of trouble conditions is achieved by
using one type of sensor to detect an intruder and a second
type of sensor as é redundant detector that allows the system
to monitor the first sensor for accuracy in detecting the
intruder. U.S..Patent No. 5,504,473 discloses an intrusion
detector of this type. Accurate adjustments of thresholds are
achieved by using a second sensor with a low threshold value
to adjust the threshold value of a first sensor. If the
second sensor is constantly above its threshold, the threshold
of the first sensor is increased. This type of adaptive
threshold system allows the threshold of the first sensor to
be as low as possible without producing false alarms. An
event detection system with an adjustable threshold generator

is disclosed by U.S. Patent No. 5,471,194.
The most prevalent reason for using dual technology

detectors is the rejection of false alarms, which may be

generated by environmental factors, electrical noise, or pets.

la
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Security systems that use dual technology sensors to reject
false alarms. require boph sensors. to detect an event before an
alarm is generated. The dual sensors reduce false alarms due
to environmental factors because both sensors will detect an
intruder, but only one sensor will react to an event produced
by the environment. For instance, a PIR sensor, which detects
changes in Eemperéture, will detect the heating system being
turned on, but a microwave sensor will noﬁ detect the change
in temperature, and therefore there will be no alarm
condition. The dual sensors also reduce false alarms due to
spurious noise because the noise is typically random and is
less likely to occur in both sensors at the same time.

Lastly, reduction of false alarms due to pets is dependent on
the field of view of the two sensors and the setting of the
threshold levels of the comparators. An animal presence is
different from a human intruder in that the animal is lower to
the ground and ﬁhe’temperature of the animal is lower due to
its skin being covered with hair. The dual sensors of the
prior art discriminate between an animal and a human by héving
one sensor's field of view above the floor by a few feet and

setting the threshold level of the comparator to a value that

"is exceed by a signal generated from a human intruder, but not

exceeded by a signal generated from an animal presence. In
this system the sensor with the higher field of view would not
detect the pet and therefore not cause an alarm condition.
U.S. Patent No. 5,670,943 discloses an intruder detector of
this type. Unfortunately, this method may false alarm on pets
that are very large or that have very little hair and may not

alarm on intruders that are low to the ground.

. The rejection of false alarms is accomplished by
looking for a signal to be produced from both detectors at the

same time or in a sequence of time. In some prior art systems,
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such as U.S. Patent No. 5,107,249, the output of each detector
is fed to separate comparator circuits where the detector
outputs are compared to.threshold values and the comparator
outputs are a high level when the detector outputs are above
the thresholds. The comparator outputs are logically ANDed to
produce an alarm. If either detector signal is not above its
threshold, or the'Signals do not occur simultaneously, the
alarm is not sounded. In other prior art~systems, such as
U.S. Patent No. 5,581,236,

output signal is checked to occur within a certain limit.

the time between each comparator

These systems are an improvement over the other prior art
systems because they allow for difference due to the sensors'

detection rates and differences in the sensors' field of view.

The problem with these systems is that they do not.
account for differences in the signal strength due to the
trajectory of the intruder. Certain trajectories cause one
detector to have'a.high output signal while the other.detector
if an

will have a minimal output signal. For instance,

intruder is walking directly towards a PIR sensor, the sensor
will be less likely to detect a change in temperature than if

the intruder walked in, and out of the zone the sensor

across,
was covering. In this system the PIR would not detect the
intruder, while the microwave .sensor would have a strong

signal that would not cause an alarm condition.

It is therefore an object of the present invention
to provide an intrusion detection system that uses dual
sensors to detect human intrusions and reject false alarms due

to pets and other noise producing sources.

It is a further object of the present invention to

provide an intrusion detection system that will alarm when a
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high signal is present in one sensor and a low signal is

present in the other sensor.

It is still a further object of the present
invention to provide an intrusion detection system that
distinguishes between a human intruder and a pet presence by
processing the siéhals from both detectors using a

microprocessor.

It is still a further object of the present
invention to provide an intrusion detection system that may be
customized to take into account the trajectory patterns at an

installation site.

It is a further object of the present invention to.
provide an intrusion detection system that may be customized

to reject a customer's pet.

SUMMARY OF THE INVENTION

In accordance with these and other objects, the

present invention is a dual-sensing intrusion detection device
for detecting an intruder in a volume of space comprising a
PIR sensing means and a microwave sensihg means. The device
comprises PIR processing means and microwave processing means,
means for summing the processed PIR signal with the processed
microwave signal to generate a summed signal, and means for
comparing the summed signal to a sum threshold value to
determine if an alarm condition exists. The sum threshold
value is selected for optimal discrimination between a human
intruder and an animal presence. The summing of the signals
is the basis of this invention and allows for a strong signal

in one sensor to compensate for a weak signal in the second
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sensor. This scenario occurs when an intruder moves in the

volume of space at a trajectory that is difficult for one of

the sensors to detect.

In one aspect of the invention, an additional
feature of the in;rusion detection device is the generation of
a PIR difference signal. This signal is ;he first derivative
of the PIR signal and is an indication of the speed of the
intruder. This feature allows the device to compensate for
the limited bandwidth of the PIR sensor. The PIR difference
signal is processed in the same manner as the PIR and
microwave signals and is summed with the processed PIR and

microwave signals prior to the threshold comparison.

In a second aspect of the invention, in addition to
the summing of the sensor signals, an important feature of the
present invention is the particular prbcessing of the sensor
signals prior to . summing the sensor signals, as described in
detail below. In particular, the processing is an integrétion
technique that sums the amplitude values of a particular
sensor signal and causes the sum to decay at a slow rate.

This type of integration technique may also be considered a
filtering technique because the random noise is smoothed out.
In addition, the slow decay rate causes the signal to be
spread out in time, thereby allowing the signals from both

detectors to be above the threshold at the same time.

The processing of the sensor signals may be
performed in two different ways. The first way, which is the
preferred embodiment of the present invention, uses a micro-
controller to process the PIR and microwave signals and
determine when to generate an alarm signal. In this digital

embodiment, the micro-controller samples the PIR sensor signal
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and the microwave sensor signal by performing an analog-to-
digital (A/D) conversion. The A/D conversion is at a higher
frequency for the microwave-signal because of its frequency
content, although the rates may be the same for both
detectors. The micro-controller then generates the PIR
difference signal by determining the difference between a
current samplé of thé detected PIR signal and a prior sample
of the detected PIR signal. The micro-controller then -
performs the steps of the integration algorithm for the PIR
signal, the microwave signal and the PIR difference signal.
The integration algorithm is comprised of the following steps:
subtracting a first threshold value from the digital signal,
determining the absolute value of the digital signal minus the
first threshold value, comparing the absolute value of the
digital signal minus the first threshold value to a second
threshold value, generating an increase in the processed
signal when the absoluté value of the digital signal minus the
first threshold value is greater than the second threshold
value, and genera;ing a decrease in the processed signal whén
the absolute value of the digital signal minus the first
threshold value is less than the second threshold value. The
increase in the processed signal is a percentage of the
absolute value of the digitized input signal minus the first

threshold and the decrease in the processed signal is a

. percentage of a prior value of the processed signal.

The second way of processing the sensor signals uses
analog circuits comprising operational amplifiers, capacitors,
resistors, summing circuits, and comparator circuits to
process the PIR and microwave signals and determine when to
generate an alarm signal. It is noted that the PIR difference
éignal is preferably not generated and processed in this

embodiment. The analog circuit to perform the integration
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algorithm for the PIR and the microwave signals is comprised
of an inverting amplifier to invert the signal, two diodes
with cathodes tied together to sum the signal with the
inverted signal, a resistor coupled to cathodes of the first
and second diodes, a capacitor coupled to the resistor, and a
second resistor coupled to the capacitor to discharge the

capacitor.

Both, the first and second embodiments may also
comprise means for comparing the detected microwave signal to
a minimum microwave threshold value and means for comparing
the detected PIR signal to a minimum PIR threshold value as an

additional test to determine if an alarm condition exists.

Both, the first and second embodiments may also
comprise means for multiplying the processed PIR signal, the
processed difference PIR signal, and the microwave signal by
an associated weighting factor prior to being summed. The
weighting factoré may be selected to customize the dual-
sensing intrusion detection device for optimal detection of an
intruder in a given volume of sbace. The wvalue of the »
weighting factors may be selected prior to ;he device
installation, or at the installation site. 1In order to select
the weighting factors at the installation site, the installer
would be require to input information into the device,
possibly through settings of switchesf Selection of the
weighting factor prior to installation may be performed during
manufacturing of the device. 1In the first (digital)
embodiment the value is programmed into memory, and in the
second (analog) embodiment the value is dependent on the gain

of the op-amp circuits. Similarly, the sum threshold value

: may be selected and programmed to customize the dual-sensing
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intrusion detection device for discrimination against the

owner's pet.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of the overall
functionality of the present invention.

Figure 1(A). is a top-level block diagram of the
first (digital) embodiment of the present invention.

Figure 1(B) is a detailed block diagram of the
digital device of Figure 1(A).

Figure 1(C) is a diagram of the second (agalog)
embodiment of the present inventory.

Figure 2 is a top-level flow diagram of the
preferred embodiment of the present invention.

Figure 3 is-a graph that shows the signal levels
generated by a dqg'and human from a PIR sensor and a microwave
sensor when the dog and the human move through the volume of
space at different trajectoriesr

Figure 4 is a processing flow diagram of the
preferred embodiment of the present invention.

Figures 5 (A-F) are the raw and processed signals
produced by a human. A

Figures 6 (A-F) are the raw and proéessed signals
produced by a dog.

Figure 7 illustrates the analog embodiment of the

lossy integration function.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

Referring to Figure 1, a functional block diagram of

the preferred embodiment of a dual-tech intrusion detector




10

30

device is shown. Functionally, the invention operates as
follows: a PIR sensor 2 and microwave sensor 4 are configured
in the device to view a‘substantially common field of view.
The PIR sensor 2 gerierates a detected PIR signal that is
processed by PIR processing means 6. Likewise, the microwave
sensor 4 generates a detected microwave signal  that is
processed by micréWave processing means 8. The processed PIR
signal is then input to a PIR difference heans 12, which
operates to differentiate the data. The PIR difference signal

is then input to a PIR difference processing means 14.

The processed PIR signal, processed PIR difference
signal, and processed microwave signal are then input to a
summing means 16 as shown in Figure 1. The summing means 16
operates to calculate a sum of the three input signals, which
is then compared to a threshold value 18 by comparator means
20. If the sumﬁed signal is greater then the threshold value
18, an alarm signai is generated; if the summed signal is less
then the threshold value 18, the alarm signal is not .
generated. Thué, a relatively weak PIR signal may be
compensated for by a relatively stronger microwave signal to
indicate an alarm, or a relatively weak microwave signal may
be compensated for by a relatively strong PIR signal to

generate an alarm, etc.

In addition, various other thresholds may be used to
ensure an alarm condition truly exists. For example, a PIR
threshold 22 must be exceeded by the PIR signal, and a
microwave threshold 24 must be exceeded by the microwave
signal, in order to generate the alarm signal. This ensures
that some minimum value must be attained for each of these
sensors, regardless of the strength of the other sensor. For

example, an alarm signal will not be generated by an
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exceedingly strong PIR signal if no activity is detected by
the microwave signal (i.e.: the microwave signal fails to

exceed the threshold valué),'and vice-versa.

In addition, the device allows the user to customize
the relative weights given to the PIR signal, the PIR
difference éignal;'and the microwave processing signal via a
PIR weighting factor 26, a PIR difference weighting factor 28,
and a microwave weighting factor 30, respectively, as shown in
Figure 1 and explained in detail with reference to the

detailed embodiments below.

The processing of the detected PIR signal, the PIR
difference signal, and the detected microwave signal is
performed by either digital or analog means to execute an
integration function. The preferred embodiment of this device
operates in a sﬁbs;antially digital domain, i.e. by use of a
micro-controller, to accomplish the function as outlined above
as shown in Figure 1. Figure 1(A) and (B) in particular .
illustrates this digital-based device. Thus, the processing
of the sensed signal from the PIR sensor 2 and the microwave
sensor 4 is performed by amplifier circuits 6a and 8a and, by
a micro-controller 10. The amplifier circuits 6a and 8a are
ac coupled and have a gain response that is greater for higher
frequencies in order to take into account the reaction time
(bandwidth) of the sensors. As shown.in Figure 1(b), the
micro-controller 10 converts the two input signals to digital
signals using an embedded 8 bit A/D converter 40, thereby
producing a single count for each 20 millivolts of the input
signal. The A/D converter 40 samples the PIR signal at a 25
Hz rate and the microwave signal at a 250 Hz rate. The
frequency content of the microwave signal causes it to be

sampled and processed ten times faster than the PIR signal.

10
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The micro-controller 10 continually processes the digital
signal from the microwave sensor and on the tenth iteration it
processes the digital signal from the PIR sensor and then

determines if an alarm condition is present. If an alarm

-condition is present, the micro-controller 10 generates an

alarm signal.

Figﬁre 2 shows a top level flowchaft for processing
the signals as further illustrated in figure 1(b). The PIR
and microwave signals are sensed by the detectors 2 and 4 and
processed by the amplifier circuits 6a and 8a and the micro-
controller 10. In order to determine if an alarm condition is
present the micro-controller 10 sums the processed signals by
summing block 48 and compares with compare block 54Vthe summed
result to a sum threshold value 50. If the summed result is
greater than the sum threshold, an alarm signal is generated.
If the summed resuit is not greater than the sum threshold,
the process is perforﬁed again. The sum threshold has been
selected to discriminate any signals generated by the presenée
of a pét from signéls generated by a human intruder. In the
preferred embodiment this value is 160 counts (where one count

is equivalent the least significant bit of the A/D converter)

and has been selected by empirical analysis.

In order to determine an optional sum threshold
value 50, a database was generated from a multitude of
different pets walking through a field of view of a dual-
technology detector at different trajectories, and from a
number of humans walking through the same field of view at
different trajectories. Figure 3 shows an example of a graph
of thé signal amplitude of the PIR sensor 2 vs. the signal

amplitude of the microwave detector 4. A number of the

11
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results of a human and a pet walking through the different
trajectories is shown; the human intruder is shown as Os and
the pets are shown as Xs. ' The sum threshold (indicated by the
solid line in Figure 3) is selected to discriminate against
all pet preéence. That is, if the summed value is greater
than the threshold function shown in Figure 3, than the device
will signal an alarm since it is highly likely to be a human
(because no dogs were detected in that range). Although the
human intruder will not be detected in some of the instances
as shown, as he moves through the field of view of the
detectors, his signal will eventually be great enough to cause
the sum signal to be above the sum threshold value, thereby

creating an alarm condition.

In addition to the processing described above, the
micro-controller 10 performs several other processing
algorithms prior to summing the signals. They are shown in
the flowchart of Figure 4 and the diagram in Figure 1(B). The
micro—controller'lo generates a difference PIR signal via PIR
difference function 42 by subtracting a previous sample of the
PIR signal from the present sample of the PIR signal and ‘
storing the result. The difference PIR signal goes through
the same integration processing 46 as the PIR and microwave
signals and is summed with the PIR and microwave signals at
summing block 48 to determine if there has beén an intrusion.
The difference PIR signal is used to compensate for the slow

reaction rate of the PIR sensor 2.

The micro-controller 10 performs the lossy
integration algorithm 46 on the sampled PIR signal, the
microwave signal, and the difference PIR signal. The lossy

integration algorithm definition is as follows:

12
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If Absolute Value (Data_In - Threshold_1l) > Threshold_2
THEN -

Data_Out (new)

‘Data_Out + Absolute Value (Data_In -
Threshold_1) /Div_1

ELSE

Data_Out'(new)

Data_Out x (1-(1/Div_2))

Where:
Data_In = The digitized input voltage of -a sample

(the digitized microwave signal, the digitized PIR signal, or

the PIR difference signal, as appropriate).
Data_Out = The stored result of the previous
Data_Out calculation.

Data_Out (new) = The newly calculated value of
Data_Out.

In addition, each signal is processed with different constant

values, which are also shown in. table 1.

PIR SENSOR MICROWAVE PIR
SENSOR DIFFERENCE
Div. 1 8 16 2
Div. 2 8 32 128
Threshold. 1 6 6-31 0
Threshold. 2 28-60 8 8
Table 1.

The values of Table 1 have been selected through

empirical analysis of the human and pet trajectory database

13
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described above. These values were selected to cause the
signal from the PIR sensor 2 to be available to the summing
block 48 at the same time as the signal from the microwave
sensor 4 and to cause the signals generated by a human to
become stronger and the signals generated by a pet to become
weaker. This happens because the algorithm coefficients and
constants have beéh empirically matched for multiple human and
pet trajectories and their valves have beén individually
optimized to enhance valves associated with humans and
minimize valves with dogs. This has been performed over a
large data set of trajectories and velocities. Subtle
differences in energy signatures projected by humans and dogs
are exploited by this algorithm in such a way as to.produce
large differences in the processed result between pets and
humans. Based on such items as cross-sectional profile, gait,
exposed surface, and a multitude of other reasons, subtle
differences can.be‘pr0cessed to produce large indications for
target identification and classification. The lossy
integration and.channel summatibn produces a cross-channel
correlation function betweén IR and microwave. This two
dimensional analysis yields much larger data product for

humans over pets.

As can be seen, the second threshold value of the
PIR sensor varies from 28 to 60 and is dependent on the
ambient temperature, which is sensed by a thermistor (this
temperature compensation is well known in the art). The first
threshold value of the microwave sensor also varies from 6-31
and is dependent on the number of times the microwave signal
is above its threshold while the PIR signal is not above its

threshold. The adjustment of the microwave threshold is a

"~ known prior art technique of limiting the false alarms due to

noise generated in one sensor.

14
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As. shown in the lossy integration equation, the
algorithm subtracts a first threshold value from the signal
sample. The first threshold value is equivalent to an offset
bias. Next the absolute value of the signal sample minus the
first threshold value is determined. The absolute value is
compared agéinst é.second threshold value and if it is
greater, the output data of the present sémple is equal to the
output of the previous sample plus the absolute valge of the
signal sample minus the first threshold value divided by a
first divisor value. The first divisor value determines the
percentage of the present sample to add to the last sample.

If the absolute value is not greater than the second threshold
value, the output data of the present sample is equal to the
output of the previous sample multiplied by one minus one over
a second diviso;. The second divisor determines the decay

rate of the signal sample.

The use of the lossy integration algorithm 46 with
the technique of summing the sensor signals is advantageous
over the prior art. The lossy integration algorithm causes
the signals to “slide together”, and the summing of the
signals after the lossy integration algorithm processing
allows the alarm threshold to be selected for a more accurate
distinction between an animal presence and a human intruder.
In addition, the use of the lossy integration algorithm with
the summing technique allows the intrusion device to detect a

human intruder that traverses almost any trajectory.

In addition to performing the lossy integration
algorithm 46, the micro-controller 10 compares the PIR data
output from the lossy integration algorithm 46 to a minimum
threshold value which is equal to the first threshold value of

15
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the lossy integration algorithm 46 for the PIR signal (which
is 6).via the minimum threshold test block 44. The micro-
controller 10 also compareé the microwave data output from the
lossy integration algorithm 46 to a minimum threshold value,
which is equal to the first threshold wvalue of the lossy
integration algorithm for the microwave signal (which is
between 6 and 31).Qia the minimum threshold test block 44. 1If
either of the lossy integration algorithm-46 outputs for these
two signals is below a threshold, the alarm condition is not
generated even if the sum of all three signals is above the
sum threshold. This feature causes the dual-tech device to

reject spurious noise that might be in one or both sensors.

The micro-controller 10 performs one additional task
prior to summing of the three processed signals. The micro- .
controller 10 multiplies each output signal from the lossy
algorithm by a Qeighting factor, which are stored and utilized
in weighting factor block 52. In the preferred embodiment the
weighting factor is 1. This value may be changed in ordef to
make the output of one sensor more significant than the output
of the other sensor. This is helpful in situations where the
trajectory of something in the field of view of the sensors
may be influenced by components in the field of view, such as

a wall.

In order to demonstrate the .processing results of
the lossy integration algorithm 46, figures 5 A-F and figures
6 A-F are included. Figures 5 A-F were generated by a human
and figures 6 A-F were generated by a dog. Figures 5A and 6A
are the outputs from the PIR sensor 2. Figures 5B and 6B are

the outputs from the microwave sensor 4. Figure 5C is the

' output of the lossy integration processing of the raw PIR

signal of figure 5A. Figure 5D is the lossy integration

16
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processing of the raw microwave signal of figure SB. Figure
S5E is the lossy integration processing of the difference PIR
signal, which was creatéd'frdm the raw PIR signal of figure
SA. Figure SF is the addition of the three signals in figures
5C-5E. The signal in figure SF is compared by comparison
block 54 against the sum threshold value to determine if an
alarm condition eiists. Figure 6C is the output of the lossy
integration processing of the raw PIR sighal of figure 6A.
Figure 6D is the lossy integration processing of the raw
microwave signal of figure 6B. Figure 6E is the lossy
integration processing of the difference PIR signal, which was
created from the raw PIR signal of figure 6A. Figure 6F is
the addition of the three signals in figures 6C-6E. The
signal in figure 6F is compared by comparison block 54 against
the sum threshold value to determine if an alarm condition

exists.

In a second embodiment of the invention, the
functionality of the device illﬁstrated in Figure 1 is
embodied with aﬁalog circuitry as shown in Figure 7. The
analog processing embodiment of the present invention operate
as follows. The PIR sensor 2 generates a voltage waveform
when a pet or human target traverses the Field of View (FOV)
This voltage is applied to an -amplifier 70 that is used to
shape the frequency response of the detector. Lower end
frequencies are de-emphasized which reduces sensitivity to
pets, air currents, and higher.end frequencies are boosted to
increase the catch of fast human targets Frequencies higher
than that necessary for human targets are allowed to roll of

in order to reduce system noise sensitivity.

The amplifier output is inverted in the inverting

amplifier 72. The outputs from amplifiers 70 and 72 are each

17
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Diode summed by Diodes 74 and 76 and their output is fed
through a current limiting charging resistor 78. The charging
current generated by the dutput of the charging resistor 78 is
fed into capacitor 80, where a voltage may be gradually built
up as a result of the charging current. This voltage is
allowed to slowly discharge, via the lossy discharge resistor
82. The output of‘the capacitor 80 is applied to an analog
comparator 84 and compared to a threshold'voltage 18.  If the
capacitor's 80 output exceeds the threshold voltage 18, an
alarm signal is generated. The capacitor 80/lossy resistor 82
combination may be returned to either actual ground or a
virtual ground depending on the electronic requirements of the
circuitry, for best noise immunity and component minimization.
It is to be noted that the threshold voltage 18 can be
temperature compensated, fixed or variable. The variable
capability allows the user to program the sensor for varying
degrees of deteétiqn sensitivity and false alarm immunity.
This programming .may be in the form of a switch, jumper or

variable potentiometer.

Although the charge and discharge equations of
Figure 7 are not precisely equivalent to the algorithm, the
circuit performs in the épirit of the algorithm, in the sense
that signals exceeding the forward voltage of the Diodes 74
and 76 charge the capacitor 80 and if the signal is less than
that, the capacitor 80 is discharged. . For simplification,
constant discharge of the capacitor 80 has been incorporated,
since the performance changes are minor, but parts savings can

be made.

Although Figure 7 is similar in structure to a full-

'~ wave DC power supply, the values of the Charging and lossy

resistors 78 and 82 have been carefully selected to emphasize

18
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human response and minimize response to pets. The threshold
voltage 18 has likewise been optimized for differentiation of
target type. An identical circuit to the one shown in Figure
7 for processing the PIR signal, is used for processing the

microwave signal.

It will.be apparent to those skilled in the art that
modifications to the specific embodiments'described herein may
be made while still being within the spirit and scobe of the
present invention. For example, the threshold values may be
different or the constant values for the lossy algorithm may
be different. In addition, the thresholds may be selected to
specifically discriminate against an owner's pet, wherein the
micro-controller 10 is able to select between stored values of
lossy algorithm constants and the threshold values for
detecting an alarm condition. In a system with this ability
the owner or inétaller would be able to input information into
the detector to select the proper values for processing the

sensor signals.

19




THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:
1. A dual-sensing intrusion detection device for

detecting an intruder in a volume of space comprising:
5 : a) a Passive Infra Red sensing means for generating
a detected PIR signal in response ' to sensing an
" intruder in the volume of space,
b) PIR processing means for proéessing the PIR
signal and for generating a processed PIR signal,
10 _ c) a microwave sensing means for generating a
detected microwave signal in response.to sensing
an intruder in the volume of space,
d) microwave processing means for proéessing the
detected microwave signal and for generating a
15 processed microwave signal,
e) means for generating a PIR difference signal as a
fuhction'of the detected PIR signal,

f) PIR difference signal processing means for

eseees processing the difference signal and for

$Teeee 20 geﬁerating a processed PIR difference signal,
C'zE g) means for summing the processed PIR signal, the
":?‘ processed microwave signal, and the processed PIR

difference signal to generate a summed signal,

(e and

eee’ 25 ) h) means for comparing the summed signal to a sum

threshold value to determine if an alarm

———e condition exists..
.‘....
e eoo
e o [ ]
e oo
eoe

2. The device of claim 1 wherein the PIR difference signal
30 is generated by determining the difference between a
current sample of the detected PIR signal and a prior

sample of the detected PIR signal.
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. The device of claim 1 wherein the sum threshold wvalues

is selected to distinguish between a human intrusion

and an animal presence.

. The device of claim 1 wherein the sum threshold values

is programmable.

. The device of claim 4 wherein the.programmable sum

threshold value is selected to customize the dual-
sensing intrusion detection device for optimal
discrimination between a human intrusion and an animal

presence.

. The device of claim 1 wherein the microwave processing

means processes the detected microwave signal at a
first rate, and the PIR processing means processes the

detected PIR signal at a second rate.

. The device of claim 6 wherein the first rate is gréater

than the second rate.

. The device of claim 1 further comprising means for

comparing the detected microwave signal to a minimum
microwave threshold value as an additional ‘test to

determine if an alarm condition exists.

. The device of claim 1 further comprising means for

comparing the detected PIR signal to a minimum PIR
threshold value as an additional test to determine if

an alarm condition exists.
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10. The device of claim 1 wherein the processed PIR
signal is multiplied by a PIR weighting factor prior to

being summed.

11. The device of claim 1 wherein the processed
difference PIR signal is multiplied by a difference PIR

weighting factor prior to being summed.

12. The device of claim 1 wherein the processed
microwave signals is multiplied by a microwave

weighting factor prior to being summed.

13. The device of claim 1 wherein the processed PIR
signal is multiplied by a programmable PIR weighting
factor prior to being summed, the processed difference
PIR signal is multiplied by a programmable PIR
difference weighting factor prior to being summed, and
the processéd microwave signal is multiplied by a
programmable microwave weighting factor prior to being

summed .

14. The device of claim 13 wherein the programmable PIR
weighting factor, the programmable difference PIR
weighting factor, and the programmable microwave
weighting factor are selected to customize the dual-
sensing intrusion detection device for optimal

detection of an intruder in a given volume of space.
15. The device of claim 1 wherein the PIR processing

means comprises means for integrating the detected PIR

signal to generate the processed PIR signal.
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16. The device of claim 15 wherein the means for
integrating comprises:

a) a inverting aﬁplifier to generate an inverted

~‘detected PIR signal,

b) a first diode connected to the detected PIR
signal,

c) a seédnd diode connected to the inverted detected
PIR signal, wherein the firsﬁ diode and second
diode have cathodes tied together to sum the
detected PIR signal with the inverted detected
PIR signal and to generate a summed PIR signal,

d) a first resistor coupled to cathodes of the first
and second diodes,

e) a capacitor coupled to the first resistor wherein
the capacitor is charged by the summed PIR
signal, and

£) a éecond'resistor coupled to the capacitor to

discharge the capacitor.

17. The device of claim 15 wherein the means for
integrating comprises a micro-controller means
programmed to execute the steps of:

a) converting a sample of the detected PIR signal
from an analog value to digital word, B

b) subtracting a first threshold value from the
digital word,

c) determining the absolute value of the digital
word minus the first threshold value,

d) comparing the absolute wvalue of the digital
word minus the first threshold value to a
second threshold value,

e) generating an increase in the processed PIR

signal when the absolute value of the digital
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word minus the first threshold value is greater
than the second threshold value,

f) generating a decrease in the processed PIR
signal when the absolute value of the digital
word minus the first threshold value is less

than the second threshold value, and
g) centinually repeating steps (a)-(f).

18. The device of claim 17 wherein the increase in the
processed PIR signal is a percentage of the absolute

value of the digital word minus the first threshold.

19. The device of claim 17 wherein the decrease in the
processed PIR signal is a percentage of a prior value

of the processed PIR signal.

20. The device of claim 1 wherein the microwave
processing means comprises means for integrating the
detected microwave signal to generate the processed

microwave signal.

21. The device of claim 20 wherein the means for
integrating comprises:

g) a inverting amplifier to generate an inverted
detected microwave signal,

h) a first diode connected to the detected microwave
signal, . .

i) a second diode connected to the inverted detected
microwave signal, wherein the first diode and
second diode have cathodes tied together to sum
the detected microwave signal with the inverted
detected microwave signal and to generate a

summed microwave signal,
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22.

23.

j) a first resistor coupled to cathodes of the first
and second diodes,

k) a capacitor coupled to the first resistor wherein
"the capacitor is charged by the summed microwave
signal, and

l) a second resistor coupled to the capacitor to

discharge the capacitor.

The device of claim 20 wherein the means for

integrating comprises a microprocessor means programmed

to execute the steps of: '

a) converting sample of the detected microwave
signal from an analog value to a digital word,

b) subtracting a third threshold value from the
digital word,

c) de;ermining the absolute value of the digital word
minus the third threshold value,

d) comparing the absolute value of the digital word
minus the third threshold value to a fourth .
threshold value,

e) generating an increase in the processed microwave
signal when the absolute value of the digital word
minus the third threshold value is greater than
the fourth threshold value,

f) generating a decrease in the processed microwave
signal when the absolute value of the digital word
minus the third threshold value is less than the
fourth threshold value, and

g) continually repeating steps (a)-(f).

The device of claim 22 wherein the increase in the

processed microwave signal is a percentage of the
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absolute value of the digital word minus the third
threshold. '

24. The device of claim 22 wherein the decrease in the

processed microwave signal is a percentage of a prior

value of the processed microwave signal.

25. The device of claim 1 wherein the difference PIR

processing means comprises means for integrating the

difference PIR signal to generate the processed

difference PIR signal.

26." The device of claim 25 wherein the means for

integrating comprises:

a)

b)

c)

d)

e)

£)

a inverting amplifier to generate an inverted
difference PIR signal,

a first diode connected to the difference PIR
signal; '

a second diode connected to the inverted
difference PIR signal, wherein the first diode and
second diode have cathodes tied together to sum
the difference PIR signal with the inverted
difference PIR signal and to generate a summed
difference PIR signal,

a first resistor coupled to cathodes of the first
and second diodes,

a capacitor coupled to the first resistor wherein
the capacitor is charged by the summed difference
PIR signal, and

a second resistor coupled to the capacitor to

discharge the capacitor.
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27. The de&ice of claim 25 wherein the means for

integrating comprises a microprocessor means programmed

to execute the éteps of:

a)
b)

c)

d)

e)

f)

.subtracting a fifth threshold value from the

difference PIR signal,

determining the absolute value of the difference -

"PIR signal minus the fifth threshold value,

comparing the absolute value of the difference
PIR signal minus the fifth threshold value to a
sixth threshold value,

generating an increase in the processed
difference PIR signal when the absolute wvalue of
the difference PIR signal minus the fifth |
threshold value is greater than the si#th ‘
threshold value, '
generating a decrease in the processed difference
PIR signal when the absolute value of the
differénce PIR signal minus.the fifth threshold
value is less than the sixth threshold value, and

cohtinually repeating steps (a)-(e).

28. The device of claim 27 wherein the increase in the

processed difference PIR signal is a percéntage of the

absolute value of the digital words minus the fifth
threshold.

29. The device of claim 27 wherein the decrease in the

processed difference PIR signal is a percentage of a

prior value of the processed difference PIR signal.

30. A dual-sensing intrusion detection device for

detecting an intruder in a volume of space comprising:
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a) a Passive Infra Red sensing means for generating a

b)

detected PIR signal in response to sensing an

intruder in the volume of

'PIR integration means for

signal and for generating

space,
integrating the PIR
a processed PIR signal,

c) a microwave sensing means for generating a
'detecﬁed microwave signal in‘response to sensing
an intruder in the volume of space, ’

d) microwave integration means for integrating the
detected microwave signal and for generating a
processed microwave signal,

e) means for summing the processed PIR signal and the
processed microwave signal to generate .a summed
signal, and

f) means for comparing the summed signal to a sum

threshold value to determine if an alarm condition

exists.

31. The device of claim 30 wherein the sum threshold
values is selected to distinguish between a human

intrusion and an animal presence.

32. The device of claim 30 wherein the sum threshold

values is programmable.

- 33. The device of claim 30 further comprising means for

comparing the detected microwave signal to a minimum
microwave threshold value as an additional test to

determine if an alarm condition exists.

34. The device of claim 30 further comprising means for

comparing the detected PIR signal to a minimum PIR

28




10

30

threshold value as an additional test to determine if

an alarm condition exists.

35. The device of claim 30 wherein the processed PIR

signal is multiplied by a PIR weighting factor prior to

being summed.

36. The device of claim 30 wherein Ehe processed

microwave signals is multiplied by a microwave

weighting factor prior to being summed.

37. The device of claim 30 wherein the PIR integration

means comprises:

a)

a inverting amplifier to generate an inverted

difference PIR signal,

b)

c)

d)

e)

£)

a first diode connected to the difference PIR
siénal}

a second diode connected to the inverted
difference PIR signal, wherein the first diode and
second diode have cathodes tied together to sum.
the difference PIR signal with the inverted
difference PIR signal and to generate a summed
difference PIR signal,

a fiist resistor coupled to cathodes of the first
and second diodes,

a capacitor coupled to the first resistor wherein
the capacitor is charged by the summed difference
PIR signal, and

a second resistor coupled to the capacitor to

discharge the capacitor.
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38. The device of claim 30 wherein the PIR integration

means comprises a microprocessor means programmed to

execute the steps of:

a)

b)

c)

d)

e)

£)

'subtracting a fifth threshold value from the

difference PIR signal,
determining the absolute wvalue of the difference

'PIR signal minus the fifth threshold value,

comparing the absolute value of the diffeérence PIR
signal minus the fifth threshold value to a sixth
threshold wvalue,

generating an increase in the processed difference
PIR signal when the absolute value of the
difference PIR signal minus the f£ifth threshold
value is greater than the sixth threshold value,
generating a decrease in the processed difference
PIR signal when the absolute value of the
difference PIR signal minus the fifth threshold
value is less than the sixth threshold value, and

conpinually repeating steps (a)-(e).

39. The device of claim 30 wherein the microwave

‘integration means comprises:

a)

b)

c)

a inverting amplifier to generate an inverted
detected microwave signal,

a first diode connected to the detected microwave
signal,

a second diode connected to the inverted detected
microwave signal, wherein the first diode and
second diode have cathodes tied together to sum
the detected microwave signal with the inverted
detected microwave signal and to generate a

summed microwave signal,
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d)

e)

£)

a first resistor coupled to cathodes of the first

~and second diodes,

a capacitor coupled to the first resistor wherein

-the capacitor is charged by the summed microwave

signal, and

a second resistor coupled to the capacitor to

" discharge the capacitor.

40. The device of claim 30 wherein the microwave

integration means comprises a microprocessor means

programmed to execute the steps of:

a) converting sample of the detected microwave

signal from an analog value to a digital word,

b) subtracting a third threshold value from the

c)

d)

e)

£)

g)

digital word,

determining the absolute value of the digital
word minus the third threshold value,

compafing the absolute value of the digital word
minus the third threshold value to a fourth
thréshold value,

generating an increase in the processed microwave
signal when the absolute value of the digital word
minus the third threshold value is greater than
the fourth threshold value,

generating a decrease in the processed microwave
signal when the absolute wvalue of the digital word
minus the third threshold value is less than the
fourth threshold value, and

continually repeating steps (a)-(f).

41. A dual-sensing intrusion detection device for

detecting an intruder in a volume of space comprising:
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a) a Passive Infra Red detector for generating a
detected PIR sighal in response to sensing an
intruder in the volume of space,

b) a microwave detector for generating a detected
hicrowave signal in response to sensing an intruder
in the volume of space,

c) a controller comprising:

i) an A/D converter for digitizing the deleted PIR

signal and the detected microwave signal, and

ii) a processor,

iii) memory programmed to cause the processor to

execute a continuous repetition of the steps of:
1l)sampling the detected microwave signal to
generate a digital microwave signal,
2) sampling the detected PIR signal to generate
a current digital PIR signal,
3) subtracting a prior digitized PIR signal
from the current digital PIR signal to generate
a PIR difference signal, '
4)summing the digital microwave signal, digital
PIR signal, and the PIR difference signal to
generate a summed signal, and
S5)comparing the summed signal to a sum
threshold to determine if an alarm condition

exists.

42. The device of claim 41 wherein the memory is further
programmed to cause the processor to execute the steps
of comparing the digital PIR signal to a minimum PIR
threshold value and comparing the digital microwave -
signal to a minimum microwave threshold value as
additional tests for determining if an alarm condition

exists
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43. The device of claim 41 wherein the memory is

further programmed‘to cause the processor to execute

the steps of: processing the digital PIR signal prior

to summing, processing the digital microwave signal

prior to summing, and processing the PIR difference

signal prior to summing.

44. The device of claim 43 wherein:

the step of processing of the digital PIR signal

comprises the steps of:

a)

b)

c)

d)

subtracting a first threshold value from the
digital PIR signal, -
determining the absolute wvalue of the digital PIR
signal minus the first threshold value, '
comparing the absolute value of the digital PIR
signal minus the first threshold value to a
secqnd threshold value,

generating an increase in the processed PIR
signal when the absolute value of the digital PIR
signal minus the first threshold value is greatér
than the second threshold value,

generating a decrease in the processed PIR signal
when the absolute value of the digital PIR signal
minus the first threshold value is less than the

second threshold wvalue;

and wherein the step of processing of the digital

microwave signal comprises the steps of:

£)

subtracting a third threshold value from the

digital microwave signal,

g) determining the absolute value of the digital

microwave signal minus the third threshold value,
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h)

i)

3)

comparing the absolute value of the digital

microwave signal minus the third threshold value

to a fourth Ehreshold value,

'generating an increase in the processed microwave

signal when the absolute value of the digital

microwave signal minus the third threshold value

is gréater than the fourth threshold value,

generating a decrease in the processed microwave
signal when the absolute value of the digital
microwave signal minus the third threshold value

is less than the fourth threshold value;

and wherein the step of processing of the difference

PIR signal comprises the steps of:

k)

1)

m)

n)

o)

subtracting a fifth threshold value from the
difference PIR signal,
de;ermining the absolute value of the difference

PIR signal minus the fifth threshold value,

‘comparing the absolute value of the difference

PIR signal minus the fifth threshold value to a
second threshold value,

generating an increase in the processed
difference PIR signal when the absolute wvalue of
the difference PIR signal minus the fifth
threshold value is greater than the sixth
threshold value, and

generating a decrease in the processed difference
PIR signal when the absolute value of the
difference PIR signal minus the fifth threshold

value is less than the sixth threshold value.

45. A method of detecting an intruder in a volume of

space comprising the steps of:
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a)

b)

c)

d)

e)

q)

h)

generating from a Passive Infra Red sensing means
a detected PIR signal in response to sensing an

intruder in the volume of space,

-generating from a microwave sensing means a

detected microwave signal in response to sensing
an intruder in the volume of space,

sampling the detected PIR signal to generate a
current digital PIR signal,

sampling the detected microwave signal to
generate a digital microwave signal,

subtracting a prior digitized PIR signal from the
current digital PIR signal to generate a PIR
difference signal, _

summing the digital PIR signal, the digital
microwave signal, and the PIR difference signal
to generate a summed signal,

cohparing the summed signal to a sum threshold to
determine if an alarm condition exists, and

continually repeating steps (a)-(g).

46. The method of claim 45 further comprising the step

of comparing the digital PIR signal to a minimum PIR

threshold value as an additional test for determining

if an alarm condition exists.

. 47. The method of claim 45 further comprising the step

of comparing the digital microwave signal to a minimum

microwave threshold value as an additional test for

determining if an alarm condition exists.

48. The method of claim 45 wherein the sampling of the

detected microwave signal is performed at a first rate
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and the éampling of the detected PIR signal is

performed at a second rate.

49. The method of claim 48 wherein the first rate is

greater than the second rate.

50. The method of claim 45 further comprising the steps
of multiplying the digital PIR signal by a PIR
weighting factor, multiplying the digital microwave
signal by a microwave weighting factor, and multiplying
the difference PIR signal by a difference PIR weighting

factor prior to being summed.

51. The method of claim 45 further comprising the step

of processing the digital PIR signal prior to summing.

52. The method of claim 45 further comprising the step
of processihg the digital microwave signal prior to

summing.

53. The method of claim 45 further comprising the step
of processing the difference PIR signal prior to

summing.

54. The method of claim 51 wherein the step of
processing the digital PIR signal comprises the steps
of: )

subtracting a first threshold value from the digital
PIR sigmnal, "
determining the absolute value of the digital PIR

signal minus the first threshold value,

36




10

30

comparing the absolute value of the digital PIR
signal minus the.first threshold value to a second
threshold value,

generating an increase in the processed PIR signal
when the absolute value of the digital PIR signal
minus the first threshold value is greater than the
second threshold value, and

generating a decrease in the processed PIR signal
when the absolute value of the digital PIR signal
minus the first threshold value is less than the

second threshold value.

The method of claim 52 wherein the step oﬁ

processing of the digital microwave signal comprises

the steps of:

subtracting a third threshold value from the digital
microwave signal,

determining the absolute value of the digital
microwave signal minus the third threshold value,
compafing the absolute value of the digital
microwave signal minus the third threshold value tb
a fourth threshold value, _

generating an increase in the processed microwave
signal when the absolute value of the digital
microwave signal minus the third threshold value is
greater than the fourth threshold value, and
generating a decrease in the processed microwave
signal when the absolute value of the digital
microwave signal minus the third threshold wvalue is
less than the fourth threshold value.
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S6. The method of claim S3 wherein the step of
processing the différence PIR signal comprises the
steps of: ‘

subtracting a fifth threshold value from the
difference PIR signal,

determining the absolute value of the difference PIR
signal minus the fifth threshold value,

comparing the absolute value of the difference PIR
signal minus the fifth threshold value to a second
threshold value,

generating an increase in the processed difference
PIR signal when the absolute value of the difference
PIR signal minus the fifth threshold value is
greater than the sixth threshold value, and
generating a decrease in the processed difference
PIR signal when the absolute value of the difference
PIR siénal minus the fifth threshold value is less
than the sixth threshold value.

Dated this 28th day of June,. 2000.
PITTWAY CORPORATION

By its Patent Attorneys
MADDERNS

38




WEIGHTING
( FACTOR }Zé
2z
PIR PIR 7/5
SENSOR ™| PROCESSING
- < WEIGHTING }2
T 22 p FACTOR _5
( THRESHOLD ) ~
PIR | PIR
7 DIFFERENCE DIFFERENCE
WEIGHTING PROCESSING
FACTOR
% v &
MICROWAVE MICROWAVE
SENSOR ™ PROCESSING

(_ THRESHOLD }-,%

T

3/24

(' THRESHOLD

FIG.1



2 [\(d
PIR g _
SENSOR %PLIFIER
CIRCUIT MICRO-
CONTROLLER
4 INER
MICROWAVE
SENSOR |

AMPLIFIER
CIRCUIT

7,

—>
— 10

(_ SWITCHES

FIG.1A

ALARM
CONDITION



¢ oo

L z [\Zﬁ 2/
PIR l/ 7 DIG, PIR PIR ~/4Z
AJD T DIFFERENCE
/ ‘ DIG, MICROWAVE
¥4
~ r& PIR
MICROWAVE |~ DIFFERENCE
| y 40 /44
INTEGRATION ‘—_—Tr;;:'sh:i%'ro
' ‘ TEST
/// [ _— 48
7 F WEIGHTING N
SWITCHES FACTORS SUMMING
| P
SUM
l THRESHOLD
\/54 A
COMPARATOR
ALARM

b/



419

SENSE
PIR + MICROWAVE '
SIGNAL

j

PROCESS
PIR + MICROWAVE
SIGNALS

SUM PROCESSED
PIR + MICROWAVE
SIGNALS
COMPARE
SUM AGAINST

THRESHOLD
VALUE

SUM
GREATER

GENERATE

THAN

ALARM

THRESHOLD

FIG.2




PIR

240
224

208 -

192
176
160
144
128
112

96

80
64

48
32
16

0

DOG VS HUMAN

@)
@)
e
ol O
ad lo X
O
HUMAN x DOG
O HUMAN
(@X'D)
X 8_\
(@) 9 ol
| > | ‘o !
X q
x ’);v [ P \ 5 Q
{J x R x - q’\
~x 5
X x O X :
e XX O
LN DOG AND
xx > S | 1 L O
Gk AUMAN
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240

MICROWAVE

FIG.3



b/9

GENERATE
PIR DIFFERENCE
SIGNAL

PERFORM LOSSY
INTE GRATION
ALGORITHM ON
PIR, MICROWAVE+
DIFF PIR SIGNALS

COMPARE PIR
+ MICROWAVE
SIGNALS TO
MINIMUM THRESHOLDS

MULTIPLY PIR,
DIFF PIR, + MICROWAVE
SIGNALS BY
WEIGHTING FACTOR

FIG.4




113

RAWPIR DATA

AN

N[

LOSSY INTEGRATED PIR DATA

V

A7\
7 7\
/ \ AN/
Va NI/
T

128 RESAAALRAREASEERARRSARARAREISRNIAARARARARLEAR!

LOSSY INTEGRATED MICROWAVE DATA.

[ = L

FIG.S5A

RAW MICROWAVE DATA

1 ' I

\BA SRR AN EAALA N AR SARAALRARASRRARRRALARAL

FIG.5

LOSSY INTEGRATED DIFFERENCE PIR DATA

'l
/
HAY
‘JyAv. A
P JAS
L JAR
\ . AL A_N v

FIG.5E

SUM OF PIR & MICROWAVE & DIFFERENCE PIR DATA




819

RAW PIR DATA

LOSSY INTEGRATED PIR DATA

NN

AN

A

\_¥

TYITTIT IPrrYTY MAaRAASSIRRRRALALA}

12880 8RAAEERERRARRRAAEAARARLRARARERARRILRRERARRAR!

LOSSY INTEGRATED MICROWAVE DATA

FIG.6A

RAW MICROWAVE DATA

M‘

FIG.6D

LOSSY INTEGRATED DIFFERENCE PIR DATA

WIRARLAAARSERARAREARSRARRARSRRRRIARRLEARARASA]

FI1G.6B

VOV PPV P YTy DY T TP T TR rrr P Yy v YYeYY

SUM OF PIR & MICROWAVE & DIFFERENCE PIR DATA

7

FIG.6F




9/9

THRESHOLD VOLTAGE |
(CAN BE TEMPERATURE COMPENSATED;
CAN BE FIXED OR ADJUSTED BY JUMPERS, SWITCHES OR

POTENTIOMETER)
_ 78
&7 aALARM
2 e SIGNAL
/5 o ;0— o _ ,
PIR |
SENSOR { -
. 'ANALOG

AMPLIFIER - INVERTING COMPARATOR

AND AMPLIFIER

SHAPING

FILTER 4 %

EZ'DIODE Dlooei'
i 23 PROCESSED
CHARGING PIR SIGNAL
RESISTOR
::'..:g fQ r/ﬁ
. ' o
e | CAPACITOR LoSSY
](DISCHARGING)

AN RESISTOR ' |
o0 \ ‘
:OQCQ. \
5 » § VIRTUAL GROUND

s 6> B
FIG.7




