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(57) Abstract: A method for transferring messages between a first device and a second device. The method includes conveying a
first message that includes a first informative message content, by presenting on the first device screen a visual code indicative of the
first message. Then, conveying a second message that includes a second informative message content, by transmitting using the first
device speaker a sound code indicative of the second message. The method further includes receiving the first message including
scanning the visual code using the second device camera and extracting the first informative content, and receiving the second mes-
sage including receiving the sound code using the second device microphone and extracting the second informative message content,
wherein said extraction of the first informative message content is performed without utilizing the second message, and wherein said
extraction of the second informative message content is performed without utilizing the first message.
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TRANSFERRING MESSAGES BETWEEKNK DEVICES

FIELD OF THE INVENTION

The presently disclosed subject matter relates 10 a method and system for

transferring messages between devices.

BACKGROUND OF THE INVENTION

Communication between two mobile devices is very common and is used for
applications such as, but not limited to, payment, social platforms, and data transfer.

Such mobile devices can be, for example, smartphones.

Possible comununication channels may be for example Bluetooth, Data over
Sound (using a microphone and speaker), Visual Code (using the display and camera)
and Near Field Communication (NFC). Each communication channel has its capabilitics
and properties.

Visual Codes are very common and are used, for example, to imnate
communication for various applications. An advantage of Visual Codes is that they can
be scen by the human eve, and give an indication to one or more users that a
communication channel is available. Another possible advantage is that Visual Codes
are uot affected by surrounding sound noises, acoustic conditions or other
clectromagnetic based noise.

Sound Codes is another option to initiate commumnication and is comunon in
various applications. An advantage of Sound Codes {or transmitting data over sound) is
that they cannot be detected by most human cars, and do not disturb the majority of
humans surrounding the sound source. Another possible advantage is that Sound Codes
are not affected by swrrovnding lighting noises or lighting conditions. A possible
disadvantage of Sound Codes is that this communication channel is sensitive to sound

noise and acoustic conditions.
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GENERAL DESCRIPTION

There (s a need in the art for a new communication channel based on both Visual
Codes and Sound Codes that can provide a more robust, user friendiy and secure data
transfer and applications.

In accordance with an aspect of the presently disclosed subject matter, there is
provided a method for wansferring messages between a first device that includes a
processor and associated storage, image output module and sound ouiput modale and a
second device that includes a processor and associated storage, image acquisition device
and a sound acquisition module, comprising: at least by the processor of the first device:

iy conveying a first message that includes a first informative message
content, by presenting on the first device image output module a
visual code indicative of the first message;
it} conveying a second message that includes a second informative
message content, by transmitting using the first device sound
output module a sound code indicative of the second message;
the method further cormprising: at least by the processor of the second device
i} receiving the first message including scanming the visual code
using the second device image acquisition device and exfracting
the first informative content;
ivy receiving the second message including receiving the sound code
using the second device sound acquisition module and extracting
the second informative message content;
wherein the extraction of the first informative message content is
performed without utilizing the second message, and wherein the
extraction of the sccond informative message conicnt is
performed without utilizing the first message.

In accordance with an embodiment of the presently disclosed subject matter,
there is further provided a method, further comprising determining at least one
consolidated message based on at least: the first informative message content and the
second informative message confent.

In accordance with an embodiment of the presently disclosed subject matter,

there is further provided a method, further comprising performing an action based on
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the extracted first informative message content and the second informative messages
content.

In accordance with an embodiment of the presently disclosed subject matter,
there is further provided a method, further comprising: checking if the first and second
informative messages match according to a matching criterion and only upon mesting
the matching criterion, performing the action.

In accordance with an embodiment of the presently disclosed subject matter,
there is further provided a method, wherein the first informative message being encoded
and further comprising obtaining a decoded first informative message from the encoded
first informative message uasing a key that is derivable from the second informative
message, whereby the matching criterion is met.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, wherein the second informative message being
cncoded and further comprising obtaining a decoded second informative message from
the encoded second informative message using a key that is derivable from the first
informative message, whereby the matching criterion is met.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, further comprising at least by the processor of
the second device, and utilizing the decoded first informative message for performing
the action.

In accordance with an embodiment of the presently disclosed subject matter,
there is vet further provided a method, wherein the sccond device further includes a
sound output module and wherein the first informative message content inclades a first
portion of an encoding key and wherein the second informative message conient
includes a second portion of an encoding key, and wherein the first and second
informative messages match according to the matching criterion that includes at least a
valid encoding key which is derivable based on the first portion of the encoding key and
second portion of the encoding key, and wherein the action includes: at lcast by the
processor of the second device:

(i) encoding a third informative message content of a third message

using at least the valid encoding key, and
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(iiy conveying the third message by transmitiing using the second
device sound output module a sound code indicative of the third
message,

thereby exempting the necessity keep Line of Sight (LOS)

5 between the display of the first device and the #mage acquisition
device of the second device throughout the entire third message
transmission duration.

In accordance with an embodiment of the presently disclosed subject matter,
there is vet further provided a method, wherein the first informative message content
10 includes a first portion of an enceding key and wherein the second informative message
content includes a second portion of an encoding key, and wherein the first and second
informative messages match according to the matching criterion if at least a valid
encoding key is derivable based on the first portion of the encoding key and second
portion of the encoding key, and wherein the action includes, at least by the processor of
i5  the second device:
(i1} encoding a third informative message content of third message
using af least the valid encoding key, and performing either or
both of the following (viii) whercin the second device includes a
screen and (ix) wherein the second device further includes an
20 sound output module
(iv) conveying the third message by presenting on the second device
image output module a visual code indicative of the third message
(v} conveyving the third message by transmitting using the second
device sound cutput module a sound code indicative of the third
25 message.

In accordance with an embodiment of the presently disclosed subject matter,
there s yet further provided a method, wherein the first informative message content
includes a first digital wallet identifier portion of a user of the first device, and wherein
the second informative message content includes a second digital wallet identifier

30 portion of the user of the first device, and wherein the first and second informative
messages match according to the following matching criterion (&) and (b)
a} the valid encoding key is derivable based on the first portion of the

encoding key and second portion of the encoding key; and
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B) a valid digital wallet identifier is derivable based on the first
digital wallet identificr portion and second digital wallet identifier
portion

and wherein the third informative message content includes a sum to be paid to a

5 user identified by the valid digital wallet identifier;

the method further comprising at least by the processor of the first device,

performing either or both of the following (X} wherein the first device includes
an image acquisition device and (xi) wherein the first device includes a sound
acquisition module in a coordinated fashion with (viii} and (ix)

i (vt} receiving the third message including scanning the visual code
using the first device image acquisition device and extracting the
encoded third informative content;

(vii} receiving the third message including receiving the sound code
using the first device sound acquisition module and extracting the

is encoded third informative content

{vii1) decoding the encoded third information image using the valid
encoding key;

(ix) cease to convey the first and second message; and

(x) performing an action that related to the sum and the digital wallet

20 number.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a2 method, further comaprising, at least by the processor of
the first device:

(xi) encoding an informative acknowledgement message content of a

25 fourth message using an encoding key and performing either or
both of the following (xvi) and (xvid)

{xii} conveying the fowth message that inchides the encoded
informative acknowledgement message content by presenting on
the first device image output module a visual code indicative of

30 the fourth message;

{(xi11) conveying the fourth wmessage that includes the encoded

informative acknowledgement message content by transmitting
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using the first device sound output module a sound code indicative
of the fourth message;
the method further comprising at least by the processor of the second device,
performing cither or both of the following (xviii) and (xix} in a coordinated
fashion with (xvi} and (xvii)

{xiv) receciving the fourth message including scanning the visual code
using the second device image acquisition device and extracting
the encoded informative acknowledgement message;

{(xv} receiving the fourth message including receiving the sound code
using the second device sound acquisition module and extracting
the encoded informative acknowledgement message;

{xvi) decoding the encoded informative acknowledgerment message
using at least the encoding key and

{xvii} ceasing to convey said third message.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, wherein the first device and second device being
cellular devices.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, wherein neither the first device nor said second
device are connected to the Internet throughout at least said stages (3) to (iv).

In accordance with an aspect of the presently disclosed subject matter, there is
vet further provided a method for transferring a message between a first device that
includes a processor and associated storage, tmage output module and sound output
module and a second device that includes a processor and associated storage, image
acquisition device and a sound acquisition module, comprising, at least by the processor
of the first device:

{iy conveying a first message that includes a first informative
message content by presenting on the first device image output
module a visual code indicative of the first message;

(i1} conveying a second message that inclodes a second informative
message content by transmitting using the first device sound
output module a sound code indicative of the second message;

the method further comprising, at least by the processor of the second device;



WO 2017/179035 PCT/IL2017/050334

th

5

—
i

b2
W

30

ST

(itt) attempting to receive the first message and extract the first
informative message content and atiempting to receive the second
message and exiract the second informative message content,
whercin receiving the first message includes scanning the visual
code using the second device image acquisition device and
extracting the first informative message content; and wherein
recetving the second message includes receiving the sound code
using the second device sound acquisition module and extracting
the second informative content; and

(v} performing an action in accordance with informative message
content of the first to be received message from among said first
message and sccond message without needing to wait for
receiving the other message from among the first and second
Messages.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, wherein the first and second informative
messages are identical.

In accordance with an embodiment of the presently disclosed subject matter,
there is vet further provided a method, wherein the first and sccond informative message
contents include a social identifier information of a first user of the first device and
wherein (iv) inchudes performing the action utilizing the social identificr information of
the first user.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, wherein the social identificr information being at
least one of: first user Facebook name, first user Linkedin name, first user WeChat 1D,
first user Sina Weibo ID, first user What'sapp ID, first user phone namber and fivst user
Line ID.

In accordance with an embodiment of the presently disclosed subject matter,
there is vet further provided a method, whercin neither the first device nor said second
device are connected to the Internet throughout at least stages (3) to {iv).

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, further comprising, at [east by the processor of

the second device:
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(vy after performing the action, conveying a third message that inchudes a confirmation
informative roessage content by transraiiting, using the second device sound output
module, a sound code indicative of the third message;

the method further comprising, at least by the processor of the first device:

(vi) recciving the third message including receiving the sound code using the first
device sound acquisition module and extracting the acknowledgement informative
content, and

(vii) ceasing to convey the first and second messages.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet farther provided a method, wherein the first informative message conient
includes an encoding key and wherein the action includes, at least by the processor of
the second device:

(v} encoding a third informative message content of third message
using at least the cncoding key, and

(vi) conveving the third message by transmitting using the second
device sound output module a sound code indicative of the third
message,
thereby exempting the necessity to keep Line of Sight (1.OS)
between the display of the first device and the image acquisition
device of the second device throughout the entire third message
fransmission duration.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, wherein the first device and second device being
a cellular device.

In accordance with an embodiment of the presently disclosed subject matter,
there is vet further provided a method, wherein neither the first device nor the second
device are connected 1o the Internet throughout at least stages (1) to (v).

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, wherein the image acquisition device being a
camera titted in the cellular device.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, wherein the image acquisition device being a

camera fitted in the cellular device.
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In accordance with an aspect of the presently disclosed subject matter, there is
vet further provided a method for transferring messages betwecn a first device that
includes a processor and associated storage, image output module and sound output
module and a second device that includes a processor and associated storage, image
acquisition device and a sound acquisition module comprising, at least by the processor
of the first device:

v} conveying a first message that includes a first informative message
content by presenting on the first device image output module a
visual code indicative of the first message, the first informative
message content including an encoding key;

the method further comprising: at least by the processor of the sccond device

vi) receiving the fivst message including scanning the visual code
using the second device image acquisition device and extracting
the first informative content;

vil} encoding a second informative message content of a second
message using at least the encoding key, and
viti} conveying the second message by transmuitting using the second
device sound output module a sound code indicative of the second
message,
thereby exempting the necessity to keep Line of Sight (LOS)
between the display of the first device and the image acquisition
device of the second device throughout the third message
fransmission duration.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, whercin the first device and second device being
a celiular device.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, whercin neither the first device nor said second
device are connected 1o the Internet throughout at least stages (i) to (iv).

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, wherein the tinage acquisition device being a

camersa fitted in the cellular device.
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In accordance with an aspect of the presently disclosed subject matter, there is

vet further provided a method for transferring messages betwecn a first device that

includes a processor and associated storage, image output module and sound output

module and a second device that includes a processor and associated storage, image

acquisition device and a sound acquisition module comprising, at least by the processor

of the first device:

iX)

X}

conveying a first message that includes a first informative message
content by presenting on the first device image output module a
visual code indicative of the first message, wherein the first
message content addidonally includes at least an additonal robust
informative portion, such that under degraded visual conditions at
least the robust informative portion is capable of being acquirable
by an image acquisition device and is extractable;

conveying a second message that includes a second informative
message content by transmitting using the fust device sound

output module a sound code indicative of the second message

the method further comprising: at least by the processor of the second device

Xi)

Xii}

recciving the at least part of the first message including scanning
at least part of the visual code using the second device image
acquisition device and extracting at least the robust informative
portion;

receiving the sccond message including receiving the sound code
using the second device sound acquisition module and extracting

the second informative content.

In accordance with an embodiment of the presently disclosed subject matter,

there is yet further provided a method further comprising determining at least one

consolidated message based on at least the extracted robust informative portion and the

cxtracted second informative message confent.

In accordance with an embodiment of the presently disclosed subject matter,

there is yet further provided a method, further comprising performing an action based

on at least the extracted robust informative portion and the extracted second informative

message confent.
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In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, further comprising: checking if the at least the
extracted robust informative portion and the extracied second informative message
content maich according to a matching criterion and only upon mecting the matching
criterion, performing the action.

In accordance with an embodiment of the presently disclosed subject matter,
there is vet further provided a method, wherein the degraded visual conditions includes
at least one of: (1) degraded ambient lighting conditions; and (i) conditions that
interfere with ongoing LOS between the first device image output module that displays
the first message and the image acquisition device of the second device, while
presenting the visual code; and (11) the image acquisition device of the second device
is not focused on the visual code or its white balance is not appropriately configured to
scan the visual code.

In accordance with an embodiment of the presently disclosed subject matter,
there is vet further provided a method, wherein the visual code being two-dimensional
code.

In accordance with an embodiment of the presently disclosed subject matter,
there is vet further provided a method, wherein the two-dimensional code being
Quick Response (QR) code.

In accordance with an embodiment of the presently disclosed subject matter,

there is yet further provided a method, wherein the visual code being two-dimensional

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, whercin the visual code being two-dimensional
code.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further provided a method, wherein the visual code being two-dimensional
code,

In accordance with an aspect of the presently disclosed subject matier, there i3
vet forther provided a system for transferring messages between a first device that
includes a processor and associated storage, image output module and sound output

module and a second device that includes a processor and associated storage, image
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acquisition device and a sound acquisition module, comprising at least by the processor

of the first device:

xiii)

Xiv}

conveying a first message that includes a first informative
message content, by presenting on the first device image output
module a visual code indicative of the first message;

conveying a second message that includes a second informative
message content, by fransmitting using the first device sound

output module a sound code indicative of the second message;

the system further comprising at least by the processor of the second device:

XV}

XVi}

receiving the first message including scanning the visual code
using the second device image acquisition device and extracting
the first informative content;
receiving the second message including receiving the sound code
using the second device sound acquisition module and extracting
the second informative message content;
wherein the extraction of the first informative message content is
performed withowt uttlizing the second message, and wherein the
extraction of the second informative message contcnt is

performed without utilizing the first message.

In accordance with an aspect of the presently disclosed subject matter, there is

yet further provided a system for transferring a message between a first device that

includes a processor and associated storage, image output module and sound output

module and a second device that includes a processor and associated storage, image

acquisition device and a sound acquisition module, comprising at least by the processor

of the first device:

(1

{ii)

conveving a first message that includes a first informative
message content by presenting on the first device umage output
modile a visual code indicative of the first message;

conveying a sccond message that includes a second informative
message content by transmitting using the first device sound

output module a sound code indicative of the second message;

the systern further comprising at least by the processor of the second device;
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(itt) attempting to receive the first message and extract the first
informative message content and atiempting to receive the second
message and exiract the second informative message content,
whercin receiving the first message including scanning the visual
code using the second device image acquisition device and
extracting the first informative message content; and wherein
recetving the second message includes receiving the sound code
using the second device sound acquisition module and extracting
the second informative content; and

(v} performing an action in accordance with informative message
content of the first to be received message from among the first
message and sccond message without needing to wait for
receiving the other message from among the first and second
Messages.

In accordance with an aspect of the presently disclosed subject matter, there is
vet further provided a system for transferring messages between a first device that
includes a processor and associated storage, image output module and sound output
module and a second device that includes a processor and associated storage, image
acquisition device and a sound acquisition module comprising, at least by the processor
of the first device:

xvii} conveying a first message that includes a first informative message
content by presenting on the first device image output module a
visual code indicative of the first message, the first informative
message content including an encoding key;

the system further comprising at least by the processor of the second device:

xvitl) receiving the first message inchiding scanning the visual code
using the second device image acquisition device and extracting
the first informative content;

xix) encoding a second informative message content of a second
message using at least the encoding key, and

xx) conveying the second message by ransmutting using the second
device sound output module a sound code indicative of the second

message,
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thereby exempting the necessity to keep Line of Sight (LOS)
between the display of the first device and the image acquisition
device of the second device throughout the third message

transmission duration.

In accordance with an aspect of the presently disclosed subject matter, there is

vet further provided a system for transferring messages between a first device that

inchudes a processor and assoctated storage, image output module and sound output

module and a second device that includes a processor and associated storage, image

acquisition device and a sound acquisition module comprising at least by the processor

of the first device:

XXi)

XXii)

conveying a first message that includes a first informative message
content by presenting on the first device image output module a
visual code indicative of the first message, wherein the first
message content additionally includes at least an additional robust
informative portion, such that under degraded visual conditions at
least the robust informative portion is capable of being acquirable
by an image acquisition device and extractable;

conveying a second message that includes a second informative
message content by transmitting using the first device sound

output module a sound code indicative of the second message

the system further comprising: at least by the processor of the second device

xxiil) receiving the at least part of the first message including scanning

at least part of the visual code using the second device image
acquisition device and cxfracting at least the robust informative

portion;

xxivy receiving the second message including receiving the sound code

using the second device sound acquisition module and exiracting

the second informative content.

Note that the various embodiments described with reference to the various

method aspects of the presently disclosed subject matter may Hikewise be applied to any

of the system and/or non-transitory computer readable storage medium of the presently

disclosed subject matter.
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Note also that whercas the system and method aspects of the presently disclosed
subject matter are defined with reference to two devices, each of which may apply
mutatis mutandis t© more than two devices e.g. as exemplified with reference to three
devices below.

Note also that whercas the system aspect of the presently disclosed subiject
matter refers to two or more devices for the purpose of transferring messages between
the devices, in accordance with other aspects of the presently disclosed subject matier a
single device may be defined for use in a system that includes two or more devices for

transferring messages, mustatis mutandis.

BRIEF DESCRIPTION OF THE DRAWINGS:

In order to better understand the subject matter that is disclosed herein and to
cxemplify how it may be carried out in practice, embodiments will now be described, by
way of non-limiting example only, with reference to the accompanying drawings, in
which:

Fig. 1A-E illustratc exemplified ilustrations of different kinds of two-
dimensional codes each embedding an input image;

Fig. 2 illustrates a generalized system architecture of a device, in accordance
with certain embodiments of the presently disclosed subject matter;

Figs. 3A-C ilhustrates schematically first and second devices for use in cerfain
cmbodiments of the presently disclosed subject matter;

Fig. 3D illustrates schematicaily first, second and third devices for use in certain
cmbodiments of the presently disclosed subject matter;

Fig. 4A1 illustrates schematically a flow chart of a sequence of operations for
transferring messages between devices, in accordance with certain embodiments of the
presently disclosed subject matter;

Fig., 4A2 illustrates schematically a flow chart of a sequence of operations for
transferring messages between devices, in accordance with certain other embodiments
of the presently disclosed subject matter;

Fig. 4B ilustrates schematically a flow chart of a sequence of operations for
transferring  messages between devices, in accordance with certain  yet other

embodiments of the presently disclosed subject matter;
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Fig, 4C illustrates schematically a flow chart of a sequence of operations for
transferring messages between devices, in accordance with still certain  other
embodiments of the presently disclosed subject matter;

Fig. 4D1 illustrates schematically a flow chart of a sequence of operations for
transferring messages between devices, in accordance with certain embodiments of the
presently disclosed subject matter;

Fig, 402 illustrates schematically a flow chart of a sequence of operations for
transferring messages between devices, in accordance with certain other embodiments
of the presently disclosed subject matter;

Fig. 5Ai1 illustrates schematically a flow chart of partial sequence of operations
for transferring messages between devices as performed by a device, in accordance with
certain embodiments of the presently disclosed subject matter;

Fig. 5A# ithistrates schematically an operational stage performed by a device in
the context of transferring messages between devices, in accordance with certain
cmbodiments of the presently disclosed subject matter;

Fig. 6 illusirates schematically a flow chart of a sequence of operations for
transferring  encoded messages between  devices, in accordance with certain
embodiments of the presently disclosed subject matter;

Fig. 7 illustrates schematically a flow chart of a sequence of operations for
transferring encoded messages between devices, in accordance with ceriain other
cmbodiments of the presently disclosed subject matter;

Fig. 7TA illustrates schematically a flow chart of a partial {(acknowledgement)
sequence of operations, in accordance with certain embodiments of the presently
disciosed subject matter;

Fig. 7B illustrates schematically a flow chart of a partial (acknowledgement)
sequence of operations, i accordance with certain embodiments of the presently
disclosed subject matter;

Figs. 8-8A illustrate schematically a flow chart of a sequence of operations, for
conducting securcd payments in accordance with certain embodiments of the presently
disclosed subject matter;

Fig. 9 illustrates schematically a flow chart of a sequence of operations for
transfercing messages between devices, in accordance with certain other embodimnents

of the presently disclosed subject matter; and
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g, 10 illustrates schematically a visual code for use in the sequence of

operations described with reference to Fig. 9.

BETAILED DESCRIPTION OF EMBODIMENTS

The term "visual code” used herein should be expansively construed to inclade
any kind of machinc-readable optical label that use standardized encoding modes to
cncode data and store information. By way of example. a visual code can be a one-
dimensional barcode, or alternatively it can be a two-dimensional code. The term "two-
dimensional code” used herein should be expansively construed to include any optical
machine-readable representation of data in the form of a two-dimensional pattern of
symbols. Une exarople of a known two-dimensional code is matrix code which
represents data in a way of dot distribution in a matrix grid, such as, for example, Quick
Response ((JR) code and EZcode, etc.

Visual code can be a two-dimensional code having an input image or graphic
embedded therein that are described for instance in US patent No. 8,978,989 {issued on
date March 17, 2015, which is incorporated herein in its entirety by reference.

Attention is first drawn to Figs, 14-1D (which show exemplified Hustrations of
ditferent kinds of two-dimensional codes each embedding an input image. Fig. 1A and
Fig. 1B are two-dimensional codes that have input images superimposed thereon. The
superimposing is performed. e.g., by changing the transparency of the dots/cells in the
two-dimensional code without changing the distribution of the dots or adjusting the
decoded values thercof, such that the two-dimensional code, after being superimposed
on the input image, is still machine-readable. Fig. 1C shows a different kind of two-
dimensional code (similar to the visual codes illustrated in view 106 and view 110 in
Fig. 1E) in which the input image is not only simply superimposed thereon as described
with respect to Fig. 1A and Fig. 18. In the two-dimensional code illustrated in Fig, 1C,
the decoded values of dots that correspond to the encoded data are in fact determined
such that the appearance of the two-dimensional code complics with a visual similarity
criterion when compared with the input image.

Fuarthermore, Fig, 1D shows another kind of two-dimensional code having an

input image cmbedded thercin. The input image can be associated with an image
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descriptor which is used to verity the authenticity of the two-dimensional code in the
reading process thus rendering the code to be functionally safer. The dots having
decoded values corresponding to the encoded data in the two-dimensional code can be
positioned i one or more encoding regions relative to the function paticrns and a
portion of the input image, rendering the two-dimensional code appears visually more
appealing. An excmplified illustration of such two-dirnensional code is described in
PCT Application No. PCT/ALZ015/05102¢ filed on date October 15, 2015, which is
incorporated herein in its entirety by reference.

Furthermore, Fig. 1E shows another kind of a visual code. The printed medium
is 164 capable of presenting a phurality of views of a machine-readable image when
being observed from different viewpoints, cach of the plurality of views having a
respective visual clement embedded therein, wherein at least one of the plurality of
views is embedded with a visual element being a visual code having data encoded
therein having a few input images embedded therein. For example, view] having input
image 1% and cmbedded with visual code 107 and view3 having input image 1310 and
embedded with visual code 111

Bearing all this in mind, attention is drawn to Fig. 2 illustrating a generalized
system architecture of a device, in accordance with certain embodiments of the
presenily disclosed subject matter. As shown, the device may include a processing unit
(226 that includes in accordance with certain embodiments an image processing
module (224}, a sound processing module (226}, whose operation will be described in
greater detail below.

Note that the invention is not bound by the specified modules deseribed herein
with reference to the various embodiments of the presently disclosed subject matter and
which are provided for illustrative purposes only.

As further shown in Fig. 2, the device may include an image acquisition module
(202) and sound acquisition module (284) as well as image output module (214} and
sound output module (216).

In accordance with certain embodiments, the image output module may inchide
one or more display screens. In accordance with certain embodiments, the sound output
module may include one or more speakers. In accordance with certain embodiments, the

image acquisition module may include one or more cameras. In accordance with certain
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cmbodiments, the sound acquisition module may include onc or more microphones.
Note that the invention is not bound by these examples.

For simplicity, throughout the description the more specific terms of speaker,
camera, microphone and screen may be used. Those versed in the art will readily
appreciate that the reference to these specific examples of modules is by no means
binding.

In accordance with certain embodiments the device may include the image
acquisition module {202} and sound acquisition module (204).

In accordance with certain embodiments the device may include the image
output module {214) and sound output module (216},

In accordance with certain embodiments the device may include the image
output module {214) and sound acquisition module (204). Other variants are also
applicable depending upon the particular application.

Device (288} may also include an /O interface module (218} such as for
instance a keypad andfor touch screen. as well as Storage module 212 and
comnumication module 216 facilitating communication in one or mode comnmunication
protocols: e.g. Bluetooth, 3G and or 4G, Wil and/or others. The invention is not
hound by any of the specified protocols.

Note that the mvention is not bound by the specified medules.

Device 200 may be a celiular device such as cellular phone (e.g. smart phones),
IPAD etc.

Those versed in the art will readily appreciate that the teachings of the presently
disciosed subject matter are not bound by the system illustrated in Fig. 2. Equivalent
and/or modified functionality can be consolidated or divided in another manner and can
be implemented in any appropriate combination of software, firmware and hardware.

It is appreciated that the processing umt shown in Fig. 2 and described here with
reference o Fig. 2, can be a distributed device or system, which includes several
components which reside locally or in distributed environment.

Bearing this in mind, attention is drawn to Figs. 3A-C illustrating schematically
first and second devices for use in certain embodiments of the presently disclosed

suhject matter. As shown in Fig 3A there arc two devices 301 and 302 where 301
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accommodates a camera 381" and a microphone 361" , 302 accommodates a screen
302" and a speaker 302",

Note that whilst in Fig. 3 and various embodiments described below, only two
devices are illustrated, the presently disclosed subject matter is not bound by these
cxample, and accordingly the various embodiments described below may apply to more
than two devices musafis mutandis.

As further shown in Fig 3B there are two of devices 303 and 304 where 303
accommodates a camera 303 and a speaker 363", and 304 accommodates a screcn 304
and a microphone 304

As farther shown in Fig 3C there are two of devices 385 and 306, where 305
accommodates a camera 308", a screen 305", a microphone 303" and a speaker 3059,
and where 306 accommodates a camera 306', a screen 306", a microphone 306" and a
speaker 3061,

In certain embodiments of the presently disclosed subject matter more than two
devices arc used. For example, three devices may he used. Bearing this in mind,
attention is drawn to Figs. 3D illustrating schematically first, second and third devices
for use in certain embodiments of the presently disclosed subject matter. As shown in
Fig 3D there are three devices 307, 308 and 399 where 307 accommodates a camera
307", a screen 307", a microphone 307" and a speaker 30797, and where 308
accommodates a camera 308, a screen 308", a microphone 308" and a speaker 368%™,
and where 309 accommodates a screen 30% a microphone 369", In accordance with
certain embodiments, devices 307 and 309 may have an additional YO comnunication
channel that may allow thern to communicate with cach other, such as, but not limited
to. Bluetooth. By way of cxample, devices 387 and 388 may be two smart-phone
devices, and device 34% may be a smart-watch device.

Note that the presently disclosed subject matter is not hound by the specific
configurations depicted in Figs. 3A-D.

It is to be noted that the present disclosure is not bound by the specific sequence
of operation steps described with reference to the methods illustrated in Figs. 4A1, 4A2,
4B, 4C, 4D1, 4D2, 5A3, 5Ai41, 6,7, 7A, 7B, &, 8A and 9. One or more stages or steps
iltustrated in any of the figures may be executed in a difference order and/or one or
more groups of stages may be exceuted simultancously or vice versa. One or more steps

may be added and/or other{s) may be deleted.
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According to examples of certain embodiments of the presently disclosed
subject matter, the various flow charts described hercin with reference to any of Figs.
4A1, 4A2, 48, 4C, 4D1, 4D2, 5A1, SA4, 6,7, 7TA, 7B, &, 8A and 9@ can be pnplemented
on the device shown in Figs. 2 and using processing unit 228 that may be implemented
e.z. as 2 general purpose computer, such as is shown in Fig. 2 and described above with
reference to Fig. 2. However, it is appreciated that the various flow charts can be
implemented on any other suitable hardware, and/or possibly on suitable hardware in
combination with software which provide a special purpose computer that is configured
to perform the operations of any of the flow charts described herein with reference to
Figs. 4Al1, 4A2, 4B, 4C, 4D1, 4D2, 5A1, 5Aii,. 6,7, 7A, 7B, & B8A and &

Turning now to Fig. 4A1, it illustrates schematically a flow chart of a sequence
of operations for transferring messages between devices, in accordance with certain
cmbodiments of the presently disclosed subject matter.

The specified sequence of operations may be traplemented by the processor unit
224 associated with each of the devices (200), respectively —see for example the first
device (e.g. 302 of Fig. 3A) and second device {e.g. 301 of Fag. 3A).

Bearing this in mund, the processor may be configured to convey a first message
that includes a first informative message content, by presenting on the first device
screen (e.g. 302" a visual code indicative of the first message (414). Such a visual code
may be generated by image processing module 224 of Fig. 2 possibly utilizing the
storage module 212,

The processor may be further configured to convey a second message that
includes a sccond mformative message content, by transmitting using the first device
speaker 302" a sound code indicative of the second message (42(). Such a sound code
may be generated in sound processing module 226 of Fig. 2 possibly utilizing the
stovage module 212.

Turning now to the second device 381, the processor may be configured to receive
the first message including scanning the visual code using the second device camera
3G1" and extracting the first informative content (430).

The processor may be further configured to receive the second message including
receiving the sound code using the second device sound acquisition modale 381" and

extracting the second informative message content (440),
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wherein the extraction of the first informative mwessage content is performed
without utilizing the second message, and wherein said extraction of the second
informative message content 18 performed without utilizing the first message. Thus, in
order to extract the first informative message, there is no need to utilize the second
informative message and vice versa.

It should be noted that the informative message may include data that is of interest
to the second device. The message in tarn may encompass other data such as data which
characterizes the first informative message. A header that characterizes the informative
message may be an example of data included in the first message.

The presently disclosed subject matter is not bound by this example. Note also,
that depending upon the particular application, the constituents of the message and the
informative message may vary. For instance, the marker 103 in Fig. 1E may constitute
part of the first message (facilitating the extraction of the first informative message by
the second device), Note that the message carries the informative message in a way that
it is able to wansfer it, using a visual code and/or a sound code. The message may
include additional data, forther to the informative message, that enables reading and
decoding the message when being represented as a visual code or a sound code. The
invention is not bound by these cxamples.

Note that in the presently disclosed subject matter, refercnce is made to an
informative message; it may apply to the informative message as a whole or 0 one or
maore portions thereof.

Note that the description of the various embodiments of the presently disclosed
subject matter may refer occasionally to a pair of devices, e.g. those depicted with
reference to Fig. 3A. Those versed in the art will readily appreciate that it may likewise
refer to any of the other not limiting examples illustrated in Figs. 3B-C.

Note also that the utilization of the varicus modules depicted in Fig. 2 with
reference to the flow chart described with reference to Fig. 4A1 1s by no means binding.
This applies to the varicus other flow charts described with reference to certain
cmbodiments of the presently disclosed subject matter that will be described with
reference to any of the following drawings 4A2 to 9, mutaria mutandis.

Tuorning now to Mg 401, it illastrates schematically a flow chart of a sequence

of operations for fransfewing messages between devices, in accordance with certain
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cmbodiments of the presently disclosed subject matter, and similar to the one iliustrated
in Fig.4A1 with a difference mentioned below.

The specified sequence of operations may be implemented by the processor unit
228 associated with each of the devices (28, respectively —see for example the first
device {e.g. 307 of Fig. 3D}, second device {e.g. 308 of Fig. 3D) and third device (e.g.
389 of Fig. 3D).

Bearing this in mind, the first and third device may communicate with each
other using their communication modules. In accordance with a certain cxample, such
communication may be in order to transmit the first message from first device to the
third device in order to be later further conveyed by the third device. By further
examples, such communication may be in order o synchronize the transmission of the
first and second message to be conveyed by the first and third device (466).

The processor may be configured to convey a first message that includes a first
informative message content, by presenting on the third device screen {e.g. 309"} a
visual code indicative of the tirst message (412). Such a visual code moay be generated
by image processing module 224 of Fig. 2 possibly utilizing the storage module 212,

The processor may be further configured to convey a sccond message that
includes a sccond informative message content, by transmitting using the first device
speaker 3077 a sound code indicative of the second message (420 — similar to what has
been described with reference to Fig. 4A1). Such a sound code may be generated in
sound processing module 226 of Fig. 2 possibly utilizing the storage module 212. Also
as described with reference to Fig. 4Al, device? is configured to reccive the first and
second messages (430 and (440)).

It should be appreciated that the specified sequence of operations is not binding,
for instance first device and the third device can switch their functionality.

For a better understanding of the foregoing, consider the following exemplary
scenario. A first user has a first device (say a cellular phone) and a third device (say a
wearable device such as a smart watch). The first and third devices communicate
between them (466) in order to determine that a first (visual) message will be conveyed
to a second device {e.g. a cellular phone of a second user} from the smart watch of the
first user (412) and a second (audio message) will be conveyed from the cellular phone

of the first user to the cellular phone of the second user (420). The cellular phone of the
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second user will be configured to receive the specified first and second messages { 438
and 448).

Bearing this in mind, and revering to the example that only first and second
devices are utilized as described e.g. with reference to Fig.. 4Al, attention is now drawn
to 5Ai illustrating schematically a flow chart of a partial sequence of operations for
transferring messages between devices as performed by a second device, in accordance
with certain embodiments of the presently disclosed subject matter as well as to Fig.
5Ai tustrating schematically an operational stage performed by a device in the context
of transferring messages hetween devices, in accordance with the presently disclosed
subject matter.

Thus, in step 310 after extracting the first and second informative messages, they
may be checked to ascertain if the first and second informative messages match
according to a matching criterion and only upon meeting the matching criterion
performing an action 520.

Note that in accordance with certain embodiments of the presently disclosed
subject matter, a match according to a matching criterion may include verifying that two
informative messages are identical, or in accordance with other embodiments a certain
part of the two informative messages are identical (whereas in addition cach informative
message contains an additional different part of the entire conveyed information). In
accordance with certain other embodiments, the messages or part of them retwns
together a positive answer for a sccurity functions that is applied on both informative
messages ot part of the informative messages. Another non-limiting example is that the
matching criterion is met if an encoded first informative message can be decoded using
the second informative message which serves as a decoding key, or vice versa.

Note that the invention is not bound by the specified matching criterion.

In accordance with certain embodiments as depicted for instance in Fig, SAIL,
the specified matching check may be skipped and an action may be performed based on
the extracted first informative message content and the second informative messages.

Note that in accordance with certain embodiments at least one counsolidated
message may be constructed based on at least:  the first informative message conient
and the second informative message content and the embodiments described above may

apply to the consolidated message mutatis mutandis.
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Note that whenever reference is made to an informative message it may apply
afso to one or more portions thereof,

In accordance with certain embodiments, utilizing both the visual channel and
the sound channel (by conveying the visual code and sound code, respectively) for
performing an action based on matching criterion that is met with reference to both the
first and second informative messages, enhances the security level of communication
between the devices. For instance, if an eavesdropper infercepts the transmissions of
only one channel e.g. scans the visual code or receives the sound code (and extracts the
corresponding informative message) but not of the other channel! (therefore failing to
obtain the other informative message), he/she cannot perform the action because the
latter may require mecting the matching criterion in respect of both the first and second
informative messages. [n other words, in order to break the security of a system
operating in accordance with the specified embodiments, the eavesdropper must
intercept  the messages of both  the visual and  sound  channels.

Another example of enhancing the security level of the system is by preventing
a scenario where, for mmstance, a malicious mobile malware covering a designated
Visual Code, is presented on the mobile screen by designated mobile app, with a
malicious Visual Code, for example for phishing purpose. Thus, because the covered
designated code (with its associated informative message} will not be received by the
second device, the matching criterion between the informative messages will not be met
and the action will not be performed contrary to the explicit goal of using the malicious
visual code. Another scenario that can be prevented is by a malicious mobile malware
stopping a designated Sound Code, being meant to be transmitted using a speaker by a
designated mobile app, and instead transmitting a malicious Sound Code, for example
for phishing purposes.

In such abuse scenarios because the true informative message will not be
extracted (whether from the sound code and/or the visual code, whichever the case may
be) by the other device, the matching criterion between the informative messages will
not be met and the desired action will not be performed. Note that the invention is not
bound by the specified examples for enhancing security.

Bearing this in wmind, attention is drawn again to cerfain embodiments where
cncoding and/or decoding of informative messages are used. To this end, reference is

made to Fig. 6 illustrating schematically a flow chart of a sequence of operations for
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transferring encoded messages between devices, in  accordance with certain
cmbodiments of the presently disclosed subject matier. Thus, in Step 602 a data to be
transferred from a first device e.g. 382 to a second device e.g. 381 is obtained. Then, as
shown in 604, the data is split into a first informative message and a second informative
message that are encoded by identical or different keys. Then, first and second messages
(that inchide the respective encoded first and second informative messages) are
conveyed to the second device as visupal and sound codes (steps 618 and 628} and
received by the second device (in steps 636 and 640) followed by extraction of the
encoded first and second informative messages, all as described in detail with reference
to Fig 4A1 above . In case the decoded informative messages ave duly decoded mto
meaningful informative messages, the specified matching criterion is met, an action
may he performed based on the extracted first, second or both informative messages
{(see on this contexts steps 518 and 528 of Fig. 5Ai).

In accordance with certain embodiments, the matching criterion is met if based
on the first and second informative messages (constituting cach a portion of an encoding
key) at least a valid encoding key is derivable. The action includes, at least by the
processor of the second device {e.g. 301, encoding a third informative message content
of a third message using at least said valid encoding key, and conveying the third
message by transmitting using the second device speaker a sound code indicative of the
third message. In accordance with certain embodiments the third message may be sent
through cither or both or the visual and audio channels. {in which case the first and
second devices are likely to be those depicted for instance with reference to Fig. 3C).

In accordance with certain embodiments, the system and method of the
invention may be used for file transfer application, e.g. of large files. Thus, in
accordance with certain erabodiments the so obtained valid key (derivable from the key
portions conveved from device 1 to device 2 through the visual and audio channels, as
cxplained above} may be used for encoding a third informative message {¢.g. onc or
maore files) and possibly large files. The third message is conveyed by transmitting using
the second speaker a sound code indicative of the third message, therehy exempting the
necessity to keep Line of Sight (LOS) between the display of the first device and the
image acquisition device of the second device throughout the entive third message

transmission duration.
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It is thus noted that whereas for the purpose of transmission of the visual code
(that includes the specified first portion of the key), a LOS should be maintained
between the display of the first device and the camera of the second device, this
requircment is obviated when the third message is transmitted, since for conveying a
sound code there 8 no need to maintain a LOS between the speaker of the second
device and the microphone of the first device. Thus, consider that the specified devices
are cellular phones, then whilst for transnitting the visual code from the display of the
first device to the camera of the second device a LOS should be maintained (but for
only a fraction of a second), the longer operation of wransmitting the file through the
(slower) sound channel (which in certain embodiments, depending upon the {ile(s)
size may amount to a few minutes or even more) does not require keeping the LOS,
allowing thus a more convenient file transfer. For instance, the two cellular telephones
may be placed on a desk in a room with each screens facing upwardly or downwardly
(i.e. no LOS) and the file(s) would nevertheless be transmitted from device 2 and
received by device 1. This goal would obviously not be achieved had the visual channel
be used for transmitting the files (through visual code)} vnless a L.OS had been
mainfained throughout the entire process between the display of the second device and
the camera of the first device entailing thus inconvenicnce to the users of the cellular
phones that were compelled to place the phones such that LOS is retained throughout
the transmission process.

Attention i3 now drawn to Fig. &, illustrating schematically a flow chart of a
sequence of operations, for conducting secured payments in accordance with certain
embodiments of the presently disclosed subject matter. By this embodiment, said first
informative message content includes a first digital wallet identiticr portion of a user of
the first device and a first portion of an encoding key, and wherein said second
informative message content inclades a second digital wallet identifier portion of the
user of the first device and mcludes a second portion of an encoding key, and wherein
the first and second informative messages match according to the following matching
criterion (a) and (b)

a4} a valid encoding key is derivable based on said first portion of the
encoding key and second portion of the encoding key; and
b} a valid digital wallet identifier is derivable based on said first

digital wallet identifier portion and second digital wallet identifier
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portion. The matching criterion may be met if for example the first
and second portions arc concatcnated to yield a valid wallet
identified, or a different and/or more complicated check. Note
also that one or more of the specified portions may be encoded and
therefore it should be decoded before actually deriving the wallet

id.

Thus, as shown in steps 882 and 884, data (c.g. including digital wallet identifier
of the user) is split and included in respective first and second informative messages as
well as an encoding key which may be split and each portion being included in said
first and second informative message. Then, as shown in steps 818 and 828 first and
second messages that include the specified informative messages are conveyed
including presenting the visual code and transmitting the sound code (using e.g. first
device 306 of Fig. 3C). Thereafter, as shown in steps 838 and 848 the second device
(e.g. 305 of Fig. 3C}) reccives the first message including scanning the visual code and
receives the second message including receiving the sound code. The first informative
message is extracted from the first message and the second informative message is
cxtracted from the second message. Note that the wallet 11D can only be derived if both
the first and second informative messages are duly extracied {each including a portion
of the valid wallet H3). As arises from step 842 a third informative message content that
includes a sum to be paid to a user identified by the valid digital wallet identifier is
constructed and encoded using the key that is extracted from the first and second
informative messages. It is thus evident that only if both messages are duly received
through both the visual and the sound channels a valid key may be constructed, thereby
enhancing the security of the system. Next in step 843, the second device conveys a
third message by transmitting a sound code (through the speaker) where the message
inchudes the third informative message. Then, the first device receives the third message
including receiving the sound code using the first device microphone and extracting the
cencoded third informative content. Using the encoding key the third informative
message may be extracted therefore actually transferring the sum to be paid from the
second user to the first user having the specified wallet ID (844).

Onee receiving the third message, the first device ceases to convey the message

(846) and may indicate on the screen that the transaction has been completed (848).
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Next, as shown in Fig. 8A, the first device may send an acknowledgment
(confirmation) message (by conveying a message including transmitting a sound code}
{(852). The acknowledgement message may be encoded using the specified or other key.

The sound code is received and the {encoded) conformation message is exiracted
(and decoded) (858). This leads to stopping transmission of the sound code (with the
third informative message) (864) and possibly indicating (e.g. through the screen of the
second device) that the payment transaction has been duly completed (878}

It should be noted that throughout varicus embodiments of the presently
disclosed subject matter a message may be presented by means of a visual code
{(through the visual channel) or ransmutted by means of a sound code (through the
sound channel). The latter has been exemplified in steps 852 and 858 above.

It should be noted that in accordance with various embodiments of the presently
disclosed subject matter, an informative message may be conveyed (by one device) in
cither or both of the visual and or sound channels and in this case the other device may
receive the message in a coordinated fashion. Thus, if the message is presented on the
screen by means of a visual code then the other device is configured to receive it
including scamning it by means of its camera. I, on the other hand, the message is
transmitted through the speaker by means of a sounds code then the other device is may
reccive the sound code by means of its microphone. If the message is presented on the
screen and transmitted by the speaker {utilizing visual code and sound code,
respectively) the other device may receive it both scanning it with the camera and
receiving it through the microphone.

Note that utilizing the encoded/ decoded informative message(s) in accordance
with the various embodiments of the presently disclosed subject matter are by no means
binding and accordingly, instead or in addition, other forms of utilizing encoded
/decoded informative messages may be used.

Note also that in the various cmbodiments of the presently disclosed subject
matter, whenever reference is made  enceding informative message it should be
construed as including at least one of the following: encryption (using symmetric or
asymmetric keys), applying one way fonction, applying hashing function, calculating
code-words representing the informative message constructed based on the informative

message, ete. The same holds froe to decoding informative messages mutatis mutandis.
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It should be further noted in the various embodiments of the presently disclosed
subject matter, that whenever reference is made to usage of key for encoding or
decoding it should be construed to include a usage based on the key, including but not
limited to a function that is dependent on the key, another data which together with the
key serves for encoding or decoding and so forth.

Bearing this in mind, attention is drawn to another aspect of the invention. Thus,
an advantage of the Visual Code is that it can be seen by the human eye, and giving an
indication to one more users that a communication channel is available. Another
possible advantage is that Visual Codes are not affected by surrounding sound noises,
acoustic conditions or other electromagnetic based noise. A possible disadvantage of
Visual Codes is that this communication channel is sensitive to lighting conditions.

An advantage of the Sound Code, in its turn, is that it cannot be detected by
most huroan cars, and does not disturb the majority of humans surrounding the sound
source. Another possibic advantage is that Sound Codes are not affected by surrounding
lighting noises or lighting conditions. A possible disadvantage of the Sound Codes is
that this communication channel {s sensitive to sound noise and acoustic conditions.

Thus, i accordance with certain embodiments of the presently disclosed subject
matter, the robustness of the system is enhanced in that both the visual and the sound
channels may be utilized to convey an informative message and even if one of the
informative messages 1s duly received and extracted {either from the visual code or the
sound code), the specified action is performed. Thus, for exampie, consider a scenario
where the visual code presented by the first device is not adequately received hy the
second device due to degraded ambient lighting conditions {(e.g. the visual code is not
adequately scanned and the informative message is not duly extracted because of
degraded lighting conditions), however the sound code is properly received and the
informative message is duly extracted because the sound code is indifferent to lighting
conditions. In accordance with certain embodiments an action may be performed
notwithstanding that due to poor lighting conditions only the sound code has been duly
received and the corresponding informative message has been extracted.

Bearing this in mind, attention is drawn fo Fig. 4A2 illustrating schematically a
flow chart of a sequence of operations for transferring messages between devices {for

instance 306 and 305 of Fig. 3C and the pertinent modules and processor unit (e.g. 220)
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described by way of example with reference to Fig. 2}, in accordance with certain other
cmbodiments of the presently disclosed subject matter.

Thus, the first device may convey a first message that includes a first
informative message content by presenting on the first device screen a visual code
indicative of the first message 410",

The first device may further convey a second message that includes a second
informative message content by fransmitting using speaker a sound code indicative of
the second message 420", The first and second informative messages may be identical.

The second device may attempt to receive the first message and extract said first
informative message content and attempt (o receive the second message and extract the
second informative message content 432°, wherein receiving the first message includes
scanning the visual code using the second device camera and extracting the first
informative message content; and wherein receiving the second message includes
receiving the sound code using the second device microphone and extracting the second
informative content. If cither of the first and second informative message has been
successfully extracted (434°, 436"} an action can be performed in accordance with
informative message content of the first to be received message from among said first
message and second message without needing to wail for receiving the other message
from among the first and second messages.

Note that an attempt may fail {in either the visual channel due to say degraded
lighting conditions or the sound channel due {0 say overly noisy ambient conditions)
leading thus to a result that the appropriate message may not be duly received by the
second device or may be received in a corrupted or non-complete manner that does not
aliow the processor unit (e.g. 228} to duly extract the corresponding informative
message. The latter are only examples of dllustrating failure in the atiempt to receive the
message.

Note that the other message may or may not be eventually received but the
second device does not need to wait for the specificd other message to be received (and
the corresponding informative message to be extracted) in order to perform the action.

Thus, in accordance with certain embodiments, the robustness of the system i3
ephanced, e.g. to cope with inherent commnunication limitations of either the visual or

the sound channels.
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Turning now to Fig. 4072, it illustrates schematically a flow chart of a sequence
of operations for transferring messages hetween devices, in accordance with certain
embodiments of the presently disclosed subject matter, and similar to the one illustrated
in Fig.4A2 with a difference mentioned below.

The specified sequence of operations may be implemented by the processor unit
229 associated with each of the devices (200), respectively —see for example the first
device (e.g. 307 of Fig. 3D), second device {e.g. 308 of Fig. 3D) and third device {(e.g.
309 of Fig. 3D).

Bearing this in mind, the first and third device may coramunicate with each
other using their communication modules. In accordance to certain example, such
communication may be in order to transmit the first message trom first device to the
third device in order to be later further conveyed by the third device. By further
cxamples, such communication may be in order to synchronize the transmission of the
first and second message to be conveyed by the first and third device (406").

The processor may be configured to convey a first message that includes a first
informative message confent, by presenting on the third device screen {(e.g. 309"} a
visual code indicative of the first message (4127}, Such a visual code may be generated
by image processing module 224 of Fig. 2 possibly utilizing the storage module 212,
The other operations 4207, 4327, 434" and 436" that are depicted in Fig. 4D2 are similar
to those described with reference to Fg, 4A2 above, mutatis mutandis. Reverting now to
the example of utilizing only two devices, the utilization of the first to be arrived
message that has been described above (with reference to Fig. 4A2) will now be
described with reference to Fig 7 illustrating schematically a flow chart of a sequence of
opcrations for transferring encoded messages between devices, in accordance with
certain other embodiments of the presently disclosed subject matter and to Fig. 7A
ilhistrates schematically a flow chart of a partial (acknowledgement) sequence of
operations, in accordance with certain embodiments of the presently disclosed subject
matter.

Thus, in accordance with certain aspects of the presently disclosed subject
matter, the data to be transferred from the first device to the second device is associated
with e.g. social identifier information of a first user 782, and the same social identifier is
encoded both in the first and second messages 704. By a way of example, such social

identifier could be for example the first user Facebook name, Linkedin name, WeChat
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ID. Sina Weibo ID, What'sapp 1D, phone number or Line 1D

Then, the specificd sequence of operations for presenting visval code,
transmitting the sound code and attempt to receiving them at the other device, as
cutlines in steps 710, 720, 732 and 734 correspond to the counterpart sequence of
operations described in steps 416, 420, 432" and 434" (muratis mutandis) with
reference to Fig. 4A2 above.

In accordance with certain aspects of the presently disclosed subject matter, the
action performed by the second device (736) can be in accordance with the data
associated with the first user {extracted from the first to be received message though
either the visual or sound channels). By a way of example, in case the data is a pointer
to the user social dentity, for example a WeChat 1D, the device can initiate an action fo
connect between the second user WeChat user to the first uaser WeChat user.

With reference to Fig. 7A, in accordance with certain aspects of the presently
disciosed subject matier, after the second device performs an action in accordance with
the data associated with the first user the second device may convey a confirmation
message using a sound code transmitted asing the second device speaker 744. By a way
of example, the confirmation message may also include data associated with the second
uscr. The first device may receive the confirmation message encoded as a code using
the first device microphone 746. The first device may then cease to convey the message
including stopping the presentation and transmission of the visual and sound codes
(748) and may provide an indication of a successful transmission 754, For example, the
indication can be a visual indication using the first device screen. In another cxample
the indication can be a sound indication using the first device speaker. The specified
manner of indication may likewise apply to other embodiments of the presently
disclosed subject matter mutatis mutandis.

Fig. 78 illustrates schematically a flow chart of a partial (acknowledgement)
seguence of operations, in accordance with certain embodiments of the presently
disciosed subject matter. The latter embodiment refers to the utilization of three devices,
¢.g. with reference to what has been described (by way of example) with reference to
Fig. 4032 above. Note that in contrast to Fig. 7B, the acknowledgement embodiment
described with reference to Fig. 7A above referved to the utilization of only two devices

as has been described (by way of example) with reference to Fig. 4A2 ahove.
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Bearing this in mind, the main difference of the sequence of operations of Fig.
78 compared to those of Fig. 7A, is that in step 746 the third device (rather than the first
device) receives the confirmation message encoded as sound. In step 748, the third
device stops transmitting the first message, updates the first device accordingly and the
latter also stops transmitting the first message. By this embodiment, the first device
{accommodating a display) will provide a visual indication that the transmission has
been successfully achieved (750},

Note that whereas the utilization of the first to arrive message concept described
c.g. with reference to Fig. 4A2 and 402 and exemplified in Figs. 7 and 7A and 7B is by
no means binding and other applications thereof may be applicable e.g. with reference
to certain other embodiments of the presently disclosed subject matter.

It should be noted that both Sound Codes and Visual Codes can be atilized in an
offline communication channel, namely that two devices can communicate without
requirement for Internet access throughout portion or the entire conumunication session
between the first and second device (and vice versa). This may be advantageous in
geographic areas in which there is no or imited Internet coverage. It may likewise apply
to various other embodiments of the presently disclosed subject matter, depending upon
the particular application.

It should be noted that in accordance with certain embodiments, an Internet
connection may be used, e.g. for recording the transaction, giving it a unigue fransaction
ID and final approval of it.

In accordance with certain embodiments of an aspect of the presently disclosed
subject matter (described with reference to Fig. 4B), there is provided a method for
transferring messages between two devices, comprising: a first device {e.z. 386 of Fig.
3y configured to convey a first message by presenting a visual code on the first device
screen (452) and a second device {e.g. 306 of Fig. 3C) configured to receive the first
message by scanning the visnal code using the second device camera and extracting
therefrom a first informative message (456}, The second device is configured to convey
a second message including transmitting a sound code using the second device speaker
where a second informative message is in accordance with the so extracted first
informative message (462). The first device is configured to receive the second message
including receiving the sound code using the first device microphone and extracting the

second informative message.
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Fig. 4 describes the alternative approach of first transmitting the sound code
from the first device (e.g. 306} to the second device {c.g. 305) {(sce-steps 488 and 486),
for extracting the first informative message and then presenting a visual code in the
second device for scanning it in the second device (sce steps 492 and 498) and
cxtracting the second informative message {where a sccond informative message is in
accordance with the so extracted first informative message).

Attention is now drawn to Fig, @ illustrating schematically a flow chart of a
sequence of operations for transferring messages between devices, in accordance with
certain other embodiments of the presently disclosed subject matter and to Fig. 10
which illuswates schematically a vissal code for use in the sequence of operations
described with reference to Fig. 9.

In accordance with an aspect of the mnvention, theve is provided a method for
transferring messages between a first device {e.g. 306 of Fig. 3) that includes a
processor (see e.g. processing unit 228 of Fig. 2) and associated storage, {e.g. 212 of
Fig.2) image output module (such as display screen ) and sound output module (such as
a speaker) and a second device (e.g. 306 of Fig. 3) that includes a processor {(see e.g.
processing unit 220 of Fig. 2} and associated storage (e.g. 212 of Fig.2), image
acquisition module (such as a camera) and a sound acquisition module (such as a
microphone). The method comprises, at least by the processor of the first device:

i} conveying a first message that includes a first informative message
content by presenting on the first device image output moduie a
visual code indicative of the first message, wherein the first
message content additionally includes at least an additional robust
informative portion, such that under degraded visual conditions at
lcast the robust informative portion is capable of being acquirable
by an image acquisition device and is extractable;

i1} conveying a second message that includes a second informative
message content by transmitting using the first device sound
output module a sound code indicative of the second message;

the method further comprising: at least by the processor of the second device
i} receiving the at least part of the first message including scanmng

at least part of the visual code using the second device image
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acquisition device and extracting at least said robust informative
portion;

iv) receiving the second message inchiding receiving the sound
code using the second device sound acquisition module and
extracting the second informative content.

In accordance with certain embodiments of the presently disclosed subject
matter, said degraded visual conditions includes at least one of: (i) degraded ambient
lighting conditions; and (i1} conditions that interferc with ongoing LOS between the first
device tmage output module that displays the first message and the image acquisition
device of the second device, while presenting said visual code; and (i) the image
acquisition device of the second device  is not focused on the visual code or its white
balance is not appropriately configured to scan the visual code.

For a better understanding of the foregoing, attention is directed to Fig 10
Thus, visual code 1081 includes an additional robust informative portion (by this
cxample 4 large colored sguares 1002 to 1005 marked Ychow, Green, Red and Blue,
respectively), such that under degraded visual conditions {e.g. degraded ambient
lighting conditions) at least the robust informative portion is capable of being acquirable
by an image acquisition device and is extractable. By this embodiment the color's
squarc may represent an informative message according to the encoded color {(or
ordered colors) of the square. Thus, assuming that each sguare may have one out of fowr
colors (L.e. 2 bits representation), a total of fowr squares may represent an § bit
informative message. The shape as well as the colors may be a priori chosen such that
the robust informative message content (by this example the 8 bit message) may be
extracted (by the second device) cven under degraded lighting conditions. Visual codes
1616, 1026, 1930, 1640 and 1058 represent other examples of presenting a different
color combination from which the informative message may be extracted.

The specificd acton may require matching between the extracted robust
informative message and the sccond extracted informative message, for instance a
consolidated message. By way of non-limiting example the extracted robust informative
message (e.g. the specified 8 bit data) may serve as a key for decoding an extracted
{encoded) second informative message (decoded from a sound code transmitted through
the sound channe!) and an action may be performed based on the so decoded second

informative message. Thus, in accordance with certain embodiments, the robust portion
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of the visual code (being an cxample of the two dimensional code) is an essential
characteristics in transferring message(s) between the devices.

Whilst the example of Fig. 10 illustrates a robust portion that is formed by a
given shape and varying colors, those versed in the art will readily appreciate that other
variants arc applicable, for instance different shapes (for example instead of X colors, X
different shapes) and so forth.

In accordance with certain other embodiments the robust potion forms part of
the sound code (e.g. a certain tone that can be received by the microphone even under
noisy conditions).

Returning now to Fig. 3Ai, in accordance with certain embodiments the first
device may use its camera to take photos or videos from the surroundings, and one or
more descriptors of visual features of said photos or videos may be incorporated in one
of the conveyed messages, e.g. a second messages transmitted using a sound code.
Furthermore, when the second device captures a visual code message it may also
capture photos or videos of the surroundings. The second device may extract descriptors
of visual features from the said photos or videos and consider them part of the second
informative message. Then, in step 310, the check may include that the transmitted
visual features captured by the first device fit with according o a maitching criterion fo
the visual features extracted by the second device.

Such compression may increase the certainty for the second device that the first
device is conveying up-to-date original messages.

The invention is not bound by these exarples.

Note that the various embodiments of the presently disclosed subject matter with
refercnce to possibly require to mect a matching criterion before an action is made {or
performing an action without meeting the specified criterion), and/or the utilization of
encoding/decoding of informative messages as described with various embodiments of
the presently disclosed subject matter and/or other featwres described with reference to
the various embodiments of the presently disclosed subject matter may apply mutatis
mutandis also to the embodiment described with reference to Figs. 9 (and excmplified in
Fig. 10).

The description with reference o a method is likewise applicable to a system

mutatis mutandis.
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Note that whenever reference is made to informative message (content), it may

represent the content itsclf or data indicative of the content.

The terms "non-transitory memory” and “non-transitory storage medium” as
used herein should be expansively construed to cover any volatile or non-volatile
computer memory suitable to the presently  disclosed  subject  muatter.

It will also be understood that the system according to the presently disclosed
subject matter can be troplemented, at least partly, as a suttably programmed computer.
Likewise, the presently disclosed subject matter contemplaies a computer program
being readable by a computer for executing the disclosed method. The presently
disclosed subject matter further conternplates a machine-readable memory tangibly
cmbodying a program of instructions executable by the machine for executing the
disclosed method.

The operations in accordance with the teachings herein may be performed by a
computer specially constructed for the destred purposss or by a general-purpose
compauter specially configured for the desired purpose by a computer program stored in
a non-transitory computer-readable storage medium. Processing unit 22¢ is a non

limiting example.

It 15 noted that the teachings of the presently disclosed subject matter are not
bound by the system described with reference to Fig. 2. Equivalent and/or medified
functionality can be consolidated or divided in another manner and can be implemented
in any appropriatc combination of software with firmware and/or hardware and
executed on a suitable device.

Embodiments of the presently disclosed subject matter are not described with
reference to any particular programming language. It will be appreciated that a varicty
of programming languages may be used to implement the teachings of the presently
disclosed subject matter as described herein

Unless specifically stated otherwise, as apparent from the following discussions,
it is appreciated that throughout the specification discussions utilizing terms such as
"representing”,  “matching”, "conveying”, "transferring” or the like, refer to the
action{s) and/or process{es) of a computer that manipulate and/or transform data into

other data, said data represented as physical, such as electrounic, quantities andfor said
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data representing the physical objects. The term “computer” should be cxpansively
construed to cover any kind of hardware-based electronic device with data processing
capabilities ncluding, by way of non-limiting example, processing unit 228 disclosed in
the present application.

It is appreciated that, unless specifically stated otherwise, certain features
clements, steps ete. of the presently disclosed subject matter, which are, for clarity,
described in the context of a given embodiment or aspect, may also be provided in other
cmbodiment(s) or aspect(s) of the presently disclosed subject matter.

It is to be understood that the invention is not limited in its application to the
detatls set forth in the description contained herein or illustrated in the drawings. The
invention is capable of other embodiments and of being practiced and carried out in
various ways. Hence, it is to be understood that the phraseology and terminology
cmployved herein are for the purpose of description and should not be regarded as
limiting. As such, those skilled in the art will appreciate that the conception upon which
this disclosure is based may readily be utilized as a basis for designing other structures,
methods, and systems for carrying out the several purposes of the presently disclosed

subject matter.

Those skilled in the art will readily appreciate that various modifications and
changes can be applied to the embodiments of the invention as hereinbefore described

without departing from its scope, defined in and by the appended clairs.
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1. A method for wansferving messages between a first device that includes a
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processor and associated storage, image output module and sound output module and a

second device that includes a processor and associated storage, image acquisition device

and a sound acquisition module, comprising: at least by the processor of the first device:

i}

conveying a first message that includes a first informative message
content, by presenting on the first device image output module a
visual code indicative of the first message;

conveying a second message that includes a second informative
message content, by transmitting using the first device sound

output module a sound code indicative of the second message;

the method further comprising: at least by the processor of the second device

iii)

iv)

receiving the first message including scanning the visual code
using the second device image acquisition device and exfracting
the first informative content;
receiving the second message including receiving the sound code
using the second device sound acquisition module and extracting
the second informative message content;
whercin said extraction of the first informative message content is
performed without utilizing the second message, and wherein
said extraction of the second informative message content is

performed without utilizing the first message.

2. The method according to Claim 1, further comprising determining at least one

consolidated message based on at least: the first informative message content and the

second informative message content.
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3. The method according to Claim 1, further comprising performing an action
based on the extracted first informative message content and the second informative

messages content.

4. The method according to Claim 3, further comprising: checking if the first and
second informative messages match according to a matching criterion and ounly upon

meeting the matching criterion, performing said action.

3. The method according to Claim 4, wherein the first informative message being
encoded and further comprising:

obtaining a decoded first informative message from said encoded first informative
message using a key that is derivable from the second informative message, whereby

said matching criterion is met.

6. The method according to Claim 4, wherein the second informative message
being encoded and further comprising:

obtaining a decoded sccond informative message from said encoded second informative
message using a key that is derivable from the first informative message, whereby said

matching criterion is met.

7. The method according to Claim 5, further comprising: af least by the processor
of the second device:

utitizing the decoded first informative message for performing the action.

8. The method according to Claim 4, wherein said second device further includes a
sound output module and wherein said first informative message content inchudes a first
portion of an encoding key and wherein said second informative message conient
includes a second portion of an encoding key, and wherein the first and second
informative messages match according to the matching criterion that includes at least a

valid encoding key which is derivable based on said first portion of the encoding key
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and second portion of the encoding key, and wherein said action includes: at least by the
processor of the second device:
{xviit} encoding a third informative message content of a third message

using at least said valid encoding key, and

th

(xix) conveying the third message hy transmitting using the second
device sound output module a sound code indicative of the third
message,

thereby exempting the necessity keep Line of Sight (LOS)

between the display of the first device and the image acquisition

5

device of the second device throughout the entire third message

transmission duration.

. The me accordin la , wherein said first mformative mess:
g [he method according to Claim 4, whevein said first informative message

content inciudes a first portion of an encoding key and wherein said second informative

—
i

message content includes a second portion of an encoding key, and wherein the first and
second informative messages match according to the matching criterion if at least a
valid encoding key is derivable based on said first portion of the encoding key and
second portion of the encoding key, and wherein said action inchudes, at least by the
processor of the second device:

20 (xx} encoding a third informative message content of third message
using at least said valid enceoding key, and performing cither or
both of the following (viii) wherein said second device includes a
screen and (%) wherein the second device further includes an

sound output moduic

W

(xxi) conveying the third message by presenting on the second device

b2

irnage output module a visual code indicative of the third message

{xxii} conveying the third message by transmitting using the second
device sound output module a sound code indicative of the third
message.

30

16, The method according to Claim 9, wherein said first informative message

content inclodes a first digital wallet identifier portion of a user of the first device, and
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wherein said second informative message content includes a sccond digital wallet
identifier portion of the user of the first device, and wherein
the first and second informative messages match according to the following matching

criterion (a) and (b)

5 a) the valid encoding key is derivable based on said first portion of the
encoding key and second portion of the encoding key; and
¢} a vahd digital wallet identifier is derivable based on said {irst
digital wallet identificr portion and second digital wallet identifier
portion
i and wherein the third informative message content includes a sum to be paid o a
user identified by the valid digital wallet identifier;
the method further comprising at least by the processor of the first device,
performing either or both of the following (%) wherein said first device includes
an image acquisition device and (xi) wherein said first device includes a sound

15 acquisition module in a coordinated fashion with said (viit) and (ix}

{xxitt) receiving the third message including scanning the visual code
using the first device mage acquisition device and extracting the
encoded third informative content;

20 (xxiv) recetving the third message including receiving the sound code
using the first device sound acquisition module and extracting the
encoded third informative content

{(xxv) decoding the cncoded third information image using said valid
encoding key;

25 (xxvi} ceasing to convey said first and second message; and

{xxvit} performing an action that velated to the sum and the digital wallet

number.

11 The method according to Claim 10, further comprising, at least by the processor

30 of the fivst device:
{(xviitlencoding an informative acknowledgement message content of a
fourth message using an encoding key and performing either or

both of the following (xvi) and (xvid)
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(xxix) conveying the fourth message that includes the encoded
informative acknowledgoment message content by presenting on
the first device image output module a visual code indicative of
the fourth message;

(xxx) conveying the fourth message that includes the encoded
informative acknowledgement message content by transmitting
using the first device sound cutput module a sound code indicative
of the fourth message;

the method further comprising at least by the processor of the second device,
performing either or both of the following (xvin) and {xx} i a coordinated
fashion with said (xvi) and (xvii}

(ouxd) receiving the fourth message including scanning the visual code
using the second device image acquisition device and extracting
the encoded informative acknowledgement message;

{(xxxii)receiving the fourth message including receiving the sound code
using the second device sound acquisition module and extracting
the encoded informative acknowledgement message;

(xxxiiiplecoding the encoded informative acknowledgerment message
using at least said encoding key and

{xxxivicease to convey said third message.

12. The method according to Clatm 1, wherein said first device and second device

being cellular devices.

i3 The method according to Claim 1, wherein neither said first device nor said

second device are connected to the Internet throughout at Jeast said stages (i) to (iv).

i4. A method for transferring a message between a first device that includes a
processor and associated storage, image output module and sound output module and a
second device that includes a processor and associated storage, tmage acquisition device

and a sound acquisition module, comprising, at least by the processor of the first device:
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(vii) conveying a first message that inciudes a first informative
message content by presenting ou the first device image output
module a visoal code indicative of the first message;

(viil) conveying a second message that includes a second informative
message content by transmitting using the first device sound
output module a sound code indicative of the second message;

the method further comprising, at least by the processor of the second device;

(ix) attempting to receive the first message and exiract said first
informative message content and attempting to veceive the second
message and exiract the second informative message content,
whercin receiving the first message includes scanning the visual
code using the second device image acquisition device and
extracting the first informative message content; and wherein
receiving the second message including receiving the sound code
using the second device sound acquisition module and extracting
the second informative content; and

(x) performing an action in accordance with mformative message
content of the first to be received message from among said first
message and sccond message without needing to wait for
receiving the other message from among the first and second

MCE8ages.

15, The method according to Claim 14, wherein said first and second informative

messages are identical.

informative

(&N

16. The method according o Claim 15, wherein said first and secon
message contents include a social identifier information of a first user of said first
device and wherein said (iv) includes performing said action utilizing the social

identifier information of the first user.

17. The method according to Claim 16, wherein said social identifier information

being at least one of: first user Faccbook name, first user Linkedin name, first user
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WeChat ID, first user Sina Weibo 1D, first user What'sapp [D, first user phone number

and first user Line ID.

18, The method according to Claim 17, wherein neither said first device nor said

second device are connected to the internet throughout at least said stages (i) to (iv).

19, The method according to Claim 13, further comprising, at least by the processor
of the second device:

(v} after performing said action, conveying a third message that includes a confirmation
informative message content by transmitting, using the sccond device sound output

module, a sound code indicative of the third message;

the method further comprising, at least by the processor of the first device:

(vi) receiving the third message including receiving the sound code using the first
device sound acquisition module and extracting the acknowledgement informative
content, and

(vii) ceasing to convey said first and second messages.
o J &

24, The method according to Claim 15, wherein said first informative message
content includes an encoding key and wherein said action includes, at least by the
processor of the second device:
{xi) encoding a third informative message conteni of third message
using at least said encoding key, and
(xii) conveving the third message by transmitting using the second
device sound output modele a sound code indicative of the third
message,
thereby exempting the necessity to keep Line of Sight (1L.OS)
between the display of the first device and the bnage acquisiion
device of the second device throughout the entire third message

transmission duration.
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2% The method according to Claim 14, wherein said first device and second device

being a cellular device.

22, The method according to Claim 14, wherein neither said first device nor said

second device arc connected to the Internet throughout at Ieast said stages (i) to (iv).

23. The method according to Claim 21, wherein said image acquisition device being

a camera fitted in smd celhilar device.

24, The method according to Claim 12, wherein said image acquisition device being

a4 camera fitted in said celtolar device.

25, A method for transferring messages between a first device that includes a

processor and associated storage, image output roodule and sound output module and a

second device that includes a processor and associated storage, tmage acquisition device
and a sound acquisition module comprising, af least by the processor of the first device:

i} conveying a first message that includes a first informative message

content by presenting on the fivst device image output module a

visual code indicative of the first message, said first informative

message content including an encoding key;

the method further comprising: at least by the processor of the sccond device

il) receiving the first message including scanning the visual code
using the second device image acquisition device and extracting
the first informative content;

Hi} encoding a seccond informative message content of a second
message using at least said encoding key, and

iv) conveying the second message by transmutting using the second
device sound output module a sound code indicative of the second

message,
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thereby exempting the necessity keep Line of Sight (LOS)
between the display of the first device and the image acquisition
device of the second device throughout the third message
transmission duration.

26. The method according to Claim 25, wherein said first device and second device

being a cellular device.

27. The method according to Claim 25, wherein neither said first device nor said

second device are connected to the Internet throughout at least said stages (1) to (iv).

28. The method according to Clairn 26, wherein said troage acquisition device being

a camera fitted in said cellular device.

29, A method for transferring messages between a first device that includes a
processor and associated storage, tmage output module and sound output module and a
second device that includes a processor and associated storage, image acquisition device
and a sound acquisition module comprising, af least by the processor of the first device:
i} conveying a first message that includes a first informative message
content by presenting on the first device image output moduie a
visual code indicative of the first message, wherein the first
message content additionally includes at least an additional robust
informative portion, such that under degraded visual conditions at
lcast the robust informative portion is capable of being acquirable
by an image acquisition device and extractable;
i1} conveying a second message that includes a second informative
message content by transmitting using the first device sound
output module a sound code indicative of the second message
the method further comprising: at least by the processor of the second device
i} receiving the at least part of the first message including scanmng

at least part of the visual code using the second device image
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acquisition device and extracting at least said robust informative
portion;

iv) receiving the second message including receiving the sound code
using the second device sound acquisition module and extracting

the second informative content.

36. The method according to Claim 29 further comprising determining at least one
consolidated message based on at least said extracted robust informative portion and the

extracted second informative message content.

31 The method according to Claim 29, further comprising performing an action
based on at least said extracted robust informative portion and the extracted second

informative message content.

32. The method according to Claim 31, further comprising: checking if the at least
said extracted robust informative portion and the extracted second informative message
content maich according to a matching criterion and only upon mecting the matching

criterion, performing said action.

33. The method according to Claim 29, wherein said degraded visual conditions
includes at least one of: (i) degraded ambient lighting conditions; and (i) conditions that
interfere with ongoing LOS hetween the first device image output module that displays
the first message and the image acquisition device of the second device, while
presenting said visual code; and (iii) the image acquisition device of the second device
is not focused on the visual code or its white balance is not appropriately configured to

scan the visual code.

34, The method according to Claim 1, wherein said visual code being two-

dimensional code.

35, The method according to Claim 34, wherein said ewo-dimensional code being

Quick Response (QR) code.
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36. The method according to Claim 14, wherein said visual code being two-

dimensional code.

37 The method according to Claim 25, wherein said visual code being two-

dimensional code.

38. The method according to Claim 29, wherein said visual code being two-

dirpensional code.

35. A system for transferring messages between a fivst device that includes a

processor and associated storage, image output module and sound output module and a

second device that includes a processor and associated storage, image acquisition device

and a sound acquisition module, comprising at least by the processor of the first device:

i)

i)

conveying a first message that includes a first informative
message content, by presenting on the first device image output
module a visual code indicative of the first message;

conveying a second message that includes a second informative
message content, by transmitting using the first device sound

output module a sound code indicative of the second message;

the system further comprising at least by the processor of the second device :

i)

iv)

receiving the first message including scanning the visual code
using the second device image acquisition device and extracting
the first informative content;

receiving the second message including receiving the sound code
using the second device sound acquisition module and extracting
the second informative message content;

wherein said extraction of the first informative message content is
performed without utilizing the second message, and wherein
said extraction of the second informative message content is

performed without utilizing the first message.

40, A system for transferring a message between a first device that includes a

processor and associated storage, image output module and sound output modale and a
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second device that includes a processor and associated storage, image acquisition device
and a sound acquisition module, comprising at least by the processor of the first device:
(v conveying a first message that includes a first informative

message content by presenting on the first device image output

th

module a visual code indicative of the first message;

{vi} conveying a second message that includes a second informative
message content by transmitting using the first device sound
output module a sound code indicative of the second message;

the system further comprising at least by the processor of the second device;

5

(vil) attempting (o receive the first message and exiract smd first
informative message content and attempting to receive the second
message and extract the second informative message content,
wherein receiving the first message including scanning the visual

code using the second device image acquisition device and

—
i

extracting the first informative message content; and wherein
receiving the second message includes receiving the sound code
using the second device sound acquisition module and extracting
the second informative content; and

(viit) performing an action in accordance with informative message
20 content of the first to be received message from among said first
message and second message without needing to wait for
receiving the other message from among the first and second

Nessages.

W

41. A system for transferring messages between a first device that includes a

b2

processor and associated storage, image output module and sound output modale and a
second device that includes a processor and associated storage, tmage acquisition device

and a sound acquisition module comprising, at least by the processor of the first device:
1) conveying a first message that includes a first informative message
30 content by presenting on the first device tmage output module a
visaal code indicative of the {irst message, said first informative

message content including an encoding key;
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the system turther comprising at lcast by the processor of the second device:

i}

iii)

iv)

recciving the first message including scanning the visual code
using the second device image acquisition device and extracting
the first informative content;

cncoding a sccond informative message content of a second
message using at least said encoding key, and

conveying the second message by transmifting using the second
device sound output module a sound code indicative of the second
message,

thereby exempting the necessity keep Line of Sight (LOS)
between the display of the first device and the image acquisition
device of the second device throughout the third message

transmission duration.

42. A system for transferring messages between a first device that includes a

processor and associated storage, image output module and sound output modale and a

second device that includes a processor and associated storage, image acquisition device

and a sound acquisition module comprising at least by the processor of the first device:

i)

i)

conveying a first message that includes a first informative message
content by presenting on the first device tmage output module a
visaal code indicative of the first message, wherein the first
message content additionally includes at least an additional robust
informative portion, such that under degraded visual conditions at
least the robust informative portion is capable of being acquirable
by an image acquisition device and extractable;

conveying a second message that includes a second informative
message content by transmitting using the first device sound

output module a sound code indicative of the second message

the systern further comprising: at least by the processor of the second device

iii)

recciving the at least part of the fivst message including scanning

at least part of the visual code using the second device image

&
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acquisition device and extracting at least said robust informative
portion;

iv) receiving the second message including receiving the sound code
using the second device sound acquisition module and extracting

the second informative content.

th
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