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IMPROVING MANAGEMENT OF REMOTE INTERFERENCE IN WIRELESS
COMMUNICATION NETWORKS

FIELD

[0001] Embodiments of the present invention relate in general to wireless
communication networks and improving management of remote interference in such

networks.

BACKGROUND

[0002] In general, remote interference may appear under certain atmospheric
conditions, wherein wireless nodes experience high Interference over Thermal, IoT. For
example, tropospheric bending of radio waves may create an atmospheric duct, i.e., a
waveguide. Atmospheric ducting may be an issue for various cellular networks, such as, in
cellular networks operating according to Long Term Evolution, LTE, and/or 5G radio access
technology. 5G radio access technology may also be referred to as New Radio, NR, access

technology.

[0003] In case of cellular networks, downlink transmissions from base stations may
create significant remote interference at distances that vastly exceed planned cell radius. As
a result, the coverage and connection rate of cellular networks would be impacted. The
problem is particularly relevant for synchronized Time Division Duplex, TDD, systems.
There is therefore a need to provide improved solutions for managing remote interference to
enable efficient operation of cellular networks. Similar improvements may also be useful in
several other wireless communication networks as well, such as, for example, in Wireless

Local Area Networks, WLANS.

SUMMARY OF THE INVENTION

[0004] According to some aspects, there is provided the subject-matter of the

independent claims. Some embodiments are defined in the dependent claims.
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[0005] According to a first aspect, there is provided a first method for a network node
comprising obtaining, from a second network node, an indication associated with remote
interference, gathering physical Radio Frequency, RF, attributes and logical attributes
associated with the indication, determining a profile of the indication based on the gathered
physical RF and logical attributes associated with the indication and performing an action

based on the determined profile.

[0006] According to the first aspect, the gathering physical RF attributes may

comprise measuring physical RF attributes of the received indication.

[0007] According to the first aspect, the first network node may belong to a set of
network nodes and gathering physical RF attributes may comprise gathering physical RF
attributes associated with the indication from other network nodes in the set of network
nodes. Also, the gathering physical RF attributes associated with the indication from the set
of network nodes may further comprise transmitting, to the set of network nodes, a request
for reporting at least one physical RF attribute and receiving the at least one physical RF

attribute in response to the request.

[0008] According to the first aspect, gathering logical attributes may comprise
estimating logical attributes associated with the received indication. Also, gathering logical
attributes may further comprise transmitting a request to an external source for at least one
logical attribute associated with the indication and receiving the at least one logical attribute

in response to the request.

[0009] According to the first aspect, the first method may further comprise
determining, based on the profile, that the indication associated with remote interference is
valid and performing the action in response to determining the indication as valid, the action

comprising remote interference management.

[0010] According to the first aspect, the first method may further comprise
determining, based on the profile, that the indication associated with remote interference can
be ignored and performing the action in response to determining the indication can be

ignored, the action comprising discarding the indication.

[0011] According to the first aspect, the first method may further comprise

determining, based on the profile, that the indication associated with remote interference is
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malicious and performing the action in response to determining the indication as malicious,

the action comprising transmitting a warning message to a third network node.

[0012] According to the first aspect, the first method may further comprise
transmitting a command to at least one wireless terminal for requesting the at least one
wireless terminal to report whether the indication associated with remote interference has
been detected and obtaining the indication associated with remote interference by receiving

a response to the command from the at least one wireless terminal.

[0013] According to the first aspect, the first method may further comprise

transmitting information about the profile and/or the action to a blockchain.

[0014] According to the first aspect, the first network node may be associated with an

aggressor cell and the second network node may be associated with a victim cell.

[0015] According to a second aspect of the present invention, there is provided an
apparatus comprising at least one processing core, at least one memory including computer
program code, the at least one memory and the computer program code being configured to,

with the at least one processing core, cause the apparatus at least to perform the first method.

[0016] According to a third aspect of the present invention, there is provided an

apparatus comprising means for performing the first method.

[0017] According to a fourth aspect of the present invention, there is provided non-
transitory computer readable medium having stored thereon a set of computer readable
instructions that, when executed by at least one processor, cause an apparatus to at least

perform the first method.

[0018] According to a fifth aspect of the present invention, there is provided a

computer program configured to perform the first method.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] FIGURE 1 illustrates an exemplary network scenario in accordance with at

least some embodiments of the present invention;
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[0020] FIGURE 2 illustrates an interference scenario in accordance with at least some
embodiments of the present invention;

[0021] FIGURE 3 illustrates a deployment scenario in accordance with at least some
embodiments of the present invention;

[0022] FIGURE 4 illustrates an example apparatus capable of supporting at least some
embodiments of the present invention;

[0023] FIGURE 5 illustrates an exemplary, general concept in accordance with at least
some embodiments;

[0024] FIGURE 6 illustrates an exemplary scenario comprising a distributed ledger;
[0025] FIGURE 7 illustrates a high-level process in accordance with at least some
embodiments;

[0026] FIGURE 8 illustrates a process related to gathering of physical RF attributes

in accordance with at least some embodiments;

[0027] FIGURE 09 illustrates a process related to gathering of logical attributes in

accordance with at least some embodiments;

[0028] FIGURE 10 illustrates a process associated with an output of an classifier in

accordance with at least some embodiments;

[0029] FIGURE 11 illustrates an exemplary concept related to classification in

accordance with at least some embodiments;

[0030] FIGURE 12 illustrates a carrier-centric blockchain approach in accordance

with at least some embodiments;

[0031] FIGURE 13 illustrates an external blockchain approach in accordance with at

least some embodiments;

[0032] FIGURE 14 illustrates a scenario comprising multiple aggressor and victim

cells in accordance with at least some embodiments;

[0033] FIGURE 15 illustrates a flow graph of a method in accordance with at least

some embodiments of the present invention.
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EMBODIMENTS

[0034] Operation of wireless communication networks may be improved by the
procedures described herein. More specifically, operation of wireless communication
networks may be improved by enabling efficient management of remote interference. A
network node may obtain an indication associated with remote interference and gather
physical Radio Frequency, RF, attributes and logical attributes associated with the
indication. Based on the gathered physical RF and logical attributes associated with the
indication, the network node may determine a profile and perform an action based on the
determined profile. For example, if the indication is determined as valid, the network node
may perform remote interference management. However, the network node may discard the
indication if it determines that the indication can be ignored. On the other hand, if the
indication is determined as malicious, the network node may warn other network nodes

about the situation.

[0035] FIGURE 1 illustrates an exemplary network scenario in accordance with at
least some embodiments. According to the example scenario of FIGURE 1, there may be a
wireless communication network comprising User Equipments, UEs, 110 and 112, first Base
Station, BS, 120, second BS 130 and core network element 140. UEs 110 may be connected
to BS 120 via air interface 115 while UEs 120 may be connected to BS 130 via air interface
125.

[0036] UEs 110 and 112 may comprise, for example, a smartphone, a cellular phone,
a Machine-to-Machine, M2M, node, Machine-Type Communications node, MTC, an
Internet of Things node, a car telemetry unit, a laptop computer, a tablet computer or, indeed,
another kind of suitable wireless terminal or mobile station in general. In the example system
of FIGURE 1, UEs 110 may communicate wirelessly with a cell of BS 120 via air interface
115. Air interface 115 between UEs 110 and BS 120 may be configured in accordance with
a first Radio Access Technology, RAT, which UEs 110 and BS 120 are configured to
support. Similarly, UEs 112 may communicate wirelessly with a cell of BS 130 via air
interface 125. Air interface between UEs 112 and BS 130 may be configured in accordance

with a second Radio Access Technology, RAT, which UEs 112 and BS 130 are configured
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to support. The first RAT and the second RAT may, or may not, be the same. In some
embodiments, the first RAT and the second RAT may be operating on the same frequency,
or on frequencies that are close to each other, so that BS 120 may cause interference towards
BS 130. Typically, the first and the second RATs are the same but embodiments of the

present invention may also be applied if the first and the second RATs would be different.

[0037] Examples of cellular RATs include Long Term Evolution, LTE, New Radio,
NR, which may also be known as fifth generation, 5G, radio access technology and
MulteFire. On the other hand, examples of non-cellular RATs include Wireless Local Area
Network, WLAN, and Worldwide Interoperability for Microwave Access, WiMAX. For
example, in the context of LTE, BSs may be referred to as eNB while in the context of NR,
BSs may be referred to as gNB. In some exemplary embodiments, NR and LTE NBs using

the same numerology, such as 15KHz, would have the same frame timing.

[0038] Also, for example in the context of WLAN, BSs may be referred to as access
points. In general, BSs may be referred to as wireless network nodes. UEs may be similarly
referred to as wireless terminals or mobile stations in general. In any case, embodiments are
not restricted to any particular wireless technology. Instead, embodiments may be exploited

in any system which uses wireless transmissions.

[0039] BSs 120 and 130 may be connected, directly or via at least one intermediate
node, with core network 140 via interface 145. Core network 140 may be, in turn, coupled
via an interface with another network (not shown in FIGURE 1), via which connectivity to
further networks may be obtained, for example via a worldwide interconnection network. In
some embodiments an inter-base station interface between BSs 120 and 130 may be absent.
For example, BSs 120 and 130, or cells of BSs 120 and 130, may belong to different carriers
in some remote interference scenarios and be very far from each other. BSs 120 and 130 may
be connected, directly or via at least one intermediate node, with core network 140 or with

another core network.

[0040] In some embodiments of the present invention, transmissions of BS 120 may
cause interference towards BS 130. Thus, BS 120 may be referred to as an aggressor, and a
cell of BS 120 may be referred to as an aggressor cell, while BS 130 may be a victim, and a
cell of BS 130 may be referred to as a victim cell. Interference caused by BS 130, or a cell
of BS 130, may be referred to as remote interference. For instance, in some remote

interference scenarios there may be no consistent line-of-sight or non-line-of-sight channel
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between BSs 120 and 130 due to geographic separation, i.e., the channel between BSs 120
and 130 may arise spontaneously due to anomalous tropospheric propagation. In some
embodiments, an aggressor cell may not be synonymous to an attacker, because remote
interference may not be necessarily generated maliciously. A victim cell may be understood
as a cell receiving remote interference, e.g., Interference over Thermal, IoT, above a
threshold, and an aggressor cell may be understood as a cell causing said remote interference

received by the victim cell to be above the threshold.

[0041] FIGURE 2 illustrates an interference scenario in accordance with at least some
embodiments of the present invention. The interference scenario represents a problem
associated with remote interference using a NR system as an example. In FIGURE 2, remote
interference from a cell of BS 120, i.e., an aggressor cell, is shown for a case, wherein
Subcarrier Spacing, SCS, is 30 kHz and slot length 210 is 0.5 ms. Thus, FIGURE 2 illustrates
one segment of length of 2.5 ms, i.e, comprising five slots 210. The segment may be

repeated within a radio frame of 10 ms.

[0042] The interference scenario of FIGURE 2 comprises Downlink, DL,
transmissions, Guard Periods, GP and Uplink, UL, transmissions. As shown in FIGURE 2,
quite a few UL Orthogonal Frequency Division Multiplexing, OFDM, symbols after a GP
associated with UL transmissions in a cell of BS 130, i.e., a victim cell may be interfered
depending on propagation delay 220. For example, DL transmissions 230 of a cell of BS 120
may interfere with UL transmission in the cell of BS 130. Said interference may impact
reception of several UL channels, such as Physical Uplink Control Channel, PUCCH,
Physical Uplink Shared Channel, PUSCH and Primary Random Access Channel, PRACH,
causing issues in random access, UL coverage and throughput, and even in DL throughput

due to a possible deterioration of reception of Uplink Control Channel, UCL

[0043] FIGURE 3 illustrates a deployment scenario in accordance with at least some
embodiments of the present invention. More specifically, FIGURE 3 demonstrates remote
areas, i.e., sets of BSs. Each set of BSs may be seen as a local group and remote interference
may be defined as interference between sets of BSs. It may be noted that if an atmospheric
interference phenomenon, i.e., remote interference occurs, BSs in one area may often affect
BSs in many other areas. The BSs within one area may have similar atmospheric interference
characteristics. In some embodiments, an operator may assign a group Identity, ID, or a set

ID, to one or more BSs that are frequently interfered by, or interfere with, a certain BSs. For
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example, the operator may assign the BSs to one group, i.e., a set, based on historical data
or geographical location. In some embodiments of the present invention, BSs may be
assigned to groups, or sets, to avoid signalling storms. That is to say, BSs may be assigned
to groups, or sets, to reduce the signalling load because the interference experienced by all
the BSs within one group, or one set, is similar and hence it may be sufficient to indicate the

interference situation of the group, or the set, with one indication.

[0044] Embodiments of the present invention may be applied for various signalling
frameworks, such as signalling frameworks presented in a 3GPP document R3-1809943,
Agreements on NR Remote Interference Management, RIM, frameworks, for 3GPP TSG
RAN WGI1 Meeting #94, Gothenburg, Sweden, August 20th — 24th, 2018. In R3-1809943,
so-called Framework 1 is an over-the-air, OTA, solution, while Frameworks 2.1 and 2.2 rely
on backhaul signalling. All frameworks may entail standardization efforts on the air interface

and the last two also require specification of the backhaul signalling.

[0045] In all three frameworks 1, 2.1 and 2.2 of R3-1809943, remote interference may
occur and be detected. Consequently, a victim BS, such as BS 130, may transmit Remote
Interference Management - Reference Symbols, RIM-RSs, to inform the aggressor side.
RIM-RSs may be transmitted over air interface and comprise a rather limited number of bits
over a wireless channel. The wireless channel may be unreliable due to anomalous
propagation. Therefore, this type of signalling is prone to unintentional misjudgements, i.e.,

random errors as well as intentional attacks, for example by rogue BSs.

[0046] Complicating matters further, the trust model may not be traditional, e.g., a
between a subscriber and an operator, and the small number of available information bits
may hinder strong encryption-based authentication mechanisms. Upon detection of RIM-
RS the aggressor, such as BS 120, may trigger unnecessary signalling over air interface or
backhaul link, which may lead to an unjustified waste of radio resources. The issue may be
severe for example in Framework 1 of R3-1809943, which relies entirely on signalling over
air interface. Frameworks 2.1 and 2.2 may be more secure because they rely on backhaul
signalling, however they do not solve the issue completely, since coordinated man-in-the-

middle-attacks are a possibility.

[0047] Therefore, there is a need to provide a solution for handling the (semi) blind
trust issue associated with transmission of RIM-RSs. Moreover, remote interference may

also affect areas served by different operators. In case of such inter-operator scenarios a
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common Operation, Administration and Management, OAM, entity may not be available,
which would lead to lack of auditing mechanisms. RIM actions may also resource allocation
restrictions and hence it may be desirable to keep track of the mitigation actions to support
and validate legal collaboration agreements, i.e. contracts. Embodiments of the present
invention therefore provide improvements related to handling of remote interference in
general, thereby enabling efficient and secure operation of wireless communication networks

in the presence of remote interference, even for inter-operator scenarios.

[0048] FIGURE 4 illustrates an example apparatus capable of supporting at least some
embodiments of the present invention. Illustrated is device 400, which may comprise, for
example, BS 120 of FIGURE 1, or a control device controlling BS 120. Comprised in device
400 is processor 410, which may comprise, for example, a single- or multi-core processor
wherein a single-core processor comprises one processing core and a multi-core processor
comprises more than one processing core. Processor 410 may comprise, in general, a control
device. Processor 410 may comprise more than one processor. Processor 410 may be a
control device. A processing core may comprise, for example, a Cortex-A8 processing core
manufactured by ARM Holdings or a Steamroller processing core produced by Advanced
Micro Devices Corporation. Processor 410 may comprise at least one Qualcomm
Snapdragon and/or Intel Atom processor. Processor 410 may comprise at least one
application-specific integrated circuit, ASIC. Processor 410 may comprise at least one field-
programmable gate array, FPGA. Processor 410 may be means for performing method steps
in device 400. Processor 410 may be configured, at least in part by computer instructions, to

perform actions.

[0049] A processor may comprise circuitry, or be constituted as circuitry or circuitries,
the circuitry or circuitries being configured to perform phases of methods in accordance with
embodiments described herein. As used in this application, the term “circuitry” may refer to
one or more or all of the following: (a) hardware-only circuit implementations, such as
implementations in only analog and/or digital circuitry, and (b) combinations of hardware
circuits and software, such as, as applicable: (i) a combination of analog and/or digital
hardware circuit(s) with software/firmware and (ii) any portions of hardware processor(s)
with software (including digital signal processor(s)), software, and memory(ies) that work
together to cause an apparatus, such as a mobile phone or server, to perform various

functions) and (¢) hardware circuit(s) and or processor(s), such as a microprocessor(s) or a



WO 2020/161076 PCT/EP2020/052625
10

portion of a microprocessor(s), that requires software (e.g., firmware) for operation, but the

software may not be present when it is not needed for operation.

[0050] This definition of circuitry applies to all uses of this term in this application,
including in any claims. As a further example, as used in this application, the term circuitry
also covers an implementation of merely a hardware circuit or processor (or multiple
processors) or portion of a hardware circuit or processor and its (or their) accompanying
software and/or firmware. The term circuitry also covers, for example and if applicable to
the particular claim element, a baseband integrated circuit or processor integrated circuit for
a mobile device or a similar integrated circuit in server, a cellular network device, or other

computing or network device.

[0051] Device 400 may comprise memory 420. Memory 420 may comprise random-
access memory and/or permanent memory. Memory 420 may comprise at least one RAM
chip. Memory 420 may comprise solid-state, magnetic, optical and/or holographic memory,
for example. Memory 420 may be at least in part accessible to processor 410. Memory 420
may be at least in part comprised in processor 410. Memory 420 may be means for storing
information. Memory 420 may comprise computer instructions that processor 410 is
configured to execute. When computer instructions configured to cause processor 410 to
perform certain actions are stored in memory 420, and device 400 overall is configured to
run under the direction of processor 410 using computer instructions from memory 420,
processor 410 and/or its at least one processing core may be considered to be configured to
perform said certain actions. Memory 420 may be at least in part comprised in processor

410. Memory 420 may be at least in part external to device 400 but accessible to device 400.

[0052] Device 400 may comprise a transmitter 430. Device 400 may comprise a
receiver 440. Transmitter 430 and receiver 440 may be configured to transmit and receive,
respectively, information in accordance with at least one cellular or non-cellular standard.
Transmitter 430 may comprise more than one transmitter. Receiver 440 may comprise more
than one receiver. Transmitter 430 and/or receiver 440 may be configured to operate in
accordance with global system for mobile communication, GSM, wideband code division
multiple access, WCDMA, 5G, long term evolution, LTE, IS-95, wireless local area
network, WLAN, Ethernet and/or worldwide interoperability for microwave access,

WiMAX, standards, for example.
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[0053] Device 400 may comprise a near-field communication, NFC, transceiver 450.
NFC transceiver 450 may support at least one NFC technology, such as NFC, Bluetooth,

Wibree or similar technologies.

[0054] Device 400 may comprise user interface, Ul, 460. Ul 460 may comprise at
least one of a display, a keyboard, a touchscreen, a vibrator arranged to signal to a user by
causing device 400 to vibrate, a speaker and a microphone. A user may be able to operate
device 400 via UI 460, for example to accept incoming telephone calls, to originate telephone
calls or video calls, to browse the Internet, to manage digital files stored in memory 420 or
on a cloud accessible via transmitter 430 and receiver 440, or via NFC transceiver 450,

and/or to play games.

[0055] Device 400 may comprise or be arranged to accept a user identity module 470.
User identity module 470 may comprise, for example, a subscriber identity module, SIM,
card installable in device 400. A user identity module 470 may comprise information
identifying a subscription of a user of device 400. A user identity module 470 may comprise
cryptographic information usable to verify the identity of a user of device 400 and/or to
facilitate encryption of communicated information and billing of the user of device 400 for

communication effected via device 400.

[0056] Processor 410 may be furnished with a transmitter arranged to output
information from processor 410, via electrical leads internal to device 400, to other devices
comprised in device 400. Such a transmitter may comprise a serial bus transmitter arranged
to, for example, output information via at least one electrical lead to memory 420 for storage
therein. Alternatively to a serial bus, the transmitter may comprise a parallel bus transmitter.
Likewise processor 410 may comprise a receiver arranged to receive information in
processor 410, via electrical leads internal to device 400, from other devices comprised in
device 400. Such a receiver may comprise a serial bus receiver arranged to, for example,
receive information via at least one electrical lead from receiver 440 for processing in
processor 410. Alternatively to a serial bus, the receiver may comprise a parallel bus

receiver.

[0057] Device 400 may comprise further devices not illustrated in FIGURE 4. For
example, where device 400 comprises a smartphone, it may comprise at least one digital
camera. Some devices 400 may comprise a back-facing camera and a front-facing camera,

wherein the back-facing camera may be intended for digital photography and the front-
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facing camera for video telephony. Device 400 may comprise a fingerprint sensor arranged
to authenticate, at least in part, a user of device 400. In some embodiments, device 400 lacks
at least one device described above. For example, some devices 400 may lack a NFC

transceiver 450 and/or user identity module 470.

[0058] Processor 410, memory 420, transmitter 430, receiver 440, NFC transceiver
450, UI 460 and/or user identity module 470 may be interconnected by electrical leads
internal to device 400 in a multitude of different ways. For example, each of the
aforementioned devices may be separately connected to a master bus internal to device 400,
to allow for the devices to exchange information. However, as the skilled person will
appreciate, this is only one example and depending on the embodiment various ways of
interconnecting at least two of the aforementioned devices may be selected without departing

from the scope of the present invention.

[0059] In general, security is known to be a negative goal and hence a hard concept to
guarantee. As a result, a series of steps offering extra layers of protection should be used to
enable security. Embodiments of the present invention provide at least one step for enabling
security. In some embodiments, a data-based classification framework and associated
signalling support is provided. A single attribute may be forged, but some embodiments
provide enhanced security by exploiting multiple attributed, thereby making it much more
complex to forge an authenticity of a series of physical Radio Frequency, RF, and logical
attributes gathered locally, for example at a set level with the aid of neighbouring cells and
possibly even UEs. In some embodiments, decisions may be collaborative and hence not

limited to information collected by a single node.

[0060] Moreover, some embodiments of the present invention allow for distributed
learning and inter-operator auditing mechanisms. Embodiments of the present invention do
not dictate or alter mitigation of remote interference from a Radio Resource Management,
RRM, perspective. Instead, at least some embodiments focus on initiation and termination

steps.

[0061] FIGURE 5 illustrates an exemplary, general concept in accordance with at least
some embodiments. Tasks illustrated in FIGURE 5 may be performed by multiple
apparatuses of FIGURE 4. For instance, one apparatus per BS. However, in some
embodiments, there may be one apparatus of FIGURE 4 per single cluster/group, e.g., in

case of a central/distributed unit NR deployment.
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[0062] In some embodiments, aggregation of physical RF and logical attributes of
indications associated with remote interference, such as RIM-RSs, may be performed as first
step to create indexed and structured profiles of known IDs of BSs and/or IDs of sets of BSs.
For example, the aggregation may be performed via message exchanges within a set. That is
to say, a first network node, such as BS 130, may belong to a set of network nodes and gather
physical Radio Frequency, RF, attributes and logical attributes associated with the indication

from other nodes in the set.

[0063] The number of attributes and their nature (ranges, statistical distribution,
Boolean, etc) making up such profiles may be manually configured by an operator, learned
via sensing or a combination of both approaches. Manual configuration may be seen as a

semi-static approach while learning typically leads to a more dynamic adaptation.

[0064] After the aggregation step, a classification procedure may be performed as the
next step. In general, the objective of the classification procedure is to endow BSs, or a
functionally equivalent entity such as a Central Unit, CU, with the capability to distinguish
valid indications associated with remote interference from indications that should not trigger
any interference mitigation actions. Some embodiments of the present invention thus address
the blind trust issue by carrying out the classification procedure. In general, the classification
procedure may be performed by a classifier and the classifier may operate based on simple
deterministic rules, statistical analysis and/or advanced machine learning techniques. The
classifier as well as the rules may also evolve over time through manual or autonomous
configuration. However, according to some embodiments the classifier and the rules may
still rely on standardized data structures used to persist semantics of learned attributes in a
remote interference profile as well as inference rules for detecting said attributes. In some
embodiments, one classifier, e.g., an apparatus of FIGURE 4 may be required per BS or cell

for a fully distributed operation.

[0065] In some embodiments, a first network node, such BS 120 or a functionally
equivalent entity, e.g., a CU, may be able to distinguish valid indications associated with
remote interference, e.g., RIM-RS, from the ones that should not trigger any interference
mitigation actions. That is to say, the first network node may determine, based on a profile,

whether an indication associated with remote interference is valid.

[0066] Various attributes may be used to determine whether an indication associated

with remote interference is valid. For example, said attributes may comprise physical RF
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attributes, such as an estimated Time of Flight, ToF, logical attributes such as a logical
bitmap describing which neighbours within the same set detected the same indications
associated with remote interference and/or time of the day, etc. In general, physical RF
attributes may comprise measurements results related to a signal carrying the indication
associated with the indication and logical attributes may comprise characteristics related to

a timing of reception of the indication, for example.

[0067] In some embodiments, the classification procedure, i.e., an output of the
classifier, may lead to three different actions. If the indication associated with remote
interference is determined as valid, the first network node may perform with RIM actions.
For example, said RIM actions may comprise RIM actions according to frameworks 1, 2.1.
or 2.2 in R3-1809943. On the other hand, if it is determined that the indication associated
with remote interference may be ignored, no RIM actions are required and the indication
may be discarded. Moreover, if the indication associated with remote interference is
determined as malicious, the first network node may disseminate information regarding

potential attack.

[0068] In some embodiments, classification algorithms may be an implementation
issue, i.e. a black-box. Hence, an output of the classification procedure and an associated
response may be automatically communicated and stored in a structured and standardisable
manner. The structured and standardised manner of the output of the classification procedure
enables supervised learning algorithms and auditing of transactions. For example, for
auditing of transitions a local data historian, also known as an operational historian, may be

included.

[0069] FIGURE 6 illustrates an exemplary scenario comprising a distributed ledger.
In some embodiments, the distributed ledger may be associated with a blockchain and the
blockchain may be used to enable creation and preservation of trustworthy RIM digital
records. That is to say, according to some embodiments of the present invention, the
traditional historian may be replaced by a fully distributed and independent mechanism
based on the blockchain concept. The blockchain may be used to achieve transparency,
immutability, security, auditability and high cost-efficiency while being available all the
time. The use of the blockchain may be particularly advantageous in scenarios, wherein
remote interference affects areas served by different operators, i.e., inter-operator RIM

scenario, wherein operators may even be in different countries. Moreover, in some
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embodiments blockchains may run on a Consensus Protocol which could be standardized.

That is to say, a blockchain protocol may be standardized in case of some applications.

[0070] As shown in the exemplary scenario of FIGURE 6, there may be anomalous
propagation, i.e., anomalous remote interference, between sets of BSs of different carriers,
such as Carrier A and Carrier B. For example, in the context of 5G, Carrier A may have its
own NG Core while Carrier B may have its own NG Core as well. Sets of BSs of Carrier A
may be connected to the blockchain via NG Core of Carrier A. Similarly, sets of BSs of
Carrier B may be connected to the blockchain via NG Core of Carrier B. Thus, information
may be transmitted from sets of BSs to the blockchain for enabling creation and preservation

of trustworthy RIM digital records.

[0071] The blockchain may be applied for recording transactions, such as profiles
and/or actions related remote interference management, without relying to a centralized
entity. Changes in resource ownership in the blockchain network take the form of blockchain
transactions secured by strong cryptography. Information provided in a blockchain
transaction may be stored as a new block in the blockchain in response to validation of the
respective blockchain transaction. Blockchain state information shared by the nodes may
store all transactions and history carried out in the blockchain network. Application of
blockchain technology and a ledger may enable a way to track the unique history of

transactions by the individual nodes in the network.

[0072] In some embodiments of the present invention, the blockchain may be used to
provide a completely auditable log that includes every single transaction ever done in a

blockchain network, which may be very useful in a number of use cases.

[0073] In some embodiments of the present invention, the first network node may
combine physical RF and logical attributes into a profiles. The physical RF and logical
attributes may be associated with an indication obtained by the first network node, the
indication indicating remote interference. The physical physical RF attributes may be
gathered by the first network node by measuring physical RF attributes of the received
indication, i.e., by measuring a signal carrying the indication. Alternatively, or in addition,
gathering physical RF attributes may comprise gathering physical RF attributes associated
with the indication from the set of network nodes, e.g., by transmitting, to the set of network
nodes, a request for reporting at least one physical RF attribute and receiving the at least one

physical RF attribute in response to the request. The logical attributes, such as time of day,
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may be gathered by estimating logical attributes associated with the received indication.
Alternatively, or in addition, gathering logical attributes may comprise gathering the logical
attributes from an external source, e.g. from the Internet, by transmitting a request to the
external source for at least one logical attribute associated with the indication and receiving

the at least one logical attribute in response to the request.

[0074] In some embodiments, the first network node may transmit an explicit
command requesting wireless terminal to indicate whether the indication associated with
remote interference has been detected. Also, information related to the indication, such as a
profile or some attributes, may be exchange with a set of network nodes, possibly via a

backhaul link such as an Xn interface, to augment and/or to validate the profiles.

[0075] In some embodiments, the first network node may query for information about
the profiles, e.g., by querying of tropospheric ducting forecast services, typically over an

TCP/IP connection, to augment profiles.

[0076] In some embodiments, the first network node may perform classification of
received indications based on the gathered profiles. That is to say, the first network node
may classify the indication as valid, malicious or safe-to-ignore, and perform an action based
on the classification. Depending on the outcome of the process, the first network node may
perform exchange of further information. Moreover, the output of the classifier may be

structured to enable feedback, learning and auditing mechanisms.

[0077] In some embodiments, a digital record of performed actions related to remote
interference management and/or profiles associated with indication may be created and
maintained, e.g., the first network node may transmit information about the profile and/or
the action to a blockchain. For example, the digital record may be created and maintained
using a distributed ledger, e.g. blockchains, possibly by exploiting a defined consensus

protocol

[0078] As discussed, transmissions over air interface are more vulnerable to malicious
attacks and non-intentional errors compared to transmissions over wired links. Security may
be enhanced by using authentication schemes. For example, key-based mutual authentication
of IDs of BSs, or IDs of sets of BS, and possibly message authentication may be a
straightforward solution, however, its effectiveness is hindered by the limited number of bits

carried by indications associated with remote interference, e.g., RIM-RS, the nature of long-
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distance tropospheric channels and multiple use cases. Some embodiments of the present
invention therefore provide a holistic approach, based on profiles. Said profiles may combine

logical and physical RF attributes, i.e., features.

[0079] FIGURE 7 illustrates a high-level process in accordance with at least some
embodiments. At least some steps, such as steps 710 — 755, of the he high-level process of
FIGURE 7 may performed by a first network node, e.g., BS 120 or functionally equivalent
entity such as a CU. The process may comprise, at step 710, monitoring for an indication
associated with remote interference. The indication associated with remote interference may
be a RIM-RS, for example. At step 715, the process may comprise determining whether the
indication associated with remote interference was received. If not, the process may move

back to step 710.

[0080] However, if the indication associated with remote interference was received,
the process may proceed to step 720, wherein the first network node may gather RF attributes
related to the received indication associated with remote interference. At step 725, the first
network node may gather logical attributes related to the received indication associated with
remote interference. Moreover, at step 730, the first network node may create, or generate,
a profile based on the RF and logical attributes. The profile may be indexed to generate a
profile associated with an index. The profile may be indexed according to an ID of a set,
wherein a second network node, such as BS 130, that transmitted the indication belongs to
the set. Alternatively, or in addition, the profile may be indexed according to an ID of the
second network node. In some embodiments, the RF and logical attributed may be used for

indexing as well.

[0081] At step 735, the profile may be stored by the first network node along with the
gathered attributes. Furthermore, the first network node may, at step 740, classify the profile
and then, at step 745, category data may be generated based on the classification. The
category data may be stored together with the profile. Upon classifying the profile, the first
network node may, at step 750, trigger adequate RIM actions, such as performing remote
interference management, discarding the indication or transmitting a warning. In general,
performing remote interference management may comprise reducing transmission or

directing transmissions away from the victim, such as BS 130.

[0082] After the first network node has triggered, and possibly performed, said

adequate RIM actions, said actions may be processed and logged at step 755, to generate
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processed and logged data. The processing and logging at step 755 may also comprise
processing and logging the stored profiles and outcomes together with the RIM actions. The
processed and logged data may be transmitted to a historian at step 760 and to a blockchain
at step 765. Moreover, at step 770, information may be fetched from the historian and the
blockchain to generate reports. Finally, at step 775, the reports may be utilized, e.g., by other
network nodes by fetching information about stored profiles and actions associated with

indication from the blockchain.

[0083] In general, the profile associated with the indications may comprise physical
RF attributes, such as a received signal strength (statistical distribution), time of flight
(statistical distribution), angle of arrival (statistical distribution) or Doppler shifts (statistical
distribution). Alternatively, or in addition, the profile associated with the indications may
comprise logical attributes, such as date and time, likelihood and intensity of Tropospheric
Ducting, encryption keys, etc. The attributes may be detected by wireless terminals or by

other network nodes belonging to a same set as the first network node.

[0084] Use of the physical RF attributes, such as received signal strength or time of
flight, for profiling brings several advantages, because such an approach does not require
any additional signalling overhead over air interface. In addition, at least some physical RF
attributes are expected to have matching signatures that can be analysed by well-known
statistical signal processing algorithms or more advance machine learning techniques. For
example, due to the distance, the time of flight may be expected to be much larger for remote
victims, the angle of arrival of the signals will be typically tilted towards the sky, limited
Doppler shifts for static BSs, UEs below an antenna of a BS will most likely not be able to
pick up these reference signals, while other BS in the same are likely to capture them as well.
Moreover, some of the logical attributes can also be obtained easily, for example,
tropospheric ducting is more prone to occur during specific seasons and daytimes than
others. For example, there may be Internet sites that provide forecasts for several regions of

the planet indicating the, type, likelihood and intensity of anomalous propagation.

[0085] Some examples of processes that entail non-OTA, possibly intra-set signalling,

to create/augment/validate and use the profiles are presented in FIGUREs 8, 9 and 10.

[0086] FIGURE 8 illustrates a process related to gathering of physical RF attributes
in accordance with at least some embodiments. The process may be performed by a first

network node, e.g., BS 120 or functionally equivalent entity such as a CU.
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[0087] The process of FIGURE 8 may start at step 810. At step 820, the first network
node may gather physical RF attributes. Moreover, at step 830 the first network node may
estimate local physical RF attributes. At step 840, the first network node may decide whether
to request complementary data from other network nodes, such as BSs. If the first network
decides not to request complementary data from other network nodes, the process may
proceed to step 850, wherein the first network node may use only the local physical RF

attributes, i.e., the physical RF attributes gathered by the first network node.

[0088] However, if the first network decides to request complementary data from
other network nodes, the process may proceed to step 860, wherein the first network node
may trigger information exchange within a set of network nodes that it belongs to. That is to
say, a request-response intra-set signalling may be triggered at step 860. In some
embodiments, received physical RF attributes, such as a received signal strength of a RIM-
RS sent by a nearby victim BS, or a set of victim BSs, may be expected to be much higher
than that of a remote victim, or a set of victim BSs. Similarly, very strong RIM-RS coming

from downward-tilted angles of incidence may indicate a rogue BS in the vicinity.

[0089] However, data from neighbouring network nodes, such as BSs, CUs or
Distributed Units, DUs, may corroborate or dismiss that hypothesis. In this respect, the first
network node would, at step 860, send/receive information to/from other network nodes,
belonging to the same set as the first network node, regarding one or multiple attributes to
build a more detailed profile. This message exchange may preferably be performed over a
wired and trusted medium, e.g. an Xn interface. In some embodiments, the request message
may comprise information expressing which attributes, i.e., Information Elements, IEs, are
needed. Then, the response message may contain structured data related to the request.
Alternatively, in some embodiments information may be exchanged using the same
request/report message structure with a network node that acts as a proxy for the set of
network nodes that the first network node belongs to, thereby centralizing the information at

a level of the set.

[0090] Upon performing said information exchange, i.e., the request-response intra-
set signalling at step 860, the first network node may gather, at step 870, additional physical

RF attributes from other network nodes within the set of network nodes that it belongs to.
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[0091] After both steps, 850 and 860, the process may proceed to step 880, wherein
the physical RF attributes may be compiled. The compiled physical RF attributes may be
used for profiling. Finally, the process may end at step 890.

[0092] FIGURE 09 illustrates a process related to gathering of logical attributes in
accordance with at least some embodiments. The process may be performed by a first
network node, e.g., BS 120 or functionally equivalent entity such as a CU. The process of
FIGURE 9 comprises querying other network nodes within the same set that the first network
node belongs to and possibly external sources of information on the Internet to gather further
logical evidence to feed the decision process. A similar request-response procedure may take
place locally over the backhaul link as in the process of FIGURE 8. Alternatively, or in

addition, the process of FIGURE 9 may comprise querying wireless terminals.

[0093] The process of FIGURE 9 may start at step 910. At step 915, the first network
node may gather logical attributes. Moreover, at step 920 the first network node may

estimate said logical attributes.

[0094] In some embodiments, the process may proceed to step 930 after step 920. At
step 930, the first network node may decide whether to request complementary data from
wireless terminals, such as UEs. If the first network decides not to request complementary
data from wireless, the process may proceed to step 940, wherein the first network node may
use only the local logical attributes, 1.e., the logical attributes gathered by the first network

node, for profiling.

[0095] However, if the first network decides to request complementary data from
wireless terminals, the process may proceed to step 932, wherein the first network node may
query UEs. That is to say, at step 932 the first network node may transmit a command to at
least one wireless terminal for requesting the at least one wireless terminal to report whether
an indication associated with remote interference, such as RIM-RS, has been detected. The
command may comprise exact location(s) in a time-frequency grid for performing
measurements in search of a specific indication, e.g., RIM-RS. For example, BS 120 may
transmit the command to Idle- or Inactive-mode UEs to request collaboration. For instance,
if RIM-RS design is based on Code Division Multiplexing, CDM, the wireless terminals
would also receive the pertinent code information. In response, wireless terminals would
reply with a binary indicator. The role of UE collaboration is particularly relevant for the

identification of a rogue BS, akin to International mobile subscriber identity, IMSI-catchers.
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Therefore, BS 120 may receive, in response to the command, from the at least one wireless
terminal a binary indicator indicating whether an indication associated with remote

interference has been received by the at least one wireless terminal.

[0096] At step 934, the first network node may gather logical attributes from the at
least one wireless terminal. In some embodiments, the optional logical attributes from the at
least one wireless terminal may act as additional evidence, i.e., meta-data, which may

become a part of a profile and used by a classifier.

[0097] In some embodiments, the process of FIGURE 9 may proceed to step 950 after
step 920. At step 950, the first network node may decide whether to query external sources.
If the first network decides not to query external sources, the process may proceed to step

940, wherein the first network node may use only the local physical RF attributes.

[0098] However, if the first network decides to query external sources for
complementary data, the process may proceed to step 952, wherein the first network node
may query external sources. That is to say, at step 952 the first network node may transmit
a request to an external source, e.g., in the Internet, to get further logical evidence/attributes
to be used for profiling. At step 954, the first network node may gather logical attributes
from the external source, i.e., the first network node may receive at least one logical attribute

in response to the request.

[0099] FIGURE 10 illustrates a process associated with an output of an classifier in
accordance with at least some embodiments. That is to say, FIGURE 10 demonstrates a
sequence of actions triggered once a decision has been made by the classifier, ie., a
workflow associated with the output of the classifier. With reference to FIGURE 7, the
classifier may perform the classification step 740 and the first network node may comprise
the classifier. The process of FIGURE 10 may be performed by a first network node, e.g.,
BS 120 or functionally equivalent entity such as a CU.

[00100] The classifier may perform filtering, i.e., the profiles associated with remote
interference may go through a filter. In other words, indications associated with remote
interference, such as RIM-RSs, may be classified into groups that may be linked to different
actions upon detection of indications. For example, if the indications associated with remote
interference are legitimate, an individual BS or a network node acting as a RIM facilitator,

i.e., proxy, such a cluster head or a CU, may engage in RIM actions, i.e., perform an action
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comprising remote interference management, defined according to frameworks 1, 2.1 or 2.2

in R3-1809943, or extensions of those.

[00101] Another possibility is to take no action at all. This could be the case of
detectable indications associated with remote interference that are coming from another
nearby set of network nodes, possibly connected to the same core network, such as 5G core
network. This may be the easiest classification scenario, since information from the shared
core would facilitate the classification tremendously. Nonetheless, such cases can also be

used to train the classifier.

[00102] The process of FIGURE 10 may start at step 1010. At step 1020, the first
network node may prepare for response actions. Moreover, at step 1020, the first network
node may determine whether an indication associated with remote interference, such as

RIM-RS, is legitimate, i.e., valid. If the first network determines that the indication

associated with remote interference is not legitimate, i.e., the indication is malicious, the
process may proceed to step 1040, wherein the first network node may disseminate
information about an attack, e.g., by transmitting a warning about the attack. That is to say,
the first network node may disseminate information about a threat, possibly within a set of

network nodes that it belongs to.

[00103] That is to say, step 1040 of the process of may comprise preventive measures
that may be triggered via intra-set signalling in case an indication associated with remote
interference is classified as malicious. There may be various ways for classifying the
indication as malicious. For example, classification of the indication as malicious may be
based on realizing that the profile(s), i.e. signature(s), of a local rogue BS attempting an
attack would differ from those of legitimate remote victims. Therefore, there is no need
perform interference mitigation in such a case but ideally warnings(s) may be triggered, i.e.
signalling within a set of BSs, to indicate the attack and disseminate information about the
attacker(s). The attack may be for example, a Denial-of-Service, DoS, Distributed DoS,
DDoS or Bandwidth Stealing Attack, BAS.

[00104] However, if the first network node the first network determines that the
indication associated with remote interference is legitimate, i.e., valid, the process may
proceed to step 1050, wherein the first network node may further determine whether an
action is required related to the indication associated with remote interference. If the first

network determines that an action is not required, the process may proceed to step 1070,
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wherein the process ends. Thus, in this case the indication associated with remote

interference may be ignored, i.e., discarded.

[00105] On the other hand, if the first network node the first network determines that
an action is required related to the indication associated with remote interference, the process
may proceed to step 1060. At step 1060, the first network node may proceed with remote
interference management, e.g., by reducing transmission power or directing transmissions
differently. Remote interference management may also comprise signalling. After step 1060,

the process may proceed to step 1070, wherein the process ends.

[00106] FIGURE 11 illustrates an exemplary concept related to classification in
accordance with at least some embodiments. The exemplary concept of FIGURE 11
operation may be related to the classification of indications associated with remote
interference, such as RIM-RS. As shown in FIGURE 11, the indications may be classified
into three categories, comprising indications that are rogue, indications that are valid and

indications that are safe to ignore.

[00107] According to the exemplary concept of FIGURE 11, BSs in Set #1 of Carrier
B may ignore the indications associated with remote interference identified as coming from
Set #N, i.e., identified as safe to ignore. Moreover, Set #1 of Carrier A may receive an
indication associated with remote interference from a rogue BS and hence transmit a warning
to Set #N of Carrier A, possibly over a backhaul link such as Xn interface. Similarly, Set #N
of Carrier A may receive an indication associated with remote interference from a rogue BS
and hence transmit a warning about an attack to Set #1 of Carrier A as well. Set #N of Carrier
A may also disseminate information about the attack. In some embodiments, transmission
of the warning and dissemination of the information about the attack may rely on 5G Core.
Moreover, said information about the attack may be used to create or augment a local profile
kept by Set #N that is free to ignore the alarm (or at least take it as a warning) and run its

own classification procedure.

[00108] FIGURE 11 also demonstrates a response over air interface to a previously sent
indication associated with remote interference (not shown in FIGURE 11). The response is
sent to Set #N of Carrier B to from Set #1 of Carrier A. In the exemplary concept of FIGURE
11, Set #N of Carrier B would be a victim that sent the indication associated with remote
interference upon detection of an IoT rise while is Set #1 of Carrier A the aggressor sending

the response to the indication associated with remote interference.
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[00109] In some embodiments of the present invention, a blockchain may be used to
maintain a trusted, ordered and immutable database of the profiles of indications associated
with remote interference. Clients, such as BSs or network nodes in general, may send data
packets comprising information about the profiles and/or actions related to indications
associated with remote interference to at least one blockchain server to store the context, i.e.
inputs and outputs associated with the decision that led to RIM actions. Such information
may be referred to as a RIM profile record. The at least one blockchain server may be

referred to as a miner as well.

[00110] Blockchains may have a distributed nature, which may be used to eliminate
centralized points of vulnerabilities. The distributed nature may be particularly relevant for
inter-operator scenarios since every blockchain server would hold the same official copy of
the RIM profiles record. Moreover, a small subset of malicious operators would not be able
to alter the consistency of the RIM profile record among distributed blockchain servers, even

if the servers are hosted by the operators themselves.

[00111] Besides the profiles and performed actions, additional pieces of contextual
information may also be transmitted to the blockchain by, e.g., first network node 120 or
second network node 130, and stored therein for reviewing during auditing. For example,
timestamped information on IoT levels, experienced by second network node 130, before
and after the RIM actions performed by first network node 120 may be transmitted by second

network node 130 to the blockchain and stored therein.

[00112] Therefore, one could later verify independently whether the actions and the
interference footprint are consistent with the decisions. The trait is an undeniable advantage
since RI mitigations do not necessarily share the burden equitably and an independent
manner to verify that an inter-carrier agreement is being respected. Otherwise there may be
little to no incentives to take any cooperative actions and RIM would degenerate into selfish,

reactive and unilateral procedures.

[00113] For example, if one single macro aggressor of Carrier B causes harmful
interference to many pico victims of Carrier A, it would be reasonable to expect that the
macro aggressor would self-impose resource usage restrictions. However, in the absence of
a digital record, e.g., the RIM profile record shared via the blockchain, and faced by

asymmetric interference conditions, e.g., due to different transmit powers, the macro
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aggressor of Carrier B may have no incentive to cooperate; meaning that multiple pico cells

of Carrier A would suffer a penalty in throughput and/or quality of service.

[00114] FIGUREs 12 and 13 depict alternative types of blockchains. FIGURE 12
illustrates a carrier-centric blockchain approach in accordance with at least some
embodiments. In the carrier-centric blockchain approach of FIGURE 12, blockchain servers
may be within the core network and belong to the carriers. In some embodiments, there may
be one blockchain server in each NG Core and FIGURE 12 illustrates a scenario comprising
three blockchain servers that belong to carrier B and two blockchain servers that belong to
carrier A. Radio Access Network, RAN, nodes may be clients. That is to say, wireless
network nodes, such as BS 120 and BS 130, may be clients and transmit RIM profile records
to the blockchain.

[00115] Thus, in the carrier-centric blockchain approach the blockchain servers and the
required connectivity among them may be entirely under the responsibility of the carriers.
In this case, the clients sending packets to the blockchain are in the respective RANs. The

advantage of this approach is the possibility to query servers locally and immediately.

[00116] FIGURE 13 illustrates an external blockchain approach in accordance with at
least some embodiments. The external blockchain approach of FIGURE 13 may be referred
to as a consortium-based approach as well, wherein the blockchain servers may be offered
by a 3" party. In the external blockchain approach that the servers may be provided as a

service and the carriers may be considered as clients.

[00117] The approaches presented in FIGUREs 12 and 13 may be useful for intra- and
inter-operator RIM scenarios, respectively. In both approaches, a peer-to-peer network may
collectively adhere to a standardized protocol for inter-node communication and validation
of new blocks in the blockchain. Hybrid approaches combining the approaches of FIGUREs
12 and 13 may also be possible.

[00118] FIGURE 14 illustrates a scenario comprising multiple aggressor and victim
cells in accordance with at least some embodiments. As shown in FIGURE 14, aggressor
and victim cells may be located in two different areas, with inter-area interference caused by
atmospheric ducting. Moreover, FIGURE 14 shows different cells in different areas and
more importantly, that the cells in a region may act as victims, aggressors, neutral or victim

& aggressor.
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[00119] In general, it may also be noted that relatively long block times of blockchains,
which may depend on a consensus protocol utilized, may not be an issue for RIM scenarios,
because typically dynamic adjustments of transmissions take place over a long time scale

from a radio perspective, i.e. several minutes and even hours.

[00120] Moreover, indications associated with remote interference, e.g., RIM-RSs,
may have various forms and embodiments of the present invention are not limited to any
specific form. That is to say, embodiments of the present invention are not limited to any
physical layer structure of indications associated with remote interference. For example,
physical layer structure of indications associated with remote interference may be defined

by 3GPP standard specifications.

[00121] Also, physical RF attributes associated with said indications may be estimated
in various ways as well, such as using at least one of MUltiple Slgnal Classification,
MUSIC, Estimation of Signal Parameters via Rotational Invariance Techniques, ESPRIT,

multilateration, trilateration, direction finding, etc

[00122] In some embodiments, time stamped transmissions may be sent, i.e., a
transmission of an indication associated with remote interference may comprise a time
stamp. Moreover, transmissions of indications associated with remote interference may
comprise ranging codes as well, such as Pseudo Random Noise sequences, PRNs, used in
GPS systems. In some embodiments, navigational data may not be needed because the exact
location of aggressor cells, such as BS 120, may not need to be known. Also, in some
embodiments it may be assumed that the first network node, such as a BS or a CU, knows
its location and may discover location of other network nodes within the same set using

backhaul signalling.

[00123] Such assumptions would lead to a simpler implementation, especially in inter-
operator scenarios where frame synchronization may not be assumed. This time stamped
information may also facilitate general Inter-cell Interference Coordination, ICIC, schemes
to distinguish between cross-link interference caused by dynamic Time Division Duplexing,

TDD, configurations and remote interference.

[00124] Alternatively, multilalateration techniques may be used. That is to say,
multilateration techniques may be used instead of absolute time information or when

absolute time information is not available. However, multilateration may require additional
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intra-set signalling, possibly via an Xn interface. In some embodiments, time

synchronization may be assumed within a local set of BSs anyway.

[00125] For example, a BS, such as BS 120 or BS 130, may transmit a request to other
BSs in the same set of BSs that the BS in question belongs to, to obtain required locations
of the BSs and time difference of arrival. Multilateration may be particularly advantageous
in inter-operator RIM scenarios, wherein a common clock for remote areas may not be

required, or available.

[00126] FIGURE 15 is a flow graph of a method in accordance with at least some
embodiments of the present invention. The phases of the illustrated method may be
performed by BS 120 or a first network node in general, or by a control device configured

to control the functioning thereof, possibly when installed therein.

[00127] The method may comprise, at step 1510, obtaining, from a second network
node, an indication associated with remote interference. In addition, the method may
comprise, at step 1520, gathering physical Radio Frequency, RF, attributes and logical
attributes associated with the indication. The method may also comprise, at step 1530,
determining a profile of the indication based on the gathered physical RF and logical
attributes associated with the indication. Finally, the method may comprise, at step 1540,

performing an action based on the determined profile.

[00128] It is to be understood that the embodiments of the invention disclosed are not
limited to the particular structures, process steps, or materials disclosed herein, but are
extended to equivalents thereof as would be recognized by those ordinarily skilled in the
relevant arts. It should also be understood that terminology employed herein is used for the

purpose of describing particular embodiments only and is not intended to be limiting.

[00129] Reference throughout this specification to one embodiment or an embodiment
means that a particular feature, structure, or characteristic described in connection with the
embodiment is included in at least one embodiment of the present invention. Thus,
appearances of the phrases “in one embodiment” or “in an embodiment” in various places
throughout this specification are not necessarily all referring to the same embodiment. Where
reference is made to a numerical value using a term such as, for example, about or

substantially, the exact numerical value is also disclosed.
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[00130] As used herein, a plurality of items, structural elements, compositional
elements, and/or materials may be presented in a common list for convenience. However,
these lists should be construed as though each member of the list is individually identified
as a separate and unique member. Thus, no individual member of such list should be
construed as a de facto equivalent of any other member of the same list solely based on their
presentation in a common group without indications to the contrary. In addition, various
embodiments and example of the present invention may be referred to herein along with
alternatives for the various components thereof. It is understood that such embodiments,
examples, and alternatives are not to be construed as de facto equivalents of one another, but

are to be considered as separate and autonomous representations of the present invention.

[00131] In an exemplary embodiment, an apparatus, such as, for example, BS 120 or a
first network node in general, may comprise means for carrying out the embodiments

described above and any combination thereof.

[00132] In an exemplary embodiment, a computer program may be configured to cause
a method in accordance with the embodiments described above and any combination thereof.
In an exemplary embodiment, a computer program product, embodied on a non-transitory
computer readable medium, may be configured to control a processor to perform a process

comprising the embodiments described above and any combination thereof.

[00133] In an exemplary embodiment, an apparatus, such as, for example, BS 120 or a
first network node in general, may comprise at least one processor, and at least one memory
including computer program code, wherein the at least one memory and the computer
program code are configured to, with the at least one processor, cause the apparatus at least

to perform the embodiments described above and any combination thereof.

[00134] Furthermore, the described features, structures, or characteristics may be
combined in any suitable manner in one or more embodiments. In the preceding description,
numerous specific details are provided, such as examples of lengths, widths, shapes, etc., to
provide a thorough understanding of embodiments of the invention. One skilled in the
relevant art will recognize, however, that the invention can be practiced without one or more
of the specific details, or with other methods, components, materials, etc. In other instances,
well-known structures, materials, or operations are not shown or described in detail to avoid

obscuring aspects of the invention.
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[00135] While the forgoing examples are illustrative of the principles of the present
invention in one or more particular applications, it will be apparent to those of ordinary skill
in the art that numerous modifications in form, usage and details of implementation can be
made without the exercise of inventive faculty, and without departing from the principles
and concepts of the invention. Accordingly, it is not intended that the invention be limited,

except as by the claims set forth below.

[00136] The verbs “to comprise” and “to include” are used in this document as open
limitations that neither exclude nor require the existence of also un-recited features. The
features recited in depending claims are mutually freely combinable unless otherwise

explicitly stated. Furthermore, it is to be understood that the use of "a" or "an", that is, a

singular form, throughout this document does not exclude a plurality.

INDUSTRIAL APPLICABILITY

[00137] At least some embodiments of the present invention find industrial application
in wireless communication networks, wherein it is desirable to improve management of

remote interference.

ACRONYMS LIST
3GPP 3" Generation Partnership Project
BS Base Station
CU Central Unit
DL Downlink
DU Distributed Unit
ESPRIT Estimation of Signal Parameters via Rotational Invariance Techniques
GP Guard Period

GSM Global System for Mobile communication
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ICIC Inter-cell Interference Coordination
ID Identity
IE Information Element
IMSI International Mobile Subscriber Identity
IoT Interference over Thermal
LTE Long-Term Evolution
M2M Machine-to-Machine
MTC Machine-type Communications

MUSIC MUiltiple SIgnal Classification

NFC Near-Field Communication
NR New Radio
OAM Operation, Administration and Management

OFDM Orthogonal Frequency Division Multiplexing
OTA Over-the-Air

PRACH Primary Random Access Channel

PRN Pseudo Random Noise sequences

PUCCH Physical Uplink Control Channel

PUSCH Physical Uplink Shared Channel

RAN Radio Access Network

RAT Radio Access Technology

RF Radio Frequency

RIM Remote Interference Management

RS Reference Signal
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UCI Uplink Control Channel
UL Uplink
SCS Subcarrier Spacing
SIM Subscriber Identity Module
TDD Time Division Duplexing
UE User Equipment
Ul User Interface

WCDMA  Wideband Code Division Multiple Access
WiMAX Worldwide Interoperability for Microwave Access

WLAN Wireless Local Area Network

REFERENCE SIGNS LIST

110, 112 Wireless terminal, e.g., UE

120, 130 wireless network node, e.g., BSs
140 Core network

115,125, 135, 145 Interfaces

210 Slot length

220 Propagation delay

230 Downlink transmission

400-470 Structure of the apparatus of FIGURE 4
710 =775 Steps of the process of FIGURE 7
810 —890 Steps of the process of FIGURE 8
910 -970 Steps of the process of FIGURE 9
1010 — 1070 Steps of the process of FIGURE 10
1510 — 1540 Phases of the method of FIGURE 15
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CLAIMS:

1. A method for a first network node comprising:
— obtaining, from a second network node, an indication associated with remote
interference;
— gathering physical Radio Frequency, RF, attributes and logical attributes associated
with the indication;
— determining a profile of the indication based on the gathered physical RF and logical
attributes associated with the indication; and

— performing an action based on the determined profile.

2. A method according to claim 1, wherein gathering physical RF attributes comprises

measuring physical RF attributes of the received indication.

3. A method according to claim 1 or claim 2, wherein the first network node belongs to a set
of network nodes and gathering physical RF attributes comprises gathering physical RF
attributes associated with the indication from other network nodes in the set of network

nodes.

4. A method according to claim 3, wherein gathering physical RF attributes associated with
the indication from the set of network nodes further comprises:
— transmitting, to the set of network nodes, a request for reporting at least one physical
RF attribute; and

— receiving the at least one physical RF attribute in response to the request.

5. A method according to any of the preceding claims, wherein gathering logical attributes

comprises estimating logical attributes associated with the received indication.

6. A method according to claim 5, wherein gathering logical attributes further comprising:
— transmitting a request to an external source for at least one logical attribute associated
with the indication; and

— receiving the at least one logical attribute in response to the request.



WO 2020/161076 PCT/EP2020/052625

33

7. A method according to any of the preceding claims, further comprising:

determining, based on the profile, that the indication associated with remote
interference is valid; and
performing the action in response to determining the indication as valid, the action

comprising remote interference management.

8. A method according to any of the preceding claims, further comprising:

determining, based on the profile, that the indication associated with remote
interference can be ignored; and
performing the action in response to determining the indication can be ignored, the

action comprising discarding the indication.

9. A method according to any of the preceding claims, further comprising:

10.

11.

determining, based on the profile, that the indication associated with remote
interference is malicious; and
performing the action in response to determining the indication as malicious, the

action comprising transmitting a warning message to a third network node.

A method according to any of the preceding claims, further comprising:

transmitting a command to at least one wireless terminal for requesting the at least
one wireless terminal to report whether the indication associated with remote
interference has been detected; and

obtaining the indication associated with remote interference by receiving a response

to the command from the at least one wireless terminal.

A method according to any of the preceding claims, further comprising:

transmitting information about the profile and/or the action to a blockchain.

12. A method according to any of the preceding claims, wherein the first network node is

associated with an aggressor cell and the second network node is associated with a victim

cell.

13. An apparatus comprising:
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— means for obtaining, from a second network node, an indication associated with
remote interference;

— means for gathering physical Radio Frequency, RF, attributes and logical attributes
associated with the indication;

— means for determining a profile of the indication based on the gathered physical RF
and logical attributes associated with the indication; and

— means for performing an action based on the determined profile.

14. An apparatus according to claim 13, further comprising means for performing a method

according to any of claims 2 — 12.

15. A computer program configured to perform a method according to any of claims 1 — 12.
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