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SyYsSTEM AND METHOD FOR BINDING VERIFIABLE CLAIMS

BACKGROUND
Cross Reference To Helaled Applications
{00011 This application claims the benefit of U5, Patent Application No. 16/244,705,
filed January 10, 2019, which claims the benefit of co-pending U.S. Provisional Patent

Application No. 62/616,997, filed January 12, 2018, all of which is hereby incorporated
herein by reference.
Field of the Invention

{00021 This invention relates generally {o the field of data processing systems with
authentication. More particularly, the invention relates o a system and method for
binding verifiable claims.

Description of Relaied Art

[0003] Figure 1 lllustrales an exemplary client 120 with a biometric device 100. When
operated normally, a biometric sensor 102 reads raw biometric data from the user {(e.g.,
capture the user's fingerprint, record the user’s voice, snap a photo of the user, ete) and
a feature extraction module 103 exiracts specified characteristics of the raw biometric
data (e.g., focusing on certain regions of the fingerprint, certain facial features, efc). A
matcher module 104 compares the extracted features 133 with biometric reference data
110 stored in a secure storage on the client 120 and generates a score 153 based on
the similarity between the exiracted features and the biometric reference data 110. The
biometric reference data 110 is typically the result of an enroliment process in which the
user enrolis a fingerprint, voice sample, image or other biomelric data with the device
100. An application 105 may then use the score 135 {0 delermine whether the
authentication was successful {e.g., if the score is above a ceriain specified threshold).
{0004] Systems have also been designed for providing secure user authentication
over a network using biometric sensors. In such systems, the score 135 generated by
the application 105, and/or other authentication data, may be sent over a nelwork to
authenticale the user with a remote server. For example, Patent Application No.
2011/0082801 (“801 Application”) describes a framework for user registration and
authentication on a network which provides strong authentication {e.g., protection
against identity theft and phishing), secure fransactions {e.q., proiection against
“malware in the browser” and “man in the middle” attacks for transactions), and
enroliment/management of client authentication tokens (e.g., fingerprint readers, facial

recognition devices, smartcards, trusted plaiform modules, etc).
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[0005] The assignee of the present application has developed a variety of
improvements o the authentication framewaork described in the ‘801 application. Some
of these improvements are described in the following set of US Patent Applications
{(“Co-pending Applications™), all filed December 29, 1012, which are assigned o the
present assignee: Serial No. 13/730,761, Query System and Method to Determine
Authentication Capabilities; Serial No. 13/730,776, System and Method for Efficiently
Enrolling, Registering, and Authenticating With Multiple Authentication Devices;
13/730,780, Sysiem and Method for Processing Random Challenges Within an
Authentication Framework; Serial No. 13/730,781, System and Method for
implementing Privacy Classes Within an Authentication Framework; Serial No.
13/730,795, Systern and Method for implementing Transaction Signaling Within an
Authentication Framework.

{0008] Briefly, the Co-Pending Applications describe authentication techniques in
which a user enrolls with biometric devices of a client to generate biometric template
data {e.g., by swiping a finger, snapping a picture, recording a voice, eic); registers the
biometric devices with one or more servers over a network {e.g., Websites or other
relying parties equipped with secure fransaction services as described in the Co-
Pending Applications); and subsequently authenticates with those servers using data
exchanged during the registration process {e.g., encryption keys provisioned into the
bicmetric devices). Once authenticated, the user is permitted to perform one or more
online transactions with a Website or other relying party. in the framework described in
the Co-Pending Applications, sensitive information such as fingerprint data and other
data which can be used to uniquely identify the user, may be retained locally on the
user’s client device (e.9., smartphone, notebook computer, etc) 1o protect a user’s
privacy.

{00071 Authenticators such as those described above require some form of user
interaction such as swiping the finger, or entering a secret code. These “normal”
authenticalors are intended to authenticate the user al a given point in time.  In addition,
“silent” authenticators may alse be used which are designed to authenticate the user's
device at a given point in time {rather than the user). These silent authenticators may
rely on information extracted from the user’s device without interaction by the user (e.g.,
sending a Machine-1D).

{0008] However, there are certain use cases where requiring explicit user interaction
presents too much friction (e.g., near field communication (NFC) payments, frequently
used apps requiring authentication without being tied to high value transactions),

e
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whereas a “silent” authentication technique such as sending a Machine-1D does not
provide enough cerfainty that the legitimate user is still in possession of the device.
[0009] Several “continuous” authentication methods have been proposed by the
research community such as Anthony J. Nichoison, "Mobile Device Security Using
Transient Authentication,” IEEE TRANSACTIONS ON MOBILE COMPUTING VOL. 5,
NO. 11, pp. 1489 - 1502 {November 2006); Mchammad O. Derawi, "Unobtrusive User-
Authentication on Mobile Phones using Biometric Gait Recognition” (2010); and
Koichiro Niinuma, Anil K. Jain, “Continuous User Authentication Using Temporal
Information” (currently at hiip//www.cse.msu.
edwbiometrics/Publications/Face/Niinumadain_ContinuousAuth_SPIE10.pdf). Some of
these methods have even been adopted by the industry such as BehavioSec,
“Measuring FAR/FRE/EER in Continucus Authentication,” Stockholm, Sweden (2008},
These methods generally provide an assurance ievel that the iegitimate user is stili in
possession a device without adding friction to the authentication process, but they focus
on a single modality (i.e. using a wearable token, gait recognition, face and color of
clothing recognition and user's keyboard input).

00107 One problem which exisls, however, is that directly providing location data or
other personal {e.g. face image, color of clothing, gait or typing characieristics, ...} or
environmental data (e.g. temperature, humidity, WLAN §SiDs, ...} 1o the relying party
for supplementing the risk estimation viclates the user’s privacy in some regions of the
world. Consequently, more advanced remote authentication technigues are needed
which are both non-intrusive and adeguately protect the end user’s privacy.

[0011]  In addition, the strength of current authentication methods (e.g. passwords,
fingerprint authentication, elc) is mostly constant over time, but the resulling risk varies
based on the current environment in which authentication is performed (e.g. the
machine being used, the network the machine is connected to, eic). i would be
beneficial to select and/or combine authentication modalities based on the current
detected risk.

[0012] When considering increasing the assurance level of authentication, typical
methods for enhancing the level of explicit authentication methods like requiring more
complex passwords or use more accurate biometric methods like fingerprint or face
recognition come to mind. in reality, the authentication assurance level {or the
transaction risk derived from it} also depends on other data, such as whether the
authentication performed from the same device as before and whether the location of
the authentication is realistically near fo the location of the last successful authentication
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{(e.g., authentication at 1pm in San Francisco and at 2pm same day in Tokyo doesn’t
seem to be realistic for one person).

[0013] Passwords still are the predominant explicit authentication methods.
Unfortunately they are attacked easily and those atiacks scale well. Additionally,
entering passwords is cumbersome especially on small devices like smariphones. As a
conseguence many users do not use password based protection methods 10 lock their
phones at all or they use trivial PIN code.

[0014] Some smariphones are using fingerprint sensors in order to provide a more
convenient way to authentication. Using biometric modalities for authentication has
been criticized for not providing sufficient spoofing atiack resistance and for introducing
privacy issues by potentially not protecting biometric reference data properly.

{0015] Various “fusion” methods for combining biometric modalities have been
proposed. Some of them address usability issues by reducing the false rejection rate
(FRR); other address the security issue by reducing the false acceptance rate (FAR).
These methods thus far have proposed static fusion algorithms. Unfortunately this
approach still leads to varying assurance levels depending on the “other inputs” (as
discussed above).

[0016] Forcertain classes of transactions, the riskiness associated with the
transaction may be inextricably tied 1o the location where the transaction is being
performed. For example, it may be inadvisable to allow a transaction that appears 1o
originate in a resiricted country, such as those listed on the US Office of Foreign Asset
Control List (e.g., Cuba, Libya, North Korea, etc). In other cases, it may only be
desirable to allow a fransaction 1o proceed if a stronger authenticalion mechanism is
used; for exampile, a transaction undertaken from within the corporation’s physical
premises may require less authentication than one conducted from a Starbucks iocated
in a remote location where the company does not have operations.

{00177  However, reliable location data may not be readily available for a variety of
reasons. For example, the end user’s device may not have GPS capabilities; the user
may be in a location where Wifl triangulation data is unavailable or unreliable; the
network provider may not support provide cell tower triangulation capabilities 1o
augment GPS, or Wifi triangulation capabiiities. Other approaches 1o divine the
device’s location may not have a sufficient level of assurance 1o meet the organization’s
needs; for example, reverse [P lookups to determine a geographic location may be
insufficiently granular, or may be masked by proxies designed to mask the true network

origin of the user’'s device.
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[0018] Inthese cases, an organization seeking to evaluate the riskiness of a
transaction may require additional data to provide them with additional assurance that
an individual is located in a specific geographic area to drive authentication decisions.
00191 Another challenge for organizations deploying authentication is to maich the
“strength” of the authentication mechanism 1o the inherent risks presenied by 8
particular user's environment {location, device, software, operating system), the request
being made by the user or device (a request for access to restricted information, or to
undertake a particular operation), and the governance policies of the organization.
{00201 To date, organizations have had to rely on a fairly static response to the
authentication nesds of its users: the organization evaluates the risks a user will face
during operations they normally perform and the requirements of any applicable
reguiatory mandate, and then depioys an authentication solution to defend against that
risk and achieve compliance. This usually requires the organization to deploy multiple
authentication solutions to address the mullitude and variely of risks that their different
users may face, which can be especially costly and cumbersome o manage.

[0021] The technigues described in the Co-pending Applications provide an
abstraction that allows the organization to identify existing capabilities on the user’s
device that can be used for authentication. This abstraction shields an organization
from the need 1o deploy a variely of different authentication solutions. However, the
organization still needs a way to invoke the "correct” authentication mechanism when
necessary. Existing implementations provide no capabilities for the organization to
describe what authentication mechanism is appropriate under which circumstances. As
a result, an organization would likely need to codify their authentication policy in code,
making the solution brittle and necessitating code changes in the fulure to enable use of
new authentication devices/tokens.

{00227 Electronic financial transactions today are conducted primarily through the
World Wide Web using browser applications. Sites like Amazon.com, Dell, and Wal-
Mart sell billions of dollars of merchandise via their online portals and banks and
brokerages allow their customers to move billions of dollars of funds from account to
account online. One challenge for web sites such as these is how to detect fraudulent
activity. Fraudulent transactions can cost these companies billions of dollars.

[0023] The first line of defense against fraudulent transactions is the user's password,
However, criminals can obtain passwords through a variely of techniques. Sometimes
the password is weak in complexity and can easily be guessed or determined by a brule

force atfack. Other times, malware, worms, or viruses can infect a users computer.
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Passwords are then oblained by recording keystrokes or scanning memory or hard disk
storage. If the actual device is stolen, passwords can be recovered from data that
remains in memory or in storage. Once the password is compromised, criminals have
the ability to access accounts and withdraw or move funds.

[0024] To try to prevent damage caused by the breach of a user's password, sites
that deal with financial transactions employ risk assessment in which various metrics
are used to determine if the person initiating the transaction is actually the user that
owns the account. Factors such as the time of the fransaction, the location of the
transaction, and the circumstances of the transactions are all good ways 10 assess
whether a transaction has risk. For example, it would be more unlikely for a transaction
to be initiated at 3:00 AM versus 3:00 PM if the user does not typically have any activity
on their account at night. Likewise, if the user lives in the United States but the
transaction is initiated in Korea, that location difference would be a warning sign.
Finally, if the amount of money being processed is significantly different in magnitude
than normal, this is another signal of potential fraud.

[0025] Unfortunately, Web browsers place very strict limits on what information
websites can oblain about the client sysiem. Because browsers expose a user's
machine to the outside {(and possibly malicious) world, leaking any more daia than
necessarily is a security risk of its own. Certainly, it is possible 1o record the time of
transactions, the location of the transaction (via the user's I address {or example), and
the magnitude of the transaction. Web sites currently use all of this data to determine
whether a transaction is fraudulent. However, beyond these basic pieces of information
provided by the browser, web sites have no other information o utilize for risk
assessment. Because of the limitalions on what information the browsers can obtain,

risk assessments for a user's transaction are not very precise.

BRIEF DESCRIPTION OF THE DRAWINGS
[0026] A betier understanding of the present invention can be oblained from the
following detailed description in conjunction with the following drawings, in which:
00277 FIG. 1 illustrates an exemplary client equipped with a biometric device;
[0028] FIG. 2 illustrates one embodiment of a non-intrusive privacy-preserving
authenticator (NIPPA);
{00291 FIG. 3 graphically dllusirates the operation of one embodiment of the invention
during a “legitimate user state” and following the legitimate user state;
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[0030] FIGS. 4 lllustrate one embodiment of a method for non-infrusive privacy-
preseirving authentication;

[0631] FIG. 5 illustrates a distance function employed for location-based
authentication in one embodiment;

{00321 FIG. 6 graphically illustrates the operation of one embodiment of the invention
using an extended legitimate user state window;

{00331 FIG. 7 illustrates an adaptive authentication module in accordance with one
embodiment of the invention;

[0034] FIG. 8 illustrates one embodiment of an adaptive authentication method;
[0635] FiIG. 9 graphically dllustrates adaptive authentication in accordance with one
embodiment;

{0036] FIG. 10 iilustrates one embodiment of a composite authenticator with a
plurality of components.

[0037] FIG. 11 llustrates one embodiment in which two authenticators share
components.

[0038] FIG. 12 illustrates one embodiment of an authenticator which includes
component authentication logic for managing a component authentication key {CAK)
pair for autheniicaling components,

{00391 FIG, 13 iilustrates a transaction diagram showing one embodiment of
authentication between two components.

[0040] FIG. 14 lllusirates static authenticator in accordance with one embodiment of
the invention.

[0041] FIG. 15 illustrates a dynamic authenticator in accordance with one
embodiment of the invention.

{00421 FIG. 16 illustrate an exemplary system architecture on which embodiments of
the invention may be implemented.

{00431 FIG. 17 illustrates one embodiment of a system for performing location-aware
application of authentication policy;

[0044] FIG. 18 illustrates an exemplary set of authentication policy rules;

[0045] FiG. 19 lllustrates a method in accordance with one embodiment of the
invention;

[0046] FIG. 20 illustrates one embodiment of the invention in which location is
determined or confirmed by proximity of other peer or network devices;

{00471 FIG. 21 iilustrates one embodiment of a system {for authentication which uses

environmental sensors;
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[0048] FiG. 22 lllustrates one embodiment of a method for authentication which uses
environmental sensors;

{00497 FIG. 23 illustrates one embodiment of a system for adaptively applying an
authentication policy;

{00507 FIG. 24 illustrates one embodiment of 8 method for adaptively applying an
authentication policy; and

[0051] FIG. 25 iilustrates an exemplary client equipped with a biometric device;
{00521 FIG. 264 illustrales one embodiment of an authentication engine including an
eye tracking module and a facial recognition module;

[0083] FIG. 26B illustrates one embodiment of an authentication engine including a
speech recognition module and lip movement analysis module in combination with an
eye tracking module and a facial recognition module;

{0054] FIG. 27 illustrates an exemplary heatmap for a Web page employed in one
embodiment of the invention;

[0055] FIGS. 28A-B illustrate exemplary text, graphics, photos, videos, blank regions
and other content which may be displayed to an end user;

[0056] FIGS. 20A-B illustrate embodiments of a method for performing eye-tracking
and facial recognition-based authentication as well as voice recognition and lip
movement analysis authentication;

{00577  FIG. 30 illustrate different architectural arrangements within which
embodiments of the invention may be implemented.

[0058] FIG. 31 illustrates one embodiment of a client architecture including a client
risk assessment agent;

[0059] FIG. 32 illustrates exemplary types of client configuration data used by the
client risk assesement agent

{00607 FIG. 33 illustrates one embodiment of a method for performing client risk
assessment during authentication;

{00611 FIG. 34 illustrates one embodiment of a client performing a secure transaction
with a iocal device;

{00621 FIG. 35 illustrates one embodiment of a client architecture for performing a
secure fransaction with a local device;

{0063] FIG. 36 illustrates one embodiment of 8 method for performing a secure
transaction with 3 local device;

[0064] FIG. 37 iilustrates one embodiment of a system for user confirmation of online

fransactions;
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[0065] FIG. 38 illustrates details of one embodiment of a client used in a system for
user confirmation of online transactions;

{0066] FiG. 39 lllustrates one embodiment of a method for user confirmation of online
transactions;

{00671 FIG. 40 illustrates one embodiment of a system for delegaling trust to a new
client device from a trusted client device;

[0068] FIG. 41 iilustrates additional details for one embodiment of a system for
delegating trust to a new client device from a trusted clieni device;

[0068] FIG. 42 illustrates one embodiment of a method for delegating trust to a new
client device from a trusted client device;

{00707 FIG. 43 illustrales one embodiment of a sysiem for synchronizing private data
between devices;

[0071] FIG, 44 illustrates one embodiment of a method for adding a device to a trust
circle;

{00721 FIG. 45 illustrates one embodiment of a method for synchronizing data
beiween devices;

[0073] FIGS. 46A-B illustrate different exemplary architectural arrangements within
which embodiments of the invention may be implemented.

{0074] FIG. 47 is a transaction diagram showing how authentication devices on a
client device may be discovered.

{00751 FIG. 48 is a fransaction diagram showing how a user may enroll with
authentication devices.

[0078] FIG. 49 is a transaction diagram showing how keys may be registered into
authentication devices.

{00777 FIG. 50 is a transaction diagram showing how user authentication may be
implemented within an authentication framework.

{0078] FIG. 81 is a transaction diagram showing how details of a transaction may be
verified.

{00791 FIG. 52 illustrates a query policy filter implemented in accordance with one
embodiment of the invention.

{00807 FIG. 53 is a transaction diagram showing how a registration operation with
guery policy is implemented in one embodiment of the inveniion.

{0081} FIG. 54 illustrates one embodiment of an architecture for implementing

mulliple authentication device processing.
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[0082] FIGS. 55A-C illustrate three embodiments of the invention for multiple
authenticalion device processing.

[0083] FIG. 56A-B illustrate a transaction diagram for detecting and responding to a
random challenge timeout,

{0084] FIG. 57 illustrates an architecture for implementing privacy classes in
accordance with one embodiment of the invention.

{00851 FIG. 58 is a fransaction diagram for implementing privacy classes in
accordance with one embodiment of the invention.

[0086] FIG. 59 illustrates one embodiment of an architecture for using signatures to
authenticate and a transaction.

[0087] FIGS. 60-61 illustrate exemplary embodiments of a computer system for
execuling embodiments of the invention.

{0088} FIG. 62 illustrates one embodiment in which metadata is used by a relying
parly {0 authenticate a client;

[0089] FIG. 63 illustrates an exemplary architeciure including a Keymaster and
authenticator;

[0080] FIG. 84 illustrates another embodiment of an architecture which processes
Bitcoin-formatted messages;

{0081] FIG. 65 illustrates one embodiment which stores and processes virtual ApplDs
and/or relying party 1Ds;

{00921 FIG. 66 illustrates one embodiment of an architecture for encrypting and
generating attestation data for blocks of a blockehain;

[0093] FIG. 67 illustrates one embodiment of the invention for binding verifiable
claims to public key credentials;

[0084] FIG. 68 illustrates additional details of one embodiment of the invention for
binding verifiable claims to public key credentials;

[0085] FIG. 69 illustrates a system in accordance with one embodiment of the
invention; and

[0096] FIG. 70 illustrates a system on a chip (500} in accordance with one

embodiment.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS
{00971 Described below are embodiments of an apparatus, method, and machine-
readable medium for implementing advanced authentication technigues and associated

applications. Throughout the description, for the purposes of explanation, numerous

10
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specific details are set forth in order to provide a thorough understanding of the present
invention. 1t will be apparent, however, 1o one skilled in the art that the present
invention may be practiced without some of these specific details. In other instances,
well-known structures and devices are not shown or are shown in a block diagram form
to avoid obscuring the underlying principles of the present invention.

{00981 The embodiments of the invention discussed below involve client devices with
authenticalion capabilities such as biometric devices or PIN enlry. These devices are

LTS

sometimes referred to herein as “tokens,” "authentication devices,” or “authenticators.”
While certain embodiments focus on facial recognition hardware/software (8.g., a
camera and associated software for recognizing a user’s face and tracking a user's eye
movement), some embodiments may ulilize additional biometric devices including, for
example, fingerprint sensors, voice recognition hardware/software {e.g., a microphone
and associated software for recognizing a user’s voice}, and optical recognition
capabilities {e.g., an optical scanner and associated soffware for scanning the retina of
a user). The authentication capabilities may also include non-biomelric devices such as
trusted platform modules (TPMs) and smartcards.

[0099] In a mobile biometric implementation, the biometric device may be remole
from the relyving party. As used herein, the term “remote” means that the biometric
sensor is not part of the security boundary of the computer it is communicatively
coupled 1o {e.g., it is not embedded into the same physical enclosure as the relying
parly computer). By way of example, the biometric device may be coupled to the
relying party via a network (e.g., the Internet, a wireless network link, eic) orvia a
peripheral input such as a USB port. Under these conditions, there may be no way for
the relying party to know if the device is one which is authorized by the relying party
(e.g., one which provides an acceptable level of authentication and integrily protection)
and/or whether a hacker has compromised the biometric device. Confidence in the
bicmetric device depends on the particular implementation of the device.

[00100] The term “local” is used herain {0 refer to the fact thal the user is
completing a transaction in person, at a particular location such as at an automatic teller
machine (ATM) or a point of sale (POS) retail checkout location. However, as
discussed below, the authentication technigues emploved to authenticate the user may
involve non-location components such as communication over a network with remote
servers and/or other data processing devices. Moreover, while specific embediments
are described herein (such as an ATM and retail location} it should be noted thal the

11
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underlying principles of the invention may be implemented within the context of any
system in which a fransaction is initiated locally by an end user.

[0101]  The term “relying party” is sometimes used herein to refer, not merely to the
entity with which a user fransaction is atiempled (e.q., a Website or online service
performing user fransactions), bul also 1o the secure fransaction servers implemented
on behalf of that entity which may performed the underlying authentication techniques
described herein. The secure fransaction servers may be owned and/or under the
conirol of the relying party or may be under the conirol of a third party offering secure
transaction services to the relying party as part of a business arrangement.

[0102] The term “server” is used herein 1o refer o software executed on a hardware
platform {(or across multiple hardware platforms) that receives requests over a network
from a client, responsively performs one or more operations, and transmits a response
to the client, typically including the resulis of the operations.  The server responds o
client requests 1o provide, or help o provide, a network “service” (o the clients.
Significantly, a server is not limited fo a single computer {(e.q., a single hardware device
for executing the server software) and may, in fact, be spread across multiple hardware
platforms, potentially at mulliple geographical locations.

A, NON-INTRUSIVE, PRIVACY PRESERVING AUTHENTICATION

{01031 One embodiment of the invention uses “normal” authentication techniques
{(e.g., swiping a finger, entering a code, eic¢) in order o train the authentication system 1o
recognize non-intrusive authentication situations. In addition, one embodiment refurns
the authentication staie of the device to the relying party rather than sensitive
information such as a Machine 1D when authentication is required.

{0104] Some embodiments of the invention described below may work completely
frictioniess (i.e. without requiring any explicit user authentication). Behavioral or other
techniques may be used {o continuously measure an assurance level which indicates
the current assurance that an authorized user is in possession of the device. The
assurance level may be calculated, for example, based on the time which has passed
since the last explicit user authentication {e.g., to SIM card or phone unlock with PIN or
finger swipe). Assuming that amount of time which has passed is within a particular
threshold {e.g., 5 seconds, 5 minutes, 1 hour, elc), the device may be considered {0 be
in a “legitimate user state” and the assurance level set to a maximum value (e.q., 100
on a normalized scale of -100 to 100).

[0105] Following the legilimate user state, the assurance level may be measured
based on a combination of the elapsed time since explicit user authentication and other
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variables which indicate that the authorized user is in possession of the device (e.g.,
based on non-intrusive input detected from device sensors). For example, the biometric
gait of the user may be measured using an accelerometer or other type of sensor in
combination with soflware and/or hardware designed to generate g gait "fingerprint”
from the user's normal walking pattern. in addition, the distance to frequently visited
destinations of the legitimate user may be tracked, stered and subsequently used to
determine the assurance level. For example, if the user is connecting 1o a relying party
from a location known 1o be the user's home or office, then the assurance level may be
set o a relatively high value, whereas if the device is connecting from an unknown or
distant location, then the assurance level may be adjusted 1o a lower level.

[0106] Various other types of non-intrusive measuremenis may be performed o
determine whether the authorized user is in possession of the device including, for
example, the identity of networks or devices o which the client device is connected
such as Bluetooth devices, near field communication (NFC) devices, Wifi devices such
as routers or access points, smart watches, other computing devices, Nymi bracelets, {0
name a few. Wifi devices may include the visibility of Wifi networks inreach such as a
personal Wifi router at home and Wifi-enabled computers used by colieagues or family
members. In addition, certain specific characteristics of the client device such as
acceleration sensor characteristics and digital camera sensor pattern noise, may be
used for non-intrusive measurements. Touch screen gestures of normal user
interaction may also be analyzed and stored as reference data as well as user typing
behavior from normal user interaction. Of course, the foregoing are merely examples;
the underlying principies of the invention are not limited to any set of non-intrusive
variables.

[0107] The end resull is that an assurance level that the legitimate user still is in the
possession of the device may be sent 1o the relying party in the authentication
response. In one embodiment, the assurance level is “signed” or otherwise
authenticated by a key {e.g., a relying-party specific key established and attested in a
regisiration phase as discussed below). in one embodiment, the assurance level is
normalized to a value between -100 and 100, where -100 means “almost certain it is not
the legitimate user,” 0 means “don’'t know,” and 100 means "almost certain that it is the
legitimaie user.”

{0108} In one embodiment, the relying party may ask the client device for using an
additional "normal” authenticator response if the assurance level is not acceplable for

the envisioned transaction. Regardiess of what level of authentication is required, one
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embodiment does not disclose personal data {o the relying party. Insiead, it uses a
cryptographic key dedicated to one specific relying party in order to authenticate the
authenticator to the relying party.

{01097 One embodiment of an architecture for providing non-intrusive privacy-
protecting authentication is lliustrated in Figure 2 which includes a non-infrusive
privacy-preserving authenticator (NIPPA) 210 including an assurance calculator 212 for
determining the current assurance level based on input from non-intrusive
authenticalion mechanisms 230 (e.g., Iocation, gait measurements, elc) and one or
more explicit user authentication devices 220-221 (e.g., fingerprint sensors, input
devices for entering 1D codes, efc). In one embodiment, the explicit user authentication
devices 220-221 include the same or similar architecture as shown in Figure 1.

[0110] In the embodiment illustrated in Figure 2, the non-intrusive authentication 230
includes a location authentication module 231 for performing location-based
authentication using a location sensor(s} 241 and historical or user-specified location
data stored within a user/location data storage device 245 (e.g., which may be
implemented as a file system or database). By way of example and not limitation the
location sensor 241 may include a GPS device and/or a module for detecting a current
access point or cell tower 1o which the client 200 is connected {which can be used to
estimate the device’s current location). Any sensor capable of providing data related to
a user's location may be used. The location authentication module 231 determines the
effect that the current location of the client device has on the assurance level. For
example, if the device is currently at a *home” or “office” location {according fo historical
or user-specified location data 245) then the assurance level may be adjusted upwards;
whereas if device is currently at a distant, unknown location, then the assurance level
may be adjusted downwards. In addition to automatically training the sysiem during the
“egitimate user state” (as described herein) in one embodiment, the user is provided
with the ability o manually specify certain locations as “rusted” and therefore having a
high assurance level (e.g. when the user is at home or at the office). The results of the
lacation authentication module 231 are provided to the assurance calculation module
212 to that it may be factored into current assurance level calculations.

[0111] The user behavior authentication module 232 relies on one or more user
behavior sensors 242 to determine the extent to which the current user behavior is
consistent with historical user behavior {stored in user & ocation data storage 245). For
example, the user behavior sensors 242 may provide acceleromeler measurements that

the user behavior authentication module may use to determine the gait of the user
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currently in possession of the device 200. It may then compare these measurements
with the known gait of the user (coliected following prior explicit user authentications
and stored in storage device 245) to arrive at a level of confidence that the legitimate
user is in possession of the device. The resulis are provided to the assurance
calculation module 212 to that it may be factored into current assurance level
calculations.

[0112] Various other/additional authentication devices 233 may collect data from
other/additional sensors 243 {0 perform authentication calculations, the results of which
are provided to the assurance calculation module 212 to factor info current assurance
level calculations.

[0113] Although illusirated as separate modules in Figure 2, the location
authentication module 231, the user behavior module 232 and any other authentication
modules 233 may form part of the assurance calculation module 212, The underlying
principtes of the invention may be implemented using various different logical
arrangements of modules.

0114]  As lllustrated, in one embodiment, the assurance calcuiation moduie 212
relies on a timer 211 when measuring the amount of time which has passed since the
last explicit user authentication. As discussed in detail below, the amount of time which
has passed since the last explicit user authentication may be used to determine whether
the device is currently in a “legitimate user state” and to adjust the assurance
measurement accordingly.

[0115] Once the assurance calculation module 212 has arrived at a current
assurance measurement, it may communicate the measurement {0 a relying party {(a
cloud service in one embodiment) established via a secure communication module 213.
For example, each authenticator 220-221, including the non-intrusive authenticator 230
may exchange a relying-party-specific and attested key in a registration operation
(preceding authentication}. The assurance level returned in the authentication
operation may be part of a message signed/encrypted by the relying-party-specific
authentication key. In addition, as discussed below, the message may also include
nonce (e.g., a random challenge) generated by the relyving party.

[0118] In one embodiment, secure slorage 225 is a secure storage device provided
for storing the authentication keys associated with each of the authenticators and used

by the secure communication module 213 to establish secure communication with the

relying party.
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[0117] Az mentioned, in one embodiment, the NIPPA 210 leverages existing (explicii)
user authentication techniques {(e.g. password based system login, SIM card uniock,
etc) to maintain a "legitimate user” state within a defined time window after each of such
successiul authentication {up to T1 seconds). The NIPPA 210 may periodically
measure user behavior from the various sensors 241-243 and while in the “legitimate
user” state, may update its internal reference data vector according o the
measurement. While not in the "legitimaie user” state, the NIPPA 210 may compute the
normalized “distance” to the reference data vector based on the current measurement.
This “distance” is considered the certainty that the legitimate user is still in possession
of the authenticator.

[0118] When asked to authenticate a user, the NIPPA 210 may check o determine
whether it is in the “legitimatle user” state. If so, authenticalion is considered successful
and the maximum assurance level (8.g., 100) is returned. If not in the “legitimate user”
state, the NIPPA 210 may refurn an assurance level computed by the assurance
calculation module 212 based on the latest measuremenis. The NIPPA 210 may then
combine the assurance level with the time difference id of that measurement tm to
current time {¢ (Id = tc - tm). In one embodiment, this is done using the following logic:
{01191 (1) if (assurance-level »= () then resulling-assurance-level = assurance-level
*{max (T0 - td, 0)/T0), where TO is the maximum acceptable time difference; and
{01201 (2) if { assurance-level < () then resulting-assurance-level = assurance-ievel.
{01211 The operation of one embodiment of the invention according to the above
equations is illustrated in Figure 3. At fime t1 the user performs an explicit
authentication {e.g., swipes a finger, enters a PIN in order to unlock the SIM card, elc).
The time window uniil {1+T1 is considered the “Legitimate User” stale. As mentioned,
the non-intrusive authenticators may be trained within the legitimate user stale. For
gxample, the user’s gait may be measured, and/or locations visited by the user may be
recorded and subseguently used to perform non-intrusive authentication.

[0122] At time {2 {outside of the legitimale user state) the assurance calculation
module 212 computes the assurance level based on the non-intrusive authenticator.
The result is positive, indicating that it the device is likely in full control of the legitimate
user. Alter this computation, the assurance level decreases over lime (e.q., the
legitimaie user may expose the device {0 non-legitimate people). For example, at fime
{3 the assurance level has dropped significantly from time {2, In one embaodiment, the
non-intrusive assurance level is only computed periodically in order (o avoid excessive

power and CPU performance consumption.
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[0123] Att5 another non-infrusive assurance level computation occurs. This time the
result is negative, indicating a likelihood that the device is not under full control of the
legitimate user. This negative assurance level does not change until another
computation is performed based on the non-intrusive authenticator (e.g., at time 16).
[0124] A method in accordance with one embodiment is lllustrated in Figures 4-5.
The method may be implemented within the system architecture such as that shown in
Figure 2, but is not limited o any particular system architeciure.

[0125] At 401, an explicit authentication event occurs such as a swipe on a fingerprint
sensor or the entry of a PIN to unlock the device. A timer may also be started to
measure the time which has elapsed from the explicit authentication event. Al 402, the
legitimate user state is entered and at 403, various aspects of user behavior may be
measured and stored for iater reference {(e.g., iocations, user gait, sic). If an
authentication request occurs during the legitimate user state, determined at 404 {(2.g.,
resulting from a transaction with a relying party), then at 405 the maximum assurance
level is selected and seni 1o the relying party at 420.

[0126] At 406, the system exits the legitimate user state (e.q., because the timer
indicates that a specified amount of time has elapsed). Al 407, the system periodically
measures the user behavior by comparing data from sensors against internal reference
data stored in pperation 403. By way of example, measurements associated with the
gait of the user {collected when in the legitimate user state) may be compared with
current gait measurements (collected at 407) and a correlation belween the two may be
calculated (referred to as the “distance” to the reference data). If an authentication
request is received when outside of the legitimate user state, determined at 408, then at
409 the current assurance level is calculaled based on the distance to the internal
reference data and poteniially the time from the explicit authentication event. The
assurance level is then fransmitied to the relying party at 420.

{01277  Turning to Figure 5, if the assurance level transmitied 1o the relying party is
accepiable for the current transaction with the user, determined at 501, then the relying
party may send a response to the client device indicating a successiul authentication. f
niot, then at 503, the relying party may send a response o the client indicating that
additional authentication is needed (e.g., potentially explicit user authentication i non-
intrusive authentication is insufficient).

{01287 In an alternate embodiment, the relying party may initially specify an
assurance level required for a particular transaction and the system will ensure that the

required assurance level is mel, potentially using explicit user authentication if the non-
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intrusive authentication technigues are insufficient. The system may then send the
relying party an indication of successiul authentication (rather than an assurance level).
{01291 As mentioned above, one embodiment of the invention calculates a distance
from a set of known user locations to determine the assurance level. Referring fo
Figure 8, location-based measurements {(e.g., such as GPS) may be used {0 calculate
the “distance” function as follows.

{01301 In a preprocessing operalion, all measured locations (Ln) are assigned to their
nearest “regions.” A region is defined as a circle with a radius of r {e.g. 10 meters). The
Regions are placed such that a minimal number of Regions covers all Ln. All regions
which cover fewer than M locations are removed from the set of Regions (i.e., as they
are not considered “irequent” locations of the user).

{01311 The “distance” (d} is then determined using distance = {(distance of the current
location {Lc} to the nearest center of a Region (Rn))/r where r is the radius of a region.
This value is smaller or equal to 1 if Lo is inside an existing region and may get very big
if Lc is outside. The assurance level is then calculated using: Assurance-Level =
Max{1C0 - 50 ~ floor{(d), - 100}, which wiil be in the range of -100 to 100.

[0132] In some of the embodiments above, it is assumed that the legitimate user is
still in possession of the client device within a specific time window following an explicit
authentication or if current behavior is very similar to measured behavior. However, the
above embodiments only update the behavioral reference data inside a specific time
window after an explicit authentication.

[0133] Asillustrated in Figure 7, one embodiment of the invention uses an extended
time window to update behavioral reference data (i.e., train the system) in addition to
the standard time window for the legitimale user slate. As a result, the complete time
window (including the standard time window and extended time window) may be
defined as follows: (1) if inside the legitimate user state time window foliowing a
successiul explicit user authentication (e, t1 .. t1+T1}, or {2) if the returned assurance
level would be above a certain threshold T (e.g., T = 80 at, e.q., 12, 14, efc). Setting the
threshold to 0 is undesirable because it would make it very easy for an attacker to "shift”
the behavioral reference to his favor.

B. ADAPTIVE AUTHENTICAITON TECHNIGQUES
{0134} Figure 8 illustrales one embodiment of the invention for implementing
adaptive authentication iechnigues. As in the embodimenis discussed above, this

embodiment includes one or more non-intrusive authentication modules 230 for
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performing non-intrusive authentication {e.q., based on location, sensed user behavior,
efc} and one or more explicit authentication modules 222 for performing explicit user
authentication {(e.q., requiring a PIN, fingerprint scan, etc). in addition, as in prior
embodiments, an assurance calculation module 212 performs assurance calculations
based on, for example, the time since the last explicit authentication (provided by timer
211} and/or authentication data provided by the various authentication modules 230,
222. The secure communication module 213 establishes secure communication with
the relying party 250 {e.g., using a secure encryption key as discussed above).

[0135] In one embodiment, an adaptive authentication module 800 dynamically
selects among the available non-intrusive authentication technigques and explicit /
intrusive authentication techniques to arrive at an assurance level sufficient for a current
transaction with the relying party 250. Alternatively, or in addition, an adaptive
authentication module 810 on the relying party 250 may perform the authentication
selection lechnigues 1o arrive at a sufficient assurance level. The underlying principles
of the invention remain the same regardless of whether the authentication selection
technigues are implemented on the client device 200 (by adaptive authentication
module 800} or the relying party 250 {by the adaptive authentication module 810).
[0136] Moreover, the “relying party” 250 lllustrated in Figure 8 may represent a
trusted third party server which may implement the authentication technigues described
herein on behalf of the relying party, and provide the resulls to the relying party. Thus,
while the embodiments of the invention are described in terms of a “relying party,” the
underlying principles of the invention may be implemented using servers outside of the
perimeter of the network operated by the relying party.

[0137] As discussed in greaier detail below, in one embaodiment, the adaptive
authentication module 810 includes a risk engine 812 to determing a risk level based on
variables associated with the client device {e.g., based on current [P address, IP packet
round-trip delay times, eic). In addition, an assurance level gain analysis component
811 may determine the amount by which a current assurance level must be increased
to arrive at an acceptable assurance level. While these elements are illustrated in
Figure 8 as components of the adaptive authentication module 810 of the relying party,
they may also be implemented within the adaptive authentication module 800 of the
clieni while still complying with the underlying principles of the invention.

{0138] Inone embodiment, once a client device 200 connecis {o the relying party 250
{e.g., to initiate a transaction), the risk engine 812 determines the risk (or an assurance

level) based on all data currently available. This may include, for example, a geo-
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location of the client device 200 {e.g., as derived from the IP address, or provided by a
mobile network operator), the round-trip delay times of packets transmitied between the
client device 200 and relying party 250, the number of hops for network packets sent
between the client device 200 and relying party 250, a specific “user agent” string sent
by a user agent executed on the client device 200, to name a few. In one embodiment,
the risk engine 812 then evaluates this dala to arrive at an implicit “risk score” (or a
prefiminary assurance level inversely relaled {0 the risk score}, which may be used {o
determine the amount of additional assurance required o authenticate the user for a
given fransaction.

[0139] In one embodiment, based on the implicit risk score, the adaptive
authentication module on the relying party 810 or the client device 800 determines a sel
of one or more authentication modules 222, 230 with the potential of increasing the
overall assurance level to the required level for an intended transaction (i.e., when
combined with the preliminary assurance level/implicit risk score). In one embodiment,
the assurance level gain analysis module 811 determines the amount of gain required
and the adaptive authentication module 800, 810 is provided with an indication of the
required assurance level gain as a parameter. The adaplive authentication module 800,
810 then uses this “gain” parameter in order 1o determine the most convenient set of
authentication techniques (non-intrusive 230 and/or explicit 222) in order to achieve (at
least) the required gain. The adaptive authentication module 800 may include a formal
description of the selected set of authentication techniques in a response {o the relying
party 250 (&.9. as an authenticated extension). The relying party 250 may then verify
whether the resulting overall assurance level meets the required level.

{01407 By way of example, and not limitation, the adaptive authentication module 800
may combine authentication modalities such as device fingerprinting (&.9. recognizing
sensor flaws, or camera sensor pattern noise); environmental information (e.g. GPS
based location; location derived from WIFI networks; existence of wired or wireless
connections to other gadgets like Nymi, smart waiches (pebbie), or peripherals like
headsets, . . . elc.); behavioral data (e.g. the way the user takes the device cut of a
pocket, typing behavior, gait, . . . etc); the time since the device was in a “rusted” state;
and potentially the result of a new explicit authentication using one or more
authentication modalities (biometric or otherwise) required to achieve the required
(remaining) gain in the assurance level.

{01411 The result of the above technigues is that users may opt for the most
convenient authentication method. In the case of smartphones this may simply be
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having access to the phone (see above). Instead of asking the user {o select an
authentication method and subsequently, requiring the user for ancther explicit
authentication, the relying party 250 sends an indication of the required assurance level
gain to the adaptive authenticator 800, 810 which identifies the least intrusive set of
authentication techniques. The adaptive authentication module 800, 810 does noi
always require an explicit {intrusive) user authentication {like entering a PiN or swiping a
finger), nor is it sclely based on non-intrusive modalities. Instead, the authenticalor
chooses the appropriate combination of all available modalities {on the client side) such
that the required assurance level gain is achieved.

[0142] As discussed in detail above, the ime since the device was in trusted state is
important as hacking / spoofing modalities may take time. For example, if a user loses
a phone and someone attempts to hack it, it may take a day before the fingerprint can
be captured from the display, an appropriate rubber finger created and subsequently
used fo gain access. Consequently, requiring a PIN entry after 24 hours or less since
last trusted state, would be g sufficient protection against this type of attack. The next
level of attack is one in which the fingerprint is captured before having access to the
device. These attacks are seen less frequently in practice. However, if the relying parly
250 needs protection against such aitacks, the adaptive authentication module 800, 810
may need to factor in location data or the existence of other gadgets or peripherals in
order {0 accept the biometric modality.

{0143] A method in accordance with one embodiment of the invention is illustrated in
Figure 8. As discussed above, the “relying party” as used herein may be the actual
party relying on the accurate authentication of the user or may be a third party service
authenticating the user on behalf of the relying party.

{0144] A1 301, the client device connecis to the relying party to perform a fransaction
{e.g., a transaction 1o log in {0 an online account, a monetary transaction, eic). At 802,
the relying party analyzes any available data related {o the client device to determine a
risk value and the required assurance level gain needed to authenticate the user. For
example, the data may indicate that the user is connectling to the relying party from an
unknown network location {e.g., a foreign country never previously visited by the user)
and/or that the number of network routing hops or latency between the client and relying
party is above a threshold. In such a case, the risk value may be set to a relatively high
value {or, conversely, the implicit assurance level may be low). However, if the user
has just recently explicitly authenticated to the device {e.qg., entering a PIN), then this
would tend o decrease the risk level (or raise the implicit assurance level).
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[0145] Based on the assurance level reqguired to complete the transaction, the
assurance level gain may be determined. This may be accomplished, for example,
using an equation such as: Implicit Assurance Level + Assurance Level Gain =
FRequired Assurance Level, or Assurance Level Gain = Required Assurance Level —
Implicit Assurance Level. Various other eguations may be used to determine the
assurance level gain while still complying with the underlying principles of the invention.
[0146] At 903, an indication of the needed assurance level gain is received. if non-
intrusive authentication technigues are sufficient 1o meet the assurance level gain,
determined at 804, then they are used at 905 to authenticate the user. if not, then at
907, one or more explicit authentication modalities are implemented, potentially in
combination with one or more non-intrusive authentication modalities. As mentioned,
the modalities may be selected so as 1o be the least burdensome 1o the end user {e.g.,
based on user-specified preferences).

{01471  Figure 10 graphically illustrates how the embodiments of the invention
described above may evaluate the assurance level {0 determine authentication
modalities. At time 11, the user performs an explicit authentication {e.g., swiping a finger,
entering a PIN, elc). Al time 12, the relying party asks for authentication with an
assurance level gain of al4. The non-infrusive authentication modality delivers
assurance level alt which is higher than ald, so there is no need {o Irigger an explicit
authentication.

{01481 In contrast, at lime t4, the relying party asks for authentication with an
assurance level gain of al4. The non-intrusive authentication modality would only
deliver alb at that time (as illustrated by the graph). As a conseguence, in this case, the
adaptive authenticator module will select at least one explicit authentication modality to
raise the assurance level from als to al4.

{01491 One embodiment of the invention employs implicit location-based
authentication techniques in 8 manner which protecis the end user’s privacy. As
mentioned above, sharing a user’s current location (e.q., as provided by GPS) with
relying parties raises significant privacy concerns. Consequently, users are often
reluctant to share such data.

[0150] To address these issues, one embodiment of the invention uses geolocation
as a factor when performing implicit user authentication but does not disclose the user’s
focation o the relying party. This embodiment may be implemented alone or in
combination with other non-intrusive 230 and/or explicit 222 authentication fechnigues
described above (e.q., as part of a larger, comprehensive guthentication process).
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Instead of transmitting the actual location from the client device, only an assurance level
may be transmitied which is based (at least in parl) on the geclocation data, thereby
protecting the user’'s privacy.

{01511 One embodiment employs the following operations for user/device enroliment
and registration with a relying party:

{01821 1. The user picks and specifies one or more locations where he/she usually
performs authentication with websites. This may be a region within a predefined miles
or specific locations (like office, home, transportation route, etc). These selected
locations may be stored locally on the client device and will not be sent io the relying
party. These operations may be performed by the location authentication module 231
described above,

{01831 2. In one embodiment, after enroliment is complete, the client device shares
a key with the relying party over a secure communication channel {e.g., using secure
communication module 213 and other registraiion technigues described herein).

{0154} In one embodiment, the following operations are performed during
authentication:

[0155] 1. The client device determines its current localion using one or more
geolocation technigues (e.q., reirieving the current location using a location sensor 241
such as an embedded GPS chip).

[0156] 2. The location authentication moduie 231 on the client compares the current
location with already enrolled locations and produces a score indicating the distance
(e.g., from 0-100). The assurance calculation module 212 may then include the score in
its assurance calculations (as described above).

[0157] 3. the client device generales a signature, signs the score/assurance level
and sends it to the relying party 250 for final authentication.

. COMPOSITE AUTHENTICATORS

{0158] Some of the embodiments of the invention described herein employ client-

side "Authenticators” which encapsulate the following security-relevant funchions:

1. Storing and using a cryptographic attestation key

2. (Generating, storing and using cryptographic authentication keys
3. Local user verification or verification of user presence

4. Secure Display of information for the end user

{01591  In one embodiment, some of the above functions (e.g., 3 and 4) are optional.
in addition, one embodiment of the invention includes authenticators which implement

the following security objectives:
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1. Ensure that the Altestation Key: {a) is onfy used 1o attest Authentication Keys
generated and protected by the FIDO Authenticator; and (b) never leaves the FIDO
Authenticator boundary.

2. if local user verification (somelimes also referred {o as “user authentication™ is
claimed to be supported, ensure that: (a) the Authentication cannot be bypassed/forged
by a software application {(e.g. malware “entering” a PIN into the authenticator); (b) the
confidentiality of the Authentication dala is protected (e.g. malware cannot access a PIN
eniered by the user nor the reference data); and (¢) User Authentication is required
before generating a new authentication key and reach time before using such
authentication key.

{01607 One way to implement an authenticator is to implement all of the componenis
responsible for the above functions in a single module which is protected by a single
protective shell. For example the entire authenticator may be implemented in a Trusted
Application (TA) running in a Trusted Execution Environment (TEE) (e.g., on a client
platform which supports frusted execution). in this implementation, the TA is signed
ensuring that the Authenticator cannot be modified and the TEE protects the TA when
executed.

{01611 In one embodiment of the invention, each authenticator is logically subdivided
into a plurality of independent components each of which include independent security
and authentication capabilities. For example, in Figure 11, rather than implementing all
of the components responsible for the above functions in a single module which is
protected by a single shell, the autheniicaior 1100 is implemenied with two separaie,
independent authenticator components: a user verification component (UVC) 1101 and
an guthenticator kernel (AK) 1103, each with its own protection logic 1110 and 1112,
respectively. In this example, the AK 1103 securely manages altestation key{s) 1104
and authentication keys 1105 for the authenticator 1100 and the UVC 1101 manages
user verification/presence functions 1106 and secure display functions 1107 (specific
examples of which are described below and in the co-pending applications).

[0162] As discussed in detail below, the protection logic 1110, 1112 of each
component may include a component authentication engine for authenticating every
component with one or more other components executed on the client device (see, e.9.,
Figure 13 and associated text). In addition, the protection logic may leverage additional
hardware/software protection mechanisms built in o the client platform (2.g., such as

secure elements (SEs), chain of trust technology, trusted user interface technology, OS
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based protection mechanisms, efc.). Detlails associated with each of these
embodiments are set forth below.

[0163] Figure 12 illustrales an embodiment of the invention in which multiple logical
authenticators 1201-1202 are built from a set of protected authenticator components. In
particular, the component building blocks for logical authenticator 1201 include a user
verification component {UVC) 1210 for managing user verification and presence; a
display component (DC) 1212 for ensuring that information displayed to the end user is
exactly the information being confirmed by a transaction (i.e., “Whai you Seeg is whal
you Sign” or WYSIWYS); and an authenticator kernel (AK) component 1214 for securely
managing attestation keys 1215 {for attesting the model and/or integrity of the
authenticators to a relying party as part of a regisiration process) and authentication
keys 1216 {for establishing secure communications with relying parties using a unique
authentication key for each relying party). The component building blocks for logical
authenticator 1202 includes UVC 1220 for managing user verification and presence,
and an authenticator kernel {AK) component 1214 for securely managing attestation
keys 1215 and authentication keys 1216. Thus, in this example, multiple logical
authenticators share the same underlying AK component 1214 for managing and
protecting keys. In other embodiments of the invention, other types of components may
be shared between multiple authenticators. As discussed above, each of the
components is provided with its own, independent protection logic for ensuring that the
securily objectives set forth above are metl.

[0164] An authenticator built from components in this manner is referredto as a
“‘Composite Authenticator” because it is composed of separate individual components
gach having their own protective shell. One benefit to the composite authenticator
approach is that once a component has been built for one authenticator, it may be used
across muitiple authenticators, thereby allowing new secure authenticators o be built
more efficiently. For example, as shown in Figure 12, the same authenticator kernel
component 1214 is shared beiween two logical authenticators 1201-1202. In addition,
each authenticator component may be implemented in a manner which is optimized for
its specific needs. By way of example, and not limitation, a face recognition based
authenticator, whose biomelric segmentation and matching algorithm may be too big o
implement within a Secure Elements (Sks) or Trusted Execution Environments (TkEs),
can still leverage a SE/TEE for protecting its attestation and user authentication keys.
in this example, a user verification component (e.g., including segmentation and

matching algorithm) may be run ouiside of the SE/TEE while the authentication kernel
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component may be implemented within the SE/TEE. Similarly, a fingerprint based
Authenticator implemented in a TEE could still leverage a Sk authentication kernel for
protecting its attestation and user authentication keys and hence protecting against
hardware based aitacks like differential power analysis (DPA), for example.

{01651 In one embodiment, the following securily measures are implemented o
provide an acceptable level of security for the component authenticators described
herein (e.g., "acceptable” for meeting the security objectives specified above). These
security measures will be described with reference to Figure 13 which shows additional
details associated with each of the components 1210, 1212, 1214 used io implement
the authenticator 1201 in Figure 12.

1. Security Measure (SM} 1: In one embodiment, each component {e.g., the user

verification component 1210, display component 1212, or authentication kernel 1214
shown in Figures 12-13) has its own “component authentication key” pair (CAK) (e.g.,
CAK pairs 1304, 1305, and 13086, respectively), which is used to (potentially mutually)
regisier with other components and autheniicate messages sent to other componenis.
As indicated in Figure 13, each component 1210, 1212, 1214 includes component
authentication logic 1301, 1302, 1303, respectively, for entering into inter-component
authentication transactions using the CAK pairs 1304, 1305, 1308, respectively. In one
embodiment, the CAK pairs 1304, 1305, 1306 are public/private key pairs, although the
underlying principles of the invention are not limited to such an implementation. In this
implementation, each of the components is provided with the public keys of those
components with which it needs 1o authenticate. For example, the UVC 1210 knows the
public keys (or at least can verify the public keys) 1321 of the DC and AK; the DC 1212
kriows the public keys 1321 of the UVC and AK; and the AK 1214 knows the public keys
of the DO and UVG. In one embodiment, on startup, a component initially enters info a
registration transaction with the other components with which it must communicate by
sharing its public keys with those components. It may then authenticate with those
components using the technigues described below.

2. Security Measure (SM} 2: Each component is capable of authenticating other

components it receives messages from by verifying the public CAK of these
componenis. For example, in Figure 13, the AK 1214 can verify the public CAKs of all
UVCs 1210 and DCs 1212 it supports {i.e., the public key in CAK pairs 1304 and 1305).
The UVC and DC may also verify the AK 1214’s public CAK (i.e., in CAK pair 1306) i

mutual authentication is implemented.
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[0166] Figure 14 is a transaction diagram illustrating how authentication between two
components (the AK 1214 and DC 1212) may be implemented. At transaction 1400,
the component authentication logic 1303 of the AK generates a challenge and sends it
to the component authentication logic 1302 of the DC in transaction 1401, In one
embodiment, the challenge is a random number or nonce selecied by the component
authentication logic 1303. In operation 1402, the component authentication logic 1302
of the DC generates a signature over the challenge and potentially additional data (e.g.
whether user has approved the contents of the transaction) using the private key from
its CAK pair 1305. As is understood by those of skill in the art, generating a signature
may involve implementing a hash function over the challenge using the private key. At
transaction 1403, the component authentication logic 1302 of the DC sends the
signature back to the component authentication logic 1303 of the AK for verification.
The component authentication logic 1303 of the AK now knows the challenge (e.q., the
nonce which it previously generated), the signature generated using the private key of
the DC’s CAK pair, and the public key of the DC's CAK pair. In transaction 1404, it
uses the public key of the BC's CAK pair to verify the signature using the random
number, thereby authenticating the DC. The DC may also verify the AK 1214’s public
key using a similar set of transactions if mutual authentication is implemented.

3. Security Measure (5M) 3: Depending on the specific implementation, additional

security mechanisms may be leveraged to protect the communication between the
components. These additional security mechanisms are illustrated in Figure 13 as
supplemental hardware/software protection mechanisms 1310. By way of example, and
not limitation, these hardware/software protection mechanisms 1310 may include those
mechanisms built in to the client platiorm such as secure elements (8Es), Chain of
Trust technology, Trusted User interface technology, OS level access control
mechanisms, white box encryption, code obfuscation and runtime integrity protection, to
name a few. Using ARM® TrustZone™ or similar technology, for example, the
operaling system may restrict access to the AK’s application programming interface
(AP 1o only trusted programs {e.g., such as legitimate UVCs and DCs). As another
example, the operating system may also add the UVC’s or DC’s package identifier to
any APl call to the AKL It should be noted, however, that the underlying principles of the
invention are not limited to the specific hardware/software prolection mechanisms
discussed above.

{0167} By way of example, in one embodiment, the AK 1214 is implemented as an
applet in a Secure Element which provides good protection mechanisms for
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cryptographic keys but has no user interface. A UVC 1210 may be implemenied as a
combination of hardware {e.g., a Fingerprint Sensor) and Trusted Application within a
Trusted Execution Environment, both leveraging the ARM TrustZone or similar
technology. A DC 1212 may be implemented as a Trusted Application using the
“Trusted User Interface” capabilily as defined by the Global Platform. Thus, in this
embodiment, when a user swipes a finger on the fingerprint sensor, the trusted
application is started and verifies the fingerprint data against stored reference data. A
score is then sent {o the AK 1214, implemented as a Secure Element, which then enters
into a series of authentication transactions with the relying party 1320 to authenticate
the user {(e.g., as described in the co-pending applications).

{0168} In addition, a different UVC may be implemented as software component
running in a Rich-08 {e.g., Android) using a combination of white box encryption, code
obfuscation and runtime integrity protection. It could for example use the integrated
video camera in combination with face recognition software. Ancther UVC may be
implemented either as a Trusted Application or software running on a Rich-OS using a
combination of white box encryption, code obfuscation and runtime integrity protection
and providing a PIN based user verification method.

[0169] Thus, the component-based approach described herein is easily adaptable fo
the requirements of different authentication techniques. For example, some types of
authentication such as voice recognition and facial recognition need o be implemented
as a software component using a normal, rich operating system, because of the
significant storage requirements and hardware interface requirements of these
authentication types. All of these different types of authentication may be implemented
in a secure trusted manner using different UVC components which ulilize the same AK
component {(which, as discussed, may be implemenied as a Secure Element.

{01701 Note that with the above approach, the various components logically
communicaie using cryptographically protected (e.g. signed) messages. This logical
communication may still be “facilitated” by some other entity (e.g., such as the secure
transaction logic discussed below). Moreover, in one embodiment, the logical inter-
component messaging described herein is fransparent to the relying party 1320 which
enters into attestation and authenticalion transactions directly with the authenticator
kernel 1214 (e.g., using the attestation key 1215 and authentication keys 1216,
respeciively). In one embodiment, the AK uses the allestation key 1215 to validate the
model and/or integrity of the authenticator during registration. For example, the relying
parly may send a challenge which the AK signs using the attestation key 1215, The
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relying party then uses a corresponding key o validate the signature {e.g., a public key
if the attestiation key is a private key). Once an authenticator has registered with a
relying party, an authentication key 1216 is assigned {o that relying party. The AK then
uses the authentication key 1216 associated with a relying party to ensure secure
communications with that relying party following registration.

{0171] As an additional security measure, in one embodiment, the component
authentication logic 1301-1303 of each component may delete ils CAK pairif a
component compromise is detecied.

{0172 Two different types of composite authenticators may be implemented utilizing
the underlying principles of the invention: “static” composite authenticators and
“dynamic” composite authenticalors.

Static Composite Authenticators

{01731 Referring to Figure 15, in one embodiment, a composite authenticator 1501
with the following properties is referred to herein as a “stalic” composite authenticator:
1. for each authenticator 1501, the Relying Party 1320 has/needs access to a public
attestation key {comresponding o attestation Key pair 215, but not the public
“Component Authentication Keys” (CAKs) 1304, 1306; and

2. for each supporied combination of components {e.g., UVC, DC and AK) a
specific Authenticator Attestation 1D {AAID) 1505 has been specified in advance.
{0174] Thus, as illustrated in Figure 15, for a static composite authenticator, each
distinct authenticator 1501 is identified by its specific AAID 1505. The AK owns one or
more atiestation key{s) 215 and also selecis one of the predefined AAIDs (and the
related attestation key) to be used when performing transactions with the relying party
1320.

{01758] Because the CAK palr is never shared with the relying party 1320, it can be
authenticator-specitfic without impacting the user's privacy. This also means that such
keys could be revoked individually if successful hacks to individual components are
detected. Because CAKs are not used as (publicly visible) “atiestation keys,” hacks of
components are nof considerad equivalent to hacks of authenticators. In addition, as
the communication and security mechanisms of the composite authenticator 1501 are
not visible outside of the authenticator, the implementation of static composite
authenticators doesn'’t affect the specifications defining the interactions between the
authenticator 1501 and the relying party 1320, In one embodiment, each component
1510, 1514 is assigned a unigue Component-1D which may be similar to an AAID, but it
is only relevant to the AK 1514 (and not to the RP or any other external entity).
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[0178] As an additional optimization, in one embodiment, the Online Certificale
Status Protocol {OCSP, BRECZ580) may be used as a revocation checking method {(e.g.,
“validation”) for each CAK certificate. More specifically, the AK 1514 may require a
sufficiently recent OCSP response for the certificates of the UVCs or DCs related to the
public CAK in order to accept the incoming message. The AK 1514 may also have one
single Attestation Key used for all AAIDs, or it could optionally have one attestation key
per AAID, or a combination thereof.

{01771  In one embodiment, the Al may maintain a static list of AAIDs. Alternatively, it
may accept AAIDs received from an external entity (e.g. UVC/DC) if it is part of a sighed
“AAID-Update” message used 10 update the list. In one embodiment, the AAID-Update
message has the following structure: Signature {signing_key, AAID | AK-Component-iD
| UVC’s/DCs public CAK}. The private signing_key may be owned by the AK vendor.
The public signing_Kkey is either directly part of AK’s TrustStore (in a TrustStore
implementation) or it can be verified using some certificate stored in the TrusiStore (i.e.
is chained 1o such a certificate).

[0178] The architecture of the user device 1500 Hiustrated in Figure 15 also includes
a browser/gpplication 1510 for establishing communication with the relying party 1320
and secure transaction logic 1520 for enabling communication with the authenticator,
For example, as illustrated, in one embodiment the secure fransaction logic 1520
enables message passing between the components 1510, 1514 of each authenticator
1501 by exposing an application programming interface (AP1) for the various
components, Thus, in this embodiment, all communicatlion among components such as
the exchange of registration data and messages, occurs via the secure transaction logic
1520. By way of example, the secure fransaction logic 1520 may be implemented as
the "secure transaction service” described in the co-pending applications {portions of
which are set forth below). The browser/application 1510 may be used to establish
communication with the relying party 1320 over a network such as the infernet.

Dynamic Composite Authenticators

{01791 Referring to Figure 16, a composite authenticator 1601 with the following
properties is a "dynamic composite authenticator” if:

1. the “Component Authentication Keys” (CAKs) 1604, 1604 are freated as
attestation keys such that the relying party 1320 has and needs the related public key o
verify the attesiation messages (e.q., referred to as “Key Registration Data” in the OSTP
specification); and
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2. the relying party 1320 receives multiple AAIDs 1602, 1603 {depending on the
number of components in the authenticator 1601). In one embodiment, it receives the
AAIDs 1602, 1306 of all components 1610, 1614 of the authenticator 1601 as part of a
registration message sent from the AK 1614 via the secure transaction logic 1620 and
browser/application 1610. While Figure 16 illustrates only a UVC 1610 and AK 1614,
an alternate embodiment {such as shown in Figure 3) sends the RP 1320 an AAID for
the AK, DC, and UVC. As mentioned, however, the underlying principles of the
invention are not limited to any particular set of components for implementing an
authenticator. In one embodiment, the registration message sent {o the RP 1320 also
has multiple {chained) signatures, one with the AK’s attestation key 1805 and one for
each of the other components (e.g., the UV(C’s attestation key 1604 and the DC’s
atiestation key (not shown)). As mentioned, in one embodiment, the AK 1614 includes
the other components altestation message(s) in its own attestation message 1o the RP
1320 if and only if it trusts the communication with the other components.

[0180] Thus, a dynamically composed authenticaior 1601 is implemenied by
dynamically combining mulliple components {or, said another way, composing two
authenticators to get a new authenticator). Because CAKs are relevant to BPs in this
implementation, they should not be authenticator specific in one embodiment to protect
the user’'s privacy. Instead they are sither pre-generated/injecied as shared keys or
they are authenlicated using a direct anonymous attestation (DAA) scheme, a
cryptographic protocol which enables authentication of a trusted platform while
preserving the user's privacy. As the mulliple AAIDs and the chained attestation
messages are visible to the RP, the implementation of dynamic composite
authenticators affects the authentication specification used between the authenticator
1601 and relying party 1320.

UVC / DC Assertion Verification

{01811 Regardless of whether dynamic or static authenticators are used, in one
embodiment, the UVC 210 and DC 212 send their output data such as user verification
result (UVC) and the user’s acceptance of the displayed fransaction text (BC) to the AK
214 so that it may be processed according to the authentication specification employed
between the AK 214 and the relying party 1320.

{0182] Forregistration, in an embodiment with static authenticators, the UVC 210 and
DC 212 may send a key registration message o the AK 214 which contains the
Component-iD (not the AAID), where the Component-iD is an identifier similar to the
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AAID, but only relevant to the AK. In one embodiment, the user authentication key of
the key registration message is emply and the key registration message is signed by
the CAK instead of the attestation key.

[0183] For authentication, in one embodiment, the UVC 210 and DC 212 create a
message signed by the CAK (not the user authentication key).

{0184} The foliowing verification steps are implemented by the AK in one embodiment
of the invention:

1. Lookup the internal trust store comtaining a list of acceptable public CAKs. The
public CAKs may either be directly stored in the TrustSiore, or there may be a public
key certificate for each of the CAKs chaining to a Root Certificate in the TrustStore.

2. The AK verifies the signature of the incoming data from UVC and/or DC using the
public CAK {e.g., as discussed above with respect to SM1 and 5M2).

3. Check additional platform-specific protection mechanisms such as the package
D of the incoming data or using similar platform-provided protection mechanisms.

4, Check the revocation status of the certificate containing the UVC's or DC’s public
CAK. As the AK is only interested in the revocation information of a very few number of
certificales/keys (i.e. the current UVC’s or DC’s), Online Certificate Status

Protocol (QCSP) (mentioned above) may be employed for revocation checking. The AK
is not assumed to have network cannection, so the OCSP response is expected as part
of the incoming data from the UVC and/er DC.

Optimized Verification Method

[0185] A further optimization may be implemented in one embodiment where
asymmetric key operations are {00 expensive compared to symmetric key operations.

In such a case, the Key Registration message created by the UVC and/or DC sent o
the AK contains a symmetric key SK (e.g. instead of an empty user authentication key
field as mentioned above). The modified Key Registration Data message generated by
the UVC and sent to the AK may be encrypied using the AK’s public CAK {or some
other trusted public key belonging 1o the target component). The modified signalure
message generated by the UVC and/or DC and sent to the AK is not asymmetrically
signed using CAK, but instead it is secured using a hash-based message authentication
code (HMAC) computed with the SKK. The AK verifies the HMAC using the symmetric
key received as part of the Key Registration Data message.

2. LOCATION-AWARE AUTHENTICATION TECHNIQUES
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[01868] One embodiment of the invention implements an authentication policy that
allows authentication mechanisms o be selected based on the physical location of the
client device being used for authentication. For example, the client and/or server may
make a determination of the physical location of the client device, and feed that location
to a policy engine that evaluates an ordered set of policy rules. In one embodiment,
these rules specify classes of locations and the authentication mechanism or
mechanisms that must be applied if the client location matches the location definition in
the rule.

{01871 As illustrated in Figure 17, one embodiment of the invention includes a client
device 1700 with an authentication policy engine 1710 for implementing the location-
aware authentication policies described herein. In particular, this embodiment includes
a location class determination module 1740 for using the current location of the client
device 1700, provided by location sensors 1741 (e.g., a GPS device), o identify a
current location “class.” As discussed in detail below, different location “classes” may
be defined comprising known geographical points and/or regions. Location class data
may be continuously updated and stored in a persistent location data storage device
1745 {e.g., a Hlash storage or other persistent storage device). The location class
determination module 1740 may then compare the current location provided by the
sensor(s) 1741 against the defined “classes” {0 determine a current location class for
the client device 1700.

{01881 In one embodiment, the relying party 1750 specifies the authentication policy
to be implemented by the authentication policy engine 1710 for each transaction {as
indicated by the dotted line from the relying party to the authentication policy engine).
Thus, the authentication policy may be uniguely lailored to the authentication
requirements of each relying party. In addition, the level of authentication required may
be determined based on the current transaction {(as defined by the authentication
policy). For example, a fransaction which requires a transfer of a significant amount of
money may require a relatively high authenticalion assurance threshold, whereas non-
monetary transaction may require a relatively lower authentication assurance threshold.
Thus, the location-aware authentication techniques described herein may be sufficient
for certain transactions but may be combined with more rigorous authentication
technigues for other transactions.

{0189] in one embodiment, the location class determination moduie 1740 provides
the determined class to an authentication policy module 1711 which implements a set of
rules fo identify the authentication techniques 1712 1o be used for the determined class.
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By way of example, and not limitation, Figure 18 illusirates an exemplary set of rules 1-
5 specifying one or more authentication technigues 1-5 which may be used for each
defined location class 1-5. Although illustrated as a table data structure in Figure 18,
the underlying principles of the invention are not imited to any particular type of data
structure for implementing the rule set.

{01801 Once the authentication policy engine 1710 selects a set of authentication
technigues 1712, the authentication policy engine 1710 may implement the techniques
using one or more explicit user authentication devices 1720-1721 and/or non-intrusive
authenticatlion techniques 1742-1743 o authenticate the user with a relying party 1750.
By way of example, and not limitation, the explicit user authentication 1720-1721 may
include requiring the user 1o enter a secret code such as a PIN, fingerprint
authentication, voice or facial recognition, and retinal scanning, to name a few.

{0181] The non-intrusive auwthentication techniques 1742-1743 may include user
behavior sensors 1742 which collect data related to user behavior for authenticating the
user. For example, the biometric gait of the user may be measured using an
accelerometer or other type of sensor 1742 in combination with software and/or
hardware designed to generate a gait "fingerprint” of the user's normal walking paitern.
As discussed below, other sensors 1743 may be used to collect data used for
authentication. For example, network data may be collected identifying
network/computing devices within the local proximity of the client device 1700 (e.g.,
known peer compulers, access poinis, cell towers, elc).

[0192] In one embodiment, secure storage 1725 is a secure storage device used 1o
store authentication keys associated with each of the authentication devices 1720-1721.
As discussed below, the authentication keys may be used o establish secure
communication channels with the relying party 1750 via a secure communication
module 1713,

{0183] Various different “classes” of locations may be defined consistent with the
underlying principles of the invention. By way of example, and not limitation, the
following classes of locations may be defined:

[0194] Class 1: The client is within a given radius of a specified location. In this
class, the associated authentication policy is applied if the current client location is
within an area bounded by a circle of a given radius, centered at a specified latitude and
fongitude.

{0195] Class 2: The client is within a specified boundary region. In this class, the
associated authentication policy is applied if the client is located within an area bounded
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by a polygon defined by an ordered set of latifude and longitude pairs (e.9., a closed
polygon).

[01968] Class 3: The client is outside a specified boundary. In this class, the
associated authentication policy is applied if the client is located outside an area
bounded by a polygon defined by an ordered set of latilude and longitude pairs (e.g., a
closed polygon).

{01971 In one embodiment, additional classes are defined using Boolean
combinations of the classes and policy rules defined above. For example, the Boolean
operations AND, OR, NOT, and the nesting of Boolean operations allow the expression
of complex conditions. Such policies could be used, for example, to implement a policy
that applies when the client is localed in one of a variely of facilities owned by a
company.

{0188} Various different mechanisms may be used to determine the current physical
location of the client (represented generally in Figure 17 as location sensors 1741),
including, but not limited to the following:

{01981 GPS: Embedded GPS sensors can directly provide details on the location of
the client. New emerging standards seek to add authentication of the location provided
as a capability thai address this shorfcoming in current GPS solutions.

{0200] Geo-iP Lookup: Reverse lookups of the client’s IP address can be used to
determine a coarse approximation of the client’s location. However, the trustworthiness
of the location obtained through this method requires the IP address to be
cross-checked against blacklisis of known compromised hosts, anonymizing proxy
providers, or similar solutions designed to obfuscate the source IP address of the host.
[0201] Cell Tower Triangulation: Integration between the client, the server, and
wirelesg carrier infrastructure could allow the client and server {0 perform high resolution
determination of physical location using cellular signal strength triangulation.

[0202] Wi-Fi Access Point Triangulatiom: A higher resclution method 1o determing
physical location is to triangulate the signal strength of nearby Wifi access points with
known physical locations. This method is particularly effective in determining the
location of a device within facilities.

[0203] Location Displacement inference: A device’s exact location may be
unknown, but a statistical probability of location may be used as an approximation for
the purpose of evaluating policy. This may be calculated by noting the change in the
device’'s position relative to a starting point with a known location; the user’s device may

have, in the pasi, had a known starting point, and in the inferim has moved a known or
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estimate distance and bearing, allowing an approximaie location to be calcuiated.
Possible methods to calculate the displacement from the starting point may include
inferring distance travelled using measuremenis gathered from an accelerometer (i.e.
using the accelerometer to measure how far the user walked based on gait
measurement), changes in signal strength from a known, stationary set of signal
sources, and other methods.

[0204] Figure 19 illustrates one embodiment of a method for implementing &
location-aware authentication policy. The method may be executed within the context
of the system architecture shown in Figures 17-18 but is not limited to any particular
systemn architecture.

[0205] Al 1901 the clienf’s location is identified using one or more available
techniques (e.g., GPS, triangulation, pesr/network device detection, etc). At 1902, one
or more location classes (and potentially Boolean combinations of classes) are
identified for the current location based on an existing set of policy rules. At 1903, one
or more authentication technigues are identified according io the location class{es). For
example, if the client device is currently at a location known to be the user's home or
office or within a defined radius of ancther trusted location, then minimal (or no)
authentication may be required. By conirast, if the clieni device is currently at an
unknown iocation and/or a location known {0 be unirusted, then more rigorous
authentication may be required {e.g., biometric authentication such as a fingerprint
scan, PIN entry, elc). Al 1904, the authentication technigues are employed and if
authentication is successiul, determined at 1805, then the transaction requiring
authentication is authorized at 1906.

[0206] As mentioned above, the level of authenticalion required may be delermined
based on the current transaction. For example, a transaction which requires a transfer
of a significant amount of money may require a relatively high authentication assurance
threshold, whereas non-monetary transaction may require a relatively lower
authenticalion assurance threshold. Thus, the location-aware guthentication techniques
described herein may be sufficient for certain transactions but may be combined with
more rigorous authentication techniques for other transactions.

{02077 I authentication is not successiul, then the transaction is blocked at 1807, At
this stage, the transaction may be permanently blocked or additional authentication
steps may be requested. For example, if the user entered an incorrect PIN, the user
may be asked o re-enter the PIN and/or perform biometric authentication.
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[0208] The embodimenis of the invention described herein provide numerous
benefits to authentication systems. For example, the described embodiments may be
used to efficiently block access from unauthorized locations, reducing unauthorized
access by limiting the location from which users are permitied to alternpt authentication
{e.q., as defined by location clagses). In addition, the embodiments of the invention
may selectively require stronger authentication to respond to location-specific risks. For
example, the relying party can minimize the inconvenience of authentication when a
user is entering into a fransaction from a known location, while retaining the ability 1o
require stronger authentication when the user/client is connecting from an unknown or
unexpected location.  Moreover, the embodiments of the invention enable location-
aware access o information. Alternatively, a location-ceniric policy may be used by a
relying party 1o provide a user with additional access to location-specific information. By
way of example, and not limitation, a user located in a Walmart may be granted access
to special offers from Amazon.com when the user logs into their Amazon.com account
on their mobile phone.

[0208] As mentioned above, the location of the client device 1700 may be determined
using a variety of different technigues. In one particular embodiment, the definition of &
“location” may not be tied o a set of physical coordinates {(as with GPS), but instead be
prescribed by the presence of a set of peer devices or other types of network devices.
For example, when at work, the client’s wireless network adapters {e.g., Wili adapter,
Biuetooth adapter, LTE adapter, elc) may “see” a set of peer network devices (e.g.,
other computers, mobile phones, tablets, etc) and network infrastruciure devices (e.g.,
Wifi access points, cell towers, elc) on a consistent basis. Thus, the presence of these
devices may be used for authentication when the user is at work. Other locations may
be defined by the presence of devices in a similar manner such as when the user is at
home.

[0210] For example, using the technigues described herein, a location may be
defined as "with my work colleagues” or "at work” where the presence of a set of peer
devices known to be owned by the user's work colleagues may be used as a proxy for
the risk that needs to be mitigated by authentication policy. For example, if a useris
surrounded by a set of known peer devices or other types of network devices, then the
user may be deemed to be less of a risk than if no known devices are detecied.

[0211] Figure 20 illustrates one embodiment in which a "location” is defined by a set
of peer devices and other network devices. In the illustrated example, the client device
1700 “sees” two different peer devices 2005-2006 {(e.q., client computers, mobile
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phones, tablets, etc); two different wireless access points 2010-2011; and two different
cell towers 2020-2021. As used herein, the client device 1700 may “see” without
formally establishing a connection with each of the cther devices. For example, the
client may see a variety of peer devices connected o the work LAN and/or may see the
wireless signals generated by those devices regardiess of whether the clieni connects
to those devices. Similarly, the client device 1700 may see the basic service set
identification (BSSID) for a variely of different Wifi access points (e.g., Wili from nearby
hotels, coffee shops, work Wifi access poinis). The client device 1700 may alsc see a
variaty of different cell towers 2020-2021, potentiaily even those operated by different
cell carriers. The presence of these devices may be used to define a location
“fingerprint” for the user’s work location.

[0212] As illustrated, device proximity detection logic 2001 on the client device 1700
may capture data related o visible devices and compare the resulis against historical
device proximity data 2004. The historical device proximity data 2004 may be
generated over time and/or through a training process. For example, in one
embodiment, the user may specify when he/she is at work, at home, or at other
locations {(either manually, or when prompted o do so by the client 1700). In response,
the device proximity detection logic 2001 may deteci the devices in the vicinity and
persistently store the results as historical device proximity data 2004. When the user
subsequently returns to the location, the device proximity detection logic 2001 may
compare the devices that it currently “sees” against the devices siored as historical
proximily data 2004 1o generate a correlation between the two. In general, the sironger
the correlation, the more likely it is that the client is at the specified location. Over time,
devices which are seen regularly may be prioritized above other devices in the hislorical
device proximity data 2004 (e.g., because these devices tend o provide a more
accurate correlation with the user’s work location}.

{0213] In one embodiment, the authentication policy engine 1710 may use the
correlation results provided by the device proximity delection logic 2001 to determine
the level of authentication required by the user for each relying party 1750. For
example, if a high correlation exisis (i.e., above a specitied threshold), then the
authentication policy engine may not require explicit authentication by the end user. By
contrast, if there is a low correlation between the user’s current location and the
historical device proximity data 2004 {i.e., below a specified threshold}, then the
authenticalion policy engine 1710 may require more rigorous authenticalion (2.g., a

biometric authentication such as a fingerprint scan and/or requesting PIN eniry).
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[0214] In one embodiment, the device proximity detection logic 2001 identifies the set
of other devices that are in the client’s proximity which have been authenticated. For
example, if several of a user's colieagues have already authenticated successiully, then
there may be less risk associated with allowing the user to access ceriain data with a
less reliable authenticator, simply because the user is operaling in the presence of
hisfher peers. In this embodiment, peer-io-peer communication over standards such as
802.11n may be used to collect authentication tokens from peers that can be used fo
prove those peers have already authenticated.

[0215] In another embodiment, the device proximity detection logic 2001 may also
detect a previously authenticated device that is paired with the user’s client {e.g., such
as the user’s mobile phone or fablet). The presence of another authenticated device
that is used by the same user that is attempting to authenticate may be used as an input
to the authentication decision, particularly when accessing the same application.

[0216] In one embodiment, the historical device proximily data 2004 is coliected and
shared across muitiple devices, and may be stored and maintained on an intermediaie
authentication service. For example, a history of groups of peers and network devices
in each location may be fracked and siored in a central database accessible (o the
device proximity detection logic 2001 on each device. This dalabase may then be used
as an input to determine the risk of an attempted authentication from a particular

{ocation.

E. EMBODIMENTS FOR CONFIRMING LOCATION USING SUPPLEMENTAL
SENSOR AND/OR LOCATION DATA
{02171 As mentioned above, one embodiment of the invention leverages data from
additional sensors 1743 from the mobile device to provide supplemental inputs to the
risk calculation used for authentication. These supplemental inputs may provide
additional levels of assurance that can help to sither contirm or refute claims of the
location of the end user’s device.
[0218] As illustrated in Figure 21 the additional sensors 1743 which provide
supplemental assurance of the device’s location may include temperature sensors
2101, humidity sensors 2102 and pressure sensors 2103 {e.g., barometric or allimeter
pressure sensors). In one embodiment, the sensors provide temperature, humidily, and
pressure readings, respectively, which are used by a supplemental data correlation
moduie 2140 of the authentication policy engine 1710 to correlate against supplemental
data 2110 known about the location provided by the location sensor{s) 1741 (or the

38



WO 2019/140192 PCT/US2019/013199

location derived using the various other techniques described herein). The results of
the correlation are then used by the authentication policy module 1711 to select one or
more authentication techniques 1712 for a given fransaction. As indicated in Figure 21,
the supplemental location data 2110 may include dala collected from external sources
(e.g., the internet or other mobile devices) and iocal data sources (e.g., historical data
coliected during periods when the device is known 1o be in possession of the legitimate
user}.

{0219] The supplemental data correlation module 2140 may use the data provided by
the additional sensors 1743 in a variety of different ways 1o correlate against the
suppiemental location data 2110. For example, in one embodiment, the supplemental
location data 2110 includes current local meteorological conditions at the location
provided by the location sensor(s) 1741, By comparing the humidity, temperature, or
baromelric pressure gathered from the additional sensors 1743 against real-time local
weather data 2110, the supplemental data correlation module 2140 identifies cases
where the sensor data is inconsistent with local conditions. For exampile, if the client
device's GPS reading indicates that the device is outside, yet the temperature, humidity,
or barometric pressure are not consistent with the local weather conditions, then the
supplemental data correlation module 2140 may generate a low correlation score and
the location may be deemed less trustworthy. Consequently, the authentication policy
module 1711 may require more rigorous authentication techniques 1712 {e.q.,
fingerprint, PIN entry, elc) to approve a transaction.

[0220] As another example, by comparing the altitude provided by an altimeter
pressure sensor 2103 against the known geographical or network topology of the
claimed location (provided with the supplemental location data 2110}, the supplemental
data correlation module 2140 may identify discrepancies that signal the claimed location
is not genuine. For example, if a reverse IP lookup of the user’s claimed location
identifies them as being in the Andes Mountains, but altimeter data from the device
indicates the device is at sea level, then the supplemental data correlation module 2140
may generate a low correlation score and the location may be deemed less trustworthy.
As a result of the low correlation score, the authentication policy module 1711 may
attempt to mitigate the higher risk with stronger authentication for the transaction.
[0221] In one embodiment, the supplemental data correlation module 2140 compares
data gathered from sensors 1743 on the user’s device against multiple other end users
in the immediate area to identify anomalies thal suggest the user is nol operating in the
same physical location as those known users. For example, if a set of authenticated

40



WO 2019/140192 PCT/US2019/013199

users are identified who are operating the same physical area, and all of those users’
devices note that the iocal temperature in the area is 10°C, the supplemental data
correlation module 2140 may generate a low correlation score for an end user whose
temperature sensor 2101 indicates the local temperature is 20°C. As a result, the
authentication policy 1711 may require more rigorous authentication techniques 1712.
[0222] As yet another example, the supplemental data correlation module 2140 may
compare current readings against historical data for a particular user. For example, as
mentioned, sensor data may be analyzed during periods of time when the user is Known
to be in possession of the device 1700 {(e.g., for a time period following an explicit
authentication). The supplemental data correlation module 2140 may then look for
discontinuities in the local data to identify suspicious behavior. For example, if the user’s
ambient temperature normally floats between 10°C and 20°C and it is currently at 30°C,
this may indicate the user is not in a typical location, thereby generating a low
correlation and causing the authentication policy module 1711 1o require an additional
level of scrutiny for a transaction.

{02237 The supplemental data correlation module 2140 may perform various different
types of correlations between sensor data and supplemental location dala while still
complying with the underlying principles of the invention. For example, various known
correlation mechanisms may be used to determine the stalistical relationship between
the two sets of data. In one embodiment, the correlation score provided to the
authentication policy engine 1711 comprises a normalized value {e.g., between 0-1)
indicating a level of correlation. In one embodiment, various threshold levels may be
set for detected differences between the sensors 1743 and supplemental location data
2110. For example, if the temperature sensor 2101 measures a temperature of more
than 3 degrees off of the current temperature {gathered from other devices or the
internet}, then a first threshold may be triggered (resulting in a lowering of the
correlation score). Each additional 3 degrees off from the current temperature may then
result in a new threshold being met (resulting in a corresponding lowering of the
correlation score). It should be noted, however, that these are merely examples of one
embodiment of the invention; the underlying principles of the invention are not limited to
any particular manner of performing a correlation.

{02241 A method in accordance with one embodiment of the invention is iltustrated in
Figure 22. At 2201, the current location being reporied by the client device {(e.g., via
the GPS module on the device) is read. At 2202, supplemental location data is
collected for the reporied location along with sensor data from the client device. As
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mentioned above, the supplemental location data may be collected locally or remotely
{e.g., from other clients and/or servers on the internet) and may include data such as
the current temperature, pressure and/or humidity for the reported location. The sensor
data may be provided by temperature sensors, barometric or altimeter pressure
sensors, and/or humidily sensors.

[0225] A1 2203, a correlation is performed between the supplemental location data
and the sensor data provided by the device sensors. In one embodiment, a relatively
higher correlation will result in a relatively higher correlation score at 2204 whereas
lower correlations will resull in relatively lower correlation scores. As mentioned, in one
embodiment, the correlation score is a normalized value {(e.g., between (-1} indicating
the similarity between the sensor readings and supplemental data.

[0226] At 2205 one or more authentication technigues are selected based {at least in
part) on the correlation score. For example, if a relatively low correlation score is
provided, then more rigorous authentication techniques may be selected whereas if a
relatively high correlation exists then less rigorous authentication techniques may be
selected (potentially those which do not require explicit authentication by the end user).
{02277 W the user successfully authenticales using the selected technigues,
determined at 2206, then the fransaction is allowed 1o proceed at 2207. If not, then the
transaction is blocked at 2208,

[0228] Numerous benefits are realized from the above embodiments. For example,
these embodiments provide an additional level of assurance for location data gather
from other sources: Allows the organization to supplement location data gathered from
other sources {IP, GPS, efe) in order to gain additional assurance that the location is
authentic. In addition, the embodimenis of the invention may block a transaction from
an unauthorized location, reducing unauthorized access by limiting the location from
which users can even attempt authentication. Moreover, these embodiments may force
stronger authentication 1o respond to location-specific risks (8.¢., the relying party can
minimize the inconvenience of authentication when the user is accessing information
from a known iocation, while retaining the ability to require stronger authentication when
the user/client is accessing from an unknown or unexpected location, or a location

whose vergcity can't be sufficiently qualified using multiple inputs).

F. ADAPTIVE APPLICATION OF AUTHENTICATION POLICY BASED ON
CLIENT AUTHENTICATION CAPABILITIES
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[0229] Asillustrated in Figure 23, one embodiment of the invention includes an
adaptive authentication policy engine 2345 that allows an organization — e.¢., a relying
party with secure transaction services 1750 (hereinafter simply referred {o as the
“relying party”) — to specify which types of authentication are appropriate for a particular
class of interactions. As illustrated, the adaptive authentication pdlicy engine 2345 may
be implemented as a module within the authentication engine 2311 executed at the
relying party 1750. in this embodiment, the adaptive authentication policy engine 2345
execules in accordance with a policy database 2325 containing data for existing
authentication devices 2328, authentication device classes 2328, interaction classes
2327, and authentication rules 2326.

[0230] In one embodiment, the authentication device data 2329 comyprises dala
associated with sach of the explicit user authentication devices 1720-1721 known to be
used with clients 1700. For example, the policy database 2325 may include an entry for
a "Validity Model 1237 fingerprint sensor along with technical details related fo this
sensor such as the manner in which the sensor stores sensitive daia {(e.g., in
cryptographically secure hardware, EAL 3 certification, etc) and the false acceptance
rate {indicating how reliable the sensor is when generating a user authentication result).
{02311 In one embodiment, the authentication device classes 2328 specify logical
groupings of authentication devices 2329 based on the capabilities of those devices.
For example, one particular authentication device class 2328 may be defined for (1)
fingerprint sensors (2) that store sensitive data in cryptographically secure hardware
that has been EAL 3 ceriified, and (3} thal use a biometric matching process with a false
acceptance rate less than 1 in 1000. Another device class 2328 may be (1) facial
recognition devices (2) which do not store sensitive data in crypiographically secure
hardware, and (3} that use a biometric matching process with a false acceptance rate
less than 1 in 2000, Thus, a fingerprint sensor or facial recognition implementation
which mests the above criteria will be added to the appropriate authentication device
class(es) 2328.

{02321 Various individual attributes may be used to define authentication device
classes, such as the type of authentication factor (fingerprint, PIN, face, for example),
the level of security assurance of the hardware, the location of storage of secrets, the
location where cryptographic operations are performed by the authenticator (e.g., ina
secure chip or Secure Enclosure), and a variety of other altributes. Another set of
altributes which may be used are related 1o the location on the client where the

"matching” operations are performed. For example, a fingerprint sensor may implement
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the capture and storage of fingerprint templates in a secure storage on the fingerprint
sensor itself, and perform all validation against those templates within the fingerprint
sensor hardware itself, resulting in a highly secure environment. Alternatively, the
fingerprint sensor may simply be a peripheral that caplures images of a fingerprint, but
uses software on the main CPU to perform all capture, storage, and comparison
operations, resulting in a less secure environment. Various other attributes associated
with the “maiching” implementation may also be used to define the authentication
device classes {e.g., whether the matching is {or is not) performed in a secure slement,
trusted execution environment (TEE)), or other form of secure execution environment).
[0233] Of course, these are merely examples for illustrating the concept of
authentication device classes. Various additional authenticalion device classes may be
specified while still complying with the underlying principles. Moreover, it should be
noted that, depending on how the authentication device classes are defined, a single
authentication device may be categorized into multiple device classes.

[0234] In one embodiment, the policy database 2325 may be updaied periodically to
include data for new authentication devices 2329 as they come to market as well as
new authentication device classes 2328, potentially containing new classes into which
the new authentication devices 2329 may be classified. The updaies may be performed
by the relying party and/or by a third party responsible for providing the updates for the
relying party (e.g., a third party who sells the secure transaction server platforms used
by the relying party).

[0235] In one embodiment, interaction classes 2327 are defined based on the
particular transactions offered by the relying party 2325, For example, if the relying
party is a financial institution, then interactions may be categorized according 1o the
monetary value of the transaction. A “high value interaction” may be defined as one in
which an amount of $5000 or more is involved (e.q., transferred, withdrawn, etc); a
“medium value interaction” may be defined as one in which an amount between $500
and $4999 is involved; and a “low value transaction” may be defined as one in which an
amount of $499 or less is involved.

[0236] In addition to the amount of money involved, interaction classes may be
defined based on the sensitivity of the data involved. For example, transactions
disclosing a user's confidential or otherwise private data may be classified as
“confidential disclosure interactions” whereas those which do not disclose such data
may be defined as “non-confidential disclosure interactions.” Various other types of

44



WO 2019/140192 PCT/US2019/013199

interactions may be defined using different variables and a variety of minimum,
maximum, and intermediate levels.

{02371 Finally, a set of authentication rules 2326 may be defined which involve the
authentication devices 2329, authentication device classes 2327, and/or interaction
classes 2327. By way of example, and not limitation, a particular avthentication rule
may specify that for “high value transactions” (as specified by an interaction class 2327}
only fingerprint sensors that store sensitive data in cryplographically secure hardware
that has been EAL 3 ceriified, and that use a biometric malching process with a false
accepiance rate less than 1 in 1000 {(as specified as an authentication device class
2328} may be used. if a fingerprint device is not available, the authentication rule may
define other authentication parameters that are acceptable. For example, the user may
be reqguired to enter a PIN or password and alse to answer a series of personal
guestions (e.g., previously provided by the user o the relying party). Any of the above
individual atiributes specified for authentication devices and/or authentication device
classes may be used to define the rules, such as the type of authentication factor
{(fingerprint, PIN, face, for example), the level of security assurance of the hardware, the
location of storage of secrels, the location where cryptographic operations are
performed by the authenticator.

{0238] Alternatively, or in addition, a rule may specify that certain attributes can take
on any value, as long as the other values are sufficient. For example, the relying party
may specify that a fingerprint device must be used which stores iis seed in hardware
and performs computations in hardware, but does not care about the assurance level of
the hardware {(as defined by an authentication device class 2328 containing a list of
authentication devices meeting these parameters).

{02391 Moreover, in one embodiment, a rule may simply specify that only specific
authentication devices 2329 can be used for authenticating a particular type of
interaction. For exampile, the organization can specify that only a "Validity Model 123
fingerprint sensor” is acceptable.

{02401 In addition, a ruie or set of rules may be used to create ordered, ranked
combinations of authentication policies for an interaction. For example, the rules may
specify combinations of policies for individual authenticalion policies, allowing the
creation of rich policies that accurate reflect the authentication preferences of the relying
party. This would allow, for example, the relying party o specify that fingerprint sensors
are preferred, but if none is available, then either trusted platform module (TPM)-based
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authentication or face recognition are equally preferable as the next best alternatives
{e.g., in a prioritized order).

[0241] In one embodiment, the adaptive authentication policy engine 2345
implemenis the authenticalion rules 2326, relying on the interaction classes 2327,
authentication device classes 2328, and/or authentication device data 2329, when
determining whether 1o permit a fransaction with the client 1700. For exampile, in
response to the user of the client device 1700 altempling o enter into a transaction with
the relying party website or other online service 2346, the adaptive authentication policy
engine 2345 may identify a set of one or more interaction classes 2327 and associated
authentication rules 2328 which are applicable. It may then apply these rules via
communication with an adaptive authentication policy module 2350 on the client device
1700 (illustrated in Figure 23 as a component within the client’s authentication engine
2310). The adaptive authentication policy module 2350 may then identify a set of one
or more authentication technigues 2312 to comply with the specified authentication
policy. For example, if a prioritized set of authentication techniques are specified by the
adaptive authentication policy engine 2345 of the relying party, then the adaptive
authentication policy module 2350 may select the highest priority authentication
technigue which is available on the client 1700.

{02427 The results of the authentication technigues 2312 are provided 1o an
assurance calculation module 2340 which generates an assurance level that the current
user is the legitimate user. In one embodiment, if the assurance level is sufficiently
high, then the client will communicate the resulis of the successiul authentication 1o the
authentication engine 2311 of the relying party, which will then permit the transaction.
[0243] In one embodiment, data from the client device sensors 1741-1743 may also
be used by the assurance calculation module 2340 to generate the assurance level.
For example, the location sensor (e.g., a GPS device) may indicate a current location
for the client device 1700. If the client device is in an expected location (e.g., home or
work), then the assurance calculation module 2340 may use this information fo increase
the assurance level. By conirast, if the client device 1700 is in an unexpected location
{e.g., a foreign country not previously visited by the user), then the assurance
calculation module 2340 may use this information (o lower the assurance level (thersby
requiring more rigorous explicit user authentication to reach an acceplable assurance
level). As discussed above, various additional sensor data such as temperature,
humidity, accelerometer data, etc, may be integraied info the assurance level

calculation.

46



WO 2019/140192 PCT/US2019/013199

[0244] The system illustrated in Figure 23 may operate differently based on
specificity with which the client authentication capabilities and other information are
cormmunicated to the relying party. For example, in one embodiment, the specific
models of each of the explicit user authentication devices 1720-1721 and specific
details of the security hardware/software and sensors 1741-1743 on the client device
1700 may be communicated {0 the relying party 1756, As such, in this embaodiment, the
adaptive authentication policy engine 2345 may specifically identify the desired mode(s)
of authentication, based on the authentication rules implemented for the current
transaction and the risk associated with the client. For example, the adaptive
authentication policy module 2345 may request authentication via the "Validity Model
123" fingerprint sensor installed on the client for a given transaction.

{0245] In ancther embodiment, only a generic description of the authentication
capabilities of the client device 1700 may be provided to protect the user’s privacy. For
example, the client device may communicate that it has a fingerprint sensor that stores
sensilive data in a crypiographically secure hardware that has been EAL 3 cerlified
and/or that uses a biometric matching process with a false acceptance rate less than 1
in N. 1t may specify similar generic information related o the capabilities and
specifications of other authentication devices, without disclosing the specific models of
those devices. The adaptive authentication policy engine 2345 may then use this
general information to categorize the authentication devices in applicable authentication
device classes 2338 within the database 2325. Inresponse to a request to perform a
transaction, the adaplive authentication policy module 2345 may then insiruct the client
device 1700 to use a particular authentication device if its class is sufficient to complete
the transaction.

[0246] In yet ancther embodiment, the client device 1700 does not communicaie any
data related fo its authentication capabilities o the relying parly. Rather, in this
embodiment, the adaptive authentication policy module 2345 communicates the level of
authenticatlion required and the adaptive authentication policy module 2350 on the client
selects one or more authentication techniques which meet that level of authentication.
For example, the adaptive authentication policy module 2345 may communicate that the
current transaction is classified as a “high value transaction” (as specified by an
interaction class 2327} for which only certain classes of authentication devices may be
used. As mentioned, it may also communicate the authentication classes in a prioritized

manner. Based on this information, the adaptive authentication policy module 2350 on
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the client may then select one or more authentication techniques 2312 required for the
current iransaction.

[0247] As indicated in Figure 23, the client device 1700 may include its own policy
database(s) 2390 to store/cache policy data for each relying party. The policy database
2390 may comprise a subset of the data stored within the policy database 2325 of the
relying party. In one embodiment, a different set of policy data is stored in the database
2390 for each relying party (reflecting the different authentication policies of each relying
parly}). In these embodiments, the mere indication of a particular category of transaction
{e.g., a “high value transaction,” “low value fransaction”, eic) may be sufficient
information for the adaptive authentication policy module 2350 on the client device 1700
to select the necessary authentication techniques 2312 (i.e., because the rules
associated with the various transaction types are available within the local policy
database 2380). As such, the adaptive authentication policy module 2345 may simply
indicate the interaction class of the current transaction, which the adaptive
authentication policy module 2350 uses to identify the authentication technigues 2312
based on the rules associated with that interaction class.

[0248] A method for performing adaptive authentication based on client device
capabilities is illustrated in Figure 24. The method may be implemented on the system
flustrated in Figure 23, but is not limited o any particular system architecture.

{02497 At 2401 a client altempts 1o perform a transaction with a relying party. By way
of example, and not imitation, the client may enter payment information for an online
purchase or attempt to transfer funds between bank accounts. At 2402, the transaction
is categorized. For example, as discussed above, the fransaction may be associated
with a particular interaction class based on variables such as the amount of money
involved or the sensitivity of information involved.

{02501 At 2403, one or more rules associated with the category of transaction are
identified. Returning to the above example, if the transaction is categorized as a “high
value transaction” then a rule associated with this transaction type may be selected. At
2404, the rule(s} associated with the transaction type are execuied and, as discussed
above, information is sent to the client indicating the authentication requirements to
complete the transaction. As discussed above, this may involve identifying specific
authentication devices, identifying classes of authentication devices, or merely
indicating the particular rule which nesds t¢ be implemented (e.g., it the client maintains
local copies of the rules).
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[0251] Inany case, at 2405 a set of one or more authentication techniques are
selected based on the requirementis specified via the rule(s) and the authentication
capabilities of the client. If authentication is successiul, determined at 2406, then the
transaction is permitted at 2407. I not, then the transaction is blocked at 2408 (or
additional authentication is reguested from the user).

{02521 There are numerous benefils realized from the smbaodiments of the invention
described herein. For example, these embodiments reduce the effort required to
integrate autheniication capabiliies at the relying party. For example, instead of writing
code to codify an authentication policy, rules can be configured through a simple
graphical user interface. All the relying party needs to do {o integrate is define a policy
for a class of interactions (for example: “Large Monegy Transfers”) and have the
integration code use that policy identifier when interacting with the policy engine to
determine the correct authentication mechanism to leverage.

{02531 Moreover, these embodiments simplify authentication policy adminisiration.
By expressing the authentication policy outside of code, this approach allows the
organization to easily update their authentication policies without requiring code
changes. Changes to reflect new interpretations of regulatory mandates, or respond to
attacks on exisiing authentication mechanisms become a simple change in the policy,
and can be effected quickly.

[0254] Finally, these embodiments allow for future refinement of authentication
technigues. As new authentication devices become available, an organization can
evaluate its appropriateness {o addressing new or emerging risks. Integrating a newly
available authentication device only requires adding the authentication device o a
policy; no new code has to be writien to deploy the new capability immediately.

G. SYSTEM AND METHOD FOR EYE TRACKING DURING AUTHENTICATION
{0285] In general, authentication technigues are robust against spoofing if {a) secret
information is used for authentication or (b) it is hard 1o produce a fake input. Most
systems today rely on password-based authentication. Passwords are easy o
reproduce, so they need 1o be kept secure. Consequently, password attacks typically
focus on gaining access o a user's password. Recent attacks have demonstrated the
vulnerability of servers on which the passwords are stored for verification.

[0256] In confrast to password-based authentication, when using biomeirics for
authentication, the biometric information typically is public. For example, a fingerprint
can be retrieved from (almost) any object touched by the user. Similarly, a user’s face
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is typically not hidden and hence can be seen and capiured by anyone and is often
published on social networks.

{02571  Inthe real world, we can rely on our own recognition abilities when we see a
person, because i is hard to "produce” ancther person having the same biometric
characteristics. For example, it is still hard to “produce” another person having the
same face and mannerisms. This is why governments include pictures of the face in
passporis, [D cards, drivers licenses and other documents. in the virfual world,
however, we don't have 10 "produce” ancther person with the same face in order {o
spoof the system, but only something that the computer would recognize such as a
picture of the face. In other words, “{tlhe moral is that biometrics work well only if the
verifier can verify two things: one, that the biomelric came from the person at the time of
verification, and two, that the biometric matches the master biometric on file” (see
Reference 1 from the list of references provided prior o the claims of the present
specification).

[0258] In the past, research on automatic face recognition has focused on reliable
recognition of faces using still images and video. Seg, e.g., Reference 2 below.

Several relatively robust face recognition techniques exist and sysiems are
commerciaily available today (see Reference 3). However, little aitention has been paid
to “liveness” detection, i.e., “verification . . . thai the biometric matches the master
bicmetric on file.” In several use cases, spooting protection is either not required or it is
still being performed by humans (e.g., for law enforcement applications).

[0259] The ubiquity of cameras in computing devices such as notebooks and smart
phones on one hand, and the weakness of passwords as the most prevalent
authentication method on the other hand, drive the adoption of biometric authentication
methods in general, and face recognition in particular. The first large scale “trial” of face
recognition as an authentication method was done in Google Android 4 (aka, “lce
Cream Sandwich”) and was based on still image recognition. These technigues can be
fooled easily with photographs (See Reference 4). Even improved methods which
include some sort of liveness detection in Android 4.1 (aka, “Jelly Bean”) can easily be
spoofed by presenting two photos in a sequence, one with open eyes and an
electronically modified one with closed eyes on a computer display o the camera (see
Reference 5).

{02601 Though it can be argued that this weakness is due o resource limitations on
mobile devices, it also appears that commercial sofiware available for PCs and even the

research of anti-spoofing detection is not yet very mature. The agsignee of the present
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application performed tests with PC-based face recognition software which confirms this
finding:

[0261] Cogent BioTrust 3.00.4063, operated on a Windows 7® based Samsung
Series 5@ Notebook, performs no liveness check at all, even with security settings set to
“high.” A simple face image, displayed on a normal computer monitor was sufficient io
successiully spoof the system.

[0262] KeylLemon 2.6.5, operated on a Macbook Air ® performs simpie blink iests as
liveness check. It can be successfully spoofed by displaying a sequence of 3 images:
{1) a real image of the face {e.g., created by a web cam); (2) a modification of the real
image, where the eyes have been re-colored to look as if they are closed; (3) the redl
image again.

{0263] Anti-Spoofing detection is not part of standard tests such as the NIST
biometric vendor tests when comparing different algorithms. See, eg., References 6-8.
One of the first known public competitions, organized by several researchers in 2011
(see Reference 9) showed early success of some algorithims, but it was based on
videos with a resolution of 320x240 pixels. Typical computing devices provide
resolutions of the front-facing cameras of at least 640x480 pixel.

[0264] Figure 25 illusirates an exemplary client 2520 with a biomeiric device 2500 for
performing facial recognition. When operated narmally, a biometric sensor 2502 {e.g., a
camera) reads raw biometric data from the user {e.g., snaps a phote of the usery and a
feature extraction module 2503 exiracts specified characteristics of the raw biometric
daia {(e.g., focusing on cerfain facial features, etc). A maicher module 2504 compares
the exiracted features with biometric template data 2510 siored in a secure siorage on
the client 2520 and generales a score and/or a yes/no response based on the similarity
between the exiracted feaiures and the biometric template data 2510. The biometric
template data 2510 is typically the result of an enrollment process in which the user
enrolls a facial image or other biomelric data with the device 2500. An application 2505
may then use the score or yes/no resull to determine whether the authentication was
successiul.

[0265] There are mulliple potential points of attack in order o spoof a facial
recognition system (see References 10, 11), identified in Figure 25 as (1)-(8). There
are well Known protection mechanisms for ensuring the integrity of the biometric
templates (8) {e.qg., by using electronic signatures) and protecting the integrity of feature
extraction (3), feature vector (4), the matcher (5) and its final result (8) (e.g., by applyving
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a combination of (a} white box encryption methods, (b) code obfuscation and {(¢) device
binding).
[0266] Prolection mechanisms against replaying old captured data to the feature
extraction unit (2) are (al least theorelically) covered by the approach of the Trusted
Computing Group and by poiential exiensions to ARM TrustZone. Basically, the
approach is to add cryptographic protection mechanisms {e.g. HMAC or electronic
signatures) to the sensor and encapsulate the sensor in a tamper proof way, similar 1o
the protection mechanisms used in current smart card chips. The feature exiraction
engine could then verify the integrity of the incoming data.
{02677 While the embodiments of the invention described below utilize eye tracking
techniques to confirm the "liveness” of the user, in one embodiment, these technigues
are combined with one or more existing techniques for detecting fake biometrics (see
Reference 1). This is an area of ongoing research. Existing research has identified four
different classes of protection approaches for fake biometrics (see Reference 12):
1. Data-driven characterization
a. Still images
i. Detect resolution degradation by re-scanning images analyzing 20
Fourier spectrum {Reference 13)
ii. Exploiting different reflection characteristics of real faces versus
image prints. The theory of this is based on the Lambertian
reflectance properties (Reference 14)
ii. Exploiting different micro texiure of real face and image prinis
{Reference 15} due to printing defects.
iv. Exploiting guality degradation and noise addition on printed images
combined with other methods (Reference 16).
b. Videos
v. kach camera sensor has its own characleristics and re-capturing a
video displayed on a monitor causes artifacis. This can be used to
detect spoofing (Reference 12).
vi. In the case of spoofing with images, there is a face-background
dependency (Reference 17).
vil. In the case of spoofing atlacks, faces typically show more rigid
motion (Reference 18).
c. Combinations of Still images and Videos (Reference 12).
2. User behavior modeling (Reference 12).
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3. User interaction need (Reference 12).

4. Additional devices (Reference 12},
[0268] The most effective non-intrusive mechanisms based solely on existing sensor
technology seem o be based on a combination of Motion, Texture, and Liveness
detection. See Reference 9.
Textural Differences
{0269] The impact on printing and re-scanning a picture may be detected. i is
intuitively clear that the quality of an image doesn’t improve by printing and re-scanning
it. The research in Reference 15 shows that differences can be algorithmically detected
by analyzing micro textures: "A close look at the differences between real faces and
face prints reveals that human faces and prints reflect light in different ways because a
human face is a complex non rigid 3D object whereas a photograph can be seenas a
planar rigid object.”
{02701 This algorithm has been teslted against the images included in the NUAA
Photograph imposter Dalabase. The performance has been reported io be at 16.5ms in
average o process an image on a 2.4 GHz Intel Core 2 Duo CPU with 3 GB of RAM
using un-optimized C++ code.
infrared instead of visual light
[0271]  ltis difficult to display images or videos in infrared spectrum. As a result
liveness detection based on capturing thermal patterns of faces as proposed in
Reference 19 would be more robust than capluring patierns in visual light.
Unfortunately infrared sensors are expensive and not included in typical notebooks,
tablets or smart phones.
Optical Flow Based Methods
{02721 Real faces are 3 dimensional objects. Faces are typically moving in normal
conversations. The 2D motion of the central face parts, i.e., the parts with less distance
to the camera is expected to be higher compared to the 20 motion of face regions with
greater distance from the camera {References 20, 21, 22). For this type of delection a
sequence of at least 3 consecutive images is required.
{0273} The research in Reference 21 is part of the SART-2 project, a Biometric
security system for mobile workstations.
Motion Pictures instead of Still images
[0274] In Beference 23, a blinking-based liveness detection method is described.
This method seems 1o be pretty robust against simple photo based spoofing attacks. In
addition to recognizing the face, the method locates the eyes and checks whether
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closing the eyes is visible in the observed image sequence. As seen from the Android
4.1 large scale trial, this method is obviously not very robust against “photoshop”
attacks. See Reference 5.
[0275] In general, in order to spoof such motion picture based systems the atlacker
must generate a small image sequence and must preseni the sequence 1o the sensor.
in a world with powerful image editors, free video editors, and tablet PCs this is
relatively easy to achieve.
[0276] Such methods are characterized as “publicly known interactions,” i.e., the
attacker knows the required interactions in advance and can prepare a matching image
sequence.
{02771 In Reference 23, the context of the scene and eye-blink is included in the
analysis. Performance measured on Intel Core2 Duo 2.8 GHz, 2 GB RAM is
approximately 50ms per video frame (20 fps).
Chalienge Response Methods
[0278] Inthe context of biometrics, a challenge response is defined as:
A method used to confirm the presence of a person by eliciting direct responses
from the individual. Responses can be either voluntarily or involuntarily. In a
voluniary response, the end user will consciously react to something that the
system presents. In an involuntary response, the end user's body automatically
responds o a stimulus. A challenge response can be used {o protect the system
against altacks.
(National Science & Technology Council's Subcommitiee on Biometrics)
Multimodal Systems
[0279] Multimodal systems have been proposed to improve the robustness of
biomelric methods against spoofing attacks, noisy data etc. See Reference 25.
{02801 The effect of simulated spoofing attacks to such multimodal systems is
analyzed in Reference 26. The main result is that not all fusion schemes improve the
robusiness against spoofing attacks, meaning that in some fusion schemes it is
sufficient to spoof only a single biometric method in order to spoof the entire multimodal
systern. The analysis of existing schemes with real spoofing attacks lead io similar
results. See Reference 27.
{02811 In general, there are three different classes of multimodal systems:

1) Systems where successiully spoofing a single trait is sufficient to spoot

the entire system. Optimizing a multimodal system for small FRRs
typically leads to such resulis.
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2) Systems where:
a) more than one frait has o be spoofed in order to successiully spoof
the entire system; and
b} spoofing any one trait in this multimodal system is no more complex
than spoofing the same trait in a single modal system.
3) Systems where
a) more than one frait has {0 be spooted in order to successfully spoof
the eniire sysiem; and
b} spoofing any one tralt in this multimodal system s more complex

than spoofing the same trait in a single modal system. The

embodiments of the invention described below fall inlo this category.
{02827 One embodiment of the invention performs eye-tracking as part of an
authentication process to measure the response o varying regions of interest randomly
arranged and displayed on the screen. For example, a sequence of random screen
layouts mixing texi, emply regions, images and video clips may be presented {o the
user to non-intrusively induce user’'s eye-movement. Concurrently, eye-tracking
techniques are used to verify that the eyes are reacting o the screen layout in an
expected manner. This information may then be combined with face recognition
techniques to verify that the expected face is still present. Mareover, as discussed
above, the eye tracking and facial recognition technigues may be combined with other
technigues {e.q., location-based authentication, non-intrusive user presence deteclion,
fingerprint scanning, elc) to arrive at a sufficient level of assurance that the legitimate
user is in possession of the device.
[0283] Reading a Web page or other conient type does not involve a smooth
sweeping of the eyes along the contents, but a series of short stops {called “fixations™)
and guick “saccades”. The resuiting series of fixations and saccades is calied a
“scanpath’. Scanpaths are useful for analyzing cognitive intent, interest, and salience
(see current WikiPedia arlicle for “Eye Tracking” at en.wikipedia.org/wiki/Eye tracking).
A “heatmap” is an aggregate representation showing what areas a group of people
fixated when viewing a webpage or email (see Harizell, “Crazy £gg Heatmap Shows
Where People Click on Your Website” (Nov 30, 2012), currently at
www.michaelharizell.com/Blog/bid/82970/Crazy-Egg-Heatmap-shows-where-people-
click-on-your-website).
[0284] Asillustrated in Figure 264, one embodiment of the invention comprises an
authenticalion engine 2610 on a client device 2600 which includes a facial recognition
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maodule 2604 for performing facial recognition and an eye tracking module 2605 for
performing the eye tracking operations described herein. In one embodiment, the facial
recognition module 2604 and eye tracking module 2605 analyze sequences of video
images 2603 captured by a camera 2602 on the device 1o perform their respective
operations,

[0285] To perform its facial recognition operations, the facial recognition module 2604
relies on facial recognition templates stored within a secure facial recognition database
2648. In particular, as discussed above, matching logic within the facial recognition
module 2604 compares facial features extracted from the video images 2603 with facial
template data stored in the facial recognition database 2646 and generates a “scorg”
based on the similarity between the extracied features and the facial template data. As
previously discussed, the facial template data stored in the database 2646 may be
generated by an enroliment process in which the user enrclls a facial image or other
bicmetric dala with the device 2600. The score generated by the facial recognition
maodule 2604 may then be combined with scores from other authentication modules
{e.g., such as eye tracking module 2605 discussed below) o form an assurance level
2606, representing the assurance that the legitimate user is inilialing the current
transaction. In one embodiment, each score must reach a particular threshold value o
generate a sufficient assurance level 2606 for a particular transaction. Inone
embodiment (assuming the thresholds are reached), the scores may be added together
or combined using other mathematical formulae (e.g., the scores may be weighted,
averaged, added together, or combined in any cther way).

[0286] To perform eye tracking analysis, the eye fracking module 2605 relies on eye
tracking templates siored within a secure eye iracking dalabase 2645. Although
iflustrated as a separate database, the eye tracking database and facial recognition
database may actually be the same secure database. In one embodiment, an eye
tracking template specifies the text, graphics, pictures, videos and/or blank regions
which are {o be displayed for the user on the client device’s display 2601 {(some
examples of which are shown in Figures 28A-8 below) and potentially the order in
which the content is 10 be displayed. In addition, the eye tracking template includes
data specifying the expected motion characteristic of a user's eyes in response {o the
content displayed to the user {e.g. in form of a heatmap, see below). Malching logic
within the eye tracking module 2605 compares the expected motion of the user’s eyes
with the actual motion {captured from the video images) 1o arrive at a "scorg” based on

the similarily between the expecied motion and the aciual motion. As mentioned, the
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score may then be combined with scores from other authentication modules (e.g., such
as facial recognition module 2604) to form an assurance level 2606. The eye fracking
template data stored in the database 2646 may be compiled using recorded eye
movements of other users and/or of the actual user of the device in response 1o each
displayed Web page or other displayed image. For exampie, as with the facial
recognition template, the eye tracking template may be generated as part of an
enroliment process in which the user enrolls his/her eye motion with the device 2600.
[0287] In one embodiment, the eye tracking module 2805 determines the correlation
between the images being displayed (which may include text, graphics, video, piclures,
and/or blank regions} and the user's eye movement. For example, if a motion video is
displayed in the lower right corner of the display, the vast majority of users will direct
their attention to this region. Thus, if the eye tracking module 2605 detects that the
user's eyes have moved to this region within a designated period of time {e.g., 2
seconds), then it will detect a high correlation between the user's eyes and the
templaie, resulting in a relatively high score. In contrast, if the user's eyes do not move
to this region {or do not move at all), then the eye tracking module 2605 will detect a low
correlation and corresponding low score.

[0288] Asillustrated in Figure 284, various other explicit user authenticalion devices
2620-2621 and sensors 2643 may be configured on the client device 2600. These
authentication devices and sensors may provide additional authentication data (i
necessary) to be used by the authenticalion engine 2610 when generaling the
assurance level 2606 (i.e., in addition to the eye tracking and facial recognition
described herein). For example, the sensors may include location sensors {e.g., GPS)
to determine the location of the client device 2600. I the client device is in an expecled
location, then the authentication engine may use this data to increase the assurance
level 2608. By contrast, if the client device is in an unusual location (e.g., another
country), then this may negatively impact the assurance level 2606. In this manner,
authenticalion data may be generated non-intrusively {i.e., using sensor data collected
without explicit input from the end user).

{02891 In addition, another non-infrusive technique involves the authentication engine
2810 monitoring the time which has passed since the last explicit user authentication.
For example, if the user has autheniicaied using a fingerprint or other biometric device
2620-2621 or has entered a password recently {e.¢., within 10 minutes), then it will use
this information o increase the assurance level 2606, By contrast, if the user has not
explicitly authenticated for several days, then it may require more rigorous
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authentication by the facial recognition module 2605 and eye fracking module 2605
{e.g., it may reguire a higher correlation with the template daia than usual to increase
the assurance level 1o an acceptable value for the current transaction).

[0290] In one embodiment, secure slorage 2625 is a secure siorage device provided
for storing the authentication keys associated with each of the authenticators and used
by the secure communication module 2613 to establish secure communication with the
relying party (€.¢., a cloud service 2650 or other type of network service).

[0261] Figure 268 illustrates another embodiment in which the authentication engine
2610 includes a voice recognition module 2660 and a lip movement analysis module
2670 in addition to {or in lieu of) the facial recognition module 2604 and eye tracking
module 2605, In one embodiment, the user’s voice is captured via a microphone 2680
and the analog voice signal is converied to a digital signal via an analog io digital (A/D}
converter 2681, The voice recognition module 2660 compares the digital voice signal 1o
a voice print of the user stored within a voice database 2665, In one embodiment, the
voice print is generated during a training/enroliment process in which the useris
prompled to speak certain words or phrases. Upon receiving the digitized audio signal
resulting from the spoken words/phrases, the voice recognition module 2660 generates
the voice print by capturing specific characieristics of the user's voice {e.g., spectral
characteristics, phonetic-based categorization, eic), and sioring the resulls within the
voice database 2665, The voice recognition module 2680 may utilize various voice
recognition techniques when generating the voice print and comparing the veice print {o
a captured voice signal including, but not limited to technigues based on frequency
estimation, hidden Markov models, Gaussian mixiure models, pattern maiching
algorithms, neural networks, matrix representation, Vector Quantization, and decision
trees.

[0282] In one embodiment, the user is prompted 10 speak a particular sequence of
words and/or phrases displayed on the display 2601 of the client device. These may be
the same words/phrases or similar words/phrases as those used during the enroliment
process so that the voice recognition module 2660 can compare similar voice
characteristics o those captured in the voice prink.

[0293] Inresponse to its analysis, the voice recognition module 2660 generates a
“score” or other value indicating the extent to which the captured voice and the voice
print are similar or dissimilar. These resulls are then used by the authenticalion engine
2610 to increase or decrease the assurance level 2608. For example, if there is a 97%
chance that the legitimale user has spoken the indicated words/phrases, then the
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assurance level 2606 may be increased. By contrast, if there is a 7% chance that the
legitimate user was not the one speaking the words/phrases, then the assurance level
2806 may be decreased.

[0294] In addition, one embodiment also includes a lip movement analysis module
2670 which performs an analysis of the motion of the user’s lips as the user speaks the
words/phirases. For example, the lip movement analysis module 2670 may compare
the video images 2603 of the user as the user is speaking the words/phrases and
determine the extent to which the audio stream captured via the microphone 2680
matches the video stream. If the lips of the user are out of sync with the captured audio
stream, then this may indicate that the current user is spoofing the system {e.g., playing
back a recording of the legitimate user’s voice). To determine whether synchronization
exists, the lip movement analysis module 2670 may be trained to associale certain
phonetics and volume levels with certain lip/mouth positions and/or movements over
time. For example, it wouid be expected that periods when the user's mouth is open
(i.e., lips are separated) would resull in a larger volume than when the user's mouth is
closed (lips are together). Similarly, it would be expected that vowel sounds would be
heard during limes when the user’s lips are separaled and consonants during times
when the user's lips are together.

[0285] In addition, in one embodiment, the lip movement analysis module 2670 may
compare the lip movements caplured in the video images 2603 with reference lip-
movements of the user stored within a lip movement database 2675, As with the voice
prints, the reference lip movements may be capiured during an enroliment process in
which images of the user speaking certain words/phrases are recorded, and relevant
data exiracted and stored within the database 2675.

{0286] In one embodiment, a score or other value is generated by the lip movement
analysis module 2670 to indicate a correlation between the lip movements of the user
captured on video 2603 and those which would be expected. For exampile, if the audio
and video appear 1o be in syne, then the lip movement analysis module 2670 may
generate a relatively higher score than if the audio and video appear to be out of sync.
Similarly, the lip movement analysis module 2870 may generate a relatively higher
score if the lip movements detected in the video images 2603 have a high correlation 1o
the reference lip movementis stored in the lip movement database 2675.

{02877 In one embodiment, the analysis of the voice recognition module 2660, lip
movement analysis module 2670, facial recognition module 2604 and/or eye iracking
maodule 2605 may be combined o generate the assurance level 2606, providing a
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likelihood thal the legitimate user is in possession of the client device 2600.
Embodiments of the invention may be implemented with any one of these modules or
any combination of these modules to generate the assurance level 2606. This
assurance level 2606 may then be used in combination with various other
authentication techniques described herein.

{02887 While several components from Figure 264 are not illustrated in Figure 268
to avoid obscuring the additional features of this embodiment (e.q., sensors 2643, eye
tracking database 2645, facial recognition database 2646, explicit user authentication
devices 2620-2621, secure storage 2625, etc) these components may be considered to
be included in the embodiment of Figure 268.

{02991 An exemplary "healmap” generated for a Web page is Hlustrated in Figure 27.
The color coding reprasents the regions of the Web page on which users fixed their
eyes while viewing. Red indicates the highest amount of fixation (meaning that users
tended fo view these regions more frequently), followed by yellow (indicating less
fixation), blue (indicating still less fixation), and then no color {indicating no fixation or
fixation below a threshold amount).

[0300] When designing web pages, eye tracking and heatmap analysis is performed
as part of the usability analysis. Research (see, e.g., References 29, 30} has shown that
Web users spend 80% of their time looking at information above the page fold. Although
users do scroll, they aliocate only 20% of their attention below the fold. Web users
spend 69% of their lime viewing the left half of the page and 30% viewing the right half.
A conventional layout is thus more likely to make sites profitable.

[0301] Spoofing attacks like presenting a still face image or a video displayed on a
monitor can be detected by the eye tracking module 205 as the scanpath would most
probably not correlate 1o the screen layout. Different types of Eye-Tracking methods
are availabie: specialized equipment with high accuracy and software based methods
using standard web cams (see Reference 33).

{03021 Figure 284 illustrates an exemplary grouping of text 2805 and an image
and/or video 2801 displayed on the client device display 2601, In one embodiment, the
grouping is integrated into a Web page. However, the underlying principles of the
invention are not limited to a Web-based organization. The grouping could also be part
of a Screen Saver or other applicalions. In one embodiment, the text 2805 and
image/video 2801 are displayed concurrently. in ancther embodiment, the text is
displayed first, followed by the image/video 2801. In either case, the expectation is that
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the user’s eyes would be directed io the lower right corner of the display 2601 (where
the image/video 2801 is displayed).

[0303] Figure 288 illustrates another example which includes a text region 2805 and
three image/video elemenis 2800-2802. In one embodiment, the image/video element
2800 is displayed first, followed by image/video element 2801, followed by image/video
element 2802. In such a case, the user's eyes should move from the upper right corner
of the display, to the lower right, and then to the lower lefl.

[0304] In one embodiment, the particular image/video elements 2800-2802 and other
content types are randomly selected by the eye tracking module 2805, thereby making it
harder to anticipate and spoof. In addition, the particular location in which the different
image/video elements 2800-2802 are selected randomily. In such a case, the eye
motion template may specify a particular mode of operation for displaying content, but
will not specify the actual content o the actual location{s). Rather, the content and the
locations are selecied by the eye tracking module 2805 which will then assume that the
user's eyes should graviiate towards the content being displayed and generate a
correlation and score based on the exient to which this is detected.

[0305] In addition, rather than generating its own conteni, the eye tracking module
2605 may use exisiing content such as an existing Web page of the relying party 2650
or images stored locally on the device. For example, if the relying parly is a financial
institution and the user is altempting to enter into a financial transaction, then the Web
page normally displayed during the transaction may be displayed. In such a case, the
eye tracking module 2605 may retrieve a heatmap for the Web page (such as shown in
Figure 27) from the eye tracking database 2645 and determine whether a correlation
exists to the heaimap and the locations being viewed by the end user.

{0308] In summary, the embodiments described herein may present a sequence of
random screen layouts mixing text, emptly regions, images and video clips and
continuously track the user's eyes producing the caplured scanpath. A correlation is
then made between the captured scanpath and the expected scanpath. In addition, one
embodiment of the invention may then re-verify that the face is still recognized.

[0307] Not all people are equally atiracted by the same images or image sequences.
For example some people are attracted by technology more than they are by animals,
text, known or unknown human faces or bodies, mystic symbols, or even mathematical
formulas. With this in mind, one embodiment of the eye tracking module 2605 learns
the person specific characteristics of eye-movement triggered by different types of
images. The degree of similarity of the measured characieristic from the video images
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2603 and the reference data (stored in the eye fracking database 2645) is then used o
generate the assurance level 2606 {i.e., the certainty that the legitimale user's eves are
following “challenge” images, video, and other content displayed on the display 2601).
[0308] A method in accordance with one embodiment of the invention is illustraied in
Figures 29A-B. The method may be implemented within a system architeciure such as
shown in Figure 264, but is not limited to any particular system architecture.

{03091 Turning first to Figure 284, at 2901 g particular eye tracking template is
selected for the given user and/or fransaction. Al 2902 a sequence of images of the
user’s face are caplured while displaying content according to the template. For
example, the template may specity the types of content, the location of the content, and
the timing for displaying the content. Allernatively, the template may only generally
specify a type of eye-tracking and the eye tracking moduie 2605 may determine how,
where and when to display the content.

{03107 Regardless of how the content is selected and displayed, at 2903, facial
recognition is performed and, at 2904, eye tracking analysis is performed using the
captured sequence of images. At 2805 a facial assurance level is generated based on
the correlation between the caplured images and the facial templates. Similarly, at
29086, an eye tracking assurance level is generaled based on the correlation between
the motion of the user's eyes and the expected motion of the user's eyes.

{03111 Figure 29B illustrates a sequence of voice recognition operations and lip
movement correlation operations which may be performed in parallel with the
operations of Figure 29A. Alternatively, the operaiions in Figures 294A-B may be
performed sequentially, in any order, until an acceptable assurance level has been
reached.

[0312] A1 2911, audio and video of a current user in possession of the client device is
captured and digitized. At 2912, a particuiar voice print is selected from the voice
database {e.g., one previously recorded for the user during an enroliment process) and
voice recognition operations are performed. Al 2917, a score/assurance level indicating
a correlation beiween the current user's voice and the voice print is generated. Al 2913,
a correlation between the digitized audio and the lip movements of the video captured
for the current user is delermined and, at 2915, a score/assurance level is generaied
based on the level of synchronization. Al 2814, a correlation is performed between the
captured lip movements in the video and reference lip movement data collected during
an enrcliment process of the legitimate user. Al 2916, a score/assurance level is

generated indicating the extent to which the captured lip movements maich the
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reference lip movements. Following 2817, 2915, and/or 2816, the resulling scores are
combined with the results from 2905 and 2906 to generate an final assurance level at
2907. As mentioned, if the combined results are sufficient at 2807, then the transaction
is permitled at 2909. Hf not, then additional authentication techniques may be required
at 2908.

[0313] Although lustrated in Figures 284-B as paraliel operations 2903/2805 and
2904/2908, the facial recognition operations 2903/2905 may be performed first and the
eye tracking operations 22804/29086 may then be performed only if the facial recognition
operations result in a high correlation/assurance level (or vice-versa). Similarly, the
voice recognition operations 2912 and lip movement operations 2812/1913, 2815/2916
may be performed in parallel or in sequence (e.g., until an acceptable assurance level
has been reached).

{0314] At 2907, a determination is made as to whether the combined results of the
facial authentication and eye tracking is sufficient to allow the current transaction to
proceed. If so, then the transaction is permitted at 2909. If not, then at 2208, the
transaction is disallowed or additional authentication technigues are requested 1o raise
the level of assurance. For example, at this stage, the user may be asked o swipe a
finger on a fingerprint sensor or 10 enter a PIN associated with the user’s account. if the
additional authentication techniques are sufficient, determined at 2810, then the
transaction is permitied at 2908.

H. SYSTEM AND METHOD FOR COLLECTING AND UTILIZING CLIENT DATA
FOR RISK ASSESSMENT DURING AUTHENTICATION

[0315] Some types of authenticators are very rustworthy, and others are not. Thus,
there is a range of assurance that relying parties can have regarding authenticalors and
ceriain types of client data may be used for risk assessment (e.q., 1o adjust thai
assurance up or down}. For example, if the remote authenticator has a secure element
or frusted execution environment {TEE), then the authentication can be securely signed
with an atiestation key. The altestalion Key stays inside the secure element and is
inaccessible by any exiernal entities. The actual authentication operation is also
performed inside the secure element. Using the allestation key signature, the relying
party can know for sure that a remoie authenticator is responsible for the authentication
attempt.

{0318} If the remote authenticator lacks a secure element, then attestation signing
has t¢ be done in software, which opens the door for an attack. One way to miligate this
is to store the altesiation key in a software-protected "whitebox”. The altestation key
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cannot leave the whitebox and performs signing on the authentication attempt.
However, since the code doing the authentication and the whitebox doing the attestation
signature are decoupled (and the whitebox is software based), this is less trustworthy
than using a secure element or trusted execution environment (TEE).

{03171  Finally, lacking all of the above, the entire autheniication operation may be
done completely in software. This is the least secure, since both the authentication code
and the attestation key itself may be compromised.

{0318] In any of the above examples, it would beneficial if the relying party could
coliect client data to determine the specific manner in which authentication is being
performed so that the client risk can be assessed when performing authentication {e.g.,
when generating an assurance level as discussed below).

{03191 By improving risk assessment via additional data, one embodiment of the
invention averts fraudulent transactions by coliecting client data and assessing the risk
associaled with each client. The level of risk associated with the client may then be
used to specity the authentication technigues which must be used to authenticate the
user for a particular transaction. To assess risk, one embodiment of the invention
determines (1) the types of data which are useful for risk calculations, (2) how to obtain
additional data that the Web browser cannot provide securely, and (3 how o doitina
way that does not compromise the user's privacy.

{03201 One of the biggest reasons that viruses, worms, and malware infect
compulers is because the operating system has not been recently updated io close
potential vuinerabilities. These vuinerabilities in the operating system, once they are
made known {0 the public, are very easy o expioit by criminals. The longer that a
system has gone without an update, the more potential vulnerabilities exist {0 exploit
and the greater the risk that a password may be compromised by malicious code. Web
browsers do not allow web sites to access the update history of a user's computer. If
they did, web sites could identity potential victims based on vulnerabilities that are
knowr {o be on their system. Consequently, one embodiment of the invention runs as a
secure agent, executed as a native application (rather than a browser plug-in) which
coliects client data to determine the current operating system version and/or how
recently the operating system has been updated.

{03211 One defense against malicious code, once it has infected the user's computer,
is anti-virus software (for example, Windows® Defender®). Even though the malicious
code has already infiltrated the system, antivirus sofiware will at least alert the user that
samething bad has occurred, thereby limiling the eveniual damage inflicted. The user
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can change account passwords and verify recent transactions. However, if no antivirus
software is installed, or antivirus software is installed but has not been run recently,
there is a higher chance that the user is unaware that malicious code exists on their
computer. Transactions that occur on that computer would be al a higher risk of fraud.
Web browsers will not reveal if antivirus software is instalied on a computer. Thus, in
one embodiment, the native agent application iocates and collects client configuration
data to determine whether anti-virus software has been instalied and, if so, how recently
it has been updated and/or executed.

{03221 Another defense, especially against worms, is a firewall. If a software firewall
is installed and enabled on a user's machine, the number of entry points for altack is
greatly reduced. Open ports that would normally service any request coming over the
wire from random Internet hosts are neutered. Thus, even if a service that is listening to
a port has an unpatched security hole, the risk is eliminated because no communication
is allowed to access it. On the other hand, a computer running without a sofiware
firewall has a much greater potential 1o be infected by a worm, especially if it has not
been recently updated. Web browsers, through port scanning, can indirectly detect
firewalls with limited success. Consequently, in one embodiment, the native agent
application locates and collects firewall configuration data (o determine whether a
firewall is installed and, if so, how recently it has been updated.

[0323] W a user's computer is physically stolen, a significant amount of information
can be gathered by criminals and used to commit fraud. If a user's machine is
password proiected and preferably the entire hard drive encrypted to that password, the
risk of information being leaked because of a burglary is lessened. If not, a higher level
of risk can be assessed. Thus, in one embodiment, the native agent application
determines whether the hard drive content has been encrypied and uses this
information as part of its risk assessment of the client.

{0324] In addition, as discussed above, if the client uses a secure slement or trusted
execution environment (TEE) for performing authentication, then the relying party can
have a high assurance that the authentication provided by the client is legitimate. [f the
remote authenticator lacks a secure element, then a software-protected "whitebox"” may
be used for protecting atiestation data {e.g., the attestalion key). However, as
mentioned, since the code doing the authentication and the whilebox doing the
attestation signature are decoupled {and the whitebox is software based), this is less
trustworthy than using a secure element or trusted execution environment (TEE).

Finally, lacking all of the above, the entire authentication operation may be done

65



WO 2019/140192 PCT/US2019/013199

completely in software (which, as mentioned, is the least secure manner of gperation).
One embodiment of the invention allows the relying party to collect the above client data
to determine the specific manner in which authentication is being performed so that the
client risk can be assessed when performing authentication.

[0325] Asillustrated in Figure 30, in one embodiment of the invention, a client device
3000 includes a client risk assessment agent 3004 which collects various types of client
configuration data 3050 and responsively calculates a risk level for the client 3000. In
one embodiment, the client risk assessment agent 3004 is a native code agent
application designed to run directly within the native operating system {O8) 3010 of the
client 3000. Consequently, the client risk assessment agent 3004 does not suffer from
the limitations associated with browser plugins and other types of program code which
are limited in their abilily 1o access client data for security reasons. In other words, the
client risk assessment agent 3004 is permitted o collect dala that HTML and Javascript
code running in the browser context are not permitied 1o access. Thus, even though the
authenticalion engine 3010 may be implemented within the browser contexi, it will have
access io the additional risk analysis provided by the client risk assessment agent 3004
{although it should be noted that the authentication engine 3010 need not be
implemenied within the browser context while still complying with the underlying
principles of the invention).

[0328] In one embodiment, the authentication engine 3010 includes an assurance
level calculation module 3006 for calculating an assurance level corresponding to a
likelihood thal the legitimate user is in possession of the client device 3000. It may then
use this assurance level to determine whether 1o complete a pending transaction with 2
remote relying party 3051 over a network (e.¢., such as a financial fransaction, an
online purchase, an access io confidential information in the user’s account, etc). In
one embodiment, the relying party 3051 may specify the level of assurance required for
a given transaction. For example, for a financial transaction involving the transferof a
significant amount of money, the relying parly 3051 may require a relatively higher
assurance level than, for example, a transaction involving access o a user's emai
account. Although illustrated as a single entity, the “relying party” may comprise a8
Website or other online service equipped with separate secure transaction servers for
performing the underlying authentication technigues described herein.

03277 Inone embodiment, the assurance level calculation module 3006 fransmiis
the assurance level (e.g., specified as a value, percentage, code, eic) to the relying
party 3051, without disclosing any confidential user information collected by the client
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risk assessment ageni 3004, thereby protecting the user's privacy. In another
embodiment, the assurance level calculation module 3006 knows the assurance level
required for the current transaction, determines whether the assurance level is
sufficiently high, and transmits an indication of whether the transaction is permitied or
denied to the relying party 3051, once again, without disclosing the user’s private
information to the relying party 3051.

{03281 In one embodiment, the communication between the client device 3000 and
relying party 3051 is secured via a secure communication moduie 3013, which may
encrypt gutgoing communication using a first key and decrypt incoming communication
using a second key. In a symmetric key encryption scheme the first and second keys
are the same. In an asymmetric key encryplion scheme, the keys are different.
However, the underlying principles of the invention are not limited o any particular type
of encryption.

{03291 In one embodiment, the assurance level calculation module 3006 determines
the assurance level based on current user authentication results 3005 in addition to the
risk data provided by the client risk assessment agent 3004. In particular, the user
authentication resulfs 3005 may include the resulis of a current or recent explicit user
authentication via one or more explicit user authentication devices 3020-3021. This
may include, for example, fingerprint authentication via a fingerprint device, facial
recognition authentication via a camera and facial recognition hardware/software, voice
recognition via a microphone and voice recognition hardware/software, relinal scanning
using a camera and associated hardware/software, a password/PIN entry by the end
user via a keypad, and/or varicus other types of explicit user authentication devices
and/or technigues.

[0330] Inone embodiment, a secure storage 3025 cryptographically protecis the
biometric reference data records for each user authentication device 3020-3021 (e.qg.,
wrapping the data using a symmetric key 10 make the storage 3025 secure). While the
secure storage 3025 is illusirated outside of the secure perimeter of the authentication
device(s) 3020-3021, in one embodiment, each authentication device 3020-3021 may
have its own integrated secure storage to cryptographically protect the biometric
reference data records.

[0331] In addition 10 explicit user authentication, one embodiment of the
authentication engine 3010 collects data from sensors 3043 1o be used by the
assurance calculation module 3006 to generale the assurance level. By way of
example, the sensors 3043 may include location sensors such as GPS sensors to
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indicate a current location of the user. If the client device 3000 is in an expected
location such as the user's work or home, then this increases the likelihood that the user
is the legitimate user. By contrast, if the user is in an unexpected location such as a
foreign country which the user has not previously visited, then this increases the
likelihood that the user is not the legitimate user. Thus, in one embodiment, the
assurance calculation module 3006 will tend to increase the assurance level if the user
is in an expected location and decrease the assurance level if the user is in an
unexpected location.

[0332] Various additional sensors 3043 such as temperature sensors, humidity
sensors and accelerometers may be used o coliect data relevant to user authentication.
For example, the temperature/humidily sensors may provide a current
temperature/humidity which may be compared against the known temperature/humidity
for the location specified by the location sensor. i the values are significantly different,
then this may indicate that the client device 3000 is being spoofed. The comparison of
the asseried location and the temperature/humidily may be done at a remote server
such as the secure transaction server(s) 4632 described below with respect o Figures
464A-B. In another embodiment, accelerometers on the device may be used 1o measure
the gait of the user and compare these measuremenis against the known gait of the
user. If the gaits maich (within a specified threshold), then this increases the likelihood
that the legitimate user is in possession of the client device 3000.

{03331 Asillustrated in Figure 31, various types of client configuration data relevant
to determining risk may be coliecied and used including, for example, hardware dala
3101, operating system data 3102 and application data 3103. By way of example, and
not limitation, the hardware data 3101 may include the client device model, processor
name/type, boot ROM version, and management controller version. The operating
system data 3102 may include the current operating system version, the date that the
0O8& was updated, and the current boot mode (e.g., boot from hard drive). The
application data 3103 may include an indication as o whether a firewall is active, the
firewall type and version, an indication as to whether anti-virus software is installed
along with the current version and updates 1o the virus definition files, an indication as io
whether the anti-virus software is active (8.g., actively monitoring the client device
during runtime), an indication of the last complete and/or partial virus scan, and the
results of recent virus scans. In addition, the application data 3103 or OS data 3102
may include an indication as o whether the data is stored on the user’s persistent
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storage device {e.g., hard drive, Fiash memory, eic) in an encrypted or otherwise
secure manner,

03341 As mentionad, in one embodiment, the assurance level calculation module
3008 factors in both the risk assessment data provided by the client risk assessment
agent 3004 and the user authentication resuits 3005 to arrive al an assurance level that
the legitimate user is atternpling the current fransaction. By way of example, and not
lirnitation, if the client configuration data 3050 indicates that the current client does not
have an active firewall or virus detection software, then it may report to the assurance
calculation module 30086 that the client represents higher risk than a client which does
have these features enabled. Similarly, if the virus detection software has not been
updaled or executed recently {e.¢., within a threshold time pericd), then the client risk
assessment agent 3004 may report a heightened risk o the assurance level calculation
module 3006. The risk level may be specified in a variety of ways while still complying
with the underlying principles of the invention. For example, the risk level may be based
on a perceniage (2.g., 0% = least risk, 100% = greatest risk, and all numbers in-
between representing different levels of intermediate risk) or a numerical value on a
scale (e.Q., 1= least risk, 10 = highest risk, and all numbers in-between representing
different levels of intermediate risk).

{0335] Regardiess of how the risk data is provided, in one embodiment, the
assurance level calculation module 3006 determines the level of authentication required
based on the risk data provided by the client risk assessment agent 3004, For example,
if the client risk assessment indicates a relatively high risk value (e.q., 8 or 10 out of 10},
then the assurance level calculation moedule 3006 may require a more reliable and/or
explicit user authentication such as PiN/password eniry and/or fingerprint scan to
authenticate the user for the current transaction. By contrast, if the client risk
assessment indicates a relatively low risk {e.g., a 1 or 2 out of 10), then the assurance
tevel calculation module 3606 may require a non-intrusive user authentication such as
location-based authentication and/or reliance on a recent explicit user authentication for
the current fransaction.

[0336] H should be noted that data in Figure 31 is arranged in a table format in for
simplicity. The actual client configuration data 150 may be stored in various different
formats including binary files, hierarchical file system arrangements, linked lists, and O35
registry formats, to name just a few. The underlying principles of the invention are not

liited fo any particular configuration data format.
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[0337] Asindicaied in Figure 30, in one embodiment, the client risk agsessment
agent 3004 is provided with access to the client configuration data 3050 through the OS5
{e.9., by making appropriate calls 1o the application programming interface (API)
exposed by the O8). In another embodiment, the client risk assessment agent 3004
accesses the client configuration data 3050 directly from the underlying file sysiem in
which the data is stored. In one embodiment, the client risk assessment agent 3004 is
provided with secure access to the underlying configuration data. Various security
features may be implemenied to ensure the security of the configuration data 3050 such
as chain of trust technology and Secure Enclaves.

[0338] One consideration with allowing additional risk information to be provided to
web sites is that the rational for why the browser does not provide this information in the
first place is not ignored. Certainly, malicious web sites could make good use of this
information and web browser developers have a good reason for leaving this
information out of reach. Thus, as mentioned, in one embodiment, the underlying client
configuration data 3050 is not directly provided to the relying party 3051. Rather, in one
embodiment, the client risk data is assessed directly on the client device by the client
risk assessment agent 3004 and a risk value is provided 1o the assurance level
calculation. All the relying party 3051 needs {o know is whether authentication was
successiul (if an assurance level was specified ahead of time} and/or the current
assurance level. In this manner, the client’s configuration data 3050 is protecied from
disclosure.

[0338] One embodiment of a method for assessing client risk during authentication is
iflustrated in Figure 32. The method may be implemented on the architecture shown in
Figures 30-31 but is not imited to any parlicular system architecture.

[0340] At 3201, the client configuration data related to client risk is retrieved. This
may include, for example, the existence and current status of firewall or virus detection
software and/or the current version of the operating system {e.q., how recently the OS5
was updated). At 3202, the client configuration data is assessed to determine a risk
value for the client {e.g., a percentage, numerical value, or other data capable of
specifying a risk level). Al 3203, using the client risk assessment, the assurance level is
determined. In one embodiment, higher risk values require higher assurance levels
{e.9., a risk value of 10 might require an assurance level of above 90%). In ancther
embodiment, the assurance level itself is calculated based on the assessed risk. For

example, as mentioned above, the risk vaiue may be included as one of many variables
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{(including prior or current user authentications) to determine the current assurance
level.

[0341] At 3204, authentication technigues are selected which, if completed
successfully, would raise the assurance level to an accepiable level for the current
transaction. For example, if the risk is high, then explicit user authentication may be
required. If the risk is low, then a prior recent authentication or a non-intrusive
authentication may be sufficient.

{03421 At 3205, a determination is made as {0 whether the autheniication was
successiul. f so, then the transaction is permitted at 3208. if not, then at 3206, one or
rmore additional authentication technigues may be required or the transaction may be
disaliowed. For example, if the current assurance level is insufficient, the user may be
asked o enter a secret previously provided 1o the relying party 3051 or may provide
other/additional authentication. If the additional authentication techniques are sufficient,
determined at 3207, then the transaction is permitted at 3208. If noi, then the
transaction is disgliowed at 3206.

i SYSTEM AND METHOD FOR PERFORMING AUTHENTICATIONFOR A
LOCAL TRANSACTION
{0343] The embodiments of the invention described herein include techniques for
authenticating a user for a local fransaction initiated through a local secure transaction
device. By way of example, the local transaction may be a withdrawal, fransfer, or other
user-initiated operation and the secure fransaction device may be an ATM or other local
device capable of executing financial transactions. Similarly, the local transaction may
involve compleling a payment {0 purchase goods or services at a retail store or other
retail location equipped with a local secure transaction device.
[0344] As illustrated in Figure 33, in one embodiment, a client device 3300 with
biometric authentication devices and associated software authenticates over a network
to a relying party with secure transaction services 3351 to periorm a lransaction on a
local secure transaction device 3350. In particular, when the user of client device 3300
wishes to perform a transaction locally with secure transaction device 3350, it initiates a
series of authentication transactions with the relying party 3351 {(examples of which are
described below). For example, the user may be required o swipe a finger on a
fingerprint reader on the client device 3300 and/or enter a PIN or other secret code via a
client keypad. The results of the authentication may then be transmitied from the client
device 3300 o the relying party 3351 without transmitling the user’s private data (e.g.,
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the fingerprint data, PIN, or any other private user data), thereby protecting the user’s
privacy.

[0345] Inresponse to a successful authentication, the relying party 3351 may
transmit a signal to the local secure transaction device 3350 to perform an operation.
For example, if the local secure transaction device is an ATM, the signal may instruct
the ATM to dispense a specified amount of cash. if the local secure transaction device
3350 is a retail checkout device then an indication of successful payment may be
transmitied and the user's account may be debited.

[0346] In addition, as shown in Figure 33, a local secure communication channel
may be established between the client device 3300 and the local secure transaction
device 3350 to supplement the user authentication process. The local secure channel
may be established using wireless communication interfaces on the client device 3300
and local secure transaction device 3350 utilizing various wireless communication
technologies such as near field communication (NFC), Bluetooth, or WiFi (e.g., an
802.11x channel), to name a few. For example, when in the vicinity of the location
secure transaction device 3350, the client device 3300 may perform a near-field
communication (NFC) handshake via its wireless interface with the wireless interface of
the local secure transaction device 3350 and establish the local secure channel 1o
exchange data during authentication.

{03477 The mere existence of the local secure channel comprises authentication data
because it establishes the current location of the client device 3300. Consequently, this
information may be used by the relying party 3351 as proof of the current location of the
client device 3300 during the authenticalion process. In one embodiment, the relying
party 3351 may compare the location provided by the local secure transaclion device
3350 with the current GPS location reported by the client device 3300 to confirm that
the two location values maich.

{0348] In addition, the relying party 3351 may transmit a secret code or other
authenticatlion data to the client device 3300, which the client device 3300 may then
relay to the local secure transaction device 3350 over the local secure channel to
authenticate the client device. For example, in one embodiment, the relying party 3351
transmits a barcode (o the client device 3300 and a corresponding code to the local
secure fransaction device. The local secure transaction device 3350 may then read the
barcode (e.g., from the display of the client device 3300} using a barcode scanner or
camera to perform authentication (i.e., comparing the code received from the relying
party with the code read from the barcode). Alernatively, the local secure fransaction
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device 3350 may transmit the code read from the barcode to the relying party, which will
then confirm that the codes maich. Conversely, the relying party 3351 may transmit a
secret code or other authenticalion data o the local secure fransaction device 3350
which will then relay the data {o the client device 3300 for authentication. Thus the local
secure channel may be used {o exchange data for a variety of authentication
technigues.

{03491 As mentioned, in one particular embodiment, the local secure transaction
device 3350 is an ATM device. ATM machines are vulnerable devices, because their
input/output controls {e.g., card-readers, keyboards, screens, cameras, elc) are
exposed for the "outside world"” and they are readily available for tampering. For
example, debit card records and ping can be easily stolen with low-tech devices, such
as hidden magnetic stripe readers, mirrors, and video cameras. In one embodiment,
remote authentication techniques involving communication between the client 3300 and
relying party 3351 are used to provide significantly improved authentication for ATM
machines. When integraied with this remote authentication, an ATM itself doesn’t need
to have legacy input/output controls, such as card-reader, touchscreen or keyboard. All
it requires is a network connection and a slot to dispense cash. The authenticalion per
se can be performed on the customer's client device 3300 equipped with the biomelric
authentication devices.

{03801 In one embodiment, for a cash withdrawal, the user would enter the vicinity of
the ATM machine and initiate the remole authentication application to autheniicale to
the relying party 3351. The user would then enter the amount for withdrawal and swipe
her finger using the fingerprint sensor on the mobile device {or user any other type of
authentication as discussed below). When the user’s presence and authenticity are
confirmed with the relying party 3351, a specified amount of money is dispensed from
the ATM’s slot.

{0351] This embodiment not only provides stronger authentication, but it also
converis complex and expensive ATMs into simple and reliable money dispensers that
are significantly cheaper to build and maintain. These new ATM's may be used fora
long time. They will not require frequent updates, because all updates to the
biomelrics-related authentication features are infroduced directly on the client devices
3300 and/or the relying party's secure transaction servers 3351,

{03521 Additional architectural details of one embodiment of the invention are
iHustrated in Figure 34. As illusirated, the client device 3300 of this embodiment
includes a local authentication application 3304 which communicates with both the local
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secure transaction device 3350 and relying party 3351 1o coordinate the various local
authentication technigues described herein. In one embodiment, the local
authentication application 3304 establishes the local secure channel with the local
secure fransaction device 3350 and an authentication engine 3310 performs remote
authentication with the relying party to verify that the legitimate user is in possession of
the client device 3300.

{03531 In one embodiment, the authentication engine 3310 performs authentication
by entering into a series of transactions with the secure transaction servers of the
relying party as described in the co-pending patent applications mentioned above. For
example, these transactions may include an enroliment process in which a user enrolis
with biometric devices of a client fo generale biomelric template dala (e.g., by swiping a
finger, snapping a picture, recording a voice, etc). Enroliment may be under the
direction of the secure transaction servers of the relying party or may be done
auionomously by the user. The user may then register the biomelric devices with the
secure transaction servers over the network and subseqguently authenticate with those
servers using data exchanged during the registration process {e.g., encryption keys
provisioned into the biomelric devices).

[0354] In one embodiment, the authentication engine 3310 includes an assurance
level calculation module 3306 for calculating an assurance level corresponding to a
likelihood that the legitimate user is in possession of the client device 3300. i may then
use this assurance level to delermine whether the relying party 3351 should authorize a
local transaction at the local secure transaction device 3350 {e.g., such as a financial
transaction, a retall purchase, an access o confidential information in the user's
account, etc). in one embodiment, the relying party 3351 may specify the level of
assurance reqguired for a given fransaction. For example, for a financial transaction
involving the transfer of a significant amount of money, the relying party 3351 may
require a relatively higher assurance level than, for example, a transaction involving
access 0 a user's account.

I0355] in one embodiment, the assurance level calculation module 3308 transmiis
the assurance level (8.g., specified as a value, percentage, code, efc) 1o the relying
party 3351, without disclosing any confidential user information, thereby protecting the
user’s privacy. In another embodiment, the assurance level calculation module 3308
knows the assurance level required for the current transaction, determines whether the

assurance level is sufficiently high, and transmits an indication of whether the
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transaction is permitied or denied to the relying party 3351, once again, without
disclosing the user's private information to the relying party 3351.

03587  In one embodiment, the communication between the client device 3300 and
relying party 3351 is secured via a secure communication module 3313, which may
encrypt outgoing communication using a first key and decrypt incoming communication
using a second key. In a symmetlric key encryption scheme the first and second keys
are the same. In an asymmetric key encryption scheme, the keys are different.
However, the underlying principles of the invention are not limited to any particular type
of encryption.

03577  In one embodiment, the assurance level calculation module 3306 determines
the assurance level based, at least in parl, on current user authentication results 3305
which may include the results of a current or recent explicit user authentication via one
or more explicit user authentication devices 3320-3321. This may include, for example,
fingerprint authentication via a fingerprint device, facial recognition authentication via a
camera and facial recognition hardware/software, voice recognition via a microphone
and voice recognition hardware/software, retinal scanning using a camera and
associated hardware/software, a password/PIN entry by the end user via g keypad,
and/or various other types of explicit user authentication devices and/or technigues.
[0358] Inone embodiment, a secure storage 3325 crypltographically protects the
biometric reference data records for each user authentication device 3320-3321 (e.qg.,
wrapping the data using a symmetric kay {0 make the siorage 3325 secure). While the
secure storage 3325 is illusirated outside of the secure perimeter of the authentication
device(s) 3320-3321, in one embodiment, each authentication device 3320-3321 may
have its own integrated secure storage to cryplographically protect the biometric
reference data records.

{03891 In addition to explicit user authentication, one embodiment of the
authentication engine 3310 collects data from sensors 3343 1o be used by the
assurance calculation module 3306 to generale the assurance level. By way of
example, the sensors 3343 may include location sensors such as GPS sensors {o
indicate a current location of the user. If the client device 3300 is in an expected
location such as the known vicinity of the local secure transaction device 3350, then this
increases the likelihood that the user is the legitimate user. By contrast, if the GPS
reading indicates that the user is not in the vicinity of the local secure transaction device
3350, then this indicates that the user inilialing the transaction is not the legitimate user.
Thus, in one embodiment, the assurance calculation module 3306 will tend to increase
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the assurance level if the user is in an expected location and decrease the assurance
level if the user is in an unexpected location.

10360] Various additional sensors 3343 such as temperalure sensors, humidity
sensors and accelerometers may be used (o coliect data relevant to user authenticalion.
For example, the temperature/humidity sensors may provide a current
termperature/humidity which may be compared against the known emperature/humidity
for the tocation specified by the location sensor. if the values are significantly different,
then this may indicate that the client device 3300 is being spoofed. The comparison of
the asserted location and the temperature/humidity may be done at a remote server
such as the secure transaction server{s} used by the relying party 3351. In ancther
embodiment, accelerometers on the device may be used to measure the gait of the user
and compare these measurements against the known gait of the user. If the gails
match (within a specified threshold), then this increases the likelihood that the legitimate
user is in possession of the client device 3300,

[0361] The local authentication application 3304 may be implemented in a variety of
ways while still complying with the underlying principles of the invention. For example,
in one embodiment, the local authentication application 3304 is designed specifically for
the relying party 3351, For example, if the relying party is a banking instifution (e.g.,
Welis Fargo®), then the local authentication application 3304 may be an application
specifically designed by/for that bank. in another embodiment, the same local
authentication application 3304 may be shared among a variety of relying parties, for
example, as a universal local authentication application. Moreover, while illustrated in
Figure 34 as separate iogical components, the authentication engine 3310 shown in
Figure 34 may be integrated within the local authentication application 3304. In another
embodiment, the local authentication application 3304 may be a Web browser or an
application executed within the Web browser context {e.g., when the user enters the
vicinity of the local secure transaction device 3350 or connects to the relying party web
page o iniliate the transaction).

{03621 The local authentication application 3304 may perform a variety of local
functions depending on the implementation required by the relying parly. For example,
in one embodiment, the local authentication application 3304 receives the secret code
{or other authentication daia) provided by the relying party 3351 and securely transmits
the secret code to the local secure transaction device 3350 for authentication {e.g., via a
barcode or using other communication techniques as discussed above). Allernatively,

in one embodiment, the user may manually enter the secret code in the local secure
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transaction device 3350. Similarly, authentication data such as a secret code received
by the local secure transaction device 3350 may be relayed to the local authentication
application 3304 which then relays the authentication data o the authentication engine
3310 and/or relying party 3351 (e.q., as proof of the location of the client device 3300).
{0363] One embodiment of a method for performing authentication of a client device
is Hiustrated in Figure 35. The method may be implemented on the architecture shown
in Figures 33-34 but is not limited 10 any particular sysiem architeciure.

[0364] At 3501, the client enters the vicinity of the local secure transaction device
{e.g., an ATM) and, at 3502, a secure connection is established with the local secure
transaction device over a local channel. As mentioned, the local channel may be
implemented using near field communication, Bluetooth, Wifi, or any other type of
protocol supported by both the client device and the local secure transaction device.
Operation 3502 may not be required in some embodiments. For example, when the
client device is capable of authenticating with the relying party with & high level of
assurance that the legitimate user is in possession of the client device and if the client
device is capable of verifying its current location to the relying party, then the local
channel may not be necessary.

{0365] At 3503, the client device authenticaies with the relying party over the
network. Any available techniques for generating an assurance level that the legitimate
user is in possession of the device may be used for this operation. For example, the
user may perform explicit authentication by swiping a finger on a biometric fingerprint
device, capturing a facial image for facial recognition, and/or entering a secret code.,
Alternatively, non-intrusive authentication techniques may be performed such as
determining whether the user has explicitly authenticated with the client device recently
(e.g., within a specified time period) and/or using sensor data such as location daia,
temperature/pressure data, and/or accelerometer data.

{0366] Regardless of how the assurance level is generated, the resulis of the
authenticalion may be provided {0 the relying party over the network in a manner which
protects the user’s privacy (e.g., without providing data that specifically identifies the
client device). For example, as previously mentioned, the assurance level itself and/or
an indication of the success or failure of authentication may be provided 1o the relying
party, without disclosing any confidential user information.

{03671 H authentication is successiul, determined at 3504, then at 3507 the local
fransaction is permitied. In one embodiment, this involves the relying party transmitling

a signal instructing the local secure transaction device to perform one or more
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operations. For example, if the local secure transaction device is an ATM, then the
operations may include dispensing a user-specified amount of cash. i the local secure
transaction device is a debit device (e.g., al a retall store or other iocation where the
user is making a purchase), then the signal transmitied by the relying party may confirm
payment for the transaction {and debif the user’'s account accordingly). 1t should be
noted that these are merely illusirative examples. Various alternative applications may
be employed while still complying with the underlying principles of the invention.

[0368] I the authentication at 3504 is unsuccessiul {e.g., because an accepiable
assurance level was not reached), then at 3505, the transaction is denied and/or one or
more additional authentication technigues may be required. For example, the user may
be required to provide additional authentication using one or more additional techniques
{e.g., entering a secret code if the initial authentication was a fingerprin, elc). f the
additional techniques are sufficient, determined at 35086, then the transaction is
permitted at 3507, If noi, then the transaction is again denied and/or additional
authentication fechnigues are alfempted.

J. USER CONFIRMATION FOR ONLINE TRANSACTIONS

{0369] There are various scenarios where completing a transaction with a relying
party may require approval from one or more other users. By way of example, and not
lirnitation, a parent may want o approve a financial transaction initiated by a child, a
commander may need 1o approve a transaction initiated by a soldier, a manager may
need to approve a business transaction initiated by an employee, and a cryptographic
key management system may require muitiple users to approve a particular transaction
before it can be committed.

{03701 One embodiment of the invention uses the technigues described herein for
providing strong authentication of users over a netwark to enable muiti-user
confirmation applications. One such example is Hllustrated in Figure 38 which shows a
client device with remote authentication capabilities 3600 controlled by a user
attempting o initiate a transaction with a relying party with secure transaction services
3650 {(hereinafter simply referred to as "relying party”). In one embodiment, the user of
client device 3600 authenticales with the relying parly 3650 using one or more of the
remote authentication technigques described herein (e.g., providing biometric input such
as swiping a finger on a fingerprint sensor, entering a PIN or password, elc).

[0371]  In the llustrated embodiment, other client devices 3601-3602 have users who
are registered with the relying party as “approvers” for the user of client device 3600.
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Thus, for certain types of transactions {e.g., financial fransactions involving amounts
over a specified threshold), the relying party may require approval from the users of
client devices 3601-3602. As discussed below, the remote authentication techniques
described herein are employed as part of the approval process.

{03721 In one embodiment, in response to a successiul authentication by the user of
client device 3600, notification generation logic at the relying party 3650 sends a
notification the other client devices 3601-3602 with users registered as “approvers”
indicating that the user of client device 3600 is attempting to complete a transaction.
The notification may be sent in a variety of ways in accordance with the underlying
principles of the invention. For example, if the client devices 3601-3602 are mobile
devices, then a push notification may be sent o the client devices 3601-3602.
Alternatively, or in addition, the notification may be sent via email, text message (e.q.,
SMS), instant message, or any other technology capable of delivering a message to the
client devices 3801-3602.

[0373] In one embodiment, the notification includes details of the transaction being
attempted by the user of client device 3600. For example, if the transaction is a
financial transaction, then the notification may include the particular amount of money
being processed and the type of financial transaction being performed (e.g., withdrawal,
transfer between accounts, efc). Alternatively, the notification may include a link such as
a hyperlink or other type of pointer directing the users of client devices 3601-3602 to an
approval service on the relying party. Upon selection of the link, the users of client
devices 3601-3602 may be provided with details of the fransaction (e.g., in a Web page
or other useful format for providing information).

[0374] In one embodiment, upon responding to the notifications and reviewing the
details of the transaction, the users of client devices 3601-3602 may confirm the request
by performing remote authentication with the relying party (e.g., using the muilti-factor
authentication techniques described herein) and indicating an approval of the
fransaction.

[0375] Additional architectural details of a client device 3600-3602 employed in one
embodiment of the invention are illustrated in Figure 37. [n particular, the client devices
3600-3602 of this embodiment includes a secure iransaction application 3704 for
communicating with the relying parly 3650 and coordinating the transaction approval
techniques described herein. The secure fransaction application 3704 may be a stand-

alone application which interfaces with the authentication engine 3710 via a secure
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application programming interface (AP, Alternatively, the secure transaction
application 3704 may be implemented as a mobile device app or a Web browser plugin.
[0376] In addition to coordinating the user confirmation process described herein, in
one embodiment, the secure transaction application 3704 ensures that the texd
displayed o each user is the actual text related o the transaction. For example, the
application 3704 may display text within a secure window and ask the user {o provide
authentication to confirm the transaction. The application may initiate a timer and
periodically verify the content of the current window being displayed to the user (e.g., by
generating a signature on the content}. The period of verification may be randomily
chosen. Thus, the application continually ensures that each user sees the valid
transaction details in the window (thereby ensuring that the fransaction text has not
been modified by a “man in the middie” attack). If the application detects that the
content has been tamperad with it prevents the confirmation of the transaction from
being generated.

{03771  In one embodiment, after the a user provides valid authentication {(e.g., swipes
a finger on the fingerprint sensor), the client device identifies the user and generates a
token {cryptographic signature} with the transaction detalls {(e.g., the displayed text) and
a random chailenge provided from the relying party (e.g., the ioken may be a signature
over the transaction details and a nonce). This allows the relying party 3650 ensure
that the transaction details have not been modified between the server and the client.

in cne embodiment, the application 3704 sends the generated ioken and username o
the relying party, which then identifies the user with the username and verifies the
token. If verification succeeds, a confirmation message is sent to the client and the
transaction is processed.

[0378] The above fechnigues may be implemented for both the transaciion
request/confirmation originating from the client device 3600 and for the approval
transactions criginating from the users of client devices 3601-3602.

Returning to Figure 37, in one embodiment, authentication may be performed via an
authenticalion engine 3710 on the client devices 3600-3602 designed o perform a
series of transactions with the relying party 3650 o remotely authenticate each user.
For example, as described in the co-pending applications an authentication framework
and associated authentication techniques may be employed in which a user enrolls with
biometric devices 3720-3721 of a client to generate biometric template data (s.g., by
swiping a finger, snapping a picture, recording a voice, etc); registers the biometric
devices with one or more relying parties 3650 over a neiwork (e.g., Websites or other
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relying parties equipped with secure transaction services); and subsequently
authenticates with those relving parties 3850 using data exchanged during the
registration process {e.g., encryption keys provisioned into the biometric devices). In
one embodiment, “registration” with relying parties includes exchanging symmetric or
asymmelric keys with the relying party for each user authentication device 3720-3721
and storing the keys within a secure storage 3725 associated with each authenticalion
devices 3720-3721. A secure key provisioning protocol such as the Dynamic
Symmetric Key Provisioning Protocol (DSKPP) may be used o share keys with the
client over a secure communication channel (see, e.g., Request for Comments (RFC)
6063). However, the underlying principles of the invention are not limited o any
particular key provisioning protocol.

{03791 During the authentication phase, the Keys are used, for example, to generate
signatures, verify signatures, and/or encrypt communication between the clients 36800-
3602 and the relying party 3650. Once authenticated, the user is permitted to perform
one or more online transactions. In addition, in one embodiment, sensitive information
such as fingerprint data and cther data which may uniquely identify the user may be
retained locally on the user’s client device (e.q., smartphone, notebook computer, elc)
to protect the user’s privacy.

[0380] In one embodiment, the authentication engine 110 includes an assurance
level calculation module 3706 for calculating an assurance level corresponding to a
likelihood that the legitimate user is in possession of the client device 100. |t may then
use this assurance level to determine whether the relying party 3650 should authorize a
current transaction. In one embodiment, the relying party 3650 may specify the level of
assurance required for a given fransaction. For example, for a financial transaction
involving the transfer of a significant amount of money, the relying party 3650 may
require a relatively higher assurance level than, for example, a transaction involving no
exchange of money or mere access 1o a user information.

{03811 In one embodiment, the assurance level calculation module 106 transmits the
assurance level {e.q., specified as a value, percentage, code, eic) to the relying party
3650, without disclosing any confidential user information, thereby protecting the user’s
privacy. In another embodiment, the assurance level calculation module 3706 knows
the assurance level required for the current fransaction, determines whether the
assurance level is sufficiently high, and transmits an indication of whether the
transaction is permitied or denied to the relying party 3650 {without disclosing the user’s
private information 1o the relying party 3650).
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{03821 in one embodiment, the communication between the client devices 3800-3602
and relying party 3650 is secured via a secure communication module 3713, which may
encrypt outgoing communication using a first key and decrypt incoming communication
using a second key. In a symmetric key encryption scheme the first and second keys
are the same. In an asymmetric key encrypiion scheme, the keys are different.
However, the underlying principles of the invention are not limited {o any particular type
of encryption.

{03831 in one embodiment, the assurance level calculation module 3708 determines
the assurance level based, at least in part, on current user authentication results 3705
which may include the results of a current or recent explicit user authentication via one
or more explicit user authentication devices 3720-3721. This may include, for example,
fingerprint authentication via a fingerprint device, facial recognition authentication via a
camera and facial recognition hardware/software, voice recognition via a microphone
and voice recognition hardware/software, retinal scanning using a camera and
associaled hardware/soitware, a password/PIN eniry by the end user via a keypad,
and/or various other types of explicit user authentication devices and/or techniques.
[0384] In one embodiment, the secure storage 3725 cryptographically protecis the
biometric reference data records for each user authentication device 3720-3721 (e.qg.,
wrapping the data using a symmetric key to make the storage 3725 secure). While the
secure storage 3725 is illustrated cutside of the secure perimeter of the authentication
device(s) 3720-3721, in one embodiment, each authenticalion device 3720-3721 may
have iis own integrated secure storage to cryptographically protect the biometric
reference data records.

[0385] In addition to explicit user authentication, one embodiment of the
authentication engine 3710 performs non-intrusive authentication by collecting data
from sensors 3743 {0 be used by the assurance calculation module 3706 {o generate
the assurance level. By way of example, the sensors 3743 may include location
sensors such as GPS sensors to indicale a current location of the user. [ the client
devices 3600-3602 are in an expecied ocation such as the known vicinity {e.g., a
“nome” or "office” location), then this increases the likelihood that the user is the
legitimate user. By contrast, if the GPS reading indicaies that the user is not at an
expected location, then this indicates that the user initiating the transaction is not the
legitimate user. Thus, in one embodiment, the assurance calculation module 3708 will
increase the assurance level if the user is in an expected location and decrease the

assurance level if the user is in an unexpected location.
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{0386] Various additional sensors 3743 such as temperature sensors, humidity
sensors and accelerometers may be used o collect data relevant to user authentication.
For example, the temperature/humidity sensors may provide a current
temperature/humidity which may be compared against the known temperature/humidity
for the location specified by the location sensor. i the values are significantly different,
then this may indicate that the client devices 3600-36802 are being spoofed. The
comparison of the asserted location and the temperature/humidity may be done at a
remaote server such as the secure iransaction server(s) used by the relying party 3650.
In another embodiment, accelerometers on the device may be used to measure the gait
of the user and compare these measurements against the known gait of the user. H the
gaits match (within g specified threshold), then this increases the likelihood that the
legitimate user is in possession of the client device 3600-3602.

{0387] Anocther non-intrusive authentication technigue comprises measuring an
amount of time which has elapsed since the last successiul user authentication. For
example, if the user has very recently performed an explicit user authentication {(e.g.,
swiping a finger on a fingerprint reader just a few minutes earlier), then this will tend to
indicate that the legitimale user is still in possession of the client device {thereby
resulting in a high bagseline assurance level). By contrast, if the last explicit
authentication has been several hours or several days earlier, then a new explicii user
authentication may be required o reach an acceptable assurance level

{0388] A method in accordance with one embodiment of the invention is illustrated in
Figure 38. Al 3801, the user of a client triggers a transaction which requires a
confirmation by N other users. For example, the user's account at the relying party may
indicate that certain types of transactions initiated by the user {(or all transactions)
require confirmation by one or more other users. For example, the user's account may
identify the user as a minor, requiring authorization by one or more parents or
guardians. The useris also authenticated at 3801 by implementing cne or more of the
authentication technigues described herein.

[0389] Al 3802, the server selecis N other users who must confirm the transaction
triggered by the user. For example, upon detecting the initiation of the transaction by
the user, the relying party may query ifs user database {o determine that the transaction
requires confirmation and the identity of the users who can confirm the transaction. In
one embodiment, a subset of all of the users who are capable of confirming the
transaction may actuaily confirm the transaction. For example, if the user is a minor

with two parents then, in one embodiment, the notification may be sent {0 both parents,

83



WO 2019/140192 PCT/US2019/013199

but a confirmation by either parent will allow the transaction to proceed. Similarly, there
may be 10 users who are authorized o confirm a business transaction, but only 2
confirmations are required to allow the transaction o procesd.

{03801 In one embodiment, a push notification may be sent {o the client devices of
those users who can confirm the transaction {e.g., if the users have client devices
capable of receiving push notifications). Alternatively, or in addition, the notification may
be sent via email, text message (e.g., SMS), instant message, or any other technology
capable of delivering a message to the client devices. In one embodiment, a user may
be registered with the server to receive confirmation messages through two or more
cormmunication channels. For example, a user may receive both a push notification and
an email containing the confirmation request.

{03811 Regardiess of how the confirmation request is sent, at 3803 all or a subset of
the N users perform authentication with the server as part of the confirmation process.
Any remote autheniicalion technigues may be employed to authenticate the users and
confirm the transaction. For example, a user may confirm a transaction by providing
biometric data o a biometric device on the client which has been previously registered
with the relving parly (e.g., swiping a finger on a fingerprint scanner). As mentioned
above, the details associaled with the fransaction may be provided 1o the users via a
secure transaction application capable of securely displaying text and other information
{i.e., ensuring that when a user confirms the transaction, he/she has viewed the actual,
unaltered text describing the transaction).

{03821 Once a minimum specified number of users have confirmed the request,
determined at 3804, then the transaction is permitied at 3807. One embodiment of the
method starts a confirmation timer 1o measure the amount of elapsed time since the
confirmation requests were sent. Once the confirmation timer has reached a threshold
value (e.g., a few hours, a day, eic.), determined at 3805, the transaction is disaliowed
at 3806. Until the timer threshold is reached, the method waits at 3804 for the minimum

specified number of users to confirm the request.

K. SYSTEM AND METHOD FOR DELEGATING TRUST

[0383] Existing authentication systems do not allow new authenticalors to be enabled
using regisiered authenticators on frusted clients. For example, if a user has a
fingerprint sensor on her phone which she has registered with number of websites and
then she installis a voice authenticator on her phone, she has no way o automatically

regisier her voice guthenticator with all the websites she was using with fingerprint
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sensor. Rather, in this case, the user must step through the same enroliment and
reqistration process 1o register the voice authenticator with the relying party. Similarly, if
the user purchases a new device with a new set of authenticators, the user must re-
enroll and reregister all of the new authenticators with the server.

[0384] The embodiments of the invention described below allow a user 1o easily
enable and register the authenticator(s) on a new client device using a trusted client
device that is already enabled and registered with one or more relying parties. In
particular, these embodimenis may be used 10 enable new authenticators, enable new
client devices, and keep the registrations in sync between multiple client devices.
[0395] Figure 39 provide a high level overview of trust delegation in accordance with
one embodiment of the invention. A trusted device 3902, i.e., a device which has an
authenticator which is regisiered with one or more relying parties 3950, establishes a
secure connection with the user’s new client device 3800. The particular manner in
which the secure connection is established is not perlinent {0 the underlying principles
of the invention. Various technigues may be used such as near field communication
{NFC}, Bluetooth, Wili Direct, using a quick response {QR)} code and establishing an
HTTPS conneclion. In one embodiment, the devices may exchange a large random
token (LRT) needed for a secure connection and may establish a connection by
providing the captured LRT {0 an online service and bootstrap a secure communication
via the service.

{0396] In one embodiment, once the secure connection is established betwesn the
trusted client device 3802 and new client device 3800, a secure protocol is implemenied
{described in detail below) to transfer and integrate the registration data from the trusted
device to the new device. Once the registrations have been transferred, another secure
protocol is implemented (e.q., HTTPS in one embodiment) between the new client
device 3900 and relying parties 3950 {o verify the registrations.

{03977 While the embodiments described herein focus on ransferring authentication
data used for authentication fransactions with a relying party 3950, the relying party may
not be required for complying with the underlying principles of the invention. For
example, the trusted device 3902 may establish a secure connection to provide
authentication data o the new client device 3800 without any relying party involved in
the system {e.g., 0 provide authenlicalion data for authenticaling locally with the new
client device 3800).

{0398] As illusirated in Figure 40, a trust delegation module 4000-4001 may be
execuied on the new device 3800 and trusted device 3802, respectively, to establish the
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secure connection, exchange the registrations, and verify the registrations with a secure
transaction service 4004 on sach relying party 3850, As used herein, a “trusted
authenticator” is an authenticator that a user has already registered with one or more
relying parties. A new “new authenticator” is one which the user wishes {0 enable with
all the relying party registrations currently being used with the trusted authenticator.
Thus, the authentication engine 3711 is considered a trusted authenticator if it has
previously registered one or more user authentication devices 3720-3721 with a relying
parly. The goal of one embodiment is 1o turn the authentication engine 3710 of the new
device 3800 from a new authenticator into a trusted authenticator. A "trusted device” is
one which has a trusted authenticator and a "new device” is one which has a new
authenticator.

{03891 Trustdelegation refers o the process of enabling the new authenticator using
a trusted authenticator. Thus, the preconditions of trust delegation are: the user has a
trusted device; the user has a new device; the user wants o delegate trust from trusted
device {0 new device.

[0400] Reiurning o Figure 40, in one embodiment, the user initiates the trusi
delegation application 4000 on the new client device 3800 and the trust delegation
application 4001 on the frusted client device 10 establish the initial secure connection,
In one embodiment, the trust delegation applications may be mobile device apps,
specifically designed to perform the trust delegation operations described herein. In
another embodiment, the trust delegation applications may be browser plugins executed
in response to the user indicating that he/she wishes io perform trust delegation (e.g.,
via a web page with ermbedded Javascript or other applet or executable program code).
Moreover, the trust delegation applications 4000-4001 may be software modules within
a larger application such as an authentication application designed to manage
authentications with relying parties. lt should be noted, however, that the underlying
principles of the invention are not limited {0 any particular implementation of the trust
delegation applications 4000-4001.

[0401] In one embodiment, 1o approve the trust delegation operations on the trusted
device 3902, the user locally authenticates with the authentication engine 3711 on the
trusted device {e.g., providing biometric input to a user authentication device 3722-
3723). Similarly, in one embodiment, the user may locally authenticate with the
authentication engine 3710 on the new client device 3900. These two authentication
steps may provide authorization for the frust delegation applications 4000-4001 to
perform the delegation process.
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[0402] As mentioned, the trust delegation applications 4000-4001 may utilize any of
the communication interfaces available on their respective client devices 3900, 3802 to
establish a secure connection (e.g., Blustooth interfaces for a Blustooth connection,
NFC inferfaces for an NFC connection, etc).

[0403] Once the secure connection is established, in one embodiment, the frust
delegation application 4001 of the trusted client 3902 provides data indicating the
number of keys (N} on the trusted client which are registered with relying parties. in
response, in one embodiment, the trust delegation application 4000 generates N new
device key pairs (ND_Uauth) including one private key (NB_Uauth.priv) and one public
key (ND_Uauth.pub) and sends the N new device pubic keys to the trust delegation
application 4001 on the rusted device 3802

{04041 In one embodiment, the trust delegation application 4001 then signs each of
the N new device public keys with its corresponding trusted device private key
(TD_Uauth.priv) to generate a signature (TD_Uauth.sig) associated with each of the N
new device public keys. In one embodiment, the “corresponding” private key is the
private Key associated with a particular registration with a corresponding relying party.
The trust delegation application 4001 may also ingert a timestamp into the generated
signature which may subsequently be used by the relying party o verify exactly when
the trust delegation occurred. In one embodiment, the frust delegation application 4001
of the trusted client 3902 then transmits each of the generated signatures along with
other registration data associated with each relying parly 10 the trust delegation
application 4000 on the new client 3900. The data for each relying party may include,
one or more relying party 1D codes {e.g., application 1D codes identifying services at the
relying party), user names registered for the user at the relying party, key 1D codes used
by the relying pariy o [ocate the appropriaie keys during authentication, and any other
data relevant to the autheniication process.

[0405] In one embodiment, once the trust delegation application 4000 receives the
signatures and other registration data, it integrates this data info the local secure
storage device 3725 so that it may be subsequently used when the new client device
3900 connects io the relying party 3950.

[0406] In one embodiment, after the registration data base been stored in the local
secure storage 3725, a series of bootstrapping operations may be performed by the
trust delegation application 4000 o leverage the delegated registrations on the new
client device 3900 with relying parties (e.g., websites, services, eic) thal had previously
been registered with the trusted client device 3802, Alternatively, the described
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bootstrapping operations may be performed by the authentication engine 3710 itself (via
direct communication with the secure transaction service 4004 as shown in Figure 480).
The underlying principles of the invention remain the same regardless of which
particular software component on the new client device 3800 performs the operations.
{04071  In particular, in one embodiment, the secure transaction service 4004 of the
relying party 3950 detects that there are registrations on the new client device 3900
using the remote authentication protocol supported by the secure fransaction service
4002 and trust delegation application 4000. In one embodiment, the user may initially
be asked by the secure transaction service 4004 to perform biometric authentication or
other form of authentication (e.g., entering a secure code) from the new client device
3900. In addition, at this stage, the secure transaction service 4004 may verify the
timestamp inserted into the signature{s) and ensure that the timestamp is not older than
a threshold amount of time.

{04081 Assuming that the user successiully provides biometric or other authentication
data at an accepiable assurance level, the trust delegation application 4000 and/or the
new authenticator 3710 prepare a response including the following three assertions:

1. An atlestation over the new device public Key associated with the relying
party (ND_Uauth.pub). in one embodiment, the attestation comprises a signature
generated over the public key {e.g., using a public key of the relying pariy).

2. An assertion using the new device private Key associated with the relying
party (ND_Uauth.priv). In one embodiment, {0 generate the asseriion, the private key is
used to generale a signature over content known by the relying party {e.g., such as a
random challenge sent from the relying party). Because the relying party is provided
with the public key (in step 1), it can decrypt the content, thereby verifying that the
private key was used to encrypt the content.

3. The signature previously generated by the trusted client device and
associated with the new device public key for this particular relying party (TD_Uauth.sig)
along with the key 1D used by the relying parly (TD_Uauth keyid) to locate the public
key (e.g., so that it may use the key D to query iis secure transaction database 4025 1o
retrieve the public key).

{04091 In one embodiment, all of the above data is then transmitied to the secure
transaction service 4004 of the relying party in a remote autheniication response.
{04101 In one embodiment, after receiving the above assertions, the secure
transaction service 4004 may perform the following verifications:

1. Locate the trusted device’s pubiic key (TD_Uauth.pub) using the key [D;
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2. Verily the signature generated by the trusted device (TD_Uauth.sig) using
the trusted device’s public key (TD_Uauth.pub);

3. Verify the signature generated by the new device’s private key
(ND_Uauth.sig) using the new device’s public key (ND_Uauth.pub); and

4. Verify the atiestation over the new device public key associated with the
relying party (ND_Uauth.pub). In one embodiment, this verification is performed using
the private key of the relying party.
[0411] One embodiment of a method for securely transferring regisiration data from a
trusted device o a new device is illustrated in Figure 41 and one embodiment of a
method for verifying the registration data with the relying party is illustrated in Figure 42.
While these methods may be implemented within the context of the system
architectures shown in Figures 38-40, the underlying principles of the invention are not
limited to any particular system architecture.
{04121 Turning first to Figure 41, at 4101, the new devices establishes a secure
communication channel with the trusted device and determines the number (N) of key
pairs to generate. As mentioned, this may be the number of key pairs registered by the
trusted device with relying parties.
[0413] A1 4102, the new device generates N new public/private key pairs. In an
alternate implementation which utiizes symmeitric kKeys, the new device may generale a
single (symmetric) key 10 be shared with the relying party. At 4103, the N public keys
are sent {o the trusted device and, at 4104, the trusied device signs each public key
with a corresponding private key to generate a signature. At 4105, the signalures are
sent to the new device with other registration data for the relying parly (e.g., key Ds,
application [Ds, eic). Finally, at 4106, all of the registration data and signatures are
integrated within the local secure database(s) used by the authentication engine.
{0414] Turning now to Figure 42, at 4201 at new client {having already performed the
delegation operations from Figure 41) establishes a secure connection with the relying
parly. At 4202, the relying party detects that there are exisling registrations which have
been delegated fo the new device. in response, at 4203, the relying party makes an
authentication request o the new device. The user may then authenticate using one or
more biometric or other authentication technigues. As discussed above, at 4204, the
new device prepares a response which includes an attestation over the new device
public key, a signature generated with the new device private key {(e.g., over a
challenge), and the signature generated with the trusied device’s private key and the
associaied Key 1D. At 4205 all of the data in the response is transmiited 1o the relying
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party and, at 4206, the relying parly verifies the data contained in the response (see
above for details of cne embodiment). if the verification is successtul, then at 4207 the
transaction being attempled by the user is permilled.
[0415] The technigues described herein may be used o delegate frust between two
authenticators on different devices (as described above). In addition, in one
embodiment, these techniques may be used to delegate trust between two
authenticalors on the same device. In this case, the secure connection between two
devices does not need to be established but all of the other operations may be
performed between the two authenticators within the device.
[0416] Moreover, it should be noted that some of the operations involved can be
implemented in various ways. For example the secure protocol for delegating trust may
be initiated by trusted device rather than the new device. In either case, the new device
{or, more specifically, the authenticator on the new device) may generate a number of
new key pairs (ND_Uauth) and the authenticator on the frusted device may sign the
public keys of these key pairs.
L. SYSTEM AND METHOD FOR PRIVACY-ENHANCED DATA
SYNCHRONIZATION
{04171 Current systems exist for synchronizing data between multiple client devices
using cloud services. When a user creates a new document on a device {e.g., snhaps a
picture, creates a word processing document, sic) or modifies an existing document, a
cloud service to which the user is subscribed will typically store a copy of the
new/modified document “in the cloud.” When the user accesses the cloud service from
a second device (e.g., a computer at work or a another device used by a different family
member), the cloud service may be configured to synchronize the device.
{0418] One problem which exists is thal data is freguently stored in the cloud service
in an unencrypted format thereby making the data vulnerable 1o various types of cyber
attacks and queries by federal agencies.
{04191 The embodimenis of the invention described below provide a set of protocols
and technigues which allow dala 1o be synchronized among devices in a privacy-
enhanced manner. Using these protocols and techniques, cloud services never have
access to data in plaintext {e.g., unencrypted format), thereby preserving the user’s
privacy.
{04201 As an initial matier, it should be noted that the technigues described below for
synchronizing data among devices do not rely on the advanced authentication
technigues described herein. For example, these synchronizing technigues may be
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employed outside of the context of a system for remole user authentication as
described for other embodiments of the invention. However, these synchronization
techniques may be used {o perform synchronization for these remote user
authentication embodiments. For example, in one embodiment, the regisiration data for
each Website or other online service visited by the user may be synchronized among
muttiple devices using these synchronization technigues.
{04211 As used herein, a “circle” means a network of devices trusted by a user and
“circle-id” means an identifier identifying a circle {e.g., one which cannot be easily
guessed). A “circle-cloud” means an online service which is used to store information
about circles and trust-chains (defined below) and acts as a communication hub for
client devices. In one embodiment, the circle-cloud does not store any confidential data
(at least not in an unencrypted format). The term “d.pub” refers o a device’s public kay,
“d.priv” refers to the device's private key and d.pub/d.priv refers to an asymmelric
public/private key pair of a device d. In one embodiment, d.priv never leaves device d.
The “trust-chain” means the persistent data stored on the circle-cloud containing
information about devices trusted by user and their relationships. A “circle-channel”
means a secure communication channel provided by the circle-cloud that is used by two
{or more) devices o exchange and synchronize data between them.
{04227 One embodiment of the invention comprises a protocol and associated
techniques for allowing a new user device 1o () join a circle and (b) subseguently
synchronize with the circle. These embodiments will be described with respect to
Figure 43 which shows a three client devices 4301-4303 each with a privacy sync
application 4311-4313, respectively, for implementing the protocols and technigues
described herein and secure data storage 4321-4332, respecthively, for storing data
used for joining and synchronizing. Device 4301 is sometimes referred to herein as
device d1, device 4302 is sometimes referred to as device d2, and device 4303 is
sometimes referred to as device d3.
{04231 In one embodiment the joining and synchronizing are performed through a
circle cloud 4350 which includes a plurality of storage servers. A trust chain 4360 within
the circle cloud 4350 maintains data defining trust relationships between the devices
4301-4303 as described below. The circle channel 4370 comprises a secure
communication channel provided by the circle-cloud that is used by two or more devices
to exchange and synchronize data

a. Joining the Circle
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[0424] A device 4302 {d2) joins an existing network of devices 4301 (d1) and 4303
{d3) that belong to the user (i.e., the “circle” of rusted devices). A device 4302 can join
an existing circle only if another device 4301, which is already part of that circle,
authorizes it.
{0425] One embodiment of a method for authorizing a new device 4302 using a
trusted device 4301 is lllustrated in Figure 44. Al 4401 a user authorizes the new
device 4302 on an existing trusted device 4301, For example, in one embodiment, the
user may initiate its privacy sync application 4311 on the frusted device 4301 and the
privacy sync application 4312 on the new client device 4302.
[0428] Al 4402, in one embodiment, the privacy sync applications 4311-4312 cause
the devices 4301-4302 to establish a secure connection. Various technigues may be
used to establish the secure connection such as near field communication (NFC),
Biuetooth, Wifi Direct, using a quick response {QR) code and establishing an HTTPS
connection.
{04271 At 4403, device 4301 sends secure data to the new device 4302, referred to
heregin as “join1_data.” In one embodiment, the joint_data inciudes the following fields:
{d1.pub, sk.sym, circle-id}, where d1.pub is the public key of device 4301, sk.symis a
randomiy-generated session key generaled by device 4301, and the circle-id is a unigue
identification code identifying the circle which device 4302 is joining.
{0428] At 4404, device 4302 reads the joint_data and prepares a response which
may include the following:

e HMAQC (sk.sym, d2.pub i T} | d2.pub | T where T is a timestamp

+  frusi-blockl = S{d2.priv, di.pub) | di.pub | d2.pub
Note that HMAC stands for Hash-Based Message Authentication Code. in the above
embodiment, the HMAC is generated by concalenating the public key of device 4302
with a timestamp and protecting the inlegrily of the resuilt with sk.sym using HMAC or a
similar algorithm. In addition, trust-blockt includes a signature generated with device
4302’s private key over device 4301's public key. In one embodiment, the trust-block
entry also includes a timestamp (T).
[0429] Beturning to Figure 44, At 4405 device 4302 securely connects to the circle-
cioud 4350 and transmits the response which includes the HMAC and trust-block1. The
circle-cloud 4350 stores the data received by device 4301 and waits for device 4301 to
connect.
[0430] At 4406, device 4301 connects 1o the circle cloud using the circle-id, vaiidaies
the integrity of the data contained in device 4302°s response from operation 4405, and
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generates trust-block2. In particular, in one embodiment, device 4301 reads and
validates the integrity of d2.pub and T using sk.sym (e.g., using sk.sym to decrypt
d2.pub and 7). Device 4301 then signs d2.pub using its own private key, di.priv and
generates trust-block?2 = S(d1.priv, d2.pub) | d2.pub | d1.pub, which comprises a
signature generated over d2.pub with d1 priv. In one embodiment, frust-block? also
includes a timestamp (T). The device 4301 then sends the above data including rust-
block? to the circle cloud 4350.
[0431] At 4407, the circle-cloud 4350 adds both trusi-blocks to frusi-chain 4380, in
one embodiment, after the above operations, device 4302 joins the circle associated
with circle-id. All devices 4301, 4303 in this circle trust device 4302 and device 4302
trusts all of these devices. Note that any trusted device can authorize a new device
using the technigues described herein.

b. Syne with Circle

{04321 During this process the devices 4301-4303, belonging to the same circle, sync
daia between them. There can be different application-specific sub-protocols
implemented on top of this process. For example, an oniine cloud storage application
may want 1o keep user’s data synchronized on all devices and keep the encrypted copy
on circle-cloud. Ancther application may propagate messages to the devices in the
circle. For example, in one embodiment, registration data used by one device 1o
authenticate with a remoie relying party may be synchronized across all devices in the
circle. Various other applications and sub-protocols may be implemented while still
complying with the underlying principles of the invention. All such sulb-protocois may
use the foundational process blocks described below.

{0433} Trust-Chain

{0434] As demonsirated in the “Join the Circle” process (Figure 44), what goes inio
trust-chain 4360 a proof which asserts that device?2 is trusted by devicet. Thus, a trust-
chain 4360 is a chain of authorization blocks each of which asserts a trust relationship
between two devices. In one embodiment, a trusi-chain is commutalive, meaning that if
device 4301 trusis device 4302 then device 4302 trusts device 4301. The trust-chain
4360 is considered fo be broken if there is a block asserting that device 4301 trusts
device 4302 and there is no block asserling that device 4302 trusts device 4301, inone
embodiment, the trust-chain 4380 is also fransitive, meaning that if device 4301 trusts
device 4302 and device 4302 trusts device 4303 then device 4301 trusis device 4303.
in one embodiment, the trust-chain is circle-id specific and it does not contain any

confidential information about devices.
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[0435] In one embodiment, the trust chain 4360 comprises a plurality of trust blocks
and each block includes the following data: {di.pub, dj.pub, S{di.priv, dj.pub), S{dj.priv,
di.pub})t — .2, the public keys of each device and a signature generated using the
private key of each device over the public key of each other device.

[0436] The above assertion means that device device di trusts device dj and vice
versa. In one embodiment, the trust-chain 4360 is used by devices 4301-4302 1o
determineg and verify which devices are in the circle. After the devices verily that they
are in the same circle, they may use the circie-channel 4370 to synchronize encrypied
data between them.

[0437] In one embodiment, 1o determine whether device di is in the same circle as
device dj the following operations are performed: (a) construct a directional graph where
each node is a device in trust-chain and each arrow corresponds to a block in trust-
chain and (b) determine if there is a direct path connecting di and dj.

[0438] Circle-Channel

[0439] In one embodiment, the process illustrated in Figure 45 is implemented o
synchronize data between other devices in the same circle. In the illustrated example,
device 4301 (d1) is the device that has new dala and wanis 10 send 1o other devices. At
4501, device 4301 downioads the trust-chain 4360 associated with the circle-id,
identifies the other devices in the same circle from the trust-chain (e.g., devices 4302-
4303), and obtains the public keys of the other devices in the same circle using the
trust-chain.

{04407 A1 4502, the device 4301 generates a random encryption key (REK) (e.g.,
using known techniques for random nurmber generation). At 4503, device 4301 derives
mutual session keys (SK) for each of the other devices in the circle. Inone
embodiment, device 4301 derives the SKs using the Diffie-Hellman key exchange
algorithm with respect to each of the other others devices. Diffie-Heliman is a well
known algorithm which aliows two parties that have no prior knowledge of each other o
jointly establish a shared secret key. In the instant case, for example, if a first device
has a key pair and provides its public key 10 a second device, then the second device
can automatically derive a new key (SK in the instant application) independently using
its private key and the first device’s public key (and vice versa). In one embodiment,
device 4301 uses these technigues o generate a different SK for each other device
4302, 4303.

{04411 AL 4504, the device 4301 encrypts REK with each derived SK for each device
and binds the appropriate public keys with them. For example, for a device d1 which
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generates SKi and 5Kj for devices di and dj, respectively, it uses the session keys io
encrypt REK as follows:

{d1.pub, di.pub, E(SKI, REK}} (for device di)

{di.pub, di.pub, E(SK|, REK)} (for device dj)
in at the end of the process, each of the devices di and dj are able o decrypt REK using
their respective session keys {(which have been independently derived by each device
using Diffie-Hellman as discussed above).
[0442] At 4505, device 4301 encrypis the daia to be synchronized with REK —i.e.,
E(REK, data-to-be-synced). As mentioned, any data may be synchronized in this
manner such as mullimedia files, productivity document, and/or client configuration data
(e.9., relying party registration data as discussed above), to name a few.
{0443] A1 4507, device 4301 provides 1o the circle channel the REK encrypied with
gach 5K and the data to be synchronized, encrypted with REK:

Hd1.pub, di.pub, B(SKi, REK), {d1.pub, di.pub, E(SK], REK})}, ...]

E(REK, data-to-be-synced)
[0444] After the data has been provided o the circle-channel, at 4506 individual
devices in the same circle download the record corresponding to their public key {e.g.,
{dt.pub, di.pub, E(GKI, REK)} for device di), derive the same SK (e.g., SKi), decrypt
REK and use REK o decrypt the data to be synchronized.
{0445] In one embodiment, a "join circle” operation as described above may require
user authentication on both devicet and deviced. When this protocol is implemented
using the remote authentication lechnigues described herein, a user may be required o,
for example, “swipe" a finger to authenticate on both devices to initiate and complete
the "join circle” process. By contrast, in one embodiment, syncing data between
devices as described may noi require user authentication.
{0446] The protocol and associated techniques described herein aliow networks of
devices 1o be built that trust each other. Significantly, all data transmitted to and from
the cloud and stored within the cloud is encrypled. Conseguently, data may be
synchronized among the plurality of devices without storing any confidential data on
cloud, resuiting in improved user privacy protection.
{04471 The embodiments of the invention described above implement a private
synchronization protocol for device synchronization where the participating cloud
storage cannot view any of the user’s data in plaintext (i.e., data is encrypted in the
cloud). These embodiments includes varicus novel and beneficial features including,
bui not limited fo:
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M.
{0448}

A system and method implementing a device synchronization protocol where
device has a public and private key for authorizing cther devices.
A system and method which implement a frust-chain to indicate frust
relationships between devices within the same circle.
A systemn and method where devices use Diffie-Hellman or similar key exchange
algorithms to generate mutual session keys and encrypt data with those keys.
A systemn and method where a hash of a circle-id is stored in a circle-cloud
instead of on the device itself.
A system and method where circle-cloud uses a challenge response protocol 1o
authenticate a device before allowing it to put any data in circle’s circle-channel.
A system and method where a permanent circle group key is used to encrypt the
syncing data
An application which uses the described private synchronization protocols 1o
share user's data (documents, files, photos, etc) among multiple devices and
stores the encrypted backup of data on the cloud.
A system and method where the device’s privale key (d.priv) and ali operations
that use this key are implemented inside an authenticator for remotely
authenticating a user over a nefwork.
An application which uses the described private synchronization protocols in
combination with the embodiments of the invention for performing user controlied
trust delegation {0 a new device to share authenticalor registrations among a
user’s devices.
An application which uses the described privale synchronization protocols in
combination with the embodimenis of the invention for performing user controlied
trust delegation {0 a new device to share new registrations among a user’s
devices where a user doesn’t need (o authenticate with an authenticator every
fime when a new registration is being delegated o other devices.
A set of authenticators belonging to the same user and forming a circle, where
these authenticators are using the private synchronization protocols described
above {0 sync authentication key pairs in order 1o share regisirations of a single
authenticator with other authenticators belonging to the same circle.
EXEMPLARY SYSTEM ARCHITECTURES
it should be noted that the term “relying party” is used herein to refer, not

merely 1o the entity with which a user transaction is attempted {(e.g., a Websile or online

service performing user transactions), but also to the secure transaction servers
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implemented on behalf of that entity which may performed the underlying authentication
techniques described herein. The secure fransaction servers may be owned and/or
under the control of the relying party or may be under the control of a third party offering
secure fransaction services io the relying party as part of a business arrangement.
These distinctions are specified in Figures 46A-B discussed below which show that the
“relying party” may include Websites 4631 and other network services 4651 as well as
the secure transaction servers 4632-4833 for performing the authentication techniques
on behalf of the websites and nefwork services.

{04481 In particular, Figures 46A-B illustrate two embodiments of a system
architecture comprising client-side and server-side components for authenticating a
user. The embodiment shown in Figure 464 uses a browser plugin-based architecture
for communicating with a website while the embodiment shown in Figure 468 does not
require g browser. The various advanced authentication techniques and associated
applications described herein may be implemented on either of these system
architectures. For example, the authentication engines within client devices described
above {e.g., 230) may be implementad as part of the secure transaction service 4601
including interface 4602, i should be noted, however, that the embodiments described
above may be implemented using logical arrangements of hardware and software other
than those shown in Figures 46A-B.

{04507 Turning to Figure 484, the illustraled embodiment includes a client 4600
equipped with one or more authentication devices 4610-4612 for enrolling and
authenticaling an end user. As mentioned above, the autheniication devices 4610-4612
may include biometric devices such as fingerprint sensors, voice recognition
hardware/software {e.¢., a microphone and associated software for recognizing a user's
voice), facial recognition hardware/software (e.g., a camera and associated software for
recognizing a user's face}, and optical recognition capabilities {e.q., an oplical scanner
and associated software for scanning the retina of a user) and non-biometric devices
such as a trusted platiorm modules (TPMs) and smaritcards. A user may enroll the
biometric devices by providing biometric data (e.g., swiping a finger on the fingerprint
device) which the secure transaction service 4601 may store as biometric template dala
in secure slorage 4620 (via interface 4602).

{04511 While the secure storage 4620 is illusirated cutside of the secure perimeter of
the authentication device(s) 4610-4612, in one embodiment, each authentication device
4610-4612 may have its own integrated secure siorage. Additionally, each
authentication device 4610-4612 may cryptographically proiect the biometric reference
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data records (e.q., wrapping them using a symmaetric key {0 make the storage 4620
secure).

[0452] The authentication devices 4610-4612 are communicatively coupled to the
client through an interface 4602 (e.g., an application programming interface or AP
exposed by a secure transaction service 4601. The secure transaction service 4601 is
a secure application for communicating with one or more secure transaction servers
4632-4633 over a network and for interfacing with a secure transaction plugin 4605
execuied within the contexi of a web browser 4604, Ag iliusirated, the Interface 4602
may also provide secure access 10 a secure storage device 4620 on the client 4600
which stores information related to each of the authentication devices 4610-4612 such
as a device identification code, user identification code, user enroliment data (e.g.,
scanned fingerprint or other biometric data), and keys used to perform the secure
authentication technigues described herein. For example, as discussed in detail below,
a unigue key may be stored into each of the authentication devices and used when
communicating (o servers 4630 over a network such as the Internet,

{04531 In addition to enroliment of devices, the secure transaction service 4601 may
then register the biomeltric devices with the secure lransaction servers 4632-4633 over
the network and subsequently authenticale with those servers using data exchanged
during the registration process (2.g., encryption keys provisioned into the biometric
devices). The authentication process may include any of the authentication techniques
described herein {e.g., generaling an assurance level on the client 4600 based on
explicit or non-intrusive authenticalion technigues and transmitting the results to the
secure transaction servers 4632-4633).

[0454] As discussed below, certain types of network transactions are supporied by
the secure transaction plugin 4605 such as HTTP or HTTPS transactions with websites
4631 or other servers. In one embodiment, the secure fransaction plugin is initiated in
response 1o specific HTML tags inserted into the HTML code of a web page by the web
server 4631 within the secure enterprise or Web destination 4630 (sometimes simply
referred to below as “server 46307). In response o detecting such a tag, the secure
transaction plugin 4605 may forward transactions 1o the secure transaction service 4601
for processing. in addition, for certain types of transactions {(e.g., such as secure key
exchange) the secure transaction service 4601 may open a direct communication
channel with the on-premises ransaction server 4632 (i.e., co-located with the website)

or with an off-premises transaction server 4633.
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[0455] The secure fransaction servers 4632-4633 are coupled 1o a secure fransaction
database 4640 for storing user data, authentication device data, keys and other secure
information needed 1o support the secure authentication transactions described below.
it should be noted, however, that the underlying principles of the invention do not
require the separation of logical components within the secure enierprise or web
destination 4630 shown in Figure 48A. For example, the website 4831 and the secure
fransaction servers 4632-4633 may be implemented within a single physical server or
separate physical servers. Moreover, the website 4631 and transaction servers 4632-
4633 may be implemented within an integrated scoftware moduie executed on one or
more servers for performing the functions described below.

[0456] As mentioned above, the underlying principles of the invention are not limited
to a browser-based architecture shown in Figure 46A. Figure 468 illustrates an
alternate implementation in which a stand-alone application 4654 ulilizes the
functionality provided by the secure fransaction service 4601 to authenticale a user over
a network. In one embodiment, the application 4654 is designed to esiablish
communication sessions with one or more network services 4651 which rely on the
secure lransaction servers 4632-4833 for performing the user/client authentication
technigues described in detail below,

{04571 In either of the embodiments shown in Figures 46A-B, the secure transaction
servers 4832-4633 may generale the keys which are then securely transmitted to the
secure transaction service 4601 and slored inio the authenticalion devices within the
secure storage 4620, Additionally, the secure transaction servers 4632-4633 manage
the secure fransaction database 4640 on the server side.

[0458] An exemplary series of transactions for performing authentication device
discovery, enroliment, registration, and authentication are shown in Figures 47-51,
Some aspects of these transactions have been employed in the OSTP protocol
mentionad above (see the OSTP Framework (March 23, 2011} for additional details,
which is incorporated herein by reference). An undersianding of the basic operation of
these transactions will provide a contexi in which embodiments of the invention may be
implemented.

{0459] The operations described below include detection of authentication devices
(Figure 47); enrollment of the user with the authenticalion devices (Figure 48);
registration of authentication devices (Figure 48); user authentication with the
registered authentication devices (Figure 50); and implementation of secure
transactions foliowing authentication (Figure 51).
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[0460] Figure 47 illustrates a series of transactions for detecting authentication
devices on the client machine. After device detection is successiully completed, the
server 4730 possesses exhaustive information about the authentication devices
atiached to the client and will be able 1o assess which device(s) are most appropriaie to
use with the enhanced security infrastructure. Only the server 4730 filters the list of
authentication devices. The user will be provided with this list and may choose one {or
combination) of authentication devices to use for further authentication and
implementation of secure transactions.

[0461] In operation, the user authenticates with username and password in browser
and logs in o web site. This is the only time that the user will be required to provide a
user name and password. The server 4730 determines that the user is not currently
using enhanced security (e.g., by querying the secure transaction database 4720) and
provides a suggestion o the user {o change 10 enhanced security.

{04621 In one embodiment, the server 4730 includes a “guery for devices” tag in an
HTML page which the secure fransaction plugin 4705 detects. In response to detecting
the tag, the secure transaction plugin 4705 rerputes the request io the secure
transaction service 4701 which then prepares exhaustive information about all
authentication devices attached io the system including security characteristics of the
devices. In one embodiment, the information is packaged in an XML format prior to
transmission using a pre-specified daia schema.

{04631 The secure fransaction plugin 4705 receives this information from the secure
transaction service 4701 and, in one embodiment, passes the information fo the web
page’s JavaSceript via a registered callback. 1t then chooses how to display the
information in the browser 4704. The list, filtered by the website, may be shown to the
user and the user may select one or a combination of authentication devices.

{0464] Figure 48 illustrates a series of transactions o enrcll the user with the
authentication devices. In one embodiment, enroliment is a prerequisite for using the
enhanced security provided by the embodiments of the invention described herein.
Enroliment involves taking a biometric reading of the user (e.g., a fingerprint, voice
sample, eic) s0 that the same authenticalion device can be used o authenticate the
user during a subsequent transaction. The enroliment operation may be done solely on
the client, without interaction with the server 4730. The user interface(s) provided for
enroiiment may be displayed in the browser extension or may be displayed in a
separate application or mobile device app.
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[0465] The enroliment operation may be initialed as soon as devices are detected.
The user may choose o use one or a group of discovered devices for enhanced
security. In operation, the user may select a device from the displayed device list in the
browser, application or mobile device app. For the browser-based implementation
illusirated in Figure 48, the secure transaction plugin 4705 displays a device-specific
enroilment graphical user interface (GUIY. The secure transaction plugin 4705 transmils
the device identifier and an enroliment request to secure transaction service 4701 and
waits for completion. if the user is already enrolled with an autheniication device on the
client, the user may only need to verify their identity (i.e., they will not be reguired to
enroll again). If the user is not currently enrclled, then the secure fransaction service
101 staris the enroliment process by activaling the physical authentication device {e.g.,
via the device interface 4702). The user then interacts with the secure transaction
plugin 4705 GUI and follows the specified enroliment steps (2.¢., swiping a finger,
speaking into a microphone, snapping a picture, efc). Once complete, the user will be
enroiled with the authentication device. Significanily, once a user is enrolled with a
device, they may use this enrcliment to register or authenticate with any website or
network service as described herein.

[0466] Figure 48 illusirates a series of iransactions for regisiration of authentication
devices. During registration, a key is shared between the authentication device and one
of the secure transaction servers 4732-4733. The key is stored within the secure
storage 4720 of the client 4700 and the secure transaction database 4720 used by the
secure transaction servers 4732-4733. In one embodiment, the key is g symmaetric Key
generated by one of the secure transaction servers 4732-4733. However, in another
embodiment discussed below, asymmelric keys may be used. In this embodiment, the
public key may be stored by the secure fransaction servers 4732-4733 and a second,
related private key may be stored in the secure storage 4720 on the client. Moregver, in
one embodiment {(also discussed below), the key(s} may be generated on the client
4700 {e.q., by the authentication device or the authentication device inlerface rather
than the secure fransaction servers 4732-4733).

{04677 A secure key provisioning protocol such as the Dynamic Symmetric Key
Provisioning Protocol {DSKPP} may be used to share the key with the client over a
secure communication channel (see, e.g., Request for Commenis (RFC) 8063).
However, the underlying principles of the invention are not limited to any particular key

provisioning proiocol,
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[0468] Turning to the specific details shown in Figure 49, once the user enroliment or
user authentication is complete, the server 4730 generates a randomiy generated
challenge {e.g., a cryptographic nonce) that must be presented by the client during
device registration. The random challenge may be valid for a limited period of time.
The secure transaction piugin detects the random challenge and forwards it to the
secure transaction service 4701, In response, the secure transaction service initiates
an out-of-band session with the server 4730 (e.q., an out-of-band fransaction) and
communicates with the server 4730 using the key provisioning protocol. The server
4730 locates the user with the user name, validates the random challenge, validates the
device's authentication code if one was sent, and creates a new entry in the secure
transaction database 4720 for the user. It may also generate the key, write the key to
the dalabase 4720 and send the key back o the secure transaction service 4701 using
the key provisioning protocol. Once compilete, the authentication device and the server
4730 share the same key if a symmelric key was used or different keys if asymmetric
keys were used.

[0468] Figure 50 illustrates a series of ransactions for user authentication with the
registered authentication devices. Once device registration is complete the server 4730
will accept a token generated by the local authentication device as a valid authentication
token.

{04707 Turning to the specific details shown in Figure 50, which shows a browser-
based implementation, the user enters the uniform resource locator (URL) of the server
4730 in the browser 4704. In an implemeniation which uses a stand alone application
or mobile device app {rather than a browser), the user may enter a network address for
a network service or the application or app may automatically attempt to connect io the
network service at the network address.

{0471] For a browser-based implementation, the website embeds a query for
registered devices in the HTML page. This may be done in many ways other than
embedding the guery in an HTML page, such as through Javascript or using HTTP
headers. The secure transaction plugin 4705 receives the URL and sends it 10 secure
transaction service 4701, which searches the looks into the secure storage 4720 (which,
as discussed, includes a database of authentication device and user information) and
determines whether there is a user enrolled within this URL. 1f s0, the secure
transaction service 4701 sends a list of provisioned devices associated with this URL o
the secure transaction plugin 4705, The secure transaction plugin then calls the
registered JavaScript AP and passes this information to the server 4730 {e.g., the
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website). The server 4730 chooses the appropriate device from the sent device list,
generates a random challenge and sends the device information, and argument back {o
the client. The websilte displays the corresponding user interface and asks for
authentication from the user. The user then provides the requested authentication
measure {€.9., swiping a finger across the fingerprint reader, speaking for voice
recognition, eic). The secure transaction service 4701 identifies the user (this step can
be skipped for devices which don't support storing users), obtains the username from
the database, generates an authenticalion ioken using the key and sends this
information to the website via the secure transaction plugin. The server 4730 identifies
the user from the secure fransaction database 4720 and verifies the token by
generaling the same token on the server 4730 (e.g., using its copy of the key). Once
verified, the authentication process is complete.

[0472] Figure 51 illustrates a secure transaction following authentication for a
browser-based implementation. The secure fransaction is designed {o provide stronger
securily for certain types of transactions (e.g., financial transactions). In the Hlustrated
embodiment, the user confirms each transaction prior to committing the transaction.
Using the illustrated techniques, the user confirms exactly what he/she wants to commit
and commits exactly what he/she sees displayed in the GUI. in other words, this
empodiment ensures that the transaction text cannot be modified by a "man in the
middie” to commit a transaction which the user did not confirm.

[0473] In one embodiment, the secure transaction plugin 4705 displays a window
5101 in the browser confext to show the transaction detfails. The secure transaction
server 4701 periodically (e.g., with a random interval) verifies that the text that is shown
in the window is not being tampered by anyone.

{0474] The foliowing example will help to highlight the operation of this embodiment.
A user chooses items for purchase from a merchant site and selects “check out.” The
merchant site sends the transaction to a service provide which has a secure ransaction
server 4732-4733 implementing one or more of the embodiments of the invention
described herein (2.g., PayPal). The merchant site authenticates the user and
completes the transaction.

[0475] The secure transaction server 4732-4733 receives the transaction details (T0)
and puts a “Secure Transaction” request in an HTML page and sends to client 4700.
The Secure Transaction reguest includes the transaction details and a random
challenge (e.g., a random nonce). The secure transaction plugin 4705 detects the

request for transaction confirmation message and forwards all data to the secure
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transaction service 4701, iIn an embodiment which does not use a browser or plugin,
the information may be sent directly from the secure transaction servers {o the secure
transaction service on the client 4700.
[0478] For a browser-based implementation, the secure transaction plugin 4705
displays a window 5101 with transaction details to the user (in a browser coniext) and
asks the user to provide authentication to confirm the transaction. In an embodiment
which does not use a browser or plugin, the secure transaction service 4701 or
application 4754 may display the window 5101. The secure transaction service 4701
starts a timer and verifies the content of the window 5101 being displayed o the user.
The period of verification may be randomly chosen. The secure transaction service
4701 ensures that user sees the valid transaction details in the window 5101, If it
detects that the content has been tampered with it prevents the confirmation token from
being generated.
{04771 After the user provides valid authentication (e.g., swipes a finger on the
fingerprint sensor), the device identifies the user and generates a token {cryplographic
signature) with the transaction details and the random challenge (i.e., the token is
calculated over the fransaction details and the nonce). This allows the secure
transaction server 4732-4733 1o ensure that the transaction deiails have not been
modified between the server and the client. The secure transaction service 4701 sends
the generaled token and usemame to the secure transaction plugin 4705 which
forwards the token to the secure fransaction server 4732-4733. The secure transaction
server 4732-4733 identifies the user with the username and verifies the foken. |f
verification succeeds, a confirmation message is sent to the client and the transaction is
processed.

System and Method for a Secure Query

Policy 1o Determine Client Authentication Capahilities

{0478} As mentioned, one embodiment of the invention implements a query policy in
which a secure transaction server transmits a server policy 1o the client indicating the
authentication capabilities accepted by the server. The client then analyzes the server
policy to identify a subset of authentication capabiliies which it supports and/or which
the user has indicaled a desire to use.. The client then registers and/or authenticates
the user using the subset of authentication tokens maitching the provided policy.
Consequently, there is a lower impact 1o the client's privacy because the client is not

required to transmit exhaustive information about its authentication capabilities (e.g., all
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of its authentication devices) or other information which might be used to uniguely
identify the client.

{04791 By way of example, and not limitation, the client may include numerous
authentication capabilities such as a fingerprint sensor, voice recognition capabilities,
facial recognition capabilities, eye/optical recognition capabilities, a trusted platform
module (TPM), and smaricard, to name a few. However, for privacy reasons, the user
may not wish to divulge the details for all of its capabilities to a requesting server. Thus,
using the techniques described herein, the secure transaction server may transmit a
server policy to the client indicating that it supports, for example, fingerprint, optical, or
smaricard authentication. The client may then compare the server policy against its
own authentication capabilities and choose ane or more of the available authentication
options.

{04801 Figure 52 illustrates one embodiment of a client-server architecture for
implementing these technigues. As illustrated, the secure transaction service 4701
implemented on the client 4700 includes a policy filter 5201 for analyzing the policy
provided by the server 4730 and identifying a subset of authentication capabilities to be
used for registration and/or authentication. In one embodiment, the policy filter 5201 is
implemenied as a software module executed within the context of the secure
transaction service 4701, it should be noted, however, that the policy filter 5201 may be
implemented in any manner while still complying with the underlying principles of the
invention and may include software, hardware, firmware, or any combination thereof.
[0481] The particular implementation shown in Figure 52 includes a secure
transaction plugin 4705 for establishing communication with the secure enterprise or
Web destination 4730 (somelimes referred {o simply as "server 47307 using technigues
previously discussed. For example, the secure fransaction plugin may identify a
specific HTML {ag inserted into the HTML code by a web server 4731, Thus, in this
embodiment, the server policy is provided to the secure transaction plugin 4705 which
forwards it to the secure transaction service 4701 implementing the policy filter 5201,
{04821 The policy filter 5201 may determine the client authentication capabilities by
reading the capabilities from the client’s secure storage area 5220. As previously
discussed, the secure siorage 5220 may comprise a repository of all of the client’s
authentication capabilities (e.qg., identification codes for all of the authentication
devices). If the user has already enrolied the user with its authentication devices, the
user's enroliment data is stored within the secure storage 5220. If the client has already
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regisiered an authentication device with a server 4730, then the secure storage may
also store an encrypled secret key associated with each authentication device.

{0483} Using the authentication data exiracted from the secure storage 5220 and the
policy provided by the server, the policy filier 5201 may then identify a subset of
authentication capabilities to be used. Depending on the configuration, the policy filler
5201 may identify a complete list of authentication capabilities supported by both the
client and the server or may identify a subset of the compilele list. For example, if the
server supports authentication capabilities A, B, C, D, and E and the client has
authentication capabilities A, B, C, F, and G, then the policy filter 5201 may identify the
entire subset of common authentication capabilities 1o the server: A, B, and C.
Alternatively, if 8 higher level of privacy is desired, as indicated by user preferences
5230 in Figure 52, then a more limited subset of authentication capabiiities may be
identified 1o the server. For example, the user may indicate that only a single common
authentication capability should be identified 1o the server {(e.g., one of A, Bor C). In
one embodiment, the user may establish a prioritization scheme for all of the
authentication capabilities of the client 4700 and the policy filter may select the highest
priority authentication capability (or a prioritized set of N autheniication capabililies)
common o both the server and the client.

[0484] Depending on what operation has been initiated by server 4730 {Registration
or Authentication), the secure transaction service 4730 performs that operation on the
filtered subset of authentication devices (4710-4712) and sends the operation response
back to server 4730 via the secure transaction plugin 4705 as shown in Figure 52.
Alternatively, in an embodiment which does not rely on a plugin 4705 component of a
Web browser, the information may be passed directly from the secure transaction
service 4701 1o the server 4730.

{0485] Figure 53 illusirates a transaction diagram showing additional details for an
exemplary series of registration with guery policy transaction. In the illustrated
embodiment, the user has not previously registered devices with the server 4730.
Conseguently, at 5301 the user may enter a user name and password as an initial, one-
time authentication step, which is forwarded at 5302 to the server 4730 via the client
browser 4704. It should be noled, however, that a user name and password are not
required for complying with the underlying principles of the invention.

[0488] Because the user has not previcusly registered with enhanced security,
determined at 5303, the server 4730 transmils its server policy (o the client al 5304. As
mentioned, the server policy may include an indication of the authentication capabililies
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supporied by the server 4730, In the liustraled example, the server policy is passed 1o
the secure fransaction service 4701 via transaction 5306.

[0487] Al transaction 5307, the secure transaction service 4701 compares the server
policy with the capabilities of the client {and potentially other information such as device
priority scheme and/or user preferences as described above) o arrive at a filtered list of
authentication capabilities. The filtered list of devices (4702) then generate keys (5308
and 5309) and then provide public paris of these keys 1o secure transaction service
4701 which in its turn sends these as registration response back to server 4730, The
server altests the authentication devices and stores public keys in secure transaction
database. The Token Altestation employed here is the process of validating
authentication device identity during regisiration. I allows server to cryplographically
make sure that the device reported by Client is really who it claimed to be.

{0488] Alternatively, or in addition, at 5307, the user may be provided with an
opportunity to review the list and/or select specific authentication capabilities {0 be used
with this particular server 4730. For example, the filtered list may indicate the option to
use authentication with a fingerprint scan, facial recognition, and/or voice recognition.
The user may then choose to use one or more of these options when authenticating
with the server 4730.

{04891 The techniques described above for filtering a server policy at a client may be
implemented at various different stages of the series of transactions described above
{(e.g., during device discovery, device registration, device provisioning, user
authenticatlion, efc). That is, the underlying principles of the invention are not limited io
the specific set of transactions and the specific transaction ordering set forth in Figure
53.

[0480] Moreover, as previously mentioned, a browser piugin architecture is not
required for complying with the underlying principles of the invention. For an
architecture which does involve a browser or browser plug-ins {e.g., such as a stand-
alene application or mobile device app}, the transactlion diagram shown in Figure 53
{and the rest of the transaction diagrams disclosed herein) may be simplified such that
the browser 4704 is removed, and the secure transaction service 4701 communicates

directly with the server 4730.

Svatem and Method for Efficiently Enrolling, Registering

and Authenticating With Multiple Authentication Deviges
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{04911 One embodiment of the invention is capable of enrolling, registering, and
authenticating multiple devices at the same time, thereby improving efficiency and the
user experience. For example, instead of requesting registration and authentication for
a single device at a time, a list of devices may be sent to the client. Symmetric or
asymmeitric keys may then be registered into muitiple devices in one operation, or
series of sequential operations executed locally on the client. For authentication,
several tokens/devices may be selected concurrently for a given transaction.

[0402] Figure 54 illustrates one embodiment of a client-server architecture for
implementing these techniques. As illusitrated, the secure transaction service 4701
implemented on the client 4700 includes mulli-device processing logic 5401 for
performing specified operations such as enrcliment and registration of multiple devices
at a time without the need for continual back-and-forth communication with the server
4730 as each device is enrolied/registered. Similarly, the server 4730 includes multi-
device processing logic for issuing commands directed to muitiple authentication
devices. In one embodiment, the multi-device processing logic 5401 is implemented as
a software module executed within the context of the secure transaction service 4701.
it should be noted, however, that the muiti-device processing logic 5401 may be
implemenied in any manner while still complying with the underlying principles of the
invention and may include software, hardware, or firmware components, or any
combination thereof.

{0493] As in the embodiments described above, the particular implementation shown
in Figure 54 includes secure fransaction plugin 4705 for establishing communication
with the server 4730 (which, as discussed, may include a Website server 4731 and
secure fransaction servers 4732-4733). Thus, the server 4730 communicates with the
secure fransaction service 4701 via the secure fransaction plugin 4705, As mentioned,
however, a browser-based plugin architecture is not required for complying with the
underlying principies of the invention.

{0494] The multi-device processing logic 5402 on the server 4730 may communicate
commands 1o be executed by the multi-device processing logic 5401 on the client 4700
which performs the operations on multiple authentication devices 4710-4712. By way of
example, the mulli-device processing logic 5402 may generate N Keys {0 be registered
with each of N authentication devices and then fransmit securely to the multi-device
processing logic 5401 along with a command 1o register the N devices. The multi-
device processing logic 5401 may then perform the regisiration concurrently orin a
series of sequential operations for ali N devices {e.g., for authentication devices 4710-
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4712} without further interaction with the server. A single response may then be sentio
the server 4730 1o indicate the completed registration of all N devices.

[0495] A series of exemplary multiple-device transactions are illustrated in Figures
55A-C. Figure 554 illustrales a multiple-device enroliment process which may be
performed without any interaction with the server 4730 (e.g., enrolling the user with
authentication devices may be performed under the control of the secure fransaction
service 4701 on the client). In an aliernate embodiment, the server 4730 may transmit
a request to the client (now shown) {0 enroll the user with the N devices. Figures 55B-
¢ Hlustrate two different embodiments for registering multiple devices with the server
4730.

[0496] Turning to the enroliment process in Figure 554, at 5501, the user indicales a
desire to envoll with N authentication devices on the client (representing all or a subset
of the available authentication devices). In response, the secure transaction plugin is
calied at 5502 and, at 5503, a device-specific graphical user interface (GUI) is
generated io walk the user through the process or enrolling with authentication device #
1. During the enroliment process, the user interacts with the secure transaction plugin
as indicated (e.q., by positioning a finger over a fingerprint sensor, speaking info &
microphone, snapping a piciure with the camera, eic). In one embodiment, enroliment
is performed for each of the N devices until enroliment is completed for the Nth device
at 5504. A different, device-specific script and/or user interface may be presented to
the user 1o enroll the user with each individual authentication device. As previously
discussed, as the user enrolls with each device, the user enroliment data may be stored
within the secure storage 720 on the client 4760 and made accessible only through the
secure fransaction service 4701. Once enroliment for all N devices is complete, a
notification may be sent o the server 4730 via transactions 5504-5505.

{04871 Regardiess of how enroliment is performed, once completed, the transaction
diagram shown in Figure 558 may be used o register the N devices with the server
4730. Al 5510 the server 4730 generates a user-specific random challenge which, as
previously described, may only be valid for a limited window of time and may comprise
a randomly-generated code such as a cryptographic nonce. At 5511, the random
challenge is transmitted along with & command {0 register N authentication devices with
the server 4730, At 5512, the secure fransaction service 4701 creates a secure
connection with the server 4730 and transmits identification data for the N devices,

aleng with the random challenge. In one embodiment, the secure connection is an
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HTTPS connection. However, the underlying principles of the invention are not limited
to any particular secure connection type.

[0498] Al 5513, the server 4730 attests the N devices, generates a key for each of
the N devices, and sends the N keys back 10 the secure fransaction service over the
secure connection. In one embodiment, the Dynamic Symmetric Key Provisioning
Protocol (DSKPP) is used to exchange keys with the client over the secure connection.
However, the underlying principles of the invention are not limited to any parlicular key
provisioning technigues. Alfernatively, in an embodiment which does not rely on DSKPP
protocel, the keys may be generated in each Authentication Device and then
transmitted to server 4730,

[0499] Al 5514-5515, the multi-device processing logic of the secure transaction
service registers each of the N keys into each of the N devices. As previously
described, each key may be stored and associated with its respeclive device within the
secure storage 720 on the client. Once registration is complete for each authentication
device, a notification is sent to the server over the secure connection at 5516.

[0500] In one embodiment, the keys registered into each authentication device are
symmetric keys. Thus, an identical copy of each Key is stored in the secure storage 720
on the client and the secure fransaction database 4720 on the server 4730, In an
alternate implementation, asymmetric key pairs may be generated, with one of the keys
being maintained as a public key in the secure transaction database 4720 on the server
and the private key being stored in the secure storage 720 of the client. It should be
noted, however, that the underlying principles of the invention are not limited to any
particular type of encryption keys.

{05011  An alternate implementation is illustrated in Figure 55C in which keys are
generated on the client rather than the server 4730. In this implementation, after
receiving the request to register devices with the random challenge at 5511, the mulli-
device processing logic of the secure transaction service 4701 generates N keys for
each of the N devices at 1120. Once generaled, the keys are registered with each of
the N devices at 5513-5514 and the registration stored within the secure storage 720 as
previously described. Once all keys have been registered, the secure transaction
service 4701 provides a notification to the server at 5515 along with the random
challenge (1o verify the ideniily of the client). The server 4730 may then siore the
registration in the secure transaction database 4720 as described above.
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System and Method for Processing Random

Challenges Within an Authentication Framework

[05802] One embodiment of the invention improves the manner in which random
challenges are generated by the server and processed. In one embodiment, the
random challenge comprises a randomiy generated code such as a cryptographic
nonce. In current systems, after a server transmits a random challenge to the client, if
the client does not respond within a specified timeout period, the random challenge is
no longer valid and the client will receive an error in response to a subsequent
authentication attempt {e.g., the user will swipe a finger on the fingerprint reader and be
denied).

[0503] In one embodiment of the invention, the client automatically detecls thal the
challenge has expired and transparently requests a new challenge from the server {i.e.,
without user intervention). The server then generales a new random chalienge and
transmits it to the client which may then use il to establish secure communication with
the server. The end user experience is improved because the user does nol receive an
error or denial of an authentication request.

[0504] Figure 56A illustrates one such embodiment which is used within the context
of a registration process and Figure 568 iilusirates an embodiment which is used within
the context of an authentication process. it should be noted, however, that the
underlying principles of the invention may be employed in other contexis than those
shown in Figures 56A-B. For example, the technigues described herein may be used
with any process in which a time-sensitive code is communicated from a server io a
client.

[0505] Turning first to Figure 56A, at 5601, the server 4730 generates a random
challenge and an indication of a timeout period. In one embodiment, the timeout period
comprises a period of ime for which the random challenge is considered valid. After
the timeout period has elapsed, the random challenge is no longer considered valid by
the server 4730. In one embodiment, the timeout period is specified simply as a pointin
time at which the random challenge will no ionger be valid. Once this point in time is
reached, the random challenge is invalid. In another embodiment, the timeout period is
specified by using a current timestamp (i.e., the time al which the random challenge is
generaied by the server 4730) and a duration. The secure fransaction service 4701
may then calculate the timeout time by adding the duration value 1o the timestamp to
calculate the point in time when the random challenge becomes invalid. | should be
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noted, however, that the underlying principles of the invention are not limited to any
specific technique for calculating the timeout period.

[05806] Regardless of how the timeout period is specified or calculated, at 5602 the
random challenge and the timeout indicatlion are transmitied to the secure fransaction
service 4701 (via the browser 4704 and secure transaction plugin 4705 in the lliustrated
example). Al 5603, the secure transaction service 4701 detecis that the random
challenge has timed out and is no longer valid based on the limeout indication sent from
the server 4730. By way of example, the user may have turned off his/her client
machine or closed the lid on his/her notebook computer prior to completing the series of
transactions. f the transaction is one which requires user interaction, the user may
have simply walked away or ignored a message displayed within the GUL

[0507] A1 58604, upon detecting that the random challenge is no longer valid, the
secure transaction service 4701 transmits a request for a new random challenge to the
server 4730 (via the secure transaction plugin 4705 and browser 4704 in the illustrated
example). At 5805, the server 4730 generates a new random challenge an a new
indication of the timeout period. In one embodiment, the timeout period is the same as
in operation 5601 or may be modified. For example, the server 4730 may increase the
duration of the timeout period 1o reduce data traffic with the client or decrease the
duration 1o increase the level of security provided by the random challenge. At 5606,
the new random challenge and timeout indication is transmitted 1o the secure
fransaction service 4701.

[0508] The remainder of the transactions occurs as previously described. For
example, the secure transaction service opens a secure connection directly 1o the
server at 5607 in order to perform device registration and key exchange as discussed
above with respect to Figure 49, Figure 538, or Figure 55C. Al 5608, the server 4730
identifies the user (e.g., with a user name or other |D), attests authentication device,
and generates a key for the device. As mentioned, the key may be a symmetric key or
an asymmetric key. Al 5609, the keys are transmitied 1o the secure transaction service
4701 via the secure connection and, at 5610, the secure transaction service 4701
registers the key into the authentication device. At 5611, a notification that registration
is complete is transmitted to the server 4730.

[0509] Thus, in the embodiment shown in Figure 584 the key used for device
registration is generated at the server 4730 as in the embodiment shown in Figure 558.

However, the underlying principles of the invention may also be used in an embodiment
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in which the key(s) are generated by the secure transaction service 4701 on the client
4700, such as that described above with respect to Figure 85C.

{05810} Figure 568 illustrates one embodiment of the invention implemented within
the context of an authentication process. Al 5651, the user enters a particular website
URL into the browser 4704 and is direcied to the web server 4731 within the
enierprise/web destination servers 4730 which includes the secure fransaction servers
4732-4733. At 5652, a query is sent back 1o the secure fransaction service (via the
browser and plugin) to determine which device(s) are regisiered with the website’s URL.
The secure fransaction service 4701 queries the secure storage 720 on the client 4700
to identify a list of devices which are sent back to the server 4730 at 5653. At 5654, the
server 5654 chooses a device to use for authentication, generates a random challenge
and a timeout indication and, at 5655, sends this information back to the secure
transaction service 4701.

[0511] At 5656, the secure fransaction service 5656 automatically detects that the
random challenge is no longer valid upon reaching the end of the timeout period. As
mentioned above, varicus different technigues may be employed for indicating and
detecting the end of the timeout period (see Figure 56A and associated text). Upon
detecting the expiration of the random challenge, at 5657, the secure fransaction
service 4701 transparently {i.e., without user intervention} notifies the server 4730 and
requests a new random challenge. In response, at 5858, the server 4730 generales a
new random challenge and a new indication of the timeout period. As mentioned, the
new timeout period may be the same as previously sent to the client or may be
modified. In sither case, at 5659, the new random challenge and timeout indication are
sent to the secure transaction service 4701,

{05121 The remainder of the ransaction diagram shown in Figure 568 operates in
substantially the same manner as described above (see, e.q., Figure 80). For example,
at 5660, an authentication user interface is displayed (e.g., directing the user 1o swipe a
finger on a fingerprint sensor) and, at 5661, the user provides authentication (e.g.,
swipes a finger on the fingerprint scanner). At 5662, the secure transaction service
verifies the identity of the user {e.g., comparing the authentication data collected from
the user with that stored in the secure slorage 720) and uses the key associaled with
the authentication device {0 encrypt the random challenge. At 5663, the user name (or
other ID code) and the encrypted random challenge are sent o the server 4730.

Finally, at 5664, the server 4730 identifies the user within the secure transaction
daiabase 4720 using the user name {or other 1D code), and decrypts/verifies the
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random challenge using the key stored in the secure transaction database 4720 to
complete the authentication process.

System and Method for Implementing

Privacy Classes within an Authentication Framework

{05131 In one embodiment, mulliple classes of privacy protection may be predefined,
selected and/or modified by the end user. The privacy classes may be defined based
on the probability with which a client can be identified using the divulged information. At
privacy classes having relatively higher privacy levels, relatively less information about
the client device is divuiged to perform the authentication technigues described

herein. In one embodiment, the user may choose to disclose the least amount of
information possible when communicating with different servers {i.e., may choose
transactions having the lowest allowable privacy impact for each website or network
service).

[0514] Figure 57 iliustrales a high level architeciure for implementing privacy
classes. As illustrated, the secure transaction service 4701 of this embodiment includes
privacy management logic 5701 for analyzing queries received from the server 4730 for
client information such as information related to authentication devices, implementing a
privacy policy in response 1o such gueries, and generaling a response containing client
information collected based on the particular privacy class in use. In one embodiment,
the privacy management module 5701 is implemented as a software module executed
within the context of the secure fransaction service 4701, It should be noted, however,
that the privacy management module 5701 may be implemented in any manner while
still complying with the underlying principles of the invention and may include software,
hardware, firmware, or any combination thereof.

[0515] The privacy classes utilized by the privacy management logic 5701 may be
pre-specified and stored on the client 4700 (e.q., within stored within secure storage
5720). In one embodiment, three privacy classes are defined: high privacy impact,
medium privacy impact, and low privacy impact. Each privacy class may be defined
based on a prebability with which the divulged information could be used 1o uniguely
identify a user/client. For example, the information divulged for a low privacy impact
transaction may result in a 10% probability of the user or machine being uniquely
identified over internet; a medium privacy impact transaction may result in a 50%
probability of the user or machine being uniguely identified; and a high privacy impact
transaction may resuli in a 100% probability of the user or machine being uniguely
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identified. Various other privacy class levels may be defined while still complying with
the underlying principies of the invention.

[0518] In one embodiment, each relying party (e.¢., each website 4731 or service
4751} may specily a required privacy class or other privacy threshold. For example,
websites and services requiring a heightened level of securily may only allow
communication in accordance with the high privacy impact class whereas other
websites/services may permit interactions using the medium privacy impact or low
privacy impact class. In one embodimeni, the query for client information sent from the
server 4730 includes an attribute specifying which privacy classes of information shouid
be retrieved (i.e. low, medium, high). Thus, the privacy management logic 5701 will
store information for the highest approved privacy class for each relying party. Inone
empodiment, whenever the relying party asks for information belonging to a higher
privacy class than the one already approved, the user will be prompled o permanently
approve (or reject) this new privacy class for this relying party. In response fo the user’s
approval, the privacy management logic may store the new association between the
relying party {e.g., identified via a URL) and the new privacy class.

{05171 While the user preferences 5730 are applied directly o the privacy
management logic in Figure 57 for simplicity, it should be noted that the user may
specify preferences via a browser-based graphical user interface (not shown). In such
a case, the user would enter privacy setting via a browser window. The secure
transaction plugin 4705 would then store the new setlings o the privacy managemeni
logic 5701, or to a configuration data file accessible by the privacy management logic
5701. In short, the underlying principles of the invention are not limited to any particular
mechanism for configuring the privacy management logic.

{0518] Various types of client data may be specified ai the various privacy class
levels including, for example, a machine model identifier, client software information,
client capabilities, and various levels of information related to each authentication
device configured on the client device {e.g., device ID codes, vendor 1D codes, device
class 1D, etc). Different combinations of this information may be gathered o determine
the percentages specified above defining the different privacy classes.

[0519] Figure 58 illusirates a series of iransactions for providing information to a
requesting party using defined privacy classes. At 5801 the server 4730 generales a
notification containing a query for client device information. At 5802, the query is sent {o
the client and ultimately received by the secure ransaction service 4701, At 5803, the

privacy management logic of the secure transaction service determines a privacy class
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for the response and collects the necessary information. As mentioned above, N
different privacy class levels may be defined and the secure transaction service 4701
may choose the one which complies with the requirements of the requesting parly while
at the same time divulges as little information as possible regarding the client. A1 5804,
the collected information is sent fo the server 4730 and at 5805, the server uses the
information for one or more subsequent transactions with the client.

Svsiem and Method for Implementing an

Authentication Framework Using Transaction Signing

{05207 One embodiment of the invention employs transaction signing on the secure
transaction server so that no transaction stale needs t¢ be maintained on the server to
maintain sessions with clients. In particular, transaction details such as transaction text
may be sent to the client signed by server. The server may then verify that the signed
fransaction responses received by the client are valid by verifying the signature. The
server does not need o persistently store the transaction content, which would
consume a significant amount of storage space for a large number of clients and would
open possibility for denial of service type attacks on server.

{05211 One embodiment of the invention is iHustrated in Figure 59 which shows a
website or other network service (5801} initiating a transaction with a client 470C. For
example, the user may have selected items for purchase on the website and may be
ready to check ouf and pay. Inthe illusirated example, the websile or service 5301
hands off the transaction 10 a secure transaction server 5202 which includes signature
processing logic 5903 for generating and verifying signatures (as described herein) and
authentication logic for performing client authentication 5904 (e.g., using the
authentication techniques previously described).

{08221 In one embodiment, the authentication request sent from the secure
transaction server 5902 1o the client 4700 includes the random challenge such as a
cryptographic nonce (as described above), the transaction detalls {e.g., the specific text
presented to complete the transaction), and a signature generated by the signature
processing logic 5803 over the random challenge and the transaction details using a
private key (known only by the secure transaction server).

[0523] Once the above information is received by the client, the user may receive an
indication that authentication is required o complete the transaction. In response, the
user may, for example, swipe a finger across a fingerprint scanner, snap a picture,

speak into a microphone, or perform any other type of authentication permitted for the
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given fransaction. In one embodiment, once the user has successiully authenticated on
the client 4700, the client transmits the following back to the server: (1) the random
challenge and transaction text (both previously provided to the client by the server}, (2)
authentication data proving that the user successiully completed authentication, and (3)
the signature.
{0524] The authentication module 5804 on the secure transaction server 5302 may
then confirm that the user has correctly authenticated and the signature processing
logic 5803 re-generales the signature over the random challenge and the fransaction
text using the private key. If the signature maiches the one sent by the client, then the
server can verify that the transaction text is the same as it was when initially received
from the website or service 5901. Storage and processing resources are conserved
because the secure transaction server 5802 is not required to persistently store the
transaction text {or other transaction data) within the secure transaction database 4720.
Canonical Authentication System

[0525] Even after many years of IT innovations, passwords are siill the most widely
used authentication method. However, neither users nor service providers handle
passwords appropriately, making this form of authentication inherently insecure. On the
other hand, more than 1 billion Trusted Platform Modules (TPMs) and more than 150
million secure elements have been shipped; microphones and cameras are integrated
in most smart phones and fingerprint sensors and Trusted Execution Ervironments
(TEEs) are on the rise. There are belter ways for authentication than passwords or
One-Time-Passwords (OTPs).

[0528] In 2007, the average user had 25 accounts, used 6.5 passwords and
performed logins 8 times a day. Today, things are much worse. An analysis of 6 million
accounts showed that 10,000 common passwords would have access to 30% of the
accounts (Burnett, 2011). Even when locking at passwords for banking accounts, it can
be found that 73% of users shared their online banking password with at least one non-
financial site (Trusteer, Inc., 2010), which means that when the non-banking site gels
hacked, the banking account is threatened.

{08277 Several proposals to replace passwords have been made, including silos of
authentication, heterogeneous authentication, and trustworthy client environmenis.

[0528] Silos of Authentication: Current alternaiive technologies require their

respeciive proprigtary server technology. The current authentication architecture
therefore consists of silos comprising the authenticalion method, the relaled client
implementation and the related server technology.
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[0529] Innovative authentication methods proposed by the research community are
not widely deployed, as in addition to the client implementation the complete server
software needs to be implemented and deployed. Instead of having a competition for
better user verification methods, authentication companies are faced with a battle for
the best server technology.

[0530] Heterogeneous Authentication: Users may authenticate using standaione

RPCs, tablets or smart phones. The employer may control some devices while others
may be controlied by the user (David A. Willis, Gartner, 2013). Increased adoption of
mobile devices and the BYCD trend lead to an increasingly heterogensous
authentication landscape. The one authentication method satistying all needs seems fo
be out of reach.

{0831 Trustworthy Client Environment: Client side malware may caplure and

disclose passwords or OTPs. It may alter transactions o be confirmed after being
displayed or it can misuse authenticated communication channels to perform
unintended actions. Authentication — even with user name and password — needs at
least one trustworthy component at the client side.

[0532] Today the alternatives o password or OTP-based authentication do not scale.
This is primarily due to sub-optimal combinations of authentication building blocks. To
address this limitation, one embodiment of the invention identifies canonical building
blocks which can be implementead in various different ways and still lead o a well-known
and functional authentication system — suitable for integration within existing platform
functionality.

[0833] The recent large-scale attacks on passwords were all focused on the server
side. Such attacks are independent from the efiort and from the security measures
users take. In the attack classification iltustrated in Figure 60, these atiacks are
labelled with (1), Introducing protection measures against this single threat class will
very likely shift the attacker focus 1o attacks 1o steal and misuse authentication
credentials from user devices (2-4), including stealing and misusing data by
impersonating a user (2-3) and misusing authenticated sessions (4}, ltems (5) and (8)
include physical theft of the user’s device and stealing data (5} and/or misusing the
device for impersonating the user. However, if is very likely that attacks will focus on
some kind of scalable attack, i.e. an atiack with some fixed cost but the potential of a
large number of sellable items. Physically attacking individual devices is possible, but
less scalable.
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[0534] In one embodiment of the invention, instead of storing hashed passwords
having relatively low entropy, asymmetric public keys may be stored on the server and
the related private key may be stored in the device. Computing the private key from a
given public key is very resource consuming as it requires factoring (RSA) or solving the
discrete logarithm problem (DSA/ECDSA). The private key at lsast should be profected
against malware attacks. In one embodiment, this is accomplished using Trusted
Execution Environments (TEEs) or Secure Elemenis (SEs) on the client device.

[0835] Given that most clieni devices are always onlineg, instead of exiracting the
private Key, malware may simply attempt to misuse if. In order to profect against such
attacks, {a) the access io use the key should be limited to eligible apps and (b) some
kind of user interaction which cannot be emulated by malware is required. TrusledU
(GlobalPlatform, 2013) can be used to implement such kind of user interaction. Note
that Secure Elements typically do not have a user interface and hence do not provide
this kind of protection.

[0836] When implementing the protection measures as described above, the
authentication is secure. However, atiackers may then focus on attacking the App
which controls the authenticaled session. Existing PC infection rates (APWG, 2014)
demonstrate the feasibility of these types of aftacks. When having an Authenticator with
higher protection than current Mobile Apps, this Authenticator can be used for
displaying and refrieving a user’s confirmation for a particular transaction. Insuch a
case, infected Apps could lead to (a) malicious transachions being displayed which
would be rejected by the user or (b) signed fransactions which would be modified after
signing, which would be detected by the server. This is the second use-case for the
TrustedUl implementation.

{05377 In one embodiment, Secure Elements are used to protect against physical key
extraction. The underlying chip hardware for SE typically implements state-of-the-art
protection measures against physical attacks. {Dr. Sergei Skorobogatov, University of
Cambridge, 2011). In addition, in one embodiment, TrustedU! or other dedicated user
verification hardware such as Fingerprint sensors may be used 1o meet the need for
physical user inferaction.

[0538] If an attacker gains physical access to a device, the attacker could try to
misuse the key instead of extracting it. In order to proiect against such aftacks, an
effective user verification method is used which has a low false acceptance rate, good
anti-spoofing methods and anti-hammering mechanisms {i.e., 1o effectively limit the

number of potential brute-force attempts).
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[0838] Given that scalable aitacks are predominant, one embodiment focuses on
counter-measures for physical attacks after implementing the counter-measures for the
scalable attacks.

[0540] Having good protection for attestation on the client side is beneficial, but in
reality the remote parly (i.e., the server side) is also interested in undersianding the
securily being used. Consequently, one embodiment of the invention "attests” the client-
side security properties to the remole server. In order 1o be effeclive, these attestation
technigues need to be at least as sirong as the client side protection.

[0841] For practical solutions, the privacy of attestation is also important. Methods
like direct anonymous attestation (DAA) are a good choice. Unfortunately, the original
DAA method was too slow when implemented on standard hardware. The improved
pairing-based DAA scheme is much faster. it has been adopted by TCG for TPMv2
{Liqun Chen, HP Laboratories and Jiangtao Li, Intel Corporation, 2013}.

{05421 A typical signature consist of a to-be-signed object controlled by the App and a
signature compuied using the private key. So to the verifier, any daia in the {o-be-
signed object is only as trustworthy as the App controlling the contents of the to-be-
signed object.

{0543] As illustrated in Figure 61, in one embodiment, the private key 6105 is
protected by an atiested authenticator 6102, which is more frustworthy than the App
8101. The authenticator may include a transaction confirmation component 6109 (e.g.,
to allow the user to confirm the text of a confirmation as described herein) and a user
verification component 6106 (e.g., to allow for biometric or other type of user
authentication). in one embodiment, an altestation moduie 8103 uses the private key
6105 to generate a signature 6108 over an object which includes authenticator
attributes and application data o generale a signed object 8107, As illustrated, in one
embodiment, the object to be signed comprises a concatenation of attested atiributes of
the authenticator and application data. The atiested atiribules used in the signed object
may include, for example, (a) the Transaction Text as confirmed by the user, (b} the
actual personal identification number (PIN) length as opposed to the minimal PIN
length, or {c) the firmware version of the authenticator implementation.

[0544] The illustrated implementation is more secure than existing systems because
exclusive control of the key 6105 is granted to the Authenticator 6102 (insiead of being
granted to the app 6101). In one embodiment, the to-be-signed object, exclusively
controlled by the Authenticator 6102 has a “slot” reserved for dala controlled by the App
6101 {identified as “App Daia” in Figure 81). As a result, in this embodiment, the App



WO 2019/140192 PCT/US2019/013199

6101 is not permitied to arbitrarily create any form of {o-be-signed objects. kach signed
object will iook similar, so the object verification module 6111 of the relying party 6110
can trust that the attested atiribules were contrivuted by the trusted Authenticator 6102,
in one embodiment, the object verification module 6111 uses the public key and
metadata 6112 associated with the authenticator 6102 {e.g., the authenticator type,
model and/or version) to verify the signature 8108.
[0545] In one embodiment, a set of canonical building blocks are defined that can be
used to assemble an authentication system such as shown in Figure §1. Once
particular set of building blocks include:

1. Hardware and/or software to generate cryptographic keys and aftest to such keys
to a remote parly.

2. Hardware and/or software 10 generate attested signatures.

3. Hardware and/or software 1o verily a user.

4. Hardware and/or software bind keys {0 an entity (e.qg., restrict “use” access of such
keys 1o a defined set of software applications).
[0546] Not all building blocks need (o be present. Authentication systems can be
built even using only building block #1. The other building blocks can be added as
needed. The overall security and usability characteristic depends on the specific
implementations of the building blocks used.
{0547] Figure 62 illustrales one particular embodiment which includes a client-side
authenticator 6201, a client side platform 6202 (e.g., a mobile device using Android OS
or Windows 08}, a remote party 6203, and metadatia 6304. One embodiment of the
authenticator 8201 generates the authentication keys and supports attestation of the
authentication keys to a remote party 6203, Various altestation methods are supported
including those described above. See also FIDO Basic Attestation (Rolf Lindemann,
Davit Baghdsaryan and kric Tiffany, 2014), DAA (Ernie Brickell, Intel Corporation; Jan
Camenisch, IBM Research; Ligun Chen, HP Laboratories, 2004), ECDAA (Emie
Brickell, Intel Corporation; Jiangtao Li, Intel Labs).
[05848] The remote party has access to metadata 6204 which it uses to verify the
attestation object. The authenticator may be implemented as a physically separate
entity {e.g. crypto SD-card, USB cryplo token, etc) | but could also be physically
embedded into the clieni-side platform (e.g. in an embedded secure element, TPM,
TEE).
{05491 The authenticator 6201 may optionally have the capability of verifying a user.

However, the underlying principles of the invention are not limited to any specific user



WO 2019/140192 PCT/US2019/013199

verification method. However, the remote party can learn the user verification method
by looking into the attestation object and the metadata 6204.

{05507 The embodiments of the invention do not rely on any specific wire-protocol or
protocol message encoding. The only reqguirement is thal the assertions generated by
the authenticator 6201 such as the attestation objeci and the altested signature object
need to be “understood” by the remote party 6203. The concrete wire format may
depend on the specific platform.

[0851] This section is infended 1o give a first impression on how these canonical
building blocks could be used.

{08521 In current authentication frameworks such as the FIDO UAF specification, the
client is quite “heavy”. With the approaches described herein, the client can easily be
split into two parts: (1) an application software deveiopment kit (AppSDK) performing all
of the protocol related tasks {which are too specific 1o be implemented in a platform)
and (2} a platform functionality that implemenis the security related tasks such as
binding a key 10 a set of software applications. With this approach, a client such as the
FIDO client being a separate entity disappears.

[0553] The following is an example of a FIDO UAF being implemented on an Android
platform extended to support these canonical building blocks.

{0554] Attesiationlype: No need o set it explicitly. All Android Apps will know that

they can only use the Android-Attestation method (e.g. through a FIDO AppSDK).
{05551 AAID: A unigue identifier for each class of authenticator (e.g., an
“authenticaior atiestation [D” as described above). In one embodiment, the AAID is
reduced to an Android KeyStore Implementation using a user verification method
specified when crealing the key. The KeyStore will look up the AAID based on the user
verification method (and the static knowledge about its own KeySiore crypto
implemeniation).

{05587 Username: COne embodiment allows the mobile app (through the AppSDK) set
the KeyAlias 1o the concatenation of the keylD and the username if present.

{08577 AppiD: Is addressed using the applD binding (if supported).

[0858] Insummary, one embodiment of the invention includes a system for
authenticating a client-side authenticator {0 a remote party, that includes:

{1} a client-side authenticator comprising (i} circuitry and/or program code {o
generate cryptographic Key pairs ("authentication keys”) and (i} circuitry and/or program
code altesting the identity of the key generating entity to a remote party.

{2} data regarding the authenticator which at least contains sufficient information to
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verify the attesiation made available to the remote party. This data is referred to as
“‘metadata” above.

{3} circuity and/or program code 1o use the generated authentication private key o
perform a cryplographic operation to prove possession of the private authentication key
to the remole party.

{05591 Additicnally, the authenticator might be known to restrict the use of the
authentication private key to perform cryptographic signature operations on well-defined
to-be-signed objects only. This well-define to-be-signed object contains data fislds
controlled by the authenticator and one or more data fields which are clearly marked to
contain arbitrary data {(not controlled vy the authenticator). The authenticator might
indicate such objecis by starting them with a magic number MN followed by the well-
defined data structure. This signature operation is called “altested signing” herein. This
magic number MN can be chosen freely, but it needs o be fixed and well known. One
example on how to set this magic number is "ATTESTED_SIGNATURE"™.

[0560] In addition, in one embodiment, the client side authenticaior has the ability to
verify a user using an arbitrary user verification method and in which the properties of
this user verification method are static {i.e. they do not change over time for any
authenticator) and described in the Metadata. The user verification method may be
arbitrarily complex and even consist of multiple biometric and non-biometric modalities
{e.g., PIN or fingerprint, speaker recognition in combination with PIN/ Fingerprint, facial
recognition, eic.).

[0861] Moreover, in one embodiment, (a) the key may only be used for atfested
signing and (b) the authenticator has the ability to verity a user using a user verification
method in which the properties of the user verification method are described in the data
fields controlled by authenticator (e.g., in the altested signature). Note the user
verification method might be arbitrarily complex and even consist of multiple biometric
and non-biometric modalities {(e.q., PIN or fingerprint, speaker recognition in
combination with PIN/ Fingerprint, facial recognition, etc.).

[0562] In one embodiment, access {0 the private authentication key 6105 is limited to
a specified set of applications. In addition, the set may be restricted to applications
considered equivalent by the platform {e.g. operating system). As an example, access
to the authentication key could be restricted by the operating system 1o the applicatlions
signed using the same package signing key as the application which iriggered the key
generation. Moreover, the set of applications may include applications considered
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equivalent by the application developer through a list of application facets which are
considered eguivalent.

{0563] In yet ancther embodiment, the authenticator 6102 supports securely
displaying a transaction text and asking the user for confirming {(or rejecling) this
particular transaction. The transaction text may be crypiographically bound 1o the
attested signature {i.e. a cryptographic hash of the transaction text will be included in
one of the fields conirolled by the authenticator).

[0864] One embodiment of the invention implements the securily related tasks of the
FIDO UAF/UZF stack (which do not belong to the authenticator) on a platform {e.g. the
08 or the web browser) and leaves the implementation of the other protocol handling
tasks to the app and thus removes the need to implement specific protocols in the
platform (i.e., removing the need of having a FIDO Client}.

Sysiem and Method Using Secure Keystore for

Transaction Confirmation and Crvplocurrency implementations

[0865] Existing interfaces for secure keystores, such as secure storage 3725
described above, allow the passing of arbitrary data 1o the updale method when
computing cryplographic signatures, leaving the conirol of the to-be-signed object
entirely to the calling application. One example of such an updated method is described
at the following URL, describing a Java implementation for the Android platform):
hitps://developer.android.com/reference/java/security/Signature. himi#update(bytel]))
[0566] The datais interpreted by a signature algorithm implemented within a module
sometimes referred 1o as the "KeyMaster” (e.9. in a trusted execution environment).
This dala is typically expected to be arbitrary data that is hashed using the specific hash
algorithm associated with the signature key {e.g., SHA256 when using SHA256 with
Elliptic Curve Digital Signature Algorithm).

{08677 This approach makes a "what you see is what you sign” (WYSIWYS)
implementation difficult as the trust of the to-be-signed object is limited 1o the
application level of the operating system {(e.q., such as the Android OS App level for an
Android implementation), WYSIWYS is an important security feature as it prevents
attackers from tricking users in signing unwanted transactions. Additional details
related to this problem can be found in the following references:

hitps //pdis.semanticscholar.org/1bee/bb7ae2118ch1ab470663582e0a565a2969143.pdf
hitp://www .sciencedirect.com/science/article/pil/S0167404898800058

hitps //pdis.semanticscholar.org/bb2c/7261abe58bb71228e8c¢6b1 111 2aid78db3538.pdf
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[0568] The foliowing documents, incorporated herein by reference, provide helpful
background to the embodiments of the invention described herein:

hilps hidoaliancs org/specs/fido-v2 B-rd-201 7092 7/ ido-client-io-auihenticalor-protocal-
¥ O-rd-281 70027 himt (Client-to-Auth Protocol, V2.0)

Htnsvwonw Wi o/ T Riwebauihn (Web Authentication Specification)
hitpsy/iools. ol ora/htmifric?7049 (RFC7049, “CBOR")

{05691 Figure 63 illustrates one embodiment of a device 86300 which addresses the

limitations set forth above. The exemplary device includes a secure KeyStore 6320
accessible via a keymaster 6310 and a KeyMaster Extension 6311 for performing user
authentication {(e.g., using the technigues described herein). KeyMaster and KeyMaster
Extension form the Authenticator 6100. One embodiment of the invention implements
the new {derived) hash functions which are constructed as foliows:

K DIGEST WEBAUTHN_SHA256

{05701 a. Inone embodiment, the input data 6301 is formatied using the concise
binary object representation (CBOR) as described in RFC7049 for the function
authenticatorGetAssertion. The field “extensions” can include the txGeneric extension
as described in the Web Authentication Specification ciled above.

{05711 b. If thal exiension is included, the KeyMaster implementation 6310 will
display the content at 6302 using the TrustedUi feature of the Trusted Execution
Environment (TEE) and ask the user to authorize the fransaction using the KeyMaster
Extension 6311, Only if the user agrees with the transaction and the user is positively
verified at 8303, will the authenticator 6100 sign the related response using KeyMaster
6310 functionality.

{05721 c¢. The KeyMaster implementation 6310 then generates the final {o-be-signed
object according to Web Authentication specification ai 6312and computing the SHAZ256
hash of it.

{05731 d. A1 8313, the final Elliptic Curve Digital Signature Algorithm (ECDSA}
signature is computed on this hash.

[0574] In one embodiment, the Key can only be used in conjunction with this hash
algorithm. So it will never blindly sign arbitrary hash values, which could represent an
unwanied fransaction.

[0575] While this embodiment is described within the context of specific input and
oulput funclions, the underlying principles of the invention are not limited to this specific
implementation. In one embodiment, performs similar operations but using Bitcoin

input/ouiput functions. Figure 64, for example, illustrates a Bitcoin-formatied input
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message 6401. The KeyMaster implemeniation 6410 will then display the content at
6402 using the TrustedU! feature of the Trusted Execution Environment {TEE) and ask
the user to authorize the Bitcoin transaction. Only if the user agrees and the user is
positively verified, will the authenticator 6100 sign the relaled response. The KeyMaster
implemeniation 6410 then generates the final to-be-signed object at 6412 and computes
the SHAZ56 hash of 1. The final ECDSA signature is then computed on the hash at
8413.
[05876] There are numerous advantages o the above-described implementations.
For example, no major change of the underlying OS is required and only one additional
KM _DIGEST * per method and hash algorithm needs 1o be added. Advances in the
security and TrustedU! funclionality of the TEE can be leveraged and made easily
available to App vendors.
[0577] Additionally, the existing hardware key attestation technigues implemented for
KeyStores can be leveraged. This provides the relying parties a strong indication of the
underlying security. Finally, users can trust the system {o display the correct transaction
and user approval will be required before actually authorizing/signing a transaction.
Virtual BP iDs for FIDO and WebAuthentication
{0578] FIDO authentication can be used today o authenticate with relying parties

{(HPs). As such, authenticators can be used which have been registered with RPs.
While the authentication protocol is standardized, the process of registering additional
authenticalors is propriefary. tis unrealistic {o expect a critical mass of RPs o provide
a standardized AP for registering additional authenticators. The embodimentis of the
invention provide for use of a blockchain as a standardized way for registering
additional authenticators.

{05791 FIDO and WebAuthentication tie authentication keys (Public Key Credential
Sources) to relying parties by the way of the Application ID (ApplD in FIDO) or Relying
Party ID (RPID in WebAuthn). In the BlockChain world the ledger itself acts as an
intermediary belween users {represenied by a public key) and any relying party that
might evaluate the ledger contents. As a consequence, at the time of public key
creation the name(s) of the relying party/parties that the key will be used for are not yet
known. To avoid the global correlation handle issue, the user can generate multiple key
pairs and use a single key pair {or even mulliple key pairs) only in conjunction with one
specific relying party or a specific set of relying parties at his own discretion.

{05801 The embodiments of the invention provide the technigue of a "virtual RP 1D
which is configured into the FIDO world, thereby allowing FIDO authenticators to be
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used in the context of a blockchain. In particular, the FIDO Client is the entity that
verifies ApplDs. Similarly, in Web Authentication the “platform” (i.e., Web Browser or
Operating System) is the entity that verifies the RP 1D.

[0581] One embodiment of the invention comprises a process and architecture for a
FIDO Client/Platform to creaie “virtual” ApplDs/RBP 1Ds of a specific syntax {e.qg.,
did://34569876af768c7e797324). Such a “virtual” ApplD/RP 1D doesn't rely on an
existing entry in any Domain Name Service {DNS). Moreover, any virtual ApplD/RP 1D
has an associated protocol name that is different from htip and htips. Such “virtual”
AppiD/RP 1D refers to a specific entry in a blockchain which uses the “virtual” ApplD/RP
D as a Decentralized identifier (DID).

[0582] Figure 65 iliusirates an exemplary device 6500 with DID records 6501
including “virtual” ApplDs/RP 1Ds crealed and managed by an authentication engine
3710 (&.g., integral to a FIDO client). The virtual 1Ds contained in the DID records 6501
are associaled with and used for authenticaling with relying parties 86503 as described
herein,

[0583] In one embodiment, multiple “virtual” AppiDs/RP 1Dg 6502 are created in
order 1o avoid sharing one with entities that shouid not have a correlation handle. A DID
record 6501 may contain muitiple public key records, each of which can include an {(or
point to an) attestation statement for the public key and/or a “revocation date”.
Whenegver a new public key record is added 10 such a DID record 6501, the blockehain
verifies that the new public key record is signed by a private key that relates to some
existing public key record contained in that DID record. When adding an enfry with a
revocation date, the related public key is not trusted after this date.

[0584] Additionally one embaodiment of the invention introduces a DID record 6501 to
a relying party 6503 for authentication. In this “registration” process, the relying party
(HP) 6503 sends a nonce to the device 6500 which returns the signed nonce {(e.g., in
gither a FIDO and WebAuthentication signature assertion format) plus the DID 6501 as
the identifier. When verifying the registration response, the relying party 6503 checks
that the public key correctly belongs 1o the related DID 6501 and that the attestation
statements indeed meet the requirements of the relying party 8503 (e.g. sufficient
security).

[0585] Each public key record belonging to one DID record represents an
authenticator that is registered 1o the specific “virtual” ApplD/RP 1D represented by the
21D 6501, This provides users a standardized way to manage authenticators for
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different RPs, without requiring each RP 1o implement the same protocol for allowing
the user to add, combine, or remove authenticators.

[05886] A "blockchain” is a relatively new concept which has received significant
attention in recent years. The most well-known blockchain is the one used in Bitcoin,
but there are others including, for example, Ethereum. In general, a Blockchain is a
continuocusly increasing set of records ("blocks”) which are linked together and
cryptographically secured. Each block may contain a pointer o link it fo a previous
block, associated transaction data, and a timestamp.

{08871 Nearly all blockchain techniques require a public key signature of the data to
be added. This essentially results in an identity being associated with a public key.
Only the legitimate owner of the related private key is assumed o be able 1o creale
signatures with this private key. In Bitcoin, for example, the public key is the “owner” of
the related Bitcoin "money” — meaning that the person with access to the related private
key can successfully claim to be the owner. If the privale key gets lost the relaled
“maoney” is lost and if stolen, the "money” can be claimed by someone else,

[0588] Modern blockchains like Ethereum (hitps://www.ethereum.org/) support more
generalized concepts such as smart contracts. In such configurations, the contractual
benefils are tied to public keys and the impact is similar to Bilcoin, i.e., it the key is
stolen the contractual benefit can be claimed by someone else.

{05891 Consequently, significant emphasis is placed on securely storing the private
key. To fill this need, several companies maintain such private keys on behalf of their
customers {e.g., “Bitcoin Account Services” for Bitcoin keys). Others include ML Gox
BitX, Circle, and Coinbase. Such central services are ideal targets for thieves and, in
fact, Mt. Gox has been hacked. Alternative implementations include local “wallets”.
Some of them are implemented in “software” running on a Rich Operating System while
others are implemented in hardware tokens.

{05801 Unfortunately at this stage there is no way 1o tell whether the private key
related fo a public key is protected sirongly in a hardware foken or weakly in some
“software” wallet. This also means that users of Bitcoin Account Services do not have
proof of how well protected their keys are and what type of user interaction the key
needs before creating a signature; that is, whether the user can rely on a “What-you-
see-is-what-you-sign” feature and how well that is implemented. More generically there
is no concept of attestation for such keys in Bitcoin, Ethereum and other blockchains.
[0591] One embodiment of the invention uses authenticator aitesiation as described

herein to document the securily for private keys. In particular, in one embodiment,
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using the described authenticator architecture, the following use cases can be
implemented:

{05921 1. The dispensation of electronic money is limited to “wallets” having specific
security characteristics. This may include, for example, only wallels or other secure
storages which use Trusted Execution Environment for protecting the private key.
{0583] 2. Transactions are 1o be accepted only if the user has clearly seen the
transaction on the authenticator, for example, with techniques such as what-you-.see-is-
whatl-you-sign.

[0894] 3. A user may verily how strongly his/her private key is protected when using
a service {e.g., when using a Bilcoin Account Service).

Such use cases help avoided surprises due to weak wallets and also support concepts
like non-repudiation.

{0585] To provide improved protection for a user’s private key in these scenarios, one
embodiment of the invention introduces Authenticalors, Authenticator Attestation and
Metadata Statements for such Authenticators to the Blockchain concept. In particular,
in one embodiment, a “Blockchain Authenticator” is used in a similar manner io the
authenticators described above (including FIDO Authenticators), but with additional
support for signing specific Blockchain messages (in addition to assertions such as
FIDO assertions).

{0586] An atiestation statement may be added for a block of data being added to the
blockchain when a public key is initially introduced. Examples of such altestation
statements include those defined in the FIDO UAF Authenticator Commands, FIDO
Alliance Implementation Draft 02 February 2017, Section 5.2

(TAG_UAFV1_REG ASSERTION) and Section 4.2 (registration response Message) as
well as Web Authentication: An AP for accessing Public Key Credentials Level 1, W3C
Working Draft, 11 August 2017, Section 5.3.4 (Generating an Attestation Object).
{05977 Inone embodiment, the altestation staterment may either be part of the Block
{e.g., as a special message type) or it can be published independently {(e.g., in some
other publicly readable area) as it (1) does not include any personal data and (2) is
integrity-protecied through a signature. In one embodiment, an indication is added to
the Metadata Statement related to the authenticator to specify blockchain support (e.9.
Bitcoin, Ethereum, ...}, In addition, blockchain block types may be used to reference
Authenticator capabilities (e.g. in a Bilcoin signature script).

{0588] Figure 66 reproduces several features previously described with respect o
Figure 61. In this particular implementation, however, the attestation module 6103
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generates a signed object 6607 containing a new block 6608 added to the block chain,
along with a signature 68609 generated with the private key. In one specific
implementation, the object to be signed may also include one or more altested
attributes 6611, As previously described, the object to be signed may include a
concatenation of attested attributes 6611 of the authenticator 6102 and the block 6608.
The atlested atfributes 6611 used in the signed object may include, for example, (a) the
Transaction Text as confirmed by the user, (b) the actual personal identification number
(PIN) length as opposed o the minimal PIN length, or {c} the firmware version of the
authenticator 6102, Unless otherwise stated, the cther components in Figure 66
operate substantially as described above with respect to Figure 61,

Building Yerifiable Claims o Public Key Credentials

{0589] The foliowing example illustrates problems with existing credentials
management techniques. It is assumed in the description below that the public key
credentials used are FIDO (Fast Identity Online) Public Key Credentials. However, the
underlying principles of the invention are not limited to this specific implementation.
{08001 The user Alice registers a Public Key Credential to an online merchant,
merchant.com, for purchasing sports equipment. This means that whenever she opens
a merchant.com web site in her browser, the browser will be able to use thai FIDO
Public Key Credential for signing a challenge and logging in. This key will only be
accessible hrough merchant.com web page or through an App published by
merchant.com. This is the same-origin-policy that is also used for cookies and other
web related content.

{06011 Merchant.com now wanis 1o know whether Alice is a member of the national
sports teamn because those members receive a discount. Alice is a member of that
national sporis team and wanis {o use a verifiable claim 1o prove this remotely andin a
privacy-preserving manner 1o merchant.com {and potentially other relying parties like
vendor.com efc.).

[0602] Figure 67 illustrales an arrangement which includes merchant 6701, merchant
6702, and a claim provider 6703 having an online presence, claimprovider.com. Alice
6700 opens a claimprovider.com web page that supports proving the national sporis
team membership and issuing a verifiable claim on thal membership.

{0603] Claimprovider.com could trigger the registration of another FIDO public key
credential (that is bound 1o claimprovider.com) and could issue a claim that is bound to
such key. Alice will not be able to use the claimprovider.com key for merchants 6701
and 6702 because of the same-origin-policy nor will she be able o use the merchant
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6701, 6702 keys for claimprovider.com 6703. This is enforced by browsers {without
manual override) to prevent users from being tricked inte making bad security decisions
and to reduce friction for users.

[0604] These problems may be addressed by federation. A central instance (called
Identity Provider) is introduced. This instance needs 1o be frusted by Alice and
merchant.com and it (1) either needs a relation to claimprovider.com so that i can
include the claim on the behalf of claimprovider.com or (2) it assumes Alice uses the
same ideniifier for claimprovider.com, merchant.com and the Identity Provider, allowing
the claimprovider to issue such a claim to that identifier after verifving the relation to
Alice via the Identity Provider.

[0605] The disadvantage is that it requires (a) reliance on one ceniral entity (i.e. the
identity Provider) that will collect a lot of data and {b) reliance on having an identifier for
Alice 6700 that is commonly used across the virtual connection. Such an identifier is
referred to as a global correlation handle and it is subject o privacy regulations. Such
reguiations depend on the specific region and hence make it difficult to establish such a
scheme on a global basis.

[0606] Essentially it would be beneficial if claimprovider.com 6703 could issue a
verifiable claim to Alice 6700 without having to know o whom Alice 6700 wants to give
that claim, and still bind the claim to some Rey owned by Alice (in order to avoid the
bearer loken weaknesses). Al the same time, Alice should still use different identifier
and/or keys for different relying parties {e.g., merchants 6701 and 6702, vendors such
as vendor.com, etc.).

{08071 One embodiment of the invention which addresses this issus will be described
with respect to Figure 68 which shows Alice 6100, a client device having an
authenticator 6102 equipped with claim/aitribute support 6803 as described herein, and
a secure storage 1725 for securely storing authentication data including atiributes
associated with different relying parties {e.g., merchants 6110A and 6110B). Inone
specific embodiment, the attribute support comprises the Atiribute Extension for FIDO /
WebAuthentication, an extension defined for use with any FIDO / WebAuthentication
protocol.

[0608] Thus, in this embodiment, Alice 8100 has a client device with an authenticator
8102 supporting one of the various altestation types and formats. Note that this allows
the use of Direct Anonymous Attestation (DAA) for the authenticator attestation such as
Elliptic Curve DAA (ECDAA). Some features of ECDAA are described above and a
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deiailed description can be found at: https/fidoalliance.org/specs/fido-uaf-vi. 1-id-
20170202/fido-ecdaa-algorithm-v1. 1-id-201 70202 .htmi.

[0809] Additionally, in one embodiment, Alice’s authenticator 6102 runs the enhanced
ECDAA Join protocol supporting attributes (e.g., as defined in Anonymous Altestation
Using the Strong Diffie-Hellman Assumption Revisited, Fig. 1) once with each
claimprovider {playing the role of ECDAA Issuer). This step can be repeated at any
time of the authenticator lifecycle. Thus, one of the attributes could be the membership
in a specific sports team {see example above). However, the aitributes may be used to
verify association with any organization or individual.

{06101 When Alice 8102 wants 1o present a claim {0 a relying party 6110A-B she has
registered her authenticator with, she will ask her authenticator 1o run the enhanced
ECDAA Sign protoco! supporting attributes and add the resuiting signature of that
operation as a new attribute-exiension {o the signature assertion sent o the relying
party {e.g., the FIDO/WebAuthenticalion signature assertion in one embodiment). A
relying party then needs 1o verify this atirbute-exiension once the verification of the
signature assertion is successfully completed. For example, merchants 61104 and
61108 include verification logic with support for altribute-extensions 6111A and 61118,
respectively, 1o verify the aftribute-exiensions provided by Alice 8800,

[0611] In one embodiment, the claim provider 6810 includes claim issuance logic
6811 which issues a claim containing atiributes 8801 to Alice’s authenticator 6102. In
one embodiment, the claim is securely issued using the ECDAA-Join protocol; however,
the underlying principles of the invention are not limited to any specific protocol.
Assuming that the ECDAA-Join protocol is used, Alice’s authenticator 6102, which
includes support for ECDAA-Join transactions, binds the claim using an ECDAA-Sign
operation. It transmits a first signature assertion with the claim binding included in an
extension 8802A o verification logic with support for attribute-extensions 6111A on
merchant 6110A and may also transmit a second signature assertion with the claim
binding included in an extension 6802 to verification logic with support for attribute-
extensions 61118 on merchant 6110B. As a result of the "binding”, merchant 6110A
and merchant 6110B cannot know whether the received claims belong to the same
person or to different people, thereby preserving Alice’s privacy.

{06121 As an alternative to ECDAA, various other schemes may be used such as the
scheme defined in Scientific Comparison of ABC Protocols, Part | — Formal Treatment
of Privacy-Enhancing Credential Systems, June 30, 2014 (currently found at
hitps://abcdtrust.eu/ download/Deliverable¥%20D3.1%20Part%201 .pdf).
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[0613] One embodiment of the authenticator 6102 may use different ECDAA privaie
keys {see hiips//fidoaliance.org/specs/lido-uaf-vi. 1-id-20170202/fido-ecdaa-algorithm-
v1.1-id-20170202 himi#ecdaa-join-algorithm} in order {0 maintain privacy when
communicating with different claim providers. However, this could be implemented by
storing a single private key sk and deriving one used for a specific claim provider by
some scheme (8.g., sk _cp = SHAR56(sk, X _¢p, Y _cp), where X cpand Y _cp are the
ECDAA public keys of the respective claim provider ¢p). Hf the authenticator 6102
supports the ECDAA Altesiation type, the private ECDAA key may be derived in the
same way.
[0614] The ECDAA (or any alternative scheme) is not used as-is because the
combination with FIDO brings the required infrastructure to reduce the barrier to adopt
this new scheme (e.g. FIDO Alllance, FIDO brand, concept of the FIDO Authenticator,
security cerification scheme), software and hardware supporting FIDO today that only
needs a shight addition 10 support this new concepl.

Exemplary Dala Processing Devices

[0615] Figure 69 is a block diagram illustrating an exemplary clients and servers
which may be used in some embodiments of the invention. It should be understood that
while Figure 89 illustrates various components of a computer system, it is not intended
to represent any particular architecture or manner of interconnecting the components as
such details are not germane to the present invention. |t will be appreciated that other
compuler systems that have fewer components or more componenis may also be used
with the present invention.

[0616] As illustrated in Figure 89, the computer system 63900, which is a form of a
data processing system, includes the bus{es) 6350 which is coupled with the processing
system 6520, power supply 8925, memaory 6930, and the nonvolatile memory 6940
(.., a hard drive, flash memory, Phase-Change Memory (PCM), efc.). The bus(es)
£950 may be connected (o each other through various bridges, controllers, and/or
adapters as is well known in the art. The processing system 8920 may retrieve
instruction(s} from the memory 6930 and/or the nonvolatile memory 6840, and execute
the instructions to perform operations as described above. The bus 6950 interconnects
the above components together and also interconnects those componenis o the
optional dock 6960, the display controller & display device 6970, Input/Output devices
8980 (e.g., NIC (Network Interface Card), a cursor control {e.g., mouse, touchscreen,
touchpad, etc.), a keyboard, eic.), and the optional wireless iransceiver(s) 6990 (e.q.,
Bluetooth, Wik, Infrared, efc.).
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[0817] Figure 70 is a block diagram illustrating an exemplary data processing sysiem
which may be used in some embodiments of the invention. For example, the data
processing system 7000 may be a handheld computer, a personal digital assistant
{(PDA}, a mobile telephone, a portable gaming system, a poriable media player, a tablel
or a handheld computing device which may include a mobile telephone, a media player,
and/or a gaming system. As another example, the data processing system 7000 may
be a network computer or an embedded processing device within another device.
[0618] According to one embodiment of the invention, the exemplary architecture of
the data processing system 7000 may be used for the maobile devices described above.
The data processing system 7000 includes the processing system 7020, which may
include one or more microprocessors and/or a sysiem on an integrated circuil. The
processing system 7020 is coupled with a memory 7010, a power supply 7025 (which
inchudes one or more batteries) an audio input/cuiput 7040, a display controlier and
display device 7080, optional input/oulput 7050, input device(s) 7070, and wireless
transceiver(s) 7030. it will be appreciated that additional components, nof shown in
Figure 70, may also be a part of the data processing system 7000 in certain
embodimentis of the invention, and in cerlain embodiments of the invention fewer
components than shown in Figure 70 may be used. In addition, it will be appreciated
that one or more buses, not shown in Figure 70, may be used to interconnect the
various components as is well known in the art.

{06191 The memory 7010 may store data and/or programs for execution by the daia
processing system 7000. The audio input/output 7040 may include a microphone
and/or a speaker to, for example, play music and/or provide telephony functionality
through the speaker and microphone. The display controller and display device 7060
may include a graphical user interface (GU1). The wireless {e.g., RF) transceivers 7030
{e.g., a WiFi fransceiver, an infrared transceiver, a Bluetocoth fransceiver, a wireless
cellular telephony transceiver, elc.} may be used to communicate with other data
processing systems. The one or more input devices 7070 allow a user 1o provide input
to the system. These input devices may be a keypad, keyboard, touch panel, mulli
touch panel, efc. The optional other input/output 7050 may be a connector for a dock.
{06201 Embodiments of the invention may include various steps as set forth above.
The steps may be embodied in machine-executable instructions which cause a general-
purpese or special-purpose processor to perform certain steps. Alternatively, these
steps may be performed by specific hardware components that contain hardwired logic
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for performing the steps, or by any combination of programmed computer componenis
and custom hardware componenis.

[0621] Elements of the present invention may also be provided as a machine-
readable medium for storing the machine-executable program code. The machine-
readable medium may include, but is not limited to, floppy diskettes, optical disks, CD-
ROMs, and magneto-optical disks, ROMs, RAMs, EPROMs, EEPRCOMs, magnetic or
optical cards, or other type of media/machine-readable medium suitable for storing
electronic program code.

{06221 Throughout the foregoing description, for the purposes of explanation,
nurmercus specific details were set forth in order o provide a thorough understanding of
the invention. it will be apparent, however, 10 one skilled in the art that the invention
may be practiced without some of these specific details. For example, it will be readily
apparent to those of skill in the art that the functional modules and methods described
herein may be implemented as software, hardware or any combination thereof.
Moreover, although some embodiments of the invention are described herein within the
context of a mobile computing environment, the underlying principles of the invention
are not limited to a mobile computing implementation. Virtually any type of client or
peer data processing devices may be used in some embodiments inciuding, for
example, deskiop or workstation computers. Accordingly, the scope and spirit of the
invention should be judged in terms of the claims which foliow.

{06231 Embodiments of the invention may include various steps as set forth above.
The sieps may be embodied in machine-executable instruciions which cause a general-
purpose or special-purpose processor to perform certain steps. Alternatively, these
steps may be performed by specific hardware components that contain hardwired logic
for performing the steps, or by any combination of programmed computer components

and custom hardware components.
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CLARS
We claim:

1. A system comprising:

a client device;

an authenticator of the client device to securely store authentication data
including one or more verifiable claims received from one or more claim providers, each
verifiable claim having altributes associaled therewith; and

claimy/attribute processing logic to generate a first verifiable claim binding for a
first verifiable claim issued by the claim provider;

wherein the autheniicalor is to transmit a first signature assertion to a first relying
party to authenticate with the first relving party, the first signature assertion including an
attribute extension containing data associated with the first verifiable claim binding.

2. The system of claim 1 wherein the authenticator further includes signature
generation logic to generate a first signature over the first verifiable claim issued by the
claim provider, the claim/attribute processing logic to include the first signature in the

atiribule extension.

3. The system of claim 1 further comprising:
verification logic of the first relying party to verify the first verifiable claim by, at
least in part, verifying the first signature.

4, The systern of claim 1 wherein the claim/attribute processing logic is
further configured to generate a second verifiable claim binding for a second verifiable
claim issued by the claim provider;

wherein the authenticator is 1o transmit a second signature assertion {0 a second
relving party to authenticate with the second relying party, the second signature
assertion including an atiribute extension containing data associated with the second
verifiable claim binding.

5. The system of claim 4 wherein the first verifiable claim and the second

verifiable claim comprise a claim that a user of the client device is associated with a

particular online entlity or other crganization.
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6. The sysiem of claim 1 wherein the claim/atiribute processing logic
comprises Direct Anonymous Attestation {DAA) logic to communicate with the claim
provider in accordance with a DAA protocol.

7. The system of claim 6 wherein the DAA protocol comprises Elliptic Curve
DAA (ECDAA).

8. The sysiem of claim 7 wherein the authenticator is to use different ECDAA

private keys to maintain privacy when communicating with different claim providers.

9. The system of claim 1 wherein the authenticator is {o perform a key
derivation cperation based on a master secret key and a claim provider public key to
generate a secret key, the authenticator to obtain the first verifiable claim issued by the
claim provider using the secret key.

10.  The system of claim 9 wherein the authenticator is o perform a join

operation including transmission of a join request {o the claim provider,

1. The system of claim 10 wherein the join operation is performed in
accordance with an enhanced Elliptic Curve Direct Anonymous Attestation (ECDAA)
Join protocol.

12, The system of claim 1 wherein the authenticator comprises blockchain
authentication logic to authenticate a block of a blockchain, the system further
comprising:

an attestation module of the authenticator or coupled to the authenticator, the
attestation module {0 generate a signature using the block and a private key, the
signature usable to attest to the authenticity of the block by a device having a public key
corresponding 1o the private key.

13.  The system of claim 12 wherein the authenticator comprises a new
authenticator, the new authenticator to use a block chain entry o allow verifiable claims
that have been issued for an older authenticator to be carried over o the new

autherticator.
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4. A method comprising:

securely storing authentication data on a client device including one or more
verifiable claims received from one or more claim providers, each verifiable claim having
atiributes associated therewith;

generating on the client device a first verifiable claim binding for a firsi verifiable
claim issued by the claim provider;

fransmitting a first signature assertion to a first relying party to authenticate with
the firsi relying party, the first signature assertion including an attribute extension
containing data associated with the first verifiable claim binding.

5.  The method of claim 14 wherein the authenticator further includes
signature generation logic to generate a first signature over the first verifiable claim
issued by the claim provider, the claim/atiribute processing logic to include the first

signature in the atiribute extension.

16.  The method of claim 14 further comprising:
verification logic of the first relying party to verify the first verifiable claim by, at
least in part, verifying the firsi signature.

7.  The method of claim 14 wherein the claim/atiribute processing logic is
further configured 1o generate a second verifiable claim binding for a second verifiable
claim issued by the claim provider;

wherein the awthenticator is 1o transmit a second signature assertion to a second
relying parly to authenticate with the second relying parly, the second signafure
assertion including an atiribute extension containing data associated with the second

verifiable claim binding.

18.  The method of claim 17 wherein the first verifiable claim and the second
verifiable claim comprise a claim that a user of the client device is associated with a

particular online entity or other organization.
19.  The method of claim 14 wherein the claim/attribute processing logic

comprises Direct Anonymous Attestation {DAA} logic to communicate with the claim
provider in accordance with a DAA protocol.
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20.  The method of claim 6 wherein the DAA protocol comprises Eliptic Curve
DAA (ECDAA).
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