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BACKGROUND 

[0001] Modern computer systems have needed to necessarily provide security for the 

computer systems. Viruses and other methods have been used to compromise computing 

systems. As such, countermeasures have been implemented to prevent or reduce the 

5 effectiveness of attacks.  

[0002] One type of protection relates to protection provided by trusted platform 

modules (TPMs). TPMs provide functionality for protecting hardware devices by 

integrating cryptographic keys directly into the hardware devices. In a simplified example, 

a TPM may store a secret, such as a decryption key. The secret may be used to unlock 

10 secret data. For example, the hard drive on a computer may be encrypted to the secret to 

prevent compromising secret data on the hard drive.  

[0003] The secret may be sealed. Sealing means that the secret is encrypted in a 

fashion that requires the TPM to enable decryption, and the TPM providing the secret to 

external entities is tied to a condition. Thus, the TPM will only decrypt and/or provide the 

15 secret if certain conditions are met. In other words, sealing generally is defined as 

encrypting to a condition whereas unsealing includes decrypting and enforcing the 

condition.  

[0004] The condition, in TPMs, is often related to hardware or operating system 

integrity. For example, in a boot process, various entities perform various functions 

20 serially. Thus, an entity (e.g., a boot module) will do an integrity check, and if the integrity 

check passes, the entity will perform certain functions and pass processing on to the next 

entity in the process. The next entity will perform an integrity check, and further pass on 

processing to yet another entity. This continues until all entities have passed integrity 

checks and performed desired processing. The processing or integrity checks may be 

25 accumulated along the way, such as by iterative appending and hashing processes with the 

results stored in a check register. At the end of processing, the check register will have a 

computed condition value. This condition value can be compared to the known good 

condition value. The known good condition value may have been generated during a 

known good boot process. If these two values match, the secret is decrypted and provided 

30 to an external entity. Thus for example, the operating system may obtain the secret to 

decrypt the hard drive and allow the computing system to be used.  

[0005] However, if the condition values do not match (usually an indication that an 

entity has been tampered with), the secret will not be released by the TPM. This is the 

desired result typically. However, if boot entities are updated by a legitimate process, this 
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will nonetheless result in mismatch between a computed condition value and a known 

good condition value. This will cause the secret to be maintained by the TPM such that the 

hard drive, in the illustrated example, will not be able to be decrypted resulting in the 

computing system being essentially unusable, in spite of the system not being 

5 compromised, unless the known condition value can be updated.  

[0006] The subject matter claimed herein is not limited to embodiments that solve any 

disadvantages or that operate only in environments such as those described above. Rather, 

this background is only provided to illustrate one exemplary technology area where some 

embodiments described herein may be practiced.  

10 [0006a] It is desired to address or ameliorate one or more disadvantages or limitations 

associated with the prior art, or to at least provide a useful alternative.  

SUMMARY 

[0007] In at least one embodiment, the present invention provides a computing system 

enabled to preserve protected secrets across a secure boot update, the system comprising: 

15 one or more processors; and one or more computer-readable storage devices having stored 

thereon instructions that are executable by the one or more processors to configure the 

computer system to obtain a sealed secret, including instructions that are executable to 

configure the computer system to perform at least the following: maintaining a plurality of 

binary large objects (BLOBs), each BLOB in the plurality of BLOBs containing the 

20 encrypted data and the sealed secret, each sealed secret in each BLOB having been sealed 

to a different condition, each condition being a reflection of a system state indicative of 

whether or not the system can be trusted to receive the secret; attempting to unseal the 

sealed secret contained in a first BLOB using a first condition: based on the attempt to 

unseal the sealed secret contained in the first BLOB being successful, determining whether 

25 a second BLOB needs to be updated and, if so, update the second BLOB; based on the 

attempt to unseal the sealed secret contained in the first BLOB being unsuccessful, attempt 

to unseal the sealed secret contained in the second BLOB using a second condition; and 

based on either the attempt to unseal the sealed secret contained in the first BLOB or the 

attempt to unseal the sealed secret contained in the second BLOB being successful, 

30 providing the unsealed secret to an entity, the unsealed sealed secret enabling the entity to 

access the encrypted data.  

[0008] In at least another embodiment, the present invention provides a computer 

implemented method of obtaining a sealed secret, the method comprising: accessing one 

or more binary large objects (BLOBs) at a computing system from among a plurality of 
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different BLOBs, wherein each of the BLOBs in the plurality of BLOBs contains the 

secret, wherein each of the BLOBs in the plurality of BLOBs is sealed to a different 

condition from among a plurality of conditions, and wherein a given condition is a 

reflection of a system state where the system state is indicative of whether or not the 

5 system can be trusted to receive the secret; attempting to unseal the sealed secret contained 

in a first BLOB using a first condition; based on the attempt to unseal the sealed secret 

contained in the first BLOB being successful, determining whether a second BLOB needs 

to be updated and, if so, update the second BLOB; based on the attempt to unseal the 

sealed secret contained in the first BLOB being unsuccessful, attempt to unseal the sealed 

10 secret contained in the second BLOB using a second condition; and based on either the 

attempt to unseal the sealed secret contained in the first BLOB or the attempt to unseal the 

sealed secret contained in the second BLOB being successful, providing the unsealed 

secret to an entity, the unsealed sealed secret enabling the entity to access encrypted data.  

[0008a] In a further embodiment, the present invention provides a computer 

15 implemented method of sealing a secret, the method comprising: obtaining a secret; and 

sealing the secret into a first Binary Large Object (BLOB) of a plurality of BLOBs at a 

computing system such that the first BLOB contains the secret and such that the first 

BLOB is sealed to a first condition of a plurality of conditions, wherein each condition of 

the plurality of conditions is a reflection of a system state indicative of whether or not the 

20 system can be trusted to receive the secret; and sealing the secret into a second Binary 

Large Object (BLOB) of the plurality of BLOBs such that the second BLOB contains the 

secret and such that the first BLOB is sealed to a second condition of the plurality of 

conditions.  

BRIEF DESCRIPTION OF THE DRAWINGS 

25 [0009] In order to describe the manner in which the above-recited and other 

advantages and features can be obtained, a more particular description of the subject 

matter briefly described above will be rendered by reference to specific embodiments 

which are illustrated in the appended drawings. Understanding that these drawings depict 

only typical embodiments and are not therefore to be considered to be limiting in scope, 

30 embodiments will be described and explained with additional specificity and detail 

through the use of the accompanying drawings in which: 

[0010] Figure 1 illustrates a device supporting measured boot operations; 

[0011] Figure 2 illustrates different BLOBs sealing the same secret to different 

conditions; 
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[0012] Figure 3 illustrates a flow chart illustrating how a secret can be sealed when 

system changes occur; 

[0013] Figure 4 illustrates a method of obtaining a secret; and 

[0014] Figure 5 illustrates a method of sealing a secret.  

5 DETAILED DESCRIPTION 

[0015] One embodiment illustrated herein includes a computer implemented method 

of obtaining a sealed secret. The method includes decrypting one or more BLOBs at a 

computing system from among a plurality of different BLOBs. Each of the BLOBs in the 

plurality of BLOBs contains the secret. Each of the BLOBs in the plurality of BLOBs is 

10 sealed to a different condition from among a plurality of conditions. A given condition is a 

reflection of a system state where the system state is indicative of whether or not the 

system can be trusted to receive the secret. The method further includes evaluating one or 

more of the conditions to determine if at least one of the one or more conditions is met.  

The method further includes, if at least one of the one or more conditions is met, then 

15 providing the secret to an external entity.  

[0016] Embodiments illustrated herein can allow a sealed secret, such as a key, to be 

provided, even when a condition related to the sealing is not met. This can be done by 

sealing the secret into a plurality of different binary large object (BLOBs), each of the 

BLOBs being sealed to a different condition. Thus, so long as one of the conditions is met, 

20 the secret can be provided from the BLOB associated with that condition. As such, 

different updates can be implemented that affect system conditions, thus affecting 

calculated system condition values, but so long as at least one known condition value 

matches a calculated condition value, the secret can still be unsealed and provided.  

[0017] Additionally, when the calculated condition values do not match known 

25 condition values, this can be used as an indicator that known condition values may need to 

be updated due to a system update, and/or that system updates should be evaluated to 

determine if the system updates are valid.  

[0018] In some cases known system values may be updated automatically to non

matching calculated condition values so long as at least one known condition value 

30 matches one calculated condition value.  

[0019] However, it should be appreciated that the known condition values are not 

necessarily automatically updated. In particular, sometimes an update may be evaluated as 

a result of identifying a known condition value and calculated condition value mismatch to 

ensure that the update is trusted or otherwise valid.  
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[0020] Detailed examples are now illustrated with reference to Figure 1.  

[0021] Where a computing device 100 implements support for measured boot (for 

example, as defined in the TCG specification), it is then possible to utilize code integrity 

means for the purpose of protecting secret data 114 from un-authorized disclosure in

5 between system reboots. This is achieved by first encrypting the secret data 114, such data 

in a datastore 102, with a secret 104, e.g., a random symmetric key (a data protection key) 

and then further sealing the secret with the system Trusted Platform Module (TPM) 106 

using what is commonly referred to as a "sealing" operation. A set of TPM Platform 

Configuration Registers (PCRs) 108 is used to enforce the system state at the time of the 

10 subsequent decryption, and the TPM 106 will not release the secret 104 should any one of 

the chosen PCRs in the set of PCRs 108 not match the expected value. As the TPM PCRs 

108 contain the chained or accumulated hash value of all loaded modules and also the boot 

process configuration, this method guarantees that the secret 104 will only be released if 

the computing device has booted into the same state as was intended by the sealing 

15 operation. As noted, any change to configuration and/or to any loaded module will result 

in a changed PCR value, and will hence prevent a release of the secret 104 by the TPM 

106 during the boot cycle if only a single sealing operation is used. However, in some 

embodiments illustrated herein, multiple sealing operations or multiple sealed BLOBs, 

such as BLOBs 110-1 through 110-n containing the secret 104 can be used to increase the 

20 chances that the secret 104 can be provided.  

[0022] Where a computing device 100 also implements support for secure boot (per 

UEFI specification), it is then possible to limit the set of TPM PCRs used for protecting 

secret data. For example, embodiments may limit the registers to just those containing the 

configuration data of the Secure boot databases. Alternatively or additionally 

25 embodiments may limit the registers to just those containing the signing authority of the 

modules being loaded. This allows for any updates to the modules 112 being launched 

during a particular boot cycle for as long as those modules 112 are still signed by the same 

original authority targeted by the seal operation. Alternatively or additionally 

embodiments may facilitate embodiments where the content of secure boot databases 

30 themselves is getting updated (while still allowing for the secret 104 to be provided), 

which is a rare but a very important operation used to keep the databases up-to-date with a 

known list of malicious modules and signers.  

[0023] Embodiments facilitate preserving the secret 104 protected by TPM sealing 

across an update to secure boot database content. In the illustrated example, the secret data 
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in the datastore 104 is encrypted with a secret 104, which in this case is a random 

symmetric key (a data protection key or DPK), and the secret 104 is sealed with a TPM 

106 using a first condition, which in this case is reflected by a subset of the set of PCRs 

108 reflecting the state of secure boot and module signers. Additionally, in the illustrated 

5 example, embodiments create an additional sealed BLOB containing the data protection 

key sealed to a set of PCRs 108 reflecting the hashes of the modules being loaded, but not 

including the state of secure boot. While two sealed BLOBs 110-1 and 110-n are 

illustrated in this example, it should be appreciated that in other embodiments additional 

sealed BLOBs may be created using different conditions.  

10 [0024] In an illustrated example illustrated in Figure 2, when unsealing the secret 104 

the original sealed BLOB 110-1 is tried first. Where this step succeeds the secret 104 is 

then available right away. The back-up sealed BLOB 110-2 is verified for its target PCR 

values to still match the current boot cycle to determine whether the sealing for the back

up BLOB 110-2 needs to be updated or not. Where the back-up PCR values do not match 

15 the current cycle, this indicates that one or more modules have been updated while still 

being signed by the same authority, and the back-up sealed BLOB 110-2 is then updated 

to reflect the accumulated hash of the currently loaded modules. Where the original sealed 

BLOB 110-1 fails to unseal, this indicates a potential change to the secure boot 

configuration, and the back-up BLOB 110-2 is then tried. As long as the same set of 

20 modules is being loaded during the boot cycle, the back-up BLOB 110-1 will unseal 

successfully, releasing secret 104, e.g., the data protection key, and this allows decrypting 

the secret data 114. The original sealed BLOB 110-1 is then updated to reflect the new 

configuration of secure boot databases. As long as the secure boot database content is 

updated separately from any modules used as part of protecting secret data 114, this will 

25 allow preservation of secret data 114 across an update to the secure boot configuration.  

[0025] Thus, embodiments can be configured to create and maintain a data BLOB 

containing a secret 104, such as a data protection key for secret data 114 and sealed to a 

condition, such as the state of a set of PCRs 108 not including the secure boot 

configuration state, but including an accumulated hash of loaded modules to serve as a 

30 back-up protector for the original BLOB containing the same data protection key sealed to 

one or more other conditions, such as the state of a set of PCRs 108 reflecting the secure 

boot configuration state and module signers, but not including an accumulated hash of 

loaded modules.  
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[0026] Embodiments may include functionality for updating sealed BLOBs to always 

reflect a condition, such as in the case of the back-up BLOB 110-2 shown above, an 

accumulated hash of loaded modules in the current boot cycle.  

[0027] In the illustrated example, embodiments may use a back-up sealed BLOB 110

5 2 to unseal the secret 104 (e.g., the data protection key) when the original sealed BLOB 

110-1 fails to unseal because of changes to secure boot state or other conditions.  

[0028] Embodiments may update an original sealed BLOB 110-1 after having used the 

back-up BLOB 110-2 to unseal the secret 104.  

[0029] In the example illustrated in Figure 2, the secret data 114 is encrypted with a 

10 secret 104 which is, in this example, a random symmetric Data Protection Key (DPK), and 

the DPK is then sealed to 2 different sets of TPM PCRs: the master sealed BLOB 110-1 

contains encrypted secret data 114 (although the encrypted secret data 114 may be stored 

in other locations alternatively or additionally) along with a DPK sealed to PCRs 7 and 11, 

while the back-up sealed BLOB contains the same DPK sealed to PCRs 0, 2, 4 and 11, in 

15 the example illustrated in Figure 2. Per measured boot TCG specification and UEFI 

specification, PCR 7 reflects the configuration of secure boot on the device, while PCR 4 

contains the accumulated hash of the boot manager module. The rest of the PCRs are used 

for other purposes which are not covered here. Each of the two sealed BLOBs also 

includes the target accumulated hash value, i.e., the computed condition value of its 

20 respective PCR set.  

[0030] Figure 3 illustrates a flowchart showing the steps, for one specific embodiment, 

performed to preserve the secret data 114 across a change to secure boot configuration. At 

the point of execution where secret data 114 needs to be obtained, the control will first try 

to unseal the DPK using the master BLOB (as illustrated at 301). If secure boot 

25 configuration has changed since the last boot cycle then this step is expected to fail, and 

the control will then try to unseal the DPK using the back-up BLOB (as illustrated at 302).  

A failure at this step indicates that both the secure boot configuration and the boot 

manager module have changed since the last boot cycle, and this results in a failure to 

preserve the secret data 114. Although in other embodiments, additional BLOBs may be 

30 used to increase the probability that the secret data 114 can be recovered.  

[0031] However, in the present example, where the boot manager module has not 

changed since the last boot cycle, this step will succeed and will provide the DPK. The 

control is then passed to step 303 where the Master BLOB 110-1 is updated by resealing 

the DPK just obtained against the present values of PCRs 7 and 11. The control is then 
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passed to step 304 where the DPK just obtained is used to decrypt the secret data 114, 

which is now available for the current and future boot cycles.  

[0032] Where the master BLOB 110-1 succeeded to unseal at step 301, the next step is 

then to check the target PCR accumulated hash value of the back-up BLOB against the 

5 current TPM PCRs (as illustrated at 305) and to update the back-up BLOB by re-sealing 

the DPK should the target PCR accumulated hash value not match the current TPM PCRs 

108 (indicating that the boot manager module has likely been updated since the last boot 

cycle) (as illustrated at 306). The control is then passed to step 304 where the DPK 

obtained in step 301 is used to decrypt the secret data.  

10 [0033] The following discussion now refers to a number of methods and method acts 

that may be performed. Although the method acts may be discussed in a certain order or 

illustrated in a flow chart as occurring in a particular order, no particular ordering is 

required unless specifically stated, or required because an act is dependent on another act 

being completed prior to the act being performed.  

15 [0034] Referring now to Figure 4, a method 400 is illustrated. The method 400 is a 

computer implemented method of obtaining a sealed secret. The method includes 

decrypting one or more BLOBs at a computing system from among a plurality of different 

BLOBs (act 402). Each of the BLOBs in the plurality of BLOBs contains the secret. Each 

of the BLOBs in the plurality of BLOBs is sealed to a different condition from among a 

20 plurality of conditions. A given condition is a reflection of a system state where the system 

state is indicative of whether or not the system can be trusted to receive the secret. For 

example, such system state may include a list of signers of a BLOB or of a system 

component. Alternatively or additionally, system state may include a set of operating 

system components.  

25 [0035] The method 400 further includes evaluating one or more of the conditions to 

determine if at least one of the one or more conditions is met (act 404). In some 

embodiments, this may be done by unsealing the BLOB as described above. For example, 

an accumulated hash value may be computed and compared with a previously obtained 

accumulated hash value.  

30 [0036] If at least one of the one or more conditions is met, then the method further 

includes providing the secret to an external entity (act 406). For example, a key may be 

unlocked that allows an encrypted hard drive to be unlocked. The key may be provided to 

the operating system which is an entity external to the TPM. Another example may 

include unlocking a key which is used to decrypt a particular media stream on the device, 
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such as a media stream provided from a commercial streaming media provider, such as 

various video on demand providers.  

[0037] The method 400 may further include, as a result of determining that at least one 

of the one or more conditions is not met, then determining if one or more of the BLOBs 

5 needs to be updated. For example, a valid change to operating system components may 

result in one of the conditions not matching a previously known condition. The condition 

could then be updated to reflect this change and the secret resealed to the updated 

condition.  

[0038] The method 400 may further include, determining to not update a BLOB for 

10 which a corresponding condition is not met as a result of determining that changes at the 

computing system causing the condition to not be met are unacceptable changes. For 

example, a determination may be made that changes to an operating system are not 

allowed or that certain signatures are not sufficient. Embodiments can prevent resealing to 

the updated condition if the condition will be required to be rolled-back anyway.  

15 [0039] The method 400 may further include, as a result of determining that at least one 

of the one or more conditions is not met, then updating one or more of the BLOBs 

associated with conditions that are not met. Thus, for example, when one condition is met 

allowing the secret to be provided, but another condition is not met, the condition that is 

not met may be updated such that the condition will be met and the secret resealed to the 

20 updated condition.  

[0040] The method 400 may be practiced where at least one of the conditions relates 

to a list of signers, such as for example, signing authorities of modules being loaded into 

an operating system. Alternatively or additionally, the method 400 may be practiced where 

at least one of the conditions relates to a list of operating system components.  

25 [0041] The method 400 may further include, updating conditions for a plurality of the 

BLOBs. In some such embodiments, updating the conditions is done iteratively, such that 

two or more different conditions are updated with intervening reboot operations between 

updating conditions. Alternatively or additionally, the method 400 may further include, 

determining that updates have been requested to all of the conditions in the plurality of 

30 conditions without an intervening reboot operation and as a result declining to perform at 

least one update to one condition. In particular, updates are performed such that all 

conditions are changed, on the next reboot, there will be no conditions that can be met to 

allow the secret to be obtained. Thus, some embodiments may prevent all conditions from 

being changed without an intervening reboot between at least two of the conditions. The 
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reboot will allow the changed conditions to be updated while still being able to recover the 

secret based on one or more unchanged conditions. Once the reboot has occurred and the 

changed conditions have been updated, then the unchanged conditions can be changed, but 

the secret could still be recovered because the previously changed conditions would have 

5 been updated to allow the conditions to be met.  

[0042] Referring now to Figure 5, a computer implemented method 500 of sealing a 

secret is illustrated. The method 500 includes obtaining a secret (act 502). For example, in 

some embodiments, a hard drive of a computing system may be encrypted to a decryption 

key. The decryption key may be the secret. The decryption key may be provided to a 

10 TPM.  

[0043] The method 500 may further include sealing the secret into each different 

BLOB in a plurality of BLOBs at a computing system such that each of the BLOBs in the 

plurality of BLOBs contains the secret and such that each of the BLOBs in the plurality of 

BLOBs is sealed to a different condition from among a plurality of conditions (act 504). A 

15 given condition is a reflection of a system state. The system state is indicative of whether 

or not the system can be trusted to receive the secret.  

[0044] The method 500 may further include, as a result of determining that at least one 

of the one or more conditions has changed, then updating one or more of the BLOBs 

associated with conditions that have changed.  

20 [0045] The method 500 may be practiced where at least one of the conditions relates 

to a list of signers. Alternatively or additionally, the method 500 may be practiced where 

at least one of the first condition and second condition relates to a list of operating system 

components.  

[0046] Further, the methods may be practiced by a computer system including one or 

25 more processors and computer-readable media such as computer memory. In particular, 

the computer memory may store computer-executable instructions that when executed by 

one or more processors cause various functions to be performed, such as the acts recited in 

the embodiments.  

[0047] Embodiments of the present invention may comprise or utilize a special 

30 purpose or general-purpose computer including computer hardware, as discussed in 

greater detail below. Embodiments within the scope of the present invention also include 

physical and other computer-readable media for carrying or storing computer-executable 

instructions and/or data structures. Such computer-readable media can be any available 

media that can be accessed by a general purpose or special purpose computer system.  
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Computer-readable media that store computer-executable instructions are physical storage 

media. Computer-readable media that carry computer-executable instructions are 

transmission media. Thus, by way of example, and not limitation, embodiments of the 

invention can comprise at least two distinctly different kinds of computer-readable media: 

5 physical computer-readable storage media and transmission computer-readable media.  

[0048] Physical computer-readable storage media includes RAM, ROM, EEPROM, 

CD-ROM or other optical disk storage (such as CDs, DVDs, etc), magnetic disk storage or 

other magnetic storage devices, or any other medium which can be used to store desired 

program code means in the form of computer-executable instructions or data structures 

10 and which can be accessed by a general purpose or special purpose computer.  

[0049] A "network" is defined as one or more data links that enable the transport of 

electronic data between computer systems and/or modules and/or other electronic devices.  

When information is transferred or provided over a network or another communications 

connection (either hardwired, wireless, or a combination of hardwired or wireless) to a 

15 computer, the computer properly views the connection as a transmission medium.  

Transmissions media can include a network and/or data links which can be used to carry 

or desired program code means in the form of computer-executable instructions or data 

structures and which can be accessed by a general purpose or special purpose computer.  

Combinations of the above are also included within the scope of computer-readable media.  

20 [0050] Further, upon reaching various computer system components, program code 

means in the form of computer-executable instructions or data structures can be 

transferred automatically from transmission computer-readable media to physical 

computer-readable storage media (or vice versa). For example, computer-executable 

instructions or data structures received over a network or data link can be buffered in 

25 RAM within a network interface module (e.g., a "NIC"), and then eventually transferred to 

computer system RAM and/or to less volatile computer-readable physical storage media at 

a computer system. Thus, computer-readable physical storage media can be included in 

computer system components that also (or even primarily) utilize transmission media.  

[0051] Computer-executable instructions comprise, for example, instructions and data 

30 which cause a general purpose computer, special purpose computer, or special purpose 

processing device to perform a certain function or group of functions. The computer

executable instructions may be, for example, binaries, intermediate format instructions 

such as assembly language, or even source code. Although the subject matter has been 

described in language specific to structural features and/or methodological acts, it is to be 
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understood that the subject matter defined in the appended claims is not necessarily 

limited to the described features or acts described above. Rather, the described features 

and acts are disclosed as example forms of implementing the claims.  

[0052] Those skilled in the art will appreciate that the invention may be practiced in 

5 network computing environments with many types of computer system configurations, 

including, personal computers, desktop computers, laptop computers, message processors, 

hand-held devices, multi-processor systems, microprocessor-based or programmable 

consumer electronics, network PCs, minicomputers, mainframe computers, mobile 

telephones, PDAs, pagers, routers, switches, and the like. The invention may also be 

10 practiced in distributed system environments where local and remote computer systems, 

which are linked (either by hardwired data links, wireless data links, or by a combination 

of hardwired and wireless data links) through a network, both perform tasks. In a 

distributed system environment, program modules may be located in both local and remote 

memory storage devices.  

15 [0053] Alternatively, or in addition, the functionality described herein can be 

performed, at least in part, by one or more hardware logic components. For example, and 

without limitation, illustrative types of hardware logic components that can be used 

include Field-programmable Gate Arrays (FPGAs), Program-specific Integrated Circuits 

(ASICs), Program-specific Standard Products (ASSPs), System-on-a-chip systems 

20 (SOCs), Complex Programmable Logic Devices (CPLDs), etc.  

[0054] The present invention may be embodied in other specific forms without 

departing from its spirit or characteristics. The described embodiments are to be 

considered in all respects only as illustrative and not restrictive. The scope of the invention 

is, therefore, indicated by the appended claims rather than by the foregoing description.  

25 All changes which come within the meaning of the claims are to be embraced within their 

scope.  

[0055] Throughout this specification and the claims which follow, unless the context 

requires otherwise, the word "comprise", and variations such as "comprises" and 

"comprising", will be understood to imply the inclusion of a stated integer or step or group 

30 of integers or steps but not the exclusion of any other integer or step or group of integers 

or steps.  

[0056] The reference in this specification to any prior publication (or information 

derived from it), or to any matter which is known, is not, and should not be taken as an 

acknowledgment or admission or any form of suggestion that that prior publication (or 
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information derived from it) or known matter forms part of the common general 

knowledge in the field of endeavour to which this specification relates.  
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS: 

1. A computing system enabled to preserve protected secrets across a secure boot 

update, the system comprising: 

one or more processors; and 

one or more computer-readable storage devices having stored thereon instructions that are 

executable by the one or more processors to configure the computer system to obtain a 

sealed secret, including instructions that are executable to configure the computer system 

to perform at least the following: 

maintaining a plurality of binary large objects (BLOBs), BLOB in the plurality of BLOBs 

containing the encrypted data and the sealed secret , each sealed secret in each BLOB 

having been sealed to a different condition, each condition being a reflection of a system 

state indicative of whether or not the system can be trusted to receive the secret; 

attempting to unseal the sealed secret contained in a first BLOB using a first condition: 

based on the attempt to unseal the sealed secret contained in the first BLOB being 

successful, determining whether a second BLOB needs to be updated and, if so, update the 

second BLOB; 

based on the attempt to unseal the sealed secret contained in the first BLOB being 

unsuccessful, attempt to unseal the sealed secret contained in the second BLOB using a 

second condition; and 

based on either the attempt to unseal the sealed secret contained in the first BLOB or the 

attempt to unseal the sealed secret contained in the second BLOB being successful, 

providing the unsealed secret to an entity, the unsealed sealed secret enabling the entity to 

access the encrypted data.  

2. The computing system of claim 1, wherein it is determined that one or more of the 

BLOBs needs to be updated and, as a result, at least one BLOB is updated.  

3. The computing system of claim 2, wherein the one or more computer-readable 

storage devices further have stored thereon instructions that are executable by the one or 

more processors to configure the computer system to determine to not update a BLOB for 

which a corresponding condition is not met as a result of determining that changes at the 

computing system causing the condition to not be met are unacceptable changes.  

4. The computing system of claim 1, wherein the one or more computer-readable 

storage devices further have stored thereon instructions that are executable by the one or 

more processors to configure the computer system to, as a result of determining that at 
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least one of the conditions is not met, then update one or more of the BLOBs associated 

with conditions that are not met.  

5. The computing system of claim 1, wherein at least one of the conditions relates to 

a list of signers.  

6. The computing system of claim 1, wherein at least one of the first condition and 

second condition relates to a list of operating system components.  

7. The computing system of claim 1, wherein the one or more computer-readable 

storage devices further have stored thereon instructions that are executable by the one or 

more processors to configure the computer system to update conditions for multiple 

BLOBs of the plurality of BLOBs, and wherein updating the conditions is done iteratively, 

such that two or more different conditions are updated with intervening reboot operations 

between updating conditions.  

8. The computing system of claim 1, wherein the one or more computer-readable 

storage devices further have stored thereon instructions that are executable by the one or 

more processors to configure the computer system to determine that updates have been 

requested for a plurality of conditions without an intervening reboot operation and as a 

result decline to perform at least one update to one condition.  

9. A computer implemented method of obtaining a sealed secret, the method 

comprising: 

accessing one or more binary large objects (BLOBs) at a computing system from among a 

plurality of different BLOBs wherein each of the BLOBs in the plurality of BLOBs 

contains the secret, wherein each of the BLOBs in the plurality of BLOBs is sealed to a 

different condition from among a plurality of conditions, and wherein a given condition is 

a reflection of a system state where the system state is indicative of whether or not the 

system can be trusted to receive the secret; 

attempting to unseal the sealed secret contained in a first BLOB using a first condition; 

based on the attempt to unseal the sealed secret contained in the first BLOB being 

successful, determining whether a second BLOB needs to be updated and, if so, update the 

second BLOB; 

based on the attempt to unseal the sealed secret contained in the first BLOB being 

unsuccessful, attempt to unseal the sealed secret contained in the second BLOB using a 

second condition; and 

based on either the attempt to unseal the sealed secret contained in the first BLOB or the 

attempt to unseal the sealed secret contained in the second BLOB being successful, 
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providing the unsealed secret to an entity, the unsealed sealed secret enabling the entity to 

access encrypted data.  

10. The method of claim 9, further comprising as a result of determining that at least 

one of the plurality of conditions is not met, then determining if one or more of the 

plurality of BLOBs needs to be updated.  

11. The method of claim 10, further comprising determining to not update a BLOB for 

which a corresponding condition is not met as a result of determining that changes at the 

computing system causing the condition to not be met are unacceptable changes.  

12. The method of claim 9, further comprising, as a result of determining that at least 

one of the plurality of conditions is not met, then updating one or more of the BLOBs 

associated with conditions that are not met.  

13. The method of claim 9, wherein at least one of the conditions relates to a list of 

signers.  

14. The method of claim 9, wherein at least one of the first condition and second 

condition relates to a list of operating system components.  

15. The method of claim 9, further comprising updating conditions for multiple 

BLOBs of the plurality of BLOBs, and wherein updating the conditions is done iteratively, 

such that two or more different conditions are updated with intervening reboot operations 

between updating conditions.  

16. The method of claim 9, further comprising determining that updates have been 

requested to all of the conditions in the plurality of conditions without an intervening 

reboot operation and as a result declining to perform at least one update to one condition.  

17. A computer implemented method of sealing a secret, the method comprising: 

obtaining a secret; and 

sealing the secret into a first Binary Large Object (BLOB) of a plurality of BLOBs at a 

computing system such that the first BLOB contains the secret and such that the first 

BLOB is sealed to a first condition of a plurality of conditions, wherein each condition of 

the plurality of conditions is a reflection of a system state indicative of whether or not the 

system can be trusted to receive the secret; and sealing the secret into a second Binary 

Large Object (BLOB) of the plurality of BLOBs such that the second BLOB contains the 

secret and such that the first BLOB is sealed to a second condition of the plurality of 

conditions.  
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18. The method of claim 17, further comprising, as a result of determining that at least 

one of the plurality of conditions has changed, then updating one or more of the plurality 

of BLOBs associated with the at least one changed condition.  

19. The method of claim 17, wherein at least one of the conditions relates to a list of 

signers.  

20. The method of claim 17, wherein at least one of the first condition and second 

condition relates to a list of operating system components.  
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