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METHOD OF DELIVERING AND PROTECTING MEDIA CONTENT

Field of the Invention

The present invention relates to a method of protecting media content
on a device, so as to prevent unauthorised playback of the media content.
The invention also relates to a method of delivering media content on a
device, and in particular to a method of delivering media content using HTTP

Live Streaming.

Background to the Invention

Multimedia, such as video and/or audio data, may be streamed on an
end-user device using well-known techniques. The media content is
downloaded or otherwise retrieved from a provider, and is simultaneously
delivered or presented to the user whilst downloading. For example,
streaming video may be simultaneously downloaded to a user device and
displayed for viewing. Similarly, audio content may be simultaneously
downloaded to a user device and played back for listening. Thus, by
streaming media content, a user does not necessarily need to first download
the content and, only once the content is fully downloaded, access it for

consumption (e.g. viewing, listening, etc.).

Media streaming using HTTP as a transport protocol over the Internet
has benefits over other traditional streaming methods. For instance, many
devices and systems connected to the Internet support HTTP protocol.
Video content as streamed using HTTP is typically broken into small pieces
of data referred to as segments, wherein each segment may hold several
seconds of video data. Thus, a one-hour video may contain hundreds of

segments. A media player can start displaying the video content as soon as
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only a few segments are received. In addition, HTTP supporis adaptive
bitrate streaming that allows a media player to select a higher or lower
quality video on-the-fly, depending on the connection bandwidth currently
available to the device. Furthermore, by using HTTP, media content can
also be encrypted. Streaming protocols that employ this method of
streaming, such as HTTP Live Streaming (HLS), Smooth Streaming, and
MPEG-DASH, have become widely adopted on mobile devices.

Streaming media is, however, relatively bandwidth intensive for high
quality media content, and in general a relatively fast Internet connection is
required in order to provide a satisfactory user experience. If the
connection is lost, for example if the device goes offline, then streaming can
be interrupted and the media content may no longer be delivered to the
end-user until the connection is re-established. This clearly adversely
affects the user experience. There is therefore a need in the art to more
reliably deliver media content whenever and wherever a user would

consume the media content.

In addition, it would also be preferable if the media content, provided to
the user on a device, were protected against illegal copying or redistributing,
which is against the interests of the content providers. There exist various
encryption techniques that may be used to prevent the unauthorised
distribution and/or playback of media content. For example, the FairPlay
encryption system developed by Apple Inc. relies on a master key required
to decrypt encrypted media content. By encrypting this master key,
unauthorised users are prevented from gaining access to the media content
if they do not possess a second “user” key required to decrypt the encrypted

master key.

Nonetheless, there remains in the art a need to further improve and

develop methods of securing or protecting media content from unauthorised
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distribution and/or playback. The present invention seeks to meet this

need.

Summary of the Invention

According to a first aspect of the invention, there is provided a method
of streaming media content on a device. A request to stream media content
is received at the device. At least a first portion of the requested media
content is retrieved from a local media store of the device. The at least a
first portion of the requested media content is delivered to a media player of
the device for playback. In parallel to the delivery of the at least a first
portion of the requested media content, a second portion of the requested

media content is downloaded from a remote media store to the device.

A portion of media content may comprise one or more media
segments. Segments of media content may therefore be delivered to a
media player of the device for playback. If the segments are stored in the
local media store (for example if they have previously been downloaded to
the device), playback of the stored media segments may commence as soon
as the streaming request is received and the segments have been fetched or
retrieved from the local store. Other segments of the requested media
content may be downloaded from a remote media store and delivered to the
media player as a stream. The downloading, streaming, and playback of

media segments may operate in parallel to one another.

In one embodiment, whether a local media store of the device
comprises at least a first portion of the requested media content may be
determined. The at least a first portion of the requested media content may
be delivered to a media player of the device for playback. Whether a

remote media store comprises at least a second portion of the requested
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media content stored thereon may be determined. In parallel to the delivery
of the at least a first portion of the requested media content, the at least a
second portion of the requested media content may be downloaded from the

remote media store to the device.

Thus, the method may comprise locating each media portion (or
segment(s)) and its respective location, from a local media store or a
particular remote media store. The locating may be based on metadata
comprised in the requested media content. Each media segment may then
be streamed to a media player of the device for playback, either by fetching it
from a local media store of the device, or else by downloading it from remote
media store. The locating, downloading, and streaming functions may be
operated in parallel to provide a satisfactory playback experience for the

end-user of a device.

The device may be any device capable of streaming media content.
For example, the device may be a portable device such as laptop or tablet.
The device may be a mobile device such as a smartphone, or may be a
television or other device capable of displaying video, or else may be a set
top box capable of connecting to a display device. Alternatively, the device
does not need to have a display and could be arranged to stream purely

audio content.

The local media store may be a portion of a memory of the device for
storing one or more media files. The device may comprise more than one
physical storage. The remote media store may be a traditional media
server, a server on a cloud, or may form part of one or more content
distribution networks (CDNs). Other types of remote media stores may be

used.

The first and second portions of the requested media content may
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comprise any amount of the requested media content. For example, the
degree of media content downloaded from the remote store may be close to
100%, in which case the operation of the method approaches that of
traditional real-time streaming. Alternatively, the majority of the media
content may be fetched from the local store, in which case the quality of
playback experience may be optimised due to the fact that much of the
requested media content is already stored on the device. The operation of
the media player may be unaffected by the amount of content that is fetched
from the local media store and that which is available as pre-downloaded
(e.g. stored in the local store of the device). As a result, the invention

improves the location transparency of a media stream for the media player.

The at least a second portion of requested media content may be
downloaded directly to the local media store for delivery to the media player.
Alternatively, the at least a second portion of requested media content may
be downloaded and delivered directly to the media player. Thus, the media
segments may be continuously delivered to the media player, with no break
in the streaming, regardless of the different locations of each media

segment.

The at least a second portion of requested media content may be
downloaded according to a streaming protocol, such as the HTTP Live
Streaming (HLS) protocol. The at least a second portion of requested
media content may be downloaded from the Internet. In some
embodiments, the requested media content may be downloaded from other
types of networks, such as a LAN, wireless LAN, mobile and cellular

3G/4G/LTE, etc.

The requested media content may comprise a plurality of media
segments. The at least a first portion of the requested media content and

the at least a second portion of the requested media content may each
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comprise one or more of the plurality of media segments.

Each media segment may comprise media content for HTTP transport.
Furthermore, in addition to a plurality of media segments, the requested
media content may comprise metadata, and the metadata may comprise a
description or other information relating to the requested media content, as

well as a list of media segments in the requested media content.

Using a media locator unit (MLU) of the device, one or more
decryption keys may be downloaded to a local key store on the device. In
particular, at least one of the first and second portions of the requested
media content may be encrypted, and the one or more decryption keys may
be arranged to decrypt the at least one of the first and second portions of the
requested media content. HLS in particular supports encryption of the
media stream. The decryption keys may be downloaded from a remote

server or other remote storage.

Using a client security agent (CSA) of the device, one or more
authentication certificates may be downloaded to a certificate store on the
device. The decryption keys may be downloaded from a remote server or

other remote storage.

Downloading the one or more decryption keys to the key store may
comprise first requesting by the MLU an authentication certificate from the
CSA, and the requested authentication certificate may then be delivered

from the CSA to the MLU.

Whilst encrypted media content and decryption keys may be cached
on the client device, the CSA may be deployed alongside the MLU to protect
the interests of media content providers. The CSA may request X.509
client certificates from a public key infrastructure certificate authority and

manage the certificate that is used for authenticating the client on different
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key servers.

Thus, if the device seeks to retrieve one or more decryption keys from
a particular remote key server for the first time, the key server may request
authentication of the device through delivery of the appropriate
authentication certificate. The CSA of the device may be arranged to
retrieve and deliver such a certificate to the MLU for subsequent delivery to

the key server, for authentication.

Advantageously, with the MLU and CSA operating in tandem, the
media content of HLS streaming may be protected through encryption and

the client devices may be authenticated to allow access to media content.

The media store, the key store and the certificate store may each be
located in a secured storage of the device. The secured storage may be
guaranteed by the operating system of the device, such as Apple iOS™, or
Google Android™, or any other similar operating environment that allows

only valid users to gain access to the storage area.

Whilst media content becomes ever easier to access and consumed
by users on various devices, media content providers require reliable control
over who or what devices can access the content. Once media content is
delivered to the client, the user can redistribute it, or carry out other actions
on the media content that may violate the usage policy of the content

provider.

Thus, according to the invention, it can be determined whether or not
the secured storage in a protected environment has been compromised. |If
the secured storage has been compromised, the contents of at least one of
the media store, key store and certificate store may be deleted, and/or
playback of the requested media content may be stopped. Furthermore,

the MLU and the CSA may be arranged to communicate with each other. If
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the MLU and the CSA may no longer communicate with each other, or if the
communication is in doubt, the contents of at least one of the media store,
key store and certificate store may be deleted, and/or playback of the

requested media content may be stopped.

Therefore, the CSA may verify and ensure the integrity and security of
the secured storage in its operating environment, and may confirm the status
to the MLU. The CSA may additionally check the maintenance of the
security policy of the operating environment. If the CSA detects a violation
of the security policy, the CSA may clear the certificate store and notify the
MLU, and the MLU, upon receipt of the notification from the CSA, may stop
media stream processing, as well as clear the key store and the local media
store. All stored client certificates, cached decryption keys, and encrypted
media may be deleted if any user behaviour violating usage policy, or other

breach of the secured environment, is detected.

In addition, the MLU may receive periodic updates from the CSA on
the status of the protected application environment of the device. When the
MLU loses contact with the CSA and cannot guarantee it is operating in a
secured environment, the media streaming may be stopped and the
certificate store, key store and local media store may each be cleared of their

contents.

The decryption key and/or the requested media content may be
arranged to expire a predetermined period of time after
downloading/retrieval. Upon expiry, playback of the requested media
content may be stopped. In addition, upon expiry, the decryption key and/or

the requested media content may be deleted from the device.

According to the invention, there are also provided a device arranged

to carry out the above method, and a system comprising such a device.
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According to a second aspect of the invention, there is provided a
method on a device of protecting media content from unauthorised playback.
The method comprises receiving at the device a request to play media
content, wherein the requested media content is encrypted. The method
further comprises obtaining the encrypted media content. The method also
comprises further encrypting the encrypted media content using a first
encryption key so as to produce double-encrypted media content, wherein

the first encryption key is specific to the device.

The requested media content may comprise any media file or files
suitable for being played on a device, such as but not limited to video data,
audio data, and/or image data. The media content may be comprised in a
digital media file. The media content, when obtained by the device, may
have been encrypted by a remote media server, using one or more second
encryption keys discussed in more detail below. Before being able to play
or execute the encrypted media content, the device must first ascertain the
location of the second encryption key(s) so as to decrypt the encrypted
media content. It should be noted that the terms “encryption key” and
“decryption key” may be used interchangeably, as they are essentially the

same key but used for reverse operations.

Once the encrypted media content is received at the device, a further,
second encryption step is carried out using a first encryption key which is
specific to the device. This second encryption using this device-based
encryption key helps secure or protect the media content from unauthorised
distribution or playback, as the first encryption key required to revert the
double-encrypted media content back to its single-encrypted state is specific
to the device. Thus, without this device-specific encryption key,
unauthorised devices will be unable to play the media content. The first

encryption key may be unique to the device, and no other device may be
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able to reproduce the first encryption key. There are methods known in the
art for producing such unique or device-specific encryption keys, e.g. using a
variant of a hash function on an identification number (for example the

Vendor ID or the serial number) of the device.

Advantageously, the method allows for improved protection against
unauthorised playback of encrypted media content, since the first encryption
key does not need to be stored on the device but instead may simply be
generated by the device (e.g. using a suitable application) whenever there is

a need to decrypt the double-encrypted media content.

The method may further comprise storing the double-encrypted media
content on the device. The double-encrypted media content may be stored
in a suitable memory of the device, for future playback, for example
whenever the device receives from a user a request to play the media

content.

When the device receives a request to play the encrypted media
content, the device may decrypt the double-encrypted media content using
the first encryption key so as to reproduce the encrypted media content.
The device may then receive one or more second encryption keys. Then,
the encrypted media content may be decrypted a second time using the one
or more second encryption keys so as to produce decrypted media content,

thereby allowing playback of the media content.

Advantageously, the one or more second encryption keys may be
stored remotely from the device, so as to improve the security of the system.
Thus, the one or more second encryption keys may have to first be
requested by the device, and received at the device, before the encrypted

media content may be fully decrypted for playback.

Obtaining the requested media content may comprise downloading

10
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the requested media content from a remote media server. Thus, if the
requested media content is not already stored on the device, the device may
communicate with a remote server storing the media content so as to
download the requested media content onto the device. Alternatively, as
we have seen above the double-encrypted media content may already be
stored on the device, in which case the device may retrieve the media

content from a local store of the device (such as from a suitable memory).

As we have seen, in order to fully decrypt the double-encrypted media
content, not only is the device-specific first encryption key required but the
device must also access one or more second encryption keys (this key or
keys having been used to encrypt the media content a first time). Thus, the
method may further comprise determining whether metadata related to the
encrypted media content is stored on the device. If so, the device may
retrieve the metadata or, if not, the device may request the metadata from a

remote metadata server and receive the metadata at the device.

The encrypted media content may comprise metadata related to the
encrypted media content. In such a case, generally the encrypted media
content contains a number of encrypted media segments (such as the video
or audio data that is to be played back) as well as un-encrypted metadata
relating to the encrypted media segments. The metadata may comprise
data identifying a location of the one or more second encryption keys. The
location may be a location of the one or more second encryption keys in a

remote key server.

Thus, once obtained by the device (whether it has been requested by
the device from a remote storage location, or whether it is contained with the
encrypted media content itself), the metadata may be used to access the
one or more second encryption keys required to fully decrypt the

double-encrypted media content.

11
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Receiving the one or more second encryption keys may comprise
requesting from a remote key server the one or more second encryption
keys. In particular, the method may comprise requesting an authorisation
token from an access control server, receiving at the device the authorisation
token, and using the authorisation token to request the one or more second
encryption keys from the remote key server. Thus, the device may first
obtain an authorisation token and, in conjunction with the metadata
identifying the location of the one or more second encryption keys, use the

authentication token to obtain the one or more second encryption keys.

It should be noted that there may be more than one second encryption
key if the media content is split into a plurality of individually encrypted media
segments. |In which case, each of the one or more second encryption keys
may be associated with a corresponding one of the plurality of encrypted
media segments. The metadata may therefore identify the location of each
individual second encryption key so as to allow decryption of the totality of

the media segments making up the media content.

Once the device has accessed the second encryption key(s), the
encrypted media content (already decrypted once using the device-specific
encryption key) may be further decrypted using the second encryption key(s),
so as to fully decrypt the media content. The method may then further
comprise executing the decrypted media content using a media player of the

device.

In much the same way as described above in connection with the first
aspect of the invention, a portion of the requested media content may reside
locally in a memory of the device, and a second portion may have to be
downloaded from a media server. Thus, obtaining the encrypted media
content may comprise retrieving from a local store of the device at least a

first portion of the encrypted media content. Obtaining the encrypted media

12
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content may further comprise, in parallel to the retrieval of the at least a first
portion of the encrypted media content, downloading to the device at least a
second portion of the encrypted media content from a remote media server.
The at least a second portion of encrypted media content may be

downloaded to the local store for delivery to a media player of the device.

According to the invention, there are also provided a device arranged

to carry out the above method, and a system comprising such a device.

Within the extent of this disclosure, any features or elements of the
second aspect of the invention (i.e. the method pertaining to protecting
media content from unauthorised playback) may be combined with any
feature or element of the first aspect of the invention (i.e. the method of

delivering media content to a device).

Brief Description of the Drawings

Specific embodiments of the invention will now be described in

conjunction with the accompanying drawings, of which:

Figure 1 is a diagram of a system in accordance with an embodiment

of the invention;

Figure 2 is a flow chart illustrating steps taken by a method of

delivering media content, according to an embodiment of the invention; and

Figure 3 is a flow chart illustrating steps taken by a method of
protecting media content from unauthorised playback, according to an

embodiment of the invention.

13
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Detailed Description of Specific Embodiments

The present invention seeks to provide improved methods of
delivering and protecting media content. Whilst various embodiments of
the invention are described below, the invention is not limited to these
embodiments, and variations of these embodiments may well fall within the

scope of the invention which is to be limited only by the appended claims.

Figure 1 illustrates a media streaming system 100 in accordance with
an embodiment of the invention. On a client or end-user side of system 100,
system 100 includes client device 105 such as a portable mobile device.
Client device 105 may be any other device capable of media content
playback, such as a television, PC, laptop, mobile phone, set top box, audio

system, etc.

Client device 105 includes media player 110, media locator unit 115
(MLU) and client security agent 120 (CSA). Media player 110, MLU 115
and CSA 120 may be comprised in one or more software modules of an

application in an operating system of client device 105.

Client device 105 further comprises local media store 125, key store
130 and certificate store 135. Local media store 125, key store 130 and
certificate store 135 reside in a secured memory or secured storage 140 of
client device 105. Each store does not need to reside in a common secured
storage but may reside in separate secured storages. The memory size of
local media store 125 is substantively larger than the memory buffer of a
traditional media player, so that client device 105 may continue playback of
media content for a short period of time if Internet connection is lost and
downloading is not yet finished. Media player 110, MLU 115 and CSA 120
are components of an application in a secured environment. The

application is in a protected runtime environment of the operating system,

14
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such as the Apple iOS, Google Android OS, etc., or protected application
environment 160, such that individual components cannot be replaced.
Protected application environment 160 includes secured storage 140 such
that the data stored therein cannot be accessed when the protected

application environment is compromised.

On the server side of multimedia streaming system 100, there are
provided authentication certificate server 145, or public key infrastructure
certificate authority (PKI CA), key server 150 and media server 155. PKI
CA 145, key server 150 and media server 155 may form part of a Content
Distribution Network (CDN) or as part of similar cloud services. They may
reside on a common server or separate servers. CDNs provide convenient
access to media content duplicated across the Internet. In other
embodiments, PKI CA 145, key server 150 and media server 155 may reside
on other user devices networked to client device 105. In addition, PKI CA
145, key server 150 and media server 155 may be server applications, each
of them having multiple instances of services running independently,
anywhere on the Internet or on a private network that MLU 115 has access to.
The media content and media segments may be downloaded from any

number of media servers 155, 156, 157.

Media player 110 is arranged to process and playback media content it
receives, such as media segments, according to the HLS protocol. For
example, media player 110 may process and display video content such as a
live television stream or a film, or audio content such as music tracks or other
audio files. Media player 110 may communicate with MLU 115 such that
media player 110 may receive media content passed to it by MLU 115.
Media player 110 may be a standard component provided by the operating

system, in order to simplify the implementation of the present invention.

MLU 115 is a component of client device 105 that may retrieve media

15
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content from local media store 125. MLU 115 may furthermore retrieve
decryption keys from key store 130. In particular, MLU 115 is arranged to
use decryption keys from key store 130 to decrypt and process encrypted
media content so that client device 105 is capable of media content playback
even when offline, i.e. when disconnected from the Internet. MLU 115 is
further arranged to download decryption keys from key server 150 to client
device 105, as well as download media content from media server 155 or
media servers 155, 156, 157 to client device 105. The downloading is
preferably carried out using HTTP according to the HLS protocol. When
downloaded, decryption keys are stored in key store 130 and media content
is stored in local media store 125. Different keys may be allocated
respectively to different media contents, or to different segments of a media

content or media contents.

In addition to ensuring a protected runtime environment on the client
side, CSA 120 is further arranged to authenticate client device 105 on key
server 150 by using X.509 client certificates. Other forms of client
certificates or authentication tokens may be used. X.509 client certificates
are obtained from PKI CA 145, downloaded by CSA 120 and stored locally in
certificate store 135 of client device 105. Different client certificates may be
required for playback of different media contents. The client certificates
may be invalidated by PKI CA 145, and MLU 115 is required to provide a
valid client certificate in order to retrieve decryption keys from key server

150.

A method of operation of media streaming system 100 will now be

described, in accordance with an embodiment of the invention.

In traditional media streaming techniques, media content belonging to
providers is stored on servers, and a client application running on a client

device downloads the media content whilst simultaneously displaying the

16
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content in parallel. The operation between a media server and a media

client is specified by a streaming protocol.

HLS is a streaming protocol that uses the HTTP transport protocol for
media streaming over the Internet. HLS supports streaming with encryption
(AES-128) of the media content. When HLS is used in encryption mode, a
decryption key is provided to the client application, usually through a web

service.

The present invention extends the streaming operation to support both
pre-download of media content as well as a mixed operation mode according
to which pre-downloaded content and real-time streaming content are used
together. The media player on the client side can therefore operate as if it

were performing normal HLS processing.

According to a method 200, at step 205 client device 105 receives a
request to stream media content using HLS. For example, a user of client
device 105 may input a command to open media content, such as by
accessing a link via a web page displayed to the user whilst connected to the
Internet. The request may first be received at media player 110 which then
passes the request to MLU 115, or else may be received directly by MLU
115.

Upon receipt at MLU 115 of the request for streaming media, at step
210 MLU 115 retrieves or fetches any relevant media stream segments or
other requested media content from local media store 125. This is instead
of searching for and downloading the entirety of the requested media content
from a remote server. Simultaneously to step 210, at step 215 MLU 115
downloads to local media store 125 the remaining requested HLS media

segments from media server 155.
For example, the requested media content may comprise metadata of
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a video and a number of media segments of the requested media content.
The metadata may contain information such as details of the media
segments, the location of media servers from which the media segment can
be downloaded, whether the video is encrypted, and the location of the key
server which may provide the decryption key or keys necessary to decrypt
the media content. The media segments may be assembled by MLU 115

according to the streaming protocol.

When client device 105 is in a mixed operation mode, a plurality of
such media segments may form a first portion of the requested media
content, and may be stored in local media store 125. Any other media
segments pertaining to the requested media content, forming a second
portion of the requested media content, may in parallel be downloaded to

local media store 125 from media server 155.

Thus, one or more of the requested media segments are stored in
local media store 125. Once fetched by MLU 115, at step 235 this portion is
delivered to media player 110 for playback. Whilst media player 110 is
processing and displaying/playing the already downloaded segments of the
requested media content, the remaining segments are downloaded in
parallel from media server 155 to local media store 125, similarly to real-time

streaming.

In conventional data streaming technologies, such as the HLS protocol,
if the client device goes offline before the downloading of media content is
complete, and subsequently goes online after some elapsed time, then the

downloading of media content needs to restart.

According to an embodiment of the present invention, if the Internet
connection is lost whilst downloading of media content is still in progress,

MLU 115 continues to fetch media segments from local media store 125 and
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deliver them to media player 110. Once client device 105 is reconnected to
the Internet, MLU 115 will automatically resume the download process for
the unfinished media segments according to the metadata, and the user may
not notice the Internet disconnection ever occurred (provided the

disconnection does not last too long), as the playback is continuous.

As already mentioned, HLS protocol allows for encryption of the
streaming media to provide for digital rights management such that rights
holders of the media content may control distribution and dissemination of

the media once stored on client device 105.

At step 220, MLU 115 determines if the requested media content,
retrieved from local media store 125, is encrypted. If encrypted, at step 230
MLU 115 accesses local key store 130 of client device 105. If the
necessary decryption key (or keys) is stored in local key store 130, MLU 115
retrieves the decryption key and decrypts the encrypted media content at
step 225. The decrypted media content may then be passed to media
player 110 for playback (step 235). Alternatively, the encrypted media
content may be passed to media player 110 with the decryption key, in which

case media player 110 may decrypt the media content prior to playback.

If the necessary key is not stored in local key store 130, then at step
250 MLU 115 accesses key server 150. At step 255, key server 150
determines if client device 105 is authorised to access the desired key. |If
client device 105 is authenticated on key server 150, then at step 290 MLU
115 may download or otherwise retrieve the decryption key from key server
150. MLU 115 may then decrypt the encrypted media content and pass the
decrypted media content to media player 110. If MLU is not authenticated
on key server 150, then at step 260 MLU 115 requests the relevant

authentication certificate from CSA 120.
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At step 265, CSA 120 accesses local certificate store 135 on client
device 105 and at step 270 determines if the requested authentication
certificate is stored thereon. |If the requested authentication certificate is
stored in local certificate store 135, then CSA 120 retrieves the certificate
and passes it to MLU 115, at step 280 (described in more detail below). If at
step 270 it is determined that the requested authentication certificate is not
stored in local certificate store 135, then at step 275 CSA 120 requests the
relevant authentication certificate from PKI CA 145. At step 280, CSA 120
downloads or otherwise retrieves the authentication certificate from PKI CA
145. At step 285, CSA 120 passes the authentication certificate to MLU 115,
which at step 285 then passes the authentication certificate to key server
150. Once key server 150 has authenticated client device 105 using the
authentication certificate, at step 290 the relevant decryption key is
downloaded or otherwise retrieved by MLU 115. The operation then
proceeds to step 225, where the encrypted media content is decrypted and
at step 235 the decrypted media content is finally passed to media player
110 for playback. The above method is merely illustrative of a particular
embodiment, and many steps may be omitted/added without departing from

the invention.

In order to prevent the dissemination of illegal copies of downloaded
media content, local media store 125 and key store 130 are located in
secured storage 140 of protected application environment 160 provided by
the operating system on client device 105, such as Apple iOS or Google
Android OS, as already mentioned. Other operating systems able to

establish protected application environment 160 may be used.

CSA 120 periodically, for example every minute, verifies the integrity of
secured storage 140, as well as that of protected application environment

160. The verification may be implemented based on a function provided by
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the operating system. For example, if client device 105 is jail-broken or
rooted, or if secured storage 140 is otherwise determined to be
compromised, CSA 120 alerts MLU 115, and MLU 115 deletes existing data
in local media store 125 and key store 130. In addition, playback of media
content by media player 110 is stopped. MLU 115 requires a positive
response from CSA 120 regarding either secured storage 140 or protected
application environment 160 not being compromised, before playback can
proceed. The contents of certificate store 135 may also be deleted if ever
CSA 120 determines that the integrity of secured storage 140 has been

compromised, or if CSA 120 loses contact with certificate store 135.

MLU 115 and CSA 120 are further arranged to be in periodic or
continuous communication with each other. If MLU 115 is unable to
establish a connection with CSA 120, MLU 115 cannot verify it is running in
protected application environment 160 and so MLU 115 deletes relevant
media files in local media store 125 and key store 130. In addition,
playback of media content by media player 110 is stopped. When a positive
response from CSA 120 is received, MLU 115 may resume downloading and
processing of media content and media player 110 may proceed with

playback.

According to a further embodiment of the present invention, CSA 120
requests authentication certificate from PKI CA 145 for retrieving one or
more decryption keys from key server 150. The authentication certificate
has an expiry date/time defining a period during which that the relevant
media content and decryption key can be stored locally in client device 105.
The validity period of the media content and the decryption key may be
associated with one another. When MLU 115 detects that the media
content or the decryption key has expired, it will stop streaming the relevant

media content to media player 110 and erase that media content in local
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media store 125. The expiry date of the authentication certificate can be
implemented based on an open standard of PKI CA 145 and the
authentication certificate, such as X.509. MLU 115 may check for expiry of
the media content and the decryption key or keys even if client device 105
goes offline or after the download of the media content has finished.
Advantageously, when client device 105 is online, CSA 120 may check the
internal device clock with a public time service available from the Internet, to
ensure the device clock has not been adjusted manually. Accordingly, the
data streaming method can be further extended to the services of media

content rental.

In summary, with the combined operations of MLU 115 and CSA 120
using secured storage on a protected runtime environment, HLS streaming
is extended to encompass both pre-download and real-time streaming
modes. In addition, retrieved media content is protected from illegal
copying, as the client device is registered with a certificate authority and
authenticated on key servers. The operations may be entirely transparent

to the media player.

A further method of operation of media streaming system 100 will now
be described (method 300 seen in Figure 3), in accordance with a further
embodiment of the invention. It should be noted that Figure 3 shows an
example method, and the order of the steps may be changed without
departing from the scope of the invention. The method may also comprise

a fewer or greater number of steps.

At step 305, device 105 receives a request to play media content
comprising a set of media segments. At step 310, media locator unit 115
determines whether metadata relating to the requested media content is
stored in a memory of device 105, for example in local media store 125. |If

not, then at step 315 media locator unit 115 requests the metadata from
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media server 155 (or any number of media servers 155, 156 and 157 should
the metadata be stored across multiple servers). If the metadata is already
stored in device 105, then media locator unit 115 retrieves the metadata from
storage. The metadata file or files contains a brief description of the video
segments and, for each segment, a location of a respective video segment

encryption key.

Once the metadata file is obtained, at step 320 media locator unit 115
determines whether the media segments are stored in local media store 125.
If not, then at step 325 media locator unit 115 downloads the (encrypted)
media segments from media server 155 (or a plurality of media servers 155,
156 and 157 if the media segments are spread across multiple servers).
Once the media segments are downloaded, at step 326 device 105 encrypts
the media segments using a device-specific or device-based encryption key.
The device-specific encryption key may be generated at device 105 using
techniques known in the art. Because the media segments are already
encrypted, encryption of the (already encrypted) media segments results in
double-encrypted media segments. Note that if at step 320 the media
segments are found to be stored in local media store 125, then the media
segments will already have undergone this double-encryption. Once the
device-based encryption has taken place, the double-encrypted media
segments may be stored in local media store 125 for future use. This
double-encryption of the media segments ensures that any unauthorised
devices wishing to play the media segments will be unable to do so, as they
do not possess the same device-specific encryption key used to encrypt the

media segments.

At step 330, the metadata is updated to refer to the double-encrypted
media segments stored locally for playback by media player 110. In order

to effect playback of the double-encrypted media segments, at step 335
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device 105 decrypts the double-encrypted media segments using the
device-specific encryption key, so as to reproduce the encrypted media
segments. At step 340, client security agent 120 requests an authentication
token from authentication certificate server 145 (which may also be referred
to as an access control server). The requested authentication token is sent
from authentication certificate server 145 to device 105. At step 350,
device 105 uses the metadata to determine the locations of the media
segment encryption keys in key server 150. The authentication token
allows device 105 to be authenticated on key server 150. Using the
authentication token and the metadata, device 105 requests the necessary
media segment encryption keys from key server 150 and receives the same
by return. Finally, at step 360 device 105 fully decrypts the encrypted
media segments using the media segment encryption keys. Fully
decrypted, the media segments are now ready for playback on media player

110.

Note that if the requested media segments are not found in local
media store 125, then the process may operate in an online streaming mode
whereby the media segments are continuously downloaded (step 325),
double-encrypted (step 336), stored in the local media store, and
double-decrypted for playback (steps 335-360). Alternatively, in a
pre-downloaded mode, the requested media segments may already be
stored in local media store 125 in which case no downloading is required,
and neither is double-encryption required as the stored media segments will
already be double-encrypted following a prior download. If the media
segments exist in a storage of device 105 but device 105 is not the original
downloading device, e.g. the media segments have been copied from
another device, then when the media player attempts to decrypt the media
segments it fails as it is unable to produce the same device-specific

encryption key generated by the original downloading device.
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Device 105 may also operate in a mixed mode whereby some of the
media segments are pre-downloaded on the device storage, and some of
the media segments not found on the device storage. In this case, the

method operates along both branches of the flowchart of Figure 3.

Media locator unit 115 can switch modes at runtime, e.g. from mixed
mode to pre-downloaded mode or from online streaming mode to mixed

mode, etc., without affecting playback.

On devices with multi-core processors, different steps can be run in

parallel for different media segments.

Whilst the invention has been described in connection with various
embodiments, it is to be understood that the invention is not limited to these
embodiments, and that alterations, modifications, and variations of these
embodiments may be carried out by the skilled person without departing
from the scope of the invention. For example, the media locator unit and
the client security agent may be implemented as software arranged to run on

a computer or processor configured to execute the software.
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CLAIMS

1. A method on a device of protecting media content from

unauthorised playback, comprising:

5 receiving at the device a request to play media content, wherein the

requested media content is encrypted,;

obtaining the encrypted media content; and

further encrypting the encrypted media content using a first encryption
key so as to produce double-encrypted media content, wherein the first

10  encryption key is specific to the device.

2. The method of claim 1, further comprising storing the

double-encrypted media content on the device.

15 3. The method of any preceding claim, further comprising:

decrypting the double-encrypted media content using the first

encryption key so as to reproduce the encrypted media content;

receiving at the device one or more second encryption keys; and

decrypting the encrypted media content using the one or more second
20 encryption keys so as to produce decrypted media content, thereby allowing

playback of the media content.
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4. The method of any preceding claim, wherein the first encryption

key is derived using an application on the device.

5. The method of any preceding claim, wherein the first encryption

key is unique to the device.

6. The method of any preceding claim, wherein obtaining the
requested media content comprises downloading the requested media

content from a remote media server.

7. The method of any preceding claim, wherein obtaining the
requested media content comprises retrieving the requested media content

from a local store of the device.

8. The method of any preceding claim, further comprising
determining whether metadata related to the encrypted media content is

stored on the device and:

if so, retrieving the metadata; or

if not, requesting the metadata from a remote metadata server

and receiving the metadata at the device.

9. The method of any preceding claim, wherein the encrypted media

content comprises metadata related to the encrypted media content.
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10. The method of claim 8 or 9, wherein the metadata comprises data

identifying a location of the one or more second encryption keys.

11. The method of claim 10, wherein the location is a location of the

one or more second encryption keys in a remote key server.

12. The method of any preceding claim, wherein the encrypted media
content comprises a plurality of encrypted media segments, and wherein
each of the one or more second encryption keys is associated with a

corresponding one of the plurality of encrypted media segments.

13. The method of any preceding claim, wherein receiving the one or

more second encryption keys comprises:

requesting from a remote key server the one or more second

encryption keys.

14. The method of claim 13, further comprising:

requesting an authorisation token from an access control server;

receiving at the device the authorisation token; and

using the authorisation token to request the one or more second

encryption keys from the remote key server.
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15. The method of any preceding claim, further comprising executing

the decrypted media content using a media player of the device.

16. The method of any preceding claim, wherein obtaining the

encrypted media content comprises:

retrieving from a local store of the device at least a first portion of the

encrypted media content; and

in parallel to the retrieval of the at least a first portion of the encrypted
media content, downloading to the device at least a second portion of the

encrypted media content from a remote media server.

17. The method of claim 16, wherein the at least a second portion of
encrypted media content is downloaded to the local store for delivery to a

media player of the device.

18. A device comprising:
a memory for storing media content; and
a processor configured to:

receive a request to play media content, wherein the requested

media content is encrypted;

obtain the encrypted media content; and
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further encrypt the encrypted media content using a first
encryption key so as to produce double-encrypted media content,

wherein the first encryption key is specific to the device.

5 19. A system comprising:

a media server storing encrypted media content; and

a device configured to:

receive a request to play the encrypted media content;

obtain the encrypted media content from the media server; and

10 further encrypt the encrypted media content using a first
encryption key so as to produce double-encrypted media content,

wherein the first encryption key is specific to the device.

20. A computer-readable medium having instructions stored thereon,
15 wherein the instructions are configured such that when executed by a
computer the instructions cause the method of any of claims 1-17 to be

carried out.

20
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