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o or a non-secure mode. When a non— secure mode is engaged, the secure controller provides the touch input data to a processor.
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When a secure mode is engaged, the secure controller blocks at least a portion of the touch input data from the processor.
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POINT OF SALE SYSTEM WITH SECURE AND UNSECURE MODES

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provisional Application No.
62/027,855, filed July 23, 2014, and U.S. Non-Provisional Application No. 14/752,698,

filed June 26, 2015, which applications are hereby incorporated by reference in entirety.

BACKGROUND

[0002] Many computing systems and devices now typically include some form of
display. Displays are becoming more common for various reasons, such as decreasing
manufacturing costs due to advancing technologies and increasing functionalities. For
example, displays can act as input and output devices (e.g., touch sensitive displays)
and can also show varying types of media with ease (e.g., high-definition videos and
images).

[0003] Touch sensitive displays are increasingly used in computing systems and
devices that involve some user interaction. Unlike typical input devices, such as keypads
or pointing devices, touch sensitive displays can accommodate a wider range of inputs,
such as keyboard entries and gestures. Touch sensitive displays can, therefore,
facilitate greater user interactions between the users and the computing systems since
there is less restriction on the types of user inputs that can be received by the system.

[0004] Certain displays can operate to show and/or receive data of varying degrees of
security. For example, a point of sale system can receive authentication information
from a user, via a touch sensitive device, to complete a payment transaction while also
engaging the user for other purposes, such as marketing campaigns. However, data
involved in payment transactions needs to comply with industry security protocols and
can require increased data processing by the point of sale system that can cause delays

in the operation of the point of sale system as a whole.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0005] FIG. 1 is a block diagram of an embodiment of components interacting with a
user interface system.

[0006] FIGS. 2A-2C are block diagrams of embodiments of the user interface system of
FIG. 1.

[0007] FIGS. 3A and 3B illustrate an embodiment of a touch sensitive computing device
in operation.

[0008] FIGS. 4A and 4B illustrate an embodiment of the touch sensitive computing
device of FIGS. 3A and 3B in another operation.

[0009] FIG. 5 is a block diagram of a further embodiment of the user interface system of
FIG. 1.

[0010] FIG. 6A illustrates an embodiment of a computing device in operation.

[0011] FIG. 6B illustrates an embodiment of the computing device of FIG. 6A in another
operation.

[0012] The drawings, described below, are provided for purposes of illustration, and not
of limitation, of the aspects and features of various examples of embodiments described
herein. For simplicity and clarity of illustration, elements shown in the drawings have not
necessarily been drawn to scale. The dimensions of some of the elements may be
exaggerated relative to other elements for clarity. It will be appreciated that for simplicity
and clarity of illustration, where considered appropriate, reference numerals may be
repeated among the drawings to indicate corresponding or analogous elements or

steps.

DETAILED DESCRIPTION

[0013] The various embodiments described herein generally relate to a user interface
system operable to provide secured and unsecured modes for handling data. Some of
the described embodiments can be directed to receiving secured and unsecured touch
input. The user interface system can include a touch sensitive computing device in one
embodiment. In some described embodiments, the user interface system can be for
providing secured and unsecured outputs. Some other embodiments of the user
interface system may involve receiving secured and unsecured touch input as well as

providing secured and unsecured outputs.
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[0014]

[0015]

[0016]

[0017]

[0018]

Data being provided or received at a computing system such as a user interface
system typically cannot be easily distinguished based on security levels and/or
requirements. Secured data generally needs to comply with certain industry security
protocols and thus, the processing of such secured data can consume a substantial
portion of the processing resources available at the computing system. However,
unsecured data does not need to comply with any industry security protocols and
processing the unsecured data in the same manner as the secured data can impair the
operation of the computing system as a whole.

For example, touch sensitive computing devices with touch sensitive displays
can generally facilitate greater user interactions between the users and the respective
computing system than most typical input devices, such as keypads or pointing devices.
Touch sensitive displays can accommodate a wider range of inputs, such as keyboard
entries and gestures and so, the design of the user interfaces for the touch sensitive
computing device are less restricted by the types of inputs that can be used.

Points of sale systems, for example, that incorporate a user interface system can
receive authentication information from a user to complete a payment transaction and
can also engage the user for other purposes, such as marketing campaigns offered by
the merchant. The data involved in payment transactions, however, needs to comply
with industry security protocols, which can consume a substantial portion of the
processing resources at the point of sale system. Processing of both the transaction
data and unsecured data in the same manner is likely to impair the operation of the
point of sale system.

It will be appreciated that numerous specific details are set forth in order to
provide a thorough understanding of the example embodiments described herein.
However, it will be understood by those of ordinary skill in the art that the embodiments
described herein may be practiced without these specific details. In other instances,
well-known methods, procedures and components have not been described in detail so
as not to obscure the embodiments described herein. Furthermore, this description and
the drawings are not to be considered as limiting the scope of the embodiments
described herein in any way, but rather as merely describing the implementation of the
various embodiments described herein.

Reference is first made to FIG. 1, which illustrates a block diagram 100 of a user

10 and components interacting with a user interface system 110.
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[0019] The user interface system 110 can be in electronic communication with a
secured server 120 and a data server 130 via a network 140. The user interface system
110 can also receive input, directly or indirectly, from the user 10. For example, the user
interface system 110 can receive input indirectly from the user 10 via a payment card
150 or a computing device.

[0020] The secured server 120 can operate generally with secured data while the data
server 130 can operate generally with other data. Each of the secured server 120 and
the data server 130 may include one or more processors with computing processing
abilities and memory such as a database(s) or file system(s).

[0021] For example, when the user interface system 110 operates to receive data, the
secured server 120 can operate based generally on secured data provided from the
user interface system 110, and the data server 130 can operate based on other data
provided from the user interface system 110. When the user interface system 110
operates to provide data, the secured server 120 can operate to provide secured data
while the data server 130 can operate to provide the other data to the user interface
system 110.

[0022] It will be understood that, although only one secured server 120 and one data
server 130 are shown in FIG. 1, each of the secured server 120 and the data server 130
may include one or more servers that may be distributed over a wide geographic area
and connected via the network 140. It is also possible for the secured server 120 and
the data server 130 to be provided as one server, and for the secured server 120 to be
separated by data encryption or security.

[0023] The network 140 can generally be any network capable of carrying data,
including the Internet, Ethernet, plain old telephone service (POTS) line, public switch
telephone network (PSTN), integrated services digital network (ISDN), digital subscriber
line (DSL), coaxial cable, fiber optics, satellite, mobile, wireless (e.g., Wi-Fi, WiMAX),
SS7 signaling network, fixed line, local area network, wide area network, and others,
including any combination of these, capable of interfacing with, and enabling
communication between, the user interface system 110, the secured server 120 and the
data server 130.

[0024] In some embodiments, different networks can be provided for each of the
secured server 120 and the data server 130. A secured network may be provided to
facilitate electronic communication between the user interface system 110 and the

secured server 120. For example, when the user interface system 110 operates as a
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point-of-sale system, the secured server 120 can be a payment processing gateway for
authorizing payment transactions initiated at the point-of-sale system and the data
server 130 can be a merchant server for facilitating other operations available via the
point-of-sale system, such as marketing campaigns or loyalty programs offered by the
merchant. The secured network between the payment processing gateway (secured
server) 120 and the point-of-sale system (user interface system) 110 can therefore be
provided to enable secured and encrypted data transfer, whereas another network can
be used to provide data transfer between the merchant server (data server) 130 and the
point-of-sale system (user interface system) 110.

[0025] The user interface system 110 can include any computing device with a display
or operable with a display. The display may be a touch sensitive display in some
embodiments. The computing device can also be operable to connect to the network
140. The computing device may couple to the network 140 through a wired or wireless
connection. Example computing devices may include at least a processor and memory.
In one embodiment, the computing device may be an electronic tablet device, a
personal computer, workstation, server, portable computer, mobile device, personal
digital assistant, laptop, smart phone, WAP phone, an interactive television, video
display terminals, gaming consoles, and portable electronic devices or any combination
of these.

[0026] Reference will be made to FIG. 2A, which is a block diagram 200A of an
embodiment of the user interface system 110. The user interface system 110 in this
embodiment can operate as a touch sensitive system and as shown in FIG. 2A, the
touch sensitive system 200A can include a touch sensitive display 212, a processing
module 210, and an interface module 230.

[0027] The interface module 230 can include a secure input controller 232 and an input
controller 234. As shown in FIG. 2A, the input controller 234 can be operatively coupled
to the touch sensitive display 212, and the secure input controller 232 can be operatively
coupled to the touch sensitive display 212 and the input controller 234. Input controllers
232, 234 may receive the input data from the touch sensitive display 212 via touch
electrodes.

[0028] Each of the input controller 234 and the secure input controller 232 can receive
input data provided via the touch sensitive display 212, and interpret the touch input

accordingly.
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[0029] The secure input controller 232 can be dedicated to receiving and interpreting
touch input that requires compliance with certain security protocols. The secure input
controller 232 can receive secured input directly from the touch sensitive display 212, or
indirectly via the input controller 234. Compliance with security protocols can involve
various control measures that require substantial processing power, such as
maintenance of a firewall, regular updates of anti-virus software applications, restriction
to access, application of various encryption protocols, etc. The secure input controller
232, therefore, is likely to operate slower than the input controller 234, which is not
limited by the security protocols.

[0030] In some embodiments, the touch sensitive display 212 can include a secured
display portion for receiving only secured touch input. Any data received at the secured
display portion will be processed by the secure input controller 232.

[0031] The secure input controller 232 can, in some embodiments, operate in
conjunction with the input controller 234. The input controller 234 can receive touch
input from all regions of the touch sensitive display 212 or, if there is a secured display
portion, the input controller 234 can receive touch input from regions of the touch
sensitive display 212 apart from the secured display portion. The secure input controller
232 can then receive data based on the touch input provided from the input controller
234. Based on the data provided by the input controller 234, the secure input controller
232 can identify the secured touch input and prevent the secured touch input from being
provided to the processing module 210.

[0032] With the input controller 234 and the secure input controller 232, the touch
sensitive system 200A may, therefore, engage in different modes of operations, such as
a non-secure input mode and a secure input mode. In some embodiments, the touch
sensitive system 200A can be engaged in the secure input mode in response to a signal
received from a software application stored at the touch sensitive system 200A or a
signal received from the secured server 120.

[0033] During the non-secure input mode, the touch sensitive system 200A can receive
input at the touch sensitive display 212 that is not limited by security protocols and can
be provided directly to the processing module 210. The touch sensitive system 200A
can couple the input controller 234 to the processing module 210 for communicating the
received touch input to the processing module 210. In some embodiments, the input
controller 234 can be coupled to the processing module 210 via the secure input

controller 232. The input controller 234 may be coupled to the secure input controller

—6—



WO 2016/014346 PCT/US2015/040819

232 via an Inter-Integrated Circuit (I2C) connection. Similarly, the secure input controller
232 may be coupled to the processing module 210 via an 12C connection.

[0034] During the secure input mode, the touch sensitive system 200A can receive input
at the touch sensitive display 212 that needs to comply with security protocols. As
described, the secure input controller 232 can receive the secured touch input directly
from the touch sensitive display 212 (e.g., via a secured display portion) and/or indirectly
via the input controller 234.

[0035] After receiving the touch data from the touch sensitive display 212 and/or the
input controller 234, the secure input controller 232 can block at least some of the touch
inputs received at the touch sensitive display 212 from being provided to the processing
module 210. By blocking at least some of the touch inputs from being communicated to
the processing module 210, the secure input controller 232 can control the type of data
that is provided to the processing module 210. For example, data such as authentication
information are not provided to the processing module 210.

[0036] In some embodiments, the touch sensitive system 200A can activate an indicator
250 to visually show that the secure input mode is engaged. The indicator 250 can be
operatively coupled to the secure input controller 232 so that when the secure input
controller 232 is engaged in the secure input mode, the secure input controller 232 can
also activate the indicator 250. The indicator 250 may be a LED or other visual indicator
provided at the touch sensitive system 200A.

[0037] Reference will now be made to FIG. 2B. FIG. 2B is a block diagram 200B of
another embodiment of the user interface system 110. In the block diagram 200B, the
user interface system 110 is provided as a point-of-sale system.

[0038] Similar to the touch sensitive system 200A shown in FIG. 2A, the point-of-sale
system 200B includes the processing module 210, the touch sensitive display 212 and
an interface module 230'.

[0039] The interface module 230’ of the point-of-sale system 200B, like the interface
module 230 of FIG. 2A, includes a secure input controller 232 and an input controller
234. During the secure input mode, the secure input controller 232 in this example
needs to comply with industry security requirements, such as the Payment Card Industry
Data Security Standards (PCl DSS).

[0040] The interface module 230 also includes a card interface module 236, a

contactless interface module 238 and a tamper-resistance measure module 240.
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[0041] The card interface module 236 and the contactless interface module 238 operate
to receive and process data from the payment card 150 or other compatible computing
devices. Each of the card interface module 236 and the contactless interface module
238 can be operatively coupled to the secure input controller 232, as shown in FIG. 2B,
to encrypt data received from the payment card 150 or other compatible computing
devices. Briefly, as shown in FIG. 3B, an example point-of-sale system 200B can
include various card interfaces, such as a chip reader 336a and a magnetic strip reader
336b, for receiving card data that is to be processed by the card interface module 236.
A contactless reader 338 is also illustrated in FIG. 3B for receiving data to be processed
by the contactless interface module 238.

[0042] Referring still to FIG. 2B, the tamper-resistance measure module 240 can be
operatively coupled to the secure input controller 232. The tamper-resistance measure
module 240 can operate with the secure input controller 232 to engage one or more
different tamper resistance components provided in the physical tamper-resistance
measures 214 at the point-of-sale system 200B, or to receive tamper signals from the
physical tamper-resistance measures 214 indicating there was an attempt at modifying
the point-of-sale system 200B. The physical tamper-resistance measures 214 generally
prevent counterfeiters from modifying the point-of-sale system 200B or otherwise
accessing the interface module 230’ for obtaining the secured data. The physical
tamper-resistance measures 214 can include components, such as a mesh or switches,
that can detect any attempt at physical disassembly or modification of the point-of-sale
system 200B.

[0043] Another embodiment of the user interface system 110 will now be described with
reference to FIG. 2C. FIG. 2C is yet another block diagram 200C of the user interface
system 110 in accordance with yet another example embodiment. In the block diagram
200C, the user interface system 110 may be provided as a display system.

[0044] Similar to the touch sensitive system 200A of FIG. 2A and the point-of-sale
system 200B of FIG. 2B, the display system 200C includes a processing module 210’,
the touch sensitive display 212 and an interface module 230. It will be understood that
the interface module 230’ may similarly be provided as part of the display system 200C
in some other embodiments.

[0045] The processing module 210’ of the display system 200C includes a secure
processing module 252 and a device processing module 254. The secure processing

module 252, like the secure input controller 232, can include processing components
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that are configured to comply with security protocols. As a result, the secure processing
module 252 may operate slower than the device processing module 254. The device
processing module 254 can be native to the computing device(s) providing the display
system 200C.

[0046] Similar to the touch sensitive system 200A and the point-of-sale system 200B,
when operating in the secure input mode, the display system 200C can receive input at
the touch sensitive display 212 that needs to comply with security protocols. The secure
input controller 232 can receive the secured touch input and initiate operation by the
secure processing module 252.

[0047] During the non-secure input mode, the display system 200C can receive input at
the touch sensitive display 212 that is not limited by security protocols and can be
provided directly to the device processing module 254.

[0048] An example operation of the point-of-sale system 200B will now be described
with reference to FIGS. 3A to 4B. FIGS. 3A to 4B illustrate an example point-of-sale
system 300.

[0049] The point-of-sale system 300 includes a touch sensitive display 312, a chip
reader 336a, a magnetic strip reader 336b, and a contactless reader 338. It will be
understood that the point-of-sale system 300 illustrated in FIGS. 3A to 4B is merely an
example and other configurations and designs are possible.

[0050] FIGS. 3A and 3B illustrate user interfaces 302A and 302B, respectively, for
facilitating a payment transaction at the point-of-sale system 300. In FIG. 3A, the user
interface 302A includes control buttons 314a to 314c for receiving a touch input for
selecting a form of payment. The point-of-sale system 300 can continue to operate in
the non-secured mode since the touch input being received is not secured data
information.

[0051] In response to a selection of the form of payment or detection of an insertion of
the payment card 150 at the chip reader 336a, the point-of-sale system 300 can be
engaged in the secured mode since the touch input being received is authentication
information that needs to comply with the payment security protocols. The point-of-sale
system 300 may similarly be engaged in the secured mode in response to a signal
received from the payment processing gateway 120. As shown in FIG. 3B, the user
interface 302B provides a keypad for receiving a personal identification number (PIN)
from the user. The PIN is then provided to the secure input controller 232 to complete

the payment transaction. While the keypad is shown on the touch sensitive display 312,
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an indicator (not shown in FIG. 3B) at the point-of-sale system 300 may be activated to
indicate that the secured mode has been engaged.

[0052] Continuing with reference to FIGS. 4A and 4B, which illustrate user interfaces
402A and 402B, respectively, for facilitating other user interactions at the point-of-sale
system 300. In FIG. 4A, the user interface 402A includes control buttons 414a and 414b
for receiving a touch input for selecting a type of interaction, such as to join a loyalty
program or to enter a contest. In the example of FIGS. 4A and 4B, the control button
414a was selected and the loyalty membership interface 402B of FIG. 4B is then shown.
The point-of-sale system 300 can operate in the non-secured mode for both FIGS. 4A
and 4B since the touch input received at user interfaces 402A and 402B does not need
to comply with any industry security protocol. Inputs received via the loyalty membership
interface 402B can be provided to the input controller 234 and eventually provided to the
data server 130.

[0053] In the example of FIGS. 4A and 4B, the input controller 234 can continue to
facilitate the user interactions at the point-of-sale system 300. Unlike operations
involving the secure input controller 232, the user interactions shown in FIGS. 4A and
4B do not need to comply with any industry security protocols and therefore, unaffected
by any compliance requirements.

[0054] Referring now to FIG. 5, which is a block diagram 500 of another embodiment of
the user interface system 110 of FIG. 1.

[0055] The embodiment shown in the block diagram 500 can operate as a display
system. The display system 500 includes a display 512, a processing module 510 and
an interface module 530. The processing module 510 includes a secure processing
module 552 and a device processing module 554. The interface module 530 includes a
secure output controller 532 and an output controller 534.

[0056] Unlike the systems 200A to 200C, the display system 500 does not include a
touch sensitive display 212. Instead, the display 512 can operate to show various data
information.

[0057] As shown in FIG. 5, the processing module 510 is operatively coupled to the
display 512 via the interface module 530. Depending on the operational mode, one of
the secure processing module 552 and the device processing module 554 can be
coupled to the display 512 via the interface module 530. As noted, the secure
processing module 552, like the secure output controller 532, can include processing

components that are configured to comply with security protocols. As a result, the
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secure processing module 552 may operate slower than the device processing module
554. The secure processing module 552, therefore, should operate only to facilitate
compliance with security protocols in order to avoid impairing the display system 500
unnecessarily.

[0058] During a secure output mode, for example, the secure output controller 532 can
detect that the data to be provided to the display 512 requires compliance with certain
security protocols. Accordingly, the secure output controller 532 can couple the secure
processing module 552 with the display 512 to facilitate control of the display 512 by the
secure processing module 552. On the other hand, during a non-secure output mode,
the secure output controller 532 can couple the device processing module 554 with the
display 512 so that the device processing module 554 controls the display 512. An
example will now be described with reference to FIGS. 6A and 6B.

[0059] FIGS. 6A and 6B illustrate a computing device 600 having a display 612. The
computing device 600 in this example is used at a bank to display data to a customer.
For instance, the computing device 600 may be provided at a teller counter to provide
various data to a customer being serviced by the teller. The data provided to the
computing device 600 can range in varying levels of security, such as personal banking
information and marketing campaigns developed by the bank.

[0060] FIG. 6A illustrates the computing device 600 operating in a secure mode. As
shown on the display 612, a user interface 602A provides bank account balances. To
control operation of the display 612 for providing the bank account data, the secure
output controller 532 can couple the secure processing module 552 to the display 612.

[0061] FIG. 6B illustrates the computing device 600 operating in a non-secured mode. A
user interface 602B provides information regarding mortgages and home insurance that
are part of a marketing campaign offered by the bank.

[0062] Various embodiments have been described herein by way of example only.
Various modification and variations may be made to these example embodiments
without departing from the spirit and scope of the invention, which is limited only by the
appended claims. Also, in the various user interfaces illustrated in the figures, it will be
understood that the illustrated user interface text and controls are provided as examples
only and are not meant to be limiting. Other suitable user interface elements may be

possible.
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CLAIMS

WHAT IS CLAIMED IS:

1. A point of sale system to facilitate a payment transaction by a user, the point of
sale system comprising:

a touch sensitive display including touch electrodes configured to receive a touch
input from a user, the touch sensitive display configured to display a user interface to
facilitate a user interaction with the point of sale system, the user interface includes at
least one selectable control button to receive a touch input by the user during the
payment transaction; and

an interface module comprising:

an input controller configured to receive the touch input by the user from the
touch sensitive display and to interpret the received touch input;

a card interface module configured to receive data from one of a chip reader or a
magnetic strip reader in response to the one of a chip reader or a magnetic strip reader
receiving data from a payment card, the card interface module configured to encrypt the
data received from the one of a chip reader or a magnetic strip reader;

a contactless interface module configured to receive data from a contactless
reader in response to the contactless reader receiving data from a device, the
contactless interface module configured to encrypt the data received from the
contactless reader; and

a secure input controller configured to receive touch input data from the input
controller, the encrypted data from the card interface module, and the encrypted data
from the contactless interface module, the secure input controller further configured to
process the encrypted data received from the card interface module and the encrypted
data received from the contactless interface module, the secure input controller
configured to operate in a secure input mode and a non-secure input mode, the secure
input controller configured to provide the touch input data received from the input
controller to a device processing module when operating in the non-secure input mode
and to provide the touch input data received from the input controller to a secure

processing module when operating in the secure input mode.
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2. The point of sale system of claim 1, wherein the secure input mode is engaged
in response to one of a selection of a control button in the user interface indicating a
form of payment or an insertion of the payment card into the one of a chip reader or a

magnetic strip reader.

3. The point of sale system of claim 1, wherein the interface module further
comprises a tamper-resistance measure module configured to receive a tamper signal
from a tamper resistance component in response to an attempt to modify the point of
sale system, the tamper resistance component comprising at least one of a mesh or
switches, the secure input controller configured to receive the tamper signal from the

tamper-resistance measure module.

4. The point of sale system of claim 1, wherein the user interface is configured to
display a keypad configured to receive a touch input corresponding to a personal
identification number (PIN), and the PIN is provided to the secure input controller to
complete the payment transaction when the secure input controller is operating in a

secure input mode.

5. A user interface system comprising:

a display including a user interface configured to receive touch input data from a
user; and

an interface module comprising:

a secure controller configured to receive the touch input data, the secure
controller further configured to operate in a secure mode and a non-secure mode; and

the secure controller configured to prevent a non-secure processing module from
receiving the touch input data when the secure controller is operating in the secure
mode and to provide the non-secure processing module with the touch input data when

the secure controller is operating in the non-secure mode.

6. The user interface system of claim 5, wherein the secure mode is engaged in
response to one of a selection of a control button in the user interface indicating a form
of payment or an insertion of a payment card into the one of a chip reader or a magnetic

strip reader.
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7. The user interface system of claim 5, further comprising a secure processing
module, the secure processing module configured to receive the touch input data from

the secure controller when the secure controller is operating in the secure mode.

8. The user interface system of claim 7, wherein the secure controller is configured
to couple the secure processing module to the display for output of data to the display
when the secure controller is operating in the secure mode and couple the non-secure
processing module to the display for output of data to the display when the secure

controller is operating in the non-secure mode.

9. The user interface system of claim 5, further comprising a controller configured
to receive and process the touch input data from the display and the secure input

controller configured to receive the processed touch input data from the controller.

10. The user interface system of claim 9, wherein the secure controller is configured
to identify secure touch input in the touch input data from the controller and to prevent

the secure touch input from being provided to the non-secure processing module.

11. The user interface system of claim 5, wherein the display comprises a secure
display portion, the secure display portion configured to receive a secured touch input,
and wherein the secure controller is configured to receive the secured touch input

directly from the secure display portion.

12. The user interface system of claim 5, further comprising an indicator, the secure

controller configured to activate the indicator when operating in the secure mode.
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13. The user interface system of claim 5, wherein the interface module comprises:

a card interface module configured to receive data from one of a chip reader or a
magnetic strip reader, the card interface module configured to encrypt the data received
from the one of a chip reader or a magnetic strip reader;

a contactless interface module configured to receive data from a contactless
reader, the contactless interface module configured to encrypt the data received from
the contactless reader; and

the secure controller configured to receive and process the encrypted data from

the card interface module and the encrypted data from the contactless interface module.

14. A method of operating a point of sale system comprising:

displaying on a point of sale system a user interface to facilitate a user
interaction with the point of sale system;

receiving touch input data from a user via a touch sensitive display of the point of
sale system;

receiving, by a secure input controller, the touch input data from the touch
sensitive display;

preventing, by the secure input controller, the touch input data from being
provided to a processing module when operating the secure input controller in the
secure input mode; and

providing, by the secure input controller, the touch input data to the processing

module when operating the secure input controller in the non-secure input mode.
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15. The method of claim 14, further comprising:

receiving, by the secure input controller, a signal to initiate operation in a secure
input mode;

operating the secure input controller in the secure input mode in response to
receiving the signal;

the processing module comprising a secure processing module and a non-
secure processing module;

providing, by the secure input controller, the touch input data to the secure
processing module when operating the secure input controller in the secure input mode;
and

providing, by the secure input controller, the touch input data to the non-secure
processing module when operating the secure input controller in the non-secure input

mode.

16. The method of claim 14, further comprising:

receiving user data from one of a chip reader, a magnetic strip reader or a
contactless reader;

encrypting, by a module, the received user data;

providing, by the module, the encrypted user data to the secure input controller;
and

processing, by the secure input controller, the encrypted data received from the

module.
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17. A point of sale system comprising:
a user interface system configured to receive an input from a user, the user
interface system comprising:
a touch sensitive display including a user interface configured to receive
touch input data provided by the user;
an input controller configured to receive and process the touch input data
provided by the user from the touch sensitive display;
a module configured to receive and encrypt payment data provided by a
user via the user interface system; and
a secure input controller configured to receive the processed touch input
data from the input controller and receive the encrypted payment data from the
module, the secure input controller configured to provide the processed touch
input data received from the input controller to a processing module when
operating in a non-secure input mode and to prevent at least some of the
processed touch input data received from the input controller from being
provided to the processing module when operating in a secure input mode; and
the user interface system configured to provide secure data over a network to a

secure server and to provide non-secure data over the network to a data server.

18. The point of sale system of claim 17, wherein the secure input mode is engaged

in response to a signal from the secure server.

19. The point of sale system of claim 17, wherein:
the user interface system further comprises at least one of a chip reader, a
magnetic strip reader or a contactless reader to receive data from a user; and
the module further comprises at least one of:
a card interface module configured to receive and encrypt user data
provided via one of the chip reader or the magnetic strip reader; and
a contactless interface module configured to receive and encrypt user

data provided via the contactless reader.
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20. The point of sale system of claim 17, wherein:

the secure server is configured to operate as a payment processing gateway to
authorize payment transactions initiated at the user interface system;

the data server is configured to operate as a merchant server to facilitate
marketing campaigns or loyalty programs; and

the user interface system is configured to provide the secure data over a
secured network to the secure server, the secured network is configured to enable
secure and encrypted data transfer between the user interface system and the secure

server.
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