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(57) Abstract: The invention provides a method of providing secure data communication between a client device and a network
device, wherein the method comprises arranging a periodically varying broadcast code (N) to be transmitted such that the network
and client devices have knowledge of the broadcast code (N), providing the network and client devices each with the same secret key
code (K) and encryption/decryption algorithm, wherein the algorithm is arranged to encrypt and decipher a encrypted transmission
data code used for network authentic data transmissions between the client and network devices, and wherein the encrypted data
code is generated from a combination of the data and a secret key (X) which is itself derived from a combination of the secret key
code (K) and broadcast code (N). One embodiment provides that the broadcast code (N) is transmitted on request by a network/client
device. Another embodiment provides that the ACK frame of a data transmission between client/network devices is used to send

notifications of the fact that the broadcast code (N) has changed.
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Security in Communications Networks

The invention relates to the field of communications networks and aims to
increase secure data communications between a client device connected to
the network via a network device. In particular, but not exclusively, the
invention is applicable to a Wireless Local Area Network (WLAN) which
provides wireless data communications between a remote client device and
an access point device, and such a situation will be used as an example

throughout the specification.

Wireless transmissions are liable to interception and thus WLANs utilise
security in the form of encryption. However, encryption methods are subject to
“attack” by hackers who monitor transmissions and attempt to break the
encryption code. Most of these types of aftack rely on capturing large
numbers of encrypted messages or massive offline computations to obtain
the secret key used for encryption. A simple and effective means of protection
against such attacks is to change the secret key frequently so that attackers
do not have enough time, or enough messages, to break the code. For
example, changing the secret key every five minutes would provide good

protection in most networks.

Another proposed solution in the public domain is summarised here as
background information, with reference to Figure 1 which is a schematic
illustration of the proposed prior art solution. This is the encryption method
proposed to be used for IEEE802.11 (WEP).

At a regular in;cerval, such as ten times a second, a 128 bit number (N) is
broadcast to all wireless LAN clients (including hackers). The 128 bit number

(N) is combined with a secret key (K) known only to the authorised clients and
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2
the access point device. This results in the combination called X and the value

of X is used as the encryption key for subsequent transmitted data (Figure 1).
Since hackers do not know the value K they cannot compute X and although
they can now attempt to discover X, discovery of X does not enable K to be
derived due to the complexity of the algorithm combining N and K. This is
because, although it is difficult to discover X due to the complexity of the
encryption algorithm, it is an important property of the algorithm combining N
and K that even if X is discovered by breaking the code, K cannot be
extracted from X. Furthermore, as N (and hence X) is changed periodically
(say five minute intervals), hackers are not given an opportunity to monitor a
sufficient transmission sample in order to be able to break the encryption
algorithm. Thus, the secret key K remains secure even if hackers crack the
value of X. Nevertheless, severe weaknesses in the encryption method used
for IEEE802.11 (WEP) have been discovered and published. There is

therefore an imperative to implement rapid secret key updates.

Accordingly, in a first aspect the present invention provides a method of
providing secure data communication between a client device and a network
device, wherein the method comprises arranging a periodically varying
broadcast code (N) to be transmitted such that the network and client devices
have knowledge of the broadcast code (N),

providing the network and client devices each with the same secret key
code (K) and encryption/decryption algorithm, wherein the algorithm is
arranged to encrypt and decipher an encrypted transmission data code used
for network authentic data transmissions between the client and network
devices, and wherein the encrypted data code is generated from a
combination of the data and a secret key (X) which is itself derived from a
combination of the secret key code (K) and broadcast code (N),

characterised wherein the broadcast code (N) is transmitted on request

by a network/client device.
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Although the broadcast code (N) is still transmitted periodically, it is now not
transmitted continuously at regular intervals and therefore the method
contributes to minimising the transmission of the broadcast code (N). This
therefore frees up valuable bandwidth. Accordingly, this invention provides a
solution with lower overheads than the current method. This is because
overhead, which is the amount of the channel which is used for management
related information rather than actual data, is reduced by avoiding the need to
send the broadcast code (N) ten times a second. Accordingly, the invention
provides a more efficient network which uses less valuable network

resources.

A hacker will also find it more difficult to predict when the broadcast code (N)
has been changed, as he will not necessarily be able to monitor all changes in
broadcast code (N). Therefore the hacker will be less certain of which
broadcast code (N) is associated with which particular intercepted encrypted
data code transmission, making it increasingly difficult to decipher the
transmission. The method also provides continued association of the network
and client devices which are still able to communicate using a dynamic
encryption data code i.e. one which changes over time due to the changing
value of the broadcast code (N). Such a method is also able to handle
client/network devices of varying speed, some of which may not necessarily

have sufficient speed to efficiently deal with rapid changes in broadcast code

(N).

Furthermore, if the method is arranged to identify the particular network/client
device by the fact that it is requesting the broadcast code (N), it is possible to
provide the broadcast code (N) to the particular device requesting the
broadcast code (N). It is further possible to arrange this method to preferably

deliver a different value of broadcast code (N) to each network/client device
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and/or to change the value of broadcast code (N) at different times for each

client device. Such methods of operation are not possible with the prior art
arrangement as the prior art methods are not arranged to request the
broadcast code (N) and thereby cannot identify the device by the fact that it is

requesting the broadcast code (N).

As part of the existing IEEE802.11 standard, a wireless client device is
connected to an access point device by sending an “associate request’
message, and the access point device replies with an “associate response” if
it accepts the client device. "Re-associate request’ is a variant whereby a
client device, which was previously connected to one access point device, can
migrate and be connected to a new access point device. According to one
embodiment of this invention, the request for the broadcast code (N) and/or
the value of the broadcast code (N) is preferably transmitted as part of an
“associate” and/or “re-associate” message exchange. For example, the
request for the broadcast code (N) may be sent as part of the "associate
request”, and the value of the broadcast code (N) could be returned as part of

the "associate response”.

With the use of associate messaging, it is possible to advantageously transmit
the broadcast code (N) to the specific device which requested the code. With
the use of associate/re-associate messaging in this manner, the present
invention can also be conveniently modified to preferably deliver a different
value of broadcast code (N) to each network/client device and/or also to

change the value of N at different times for each network/client device.

It would be advantageous to use the ACK frame of a data transmission
between client/network devices to send notifications of the fact that the
broadcast code (N) has changed. The ACK frame is currently used to

acknowledge receipt of a transmission and therefore the invention would
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provide supplementary use for the ACK frame. Furthermore, the method can

advantageously be implemented using existing hardware by incorporating a
software change to the network/client device. In the case of the IEEE802.11
standard for example, the ACK frame has spare capacity which can

conveniently be used by the present invention.

With the use of the ACK frame in this manner, the present invention can be
conveniently modified to preferably provide a notification for each different
value of broadcast code (N) to each network/client device and/or also for each
change of the value of broadcast code (N) with time for each network/client

device.

Although the ACK frame, or more specifically the WEP bit of an ACK frame,
could be used to send a request to transmit the broadcast code (N), it would
be convenient to use the above mentioned associate/re-associate message

exchange.

In a preferred embodiment, the method provides a transition phase where it is
checked whether the encrypted data code was generated using a secret key
(X) derived from a current or recent broadcast code (N), and in the case of the
secret key (X) being generated using a recent broadcast code (N), the
appropriate client/network device is notified it is not using the current
broadcast code (N) such that the appropriate client/network device

subsequently requests the current broadcast code (N).

This method has the advantage that it is possible to keep track of which

network/client devices have updated their encryption keys.

To send the notification that the current broadcast code (N) is not being used,

it would be convenient to again use a bit in the ACK frame of a data
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transmission, but in this case, the ACK frame would be one which is sent in

response to a received data transmission generated using the recent (i.e. the
non-current) broadcast code (N). In a IEEE802.11 standard communications
network, it would be particularly advantageous to use the "WEP" bit which is

not used by the ACK frame in current systems.

Preferably, this invention proposes that the network/client device would re-
associate to the same device in order to get the new value of broadcast code

(N) after being notified of a change in broadcast code (N).

In a second aspect, the present invention provides a method of providing
secure data communication between a client device and a network device,
wherein the method comprises arranging a periodically varying broadcast
code (N) to be transmitted such that the network and client devices have
knowledge of the broadcast code (N),

providing the network and client devices each with the same secret key
code (K) and encryption/decryption algorithm, wherein the algorithm is
arranged to encrypt and decipher a encrypted transmission data code used
for network authentic data transmissions between the client and network
devices, and wherein the encrypted data code is generated from a
combination of the data and a secret key (X) which is itself derived from a
combination of the secret key code (K) and broadcast code (N),

characterised wherein the ACK frame of a data transmission between
client/network devices is used to send notifications of the fact that the

broadcast code (N) has changed.

The ACK frame is currently used to acknowledge receipt of a transmission
and therefore this aspect of the invention would provide supplementary use
for the ACK frame. Furthermore, the method can advantageously be

implemented using existing hardware by incorporating a software change to
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the network/client device. In the case of the IEEE802.11 standard for

example, the ACK frame has spare capacity which can conveniently be used

by the present invention.

In one embodiment, the broadcast code (N) is transmitted on request by a
network/client device. Preferably, the request for the broadcast code (N) is
transmitted as part of an “associate” and/or “re-associate” message
exchange. Specifically, the request for the broadcast code (N) may be

transmitted as part of the "associate request".

Preferably, the value of the broadcast code (N) is transmitted as part of an
“associate” and/or “re-associate” message exchange. Specifically, the value of

the broadcast code (N) is returned as part of the "associate response”.

Similarly to the modified method according to the first aspect of the invention,
the method according to the second aspect of the invention may be arranged
to deliver a different value of broadcast code (N) to each network/client
device. Furthermore, the method may be arranged to change the value of the

broadcast code (N) at different times for each network/client device.

To make it more difficult to predict when the broadcast code (N) has been
changed, the methods may preferably vary the frequency at which the

broadcast code (N) is changed.

The broadcast code (N) may be transmitted on request by a network/client
device which is recognised by the network e.g. by analysing the approptiate
MAC number or by password authentication. However, the broadcast code
(N) is preferably transmitted on request by a network/client device using a
network authentic encryption data code (X). These two methods may be used

in combination. For example, it may be that on initial sign on of the client and
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network devices, the client/network device may not have the current

broadcast code (N) and therefore may not be using the current encryption
data code. In this case, the transmission will not be recognised as a network
authentic data code and the broadcast code (N) would be transmitted on
request by a network/client device which is recognised by the network.
However, the method may be limited to the transmission of the broadcast
code (N) only on request by a network/client device using a network authentic

encryption data code.

Preferably, the broadcast code (N) itself may be encrypted by a separate or
the same encryption algorithm, thereby making it more difficult for a hacker to

decipher the encryption data code.

Although the methods may advantageously be applied to wireless
communications between a client device and a network device, it may equally
be applied to wired communications between client/network devices.
However, the invention is thought to have particular advantages if applied to a
WLAN network or a Bluetooth™ network.

The methods may be modified such that the broadcast code (N) is transmitted
by either the network device, or by a device independent of the network
device, which in unusual circumstances may be a client device. The method
encompasses embodiments wherein either one, or both, of the transmissions

from the client/network device are encrypted.

The invention also encompasses network and/or client devices configured to

operate in all of the above-mentioned manners.

Specific embodiments of the present invention will now be described by way

of example only with reference to the following figures in which :
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Figure 1 is a schematic representation of a prior art solution to providing

security in a WLAN,;

Figure 2 is a schematic representation of data communications according to

one embodiment of the present invention.

The proposed invention relates to a refinement to the prior art method
described above. The current proposed prior art method is inefficient because
the value N is broadcast frequently, wasting valuable bandwidth. One
embodiment of the present proposal is that the value of N is only sent when

requested by the client.

As part of the existing IEEE802.11 standard, a wireless client device 20 is
connected to an access point device 10 by sending an “associate request”
message, and the access point device 10 replies with an “associate response”
if it accepts the client device 20. “Re-associate request” is a variant whereby a
client device 20, which was previously connected to one access point device
10, can migrate and be connected to a new access point device 10. According
to this embodiment, the value of broadcast code (N) would be requested and

delivered as part of the associate/re-associate message exchange.

A further problem to be solved is how to notify the client device 20 that the
value of N has changed and how to maintain communications while the new
value of X is computed. The invention proposes that there would be a key
transition phase (say one minute) during which time the client device 20 could
use either the old or the new value of X for encryption. The key choice (old or
new) would be indicated in the frame (using existing key ID bits for
IEEE802.11 which have been designed to identify which secret key X was

used to encrypt the transmission).
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During the transition phase, the access point device 10 will detect if the client
device 20 uses the old value of X. It will accept and decrypt the message but
will notify the client in the manner described below, and illustrated
schematically in Figure 2. Once the client device 20 is notified that it is using

an out-of-date key it can initiate an exchange to obtain the new value of X.

Notification of the client device 20 is provided using a bit in the ACK frame
which is typically sent in response to data frame. In the case of IEEE802.11,
the ACK frame has an existing bit “WEP” which is unused and would be
appropriate to this purpose. This has the advantage that the method could be

applied for existing systems using only firmware upgrades.

This embodiment is arranged such that the client device 20 would re-
associate to the same access point device 10 in order to get the new value of
(N) after being notified of a change. However, other embodiments may allow

re-association to a different access point device 10.
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Claims

1. A method of providing secure data communication between a client
device and a network device, wherein the method comprises arranging a
periodically varying broadcast code (N) to be transmitted such that the
network and client devices have knowledge of the broadcast code (N),
providing the network and client devices each with the same secret key
code (K) and encryption/decryption algorithm, wherein the algorithm is
arranged to encrypt and decipher an encrypted transmission data code used
for network authentic data transmissions between the client and network
devices, and wherein the encrypted data code is generated from a
combination of the data and a secret key (X) which is itself derived from a

combination of the secret key code (K) and broadcast code (N).

2. The method according to claim 1, wherein the broadcast code (N) is

transmitted on request by a network/client device.

3. The method according to claim 2, comprising identifying the particular
network/client device by the fact that it is requesting the broadcast code (N)
and arranging to provide the broadcast code (N) to the particular device

requesting the broadcast code (N).

4. The method as claimed in claim 3, comprising arranging to deliver a

different value of broadcast code (N) to each network/client device.

5. The method of claim 3 or claim 4, comprising arranging to deliver a
different value of broadcast code (N) to a network/client device at different

times.
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6. The method of any of the preceding claims, wherein the request for the

broadcast code (N) is transmitted as part of an “associate” and/or “re-

associate” message exchange.

7. The method as claimed in claim 6, wherein the request for the

broadcast code (N) is transmitted as part of the "associate request".

8. The method of any of the preceding claims, wherein the value of the
broadcast code (N) is transmitted as part of an “associate” and/or “re-

associate” message exchange.

9. The method as claimed in claim 8, wherein the value of the broadcast

code (N) is returned as part of the "associate response”.

10. The method as claimed in any of claims 6 to 9, wherein the method is
arranged to deliver a different value of broadcast code (N) to each

network/client device.

11.  The method as claimed in any of claims 6 to 10, wherein the method is
arranged to change the value of the broadcast code (N) at different times for

each network/client device.

12. The method as claimed in any of the preceding claims, wherein a
notification of the fact that the broadcast code (N) has changed is transmitted
by the use of the ACK frame.

13. The method as claimed in claim 12, wherein the WEP bit of the ACK

frame is used to send the notification.
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14.  The method as claimed in any of the preceding claims, wherein the

method provides a transition phase where it is checked whether the encrypted
data code was generated using a secret key (X) derived from a current or
recent broadcast code (N), and in the case of the secret key (X) being
generated using a recent broadcast code (N), the appropriate client/network
device is notified it is not using the current broadcast code (N) such that the
appropriate client/network device subsequently requests the current broadcast
code (N).

15. The method as claimed in claim 14, wherein the ACK frame is used to

send the notification that the current broadcast code (N) is not being used.

16. The method as claimed in claim 15, wherein the WEP bit in the ACK

frame is used to send the notification.

17. The method as claimed in claims 14-16, wherein the network/client
device re-associates to the same device in order to get the new value of

broadcast code (N) after being notified of a change in broadcast code (N).

18.  The method according to any preceding claim, wherein the ACK frame
of a data transmission between client/network devices is used to send

notifications of the fact that the broadcast code (N) has changed.

19. The method as claimed in claim 18, wherein the WEP bit of the ACK

frame is used to send the notification.

20. The method as claimed in 18 or claim 19, wherein the broadcast code

(N) is transmitted on request by a network/client device.
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21. The method as claimed in claims 18-20, wherein the request for the

broadcast code (N) is transmitted as part of an “associate” and/or “re-

associate” message exchange.

22. The method as claimed in claim 21, wherein the request for the

broadcast code (N) is transmitted as part of the "associate request".

23. The method as claimed in claims 18-22, wherein the value of the
broadcast code (N) is transmitted as part of an “associate” and/or “re-

associate” message exchange.

24. The method as claimed in claim 23, wherein the value of the broadcast

code (N) is returned as part of the "associate response”.

25. The method as claimed in claims 18-24, wherein the method is
arranged to deliver a different value of broadcast code (N) to each

network/client device.

26. The method as claimed in claims 18-25, wherein the method is
arranged to change the value of the broadcast code (N) at different times for

each network/client device.

27.  The method as claimed in claims 18-26, wherein the method provides
a transition phase where it is checked whether the encrypted data code was
generated using a secret key (X) derived from a current or recent broadcast
code (N), and in the case of the secret key (X) being generated using a recent
broadcast code (N), the appropriate client/network device is notified it is not
using the current broadcast code (N) such that the appropriate client/network
device subsequently requests the current broadcast code (N).
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28. The method as claimed in any of the preceding claims, wherein the

frequency at which the broadcast code (N) is changed is varied.

29. The method as claimed in any of the preceding claims, wherein the
broadcast code (N) is transmitted on request by a network/client device which

is recognised by the network.

30. The method as claimed in any of the preceding claims, wherein the
broadcast code (N) is transmitted on request by a network/client device using

a network authentic encryption data code (X).

31. The method as claimed in claim 29 or claim 30, wherein the
transmission of the broadcast code (N) is only on request by a network/client

device using a network authentic encryption data code.

32. The method as claimed in any of the preceding claims, wherein the
broadcast code (N) itself is encrypted by a separate or the same encryption

algorithm.

33 The method according to any of the preceding claims applied to

wireless communications between a client device and a network device.

34. A client/network device arranged to operate according to any of the

preceding methods.

35. A method as hereinbefore described and with reference to the

accompanying drawings.

36. A client/network device as hereinbefore described and with reference

to the accompanying drawings.
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