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Description

SECURITY AUTHENTICATION METHOD AND SYSTEM

Technical Field

The present invention relates to a system and/or method in the field of security au-
thentication. More particularly, the present invention relates to a system and/or method
in the field of security authentication in order to strengthen security performance by
sending personal information to authentication server with it being divided through

different channels.

Background Art

As Internet is being positioned to necessity for modern life, Internet services such as
e-commerce, Internet banking and online game have become increasingly prevalent.
Users wanting to utilize such Internet services have to subscribe to them as a member
by via of user authentication. User authentication generally includes steps of; user
entering ID and password to web browser of user terminal; sending them to server;
server checking them to authenticate the user identification.

In addition, user may input not only password but also social security number, credit
card number, account number, mobile phone number to web browser on the user
terminal to be authenticated by server.

In the meantime, there increasingly occur damages due to leakage of personal in-
formation along with distribution of Internet. That is to say, cases that disreputable
persons misuse social security number, password, credit card number, account number,
mobile phone number at various internet services by obtaining them illegally are in-
creasingly occurring.

In addition, disreputable persons may misuse others' credit card number for various
micro-payment services by obtaining it through sales slip following payment by use of
credit card, or by obtaining credit card number or social security number directly.

Many security programs have been developed to prevent others' social security
number, password, credit card number, account number and mobile phone number
from being misused for micro-payment at e-commerce transaction sites.

For example, one previous attempt to solve the security problem has been Secure
Electronic Transaction (SET) Technology. This technology requires a credit card to be
authenticated via a smart chip reader installed on the user's computer system before the
impending transaction.

For Internet banking, users are required to, in advance, install public certificate
issued by transaction server by entering user ID and social security number, and to

enter password of the public certificate for payment.
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In these cases, it is a troublesome that users have to security program to user terminal
in advance, and third party who obtained others' personal information can easily use it
to carry out e-commerce transactions, lowering security.

Disclosure of Invention
Technical Problem

The present invention has been made in an effort to provide a security authentication
method and system in order to strengthen security performance.
Technical Solution

An exemplary a method of authenticating personal identification according to an em-
bodiment of the present invention comprises : receiving first portion of password cor-
responding to user id from first user terminal; sending personal identification address
corresponding to the user id to relay server if the received first portion of password
equals to first portion of registered password; receiving second portion of the password
from the relay server; authenticating the password by combining first portion and
second portion of password.

The relay server may send request for input of second portion of the password
through the personal identification address, and may receive second portion of the
password from second user terminal.

The personal identification address may include number of second user terminal or
email address registered by user.

The first user terminal and the second user terminal may be equal device.

The first portion and the second portion of the password is transferred through
separate two channels respectively.

The second user terminal may be wireless handset.

In one embodiment, the method may include sending result of authenticating the
password to first user terminal.

The first portion and the second portion of the password may include numbers or
characters for additional services.

An exemplary a method of authenticating personal identification according to other
embodiment of the present invention comprises : receiving personal identification
address corresponding to user id from authentication server that received first portion
of password corresponding to the user id; sending request for input of second portion
of the password through the personal identification address; receiving second portion
of password from user terminal; sending the second portion of the password to the au-
thentication server.

The method may include sending request for input of second portion of the password

is sent to the user terminal using Automatic calling System(ACS) if the personal iden-
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tification address is number of the user terminal.

The method may include sending request for input of second portion of the password
is sent to the user terminal using Short Message Service(SMS) if the personal identi-
fication address is number of the user terminal.

The method may include sending request for input of second portion of the password
is sent to the user terminal using call back URL SMS if the personal identification
address is number of the user terminal.

The method may include sending request to access the web messenger is sent to the
user terminal if the personal identification address is number of the user terminal.

The method may include sending request for input of second portion of the password
is sent to the email address or web messenger if the personal identification address is
the email address.

An exemplary a method of authenticating personal identification according to
another embodiment of the present invention comprises : receiving first portion of
password corresponding to user id from first user terminal; sending request for input of
second portion of the password through personal identification address corresponding
to the user id if the received first portion of password equals to the registered first
portion of password; receiving second portion of the password from second user
terminal; authenticating the password by combining first portion and second portion of
the password.

An exemplary a system of authenticating personal identification according to an em-
bodiment of the present invention comprises : authentication server that receives first
portion of password corresponding to user id from first user terminal and sends
personal identification address corresponding to the user id if the received first portion
of password equals to the first portion of registered password; and relay server that
sends request for input of second portion of the password through received personal
identification address, receives second portion of the password from second user
terminal and sends second portion of the password to the authentication server.

The authentication server may authenticate the password by combining first portion
and second portion of the password, and may send result of authentication for the
password to the first user terminal.

An exemplary a system of authenticating personal identification according to other
embodiment of the present invention comprises : authentication server that receives
first portion of password corresponding to user id from first user terminal and sends
request for input of second portion of the password to personal identification address
corresponding to the user id if the received first portion of password equals to the first

portion of registered password.
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Advantageous Effects

According to the present invention, even if third party obtains password, this
invention provides anti-fraud protection by sending password with it being divide into
two or more portions depending on the user setup.

Furthermore according to another embodiment of this invention, if it is applied to
approval system, senior level person can enter second portion of password to provide
final approval for staff’ planning or access to important company assets. Accordingly,
this invention can serves as a system to restrict availability given to staffs, enhancing
the security of in-house confidential items.

Brief Description of the Drawings

FIG. 1 is a schematic representation of block diagram to illustrate authentication
system according to first embodiment of this invention.

FIG. 2 illustrates an example of login screen including password input field
according to first embodiment of the present invention.

FIG. 3 is a schematic representation of flow chart to illustrate user authentication
process according to first embodiment of this invention.

FIG. 4 is a schematic representation of block diagram to illustrate authentication
system according to second embodiment of this invention.

FIG. 5 is a schematic representation of flow chart to illustrate user authentication
process according to second embodiment of this invention.

FIG. 6 is a schematic representation of block diagram to illustrate authentication
system according to third embodiment of this invention.

FIG. 7 is a schematic representation of flow chart to illustrate user authentication
process according to third embodiment of this invention.

Best Mode for Carrying Out the Invention

Hereinafter, with reference to the drawings, embodiments of the present invention are
provided so that knowledgeable persons in the technical field in which this invention is
included can understand it easily.

With reference to FIG. 1, authentication system according to first embodiment of this
invention is described in detail firstly.

FIG. 1 is a schematic representation of block diagram to illustrate authentication
system according to first embodiment of this invention.

With reference to FIG. 1, the security authentication system according to first em-
bodiment of present invention includes first user terminal(110), second user
terminal(120), authentication server(200) and relay server(300).

The first user terminal(110) communicates with the authentication server(200),

transferring information through communication networks(not seen in the figure) by
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accessing them. The first user terminal(110) includes devices that provides operation
capability by featuring memory devices and micro processor, such as desktop
computers, notebook computers, workstations, palmtop computers, PDAs(Personal
Digital Assistant), web pads, ATMs(Automatic Teller Machines) and remote civil
affaire document issuers.

The first user terminal(110) includes a client/server type program, or a browsers(not
seen in the figure) for using internet communication network.

The browser installed into the first user terminal(110) provides various functions,
depending on user operation, by accessing service system and authentication
server(200) through communication network. Examples of browser includes Internet
Explorer from Microsoft, Netscape, Mozilla, Firefox, but not limited to them, whatever
provides function to be able to communicate with internet service system and authen-
tication server(200).

The browser displays web page including password input field, based on web page
information transferred from authentications server(200).

The user who wants to access internet services provided by authentications
server(200) becomes a member by submitting personal information such as ID(or other
user identifications), password, credit card number, account number and social security
number to service provider operating authentication server(200), enabling user to use
internet service.

And, the user who wants to go to security authentication through authentication
server(200) requests to log into the system by entering user ID and first portion of
password.

After the user logs into the system, user requests user authentication by entering first
portion of password into the password input field. For example, the user who wants to
do electronic transaction with authentication server(200) requests user authentication
by entering a portion of credit card number, account number or social security number,
depending on the service, into the password input field on the first user terminal(110).

The second user terminal(120) communicates with the relay server(300), transferring
information through communication networks(not seen in the figure) with relay
server(300) .

The second user terminal(120) includes devices that provides operation capability by
featuring memory devices and micro processors, such as wireless mobile handsets,
notebook computers, workstations, palmtop computers, PDAs(Personal Digital
Assistant) and web pads.

The user who want to log into the authentication server(200) or to do electronic
transaction service provided by authentication server(200) requests user authentication

by sending a portion of password, credit card number, account number or social
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security number, depending on the service, to relay server(300) through second user
terminal(120) after the second user terminal receives a message from relay server(300).

The authentication server(200) managed by financial institutions, web service orga-
nizations or public organizations provides web services such as portal service,
electronic transaction service, internet banking or web service, depending on their
purposes, to first user terminal(110).

And, authentication server(200) provides web pages related to internet service,
including password input page, to first user terminal by responding request from first
user terminal(110), enabling first user terminal(110) to display internet service pages
including password input page.

Authentication server(200) includes user information database(201)(here inafter
"user information DB") and authentication module(202) as shown in FIG.1.

Not only ID registered to authentication server(200) but also personal identification
address corresponding to each 1D are stored to user information DB(201).

Personal identification address specified by user, where request message from relay
server is destined, includes reception number of second user terminal(120) and email
address.

More specifically, personal identification address corresponding to 1D is also stored
into user information DB(201) when user registers to a service with ID, allowing user
to receive message from relay server(300).

For example, if user wants to receive message through second user terminal(120),
user registers number of second user terminal(120) to user information DB(201) as a
user information for the purpose. Here, second user terminal(120) includes wireless
mobile handsets such as mobile phone and PDA.

If user wants to receive massage through email or messenger, user registers the corre-
sponding email address to user information DB(201) as a user information for the
purpose.

User stores password that can be used to authenticate user identification, depending
on the purpose of web services, into the user information DB(201).

Here, password to check user identification corresponds to user ID and include not
only password, credit card number, social security number, account number but also all
unique characters or numbers or their combination that can be used to check user iden-
tification for the purpose. Password can also be a type of phrase for the purpose,
depending on web services.

For user information DB(201), it is desirable to store password, credit card number,
social security number, account number using hash program such as Message Digest
5(MD5) than themselves for the security.

In addition, user information DB(201) can provide personal identification address to
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authentication server(200) by being located between authentication server(200) and
relay server(300).

Authentication module(202) performs user authentication by combining two portions
of password transferred from first user terminal(110) and second user terminal(120)
and checking if the combined password equals to the one registered to the user in-
formation DB(201).

When request is received from authentication server(200), relay server(300) transfers
the message using personal identification address. More specifically if relay
server(300) receives number of second user terminal(120) from authentication
server(200), it sends message requesting input of second portion of password to second
user terminal(120) using the number.

And if relay server(300) receives email address from authentication server(200), it
sends message requesting input of second portion of password to the email address
through wireless internet.

And when second portion of password is entered from second user terminal(120),
relay server(300) sends it to authentication server(200).

With reference to FIG. 2, the process user requests login by entering password is as
follows.

FIG. 2 illustrates an example of login screen including password input field
according to first embodiment of the present invention.

As shown in FIG. 2, the login screen(114) displayed on first user terminal(110) can
include ID input field, password input field(116), ID storage checkbox(117) and login
submit button(118). The login screen(114) can include addition menus such as
'member registration' and 'Search ID/password' as well.

User can request login by entering user ID and password into ID input field(115) and
password input field(116) respectively, and clicking the login submit button(118) or
pressing Enter. If login is successfully performed while ID storage checkbox(117) is
checked, 1D is continuously displayed at ID input field(115).

While user ID is displayed at ID input field(115) as it is("Patent" in FIG.2 ),
password is displayed as black circles at password input field(116) for the security.

According an embodiment of this invention password is divided into two portions.
User enters only first portion of password at the password input field(116), then second
portion of password is entered through relay server(300).

Assuming password is 7 characters(or numbers or their combination), user enters
only first 4 characters corresponding to first portion of password into the password
input field as shown in FIG. 2.

The residual 3 characters of password input field, which corresponds to second

portion of password, will be entered through second user terminal.
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In FIG.2, user enters first portion of password to log into web page. Furthermore
when user uses web services such as portal service, e-commerce, internet banking,
online game while user has been logged into the system, personal information such as
credit card number, social security number and account number can be served as a type
of password as in FIG. 2, meaning they can be used for the purpose depending on
services with them being divided into two portions. While password is simply divided
into two portions in FIG. 2, first portion and second portion of password can be
expanded for additional services.

That is to say, user can enter numbers or characters for additional services as well
numbers(or characters or their combination) corresponding to second portion of
password through second user terminal(120).

Assuming, for example, second portion of password is '567', user can enter not only
'567' but also an identifier(in this invention, it is assumed to *') and login session
request time(in this invention, it is assumed to 1 hour) continuously for the purpose
depending on embodiments of invention.

If user enters '567*1' through second user terminal, authentication server(200) au-
thenticates the user using '567' that corresponds to second portion of password and sets
the session interval to 1 hour.

From now the process to authenticate user identification is described, with reference
to FIG.3.

FIG. 3 is a schematic representation of flow chart to illustrate user authentication
process according to first embodiment of this invention.

We assume user of first user terminal(110) is a member to be able to access web
pages provided by authentication server(200), and user ID has been registered to au-
thentication server(200).

Web page displayed on first user terminal(110) includes password input
field(116)(S310).

Password input field(116) can be one for input of user password to log on, or one for
input of user credit card number, social security number or account number depending
on the purpose of services.

When user enters first portion of password into the password input field(116), first
user terminal(110) receives input data of first portion of password(S320).

First user terminal(110) sends the input data including first portion of password to
authentication server(200) (S330). If password input field(116) is one for login request,
first user terminal(110) sends the entered user ID as well.

After authentication server(200) receives the data, it compares it with first portion of
password corresponding to user ID registered to the user information DB(201)(S340).

If the transferred data equals to first portion of password registered to the user in-
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formation DB(201), authentication server(200) sends personal identification address
corresponding to user ID (or user identification data) to relay server(300)(S350).

More specifically, authentication server(200) sends number of second user
terminal(120) or email address stored to user information DB(201) to relay
server(300).

If the transferred data does not equal to first portion of password registered to the
user information DB(201), authentication server(200) sends authentication failure
message to first user terminal and then first user terminal(110) displays the message
received from authentication server(200)(S355).

Once relay server(300) receives personal identification address from authentication
server(200), it sends a message requesting input of second portion of password to the
personal identification address(S360).

For example if relay server(300) receives number of second user terminal(120) from
authentication server(200), relay server(300) can send a massage requesting input of
second portion of password to second user terminal, using Auto Calling System(ACS).

Depending on user setup, relay server(300) can alternatively send a massage re-
questing input of second portion of password to second user terminal(120), using Short
Message Service(SMS).

Alternatively depending on the user setup, relay server(300) can send a massage re-
questing input of second portion of password to second user terminal, using call back
URL SMS.

Once relay server(300) receives email address registered by user from authentication
server(200), it sends a message requesting input of second portion of password to the
email address.

In addition, once relay server(300) receives email address registered by user from au-
thentication server(200), it sends a message requesting input of second portion of
through messenger for the purpose.

And if user enters numbers(or characters or combination of them) corresponding to
second portion of password, second user terminal(120) receives input date for second
portion of password(S365).

The second user terminal(120) sends the input data including second portion of
password to relay server(300) (S370).

More specifically if second user terminal(120) is called through ACS, user enters
numbers(or characters or combination of them) corresponding to second portion of
password into second user terminal(120).

In addition, if second user terminal(120) receives a SMS message through SMS
server, user enters numbers(or characters or combination of them) corresponding to

second portion of password into second user terminal(120).
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Additionally if second user terminal(120) receives a SMS message through call back
URL SMS server, user enters numbers(or characters or combination of them) corre-
sponding to second portion of password by pressing call button and accessing the
wireless internet site. Hence, second user terminal(120) sends numbers(or characters or
combination of them) corresponding to second portion of password to relay
server(300) through Wireless Application Protocol(WAP) including GSM, TDMA,
CDMA and CDPD.

In one embodiment, if a message requesting input of second portion of password is
received through email, user enters numbers(or characters or combination of them)
corresponding to second portion of password through email.

In addition, if a message requesting input of second portion of password is received
through messenger, user enters numbers(or characters or combination of them) corre-
sponding to second portion of password through messenger by accessing messenger
with corresponding ID.

Relay server(300) receives second portion of password from second user
terminal(120), and sends it to authentication server(200)(S380).

Authentication server(200) receives second portion of password, and combines it
with first portion of password(S390). And authentication module(202) compares the
combined password with password registered into user information DB(201)(S400).

Depending on the comparison result, authentication server(200) sends success or
failure message to first user terminal(110)(S410).

More specifically if the combined password equals to the password registered to au-
thentication server(200), authentication server(200) sends authentication success
message to first user terminal(110) or sends authentication failure message to first user
terminal(110).

First user terminal(110) displays authentication message received from authen-
tication server(200)(5420).

If authentication success message is received through first user terminal(110), user
can use services provided by the site or goes to next sate of authentication process.

Whereas if authentication success message is received through first user
terminal(110), user can retry authentication process by entering first portion of
password through first user terminal(110).

Although authentication server(200) and relay server(300) is separated from each
other according to first embodiment of this invention, it is possible to use only first
user terminal, second user terminal and authentication server for the security authen-
tication without relay server(300).

FIG. 4 is a schematic representation of block diagram to illustrate authentication

system according to second embodiment of this invention, and FIG. 5 is a schematic
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representation of flow chart to illustrate user authentication process according to
second embodiment of this invention.

With reference to FIG. 4, authentication system according to second embodiment of
this invention includes first user terminal(111), second user terminal(121) and authen-
tication server(210).

In the second embodiment of this invention, the authentication process is same as
that of first embodiment except that second user terminal communicates with authen-
tication server(210) directly without relay server.

With reference to FIG. 5, authentication processes of from S510 to S540 is sub-
stantially same as those of from S310 to S340 in the first embodiment of this invention
mentioned above.

If the received first portion of password equals to first portion of registered password,
authentication server(210) sends a message requesting input of second portion of
password to second user terminal using registered personal identification
address(S550).

More specifically as is the case with first embodiment of this invention, authen-
tication server(210) sends a message requesting input of second portion of password
using ACS, SMS, call back URL SMS, email address or messenger, depending on the
purpose for the service.

If the transferred data does not equal to first portion of password registered to the
user information DB(201), authentication server(200) sends authentication failure
message to first user terminal(111) and then first user terminal(111) displays the
message received from authentication server(200)(S555).

Once second user terminal(121) receives input request message from authentication
server(210), second user terminal(120) receives input data for second portion of
password if user enters number(or characters or combination of them) corresponding to
second portion of password into the password input field(116)(S560).

The second user terminal(121) sends the input data including second portion of
password to authentication server(210) (S565).

Authentication server(210) receives second portion of password, and combines it
with first portion of password(S570). And authentication module(212) compares the
combined password with password registered into user information DB(211)(S580).

Depending on the comparison result, authentication server(200) sends success or
failure message to first user terminal(111)(S590).

The first user terminal(111) displays authentication message received from authen-
tication server(200)(S600).

According to another embodiment of this invention, user terminals rather than two

user terminal can be used to authenticate user identification through authentication
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server and relay server.

FIG. 6 is a schematic representation of block diagram to illustrate authentication
system according to third embodiment of this invention, and FIG. 7 is a schematic rep-
resentation of flow chart to illustrate user authentication process according to third em-
bodiment of this invention.

With reference to FIG. 6, the security authentication system according to third em-
bodiment of present invention includes user terminal(130), authentication server(220)
and relay server(302).

In this case, authentication process is the same as that of first or second embodiments
of this invention except one user terminal is comprehensively used instead of first user
terminal and second user terminal.

User terminal(130) shown in FIG.6 plays a role of communicating with both authen-
tication server(220) and relay server(302) on DBDM(Double Band Double Mode).

With reference to FIG. 7, authentication processes of from S710 to S755 are sub-
stantially same as those of from S310 to S355 in the first embodiment of this invention
mentioned above.

Relay server(302) receives personal identification address from authentication
server(220) and sends a message requesting input of second portion of password
through the personal identification address(S760).

Once user terminal(130) receives input request message from relay server(302), user
terminal(130) receives input date for second portion of password if user enters
numbers(or characters or combination of them) corresponding to second portion of
password(S765).

Then first user terminal(130) sends the input data including second portion of
password to relay server(302) (S770).

When a user, for example, uses phone banking or telebanking service through user
terminal(130) featuring mobile messenger, the user sends first portion of password to
authentication server(220) through user terminal(130).

When user terminal(130) receives a message requesting access to messenger from
relay server(302) in this embodiment, user access the mobile messenger by pressing
the call button and enters numbers(or characters or combination of them) corre-
sponding to second portion of password.

Accordingly if the user terminal(130) is a mobile phone featuring mobile messenger
function, first portion of password is sent to authentication server(220) through
wireless communication on user terminal(130) and second portion of password is sent
to relay server(302) through wireless internet by accessing it.

In addition, When a user uses home shopping, home banking or online game service

through user terminal(130) featuring remote control function, the user enters first
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portion of password into IPTV (Internet Protocol Teleivsion)(not shown in the figure)
or DTV (Digital Television)(not shown in the figure) using user terminal(130) as a
remote controller.

IPTV or DTV is an interactive TV that communicates with authentication
server(220), meaning that entered first portion of password is sent to authentication
server(220) when they have been set to channel connected to authentication
server(220).

When user terminal(130) receives a message requesting access to messenger from
relay server(302) in this embodiment, user access the mobile messenger by pressing
the call button and enters numbers(or characters or combination of them) corre-
sponding to second portion of password.

Accordingly if the user terminal(130) is a mobile phone featuring remote control
function, first portion of password is sent to authentication server(220) through RF
communication or internet communication and second portion of password is sent to
relay server(302) through wireless internet.

Hence, first portion of password and second portion of password can be sent to au-
thentication server(220) and relay server(302) through separate channels respectively
by using user terminal(130) featuring DBDM function.

As well, first portion of password and second portion of password can be sent to au-
thentication server(220) and relay server(302) through separate channels respectively
by using user terminal(130) featuring WiBro/WiMax function and CDMA function, or
WiBro/WiMax function and WLAN function, or WiBro/WiMax and DMB function.

While third embodiment of this invention describes that one user terminal(130) sends
first portion of password and second portion of password to authentication server(220)
and relay server(302) through different channels, they can be sent to authentication
server(22()) and relay server(302) through 1 channel at another embodiment.

When a user, for example, uses phone banking or telebanking service through user
terminal(130), the user sends first portion of password to authentication server(220)
through user terminal(130).

If first portion of password is matched, user terminal(130) is called from relay
server(302) through ACS and user terminal(130) goes to the call waiting status. Here,
user can enter numbers(or characters or combination of them) into user terminal(130).

Hence, first portion of password and second portion of password can be sent to au-
thentication server(220) and relay server(302) through one channel respectively by
using one user terminal(130) .

Relay server(302) receives second portion of password from user terminal(130), and
sends it to authentication server(220)(S780).

Authentication server(220) receives second portion of password, and combines it
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with first portion of password(8790). And then authentication module(222) compares
the combined password with password registered into user information

DB(221)(S800).
Depending on the comparison result, authentication server(220) sends success or

failure message to user terminal(130)(S810).

Then user terminal(130) displays authentication message received from authen-
tication server(220)(5820).

According to third embodiment of present invention, user terminal(130) represents
wireless mobile handset such as mobile phone and PDA, and personal identification
address represents number of user terminal(130) in terms of embodiment that relay
server(302) sends a message requesting input of second portion of password to user
terminal(130), and first portion and second portion of password are entered through
user terminal(130).

While the third embodiment of this invention describes that security authentication is
performed through authentications server(220) and relay server(302) by using one user
terminal(130), only user terminal(130) and authentication server(220) can be used for
the security authentication without relay server(302) at another embodiment.

In addition, password can be divided into three or more portions to enhance the
security performance depending on authentication server setup or user setup.

Yet the location which password is divided at is also changeable depending on au-
thentication server setup or user setup.

In addition, First user terminal that first portion of password is entered, and second
user terminal that second portion of password is entered are changeable in terms of ap-
plication order. For example, first portion of password can be requested to be entered
into wireless handset or PDA mentioned as second user terminal above, and second
portion of password can be requested to be entered into computer desktop mentioned
as first user terminal above.

Modifications within the spirit and scope of the invention may readily be effected by
persons skilled in the art. It is to be understood, therefore, that this invention is not

limited to the particular embodiments described by way of example hereinabove.
Industrial Applicability
The prsent invention is applicable to a security authentication method and system in

order to strengthen security performance.
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Claims

[1] A method of authenticating personal identification, comprising : receiving first
portion of password corresponding to user id from first user terminal; sending
personal identification address corresponding to the user id to relay server if the
received first portion of password equals to first portion of registered password;
receiving second portion of the password from the relay server; authenticating
the password by combining first portion and second portion of the password.

(2] The method of claim 1, wherein the relay server sends request for input of
second portion of the password to the personal identification address, and
receives second portion of the password from second user terminal.

[3] The method of claim 2, wherein the personal identification address includes
number of the second user terminal or email address registered by user.

4] The method of claim 3, wherein the first user terminal and the second user
terminal are equal device.

(5] The method of claim 4, wherein the first portion of password and second portion
of password are received through separate two channels respectively.

(6] The method of claim 5, wherein the second user terminal includes mobile device.

[7] The method of claim 1, including the result of authenticating the password is sent
to the first user terminal.

(8] The method of claim 1, wherein the first portion and second portion of the
password include numbers or characters for additional services.

9] A method of authenticating personal identification, comprising : receiving
personal identification address corresponding to user id from authentication
server that received first portion of password corresponding to the user id;
sending request for input of second portion of the password to the personal iden-
tification address; receiving second portion of password from user terminal;
sending the second portion of the password to the authentication server.

[10] The method of claim 9, wherein request for input of second portion of the
password is sent to the user terminal using Automatic calling System(ACS) if the
personal identification address is number of the user terminal.

[11] The method of claim 9, wherein request for input of second portion of the
password is sent to the user terminal using Short Message Service(SMS) if the
personal identification address is number of the user terminal.

[12] The method of claim 9, wherein request for input of second portion of the
password is sent to the user terminal using call back URL SMS if the personal
identification address is number of the user terminal.

[13] The method of claim 9, wherein request to access the web messenger is sent to
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the user terminal if the personal identification address is number of the user
terminal.

The method of claim 9, wherein request for input of second portion of the
password is sent to the email address or messenger if the personal identification
address is the email address.

A method of authenticating personal identification, comprising : receiving first
portion of password corresponding to user id from first user terminal; sending
request for input of second portion of the password through personal identi-
fication address corresponding to the user id if the received first portion of
password equals to first portion of registered password; receiving second portion
of the password from second user terminal; authenticating the password by
combining first portion and second portion of the password.

The method of claim 15, wherein the personal identification address includes
number of the second user terminal or email address registered by user.

The method of claim 16, wherein the first user terminal and the second user
terminal are equal device.

The method of claim 17, wherein the first portion of password and second
portion of password are received through separate two channels respectively.
The method of claim 15, wherein the first portion and second portion of the
password include numbers or characters for additional services.

A system for undertaking authentication of personal identification, comprising :
authentication server that receives first portion of password corresponding to
user id from first user terminal and sends personal identification address corre-
sponding to the user id if the received first portion of password equals to the first
portion of registered password; and

relay server that sends request for input of second portion of the password
through received personal identification address, receives second portion of the
password from second user terminal and sends second portion of the password to
the authentication server.

The system of claim 20, wherein the personal identification address includes
number of the second user terminal or email address registered by user.

The system of claim 20, wherein the authentication server authenticates the
password by combining first portion and second portion of the password, and
sends result of the authentication for the password to the first user terminal.

The system of claim 22, wherein the first user terminal and the second user
terminal are equal device.

The system of claim 23, wherein the first portion of password and second portion

of password are received through separate two channels respectively.
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The system of claim 24, wherein the second user terminal is mobile device.

The system of claim 20, wherein the first portion and second portion of the
password include numbers or characters for additional services.

A system for undertaking authentication of personal identification, comprising of
authentication server that receives first portion of password corresponding to
user id from first user terminal and sends request for input of second portion of
the password to personal identification address corresponding to the user id if the
received first portion of password equals to the first portion of registered
password.

The system of claim 27, wherein the personal identification address includes
number of the second user terminal or email address registered by user.

The system of claim 28, wherein the authentication server receives second
portion of the password from second user terminal, and authenticates the
password by combining first portion and second portion of the password.

The system of claim 29, wherein the authentication server sends the result of au-

thenticating the password to the first user terminal.
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