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(57) ABSTRACT 
The present disclosure describes systems and methods for 
controlling access to secure debugging and profiling features 
of a computer system. Some illustrative embodiments 
include a system that includes a processor, and a memory 
coupled to the processor (the memory used to store infor 
mation and an attribute associated with the stored informa 
tion). At least one bit of the attribute determines a security 
level, selected from a plurality of security levels, of the 
stored information associated with the attribute. Asserting at 
least one other bit of the attribute enables exportation of the 
stored information from the computer system if the security 
level of the stored information is higher than at least one 
other security level of the plurality of security levels. 
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SYSTEMIS AND METHODS FOR CONTROLLING 
ACCESS TO SECURE DEBUGGING AND 
PROFLING FEATURES OF A COMPUTER 

SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present application claims the benefit of pro 
visional application Ser. No. 60/681,494, filed May 16, 2005 
and entitled "Debug event instructions accesses application 
in secure mode.” and provisional application Ser. No. 
60/681,427, filed May 16, 2005 and entitled “Debugging 
software-controlled cache coherence, both of which are 
herein incorporated by reference. The present application is 
also related to non-provisional application U.S. Ser. No. 

, Attorney Docket No. TI-60629 (1962-33500); filed 
May 15, 2006 and entitled “Systems and Methods for Secure 
Debugging and Profiling of a Computer System, which is 
also herein incorporated by reference. 

BACKGROUND 

0002 The increase in the complexity of modern micro 
processors has created a comparable increase in the com 
plexity of the tools used to debug and profile such micro 
processors. In-circuit emulators have given way to 
microprocessors with built-in debug and test ports, through 
which external computer systems, running debug and test 
Software, communicate with the microprocessor to debug 
problems and profile the performance of Software executing 
on the microprocessor within a target system. But debug and 
test ports may be used by a malicious user to bypass security 
measures implemented within a microprocessor. Regardless 
of whether Such security measures are implemented in 
hardware or software, the debug and test ports can poten 
tially give a malicious user access to secure portions of a 
computer system that might otherwise be protected from 
unauthorized access during non-debug and non-test modes 
of operation. 

SUMMARY 

0003. The present disclosure describes systems and 
methods for controlling access to secure debugging and 
profiling features of a computer system. Some illustrative 
embodiments include a system that includes a processor, and 
a memory coupled to the processor (the memory used to 
store information and an attribute associated with the stored 
information). At least one bit of the attribute determines a 
security level, selected from a plurality of security levels, of 
the stored information associated with the attribute. Assert 
ing at least one other bit of the attribute enables exportation 
of the stored information from the computer system if the 
security level of the stored information is higher than at least 
one other security level of the plurality of security levels. 
0004) Other illustrative embodiments include a method 
that includes receiving a request from a requestor to enable 
secure testing of a target application executing on a target 
system, sending an authorization request to the target appli 
cation, and enabling secure testing of the target application 
and notifying the requester that secure testing is allowed, if 
the target application allows the request. 
0005 Yet other illustrative embodiments include an 
Information carrier medium that includes software that can 
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be executed on a processor to cause the processor to receive 
a request from a requester to enable secure testing of a target 
application executing on a target system; to send an autho 
rization request to the target application; and to enable 
secure testing of the target application and notifying the 
requester that secure testing is allowed, if the target appli 
cation allows the request. 

0006 Still other illustrative embodiments include a 
method that includes receiving a request for secure test 
access to a target application executing within a target 
system, the request received by the target application, 
attempting to validate the authentication credentials within 
the request using validation data stored within the target 
application, and sending a response to the request indicating 
that secure test access is allowed if the authentication 
credentials are validated. 

0007 Still further illustrative embodiments include an 
Information carrier medium comprising Software that can be 
executed on a processor to cause the processor to receive a 
request for secure test access to a target application execut 
ing within a target system, the request received by the target 
application; to attempt to validate the authentication creden 
tials within the request using validation data stored within 
the target application; and to send a response to the request 
indicating that secure test access is allowed if the authenti 
cation credentials are validated. 

0008. Yet further illustrative embodiments include a 
method that includes receiving a request from a user to 
securely test a target application, sending a request to a 
target system to securely test the target application, the 
request comprising authentication credentials, and receiving 
test data from the target application if a response is received 
to the request sent to the target system indicating that test 
access to the target application is allowed. 

0009 Still further illustrative embodiments include an 
Information carrier medium comprising Software that can be 
executed on a processor to cause the processor to receive a 
request from a user to securely test a target application; to 
send a request to a target system to securely test the target 
application, the request comprising authentication creden 
tials; and to receive test data from the target application if a 
response is received to the request sent to the target system 
indicating that test access to the target application is 
allowed. 

0010 Yet further illustrative embodiments include a sys 
tem for debugging and profiling a computer system that 
includes a target computer system comprising a processor, 
wherein an operating system executes on the processor and 
a target application and a kernel execute within the operating 
system on the processor, and further comprising a memory 
coupled to the processor, wherein the target application and 
a page attribute table are stored in the memory; and a test 
workstation coupled to the target system, wherein a debug 
and profiling application executes on the test workstation. 
The kernel asserts a bit within an entry in the page attribute 
table, the entry associated with the location in memory 
where the target application is stored, and the assertion 
enables the target application to provide test information to 
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the debug and profiling application. The target application is 
stored in a secure region of memory and executes one the 
processor in a secure mode. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0011 For a detailed description of the illustrative 
embodiments of the invention, reference will now be made 
to the accompanying drawings in which: 
0012 FIG. 1 shows a system for testing and debugging 
a target system, in accordance with at least Some illustrative 
embodiments; 
0013 FIG. 2 shows a page attribute table entry, in 
accordance with at least some illustrative embodiments; 
0014 FIG. 3A shows a memory with secure emulation 
logic, in accordance with at least Some illustrative embodi 
ments; 

0.015 FIG. 3B shows a portion of a pipelined processor 
with secure emulation logic, in accordance with at least 
some illustrative embodiments; 
0016 FIG. 3C shows a processor register with secure 
emulation logic, in accordance with at least some illustrative 
embodiments; 
0017 FIG. 4A shows secure emulation logic, in accor 
dance with at least some illustrative embodiments; 

0018 FIG. 4B shows a truth table for the secure emula 
tion logic of FIG. 4A; 
0.019 FIG. 5 shows a system for testing and debugging 
a target system that uses a debug authentication mechanism, 
in accordance with at least Some illustrative embodiments; 
0020 FIG. 6 shows a method for requesting secure 
testing of a target application, in accordance with at least 
some illustrative embodiments; 
0021 FIG. 7 shows a method for authenticating within a 
target application a request for secure testing, in accordance 
with at least some illustrative embodiments; and 
0022 FIG. 8 shows a method for processing a request for 
secure testing of a target application, and for acting on an 
authorized request, in accordance with at least some illus 
trative embodiments. 

NOTATION AND NOMENCLATURE 

0023 Certain terms are used throughout the following 
discussion and claims to refer to particular system compo 
nents. This document does not intend to distinguish between 
components that differ in name but not function. In the 
following discussion and in the claims, the terms “includ 
ing” and “comprising” are used in an open-ended fashion, 
and thus should be interpreted to mean “including but not 
limited to . . . .” Also, the term “couple' or “couples” is 
intended to mean either an indirect or direct electrical 
connection. Thus, ifa first device couples to a second device, 
that connection may be through a direct electrical connec 
tion, or through an indirect electrical connection via other 
devices and connections. 

0024. Additionally, the term “system” refers to a collec 
tion of two or more parts and may be used to refer to an 
electronic system such as a computer system or a portion of 
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a computer system. Further, the term “software' includes 
any executable code capable of running on a processor, 
regardless of the media used to store the software. Thus, 
code stored in non-volatile memory, and sometimes referred 
to as “embedded firmware,” is included within the definition 
of software. 

DETAILED DESCRIPTION 

0025 The following discussion is directed to various 
embodiments of the invention. Although one or more of 
these embodiments may be preferred, the embodiments 
disclosed should not be interpreted, or otherwise used, as 
limiting the scope of the disclosure, including the claims, 
unless otherwise specified. The discussion of any embodi 
ment is meant only to be illustrative of that embodiment, and 
not intended to intimate that the scope of the disclosure, 
including the claims, is limited to that embodiment. 
0026 FIG. 1 shows a system 100 for debugging and 
profiling a target system 110, constructed in accordance with 
at least some illustrative embodiments of the invention, 
which comprises processor 200, memory system 170, and 
test interface (Test I/F) 120. Processor 200 couples to test 
interface 120, which couples to both memory system 170 
and test workstation 180. Test workstation 180 permits a 
user to monitor debug and profiling data 290 collected from 
both processor 200 and memory system 170 of target system 
110, and further permits the user to control the testing of 
target system 110. Debug and profiling data may also be 
collected from a number of other sources within target 
system 110, and all such sources are intended to be within 
the scope of the present disclosure. 
0027 Processor 200 also couples to memory system 170, 
which comprises level 1 cache memory (L1 Cache) 130 (the 
highest cache level with the fastest memory), level 2 cache 
memory (L2 Cache) 150 (the lowest cache level with 
memory slower than the memory of the L1 cache), main 
memory subsystem 160 (with memory slower than the 
memory of both the L1 and L2 caches), and memory 
management unit (MMU) 125. L1 cache 130, which is the 
first level of a multilevel cached memory system, includes 
data memory controller 132 and program memory controller 
142, which each couple to processor 200. Data memory 
controller 132 couples to L1 data memory 134, which 
includes cached data (Data) 135, cached data tag informa 
tion (Tag) 137, and data page attribute table (PAT) 139. 
Similarly, program memory controller 142 couples to L1 
program memory 144, which includes cached program 
instructions (Prog) 145, cached instruction tag information 
(Tag) 147, and program page attribute table (PAT) 149. 
0028 Data memory controller 132 and program memory 
controller 142 each couple to unified memory controller 
152, which is part of L2 cache 150. L2 cache 150 also 
includes L2 memory 154, which also couples to unified 
memory controller 152. L2 memory 154 includes cached 
data and program instructions (D/P) 155, cached data and 
program tag information (Tag) 157, and data and program 
page attribute table (PAT) 159. Unified memory controller 
152 couples to main memory controller 162, which is part of 
main memory subsystem 160. Main memory subsystem 160 
also includes main memory 164, which also couples to main 
memory controller 162. Main memory 164 includes data and 
program information 165, as well as data and program page 
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attribute table (PAT) 169. Memory management unit 125 
couples to, and interacts with, each of the memory control 
lers (132, 142, 152, and 162) at each level of memory (L1, 
L2, and Main). 
0029 When processor 200 reads an instruction or data 
from memory, an attempt is made to first retrieve the 
instruction or data from L1 cache 130. If the instruction or 
data is not located within L1 cache 130, an attempt is 
Subsequently made to read the instruction or data from L2 
cache 150. If the instruction or data is located in L2 cache 
150, L1 cache 130 may be updated to include the instruction 
or data from L2 cache 150 (making it available in L1 cache 
130 for subsequent reads), and processor 200 may proceed 
with processing the instruction or data. If the instruction or 
data is not located within L2 cache 150, the instruction or 
data is read from main memory subsystem 160. L1 cache 
130 and L2 cache 150 may be updated to include the 
instruction or data read. 

0030 Processor 200, in accordance with at least some 
embodiments, is capable of executing code within two 
different execution modes, Supervisor mode and user mode. 
In supervisor mode, all functions of processor 200 are 
available to the program executing on the processor. In user 
mode, the program executing on processor 200 is blocked 
from executing some instructions and from accessing some 
control registers within the processor. This prevents an 
unprivileged program from bypassing the management of 
hardware by Supervisory software. Processor 200 is also 
capable of operating at two different security levels, a secure 
level and a non-secure level. Resources (e.g., memory 
pages) within target system 110 are configured to operate at 
one of the two security levels, and programs executing while 
the processor is operating at a non-secure level are blocked 
from accessing resources configured as secure resources. 

0.031) Security levels may be defined in a number of 
different ways depending upon the design of processor 200. 
For example, in a single-stage processor, the security level 
reflects the security level of the instruction being executed 
by the processor. The security level of the instruction in turn 
depends upon the security level of the resource that stores 
the instruction (e.g., an instruction stored within a read-only 
memory that is configured as a secure resource is a secure 
instruction). Thus, if a single stage processor executes an 
instruction read from a secure memory, the instruction is a 
secure instruction and the processor is operating at a secure 
level. 

0032. Alternatively, if processor 200 is a pipelined pro 
cessor with multiple execution stages operating simulta 
neously, each stage operates at one of the defined security 
levels, independently of some or all other stages, Accord 
ingly, the security level of each stage reflects the security 
level of the instruction being processed by that stage. Thus, 
if a secure instruction is being processed by an instruction 
fetch stage while a non-secure instruction is being processed 
by an instruction decode stage, the instruction fetch stage is 
operating at a secure level, and the instruction decode stage 
is operating at a non-secure level. Many alternative ways of 
defining security levels of a processor or processor stage, 
applicable to many types of processors, will become appar 
ent to those skilled in the art, and all such definitions and 
processor types are intended to be within the scope of the 
present disclosure. 
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0033. By combining multiple processor execution modes 
with resource specific security levels, target system 110 can 
be configured to include “trusted’ resources. These 
resources are configured to operate, execute and/or be 
accessed while processor 200 is operating in Supervisor 
mode by instructions loaded by the processor from a secure 
resource. Because the resource is secure, it may only be 
accessed by trusted code, and if the resource is a modifiable 
medium (e.g., a flash memory), the contents of the resource 
(i.e., the trusted code) may only be modified by the trusted 
code. Thus, for example, target system 100 is configured to 
initialize processor 200 in a supervisor mode, and to initially 
load and execute code from a secure region of non-volatile 
memory (e.g., an electrically erasable programmable read 
only memory (EEPROM)). 

0034) Trusted code executed upon boot-up of the target 
system 110 may be part of a basic input and output system 
(BIOS), or may be the core portion (kernel) of an operating 
system. In at least some embodiments, the trusted code 
configures the system for operation, and configures other 
selected resources as secure resources. By storing the BIOS 
or kernel code in a secure resource, the code is protected 
from modification by other programs, even if those pro 
grams are executing in Supervisor mode. Only trusted code 
stored in a secure resource, such as the BIOS or kernel code 
itself, can make modifications to any portion of the trusted 
code (assuming the device within which the code is stored 
is writeable). Because trusted code is used to initialize the 
security configuration of the system before any other code 
executes, the secure resources of the system are also pro 
tected from unauthorized access or other tampering upon 
boot-up. 

0035. As noted above, a page attribute table is maintained 
within each memory (e.g., L1 data, L1 program, L2, and 
Main). In accordance with at least some embodiments, each 
page attribute table has a plurality of entries wherein each 
entry determines, among other things, the security level of a 
page of the corresponding memory. Thus, for example, 
entries within page attribute table 149 determine the security 
level of memory pages within L1 program memory 144. 
Further, as instructions or data are updated within a particu 
lar cache level, the page attribute table entry (corresponding 
to the page of memory where the instruction or data is 
stored) is also updated to reflect the page attribute table entry 
of the Source providing the updated instructions or data. 

0036. For example, if an attempt at reading data from L1 
cache 130 results in a cache miss, but the data is stored in 
L2 cache 150, the attribute corresponding to the memory 
page in L1 cache 130 where the data is stored is updated with 
the attribute corresponding to the memory page where the 
data is stored in L2 cache 150. Thus, as instructions or data 
ripple through the cache memory system, the attributes 
associated with the memory pages where the instructions or 
data are stored also ripple through the page attribute tables 
within each level of cache memory. It should be noted that 
each of the page attribute tables are each maintained within 
secure areas of memory to prevent unauthorized access 
and/or modification of the contents of the page attribute 
table. Thus, only trusted code and/or secure hardware may 
modify the contents of the page attribute tables. 

0037 FIG. 2 illustrates an example of how some of the 
bits of a page attribute table entry may be used to determine 
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the security level of an instruction, and to also control the 
export of debug and profiling information. The non-secure 
(NS) bit within the security field of the page attribute table 
entry shown reflects the security level of the page to which 
the entry corresponds. Thus, if a program instruction is read 
from main memory 164, and the corresponding entry within 
page attribute table 169 indicates that the page is a secure 
page, the instruction read will be executed by processor 200 
at a secure level and will be allowed to access other secure 
resources. The page attribute table entry shown in FIG. 2 
also includes a secure emulation (EMU) bit within the 
security field. This bit, when combined with the non-secure 
bit, provides the ability to control the exportation of infor 
mation when debugging and profiling a trusted applications 
using test interface 120 (FIG. 1). 
0038 FIG. 3A shows how the export of debug and 
profiling information from a memory 320 is controlled by 
the security field bits of a page attribute table (PAT) entry 
302. PAT entry 302 is associated with memory page 304, 
which includes data 306. When data 306 is read from 
memory page 304, PAT entry 302 provides the security field 
bits that control whether data 306 is exported as debug and 
profile data to test workstation 180 (FIG. 1). Memory 320 
couples to secure emulation logic 308, which combines the 
security field bits of PAT entry 302 to generate secure 
emulation enable signal 309. If the memory page is identi 
fied by the non-secure bit as a secure page, data will only be 
exported if the emulation bit is also asserted. Memory 320 
and the output of secure emulation logic 308 both couple to 
inputs of AND gate 311, allowing secure emulation enable 
signal 309 to act as a gating signal that enables the export of 
data 306 as memory debug and profile data 311. This data is 
forwarded to test interface 120 (FIG. 1) as part of the debug 
and profiling data 290, which in turn is sent to test work 
Station 180. 

0039. As already noted, in a pipelined architecture, the 
security level of a given pipeline stage reflects the security 
level of the instruction being executed by that pipeline stage. 
In accordance with at least some embodiments, the security 
level of the instruction being executed is tracked by provid 
ing a register for at least some of the pipeline stages which 
each stores the security field bits of the page attribute table 
entry corresponding to the instruction being executed. As 
with memory 320 of FIG. 3A, the exportation of informa 
tion related to instructions being processed by a pipelined 
processor stage may also be controlled using the security 
field bits associated with the instruction. 

0040 FIG. 3B illustrates an example of an embodiment 
of a section of a pipelined processor 350, which provides 
secure emulation logic that stores and decodes the security 
bits of an instruction executing at each pipeline stage. A 
program instruction and the corresponding security bits 
enter the pipeline at stage Si (332) and secure emulation 
logic (SE) 338 respectively. Both the program instruction 
and the security bits are synchronously shifted through the 
pipelined processor 350 until both have been processed by 
all of the pipeline stages in sequence as indicated by the 
arrows between stages shown in FIG. 3B. Each of the 
pipeline stages S1, S2 and S3 (332, 334, and 336) has 
corresponding secure emulation logic (338, 340, and 342). 
For example stage S2 (334) has a security designation 
determined by SE340. SE 340 stores both the non-secure bit 
and the secure emulation bit for the instruction executed by 
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stage S2. The bits are combined to generate secure emula 
tion enable signal 341. Processor stage S2 and the output of 
secure emulation logic 340 both couple to inputs of AND 
gate 344, allowing secure emulation enable signal 341 to act 
as a gating signal that enables the export of information 
related to processor stage 334 as processor stage debug and 
profile data 345. This data is forwarded to test interface 120 
(FIG. 1) as part of the debug and profiling data 290, which 
in turn is sent to test workstation 180. 

0041 Similarly, registers within pipelined processor 350 
of the illustrative embodiments described also store data and 
attribute bits. The attribute bits include security field bits that 
determine the security designation of the data stored within 
the register, as shown in FIG. 3C. Register 380 holds both 
register data 362 and an attribute 364. Attribute 364 includes 
the same non-secure and secure emulation bits described in 
relation to the page attribute table entry of FIG. 2. Continu 
ing to refer to FIG. 3C, register 380 couples to secure 
emulation logic 366, which combines the security field bits 
of attribute 364 to generate secure emulation enable signal 
367. If the register contents are identified by the non-secure 
bit as secure, the register contents will only be exported if 
the emulation bit is also asserted. Register 380 and the 
output of secure emulation logic 366 both couple to inputs 
of AND gate 368, allowing secure emulation enable signal 
367 to control the export of data 362 as register debug and 
profile data 369. This data is forwarded to test interface 120 
(FIG. 1) as part of the debug and profiling data 290, which 
in turn is sent to test workstation 180. 

0042. The non-secure and secure emulation bits 
described above are stored and combined as shown in the 
illustrative embodiment of secure emulation logic 400 of 
FIG. 4A, which is representative of the SE logic in FIGS. 
3A, 3B and 3C. Secure emulation input signal (EMU In) 401 
and non-secure input signal (NS In) 403 drive the respective 
inputs that determine the values of the EMU and NS bits of 
security bits register 402. These signals may be driven by a 
number of Sources, including, for example, values loaded 
from memory (e.g., from page attribute table entry 302 of 
FIG. 3A), or the security bits register of a preceding 
pipelined processor stage (e.g., the security bits register 
within SE 338 of FIG. 3B). Referring again to FIG. 4A, the 
output of each bit of the security bits register 402, secure 
emulation output signal (EMU Out) 405 and non-secure 
output signal (NS Out) 407, are provided as the inputs to OR 
gate 404 (and may also serve as inputs to another SE logic 
stage, as in the example of FIG. 3B). The output of OR gate 
404 (secure emulation stage enable signal 409) is used to 
gate debug and profile information exported by a data source 
(e.g., data 306 in FIG. 3A, stage S2 information in FIG. 3B. 
and register data 362 in FIG. 3C). 
0043. As can be seen in logic table shown in FIG. 4B, 
when the non-secure bit is asserted, the output of the OR 
gate is asserted regardless of the State of the secure emula 
tion bit. When the non-secure bit is not asserted, the output 
of the OR gate depends upon the state of the secure 
emulation bit. For example, referring back to FIG. 3B, if the 
processor stage S2 (334) is executing a secure instruction 
(i.e., the non-secure bit is not asserted), and the secure 
emulation bit is asserted, the output of SE 340 will be 
asserted. Assertion of the output of SE 340 allows informa 
tion from stage S2 to be forwarded through AND gate 344 
as processor stage debug and profile data signal 345, and to 
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be transmitted as part of debug and profile data 290 (FIG. 
1). Debug and profile data 290 is forwarded to test interface 
120, and subsequently to workstation 180. 
0044 By using a configuration bit to control access to 
secure debugging and profiling information, trusted appli 
cations can be debugged without adding any special code to 
the program that could alter the behavior of the code being 
tested. Once debugging is complete, only the boot-up code 
is altered, and only the value of the secure emulation bits for 
the pages of memory where trusted applications are stored 
are changed (and Subsequently propagated throughout the 
system as the contents of the memory pages are loaded into 
registers and processor stages). Thus, the behavior of the 
trusted application will remain unaltered after the secure 
emulation bits are de-asserted. Once the secure emulation 
bits are de-asserted, access to the trusted application through 
the test interfaces is blocked, and the trusted application is 
protected from unauthorized access and observation. Such 
protection may be necessary, for example, if the trusted 
application handles encryption and decryption keys stored in 
secure memory. Such keys should not be accessible outside 
of a trusted, secure environment. 

0045. The secure emulation configuration of the various 
secure applications that may be provided with the target 
system may also be changed after boot-up by a trusted 
application. For example, a secure kernel within an operat 
ing system that is loaded from a trusted resource (as previ 
ously described in the context of a system boot) can make 
Such changes, provided that an authentication mechanism 
exists to confirm that a user or application requesting the 
change is authorized to do so. FIG. 5 illustrates a system 500 
for debugging a target system 510, constructed in accor 
dance with at least some illustrative embodiments, config 
ured to provide Such an authentication mechanism. 
0046 Target system 510 includes processor 502, which 
couples to memory 570 and test interface 520. Test interface 
also couples to test workstation 580, which executes debug 
and profiling application 582. Operating system 504 
includes kernel 506, which executes on processor 502. 
Target application 578 also executes under operating system 
504 on processor 502, and represents the portion of target 
application 578, resident within memory page 576, that is 
currently loaded and executing within processor 502. 
Memory 570 includes page attribute table (PAT) 572, which 
includes PAT entry 574. PAT entry 574 is associated with 
memory page 576, which includes target application 578. 
Although target application 578 is shown in FIG. 5 as 
contained within a single memory page, other applications 
may occupy more than one memory page, and all Such 
applications are intended to be within the scope of the 
present disclosure. 

0047 Kernel 506 communicates with both executing 
target application 578 and with debug and profiling appli 
cation 582 (via test interface 520). Kernel 506, as a trusted 
application, has access to page attribute table 572 (stored in 
a secure area of memory). As a trusted application, kernel 
506 is authorized to change the security field bits of PAT 
entries within page attribute table 572. The ability to alter the 
security field bits of PAT entries allows secure applications 
to be debugged in the field, even though the secure emula 
tion bits are de-asserted when the system is first booted. The 
state of the secure emulation bit within a PAT entry can be 
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toggled by kernel 506 upon request from a user controlling 
debug and profiling application 582. 

0048 For example, a request is sent by debug and pro 
filing application 582 to kernel 506, identifying executing 
target application 578 as the application targeted by the 
request. Kernel 506 verifies that target application 578 is 
executing on processor 502 and forwards the request to 
executing target application 578. The request is authenti 
cated by executing target application 578', which notifies 
kernel 506 of the success or failure of the authentication of 
the security credentials presented by debug and profiling 
application 582. If the authentication succeeds, the request 
to alter the state of the secure emulation bits is honored, and 
the secure emulation bit of PAT entry 572 (associated with 
target application 578) is updated to reflect the state 
requested. 

0049 FIG. 6 illustrates a method 600 for requesting 
secure testing of a target application executing on a target 
system, in accordance with at least some illustrative embodi 
ments. The debug and profiling application accepts a request 
from a user for secure testing of an application (block 602). 
The user generates the request by operating a test worksta 
tion (e.g., test workstation 580 of FIG. 5) on which the 
debug and profiling application executes. Continuing to 
refer to FIG. 6, a request is built (block 604) that includes 
information that identifies the target application to be tested, 
as well as authentication credentials that can be verified by 
the target application to be tested (e.g., a digital signature 
generated by a private key provided by the user). The request 
is sent by the debug and profiling application to the kernel 
executing on the target system that also executes the target 
application (block 606). The debug and profiling application 
receives a response to the request from the kernel (block 
608) and checks to see if the request was granted (block 
610). If the request is granted, the debug and profiling 
application is given test access to the target application and 
can begin to receive debug and profiling test data from the 
target application, and the user may begin to test the target 
application (block 612). If the request is denied, the user is 
notified of the denial (block 614). The method 600 com 
pletes when the user ends the debug and profile session for 
the target application, or after the user is notified that the 
request was denied (block 616). 

0050 FIG. 7 illustrates a method 700 for authenticating 
within a target application a request for secure testing of the 
target application, in accordance with at least some illustra 
tive embodiments. The target application receives a request 
for secure testing of the target application from the kernel 
executing on the same target system as the target application 
(block 702). The target application authenticates credentials 
provided within the request to determine if the request 
originates from an authorized user (block 704). This may be 
done, for example, by applying a public decryption key, 
embedded within the application, to a digital signature 
included within the request to verify the authorization of the 
requestor. If the credentials are valid (block 706), the target 
application notifies the kernel that secure testing of the target 
application is allowed (block 708), and the method com 
pletes (block 712). If the credentials are not valid (block 
706) the kernel is notified of the refusal (block 710) and the 
method completes (block 712). 
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0051 FIG. 8 illustrates a method 800 for receiving and 
processing a request for secure testing of a target applica 
tion, and for acting on an authorized request, in accordance 
with at least some illustrative embodiments. The kernel 
executing on the target system receives a request for secure 
testing of a target application executing on the same target 
system as the kernel (block 802). The kernel checks to 
confirm that the target application identified in the request is 
actually executing (block 804), and the method ends if the 
application is not executing (block 820). If the target appli 
cation is executing (block 804), the kernel forwards the 
received request to the target application for authorization 
(block 806). Once the kernel receives a response to the 
forwarded request (block 808), the response is check to 
determine if the request was authorized (block 810). If the 
request is not authorized by the target application, the kernel 
sends a message back to the originator of the request 
indicating that the secure testing request was denied (block 
816), and the method ends (block 818). If the request is 
authorized by the target application, the kernel asserts the 
secure emulation bit of each page attribute table entry that is 
associated with a memory page in which the target appli 
cation is loaded (block 812), thus enabling the export of 
debug and profiling data associated with the target applica 
tion from the target system. The originator of the request is 
notified that the request was granted (block 814) and the 
method ends (block 818). 
0.052 The combination of the above-described methods 
allows individual secure applications to provide a mecha 
nism for providing debugging and profiling information 
after delivery of a system (hardware and software) and 
deployment in the field. Further, a target system can include 
a collection of software applications from different vendors, 
with separate authentication information embedded within 
each vendor's Software application. Since each vendor can 
embed their own authentication key within their respective 
applications, each vendor is limited to debugging their own 
application, and the target applications included by other 
vendors are thus not exposed by the first vendor's testing. 
Each vendor may thus allow secure testing of their target 
applications by an authorized user, without that authoriza 
tion extending to a user authorized to debug another ven 
dor's target application. 

0053. The above disclosure is meant to be illustrative of 
the principles and various embodiments of the present 
invention. Numerous variations and modifications will 
become apparent to those skilled in the art once the above 
disclosure is fully appreciated. It is intended that the fol 
lowing claims be interpreted to embrace all such variations 
and modifications. 

What is claimed is: 

1. A computer system, comprising: 
a processor; and 
a memory coupled to the processor, the memory used to 

store information and an attribute associated with the 
stored information; 

wherein at least one bit of the attribute determines a 
security level, selected from a plurality of security 
levels, of the stored information associated with the 
attribute; and 
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wherein asserting at least one other bit of the attribute 
enables exportation of the stored information from the 
computer system if the security level of the stored 
information is higher than at least one other security 
level of the plurality of security levels. 

2. The computer system of claim 1, wherein the security 
level of the stored information is a secure level, and the at 
least one other security level is a non-secure level. 

3. The computer system of claim 1, further comprising a 
test interface configured to couple to a test workstation, 
wherein the test interface is capable of transmitting the 
exported stored information to the test workstation. 

4. The computer system of claim 1, wherein the stored 
information is an instruction that can be executed by the 
processor. 

5. The computer system of claim 1, wherein the stored 
information is data that can be read and processed by the 
processor. 

6. The computer system of claim 1, wherein the processor 
comprises a processing stage, and wherein a security level of 
the processing stage is the security level of the stored 
information if the stored information is an instruction loaded 
into the processing stage. 

7. The computer system of claim 6, wherein exportation 
from the computer system of the instruction loaded into the 
processing stage and State information of the processing 
stage is enabled if the at least one other bit of the attribute 
is asserted, and if the security level of the processing stage 
is higher than the at least one other security level. 

8. The computer system of claim 7, further comprising a 
test interface configured to couple to a test workstation, 
wherein the test interface is capable of transmitting the 
exported instruction and state information to the test work 
station. 

9. The computer system of claim 1, wherein the processor 
comprises a register, and wherein a security level of the 
register is the security level of the stored information if the 
stored information is data loaded into the register. 

10. The computer system of claim 9, wherein exportation 
from the computer system of the data loaded into the register 
is enabled if the at least one other bit of the attribute is 
asserted, and if the security level of the register is higher 
than the at least one other security level. 

11. The computer system of claim 10, further comprising 
a test interface configured to couple to a test workstation, 
wherein the test interface is capable of transmitting the 
exported data to the test workstation. 

12. The computer system of claim 1, wherein a single 
semiconductor die comprises the computer system. 

13. A method, comprising: 

receiving a request from a requestor to enable secure 
testing of a target application executing on a target 
system; 

sending an authorization request to the target application; 
and 

enabling secure testing of the target application and 
notifying the requestor that secure testing is allowed, if 
the target application allows the request. 

14. The method of claim 13, further comprising notifying 
the requestor that test access is denied if the target applica 
tion rejects the request. 
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15. The method of claim 13, further comprising: 
storing the target application in a secure region of a 
memory within the target system; 

storing a secure emulation bit in the memory; and 

associating the secure emulation enable bit with the 
secure region of memory; 

wherein enabling secure testing of the target application 
comprises asserting the secure emulation bit. 

16. The method of claim 13, wherein the target applica 
tion is one of a plurality of applications executing on the 
target system, and wherein enabling secure testing of the 
target application does not comprise enabling secure testing 
of other applications of the plurality of applications. 

17. The method of claim 13, further comprising executing 
a kernel module of an operating system on the target system, 
wherein the kernel modules receives the request. 

18. An Information carrier medium comprising Software 
that can be executed on a processor to cause the processor 
tO: 

receive a request from a requester to enable secure testing 
of a target application executing on a target system; 

send an authorization request to the target application; and 
enable secure testing of the target application and notify 

the requestor that secure testing is allowed, if the target 
application allows the request. 

19. The information carrier medium of claim 18, wherein 
the software further causes the processor to notify the 
requester that test access is denied if the target application 
rejects the request. 

20. The information carrier medium of claim 18, wherein 
the software further causes the processor to: 

store the target application in a secure region of a memory 
within the target system; 

store a secure emulation bit in the memory; and 
associate the secure emulation enable bit with the secure 

region of memory; 

wherein causing the processor to enable secure testing of 
the target application comprises asserting the secure 
emulation bit. 

21. The information carrier medium of claim 18, wherein 
the target application is one of a plurality of applications 
executing on the target system, and wherein causing the 
processor to enable secure testing of the target application 
does not comprise causing the processor to enable secure 
testing of other applications of the plurality of applications. 

22. The information carrier medium of claim 18, wherein 
the software further causes the processor to execute a kernel 
module of an operating system on the target system, wherein 
the kernel modules receives the request. 

23. A method, comprising: 
receiving a request for secure test access to a target 

application executing within a target system, the 
request received by the target application; 

attempting to validate the authentication credentials 
within the request using validation data stored within 
the target application; and 
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sending a response to the request indicating that secure 
test access is allowed if the authentication credentials 
are validated. 

24. The method of claim 23, further comprising sending 
a response to the request indicating that secure test access is 
denied if the authentication credentials are not validated. 

25. The method of claim 23, wherein the validation data 
comprises one or more public encryption keys and the 
authentication credentials comprise a digital signature gen 
erated using a private encryption key, and wherein attempt 
ing to validate the authentication credentials comprises 
using the one or more public decryption keys to validate the 
digital signature. 

26. The method of claim 23, further comprising config 
uring the target application to receive the request from a 
kernel module of an operating system executing on the target 
system. 

27. An Information carrier medium comprising software 
that can be executed on a processor to cause the processor 
tO: 

receive a request for secure test access to a target appli 
cation executing within a target system, the request 
received by the target application; 

attempt to validate the authentication credentials within 
the request using validation data stored within the 
target application; and 

send a response to the request indicating that secure test 
access is allowed if the authentication credentials are 
validated. 

28. The information carrier medium of claim 27, wherein 
the Software further causes the processor to send a response 
to the request indicating that secure test access is denied if 
the authentication credentials are not validated. 

29. The information carrier medium of claim 27, wherein 
the validation data comprises one or more public encryption 
keys and the authentication credentials comprise a digital 
signature generated using a private encryption key, and 
wherein causing the processor to attempt to validate the 
authentication credentials comprises using the one or more 
public decryption keys to validate the digital signature. 

30. The information carrier medium of claim 27, wherein 
the Software further causes the processor to configure the 
target application to receive the request from a kernel 
module of an operating system executing on the target 
system. 

31. A method, comprising: 

receiving a request from a user to securely test a target 
application; 

sending a request to a target system to securely test the 
target application, the request comprising authentica 
tion credentials; and 

receiving test data from the target application if a response 
is received to the request sent to the target system 
indicating that test access to the target application is 
allowed. 

32. The method of claim 31, wherein no test data is 
received from the target application if a response to the 
request sent to the target system is received indicating that 
test access to the target application is denied. 
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33. The method of claim 31, further comprising generat 
ing the authentication credentials by creating a digital sig 
nature based upon a private encryption key. 

34. An Information carrier medium comprising Software 
that can be executed on a processor to cause the processor 
tO: 

receive a request from a user to securely test a target 
application; 

send a request to a target system to securely test the target 
application, the request comprising authentication cre 
dentials; and 

receive test data from the target application if a response 
is received to the request sent to the target system 
indicating that test access to the target application is 
allowed. 

35. The information carrier medium of claim 34, wherein 
no test data is received from the target application if a 
response to the request sent to the target system is received 
indicating that test access to the target application is denied. 

36. The information carrier medium of claim 34, wherein 
the Software further causes the processor to generate the 
authentication credentials by creating a digital signature 
based upon a private encryption key. 

37. A system for debugging and profiling a computer 
System, comprising: 

a target computer system comprising a processor, wherein 
an operating system executes on the processor and a 
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target application and a kernel execute within the 
operating system on the processor, and further com 
prising a memory coupled to the processor, wherein the 
target application and a page attribute table are stored 
in the memory; and 

a test workstation coupled to the target system, wherein a 
debug and profiling application executes on the test 
workstation; 

wherein the kernel asserts a bit within an entry in the page 
attribute table, the entry associated with the location in 
memory where the target application is stored, and the 
assertion enables the target application to provide test 
information to the debug and profiling application; and 

wherein the target application is stored in a secure region 
of memory and executes one the processor in a secure 
mode. 

38. The system of claim 37, wherein the target application 
authorizes the kernel to assert the bit within the page 
attribute table entry. 

39. The system of claim 37, wherein the debug and 
profiling application initiates the request to enable the target 
application to provide test information to the debug and 
profiling application. 


