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SYSTEMS AND METHODS FOR MACHINE TO MACHINE DEVICE
CONTROL AND TRIGGERING

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims a priority benefit under 35 U.S.C. §119(e) from
provisional Application No. 61/567,537, filed December 6, 2011 the contents of which
is hereby expressly incorporated by reference in their entirety. This application aso
clams a priority benefit under 35 U.S.C. 8§ 119(e) from provisiona Application No.
61/596,150, filed February 7, 2012 the contents of which is hereby expressly

incorporated by reference in their entirety.

BACKGROUND

Field
[0002] The present application relates generally to communication systems and
more specifically to control and triggering methods and devices for machine to machine

communications.

Background
[0003] In many communication systems, communications networks are used to

exchange messages among severa interacting spatially-separated devices. Networks
may be classified according to geographic scope, which could be, for example, a
metropolitan area, alocal area, or a persona area. Such networks would be designated
respectively as a wide area network (WAN), metropolitan area network (MAN), local
area network (LAN), or persona area network (PAN). Networks also differ according
to the switching/routing technique used to interconnect the various network nodes and
devices (e.g., circuit switching versus packet switching), the type of physical media
employed for transmission (e.g., wired versus wireless), and the set of communication
protocols used (eg., Internet protocol suite, SONET (Synchronous Optical
Networking), Ethernet, etc.).

[0004] Wireless networks are often preferred when the network elements are mobile
and thus have dynamic connectivity needs, or if the network architecture isformed in an
ad hoc, rather than fixed, topology. Wireless networks employ intangible physical

media in an unguided propagation mode using electromagnetic waves in the radio,
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microwave, infra-red, optical, etc. frequency bands. Wireless networks advantageously
facilitate user mobility and rapid field deployment when compared to fixed wired
networks.

[0005] As networks proliferate, the types of network elements connected thereto
also expand. One type of network elements being introduced are machine to machine
(M2M) elements. Examples of M2M elements include a smart utility meter
("smartmeter"), seismographs, vehicles, and appliances. An M2M element may connect
to a network through a user equipment (e.g., smartphone, WiFi router). Accordingly,
improvements to communication systems may be desirable to improve communication
via the network, such as communication from an M2M service provider (e.g., utility

company), with aconnected M2M element.

SUMMARY

[0006] The methods and devices described each have several aspects, no single one
of which is solely responsible for its desirable attributes. Without limiting the scope of
this disclosure as expressed by the claims which follow, some features will now be
discussed briefly. After considering this discussion, and particularly after reading the
section entitled "Detailed Description” one will understand how the features described
provide advantages that include identification of and communication with M2M devices
attached to a user equipment.

[0007] In one innovative aspect, a method of binding aplurality of devices to auser
equipment is provided. The method includes receiving, via a first network, a message
from at least one of the plurality of devices, the message including information
identifying adevice of the plurality of devices connected with the user equipment. The
method includes assigning a device connection identifier to the device, the device
connection identifier including at least a portion of a user equipment identifier
associated with the user equipment. The method includes transmitting, via a second
network, information indicative of the assignment of the device connection identifier to
a network operator, such that data communication to the device from the network
operator isbased at least in part on the device connection identifier.

[0008] In another innovative aspect, an apparatus for locally hosting a plurality of
communication devices is provided. The apparatus includes a receiver configured to
receive, via a first network, a message from at least one of the pluraity of

communication devices, the message including information identifying the
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communication device connected with the apparatus. The apparatus includes an
assignment circuit configured to assign a device connection identifier to the
communication device, the device connection identifier including at least a portion of a
user equipment identifier associated with the apparatus. The apparatus includes a
transmitter configured to transmit, via a second network, information indicative of the
assignment of the device connection identifier to a network operator, such that data
communication to the communication device from the network operator isbased at least
in part on the device connection identifier.

[0009] In another innovative aspect, an apparatus for locally hosting a plurality of
communication devices is provided. The apparatus includes means for receiving, via a
first network, a message from at least one of the plurality of communication devices, the
message including information identifying the communication device connected with
the apparatus. The apparatus includes means for assigning a device connection
identifier to the communication device, the device connection identifier including at
least a portion of a user equipment identifier associated with the apparatus. The
apparatus includes means for transmitting, via a second network, information indicative
of the assignment of the device connection identifier to a network operator, such that
data communication to the communication device from the network operator is based at
least in part on the device connection identifier.

[0010] In another innovative aspect, a computer-readable storage medium
comprising instructions executable by a processor of an apparatus for localy hosting a
plurality of communication devices isprovided. The instructions cause the apparatus to
receive a message from at least one of the plurality of communication devices, the
message including information identifying the communication device connected with
the apparatus. The instructions cause the apparatus to assign a device connection
identifier to the communication device, the device connection identifier including at
least a portion of a user equipment identifier associated with the apparatus. The
instructions cause the apparatus to transmit, via a second network, information
indicative of the assignment of the device connection identifier to a network operator,
such that data communication to the communication device from the network operator
isbased at least in part on the device connection identifier.

[0011] In afurther innovative aspect, amethod of binding aplurality of devices to a
user equipment isprovided. The method includes transmitting, via afirst network from

the user equipment to a network operator, registration information including an
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identifier for at least one of the plurality of devices connected with the user equipment
via a second network. The method includes receiving adevice connection identifier for
the device from the network operator via the first network, the device connection
identifier including at least a portion of auser equipment identifier associated with the
user equipment, the device connection identifier indicating a connection between the
device and the user equipment on the second network. The method includes receiving a
data communication from the network operator based at least in part on the device
connection identifier.

[0012] In yet another innovative aspect, an apparatus for locally hosting a plurality
of wireless devices is provided. The apparatus includes a transmitter configured to
transmit from the apparatus to a network operator via a first network registration
information including an identifier for at least one of the plurality of wireless devices.
The wireless device is connected with the apparatus via a second network. The
apparatus includes areceiver configured to receive adevice connection identifier for the
device from the network operator, the device connection identifier including at least a
portion of a user equipment identifier associated with the apparatus. The device
connection identifier indicates a connection between the communication device and the
apparatus via the second network. The receiver is further configured to receive a data
communication from the network operator based at least in part on the device
connection identifier.

[0013] In afurther innovative aspect, an apparatus for locally hosting a plurality of
wireless devices is provided. The apparatus includes means for transmitting from the
apparatus to a network operator via afirst network registration information including an
identifier for at least one of the plurality of wireless devices connected with the
apparatus via a second network. The apparatus further includes means for receiving a
device connection identifier for the device from the network operator, the device
connection identifier including at least a portion of a user equipment identifier
associated with the apparatus. The device connection identifier indicates a connection
between the wireless device and the apparatus on the second network. The apparatus
also includes means for receiving, via the first network, a data communication from the
network operator based at least in part on the device connection identifier.

[0014] In another innovative aspect, a computer-readable storage medium
comprising instructions executable by a processor of an apparatus for locally hosting a

plurality of communication devices isprovided. The instructions cause the apparatus to



WO 2013/086223 PCT/US2012/068289

5

transmit from the apparatus to a network operator via a first network registration
information including an identifier for at least one of the plurality of communication
devices, the communication device connected with the apparatus via a second network.
The instructions cause the apparatus to receive a device connection identifier for the
communication device from the network operator, the device connection identifier
including at least a portion of auser equipment identifier associated with the apparatus.
The device connection identifier indicates a connection between the communication
device and the apparatus via the second network. The instructions cause the apparatus
to receive, viathe first network, a data communication from the network operator based
at least in part on the device connection identifier.

[0015] In yet another innovative aspect, a method of binding a device to a user
equipment is provided. The method includes transmitting, via a first network, a
message from the device to the user equipment, the message including information
identifying the device connected with the user equipment via the first network. The
method includes receiving, via the first network, a device connection identifier from the
user equipment at the device, the device connection identifier including at least a
portion of auser equipment identifier associated with the user equipment. The method
includes receiving a data communication from the user equipment via the first network
based at least in part on the device connection identifier, the data communication
received by the user equipment via a second network.

[0016] In afurther innovative aspect, an apparatus for binding a user equipment is
provided. The apparatus includes a transmitter configured to transmit a message to the
user equipment via a first network, the message including information identifying the
apparatus connected with the user equipment. The apparatus includes a receiver
configured to receive adevice connection identifier from the user equipment, the device
connection identifier including at least a portion of a user equipment identifier
associated with the user equipment. The receiver isfurther configured to receive adata
communication from the user equipment based at least in part on the device connection
identifier. The data communication is received by the user equipment via a second
network.

[0017] In one innovative aspect, another apparatus for binding to a user equipment
is provided. The apparatus includes means for transmitting a message from the device
to the user equipment via afirst network, the message including information identifying

the apparatus connected with the user equipment. The apparatus includes means for
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receiving adevice connection identifier from the user equipment at the apparatus via the
first network. The device connection identifier includes at least a portion of a user
equipment identifier associated with the user equipment. The apparatus includes means
for recelving a data communication from the user equipment via the first network based
at least in part on the device connection identifier, the data communication received by
the user equipment via a second network.

[0018] A computer-readable storage medium comprising instructions executable by
a processor of an apparatus for binding to a user equipment is provided in a further
innovative aspect. The instructions cause the apparatus to transmit a message from the
device to the user equipment via a first network, the message including information
identifying the apparatus connected with the user equipment. The instructions cause the
apparatus to receive a device connection identifier from the user equipment at the
apparatus via the first network. The device connection identifier includes at least a
portion of a user equipment identifier associated with the user equipment. The
instructions cause the apparatus to receive a data communication from the user
equipment based at least in part on the device connection identifier, the data
communication received by the user equipment via a second network.

[0019] In another innovative aspect, a method of triggering a device connected to a
user equipment is provided. The method includes receiving, at an operator network, a
device triggering request including an identifier associated with the device to be
triggered. The device is connected to the user equipment via a first network. The
method includes identifying the user equipment hosting the device based at least in part
on the identifier. The method includes initiating a communication link in a second
network to the user equipment, the communication link based at least in part on
information identifying the device to be triggered. The method includes transmitting,
via the second network, the device triggering request to the user equipment.

[0020] An apparatus for triggering a device connected to a user equipment is
provided in another innovative aspect. The apparatus includes areceiver configured to
receive, at an operator network, a device triggering request including an identifier
associated with the device to be triggered. The device is connected to the user
equipment via afirst network. The apparatus also includes a processor. The processor
is configured to identify the user equipment hosting the device based at least in part on
the identifier. The processor is further configured to initiate a communication link in a

second network to the user equipment, the communication link based at least in part on
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information identifying the device to be triggered. The apparatus also includes a
transmitter configured to transmit via the second network the device triggering request
to the user equipment.

[0021] Another apparatus for triggering a device connected to a user equipment is
provided in afurther innovative aspect. The apparatus includes means for receiving, at
an operator network, a device triggering request including an identifier associated with
the device to be triggered. The device is connected to the user equipment via a first
network. The apparatus includes means for identifying the user equipment hosting the
device based at least in part on the identifier. The apparatus includes means for
initiating a communication link in a second network to the user equipment, the
communication link based at least in part on information identifying the device to be
triggered. The apparatus includes means for transmitting via the second network the
device triggering request to the user equipment.

[0022] Another computer-readable  storage medium comprising instructions
executable by a processor of an apparatus for triggering a device connected to a user
equipment is provided in a further innovative aspect. The instructions cause the
apparatus to receive at an operator network a device triggering request including an
identifier associated with the device to be triggered. The device is connected to the user
equipment via a first network. The instructions cause the apparatus to identify a the
user equipment hosting the device based at least in part on the identifier. The
instructions cause the apparatus to initiate a communication link in a second network to
the user equipment, the communication link based at least in part on information
identifying the device to be triggered. The instructions cause the apparatus to transmit
via the second network the device triggering request to the user equipment.

[0023] In another innovative aspect, a method of communication to a device hosted
by auser equipment is provided. The method includes storing, at the user equipment,
information relating a network identifier for the device to a service identifier for the
device. The method includes receiving, at the user equipment from a network operator
via afirst network, routing information and the network identifier. The method includes
receiving, at the user equipment from a network operator via the first network, a
message including the service identifier, the message targeted for the device. The
method includes obtaining the routing information and the network identifier based at

least in part on the service identifier. The method includes transmitting via a second
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network at least aportion of the message to the device, the transmitting based at least in
part on the obtained routing information.

[0024] An apparatus for communicating with a device localy hosted by the
apparatus is provided in yet another innovative aspect. The apparatus includes a
memory storing information relating a network identifier for the device to a service
identifier for the device. The apparatus includes areceiver configured to receive, from a
network operator via a first network, routing information and the network identifier.
The receiver is further configured to receive a message via the first network including
the service identifier, the message targeted for the device. The apparatus includes a
processor configured to obtain the routing information and the network identifier based
at least in part on the service identifier. The apparatus includes a transmitter configured
to transmit via a second network at least a portion of the message to the device, the
transmitting based at least in part on the obtained routing information.

[0025] An apparatus for communicating with a device localy hosted by the
apparatus is provided in afurther innovative aspect. The apparatus includes means for
storing information relating a network identifier for the device to a service identifier for
the device. The apparatus includes means for receiving, from a network operator via a
first network, routing information and the network identifier. The apparatus includes
means for receiving, via the first network, a message including the service identifier, the
message targeted for the device. The apparatus includes means for obtaining the routing
information and the network identifier based at least in part on the service identifier.
The apparatus includes means for transmitting, via a second network, at least a portion
of the message to the device, the transmitting based at least in part on the obtained
routing information.

[0026] A computer-readable storage medium comprising instructions executable by
a processor of an apparatus for communicating with a device locally hosted by the
apparatus. The instructions cause the apparatus to store information relating a network
identifier for the device to a service identifier for the device. The instructions cause the
apparatus to receive, from a network operator via a first network, routing information
and the network identifier. The instructions cause the apparatus to receive a message
including the service identifier viathe first network, the message targeted for the device.
The instructions cause the apparatus to obtain the routing information and the network

identifier based at least in part on the service identifier. The instructions cause the
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apparatus to transmit, via a second network, at least a portion of the message to the

device, the transmitting based at least in part on the obtained routing information.

BRIEF DESCRIPTION OF THE DRAWINGS
[0027] FIG. 1 shows an exemplary communication system.
[0028] FIG. 2 shows afunctional block diagram of an exemplary device that may be

employed within the communication system of FIG. 1.

[0029] FIG. 3 shows an interaction diagram for various aspects of a communication
system.

[0030] FIG. 4 shows acall flow diagram for an exemplary device binding.

[0031] FIG. 5 shows a process flow diagram of an exemplary process for binding a

plurality of devices to auser equipment.

[0032] FIG. 6 shows a functional block diagram of another exemplary device that
may be employed within the communication system of FIG. 1.

[0033] FIG. 7 shows a process flow diagram of another exemplary process for
binding aplurality of devices to auser equipment.

[0034] FIG. 8 shows a functional block diagram of another exemplary device that
may be employed within the communication system of FIG. 1.

[0035] FIG. 9 shows a process flow diagram of an exemplary process of binding a
device to auser equipment.

[0036] FIG. 10 shows afunctional block diagram of another exemplary device that
may be employed within the communication system of FIG. 1.

[0037] FIG. 11 shows a process flow diagram of an exemplary process for
triggering adevice hosted by aloca host/user equipment.

[0038] FIG. 12 shows afunctional block diagram of another exemplary device that
may be employed within the communication system of FIG. 1.

[0039] FIG. 13 shows a process flow diagram of an exemplary process of
communication to a device through aloca host/user equipment.

[0040] FIG. 14 shows afunctional block diagram of another exemplary device that
may be employed within the communication system of FIG. 1.

DETAILED DESCRIPTION
[0041] Various aspects of the novel apparatuses and methods are described more

fully hereinafter with reference to the accompanying drawings. The teachings
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disclosure may, however, be implemented in many different forms and should not be
construed as limited to any specific structure or function presented throughout this
disclosure. Rather, these aspects are provided so that this disclosure will be thorough
and complete, and will fully convey the scope of the disclosure to those skilled in the
art. Based on the teachings herein one skilled in the art should appreciate that the scope
of the disclosure isintended to cover any aspect of the novel apparatuses and methods
disclosed herein, whether implemented independently of or combined with any other
aspect of the disclosure. For example, an apparatus may be implemented or a method
may be practiced using any number of the aspects set forth herein. In addition, the
scope of the description is intended to cover such an apparatus or method which is
practiced using other structure, functionality, or structure and functionality in addition to
or other than the various aspects set forth herein. Any aspect disclosed herein may be
implemented by one or more elements of aclaim.

[0042] Although particular aspects are described herein, many variations and
permutations of these aspects fall within the scope of the disclosure. Although some
benefits and advantages of the preferred aspects are mentioned, the scope of the
disclosure is not intended to be limited to particular benefits, uses, or objectives.
Rather, aspects of the disclosure are intended to be broadly applicable to different
communication technologies, system configurations, networks, and transmission
protocols, some of which are illustrated by way of example in the figures and in the
following description of the preferred aspects. The detailed description and drawings
are merely illustrative of the disclosure rather than limiting, the scope of the disclosure
being defined by the appended claims and equivalents thereof.

[0043] Popular wireless network technologies may include various types of wireless
local area networks (WLANs). A WLAN may be used to interconnect nearby devices
together, employing widely used networking protocols. The various aspects described
herein may apply to a communication standard, such as wireless protocols. For
example, the various aspects described herein may use Zigbee, WiFi, HomePlug,
Bluetooth, Zwave, cellular, or other radio communications.

[0044] In some implementations, a communication network includes various
devices which are the components that access the network. For example, there may be
two types of devices. access points ("APs') and clients (also referred to as stations, or
"STAS"). In genera, an AP serves as a hub or base station for the communication

network and a STA serves as a user of the communication network. For example, a
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STA may be alaptop computer, apersona digital assistant (PDA), a mobile phone, etc.
In an example, a STA connects to an AP viaaWiFi (e.g., IEEE 802.11 protocol such as
802. 11ah) compliant wireless link to obtain general connectivity to the Internet or to
other wide area networks.

[0045] An access point ("AP") may also comprise, be implemented as, or known as
a NodeB, Radio Network Controller ("RNC"), eNodeB, Base Station Controller
("BSC"), Base Transceiver Station ("BTS"), Base Station ("BS'), Transceiver Function
("TF"), Router, Transceiver, Hub, or some other terminology.

[0046] A station "STA" may aso comprise, be implemented as, or be known as an
access terminal ("AT"), asubscriber station, a subscriber unit, amobile station, aremote
station, a remote terminal, a user terminal, a user agent, a user device, user equipment,
or some other terminology. In some implementations an access terminal may comprise
acellular telephone, atelephone, a Session Initiation Protocol ("SIP') phone, awireless
local loop ("WLL") station, a personal digital assistant ("PDA"), a handheld device, or
some other suitable processing device connected to a modem. Accordingly, one or
more aspects taught herein may be incorporated into a phone (e.g., a cellular phone or
smartphone), a computer (e.g., alaptop), a portable communication device, a headset, a
portable computing device (e.g., a personal data assistant), an entertainment device
(e.g., amusic or video device, or a satellite radio), a gaming device or system, a global
positioning system device, an appliance, power generating/transmitting eguipment,
surveillance equipment (e.g., seismograph, smoke detector, Geiger counter, camera),
smartmeter, vending machine or any other suitable device that is configured to
communicate viaawireless or wired medium in a machine to machine fashion.

[0047] Some devices may be used for smart metering, in a smart grid network, or in
smart appliances (e.g., appliances configurable in response to transmitted or detected
signals). Such devices may provide sensor applications or be used in home automation.
The devices may instead or in addition be used in a healthcare context, for example for
persona healthcare. They may also be used for surveillance, to enable extended-range
Internet connectivity (e.g. for use with hotspots), or to implement machine-to-machine
communications.

[0048] Prior to communicating with a network, a STA generaly registers with a
network. Registration may be done at power up, based on zones, based on time (e.g.,
periodic), or parameter based. For example, in a cdma2000 |x system, a periodic

registration system is used to ensure the STA may be reached. In some
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implementations, an AP transmits (e.g., broadcasts) aregistration period. If a STA has
no traffic channel established, or other types of registration (e.g., signaling) during the
registration period, the STA is configured to transmit a registration at least one time
during the registration period to maintain presence on the network. This form of
registration may aso be included in EVDO, UMTS, LTE, HRPD, and PPP systems.
[0049] In some implementations, afirst STA may provide a service to another STA.
For example, awebsite may be considered a service providing STA wherein the server
hosting the website may be the service providing STA. A smartphone accessing the
website may be considered the other STA. The smartphone and the website STAS may
communicate through one or more APs. The AP connected with the smartphone
identifies the smartphone and any communications associated therewith. The
identification may be accomplished through aregistration protocol. Similar procedure
may be used to connect server hosting the website. By this example, the network of
APs may be considered under the purview of anetwork operator. The network operator
may control the devices identified to it for example by shaping the network traffic (e.g.,
latency, priority, bandwidth) or blocking certain traffic (e.g., packet level, source,
destination, port, etc.).

[0050] As discussed above, networked technologies and network capable devices
are becoming more pervasive. In some instances, a device may access a network
provided by a network provider through a user equipment such as a cable modem or
mobile hot-spot. In this situation, the cable modem or mobile hot-spot may be
configured to identify itself to the network operator to gain access to network services.
However, once connected, various devices coupled with the cable modem or mobile
hot-spot may use the network services. In some implementations, the user equipment
may be referred to as a "gateway."

[0051] One non-limiting advantage of the systems and methods described herein is
to allow a network operator the ability to identify and control these devices accessing an
operator's network through devices such as a mobile hot-spot. By identifying not only
the user equipment attached to the network (e.g., mobile hot-spot), but also the devices
attached to the user equipment, traffic may be more finely controlled. For example, in
the machine to machine (M2M) context, it may be desirable to allow a M2M capable
fire detector higher priority than, say, aM2M data collection device (e.g., thermometer).
The identification aso alows the network operator to adjust subscription levels for

various devices.
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[0052] Another non-limiting advantage of the systems and methods described here
isto alow the network operator to locate the device connected to user equipment (UE).
In the mobility context, the user equipment may operate on acellular network. The user
equipment may be mobile. In the case where a service provider wishes to send a signa
(eg., a trigger) to a device attached to the user equipment, the network may be
configured to identify the location of the UE aswell as the device.

[0053] A further non-limiting advantage of the systems and methods described is
allowing multiple locally hosted devices to share a user equipment connection for data
communication. The sharing may be implemented as parallel connection sharing
whereby each hosted device may obtain a unique connection to the user equipment
which can be used independent of other device connections for forward or reverse link
communication. For example, if the user equipment is configured for multiple-input
and multiple-output communications, the user equipment may receive and/or transmit
data for two or more hosted devices at or near the same point in time. The reception
and/or transmission need not be deferred while waiting for another device to complete
communications.

[0054] FIG. 1 shows an exemplary communication system. The communication
system 100 may operate pursuant to a wireless standard. The communication system
100 may include an AP 104, which communicates with STASs such as a computer 106c,
a service provider server 106b, a machine to machine device 106a such as a vending
machine, and a local access point (ak.a. local host or gateway) 106d (individualy or
collectively hereinafter identified by 106). Each STA 106 may be configured to include
an identifier. For example, the local access point 106d may include a user equipment
identifier. The user equipment identifier may be used to identify alocal access point
106d. In some implementations the user equipment identifier may uniquely identify the
local access point 106d. In some implementations, the user equipment identifier may be
used in conjunction with other information (e.g., network operator) to uniquely identify
the local access point 106d. A user equipment identifier may include an international
mobility equipment identity or international mobility subscriber identity.

[0055] The local access point 106d may be further configured to communicate with
one or more machine to machine devices 112a 112bh, and 112c (collectively or
individualy hereinafter identified by 112) such as a smart utility meter or a smartmeter.
In some implementations, a machine to machine device 112 may be associated with a

machine to machine service provider (e.g., utility company). Each machine to machine
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device 112 may be configured to include a device identifier. The device identifier may
be used to identify a machine to machine device 112. In some implementations the
device identifier may uniquely identify the machine to machine device 112. In some
implementations, the device identifier may be used in conjunction with other
information (e.g., network operator, machine to machine service provider) to uniquely
identify the machine to machine device 112. It will be appreciated that while the local
access point 106d is described and shown as connected to machine to machine devices
112, other wireless communication devices may be configured to communicate with the
network via the local access point 106d. Examples of such wireless communications
devices include an IP phone, a network enabled media player, and a network enabled
appliance (e.g., washer, dryer, air conditioner, over, microwave, slow cooker).

[0056] A variety of processes and methods may be used for transmissions in the
communication system 100 between the AP 104 and the STAs 106. For example,
signals may be sent and received between the AP 104 and the STAs 106 in accordance
with OFDM/OFDMA techniques. If this is the case, the communication system 100
may be referred to as an OFDM/OFDMA  system. Alternatively, signals may be sent
and received between the AP 104 and the STAs 106 in accordance with CDMA
techniques. If this is the case, the communication system 100 may be referred to as a
CDMA system. In some implementations, the signals between the AP 104 and the
STAs 106 may be sent via a wired connections such as Ethernet, optical, cable,
telephone, power line, and facsimile connections.

[0057] A communication link that facilitates transmission from the AP 104 to one or
more of the STAs 106 may bereferred to as adownlink (DL) 108, and a communication
link that facilitates transmission from one or more of the STAs 106 to the AP 104 may
be referred to as an uplink (UL) 110. Alternatively, a downlink 108 may be referred to
as a forward link or a forward channel, and an uplink 110 may be referred to as a
reverse link or areverse channel.

[0058] The AP 104 may provide communication coverage in a basic service area
(BSA) 102. The AP 104 along with the STAs 106 associated with the AP 104 and that
are configured to use the AP 104 for communication may be referred to as a basic
service set (BSS). The communication system 100 may not have a central AP 104, but
rather may function as a peer-to-peer network between the STAs 106. Accordingly, the
functions of the AP 104 described herein may alternatively be performed by a STA 106.
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For example, in some implementations, one or more STAs 106 may be located outside
the BSA 102.

[0059] In the system 100 shown in FIG. 1, unlike machine to machine device 1063,
the machine to machine devices 112a, 112b, and 112c may not be capable of initiating
communication with the AP 104. Similarly, the AP 104 may not be able to identify
which devices are locally connected to the local access point 106d. For example, the
AP 104 may receive acommunication from the service provider server 106b, such as a
demand response signal. This communication may be targeted to a specific smartmeter
112a. Accordingly, in some implementations it may be desirable to register the specific
smartmeter 112a such that the AP 104 may identify the specific smartmeter 112a. This
registration process will be described in further detail below.

[0060] In another example, the machine to machine device 112a may be an
automotive monitoring device included in an automobile. This type of machine to
machine device 112a may be configured to communicate via a cellular device in the
automobile. However, the machine to machine device 112a may not be located in the
same BSA 102 between data transmissions. In this example, one way to communicate
with the machine to machine device 112a, is to first locate the cellular device.
Accordingly, in some implementations it may be desirable to configure the AP 104 to
locate the specific machine to machine device 112a in a mobility setting. This may
allow a service provider server 106b to trigger the device 112a. For example, an
automotive manufacturer may be the service provider. By this example, the service
provider server 106b may be configured to retrieve diagnostic information from the
automotive monitoring device for further processing (e.g., generating maintenance
reminders, troubleshooting, quality assurance, etc.).

[0061] The communication between the local access point 106d and the machine to
machine devices 112 may be aloca communication protocol. The communication may
comprise awired link between the machine to machine devices 112 and the local access
point 106d (e.g., Ethernet, power line, telephone cable, coaxial cable). The
communication may comprise awireless link such as Peanut, Zigbee, WiFi, Bluetooth
and the like. Multiple communication methods may be used to communicate with the
various machine to machine devices 112. Furthermore, it will be appreciated that while
in FIG. 1all the machine to machine devices 112 are shown as smartmeters, machine to
machine devices of type may be connected through the same local access point 106d

(e.g., smartmeter, smoke alarm, vending machine, etc.).
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[0062] FIG. 2 shows afunctional block diagram of an exemplary adevice that may
be employed within the communication system of FIG. 1. The device 202 is an
example of adevice that may be configured to implement the various methods described
herein. For example, the device 202 may comprise the AP 104, one of the STAs 106, or
amachine to machine device 112.

[0063] The device 202 may include processor unit(s) 204 which control operation of
the device 202. One or more of the processor unit(s) 204 may be collectively referred to
as a central processing unit (CPU). Memory 206, which may include both read-only
memory (ROM) and random access memory (RAM), provides instructions and data to
the processor units 204. A portion of the memory 206 may also include non-volatile
random access memory (NVRAM). The processor unit(s) 204 may be configured to
perform logical and arithmetic operations based on program instructions stored within
the memory 206. The instructions in the memory 206 may be executable to implement
the methods described herein.

[0064] When the device 202 is implemented or used as a transmitting node, the
processor unit(s) 204 may be configured to select one of a plurality of packet formats,
and to generate a packet having that format. For example, the processor unit(s) 204 may
be configured to generate data packets. When the device 202 isimplemented or used as
a receiving node, the processor unit(s) 204 may be configured to process received
packets. The processor unit(s) 204 generate a packet for transmission to one or more
STAs 106 or machine to machine devices 112. A packet comprises a series of data bits
representing the data being exchanged between an AP 104 and a STA 106/machine to
machine device 112.

[0065] The processor unit(s) 204 may be implemented with any combination of
general-purpose microprocessors, microcontrollers, digital signal processors (DSPs),
field programmable gate array (FPGAS), programmable logic devices (PLDs),
controllers, state machines, gated logic, discrete hardware components, dedicated
hardware finite state machines, or any other suitable entities that can perform
calculations or other manipulations of information. In an implementation where the
processor unit(s) 204 comprise a DSP, the DSP may be configured to generate a packet
for transmission. In some aspects, the packet may comprise aphysical layer data unit
(PLDU).

[0066] The device 202 may aso include machine-readable media for storing

software. The processor unit(s) 204 may comprise one or more machine-readable media
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for storing software. Software shall be construed broadly to mean any type of
instructions, whether referred to as software, firmware, middleware, microcode,
hardware description language, or otherwise. Instructions may include code (e.g., in
source code format, binary code format, executable code format, or any other suitable
format of code). The instructions, when executed by the processor unit(s) 204, cause
the device 202 to perform the various functions described herein.

[0067] The device 202 may include a transmitter 210 and/or areceiver 212 to alow
transmission and reception, respectively, of data between the device 202 and a remote
location. The transmitter 210 and receiver 212 may be combined into atransceiver 214.
An antenna 216 may be electrically coupled with the transceiver 214. The device 202
may also include (not shown) multiple transmitters, multiple receivers, multiple
transceivers, and/or multiple antennas.

[0068] The transmitter 210 may be configured to wirelessly transmit packets and/or
signals. For example, the transmitter 210 may be configured to transmit different types
of packets generated by the processor unit(s) 204, discussed above. The packets are
made available to the transmitter 210. For example, the processor unit(s) 204 may store
a packet in the memory 206 and the transmitter 210 may be configured to retrieve the
packet. Once the transmitter 210 retrieves the packet, the transmitter 210 transmits the
packet to the device 202 via the antenna 216.

[0069] The antenna 216 on the device 202 may detect the transmitted
packets/signals. The receiver 212 may be configured to process the detected
packets/signals and make them available to the processor unit(s) 204. For example, the
receiver 212 may store the packet in memory 206 and the processor unit(s) 204 may be
configured to retrieve the packet.

[0070] The device 202 may also include a signal detector 218 that may be used in to
detect and quantify the level of signals received by the transceiver 214. The signal
detector 218 may detect such signals as total energy, energy per subcarrier per symbol,
power spectral density, and other signals.

[0071] In some aspects, the device 202 may further comprise a user interface 222.
The user interface 222 may comprise a keypad, a microphone, a spesker, and/or a
display. The user interface 222 may include any element or component that conveys
information to auser of the device 202 and/or receives input from the user. The device
202 may also include a housing 208 surrounding one or more of the components
included in the device 202.
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[0072] The device 202 may also include an assignment circuit 228. For example,
the assignment circuit 228 may be included in a device 202 implemented as a local
access point 106. The assignment circuit 228 may be configured to assign a device
connection identifier to each of the device identifiers, the device connection identifier
including at least a portion of a user equipment identifier associated with the local
access point 106. For example, when the device 202 is configured to communicate via
Ethernet with a machine to machine device 112, the assignment circuit 228 may receive
a signal indicating a connection with the machine to machine device 112. The device
connection identifier may be a composite identifier (e.g., a device identifier (e.g., I1D,
MAC-ID) and a connection identifier (e.g., port)). The assignment circuit 228 may
maintain alist of communication bindings with the AP 104 (e.g., in memory 206). The
assignment circuit 228 may then identify an unused communication binding from the
maintained list to be configured for the machine to machine device 112. The
assignment circuit 228 may then configure a communication pathway between the
Ethernet connection and the unused communication binding. This communication
pathway may then be associated with the machine to machine device 112 using the
device identifier. The device 202 may refer to the entire binding through the use of a
device connection identifier.

[0073] The assignment circuit 228 may provide the device connection identifier to
the AP 104. For example, the assignment circuit 228 may store the device connection
identifier in the memory 206. The transmitter 210 may obtain the device connection
identifier and transmit this to the AP 104. In some implementations, the transmitter 210
may be configured to identify data packets transmitted from the machine to machine
device 112 an incorporate the device connection identifier on the packets transmitted
from the machine to machine device 116 through the device 202. Accordingly, the AP
104 can identify that a particular packet not only was transmitted by a particular STA,
but also that a particular packet was transmitted by a particular device connected to the
STA.

[0074] The device 202 may also include a quality of service circuit 232. A quality
of service circuit 232 may be included in a STA 106, AP 104, or machine to machine
device 112. A loca access point 106d may include a quality of service circuit 232
configured to perform two levels of quality of service, that is to maintain quality of
service between each connected machine to machine device 112 as well as maintain

quality of service with the AP 104.
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[0075] The quality of service circuit 232 may be configured to maintain various
operational attributes that affect the quality of the services provided or received. The
transmitter 210 and/or receiver may be configured to communicate with the quality of
service circuit 232 to control how data is transmitted or received. For example, quality
of service circuit 232 may be configured to identify a maximum bandwidth for a
particular communication flow. The quality of service information may be stored in the
memory 104. The quality of service information may be received from a device
providing the service such as a service provider server 106b. In some implementation,
the quality of service circuit 232 may be configured to derive the quality of service
information for example based on a device class of the machine to machine device 112.
For instance, adevice that isin alow priority class such as data reporting device may be
assigned lower quality of service during busy periods. Conversely, adevice that isin a
high priority class such as a smoke detector may be assigned ahigher quality of service
to ensure an alarm israised in atimely fashion. In further implementations, the quality
of service circuit 232 may be configured to negotiate quality of service with another
device (e.g., machine to machine device 112 negotiating with alocal access point 106d,
STA 106 negotiating with an AP 104).

[0076] In some implementations, the quality of service may be specified using a
tuple. The quality of service tuple may include the device connection identifier. In
some implementations, an RSVP tuple may be used to specify the quality of service
information.

[0077] The device 202 may aso include aregistration circuit 234. The registration
circuit 234 may be configured to allow the device 202 to access services. For example,
when the device 202 is configured as alocal access point 106d, the local access point
106d may provide its user equipment identifier to the AP 104 as part of establishing a
communication link therewith. In some implementations, the user equipment identifier
may be used by the AP 104 to identify machine to machine device bindings for the
device. For example, when deploying a smartmeter system, it may be known, a priori,
how many meters 112 will be attached to a given local access point 106d. Accordingly,
in this implementation, the local access point 106d may provide its identifier to the AP
104 and the AP 104 may determine the appropriate communication binding for the
device. For example, the AP 104 may query a data storage maintained by a service
provider to determine the number of meter attached to the identified address. In other

implementations, the AP 104 may be configured to provide a pre-determined number of
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bindings per local access point 106d. In this implementation, the AP 104 may consult a
subscription registry of user equipment identifiers and provide the pre-determined
number of bindings based on a subscription for local access point 106d. Similar
techniques may also be used to provide quality of service information to the quality of
service circuit 232. An accounting circuit (not shown) may aso be included to generate
accounting information based on the device connection identifier, device class, network
usage (e.g., time, quantity, type), and the like. The accounting information may then be
used to control subsequent access such as according to a subscription and/or provide
billing information based on the accounting information for the device.

[0078] The device may further include a locator circuit 236. For example when
deploying the device 202 as an AP 104, the locator circuit 236 may be configured to
identify alocation for alocal host/user equipment. The location may be identified based
at least in part on one or more of the user equipment identifier and a device identifier for
a machine to machine device 112 attached to the local host/user equipment. For
example, in the mobility example discussed above, it may be desirable to trigger the
machine to machine device 112. However, if the machine to machine device 112 is
mobile, the location of the STA 106 associated with the machine to machine device 112
may change. The locator circuit 236 may store the location (e.g., home, mobile) of the
STA 106. Using the user equipment identifier and/or the device identifier, the location
circuit 236 may be configured to identify the location of the STA 106 (e.g., query).
[0079] The device may aso include an encryption circuit 238. The encryption
circuit 238 may be configured to protect information transmitted from the device 202.
For example, the device identifier may be integrity signed by the device 202. This can
prevent unauthorized machine to machine devices from "spoofing” as legitimate
machine to machine devices 112. The encryption circuit 238 may include akey store to
maintain a public or private encryption key, a digital certificate, a synchronization
value, arandom number generator, or the like. The transmitter 212 may be configured
to provide data to the encryption circuit 238 prior to transmission for encryption. Once
the data has been encrypted, the encryption circuit 238 may be configured to provide
information about the encryption to the transmitter 212 to be transmitted to alow the
receiving device to decrypt the information. The encryption circuit 238 may aso be
configured to decrypt information by reversing the above for areceived signal.

[0080] The device may aso include a binding manager 240. The binding manager

240 may be included in adevice 202 when implemented as aloca access point 106d or
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as an AP 104. The bhinding manager 204 may be configured to receive binding
information for the plurality of devices. In some implementations, the binding manager
204 may be configured determine binding information for each of the one or more
machine to machine devices 112 based at least in part on the user equipment identifier
for the local access point 106d. For example, in an implementation where the AP 104
provides a pre-determined binding assignment to the local access point 106d, the
binding manager 240 may be configured to process the binding assignments. In one
implementation, the binding manager 240 includes a memory or is configured to
communicate with the memory 240.

[0081] The device may also include a circuit call manager 242. The circuit call
manager 242 may be included in a device implemented as an AP 104. For example, in
an implementation where a service provider transmits a message to the AP 104 for a
machine to machine device 112, the circuit call manager 242 may be configured to
initiate a circuit cal to the local host/user equipment. The circuit call manager 242 may
include including information identifying the device to be triggered to alow proper
routing of the trigger to the machine to machine device 112. In some implementations,
the circuit call manager 242 may be configured to manage cdma2000 |x circuit
communications such as circuit calls and short message delivery point-to-point
(SMDPP) signaling.

[0082] The various components of the device 202 may be coupled together by abus
system 226. The bus system 226 may include a data bus, for example, as well as a
power bus, a control signal bus, and a status signal bus in addition to the data bus.
Those of skill in the art will appreciate the components of the device 202 may be
coupled together or accept or provide inputs to each other using some other mechanism.

[0083] Although a number of separate components are illustrated in FIG. 2, those of
skill in the art will recognize that one or more of the components may be combined or
commonly implemented. For example, the processor unit(s) 204 may be used to
implement not only the functionality described above with respect to the processor
unit(s) 204, but also to implement the functionality described above with respect to the
signal detector 218. Further, each of the components illustrated in FIG. 2 may be
implemented using aplurality of separate elements.

[0084] FIG. 3 shows an interaction diagram for various aspects of a communication
system. The system 300 includes two user equipment (UE) devices 302a and 302b

(collective or individually hereinafter identified as 302). In some implementation, the
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user equipment devices 302 may be implemented as local access points. The user
equipment 302a includes a machine to machine client application (M2M APP) 304.
This machine to machine client application 304 may be configured to communicate with
a machine to machine server application 318. For example, the machine to machine
client application 304 may be a data collection application configured to transmit a
meter reading to the machine to machine server application 318 for further processing
(e.g., safety monitoring, billing).

[0085] The user equipment 302b shown in FIG. 3 includes a machine to machine
gateway (M2M GW) 306. The machine to machine gateway 306 may include one or
more of the elements shown in FIG. 2 to allow machine to machine devices to connect
to the user equipment 302b. In the implementation shown, machine to machine device
308a and machine to machine device 308n (collectively or individualy hereinafter
identified as 308) are coupled with the user equipment 302b. As discussed above, this
coupling may be wired (e.g., Ethernet, power line, coaxial, fiber optic) or wireless (e.g.,
Zighee, WLAN, Bluetooth). Machine to machine device 308a and machine to machine
device 308n include machine to machine client application 310a and machine to
machine client application 310n, respectively. Although not shown, a machine to
machine device 308 may include more than one machine to machine client application.
[0086] When the machine to machine device 308 connects with the user equipment
302b, the machine to machine device 308 may transmit registration information to
attach to the user equipment 302b. The registration information may include one or
more of a device class and a device identifier associated with the machine to machine
device 308. For example, the device identifier may include a media access control
(MAC) identifier, or aservice provider unique identifier.

[0087] The user equipment 302 may be configured to couple with aradio access
network (RAN) 310. The radio access network 310 may implement LTE, cdma2000,
Ix, or other radio access technology. As part of the coupling, the user equipment 302
may be configured to transmit a user equipment identifier to the RAN 310 which may
be used to route traffic to the user equipment 302.

[008s] The user equipment 302b may be further configured to assign a device
connection identifier to each machine to machine device 308 connected with the user
equipment 302b. In some implementations, the assignment may be performed at the
machine to machine application level. The machine to machine gateway 306 may use

this assignment information to send data to and receive data from the machine to
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machine device 308. For example, the machine to machine gateway 306 may ensure the
packets include the device connection information prior to transmission to the RAN
310. On the receiving end, when a packet is received from the RAN 310, a portion of
the packet (e.g., header field) may be interrogated to obtain the device connection
identifier associated with the packet. The machine to machine gateway 306 may then
use this device identifier to route the packet to the appropriate machine to machine
device 308.

[0089] In some implementations, the RAN 310 is coupled with an IP anchor 314.
The IP anchor 314 may include one or more of apacket gateway (P-GW), a packet data
serving node (PDSN), a home agent (HA), or alocation mobility anchor (LMA). The
IP anchor 314 may be configured to provide abridge between the radio domain and the
packet data domain. As such, the IP anchor 314 may perform data communication with
a machine to machine (M2M) server 316. The data communication received by
machine to machine server 316 may ultimately be serviced by a machine to machine
application 318. In some implementations, the machine to machine server 316 and the
machine to machine server application 318 are controlled by a machine to machine
service provider, such as a utility company or automotive manufacturer as described
above. In some implementations, the IP anchor 314 may be configured to communicate
directly with the machine to machine server application 318.

[0090] In some implementations, such as that shown in FIG. 3, it may be desirable
for a service provider to aso include a service provider (SP) authentication,
authorization, and accounting (AAA) module 317. This module may be implemented as
a data storage configured to store usage information for the machine to machine server
316 and/or the machine to machine server application 318. For example, as a data
packet passes through the machine to machine server, the machine to machine server
316 may identify the device connection information associated with the packet. This
may allow the machine to machine server 316 to identify the machine to machine device
308 that generated the packet. Based on one or more of authentication, authorization,
subscription, and the like, the machine to machine server 316 may process the packet.
For example, if the machine to machine device 308 is subscribed for one transaction per
week and a second transaction is received, the machine to machine server 316 may
block the packet. In this case, the machine to machine server 316 may be configured to
transmit a response packet identifying the cause (e.g., subscription exceeded) and/or

how to correct the issue (e.g., increasing the subscription level).



WO 2013/086223 PCT/US2012/068289

24

[0091] In some implementations, it may be desired to communicate with the
machine to machine device 308 via a non-packet switched network. For example, the
machine to machine server 316 may transmit information to the machine to machine
device using control plane signaling. In one example, the machine to machine server
316 may be configured to communicate with a machine to machine interworking
framework (M2M-IWF) 330. The machine to machine interworking framework 330
may receive a control plane signal from the machine to machine server 316. In one
implementation, the machine to machine interworking framework 330 may be coupled
with the IP anchor 314. In this implementation, the M2M-IWF 330 may transmit the
control signal to the IP anchor 314 for delivery as described above. In some
implementations, the M2M-IWF 330 may be further configured to translate the control
plane signal into apacket signal for transmission to the 1P anchor 314.

[0092] In some implementations, the M2M server 316 or the M2M server
application 318 may transmit data to a machine to machine device 308 via SMS
messaging. The message may be received by an SMS service controller (SMS-SC) / IP
short-message gateway (IP-SM-GW) 320. In this implementation, the SMS-SC/IP-SM-
GW 320 may be configured to receive the message and transmit the message to the IP
anchor 314. In one implementation, the SMS-SC/IP-SM-GW 320 may communicate
with the M2M-rWF 330 to determine the PSDN associated with the intended message
recipient. The SMS-SC/IP-SM-GW 320 may then establish a connection with the
identified 1P anchor and transmit the SMS as an IP SMS packet. The IP SMS packet
may include one or more of the device identifier, device connection identifier, and the
user equipment identifier associated with the machine to machine device 308 to receive
the SMS message.

[0093] While the above communication paths have been described as
communications originating with the machine to machine server 316 or the machine to
machine server application 318 and destine for a machine to machine device 308 or a
machine to machine client application executed thereon, it will be understood that
similar transmission patterns may be implemented to allow the machine to machine
device 308 to transmit communication to the machine to machine server 316 or the
machine to machine server application 318.

[0094] In some implementations, the M2M server 316 and/or the M2M server
application 318 may push a message to a M2M device 308. For example, if a utility

company is the service provider, during high electricity demand periods, the utility
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company may transmit a demand response signal to smartmeters (M2M device 308)
indicating areduced usage situation has arisen. The smartmeters may be configured, for
example, to reduce the usage by disabling certain non-essential appliances. In this case,
the location of the M2M device 308 may not necessarily be known.

[0095] When a UE 302b first registers with the RAN 310, the RAN 310 may
transmit arecord of the location of the UE 302b to a mobility switching center (MSC) /
visitor location record 324. In some implementations, the RAN 310 may provide the
user equipment identifier for the UE 302b. In some implementation, the RAN 310 may
also provide the device connection identifier for the attached devices 308. In some
implementation, the RAN 310 may aso provide the device identifier for the attached
devices 308. A corresponding record may be transmitted to a home locator record
(HLR) / authentication center (AC) 324. Aspart of the registration, the RAN 310 may
communicate with an authentication, authorization and accounting (AAA) / home
subscriber server (HSS) / home location register (HLR) 312 (hereinafter referred to as
"AAA 312") to identify whether the device may attach to the network, what service
level it may be provided, etc. Inthe context of packet data networks, when the UE 302b
registers with the RAN 310, an IP address may be associated with the UE 302b and/or
the devices attached with the UE 302b.

[0096] After registration of the UE 302b, the M2M server 316 may transmit a
message for a M2M device 308n attached to the UE 302b through one or more
communication pathways. In the packet data context, user plane device triggering may
be used to provide a message from a machine to machine service provider to a machine
to machine device. In this implementation, the M2M server 316 may transmit the
triggering request to the M2M-IWF 330. The triggering request may include an
external interface identifier such as the device identifier and/or device connection
identifier. The M2M-rWF 330 may determine the IP address for the device associated
with the external interface identifier. For example, the M2M-IWF 330 may query one
or both of the network operator AAA 312 or service provider AAA 317 to identify the
appropriate device connection identifier to use for transmitting the triggering request.
Aswith AAA 312, the service provider AAA 317 may be implemented as one or more
of an authentication, authorization and accounting (AAA) server, a home subscriber
server (HSS), and a home location register (HLR). In the context of packet data
connections, the IP address may be used to create a data flow through the IP anchor 314
or the appropriate IP anchor for the IP address. This in turn may cause the RAN 310
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attached to the UE 302b to create a data flow for the device trigger. Once established,
the data flow may be used for bi-directional packet data communication between the
device to be triggered and the M2M server 316.

[0097] Another communication pathway that may be used to trigger a device may
include | x circuit short message delivery point-to-point (SMDPP) triggering. As above,
the UE 302b is registered with the network operator. In this case, the M2M-IWF 330
may query the network operator AAA 312 to obtain an internal identifier for the
network operator for the device to be triggered. The internal identifier may be a
composite identifier generated based on a mobile station identifier (MS_ID) or an
international mobile subscriber identify (IMSI) for the UE 302b and the device
connection identifier for the M2M device 308a. Once the internal identifier is obtained,
the M2M-rWF 330 may be configured to query the home location record (HLR) /
authentication center (AC) 324 to identify where the UE 302b as well as the device
308n is located. For example, the M2M-IWF 330 may send an SMSREQ message to
the HLR/AC 325. Once the location isidentified, acircuit call SMDPP may be initiated
to the mobility MSC/VLR 324 for the UE 302b that the device 308n is currently
attached. For example, the M2M-rWF 330 may be configured to transmit a SMDPP
signal which includes the device trigger and a communication. By this example, the
M2M-IWF 330 may be configured to transmit the trigger request along with a new
service indicator (SRVIND). The MSC/VLR 324 may transmit an application data
delivery service (ADDS) message to the RAN 310 which the UE 302b is attached. The
ADDS message may include the device trigger such as a page message and a service
option identifier. In some implementations, the service option identifier may be
indicative that the paging signal is a machine to machine device trigger page. The
ADDS message, in turn, may cause apaging signal to be transmitted from the RAN 310
to the local access point 302b. In some implementations, the paging signal may include
the service option identifier. One or more of the transmitted messages may be
implemented using data burst messaging. In some implementations, an existing data
burst message type may be used for machine to machine device triggering. In some
implementations, a new data burst message type may be defined for use in machine to
machine device triggering.

[0098] Y et another communication pathway that may be used to trigger a machine
to machine device is cdma2000 Ix special call identifier triggering. In some

implementations, it may be possible to trigger the device 308n through the HRPD
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without IP/PPP. The UE 302b first registers its user equipment identifier with the
network operator such that the M2M-rWF 330 may identify the location of the UE
302b. The M2M-rWF 330 receives atrigger message from the M2M server 316. The
M2M-rWF 330 may be configured to trigger a voice call with the UE 302b. The RAN
310, in turn, may forward the trigger to the UE 302b such as via paging. The UE 302b
may transmit a paging response to the RAN 310. The RAN 310 may then transmit an
acknowledgment of the trigger to the M2M-rWF 330 that may, in turn, forward the
acknowledgement to the M2M server 316. Once a channel is established between the
UE 302b and the network, the MSC/VLR 324 may transmit a per-determined calling
identifier to the UE 302b indicating the trigger is a machine to machine trigger. The UE
302b may be configured to receive the calling identifier and end the call without
answering the call. In still another implementation, it may be possible to deliver the
M2M trigger using data burst message using the traffic channel setup for voice call. In
lieu of answering the cal, the UE 302b may then establish data link with the IP anchor
314through the RAN 310 to the M2M server 316 either through HRPD or through
1S2000 Ix. Accordingly, the packet data link is established between the UE 302b, and
thus any locally attached M2M device 308, and the M2M server 316. This packet data
link may be used to communicate directly with the M2M device 308 as described above.
[0099] Still another communication pathway that may be used to trigger a machine
to machine device is cdma2000 |x circuit call with a machine to machine service
option. This communication pathway is substantially similar to the cdma2000 |x
specia call identifier triggering described above. However, instead of avoiding the
answering of the call, in this pathway, the call is setup between the UE 302b and the
network (e.g., the MSC/VLR 324 via the RAN 310). Once the call is established, the
data may be transmitted via the circuit cal from the M2M-rWF 330 to the UE 302b.
The UE 302b may then be configured to pass the trigger to the device 308 to be
triggered. In some implementations, the M2M-rWF 330 may host a circuit switched
application. The hosted circuit switched application hosted by the M2M-rWF 330 may
act as apeer to acorresponding circuit switched application configured at the UE 302b.
As such, the M2M-rWF 330 and the UE 302b (and thus the M2M device 308 connected
thereto) may communication using circuit switch call signaling. In some
implementations the communication may be performed over a dedicated channel.

[00100] One or more of the RAN 310, the IP anchor 314, and the M2M-IWF 330
may be configured to communicate with an AAA/RAN AAA 312. In some
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implementations the AAA/RAN AAA 312 may be provided by the network operator.
The AAA/RAN AAA 312 may include authentication, authorization, and accounting
information. This information may be used to control communications on the operator's
network. In some implementations, the information may be stored in a data storage
coupled with the AAA/RAN AAA 312. The information may be associated with a one
or more of a device class, a device connection identifier, a device identifier, a user
equipment identifier, or any combination of these. The information may identify types
of packets that are allowed for an identified device or device class. The information
may also be used to generate accounting information (e.g., billing information based on
network resource usage quantity, type, and/or time) for a device, local host/user
equipment, or service provider.

[00101]  Although anumber of separate components are illustrated in FIG. 3, those of
skill in the art will recognize that one or more of the components may be combined or
commonly implemented. Further, each of the components illustrated in FIG. 3 may be
implemented using aplurality of separate elements.

[00102] FIG. 4 shows acall flow diagram for an exemplary device binding. The call
flow begins with the M2M device 308a provides a service layer registration 402. The
service layer registration may include information about the M2M device 308a such as
the device identifier, the device URL, externa interface identifier, the device class, and
user equipment identifier. As shown in FIG. 4, service layer registration 402 may
include information about multiple M2M devices. Each service layer registration 402
may correspond to a device and/or an application configured to execute on an M2M
device 308.

[00103]  The service layer registration 402 may be predefined for each service layer.
For example the registration information may be stored in memory. In some
implementations, the registration information may be received using over the air
provisioning, or via a data connection with the service provider. The M2M server 316
maintains arecord of the M2M device 308 registration. For example, the M2M server
316 may be coupled with a service provider AAA/database to store the registration
information 404. In some implementations, this information may be stored when the
M2M device 308 is manufactured. In some implementations, this information may be
stored when the M2M device 308 is activated.

[00104] The M2M device 308a and the M2M device 308n may then connect to the
local access point 302b via call 406. The connection may be, for example, through a
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local area network (LAN). The local access point 302b may be configured to assign a
device connection identifier to each of the M2M device 308a and the M2M device 308n
as described above. In some implementations, the local access point may be configured
to use network address trandation (NAT). In these implementations, the device
connection identifier may be an external port identifier that is used by the device 308
along with the externa IP address (e.g., IP address of the local access point 302b)
assigned by the IP anchor 314. As traffic passes through the local access point 302b,
the local access point 302b may be configured to modify the IP information included in
the traffic (e.g., |P packet header), to identify the device 308 associated with the traffic.
In this way, packets flowing from the device 308 through the local access point 302b
will be identifiable as from the device 308. Similarly, a packet transmitted for the
device 308 may use the IP information to identify not only the local access point 302b,
but also the device 308 which should receive the packet. In some implementations, the
local access point 302b may be configured to use IPv6 addressing. In these
implementations, the device connection identifier may be the IPv6 interface identifier
that is used along with the IPv6 prefix that is assigned by IP anchor 314. Although
described in the alternative, a local access point 302 may be configurable to perform
both NAT and IPv6 addressing.

[00105]  In some implementations |P anchor 314 may use the |P header to control the
device 308. Based on the IP header alone, the IP anchor 314 may not have visibility into
the application header for traffic originating from the device 308. The IP address for al
the devices 308, as seen by the IP anchor 314, is the same externa |P address that is
assigned to the local access point 302b. However, the private |P address of each device
308 may be different behind the NAT module of the local access point 302b.
Accordingly, in some implementations, it may be desirable to enable the IP anchor 314
to control each of the devices 308 behind the NAT module of the local access point
302b.

[00106]  Once assigned, the local access point 302b may be configured to transmit the
assignment information for the connected devices to the network through call 408. For
example, the local access point may transmit to the IP anchor 314 the external port
identifier that is assigned by the NAT module configured in the local access point to
each of the connected devices. In another implementation, the local access point may
transmit to the IP anchor 314 the interface identifier that is assigned by the IPv6 module

configured in the local access point to each of the connected devices. As shown in FIG.
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4, one call transmits the assignment information for M2M device 308a and M2M device
308n. In some implementations, separate calls may be made for each device/application
assignment. The assignment information may be transmitted through the RAN to the IP
anchor 314. Various protocols may be used to transmit the assignment information such
as RSVP, packet data network attach procedures, access network discovery and
selection functions, and control plane signaling. If RSVP is used, one or more fields
may be added to the 5-tuple that is sent in the RSVP to include the assignment
information. For example, a RSVP 5-tuple may include: source IP address, destination
IP address, source port number, destination port number, and protocol number. An
additional field may be included to include the device connection identifier. The
additional field may aso include the device identifier. Alternatively, yet another
separate field may be included to specify the device identifier. In some
implementations, the assignment information may also be transmitted through the RAN
to the mobility switching center. The assignment information may also be transmitted
to the network operator AAA 312.

[00107]  The assignment information transmitted may be a suggested assignment.
The network operator may further process the assignment suggested by the local access
point 302b. If the network operator determines the assignment is appropriate the
network may transmit a confirmation of the assignment to the local access point 402b at
call 410. If the network determines the assignment is inappropriate, the network may
transmit an alternate assignment to the local access point 402b at call 410. The
determination of the appropriateness of a suggested assignment may be based on one or
more of the device identifier, the device class, the local access point, the service
provider for the device, network conditions, and the like.

[00108] In some implementations, the local access point 302b may not transmit the
assignment information. In some implementations it may be desirable to allow the
network operator to assign the connection identifier for the connected devices. In this
implementation, the local access point 302b may transmit the device identifier to the
network (e.g., IP anchor 314). The network operator may then transmit the assignment
information to the local access point 302b via call 410. For example, the assignment
information may be transmitted via RSVP. In some implementations, control plane
signaling may be used to transmit the assignment information. Once agreed upon, the
assignment information may be forwarded from the IP anchor 314 to the network
operator AAA 312 at call 412. The network operator AAA 312 may be configured to
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store the assignment information (e.g., device identifier, device connection identifier,
user equipment identifier) at call 414. For example, the network operator AAA 312
may include a data storage configured to maintain a mapping between the connection
information and the devices encompassing the connection.

[00109] In some implementations, the assignment information may be used the AAA
312 of the network operator as well as the service provider AAA 317 to determine
control for the identified M2M device. For example, the network operator AAA 312
may only include subscription information for the local access point 302. In this
example, the service provider AAA 317 will communicate with the service provider
AAA 317 to refine the control for the M2M device 308a. In some implementations, the
network operator AAA 312 may include both the information associated with the local
access point 302 and the M2M device 308a. In some implementations, the network
operator AAA 312 may derive the control information for the M2M device 308a based
a least in part on the assignment information. For example, the network operator AAA
312 may transmit a query generated based on information from the assignment
information to the service provider AAA 317. In this example, the service provider
AAA 317 may respond with appropriate control information for the identified M2M
device. In some implementations, the control information may be based at least in part
on an agreement between the network operator and the service provider.

[00110Q] Once the control information has been obtaned, a call 416 the
preconfigured communication link or online communication link may be built for the
local access point 302b. At 418, apolicy is determined for the local access point and/or
M2M device. The policy may be determined based at least in part on the network load,
local access point information, M2M device information, service provider, etc. In some
implementations, the policy may be provided to the IP anchor 314 via the M2M-IWF
330. In these implementations, the policy may be transmitted to the M2M-IWF 330 at
call 420. The policy may be transmitted as a push message from the network operator
AAA 312 to the M2M-IWF 330. In some implementations, the M2M-IWF 330 may be
configured to pull the policy information from the network operator AAA 312 such as
viaaquery. At call 420, the policy may be transmitted from the M2M-IWF 330 to the
IP anchor 314. At call 422, the policy information may be sent to the M2M server 316
from the M2M-IFW 330. The network operator AAA 312 may include one or more of
the URL, device identifier, or device connection identifier in the policy information.

The policy information may be transmitted based on the M2M device 308 involved in



WO 2013/086223 PCT/US2012/068289

32

the communication. When transmitting the policy information from the M2M-IWF 330
to the IP anchor 314 (e.g., call 422), the policy information may include one or more of
the device identifier and the device connection information.

[00111] A similar push or pull mechanism as described above may be used to provide
the policy to the IP anchor 314. In some implementations, it may be desirable to
configure the IP anchor 314 to directly receive the policy information from the network
operator AAA 312. For example, at call 424, the IP anchor 314 may be configured to
pull the policy information from the network operator AAA 312. The network operator
AAA 312 may be configured to push the policy information to the IP anchor 314.

[00112] At call 426, the policy information may be provided to the local access point
302b and M2M device 308 via push or pull as described above. In some
implementations, the policy information provided to the local access point 302b
includes the device identifier and the device connection identifier for the device
involved in the communication path. In some implementations, the policy information
transmitted at call 426 may be transmitted through RSV P or packet data signaling.
[00113] Once the M2M device 308a has been bound, forward link control may be
exercised for the M2M device 308a. For example, the M2M IWF 330 may be
configured to provide the policy to the M2M-server on a per M2M device identified
using M2M connection identifier to block or delay certain device classes. The M2M-
IWF 330 may be configured to query the AAA 312 or SP AAA 317 for device identity
and device connection info to block or delay certain devices or device classes that
connected to the local access point 302b. The device connection info and associated
policy may be sent to IP anchor 314 (e.g., the IP anchor) or the MSC/SMS center (e.g.,
the data anchor). Accordingly, the IP anchor or data anchor may be configured to
enforce the policy for the corresponding connection for the M2M device 308a. The IP
anchor will use the external device identifier embedded in the address of the packets
targeted for M2M device to enforce the policy. For example, the port number used by
the NAT module configured at the local access point, that is embedded in the IP header
to control the M2M device.

[00114] Once the M2M device 308a has been bound, reverse link control may aso be
exercised for traffic of the M2M device 308a. The network operator may provide the
policy to the local access point 302b to block or delay certain devices or device classes
that connected to the local access point 302b. The RAN may be configured to send this
policy information through overhead messages. The network may be configured to
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transmit the policy information through an access network discovery and selection
function (ANDSF), PPP, or RSVP. The local access point 302b may then enforce the
policy for the corresponding device connection identifier. Packets may be dropped by
the network (e.g., IP anchor) based on the device connection identifier of the device
(I'D/Port number) generating the traffic. As described above, the device connection
identifier may be included in the transmitted traffic (e.g., in aheader field).

[00115] FIG. 5 shows a process flow diagram of an exemplary process for binding a
pluraity of devices to auser equipment. The method may be performed by one or more
of the devices described herein, such as, for example, the device 202 shown in FIG. 2 or
the device shown below in FIG. 6. In some implementations, the process may be
implemented in/by aloca access point 106d.

[00116]  The process shown in FIG. 5 may generally be described as an assignment
process. The user equipment may be configured to assign connection information for
each device connected to (e.g., locally hosted by) the user equipment. The local hosting
may be via afirst network such as aloca area network (e.g., Bluetooth, Zigbee, WiFi,
Z-wave, etc). The assigned information may then be transmitted to the network
operator via a second network (e.g., wide area or local area network) providing service
to the user equipment. When a network entity receives a communication for the device,
the assigned information may be used to identify not just the user equipment, but also
the device to receive the communication.

[00117] At block 502, a message is received via afirst network from at least one of
the plurality of devices. The message includes information identifying each device
connected with the user equipment. In some implementations, receiving the method
includes receiving the message via a local network connection. The message may
include a device class for each device. A device class generally provides information
about the associated device such as data rate, intended usage pattern (e.g., data, voice,
hybrid), capability for the device (eg., radio access technology), and the like. As
discussed above, the information identifying each device may include a media access
control (MAC) identifier, an internationa mobility equipment identity, or an
international mobility subscriber identity.

[00118] At block 504, a device connection identifier is assigned to the device. The
device connection identifier includes at least a portion of the user equipment identifier
associated with the user equipment. In some implementations, assigning the device

connection identifier includes assigning an interface identity identifier to the device.



WO 2013/086223 PCT/US2012/068289

34

The assignment of the device connection identifier may include assigning a port number
to the device connection identifier. The assignment may include storing the connection
identifier in amemory along with the associated information identifying the device.
[00119] At block 506, information indicative of the assignment of the device
connection identifier are transmitted to a network operator via a second network. In
some implementations, information indicative of the identified device may also be
transmitted. This information may be used to allow data communication to the device
from the network operator based at least in part on the device connection identifier. In
some implementations, the network operator may provide this information to a M2M
service provider, such as a utility company or electronic-media provider. An example
data communication is a packet data communication where the packet data
communication includes the device connection identifier for the device. In some
implementations, the packet data communication may include a control signa (e.g.,
trigger) for the device. In some implementations, the transmission of block 506 may
follow one or more of RSVP, PPP, or other packet data network attach procedures.
[00120] FIG. 6 shows a functional block diagram of another exemplary device that
may be employed within the communication system of FIG. 1. The device 600 may be
implemented as a local host/user equipment configured to localy host a plurality of
communication devices. A local hosting device may have more components than the
simplified device 600 shown in FIG. 6. The communication device 600 shown includes
only those components useful for describing some prominent features of certain
implementations. The device 600 includes areceiving circuit 602, an assigning circuit
604, and atransmitting circuit 606.

[00121] In some implementations the receiving circuit 602 is configured to receive a
message from at least one of a plurality of communication devices via a first network
(e.g., loca area network), the message including information identifying the
communication device connected with the device 600. The receiving circuit 602 may
include one or more of an antenna, a receiver, and a processor. In some
implementations, means for receiving include the receiving circuit 602.

[00122]  The assigning circuit 604 may be configured to assign a device connection
identifier to the communication device, the device connection identifier including at
least a portion of a user equipment identifier associated with the device 600. The

assigning circuit 604 may include one or more of a processor, anetwork interface, and a
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memory. In some implementations, means for assigning may include the assigning
circuit 704.

[00123] The transmitting circuit 606 may be configured to transmit, via a second
network (e.g., local area network and/or wide area network) information indicative of
the assignment of the device connection identifier to a network operator, such that data
communication to the communication device from the network operator isbased at least
in part on the device connection identifier. The transmitting circuit 606 may include
one or more of a processor, an antenna, a transmitter, and a memory. In some
implementations, means for transmitting include the transmitting circuit 606.

[00124] FTG. 7 shows a process flow diagram of another exemplary process for
binding a plurality of devices to a user equipment. The method may be performed by
one or more of the devices described herein, such as, for example, the device 202 shown
in FIG. 2 or the device shown below in FIG. 8. In some implementations, the process
may be implemented in/by alocal access point 106d.

[00125] The process shown in FIG. 7 may generadly be described as a look-up
process. The user equipment transmits information associated with an attached device
to a network operator via a first network such as a local area network or wide area
network. The network operator (or aservice provider coupled therewith) then provides
the connection information for the identified device to the user equipment.

[00126] At block 702 registration information including an identifier for at least one
of the plurality of devices connected with the user equipment is transmitted from the
user equipment to a network operator via afirst network. Each device is connected to
the user equipment via a second network. In some implementations, the first network
includes a local or wide area network such as a cellular network. The registration
information may be received from the device via the second network such as a loca
area network (e.g., Bluetooth, Zigbee, WiFi, Z-wave, etc.). The transmission may be a
wired or wireless transmission. It may be desirable, in some implementations, to
transmit a device class for the connected device. The identifier for each device may
include one or more of amedia access control identifier, an international mobility entity
identifier, or an international mobility subscriber identity.

[00127] At block 704, adevice connection identifier for each device isreceived from
the network operator. The device connection identifier includes at least a portion of a
user equipment identifier associated with the user equipment. The device connection

identifier may indicate aconnection between each device and the user equipment on the
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second network. The user equipment identifier may include one or more of a media
access control identifier, an international mobility entity identifier, or an international
mobility subscriber identity. The device connection identifier may include an interface
identity identifier and a port for the connection. In some implementations, the device
connection identifier and/or device class may be used to determine a quality of service
for the device.

[00128] At block 706, a data communication is received from the network operator
based at least in part on the device connection identifier. In implementations where the
quality of service is also based on the device connection identifier, the data
communication is further subjected to the associated quality of service. The data
communication may include a packet data network communication.

[00129] FIG. 8 shows a functional block diagram of another exemplary device that
may be employed within the communication system of FIG. 1. The device 800 may be
implemented as a user equipment configured to locally host a plurality of
communication devices. A user equipment device may have more components than the
simplified device 800 shown in FIG. 8. The device 800 shown includes only those
components useful for describing some prominent features of certain implementations.
The device 800 includes a transmitting circuit 802, a receiving circuit 804, and a data
communication circuit 806.

[00130]  The transmitting circuit 802 may be configured to transmit from the device
800 to a network operator via a first network registration information including an
identifier for at least one of the plurality of communication devices. The transmitting
circuit 802 may include one or more of a processor, an antenna, a transmitter, and a
memory. In some implementations, means for transmitting include the transmitting
circuit 802.

[00131]  The receiving circuit 804 may be configured to receive a device connection
identifier for the communication device from the network operator, the device
connection identifier including at least a portion of a user equipment identifier
associated with the local host/user equipment device 800. The device connection
identifier indicates a connection between the communication device and the local
host/user equipment device 800 on the second network. The receiving circuit 804 may
include one or more of an antenna, a receiver, and a processor. In some

implementations, means for receiving include the receiving circuit 804.
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[00132]  The data communication circuit 806 may be configured to receive, via the
first network, data communication from the network operator based at least in part on
the device connection identifier. The data communication circuit 806 may include one
or more of a signa processor, a receiver, an antenna, and a memory. In some
implementations, means for data communication may include the data communication
circuit 806.

[00133] FIG. 9 shows a process flow diagram of an exemplary process of binding a
device to auser equipment. The process shown in FIG. 9 may be implemented in, for
example, the device 202 shown in FIG. 2 or as described below in FIG. 10. In some
implementations, the process may be implemented in/by a machine to machine device
112a coupled with alocal access point 106d. The process of binding for a device to a
user equipment shown in FIG. 9 is applicable whether the binding is performed
according to an assignment or a look-up as described above in FIGS. 5 and 7,
respectively.

[00134] At block 902, a message is transmitted, via a first network such as a local
area network, from the device to the user equipment. The message includes information
identifying the device connected to the user equipment. The transmission may be wired
or wireless transmission. In some implementations, the transmission may be via aloca
network connection. The message may include a device class for the identified device.
[00135] At block 904, a device connection identifier is received from the user
equipment at the device via the first network. The device connection identifier includes
at least aportion of the user equipment identifier associated with the user equipment. In
some implementations, quality of service information for the device and/or device class
may be received.

[00136] At block 906, a data communication isreceived from the user equipment via
the first network based at least in part on the device connection identifier. The data
communication is received by the user equipment via a second network. For example,
the data communication may originate from a machine to machine service provider as
discussed above. The data communication isreceived through aprovider network (e.g.,
local and/or wide area network) at the user equipment. The user equipment then
transmits the data communication to the device. The first and second networks may
comprise different communication protocols, methods, radio access technologies,
quality of service, etc. In some implementations, the data communication comprises a

packet data communication.
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[00137] FIG. 10 shows afunctional block diagram of another exemplary device that
may be employed within the communication system of FIG. 1. The device 1000 may be
implemented as a device (e.g., machine to machine device 112) for binding with a user
equipment. A locally hosted device may have more components than the simplified
device 1000 shown in FIG. 10. The device 1000 shown includes only those components
useful for describing some prominent features of certain implementations. The device
1000 includes a transmitting circuit 1002, a receiving circuit 1004, and a data
communication circuit 1006.

[00138]  The transmitting circuit 1002 may be configured to transmit a message from
the device 1000 to the user equipment, the message including information identifying
the device 1000 connected with the user equipment via afirst network (e.g., loca area
network). The transmitting circuit 1002 may include one or more of a processor, an
antenna, atransmitter, and amemory. In some implementations, means for transmitting
include the transmitting circuit 1002.

[00139] The receiving circuit 1004 may be configured to receive a device connection
identifier from the user equipment at the device 1000, the device connection identifier
including at least a portion of a user equipment identifier associated with the user
equipment. The receiving circuit 1004 may include one or more of an antenna, a
receiver, and a processor. In some implementations, means for receiving include the
receiving circuit 804.

[00140]  The data communication circuit 1006 may be configured to receive, via the
first network, a data communication from the user equipment based at least in part on
the device connection identifier. The data communication may be received by the user
equipment via a second network as described above. The data communication circuit
1006 may include one or more of a signal processor, a receiver, an antenna, and a
memory. In some implementations, means for data communication may include the
data communication circuit 1006.

[00141] FIG. 11 shows a process flow diagram of an exemplary process for
triggering a device hosted by a local host/user equipment. The process shown in FIG.
11 may be implemented, for example, using the device as described above in FIG. 2 or
below in FIG. 12. In some implementations, this method may be included in an access
point 104 (e.g., an IWF) as described above. At block 1102, a device triggering regquest

isreceived at an operator network. The device triggering request may include a device



WO 2013/086223 PCT/US2012/068289

39

identifier associated with the device to be triggered. The device to be triggered may be
connected to the user equipment via afirst network such asalocal area network.

[00142] At block 1104, a user equipment hosting the device is identified based at
least in part on the device identifier. In some implementations, the identification may
include querying a home locator record for the local host/user equipment, the query
based at least in part on the identifier associated with the device to be triggered.

[00143] At block 1106, a communication link in a second network to the local
host/user equipment is initiated, the communication link based at least in part on
information identifying the device to be triggered. The communication link may
include a circuit call such as acdma2000 |x circuit cal. In some implementations, the
initiation of the communication link is further based on a service option identifier. A
service option identifier may generaly refer to a value corresponding to a
communication link characteristic such as forward or reverse link multiplexing, as
forward or reverse link datarates, and the like.

[00144] At block 1108, the device triggering request is transmitted to the local
host/user equipment via the second network. In some implementations, the transmission
of the triggering reguest to the local host/user equipment may include receiving a
request for a second communication link from the local host/user equipment and
transmitting the device triggering request to the local host/user equipment via the
second communication link. The second communication link may not necessarily be
the same (e.g., network, radio access technology) as the communication link initiated at
block 1106. In some implementations, the second communication link may include a
data packet communication link. It may be desirable to receive an acknowledgment that
the device was triggered, such as via apaging response.

[00145] FIG. 12 shows afunctional block diagram of another exemplary device that
may be employed within the communication system of FIG. 1. A communication
device may have more components than the simplified wireless communication device
1200 shown in FIG. 12. The communication device 1200 shown includes only those
components useful for describing some prominent features of certain implementations.
The communication device 1200 includes areceiving circuit 1202, an identifying circuit
1204, acall initiating circuit 1206, and atransmitting circuit 1208.

[00146]  The receiving circuit 1202 may be configured to receive, at an operator
network, a device triggering request including a device identifier associated with the

device to be triggered. The device to be triggered may be connected to the user
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equipment via afirst network. The receiving circuit 1202 may include one or more of a
memory, a processor, and a signal detector. In some implementations means for
receiving include areceiving circuit 1202.

[00147]  The identifying circuit 1204 may be configured to identify the location of a
local host/user equipment for the device based at least in part on the device identifier.
The identifying circuit 1204 may include one or more of a memory, a processor, and a
location circuit. In some implementations, means for identifying include the identifying
circuit 1204.

[00148] The call initiation circuit 1206 may be configured to initiate a
communication link to the local host/user equipment in a second network, the
communication link based at least in part on information identifying the device to be
triggered. The call initiation circuit 1206 may include a signal detector, a memory, and
a transmitter. In some implementations, means for initiating include the call initiation
circuit 1206.

[00149]  The transmitting circuit 1208 may be configured to transmit the device
triggering request to the local host/user equipment via the second network. The
transmitting circuit 1208 may include one or more of a processor, an antenna, a
transmitter, and a memory. In some implementations, means for transmitting include
the transmitting circuit 1208.

[00150] FIG. 13 shows a process flow diagram of a method of communication to a
device hosted by auser equipment. The method shown in FIG. 13 may be implemented
in/by one or more of the devices described herein, such as the device 202 shown in FIG.
2 or below in FIG. 14. In some implementations, the process may be implemented in/by
alocal access point 106d.

[00151] At block 1302, information relating a network identifier for the device to a
service identifier for the device is stored at the user equipment. In some
implementations, the network identifier may include a permanent network access
identifier. The service identifier may be associated with a subscription to a service for
the device.

[00152] At block 1304, routing information and the network identifier is received
from anetwork operator via afirst network. The first network may include a wide area
network and/or alocal area network. The routing information may include atemporary
international mobile subscriber identity assigned by a local radio access network and

one or more of a subnet identifier and a packet data serving node identifier. The user
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equipment may now have the information needed to transmit information to the device.
Similarly, the local radio access network may have the information needed to route
information not just to the local host/user equipment but to a specific device coupled
with the local host.

[00153] At block 1306, a message including the service identifier isreceived viathe
first network. The message may be targeted for the device. The message may be
received by the local host/user equipment from the network operator. The message may
be generated by a service provider associated with the network operator such as a utility
service provider.

[00154] At block 1308, the routing information and the network identifier are
obtained based at least in part on the service identifier. For example, the information
received at block 1302 and block 1304 may be stored in a memory such as alook up
table. Using the service identifier in the received message, the routing information and
network identifier may be determined.

[00155] Atblock 1310, at least aportion of the received message is transmitted, viaa
second network (e.g., local area network) to the device based, at least in part, on the
obtained routing information. In some implementations, the message may be
transformed or otherwise reformatted for transmission to the device.

[00156] FIG. 14 shows afunctional block diagram of another exemplary device that
may be employed within the communication system of FIG. 1. A device may have
more components than the simplified device 1400 shown in FIG. 14. The device 1400
shown includes only those components useful for describing some prominent features of
certain implementations. The device 1400 may be configured for communicating with a
communications device connected to the device 1400. In some implementations, the
device 1400 may be implemented in/as a local host or gateway. The device 1400
includes a memory 1402, arouting receiver 1404, a message receiver 1406, a message
routing processor 1408, and atransmitting circuit 1410.

[00157] The memory 1402 is configured to store information relating a network
identifier for the communications device to a service identifier for the communications
device. The memory 1402 may include one or more of a static memory, a volatile
memory, a non-volatile memory, a networked memory, a native memory, or other
suitable storage medium. In some implementations, means for storing information may

include the memory 1402.
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[00158]  The routing receiver 1404 is configured to receive, from a network operator
via afirst network, routing information and the network identifier. The routing receiver
1404 may include one or more of an antenna, areceiver, a signal processor, aprocessor,
and amemory. In some implementations, means for receiving routing information and
the network identifier may include the routing receiver 1404.

[00159] The message receiver 1406 is configured to receive a message, via the first
network, including the service identifier, the message targeted for the communication
device. The message receiver 1406 may include one or more of an antenna, areceiver,
a signal processor, aprocessor, and amemory. In some implementations, the message
receiver 1406 and the routing receiver 1404 may be commonly implemented in whole or
in part. Means for receiving a message may include the message receiver 1406.

[00160] The message routing processor 1408 is configured to obtain the routing
information and the network identifier based at least in part on the service identifier.
The message routing processor 1408 may include one or more of a memory, a
processor, a comparator, and a look up table. Means for obtaining the routing
information and the network identifier may include the message routing processor.
[00161]  The transmitting circuit 1410 is configured to transmit at least a portion of
the message to the communications device via a second network, the transmitting based
a least in part on the obtained routing information. The transmitting circuit 1410 may
include one or more of an antenna, asignal generator, atransmitter, and a power source.
Means for transmitting at least a portion of the message to the communication device
may include the transmitting circuit 1410.

[00162] As used herein, the term "determining” encompasses a wide variety of
actions. For example, "determining” may include calculating, computing, processing,
deriving, investigating, looking up (e.g., looking up in atable, a database or another data
structure), ascertaining and the like. Also, "determining” may include receiving (e.g.,
receiving information), accessing (e.g., accessing data in amemory) and the like. Also,
"determining” may include resolving, selecting, choosing, establishing and the like.
Further, a "channel width" as used herein may encompass or may also be referred to as
abandwidth in certain aspects.

[00163] Asused herein, aphrase referring to "at least one of alist of items refers to
any combination of those items, including single members. As an example, "at least

one of: a, b, or ¢" isintended to cover: a, b, c, a-b, a-c, b-c, and a-b-c.
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[00164] The various operations of methods described above may be performed by
any suitable means capable of performing the operations, such as various hardware
and/or software component(s), circuits, and/or module(s). Generaly, any operations
illustrated in the Figures may be performed by corresponding functional means capable
of performing the operations.

[00165] The various illustrative logical blocks, modules and circuits described in
connection with the present disclosure may be implemented or performed with a general
purpose processor, a digital signal processor (DSP), an application specific integrated
circuit (ASIC), afield programmable gate array signal (FPGA) or other programmable
logic device (PLD), discrete gate or transistor logic, discrete hardware components or
any combination thereof designed to perform the functions described herein. A general
purpose processor may be a microprocessor, but in the alternative, the processor may be
any commercially available processor, controller, microcontroller or state machine. A
processor may also be implemented as a combination of computing devices, eg., a
combination of aDSP and a microprocessor, aplurality of microprocessors, one or more
microprocessors in conjunction with aDSP core, or any other such configuration.

[00166] In one or more aspects, the functions described may be implemented in
hardware, software, firmware, or any combination thereof. If implemented in software,
the functions may be stored on or transmitted over as one or more instructions or code
on a computer-readable medium. Computer-readable media includes both computer
storage media and communication media including any medium that facilitates transfer
of a computer program from one place to another. A storage media may be any
available media that can be accessed by a computer. By way of example, and not
limitation, such computer-readable media can comprises RAM, ROM, EEPROM, CD-
ROM or other optical disk storage, magnetic disk storage or other magnetic storage
devices, or any other medium that can be used to carry or store desired program code in
the form of instructions or data structures and that can be accessed by a computer. Also,
any connection is properly termed a computer-readable medium. For example, if the
software is transmitted from a website, server, or other remote source using a coaxial
cable, fiber optic cable, twisted pair, digital subscriber line (DSL), or wireless
technologies such as infrared, radio, and microwave, then the coaxial cable, fiber optic
cable, twisted pair, DSL, or wireless technologies such as infrared, radio, and
microwave are included in the definition of medium. Disk and disc, as used herein,

includes compact disc (CD), laser disc, optical disc, digital versatile disc (DVD), floppy
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disk and Blu-ray disc where disks usually reproduce data magnetically, while discs
reproduce data optically with lasers. Thus, in some aspects computer readable medium
may comprise non-transitory computer readable medium (e.g., tangible media). In
addition, in some aspects computer readable medium may comprise transitory computer
readable medium (e.g., asignal). Combinations of the above should also be included
within the scope of computer-readable media.

[00167] The methods disclosed herein comprise one or more steps or actions for
achieving the described method. The method steps and/or actions may be interchanged
with one another without departing from the scope of the claims. In other words, unless
a specific order of steps or actions is specified, the order and/or use of specific steps
and/or actions may be modified without departing from the scope of the claims.

[00168] The functions described may be implemented in hardware, software,
firmware or any combination thereof. If implemented in software, the functions may be
stored as one or more instructions on a computer-readable medium. A storage media
may be any available media that can be accessed by a computer. By way of example,
and not limitation, such computer-readable media can comprises RAM, ROM,
EEPROM, CD-ROM or other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other medium that can be used to carry or store desired
program code in the form of instructions or data structures and that can be accessed by a
computer. Disk and disc, as used herein, include compact disc (CD), laser disc, optical
disc, digital versatile disc (DVD), floppy disk, and Blu-ray® disc where disks usually
reproduce data magnetically, while discs reproduce data optically with lasers.

[00169] Thus, certain aspects may comprise a computer program product for
performing the operations presented herein. For example, such a computer program
product may comprise a computer readable medium having instructions stored (and/or
encoded) thereon, the instructions being executable by one or more processors to
perform the operations described herein. For certain aspects, the computer program
product may include packaging material.

[00170] Software or instructions may aso be transmitted over a transmission
medium. For example, if the software is transmitted from a website, server, or other
remote source using a coaxial cable, fiber optic cable, twisted pair, digital subscriber
line (DSL), or wireless technologies such as infrared, radio, and microwave, then the
coaxial cable, fiber optic cable, twisted pair, DSL, or wireless technologies such as

infrared, radio, and microwave are included in the definition of transmission medium.



WO 2013/086223 PCT/US2012/068289

45

[00171] Further, modules and/or other appropriate means for performing the methods
and techniques described herein can be downloaded and/or otherwise obtained by a user
terminal and/or base station as applicable. For example, such adevice can be coupled to
a server to facilitate the transfer of means for performing the methods described herein.
Alternatively, various methods described herein can be provided via storage means
(e.g., RAM, ROM, aphysical storage medium such as a compact disc (CD) or floppy
disk, etc.), such that a user terminal and/or base station can obtain the various methods
upon coupling or providing the storage means to the device. Moreover, any other
suitable technique for providing the methods and techniques described herein to a
device can be utilized.

[00172] It is to be understood that the claims are not limited to the precise
configuration and components illustrated above. Various modifications, changes and
variations may be made in the arrangement, operation and details of the methods and
apparatus described above without departing from the scope of the claims.

[00173]  While the foregoing is directed to aspects of the present disclosure, other and
further aspects of the disclosure may be devised without departing from the basic scope

thereof, and the scope thereof is determined by the claims that follow.
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CLAIMS
WHAT IS CLAIMED IS:
1. A method of binding a plurality of devices to a user equipment, the

method comprising:

receiving, via afirst network, a message from at least one of the plurality
of devices, the message including information identifying the device connected
with the user equipment;

assigning a device connection identifier to the device, the device
connection identifier including at least a portion of a user equipment identifier
associated with the user equipment; and

transmitting, via a second network, information indicative of the
assignment of the device connection identifier to a network operator, such that
data communication to the device from the network operator is based at least in

part on the device connection identifier.

2. The method of Claim 1, wherein the first network comprises alocal area
network.
3. The method of Claim 1, wherein the second network comprises at least

one of alocal area network and awide area network.

4. The method of Claim 1, wherein the message further includes a device

class for the device.

5. The method of Claim 4, further comprising determining a quality of
service for the device based at least in part on one or more of the device connection

identifier and the device class of the device.

6. The method of Claim 4, further comprising generating accounting
information for the device based at least in part on one or more of the device connection
identifier of the device, the device class of the device, quantity of network resources

accessed, type of network resources accessed, and time of network access.
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7. The method of Claim 1, wherein the information identifying the device
comprises amedia access control identifier.
8. The method of Claim 1, wherein assigning a device connection identifier

comprises assigning a port number to the device connection identifier, the method
further comprising trandating data communication associated with the device based at

least in part on the assigned port number.

9. The method of Claim 1, wherein assigning a device connection identifier

comprises assigning an interface identity identifier to the device.

10. The method of Claim 1, further comprising encrypting the information
indicative of the assignment of the device connection identifier and the information

identifying the device prior to transmission.

11 The method of Claim 1, wherein transmitting the information indicative
of the assignment comprises transmitting the information according to at least one of
PPP or RSVP.

12. The method of Claim 1, wherein data communication to the device
comprises a packet data communication, the packet data communication including the
device connection identifier for the device, the packet data communication operable to

transmit a control signal to the device.

13. The method of Claim 1, wherein the data communication comprises

machi ne-to-machine communication.

14. An apparatus for localy hosting a plurality of communication devices,

the apparatus comprising:
areceiver configured to receive, via a first network, a message from at
least one of the plurality of communication devices, the message including

information identifying the communication device connected with the apparatus;
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an assignment circuit configured to assign a device connection identifier
to the communication device, the device connection identifier including at least
aportion of auser equipment identifier associated with the apparatus; and

a transmitter configured to transmit, via a second network, information
indicative of the assignment of the device connection identifier to a network
operator, such that data communication to the communication device from the

network operator isbased at least in part on the device connection identifier.

15. The apparatus of Claim 14, wherein the first network comprises a local

area network.

16. The apparatus of Claim 14, wherein the second network comprises at

least one of aloca areanetwork and awide area network.

17. The apparatus of Claim 14, wherein the message includes a device class

for the communication device.

18. The apparatus of Claim 17, further comprising aquality of service circuit
configured to determine a quality of service the communication device based at least in
part on one or more of the device connection identifier and the device class associated

with the communication device.

19. The apparatus of Claim 17, further comprising an accounting circuit
configured to generate accounting information for the communication device based at
least in part on one or more of the device connection identifier of the communication
device, the device class of the communication device, quantity of network resources

accessed, type of network resources accessed, and time of network access.

20. The apparatus of Clam 14, wherein the user equipment identifier

comprises amedia access control identifier.

21. The apparatus of Clam 14, wherein the information identifying the

communication device comprises amedia access control identifier.
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22. The apparatus of Claim 14, wherein the device connection identifier
comprises at least one of an interface identity identifier and a port.

23. The apparatus of Claim 14, further comprising an encryption circuit
configured to encrypt the information indicative of the assignment of the device

connection identifier and the device identifier prior to transmission.

24. The apparatus of Claim 14, wherein the transmitter is configured to
transmit the information according to least one of PPP or RSV P.

25. The apparatus of Claim 14, wherein the data communication comprises a

machine-to-machine communication.

26. The apparatus of Claim 14, wherein the assignment circuit comprises:
anetwork address translation module configured to assign a port number
for the communication device; and
an |P address assignment module configured to assign an IP address for

the communication device.

27. The apparatus of Claim 26, wherein the network address translation
module is further configured to translate data communication associated with the

communication device based at least in part on the assigned port number.

28. An apparatus for locally hosting a plurality of communication devices,
the apparatus comprising:

means for receiving, via a first network, a message from at least one of
the plurality of communication devices, the message including information
identifying the communication device connected with the apparatus,

means for assigning a device connection identifier to the communication
devices, the device connection identifier including at least a portion of a user
equipment identifier associated with the apparatus; and

means for transmitting, via a second network, information indicative of

the assignment of the device connection identifier to a network operator, such
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that data communication to the communication device from the network

operator isbased at least in part on the device connection identifier.

29. A computer-readable storage medium comprising instructions executable
by a processor of an apparatus for locally hosting aplurality of communication devices,
the instructions causing the apparatus to:

receive, via afirst network, a message from at least one of the plurality
of communication devices, the message including information identifying the
communication device connected with the apparatus,

assign a device connection identifier to the communication device, the
device connection identifier including at least a portion of a user equipment
identifier associated with the apparatus; and

transmit, via a second network, information indicative of the assignment
of the device connection identifier to a network operator, such that data
communication to the communication device from the network operator is based

at least in part on the device connection identifier.

30. A method of binding a plurality of devices to a user equipment, the
method comprising:

transmitting from the user equipment to a network operator via a first
network registration information including an identifier for at least one of the
plurality of devices connected with the user equipment via a second network;

receiving a device connection identifier for the device from the network
operator, the device connection identifier including at least a portion of a user
equipment identifier associated with the user equipment, the device connection
identifier indicating a connection between the device and the user equipment on
the second network; and

receiving a data communication from the network operator based at |east

in part on the device connection identifier.

31 The method of Claim 30, the method further comprising receiving the

registration information by the user equipment from the device via the second network.
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32. The method of Claim 30, wherein the first network comprises at least one

of alocal areanetwork and awide area network.

33. The method of Claim 30, wherein the second network comprises a local

area network.

34. The method of Claim 30, wherein transmitting comprises wirelessly

transmitting.

35. The method of Clam 30, wherein transmitting the registration

information further comprises transmitting a device class for the device.

36. The method of Claim 35, further comprising determining a quality of
service for the device based at least in part on one or more of the device connection

identifier and the device class.

37. The method of Claim 35, further comprising generating accounting
information for the device based at least in part on one or more of the device connection
identifier of the communication device, the device class of the communication device,
quantity of network resources accessed, type of network resources accessed, and time of

network access.

38. The method of Claim 30, wherein the user equipment identifier

comprises amedia access control identifier.

39. The method of Claim 30, wherein identifier for the device comprises a

media access control identifier.

40. The method of Claim 30, wherein the device connection identifier

comprises one of an interface identity identifier and aport.

41. The method of Claim 30, wherein receiving a data communication

comprises receiving a packet data network communication.
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42. An apparatus for locally hosting a plurality of wireless devices, the
apparatus comprising:

a transmitter configured to transmit from the apparatus to a network
operator via afirst network registration information including an identifier for at
least one of the plurality of wireless devices connected with the apparatus via a
second network; and

a receiver configured to receive a device connection identifier for the
wireless device from the network operator via the first network, the device
connection identifier including at least a portion of a user equipment identifier
associated with the apparatus, the device connection identifier indicating a
connection between the wireless device and the user equipment on the second
network, the receiver further configured to receive a data communication from
the network operator via the first network based at least in part on the device

connection identifier.

43. The apparatus of Claim 42, wherein the receiver is further configured to

receive the registration information from the wireless device via the second network.

44. The apparatus of Claim 42, wherein the first network comprises at least

one of alocal area network and awide area network.

45. The apparatus of Claim 42, wherein the second network comprises a

local area network.

46. The apparatus of Claim 42, wherein transmitting comprises wirelessly

transmitting.

47. The apparatus of Claim 42, wherein transmitting the registration

information further comprises transmitting adevice class for the wireless device.

48. The apparatus of Claim 47, further a quality of service circuit the quality
of service circuit configured to determine a quality of service for the device based at

least in part on one or more of the device connection identifier and the device class.
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49. The apparatus of Claim 47, further comprising an accounting circuit
configured to generate accounting information for the device based at least in part on
one or more of the device connection identifier of the device, the device class of the
device, quantity of network resources accessed, type of network resources accessed, and

time of network access.

50. The apparatus of Clam 42, wherein the user equipment identifier

comprises amedia access control identifier.

51. The apparatus of Claim 42, wherein identifier for the wireless device

comprises amedia access control identifier.

52. The apparatus of Claim 42, wherein the device connection identifier

comprises one of an interface identity identifier and aport.

53. The apparatus of Claim 42, wherein receiving a data communication

comprises receiving a packet data network communication.

54. An apparatus for locally hosting a plurality of wireless devices, the
apparatus comprising:

means for transmitting from the apparatus to a network operator via a
first network registration information including an identifier for at least one of
the plurality of wireless devices connected with the apparatus via a second
network;

means for receiving adevice connection identifier for the wireless device
from the network operator, the device connection identifier including at least a
portion of a user equipment identifier associated with the apparatus, the device
connection identifier indicating a connection between the wireless device and
the apparatus on the second network; and

means for receiving, via the first network, a data communication from

the network operator based at least in part on the device connection identifier.

55. A computer-readable storage medium comprising instructions executable
by a processor of an apparatus for locally hosting aplurality of communication devices,

the instructions causing the apparatus to:
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transmit from the apparatus to a network operator via a first network
registration information including an identifier for at least one of the plurality of
communication devices connected with the apparatus via a second network;

receive adevice connection identifier for the communication device from
the network operator, the device connection identifier including at least aportion
of a user equipment identifier associated with the apparatus, the device
connection identifier indicating a connection between the communication device
and the apparatus on the second network; and

receive, via the first network, a data communication from the network

operator based at least in part on the device connection identifier.

56. A method of binding a device to a user equipment, the method
comprising:

transmitting, via a first network, a message from the device to the user
equipment, the message including information identifying the device connected
with the user equipment viathe first network;

receiving, via the first network, a device connection identifier from the
user equipment at the device, the device connection identifier including at least a
portion of auser equipment identifier associated with the user equipment; and

receiving a data communication from the user equipment via the first
network based at least in part on the device connection identifier, the data

communication received by the user equipment via a second network.

57. The method of Claim 56, wherein the first network comprises a local

area network.

58. The method of Claim 56, wherein the second network comprises at least

one of aloca area network and awide area network.

59. The method of Claim 56, wherein transmitting comprises wirelessly

transmitting.

60. The method of Claim 56, wherein transmitting the message further

comprises transmitting a device class for the device.
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61. The method of Claim 60, further comprising receiving a quality of
service for the device based at least in part on one or more of the device connection

identifier and the device class.

62. The method of Claim 56, wherein the user equipment identifier

comprises amedia access control identifier.

63. The method of Claim 56, wherein identifier for the device comprises a

media access control identifier.

64. The method of Claim 56, wherein the device connection identifier

comprises at least one of an interface identity identifier and aport.

65. The method of Claim 56, wherein receiving a data communication

comprises receiving a packet data network communication.

66. An apparatus for binding to auser equipment, the apparatus comprising:

atransmitter configured to transmit a message from the device to the user
equipment via afirst network, the message including information identifying the
apparatus connected with the user equipment; and

areceiver configured to receive a device connection identifier from the
user equipment at the apparatus, the device connection identifier including at
least aportion of auser equipment identifier associated with the user equipment,
the receiver further configured to receive a data communication from the user
equipment via the first network based at least in part on the device connection
identifier, the data communication received by the user equipment via a second
network.

67. The apparatus of Claim 66, wherein the first network comprises a local

area network.

68. The apparatus of Claim 66, wherein the second network comprises at

least one of aloca areanetwork and awide area network.
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69. The apparatus of Claim 66, wherein transmitting comprises wirelessly

transmitting.

70. The apparatus of Claim 66, wherein transmitting the message further

comprises transmitting a device class for the apparatus.

71. The apparatus of Claim 70, further comprising receiving a quality of
service for the apparatus based at least in part on one or more of the device connection

identifier and the device class.

72. The apparatus of Clam 66, wherein the user equipment identifier

comprises amedia access control identifier.

73. The apparatus of Claim 66, wherein identifier for the apparatus

comprises amedia access control identifier.

74. The apparatus of Claim 66, wherein the device connection identifier

comprises at least one of an interface identity identifier and aport.

75. The apparatus of Claim 66, wherein receiving a data communication

comprises receiving a packet data network communication.

76. An apparatus for binding to auser equipment, the apparatus comprising:

means for transmitting, via afirst network, a message from the device to
the user equipment, the message including information identifying the apparatus
connected with the user equipment;

means for receiving, via the first network, a device connection identifier
from the user equipment at the apparatus, the device connection identifier
including at least a portion of a user equipment identifier associated with the
user equipment; and

means for receiving a data communication from the user equipment via
the first network based at least in part on the device connection identifier, the

data communication received by the user equipment via a second network.
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77. A computer-readable storage medium comprising instructions executable
by a processor of an apparatus for binding to auser equipment, the instructions causing
the apparatus to:

transmit, via a first network, a message to the user equipment, the
message including information identifying the apparatus connected with the user
equipment;

receive, viathe first network, a device connection identifier from the user
equipment, the device connection identifier including at least a portion of a user
equipment identifier associated with the user equipment; and

receive, via the first network, a data communication from the user
equipment based at least in part on the device connection identifier, the data

communication received by the user equipment via a second network.

78. A method of triggering a device hosted by auser equipment, the method
comprising:

receiving, at an operator network, a device triggering request including
an identifier associated with the device to be triggered, the device connected to
the user equipment via afirst network;

identifying the user equipment hosting the device based at least in part on
the identifier;

initiating a communication link in a second network to the user
equipment, the communication link based at least in part on information
identifying the device to be triggered; and

transmitting, via the second network, the device triggering request to the

user equipment.

79. The method of Claim 78, wherein the first network comprises a local

area network.

80. The method of Claim 78, wherein the first network comprises at |east one

of awide areanetwork and aloca area network.

8l The method of Claim 78, wherein the device triggering request is

received from a service provider associated with the operator network.
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82. The method of Clam 78, wherein identifying the user equipment
comprises querying a home locator record for the user equipment based at least in part

on the identifier.

83. The method of Claim 78, wherein the communication link is further

initiated based at least in part on a service option identifier.

84. The method of Claim 78, wherein initiating a communication link

comprises initiating a cdma2000 | x circuit call.

85. The method of Claim 84, wherein transmitting the device triggering
request to the user egquipment comprises:
receiving a request for a second communication link from the user
equipment; and
transmitting the device triggering request to the user equipment via the

second communication link.

86. The method of Claim 85, wherein the second communication link

comprises a data packet communication link.

87. The method of Clam 78, further comprising receiving an

acknowledgement indicative that the device was triggered.

88. The method of Claim 87, wherein the acknowledgement is based at least
in part on apaging response.

89. An apparatus for triggering a device hosted by a user equipment, the
apparatus comprising:
areceiver configured to receive a device triggering request including an
identifier associated with the device to be triggered, the device connected to the
user equipment via afirst network;
aprocessor configured to:
identify the user equipment hosting the device based at least in

part on the identifier; and
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initiate a communication link in a second network to the user
equipment, the communication link based at least in part on information
identifying the device to be triggered; and
a transmitter configured to transmit, via the second network, the device

triggering request to the user equipment.

90. The apparatus of Claim 89, wherein the first network comprises a local

area network.

o1 The apparatus of Claim 89, wherein the second network comprises at

|east one of awide areanetwork and aloca area network.

92. The apparatus of Claim 89, wherein the receiver is configured to receive
the device triggering request from a service provider associated with the operator
network.

93. The apparatus of Claim 89, wherein identifying the user equipment
comprises querying a home locator record for the user equipment based at least in part

on the identifier.

94, The apparatus of Claim 89, wherein the communication link is further

initiated based at least in part on a service option identifier.

95. The apparatus of Claim 89, wherein initiating a communication link

comprises initiating a cdma2000 | x circuit call.

9. The apparatus of Claim 95, wherein the receiver is further configured to
receive a request for a second communication link from the user equipment, and
wherein the transmitter is configured to transmit the device triggering request to the user

equipment via the second communication link.

97. The apparatus of Claim 96, wherein the second communication link is a

data packet communication link.
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98. The apparatus of Claim 89, further comprising receiving an

acknowledgement indicative that the device was triggered.

99. The apparatus of Claim 98, wherein the acknowledgement is based at
least in part on apaging response.

100. An apparatus for triggering a device hosted by a user equipment, the
apparatus comprising:

means for receiving, at an operator network, a device triggering request
including an identifier associated with the device to be triggered, the device
connected to the user equipment via afirst network;

means for identifying the user equipment hosting the device based at
least in part on the identifier;

means for initiating a communication link in a second network to the
user equipment, the communication link based at least in part on information
identifying the device to be triggered; and

means for transmitting, via the second network, the device triggering

reguest to the user equipment.

101. A computer-readable storage medium comprising instructions executable
by a processor of an apparatus for triggering a device hosted by a user equipment, the
instructions causing the apparatus to:

receive, at an operator network, a device triggering request including an
identifier associated with the device to be triggered, the device connected to the
user equipment via afirst network;

identify the user equipment hosting the device based at least in part on
the identifier; and

initiate a communication link in a second network to the user equipment,
the communication link based at least in part on information identifying the
device to be triggered; and

transmit, via the second network, the device triggering request to the user

equipment.
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102. A method of communication to a device hosted by auser equipment, the
method comprising:

storing, at the user equipment, information relating a network identifier
for the device to a service identifier for the device;

receiving, at the user equipment from a network operator via a first
network, routing information and the network identifier;

receiving, at the user equipment from the network operator via the first
network, a message including the service identifier, the message targeted for the
device;

obtaining the routing information and the network identifier based at
least in part on the service identifier; and

transmitting, via a second network, at least a portion of the message to
the device, the transmitting based at least in part on the obtained routing

information.

103. The method of Claim 102, wherein the first network comprises at least

one of awide area network and alocal area network.

104. The method of Claim 102, wherein the second network comprises alocal

area network.

105. The method of Claim 102, wherein the network identifier comprises a

permanent network access identifier.

106. The method of Claim 102, further comprising mapping the received

network identifier to the service identifier.

107. The method of Claim 102, wherein the routing information comprises a
temporary international mobile subscriber identity assigned by a local radio access

network and one or more of a subnet identifier and apacket data serving node identifier.

108. The method of Claim 102, wherein receiving the message comprises

receiving acommunication from a machine-to-machine server for the device.
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109. The method of Claim 102, wherein the service identifier comprises a

subscription identifier.

110. An apparatus for communicating with a device locally hosted by the
apparatus, the apparatus comprising:

amemory storing information relating a network identifier for the device
to a service identifier for the device;

a receiver configured to receive, from a network operator via a first
network, routing information and the network identifier, the receiver further
configured to receive a message, via the first network, including the service
identifier, the message targeted for the device;

aprocessor configured to obtain the routing information and the network
identifier based at least in part on the service identifier; and

a transmitter configured to transmit, via a second network, at least a
portion of the message to the device, the transmitting based at least in part on the

obtained routing information.

111. The apparatus of Claim 110, wherein the first network comprises at least

one of awide area network and alocal area network.

112. The apparatus of Claim 110, wherein the second network comprises a

local area network.

113. The apparatus of Claim 110, wherein the network identifier comprises a

permanent network access identifier.

114. The apparatus of Claim 110, further comprising mapping the received

network identifier to the service identifier.

115. The apparatus of Claim 110, wherein the routing information comprises a
temporary international mobile subscriber identity assigned by a loca radio access

network and one or more of a subnet identifier and apacket data serving node identifier.

116. The apparatus of Claim 110, wherein receiving the message comprises

receiving acommunication from a machine-to-machine server for the device.
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117.  The apparatus of Claim 110, wherein the service identifier comprises a

subscription identifier.

118. The apparatus of Claim 110, wherein the receiver is configured to

receive the message including the service identifier from the network operator.

119. The apparatus of Claim 110, wherein the receiver is configured to
receive the message including the service identifier from a service provider associated

with the network operator.

120. An apparatus for communicating with a device locally hosted by the
apparatus, the apparatus comprising:

means for storing information relating a network identifier for the device
to a service identifier for the device;

means for receiving, from a network operator via a first network, routing
information and the network identifier;

means for receiving, via the first network, a message including the
service identifier, the message targeted for the device;

means for obtaining the routing information and the network identifier
based at least in part on the service identifier; and

means for transmitting, via a second network, at least a portion of the
message to the device, the transmitting based at least in part on the obtained

routing information.

121. A computer-readable storage medium comprising instructions executable
by a processor of an apparatus for communicating with a device locally hosted by the
apparatus, the instructions causing the apparatus to:

store information relating a network identifier for the device to a service
identifier for the device;

receive, from a network operator via afirst network, routing information
and the network identifier;

receive, via the first network, a message including the service identifier,

the message targeted for the device;
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obtain the routing information and the network identifier based at least in
part on the service identifier; and
transmit, via a second network, at least a portion of the message to the

device, the transmitting based at least in part on the obtained routing
information.
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