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ABSTRACT

Automated requirements-based test case generation method includes constructing
in a model-based development tool a software architecture model automatically derived
from architectural information of a software design model, allocating requirement models
into blocks/operators of the software architecture model, and generating component level
requirements-based test cases from the software architecture. The component level
requirements-based test case generation method includes receiving a software
architecture along with allocated requirement models represented in hierarchical data
flow diagram, selecting one of the software components, building an intermediate test
model based on the selected component by automatically attaching at least one of test
objectives or constraints to the corresponding software architecture ~model
blocks/operators based on the selected test strategy, and generating human and machine
readable test cases with the test generator for further automatic conversion to test
executable and test review artifacts. A system and a non-transitory computer-readable

medium for implementing the method are also disclosed.
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SYSTEM AND METHOD FOR SAFETY-CRITICAL SOFTWARE AUTOMATED
REQUIREMENTS-BASED TEST CASE GENERATION

BACKGROUND

[0001] Safety-critical software, such as aviation software, is required by
certification standards (e.g., DO-178B/C for aviation software) to be strictly verified
against certification objectives. Testing is an essential part of the verification process.
Manual test case generation from the requirements is hard and time-consuming,

especially with complex, large software.

[0002] Automatically generated test cases and/or test procedures derived from
the high-level software requirements can help reduce the cost introduced by manual test
case generation and review activities. Those test cases and/or test procedures generated
from the specifications can be executed on the associated low-level design

implementations through a test conductor.

[0003] Conventional test tools and/or models are not able to generate
requirements-based test cases at different levels in the design model. The generated test
cases produced by conventional tools cannot be directly executed on components at

multi-levels in the design.
BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIG. 1 depicts a system for automated requirements-based test case

generation in accordance with embodiments;

[0005] FIG. 2 depicts a process for software testing in accordance with
embodiments;
[0006] FIGS. 3A-3D depict a software architecture model automatically derived

from a software design in accordance with embodiments;

1
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[0007] FIG. 4 depicts a process for component-level test case generation in

accordance with embodiments;
[0008] FIG. 5 depicts a requirement model in accordance with embodiments;

[0009] FIG. 6 depicts a requirement model with attached test objectives in

accordance with embodiments;

[0010] FIG. 7 depicts a logic condition coverage model with attached test

objectives in accordance with embodiments;

[0011] FIGS. 8A-8B depict an input masking model with attached test objectives

in accordance with embodiments;

[0012] FIG. 9 depicts a test script generation and review process in accordance

with embodiments;

[0013] FIG. 10 depicts an exemplary software architecture design and the

associated requirements traceability information in accordance with embodiments;

[0014] FIG. 11 depicts an exemplary unit level test script in accordance with

embodiments; and

[0015] FIG. 12 depicts an exemplary integration level test script in accordance

with embodiments.
DESCRIPTION

[0016] In accordance with embodiments, systems and methods automatically
create a software architecture model from the software design architecture along with
requirement models to automate multi-level architectural requirements-based test case

generation based on the proposed software architecture model.
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[0017] In accordance with embodiments, the software architecture model and its
requirements allocation are constructed using a model-based development (MBD) tool
with the representation of a hierarchical data flow diagram. As opposed to conventional
MBD tools, which are traditionally used for low-level design, an embodying MBD tool
automatically creates the software architecture model from the software design
architecture and generates corresponding test cases for the system-level or high-level

requirements.

[0018] ~Embodying systems and methods can implement component-level
requirements-based test case generation to automatically generate test cases for

components at different levels in the software architecture.

[0019] Figure 1 depicts system 100 for automated requirements-based test case
generation in accordance with embodiments. System 100 includes control processor 110
which executes computer instructions 131 to control the operation of the system and its
components. The executable instructions can be stored in data store 130, which also can
store data accessed and generated by the system. Control processor 110 can be located in
a computer, or a server, and interconnected to the various components via communication
link 120. The communication link can be an internal bus, an electronic communication
network, or the like. System 100 can generate test cases from system and/ or high level

requirements 132 of the safety-critical software.

[0020] Figure 2 depicts process 200 for automated software testing in
accordance with embodiments. Process 200 derives software architecture model 134
from the software design model. The software architecture model is constructed, step
205, in model-based development tool 150 environment based on the design model’s
architectural information. This software architecture model can be automatically created
in accordance with some implementations. Requirement models are allocated, step 210,
into different modules in the software architecture model by connecting the
corresponding monitored/controlled variables (e.g., FIG. 1. VAR1-VAR19) with the

input/output ports of the component. In accordance with some embodiments, at step 205

3
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input ports for all output variables in the requirement models can be added. By adding
input ports for all output variables, the test case generator can generate inputs and

expected outputs for the test cases in one run.

[0021] The component-level test case generator unit 140 can use the software
architecture model with allocated requirements to generate, step 215, unit/module-level
requirements-based test cases. The test case generator unit 140 can also generate, step
220, integration-level test cases to verify if the code component or integration complies

with the allocated requirements.

[0022] Figures 3A-3D depict software architecture model 300 built as a
hierarchical data flow diagram based on the software design architecture in accordance
with embodiments. Each component Componentl, Component2, Component3,
Component4 in the software design is a block/operator in the software architecture model
with input and output ports. Blocks/operators in the software architecture model are
connected with each other and can have multiple layers of sub-blocks/sub-operators.
Requirement models REQ12, REQ13, REQ14, REQ1S are allocated into the software
architecture model and connected to the input and output ports. The building process is
automatic, systematic and modular. The hierarchical data flow provides good

visualization and easy traceability from the requirements to the software design.

[0023] Figure 4 depicts process 400 for component-level test case generation in
accordance with embodiments. Process 400 is based on a received, step 405,
automatically created software architecture model in the form of a hierarchical data flow
diagram with requirement models allocated. One, or more, of the software components
in the software design is selected, step 410, based on the level of test generation, and the
corresponding software architecture model block/operator is used for test case generation.
An intermediate test model is built, step 415, based on the selected component by
attaching the test constraints and test objectives to the corresponding software
architecture model block/operator. The test objectives are attached to satisfy certain

coverage criteria at the requirements-level, such as requirements coverage (e.g., all
4
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requirements are activated), logic condition coverage (e.g., logic conditions in the
requirements are activated at certain level), etc. The test constraints are attached to the
model to constrain the monitored/controlled variables range and to ensure that the

generated test cases do not violate the requirements.

[0024] The automatic test case generation strategies (i.e., to attach the test
objectives and the constraints) can be based on the general form of a requirement. In

natural structural English language, the form of a requirement can be expressed as:

<antecedent expression > implies <consequent expression>,

[0025] Where <antecedent expression> is a logic expression on monitored
variables;
[0026] and <consequent expression> is a logic expression on controlled
variables.
[0027] Figure 5 depicts requirement model 500 (when expressed in Simulink) in

accordance with embodiments. The requirement model includes antecedent expression
510 and consequent expression 520. These expressions are provided to logic block 530,
which implies output signal 540 based on the expressions’ states (i.c., A ==> B). In order
for the requirement to hold, the output signal must be 1 or “true”. The automatic test case
generator unit 140 receives such and, from that, generates test cases, according to one or
more strategies (e.g., requirements coverage strategy, logic condition coverage strategy,
input masking strategy, etc.). Embodiments are not so limited, and other strategies for

test case generation are within the contemplation of this disclosure.

[0028] A requirements coverage strategy includes, for each requirement,
generating one test case where the requirement must be satisfied with the antecedent
expression being true. This is done by inserting test objectives and constraints and
running a test generation engine that can drive the input sequences to achieve the test

objectives.
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[0029] By way of example, the insertion of a test objective can be done using
test objective and test condition blocks from a commercial design verifier block library in
the selected model-based development tool (e.g., such as Simulink Design Verifier blocks
available from Simulink). The test generation engine can be used to drive the inputs to
achieve the test objectives. Figure 6 depicts requirement model 600 with attached test
objectives in accordance with embodiments. Test Objective block 610 (notated with a
“Q” within a circle), is analyzed by the design verifier to find a combination of variable
value assignments VAR21, VAR22 that cause its antecedent expression, which is of
Boolean type, be true. Test Condition block 620 (notated with a “C” within a circle),
causes the design verifier to keep the output of the “implies” block to be true. A true
output signal of the “implies” block is an indication that the requirement REQ27 is
satisfied. The value assignments to the monitored and controlled variables are generated

automatically by the design verifier.

[0030] A logic condition coverage (LCC) strategy can be implemented to
achieve functional coverage of logic equation conditions. Each condition within a logic
equation is demonstrated to have an effect on the outcome of the logic equation by
varying only that condition and holding fixed for all others that could affect the outcome.
Consider the examples in Table 1, which depicts logic condition coverage for two
variables, where two Boolean values (a and b) are the conditions for the listed Boolean
operators. Table 1 indicates whether a test case is necessary to achieve LCC coverage
(¥) or not (). When the antecedent expression has one of these operators, test cases are
generated for each of the corresponding combinations marked with (v'), and this is

generalizable for any number of operands.



CA 02948250 2016-11-14

280314

Boolean Test Case (T = True, F = False)
operator "t T TE | FT | FF
aANDb v v v *
aORb x v v v
aNAND Db v v v P
aNORD x v v v
aXORb v v v v
a XNOR b v v v v
Table 1
[0031] Figure 7 depicts logic condition coverage model 700 with attached test

objectives in accordance with embodiments. This LCC model is based on requirement
model 600 with a pattern of additional test objective and condition blocks 710, 720, 730.
In order to generate the test cases, the test objective blocks are attached according to the
Boolean operators used and respective cases in Table 1. After running the test generation
engine, a set of test cases is generated to satisfy logic condition coverage. Each generated
test case is also examined in order to discover which requirements it “activates” —

activation means that the output signal of Satisfiability port 740 must be 1 or “true”.

[0032] An input masking strategy can achieve masking Modified
Condition/Decision Coverage (MC/DC). The masking MC/DC meets the definition of
independent effect by guaranteeing the same minimum test cases at each logical operator
as a unique cause, and is acceptable for meeting the MC/DC objective of safety-critical
software development standards (e.g., DO-178B/C). Masking refers to the concept that
specific inputs to a logic construct can hide the effect of other inputs to the construct. For
example, a false input to an AND operator masks all other inputs, and a true input to an
OR operator masks all other inputs. The masking approach to MC/DC allows more than
one input to change in an independence pair, as long as the condition of interest is shown

to be the only condition that affects the value of the decision outcome. However, analysis
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of the internal logic of the decision is needed to show that the condition of interest is the

only condition causing the value of the decision's outcome to change.

[0033] Figures 8A-8B depicts input masking model strategy 800 with attached
test objectives in accordance with embodiments. Each sub-expression depicted in input
masking model 800 corresponds to a signal/block path that starts at an input condition of
the antecedent expression, involving a monitored variable VAR23, VAR24, VAR2S5, and
ends at the signal that represents the result of the monitored expression. From this model,
test cases can be automatically generated, associated to requirements REQ28 by

automatic test case generator unit 140 and translated to an output test script.

[0034] The input masking test generation strategy attaches test objectives

according to the following steps:

[0035] For each basic proposition (input condition) of the antecedent expression,
obtain the set S of all sub-expressions which contain this proposition, except the
proposition itself. Then, for each expression in set S: (1) if the top-level operation of the
sub-expression is an OR gate, substitute this expression by its negation in S; (2) create an
expression € which is the conjunction of all expressions in S and the basic proposition of

above; and (3) create a test objective which must make expression e true;

[0036] With reference again to FIG. 4, after attachment of the test constraints
and test objectives process 400 continues with test case generator unit 140 generating test
cases 136, step 420. The test case generator unit can perform model-checking, constraint
solving, and reachability resolution methods on the intermediate test model to generate
the test cases so as to satisfy the test objectives and/or detect unreachable test objectives.
The generated test cases are translated, step 425, into test scripts for test execution and
test review artifacts for certification. The advantage of the component-level test
generation method is that the method is flexible to automatically generate requirements-
based test cases for components at different levels in the software architecture to achieve

appropriate requirements-level coverage criteria. In accordance with embodiments, test

8
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cases can be generated applicable to either unit/module level testing as well as integration

level testing.

[0037] Figure 9 depicts process 900 for test script generation and test artifact
review in accordance with embodiments. The intermediate format 905 generated by
process 900 can be readable by humans and/or machines. Process 900 operates on the
component-level test cases described above. An intermediate format is generated, step
905, from the test cases. This intermediate format can indicate the input and expected
output information. The intermediate format can also indicate the requirements to which
the test case traces back, the test objective that the test case is satisfying, and the
reference that the test objective is derived from. The intermediate information can be
used to manually, or automatically, conduct test reviews. Certification artifacts are
generated, step 910, from the intermediate information. The intermediate information
can be used to generate, step 915, executable test scripts suitable to execute in different
test environments. The test scripts can also automatically be written back, step 920, to

requirements and test management tools (e.g., IBM® Rational® DOORS®).

[0038] Collectively, FIGS. 10-13 depict an illustration of an end-to-end
implementation in accordance with embodiments. Figure 10 depicts exemplary software
architecture design model 1000 and the associated requirements traceability information
in accordance with embodiments. The software architecture model can be constructed
(FIG. 2, step 205) as a Simulink model (FIGS. 3A-3D). Each block in the software
design model software architecture design is converted to a block in the software
architecture model in Simulink with the same interface and architectural information.
Each block in the software architecture model is also allocated with a set of requirements
models based on the requirements traceability information of Figure 10. For example, in
FIG. 3D, four requirements models (1010) are allocated to component2 based on the
information in FIG. 10. Similarly, block 1020 indicates the requirements traceability
information for componentl; block 1030 indicates the requirements traceability

information for component3; and block 1040 indicates the requirements traceability

9
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information for component4. The software architecture model depicted in FIGS. 3A-3D
is then used to generate requirements-based test cases at different levels in the software

architecture.

[0039] A user can select “component2” block (FIG. 4, step 410) to generate test
cases at this unit-level and select input masking test strategy. In accordance with
embodiments, test objectives and constraints blocks will automatically be attached to all
the requirements models inside “component2” block at step 415. After calling Simulink
Design Verifier at step 420 and translating test cases at step 425, the test cases that satisfy

all the test objectives and constraints for input masking test strategy will be generated.

[0040] Figure 11 depicts exemplary unit level test script 1100 in accordance with
embodiments. This unit level test script is an example of generated test cases at the unit-
level for “component2.” The test case is generated to be able to execute in SCADE test
environment on the “component2” block in the design. A user can alternatively select
integration-level block that includes component 1-4 at FIG. 4, step 410 to generate
integration-level test cases. In accordance with embodiments, test objectives and
constraints blocks are automatically attached to all the requirements models inside the
integration-level block at step 415. After calling Simulink Design Verifier at step 420
and translating test cases at step 425, the test cases that satisfy all the test objectives and

constraints for input masking test strategy will be generated.

[0041] Figure 12 depicts exemplary integration level test script 1200 in
accordance with embodiments. This test script is one example for the generated
integration level test cases. The test case is generated to be able to execute in SCADE

test environment on the integration-level block in the design.

[0042] In accordance with embodiments, a hierarchical data flow diagram (i.e.,
software architecture model along with requirement models) is automatically created to
capture requirements and design information. This hierarchical data flow diagram is used

to generate requirements-based test cases at different levels in the software architecture.

10
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In accordance with embodiments, system design information is used to build the
hierarchical data flow diagram, where requirements models are allocated inside modules
of the hierarchical data flow diagram. The requirements allocations are based on the
requirements-module traceability information from the design information.  Test
objectives and constraints can be attached to the software architecture model according to
a user-selected test strategy. Automatic test case generation is based on the hierarchical
data flow diagram to generate requirements-based test cases at different levels in the
design architecture that satisfy the test objectives and constraints. The generated test

cases can be directly executed on components at multi-levels in the design.

[0043] In accordance with some embodiments, a computer program application
stored in non-volatile memory or computer-readable medium (e.g., register memory,
processor cache, RAM, ROM, hard drive, flash memory, CD ROM, magnetic media,
etc.) may include code or executable instructions that when executed may instruct and/or
cause a controller or processor to perform methods discussed herein such as for

automated requirements-based test case generation, as described above.

[0044] The computer-readable medium may be a non-transitory computer-
readable media including all forms and types of memory and all computer-readable
media except for a transitory, propagating signal. In one implementation, the non-volatile

memory or computer-readable medium may be external memory.

[0045] While there have been described herein what are considered to be
preferred and exemplary embodiments of the present invention, other modifications of
these embodiments falling within the scope of the invention described herein shall be

apparent to those skilled in the art.

11
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WHAT IS CLAIMED IS:

1. A method for automated requirements-based test case generation, the
method comprising:

constructing a software architecture model in a model based development tool,
the software architecture model automatically derived from architectural information of a
software design model;

allocating requirement models into different components of the software
architecture model; and

a test case generator unit generating component level requirements-based test
cases from the software architecture model, wherein the component level requirements-
based test cases are generated according to at least one strategy selected from the list of a
requirements coverage strategy, a logic condition coverage strategy, and an input masking
strategy;

wherein the input masking strategy includes masking Modified

Condition/Decision Coverage (MC/DC).

2. The method of claim 1, including allocating the requirement models by
connecting corresponding monitored or controlled variables with at least one of an input

port and an output port of respective ones of the different modules.

3. The method of claim 1, wherein generating component level
requirements-based test cases includes the test case generator unit generating integration
level test cases, and applying the integration level test cases to verify if a code module

complies with the allocated requirements.

4. The method of claim 1, including:

receiving the software architecture model in the form of a hierarchical data flow
diagram derived from the software design along with the allocated requirement models, the
hierarchical data flow diagram including one or more blocks/operators mapping to

corresponding components in the software design;

12
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selecting one of the software components from the software design for test case
generation; and

building an intermediate test model based on the selected component by
automatically attaching at least one test objectives and test constraints to the corresponding

software architecture model block/operator.

5. The method of claim 4, including selecting the software component

based on a level of test generation.

6. The method of claim 4, including:

generating requirements-based test cases by performing at least one of model-
checking, constraint solving, and rcachability resolution methods on the intermediate test
model; and

translating the generated test cases into test scripts for test execution, and into

test artifacts for review.

7. A non-transitory computer-readable medium having stored thereon
instructions which when executed by a processor cause the processor to perform a method
for automated requirements-based test case generation, the method comprising:

constructing a software architecture model, the software architecture model
automatically derived from architectural information of a software design model;

allocating requirement models into different blocks/operators of the software
architecture model; and

generating component level requirements-based test cases from the software
architecture model, wherein the component level requirements-based test cases are
gencrated according to at least one strategy selected from the list of a requirements
coverage strategy, a logic condition coverage strategy, and an input masking strategy;

wherein the input masking strategy includes masking Modified

Condition/Decision Coverage (MC/DC).

13
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8. The non-transitory computer-readable medium of claim 7, including
instructions to cause the processor to allocate the requirement models by connecting
corresponding monitored or controlled variables with an input port or an output port of

respective ones of the different modules.

9. The non-transitory computer-readable medium of claim 7, including
instructions to cause the processor to generate integration level test cases, and apply the
integration level test cases to verify if a code module complies with the allocated

requirements.

10.  The non-transitory computer-readable medium of claim 7, including
instructions to cause the processor to:

receive the software architecture model in the form of a hierarchical data flow
diagram derived from the software design along with the allocated requirement models, the
hierarchical data flow diagram including one or more blocks/operators mapping to
corresponding components in the software design;

select one of the software components from the software design for test case
generation; and

build an intermediate test model based on the selected component by
automatically attaching at least one test objectives and test constraints to the corresponding

software architecture model block/operator.

11.  The non-transitory computer-readable medium of claim 10, including
instructions to cause the processor to:

generate requirements-based test cases by performing at least one of model-
checking, constraint solving, and reachability resolution methods on the intermediate test
model; and

translate the generated test cases into test scripts for test execution, and into test

artifacts for review.

14
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12. A system for automated requirements-based test case generation, the
system comprising:

a model based development tool including a control processor configured to
execute instructions, the control processor connected to a communication link; and

a component level test case generator unit to automatically generate test cases,

wherein the component level requirements-based test cases are generated
according to at least one strategy selected from the list of a requirements coverage strategy,
a logic condition coverage strategy, and an input masking strategy;

wherein the input masking strategy includes masking Modified

Condition/Decision Coverage (MC/DC).

13.  The system of claim 12, including the control processor configured to
execute instructions that cause the control processor to perform the steps of:

deriving a software architecture model from a software design;

allocating requirement models into different blocks/operators of the software
architecture model;

generating component level requirements-based test cases.

14, The system of claim 13, including the control processor configured to
execute instructions that cause the control processor to generate integration level test cases,
and apply the integration level test cases to verify if a code module complies with the

software architecture model and the allocated requirement models.

15.  The system of claim 13, including the control processor configured to
execute instructions that cause the control processor to:

receiving the software architecture model in the form of a hierarchical data flow
diagram derived from the software design along with the allocated requirement models, the
hierarchical data flow diagram including one or more blocks/operators mapping to
corresponding components in the software design;

selecting one of the software components from the software design for test case

generation; and
15
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building an intermediate test model based on the selected component by
automatically attaching at least one test objectives and test constraints to the corresponding

software architecture model block/operator.

16
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Build an intermediate test model based on the selected
component(s) by attaching constraints and test objectives 415

to the corresponding block/operator in the automatically
created software architecture model

Generate test cases to satisfy the test constraints and test ,
N —~_ 420
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Translate the generated test cases to test executable and test
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#t Time step1

## inputs

# enum4

SSM::set integration/var1 value3
# boolean

SSM::set integration/var2 value2
# enum5

SSM::set integration/var3 value4
# real A

SSM::set integration/var4 18.0

# real

SSM::set integration/var5 26.0

# real

SSM::set integration/var6é 30.0

# real

SSM::set integration/var7 10.0

# enumb

SSM::set integration/var8 value1
# enum?

SSM::set integration/var9 value2
# real

SSM::set integration/var10 0.0
#enum3

SSM::set integration/var11 value1
# enum8

SSM::set integration/var12 value3
# real

SSM::set integration/var13 1.0

# real

SSM::set integration/var14 33.0
# real

SSM::set integration/var15 20.0

## outputs

# real

SSM::check integration/var17 3.0
# real

SSM::check integration/var18 30.0
# real

SSM::check integration/var19 50.0

1200

#SSM::cycle

FIG. 12
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