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RELATED APPLICATIONS

The present application is a nonprovisional patent application and claims
priority benefit, with regard to all common subject matter, of earlier-filed U.S. provisional
patent applications entitled “SMART TOUCH SCREEN POINTER,” Serial No.
60/479,752, filed June 19, 2003; “USER VERIFICATION FOR SMART TOUCH
SCREENPOINTER,” Serial No. 60/483,012, filed June 26, 2003; and “SMART TOUCH
SCREEN POINTER,” Serial No. 60/484,495, filed July 2, 2003. The identified earlier-
filed provisional applications are hereby incorporated by reference into the present

application. This application also relates to co-pending U.S. Application Serial No.

, filed , and entitled “RFID TAG AND
METHOD OF USER VERIFICATION”; and U.S. Application Serial No.
, filed , and entitled “RFID TAG AND

METHOD OF USER VERIFICATION,” both of which are herein incorporated by -

reference.

BACKGROUND OF THE INVENTION
1. FIELD OF THE INVENTION
The present invention relates to human interaction with secure computer
systems. More particularly, the present invention relates to a tag worn on a user’s wrist,
fingertip, or other body part that is operable to communicate information to a computer
that aliows the computer to identify the tag, associate the tag with the user, and grant

or deny the user access to the computer.

2. DESCRIPTION OF PRIOR ART :
Computer systems, pharmacy automation systems, and other systems
that contain sensitive information often employ security measures, such as requiring
users to log into and out of the system. Operators of such systems, however, often
spend only a portion of their time at the systems. Engineers, for example, may spend
part of their time at their computer using design software and reading specifications,
and part of their time in a laboratory or in the field building and/or testing a design. To

ensure complete security, a user may need to log out of the system each time he or she
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leaves, requiring a new log in upon returning. This can become time consuming, and
may open the door to security breaches if the user forgets to log out.

Also, in many environments, such as in pharmaceutical prescription filling
environments, restaurants, and other patient or customer service environments, multiple
users share the same computer. In those environments, no specific user is logged into
the system, and it becomes necessary to identify, authorize and record the user for
every transaction that is entered. This often necessitates repeated input of user
identification numbers or scanning of user badges. Use of identification numbers and
badges is not only inconvenient, but also introduces the risk of an unauthorized user
obtaining an identification number and/or badge and accessing the system, thus
compromising security.

Modern computer and pharmacy automation systems also often employ
non-traditional interfaces, such as touch screens. People working with computer touch
screens or similar interfaces often desire to use mechanical pointers rather than their
fingers to operate the interfaces. A pointer facilitates precise touch screen operation
and eliminates the soiling effect of repeatedly touching the screen with a finger.

Touch screen pointers come in many shapes, sizes and varieties,
including those that a user holds in his or her hand like a pen, and those that are .
adapted to be secured to the user’s hand, such as a finger-mountable pointer secured
to the tip of the user’s finger. Securing a pointer to the tip of a finger eliminates the
need for the user to repeatedly pick up the pointer to use it, and enables the user to
interact with the screen in a natural and comfortable way, in much the same manner as
he or she would use a finger to operate the touch screen. Unfortunately, fingertip
pointers often impede other uses of the hand or finger, such as typing or writing.

The evolution of computers has created special demands for screen
navigation tools that are not adequately met by current touch screen pointers.
Computer systems are becoming commonplace in an increasing number and variety
of settings, and often accommodate and/or require multiple forms of user input.
Therefore, users often need to use a touch screen pointer in addition to other forms of
input, such as a keyboard, keypad, mouse or bar code scanner; and while using their
hands for other tasks, such as while filling pharmaceutical prescriptions, working on an
assembly line or driving a vehicle. Furthermore, portable computing devices, such as
notebook computers and personal digital assistants (PDAs), present a unique challenge

because their limited size and resources prohibit use of the more robust user input

2-



10

15

20

25

30

WO 2005/001642 PCT/US2004/019942
devices available to stationary computer systems. To facilitate screen navigation, for
example, PDAs often include a hand-held pointer, while notebook computers may
include touch pads. Unfortunately, traditional pointers are not well adapted to meet the
needs of these situations, as hand-held pointers can be prohibitively cumbersome and
inefficient and finger-mounted pointers can impede use of the hand.

Due to the above-mentioned and other problems and disadvantages in
the art, a need exists for improved computer security devices that automatically log a
user into and out of a secured system and allow the system to automatically identify the
user, control what functions he or she is allowed to perform, and record the
performance of such functions by the authorized individuals. A need also exists for
such a system that associates a particular person with a security device to eliminate the
risk of an unauthorized user acquiring and using a security device to gain access to the
system. A need also exists for input devices adapted to be secured to a user's finger
or other body partin a manner that automatically and positively identifies the user to the
computer system and which also facilitate the use of a touch screen without impeding

use of the body part.

SUMMARY OF THE INVENTION

The present invention overcomes the above-described and other
problems and disadvantages of the prior art. One embodiment of the invention
provides an identification tag adapted to facilitate use of a computer system, pharmacy
automation system, or other secured system. The tag is adapted to fit on a user’s wrist
in a manner that does .not impede use of the user's hand. The identification tag
includes an RF identification (RFID) component operable to communicate identification
information to a computer, which then uses the information, for example, to log the user
into and out of the system.

The identification tag also comprises a housing, and an attachment
component. The RFID component is adapted to be embedded in or attached to the
housing and includes a passive RF circuit operable to transmit identification information
via a radio signal in response to an interrogation signal. The identification information
may include a name or an identification number. The housing is adapted to enclose,
contain and protect the RFID component.. The attachment component is adapted to

secure, retain and maintain the housing in close physical association with the user.
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In another embodiment of the invention, an identification tag.is further
provided which comprises an affiliation component. The affiliation component is
operable to detect if the tag has been removed from a user by, for example, measuring
a capacitance associated with a surface of the tag, wherein the surface is in contact
with the user when the tag is secured to the user. The capacitance may indicate
whether the tag is secured to a user if, for example, the capacitance is significantly
higher when the tag is secured to the user. The affiliation component is further
operable to communicate affiliation information that indicates whether the tag is secured
to a user.

Both of the above-described tags may be used to provide secured access
to a computer system, pharmacy automation system, or other secured system, which
includes a computer, a display, and a keyboard. The computer is operable to
automatically log a user into and out of the system using the identification information
from the tag. In use, a user wears the tag on a wrist or other body part while operating
the computer. When the user approaches the computer, the computer interrogates the
identification component and detects the identification information from the identification
component. Once the computer detects the identification information it validates the
information by determining if the information contains a valid identification. When the
computer logs a user into the system, the user may then interact with the computer and
access otherwise protected files and data. While the user is logged into the system, the
computer may periodically interrogate the identification component to authenticate the
user. The frequency of interrogations may vary depending on the type of application
the user is running on the computer.

In another embodiment, a registration device may be provided to further
increase the functionality of the system by acquiring user physical information and
communicating the information to the computer. The physical information is unique to
the user and preferably relates to a physical attribute of the user such as, for example,
a fingerprint. The registration device acquires a user’s fingerprint information and tag
identification information, and confirms that the tag is worn by the person submitting the
fingerprint information by comparing pulse information from the user’s finger with pulse
information from the user's arm.

In use, when a computer of the secured system validates the identification
information, it may further prompt the user to submit user information via the registratioh

device by, for example, requiring the user to place a finger on a fingerprint scanner.
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The computer then validates the user information by matching the fingerprint
information from the registration device with fingerprint information stored in a memory.
The computer is operable to associate the identification information with the user
information by, for example, storing both in a memory. Associating the identification
information with the user information allows the computer to authenticate the user using
identification information, as well as verify that the identification information is
associated with a valid user. This reduces the risk of an unauthorized user accessing
the system by illicitly acquiring an identification tag. The affiliation component of the tag
may periodically communicate affiliation information to the system computer, allowing
the computer to confirm or abandon the association. If the computer detects a valid

identification but abandons an association, it may log the user out of the system, or may

-prompt the user to submit user information to create a new association.

Another embodiment of the present invention includes a pointer
comprising a stylus, the identification component mentioned above, and an attachment
component. The stylus is adapted to assist the user in communicating with a computer
via an interactive display, such as a touch screen or similar interface. The stylus is
preferably triangle-shaped and is sized to fit substantially over a user’s fingernail with
a point of the triangle extending minimally over the tip of the user’s finger.

The identification component is embedded in the stylus and is operable
to store and to communicate identification information relating to the pointer and/or the
user via a passive RF circuit. The identification component may include, for example,
a read only memory (ROM) that is programmed with the identification information at the
time the pointer is manufactured, or when the pointer is purchased by an end user.

The attachment component is adapted to secure the stylus to a user and
in one embodiment includes a flexible strap adapted to wrap around the user’s finger
and be secured in place with a hook and loop fastener. The attachment component
secures the stylus to the user’s finger so that the stylus is located substantially over the
user’s fingernail, with a point of the stylus extending over the tip of the fingernail with
minimal overhang. The attachment component does notimpede use of the user’s hand
or finger when worn, and leaves exposed a fingerprintable portion of the user’s fingertip.

The pointer may further include an affiliation component similar in form
and function to the affiliation component described above. Furthermore, the pointer
may be used as part of a computer system that may or may not make use of the

affiliation component.
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In use, a user wears the pointer on a finger or other body part while

operating the computer. When the user approaches the computer, the computer
interrogates the identification component and detects the identification information from
the identification component. Once the computer detects the identification information
it validates the information by determining if the information contains a valid
identification. When the computer logs a user into the system, the user may use the
pointer to interact with the computer via the display, may interact with the computer via
the keyboard, or both. While the user is logged into the system, the computer may
periodically interrogate the identification component to authenticate the user. The
frequency of interrogations may vary depending on the type of application the user is
running on the computer.

These and other important features of the presentinvention are more fully
described in the section titled DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS, below.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a top view of an RF identification tag secured to a user’s wrist according
to a preferred embodiment of the present invention;

FIG. 2 is a bottom view of the tag of FIG. 1 secured to a user’s wrist;

FIG. 3 is a schematic of components of the tag of FIG. 1;

FIG. 4 is a schematic of components of an alternate embodiment of the RF
identification tag of the present invention;

FIG. 5 is a schematic of components of an identification and registration circuit
of the RF identification tag of FIG. 4;

FIG. 6 is a perspective view of the RF identification tag of FIG. 1 used with
another embodiment of the present invention;

FIG. 7 is a perspective view of the RF identification tag of FIG. 4 used with
another embodiment of the present invention;

FIG. 8 is a perspective view of an RF identification tag registration device of the
computer system of FIG. 7, illustrating a placement of a user's hand on the device;

FIG. 9is a perspective view of the RF identification tag registration device of FIG.
8;

FIG. 10 is a side elevation view of the RF identification tag registration device of

FIG. 8, illustrating a placement of a user's hand on the device;
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FIG. 11 is a side sectional view of the RF identification tag registration device of
FIG. 8;
‘ FIG. 12 is a perspective view of a pointer of another embodiment of the present
invention;

FIG. 13 is a top view of the pointer of FIG. 12 secured to a user’s finger;

FIG. 14 is a side view of the pointer of FIG. 12 secured to a user’s finger;

FIG. 15 is a schematic of components of the pointer of FIG. 12;

FIG. 16 is a schematic of components of another embodiment of the pointer of
the present invention; .

FIG. 17 is a perspective view of a computer system using the pointer of FIG. 12;
and

FIG. 18 is a perspective view of a computer system using the pointer of FIG. 16.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Referring to FIGs. 1-3, an identification tag 10 is shown constructed in
accordance with a preferred embodiment of the present invention. The tag 10 is
adapted to facilitate use of a computer system by communicating identification
information to a computer of the system, which may use the information, for example,
to log the user into and out of the system. The tag 10 does not impede other user
functions, such as typing or writing.

The identification tag 10 comprises an RF identification (RFID) component
12, a housing 14, and an attachment component 16. The identification component 12
is preferably adapted to be embedded in or attached to the housing 14. The
identification component 12 may be any device operable to store and communicate
identification information, such as a passive RFID tag or chip, as described below. The
identification component 12 may include a memory element that is operable to receive
and store the identification information, such as a read only memory (ROM), a
programmable read only memory (PROM), or an erasable programmable read only
memory (EPROM). A manufacturer may store the identification information in the
identification component 12 by programming the ROM at the time the wrist tag 10 is
manufactured, or an end user may program or reprogram the PROM or EPROM using,
for example, an RF read/write apparatus.

The identification information may be unique to a user and/or unique to

the identification tag 10 by containing, for example, an identification number of the user,
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an identification number of the tag 10, or a name of the user. Identification information
unique to a user or tag 10 would be desirable, for example, where the system must
recognize or record the identity of each user. Such a system may give each user
access to only his or her data files and/or access to data files shared by all users of the
system. Alternatively, the identification information may be unique to a class of users
ortags 10. In such a system, the identification components 12 pertaining to each class
would transmit identification information unique to their class, allowing a computer to
distinguish between the various classes of users by detecting the identification
information. For example, a first class of identification components 12 may correspond
to engineers, a second class may correspond o accountants, and a third class may
correspond to managers. The system could give the engineers access only to files
relating to project designs, give the accountants access only to files relating to
expenses and payroll, and give the managers access to all files in the system.

The identification component 12 preferably includes a passive RF circuit
operable to transmit identification information via a radio signal in response to an
interrogation signal. If the identification component 12 is used with a computer, for
example, the computer may be operable to communicate an electromagnetic
interrogation signal and detect a response from the RF circuit. Passive RF circuits have
the advantage of being small and externally powered, allowing the circuit to be easily
embedded in the housing 14 without a battery or other external power supply. Although
described as a passive RF circuit, the identification component 12 may be an active RF
circuit, and may be operable to communicate the identification information via other
wireless means, such as, for example, infrared, ultrasonic or optical signals.

The housing 14 is adapted to enclose and contain the identification
component 12 so as to protect and shield it from the hazards of use and of the
environment. As such, the housing 14 is preferably constructed from a suitable
lightweight and impact-resistant material such as, for example, plastic, nylon, aluminum,
or any combination thereof. Though shown as being substantially rectangular, the
housing 14 may take any suitable shape, including, for example, ergonomic shapes
molded to substantially correspond to a portion of the user’s body whereupon or against
which the housing 14 is meant to rest.

The attachment component 16 is adapted to secure, retain and maintain
the housing 14 in close physical association with the user and is preferably adjustable.

In one embodiment, the attachment component 16 includes a flexible strap adapted to
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wrap around the user’s wrist or arm, secured in place with a hook and loop fastener,
such as the VELCRO® brand hook and loop fastener. The attachment component 16
preferably secures the housing 14 to the user’s wrist so that the housing 14 is located
on the top of the wrist when the user is typing, thus facilitating wireless communication
between the identification component 12 and the computer while the user is working at
the computer. The attachment component 16 preferably does not impede use of the
user's hand or fingers when worn, allowing the user to type, use a pen, use a fingerprint
scanner, talk on a telephone, wear a glove, and perform other tasks without removing
the wrist tag 10. Wearing the tag 10 on the user’s wrist allows the user to efficiently use
a secure computer system by enabling the user to communicate his or her identity to
the system without going through time consuming log-in screens or removing an
identification badge or card from a pocket, wallet, or purse.

The attachment component 16 is not limited to a flexible strap but may
include, for example, an elastic band or substantially rigid members that partially or
completely encircle the user’s wrist or arm. Also, the attachment component 16 may
secure the housing 14 and the identification component 12 to various areas of the
user’s body or clothes, such as a wrist, arm, finger, shirt or glove. While the attachment
component 16 and the housing 14 have been described separately, it will be
appreciated that they may be integrally connected.

Referring to FIG. 4, an identification tag 100 is shown constructed in
accordance with an aiternate embodiment of the present invention. The identification
tag 100 is similar to tag 10, described abov'e, except that the identification tag 100
includes a tag identification and registration circuit 102. Referring also to FIG. 5, the
identification and registration circuit 102 includes a tag processor 104; an identification
component 106; an antenna 108; an affiliation component 110; a confirmation signal
generator 112; a battery 114; a battery charger 116; and a power regulator 118.

The tag processor generally controls the other components of the tag
identification and registration circuit. The illustrated processor 104 is a general-purpose
model digital computer processor commercially available. Alternatively, the processor
may be an application-specific model custom made for use in the circuit 102. The
processor 104 includes onboard memory and clock elements (not shown). The
processor 104 receives information from the identification component 106, the affiliation
component 110 and the battery charger 116. The processor 104 responds to the

information by communicating control signals to activate and deactivate the
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identification component 106; to request information from the affiliation component 110
as well as to activate and deactivate it; and to activate and deactivate the battery
charger 116. It will be appreciated that the control functions of the processor may be
implemented by means other than the illustrated processor 104 such as, for example,
with discrete logic chips including logic gates and memory elements.

The identification component 106 is similar fo the identification component
12, described above, in that it is activated by an external interrogation signal received
via the antenna 108 and communicates identification information in response to the
signal. In contrast to the identification component 12, however, the identification
component 106 communicates information to the processor 104 and is controlled by the
processor 104. The processor 104 may disable the identification component 106, for
example, to conserve power and prolong the life of the battery 114. Furthermore, the
processor 104 may communicate specific identification information to the identification
component 106, which the identification component 106 then communicates in
response to the interrogation signal received by the antenna 108. The identification
component 106 may communicate information to the processor 104 indicative, for
example, of whether the identification component 106 has received an interrogation
signal.  Furthermore, the processor 104 may be programmed to disable the
identification component 106 to preserve power such as, for example, when a signal
received by the antenna 108 is used to recharge the battery 114.

The antenna generally receives wireless signals from an external source
and communicates the signals to the various other components of the circuit. The
illustrated antenna 108 is a patch antenna that receives wireless RF signals and
communicates the signals to the identification component 106, the confirmation signal
generator 112, and to the battery charger 116. These components derive both
information and power from the RF signals. The battery charger 116 derives power
from the signals, for example, while the identification component 106 derives
information, such as interrogation information, from the signals. The antenna 108 is
tuned to a frequency or band of frequencies used by the system.

The user affiliation component generally determines whether the
identification tag is secured to a user and wirelessly communicates corresponding
information to an external electronic device. The illustrated affiliation component 110~
is operable to detect if the tag 100 is secured to a user and to communicate

corresponding information to a computer to enable the computer to associate the tag
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100 with a particular user, as described in greater detail below. The affiliation
component 110 communicates information to the processor 104, which communicates
the information to the antenna 108 for wireless communication to an external device.
Alternatively, the affiliation component 110 may communicate the information directly
to the antenna 108.

The affiliation component 110 may determine if the tag 10 is secured to
a user by, for example, measuring a capacitance between two points of the housing 14,
wherein a capacitance value is indicative of whether the housing 14 is in contact with
the user's body. The affiliation component 202 may alternatively measure a
temperature, sense a pressure, and sense moisture to determine if the tag 100 is
secured to a user. The affiliation component 202 may also use any combination of
these sensors to determine if the tag 100 is secured to a user. If capacitance is lost
disrupted or lost entirely, for example, the processor 104 will not respond to
interrogations by the computer until the tag has been re-registered.

The confirmation signal generator generally verifies the tag by
communicating an electromagnetic signal in response to an external RF signal, thus
allowing an external device to identify the tag. The illustrated confirmation signal
generator 112 is an infrared light-emitting diode powered directly by the antenna 108,
wherein the brightness of the generator 112 reflects the strength and pattern of the
signal received by the antenna 108. For example, if the RF signal received by the
antenna 108 has a certain magnitude and frequency, the confirmation signal will have
a similar magnitude and frequency. An external device receiving and monitoring the
confirmation signal could compare the signal communicate to the tag 100 with the
signal received from the signal generator 112 to confirm the identity of the tag 100 and
the presence of only one tag 100. As the magnitude and/or the frequency of the signal
communicated to the tag 100 increases or decreases the corresponding confirmation
signal generated by the confirmation signal generator changers accordingly. If a
second tag is placed within a close proximity of the tag 100 so that there are two LEDs
present, the device receiving the light signals will recognize that two light signals are
present and will prevent further user verification.

The battery generally supplies power to the other components of the tag
circuit and is recharged by the battery charger. The illustrated battery 114 is sufficiently
small to fit within the tag 100, and therefore may be similar to a battery used in a watch,
hearing aid, or similar small electronic device. The battery 114 is charged by the battery

11-
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charger 116 when the charger 116 is activated by the processor 104. Thus, the battery
114 does not need to be replaced each time its power is drained, but is preferably
accessible none-the-less to facilitate replacement at the end of the useful life of the
battery, which may be, for example, after one thousand charges. It will be appreciated
that battery may be any type of device capable of storing and delivering electrical
power, including, for example, a capacitor.

The battery charger generally receives power from the antenna, converts
the received power into a form that is receivable by the battery, and chargers or
recharges the battery by delivering power to it. The illustrated battery charger 116 is
controlled by the processor 104 to recharge the battery 114 when the processor 104
determines that the battery’s supply of energy is sufficiently low to merit recharging and
that the identification component 106 is supplying sufficient power to the battery charger
116 to allow it to recharge the battery 114. Thus, the battery 114 can be charged or
recharged via a wireless signal and without the need to attach the tag 100 to another
device. The battery charger 116 also delivers power to the other components of the
circuit 102 while charging the battery, as illustrated in FIG. 5. Recharging a tag after
a day of use may include removing the tag from the user’s arm and placing it in a box
or basket where wireless recharging signals are directed. It will be appreciated that this
can greatly reduce the amount of time dedicated to recharging the tags, particularly
where a large number of tags are used.

The battery charger 116 may be a circuit as simple as a voltage regulator
circuit that supplies the battery 114 with a fixed voltage, a rectifier circuit that receives
an alternating current signal from the identification component 106 and communicates
adirect current signal to the battery 114, or a combination thereof. It will be appreciated
that the battery charger may further be more sophisticated with complex internal
circuitry.

The power regulator generally receives power from the battery charger
and the battery, regulates the power, and delivers the power to other components of the
tag circuit. The illustrated power regulator 118 includes capacitive and/or inductive
circuits to prevent extreme and/or rapid changes in voltage and current from reaching
the other components of the circuit 102. The power regulator 118 is particularly
important to include in the circuit 102 where circuit power is derived alternately from the
battery charger 116 and the battery 114, or where circuit power is derived directly from

the antenna 108. In such situations power levels are likely to fluctuate significantly, and
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the power regulator 118 protects the circuit 102 from disruptions and surges in the flow
of power.

The tag identification and registration circuit has been illustrated and
described with reference to particular elements and components. It will be appreciated,
however, that substitutions may be made that preserve the general functionality of the-
circuit and remain within the scope of the present invention. The components, for
example, may be embedded in a single integrated circuit, or may be contained in
separate circuits within a single identification tag or within separate identification tags.

Referring to FIG. 6; the identification tag 10 is preferably used to provide
secured access to a computer system, pharmaceutical automation system, or other
secured system 200 including a computer 202, a display 204, and a keyboard 206. The
computer 202 is preferably a workstation connected to a computer network but also
may be, for example, a stand-alone personal computer, a network terminal, or a
portable computing device such as a personal digital assistant or a computer embedded
in a vehicle. The computer 202 is operable to automatically log a user into and out of
the system 200 using the identification information from the identification component
12 of the tag 10. The computer 202 may communicate with the identification
component 12, for example, using an RF circuit operable to transmit an interrogation
signal and detect an identification signal, wherein the RF circuit may be integral with or
peripheral to the computer 202. The RF circuit may be, for example, embedded in the
keyboard 206, the monitor 204, the computer 202, or other peripheral devices. While
the computer 202 is shown with minimal peripheral components, the computer 202 may
include any number of peripheral components or attachments in addition to those
shown and described herein.

The display 204 is operable to display information generated by the
computer 202 and may include, for example, a cathode ray tube or a liquid crystal
display. The keyboard 206 is operable to allow the user to input text and other
commands to the computer, and may be of a type that is well known in the art. The
display 204 and the keyboard 206 may take any of a variety of forms. For example, if
the computer 202 is embedded in a vehicle, the display 204 may include a small liquid
crystal display (LCD) touch screen embedded in the vehicle’s dash board, and the
keyboard 206 may include only a few buttons located on the dash board or steering

wheel.
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In use, a user wears the identification tag 10 on a wrist while operating the
computer 202. When the user approaches the computer 202, the computer 202
interrogates the identification component 12 by transmitting an RF signal detectable by
the identification component 12. The computer 202 then detects the identification
information transmitted from the identification component 12. Once the computer 202
detects the identification information it attempts to validate the information by
determining if the information contains a valid identification. This may be done, for
example, by extracting an identification number from the information and comparing the
number to a list of valid identification numbers stored in a memory. If the computer 202
determines that the information contains a valid identification, it logs the user into the
syétem 200. If the computer 202 determines that the information does not contain a
valid identification, it denies the user access to the system 200 and displays, for
example, an error message.

While the user is logged into the system 200, the computer 202 may
periodically interrogate the identification component 12 to authenticate the user. The
computer 202 may authenticate the user, for example, by interrogating the identification
component 12 once every thirty seconds, once a minute, or once every five minutes.
If the computer 202 does not detect a valid identification in response to the
interrogation, it may automatically log the user out of the system 200. The computer
202 may also log a user out of the system 200 if the computer 202 detects an
identification that does not correspond to a previous identification, indicating that a new
user is accessing the system.

The frequency of interrogations may vary depending on the type of
application the user is running on the computer 202. For examplé, if the useris running
an application that gives the user access to sensitive information, the computer 202
may interrogate the identification component 12 every thirty seconds or less, whereas
if the user is running an application that does not give the user access to sensitive
information, the computer 202 may interrogate the identification component 12 every
five minutes, or may not execute an interrogation at ali until the user runs an application
that gives the user access to sensitive information. The frequency of the interrogations
may also decrease if several consecutive interrogations confirm that the same user is
accessing the system.

The system 200 has been described as automatically logging the userinto

and out of the computer 202 as the user approaches and leaves the vicinity of the
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computer 202, but the system 200 may use other methods to provide secured access
to the computer 202. If the user does not anticipate use of the computer 202 by more
than one person, for example, the system 200 may simply lock the computer 202
without logging the user out when the user leaves the vicinity, and then unlock the
computer 202 when the user returns to the vicinity. This method has the advantage of
avoiding the potentially lengthy delays associated with logging a user into and out of the
system 200 and/or a network.

The system 200 relies upbn the assumption that only an authorized user
is using the identification tag 10, because the system 200 only validates the tag 10, not
the user. This may be adequate in some situations, such as, for example, where the
information stored in the system 200 is not highly sensitive, where all users possess a
security clearance, or where there is a small number of users. In an environment where
there is a substantial risk of an unauthorized user accessing the system 200 by illicitly
acquiring a tag 10, a system that associates a user with an identification tag may be
employed, as explained beiow.

Another preferred embodiment of the present invention is illustrated in
FIGs. 7-11 and provides a security system 250 used to prevent unauthorized access
to a protected computer system, a pharmaceutical dispensing mechanism, or any other
system or device for which authorization is required for access or control. The security
system 250 broadly includes the identification tag 100, an identification tag registration
device 302 used to associate the tag 100 with a particular user, and a processor or
other computing device which communicates with the tag 100, the registration device
302 and the protected system or device.

Referring to FIG. 7, one implementation of the security system 250
includes a secured computer system 300. The computer system 300 is substantially
similar to the computer system 200, except that the computer system 300 takes
advantage of the tag identification and registration circuit 102 of the tag 100 by, for
example, using the RF identification (RFID) tag registration device 302 to associate a
user with a particular identification tag.

The system 300 comprises the host computer 202; the display 204, and
the keyboard 206. One embodiment of the registration device 302 includes a fingerprint
scanner 304, a finger pulse sensor 306, a local RF tag read/write component 308, wrist

pulse sensor 310 and confirmation signal sensor 312; and an RF tag reader 314
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including an antenna 316, a transmit power controller 318 and a receiver 320 all housed
in or on a housing 321.

The RF identification tag registration device 302 generally scans physical
information unique to the user and communicates the information to the computer 202,
enabling the computer to verify that a valid user is wearing the tag and to associate the
tag with the user. Referring also to FIGs. 8-11, the housing 321 of the illustrated tag
registration device 302 includes a base 322 and a handle 324, wherein the base 322
includes a recess 326 in which the user’'s arm rests while the user grasps the handle
324. The fingerprint scanner 304 and the finger puise sensor 306 are located near a
top of the handle 324 so that a user's thumb easily and comfortably rests on the
scanner 304 when the user grasps the handle 324. The local RF tag read/write
component 308, the wrist pulse sensor 310 and the light sensor 312 are located on a
side of the recess 326 to be proximate the tag 100 when the user’s arm that is wearing
the tag 100 is resting in the recess 326.

The fingerprint scanner generally acquires an image of the user's
fingerprint and communicates the image to the system so that the system can verify that
the user is authorized to use the system. The illustrated fingerprint scanner 304 is
located near a top of the handle 324 so that when a user grasps the handle, the user’s
thumb naturally and comfortably rests on the scanner 304 with the thumbprint squarely
on the scanner 304. The scanner 304 uses traditional methods known in the art to
acquire an image of the thumbprint, such as optical scanning, capacitance scanning,
or both. An optical scanner, for example, illuminates the ridges and valleys of a user’s
finger that form the fingerprint with an array of light emitting diodes (LEDs), and
captures an image of the print with a charge coupled device (CCD). A CCD is simply
an array of light-sensitive diodes called photosites, which generate an electrical signal
in response to light photons. Each photosite records a “pixel,” or a tiny dot representing
the light that hit the photosite. Collectively, the light and dark pixels form an image of
the fingerprint. Typically, an analog-to-digital converter in the scanner system
processes the analog electrical signal to generate a digital representation of this image.
The digital representation can then be communicated to the computer for processing.
It will be appreciated that other biometric information sensors may be used in place of,
or in addition to, the fingerprint scanner described herein. A retina scanner may be

used to compliment or replace the fingerprint scanner, for example.
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The finger pulse sensor and the wrist pulse sensor generally measure the
user's pulse from the finger that contacts the fingerprint scanner and the user’s wrist
near the RF identification tag. The illustrated finger pulse sensor 306 is adjacent to the
fingerprint scanner 304 and thus measures the user’s pulse through the user’s thumb
in normal operation. The illustrated wrist pulse sensor 310 includes four sensor
receptacles 328,330,332,334 that contact the user’s wrist and sense the user’s pulse.
As illustrated, the sensor receptacles 328,330,332,334 are placed on either side of the
read/write component 308. The system preferably requires a pulse to be sensed on
each receptacle 328,330,332,334, but alternatively may require a pulse to be sensed
on any one of the receptacles 328,330,332,334 or combination thereof. The finger
pulse sensor 306 and the wrist pulse sensor 310 utilize pressure sensors and/or other
sensors commonly used to measure human pulse, such as oximeters. Sensing the
user’s pulse at both the finger and the wrist enables the device 302 or system 300 to
compare the two pulses to verify that the two are from the same person, thus preventing
a first person from placing his finger on the thumbprint scanner while a second person
places his wrist in the recess 326 of the base 322 of the registration device 302. The
device 302 processes the fingerprint and pulse information using integrated circuits 336
and 338. Alternatively, the device 302 may communicate all or a portion of the
fingerprint and pulse information to the computer 202 for processing.

The RF tag read/write component 308 is operable to read information from
and write information to theé passive RF identification component 12 of the RFID tag
100, and is further operable to receive affiliation information from the affiliation
component 102 of the tag 100. The component 308 communicates this information to
the computer 202 for processing, which is described above.

The confirmation signal sensor generally senses confirmation signals
communicated by the confirmation signal generator of the RF identification tag to
confirm the identification of the tag. The illustrated confirmation signal sensor 312
senses the confirmation signals generated by the confirmation signal generator 112 and
therefore is an infrared sensor. For optimal security, it is preferable to design and/or
place the confirmation signal sensor 312 so that the signal generator 112 must be in
close proximity to the sensor 312 for communication to occur. This may be
accomplished, for example, by limiting the sensitivity of the sensor 312. |t will be
appreciated that this reduces the risk of a first person placing his or her arm in the
registration device 302 while another person registers a tag. It will be further
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'appreciated that the confirmation signal sensor may take any form adapted to receive
the confirmation signal.

To enable the computer to associate an RFID tag 100 with a particular
user, the registration device 302 must scan physical information from only one hand
and identification information from only one RFID tag 100 at a time. Use of the LED
112 of the tag circuit 102 and the LED sensor 312 prevent a first person from placing
a finger on the fingerprint scanner 304 and a wrist in the recess 326 of the registration
device 302 while a second person wears the tag 100 near the RF tag read/write
component 308. In such a situation the LED sensor 312 does not detect the LED 112,
and the registration device 302 does not register the user. To further avoid reading tags
that are not in the registration device 302, the read/write component 308 may have a
very short range, such as less‘than one inch, which forces the user to hold his or her
wrist with the identification tag 100 very close to the read/write component 308.
Furthermore, to ensure that the physical infofmation is collected from the hand of the
person wearing the identification tag 100, the registration device 302 is adapted to
physically accommodate only one hand/wrist at a time when the physical information
is read.

When the user grasps the handle 324, the user’s lower arm with the tag
100 rests in the recess 326 of the base 322. The local RF tag read/write component
308 is located near a ridge of the recess 326 so that the circuit 102 of the tag 100 is
near the read/write component 308. The read/write component 308 is preferably
located on either side of the recess 326 to accommodate wearing the tag 100 on either
arm. It will be appreciated that the shape of the handle 324 and base 322 makes
proper use of the registration device 302 easy and comfortable while discouraging
improper use of the registration device 302. It is impossible, for example, for two users
to place their arms in the recess 326 simultaneously in an effort to circumvent system
security by registering two tags.

The variable power RF tag reader 314 is operable to communicate with
the identification tag 100 to receive identification information from the tag 100 and
communicate that information to the host computer 202. The reader 314
communicates wirelessly with the tag 100, and is preferably peripheral to the host
computer 202 as illustrated in FIG. 7. Incorporating the reader 314 into a peripheral
device has the advantage of allowing the user to place the reader 314 in a position or

location to optimize communications between the reader 314 and the host computer
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202. Alternatively, the reader 314 may be integral with and/or internal to the computer
202.

The reader 314 reads identification information from the RFID tag 100 by
first transmitting an electromagnetic interrogation signal, which the passive RF
identification component 12 responds to, as described above. The RFID component
12 responds to the interrogation by transmitting a signal containing identification
information. The reader 314 is adapted to receive the signal containing the
identification information and communicate that signal to the host computer 202. The
reader 314 is operable to isolate the RFID tag 100 of the user from other tags 100 in
the vicinity. For example, the reader 314 is preferably adapted to transmit the
interrogation signal at various power levels to enable the system 300 to isolate
communication with the RFID tag 100 nearest the computer 202. This would be
advantageous where several users with RFID tags 100 are in the vicinity of the
computer 202, but only the user nearest the computer 202 is using the computer 202
and needs to be logged in.

While the RF tag registration device 302 and the RF tag reader 314 have
been depicted as being communicatively coupied to the computer 202 via wires, it will
be appreciated that either or both may communicate with the computer 202 via a
wireless medium such as RF, infrared, or optical signals.

In use, a user wears the RFID tag 100 on a wrist while operating the
computer 202. When the user approaches the computer 202, the computer 202
detects and validates identification information from the identification component 12 of
the tag 100. When the computer 202 validates the information it may prompt the user
to submit physical information via the registration device 302 by, for example, grasping
the handle 324 of the registration device 302, placing a thumb on the fingerprint
scanner 304 and resting the arm in the recess 326 of the base 322 of the registration
device 302. The registration device 302 scans the physical information using the
fingerprint scanner 304, interrogates the tag 100 with the RF tag read/write component
308 to acquire identification information, and communicates the physical information
and the identification information to the computer 202. Additionally, the computer 202
may write information, such as an access code, to the tag 100 via the read/write
component 308 of the registration device 302.

In order to submit physical information, the user must grasp the handle

324 of the registration device 302, place his or her thumb or finger on the fingerprint
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~ scanner 304, place his or her arm in the recess 326 of the base 322 of the registration

device 302 and press the tag 100 against the local RF tag read/write component 308
and the confirmation signal sensor 312. This allows the registration device 302 to
compare the finger pulse information with the wrist pulse information and allows the
confirmation signal sensor to confirm that the tag 100 being read is worn by the user
submitting physical information. It will be appreciated that these precautions reduce the
risk of system security breaches. For example, if a first user attempts to place a thumb
on the fingerprint scanner while a second user attempts to rest an arm in the recess
326 of the base 322, the registration device 302 will not read physical information
because the finger pulse information will not match the wrist pulse information.
Furthermore, if a first user grasps the handle 324 of the registration device 302 and
rests an arm in the recess 326 of the base 322 while a second user holds the tag 100
near the local RF tag read/write component 308, the registration device 302 will not
read the user’s physical information because the confirmation signal sensor 312 will not
have sensed the confirmation signal from the signal generator 112.

The computer 202 may validate the user information by, for example,
comparing the user’s fingerprint information with information stored in a database, and
matching the user's information with database information. Upon receiving and
validating the user physical information, the computer 202 associates the identification
information from the tag 100 with the physical information by, for example, storing both
in a memory. Associating the identification information with the physical information
allows the computer 202 to authenticate the identification information by, for example,
verifying that the identification information is associated with a valid user. This reduces
the risk of an unauthorized user accessing the system 300 by illicitly acquiring an RFID
tag 100. |

To compare the user’s fingerprint with a fingerprint stored in a database,
the computer 202 may compare the entire fingerprint image with other images stored
in a database or compare just part of the image with other images stored in a database.
Comparing just part of the images can be performed much more quickly and requires
less computer resources, such as memory and processor time. Furthermore, storing
and using entire fingerprint images subjects the users to the risk of the images being
stolen.

When comparing only parts of the fingerprint image, such systems

compare only specific features of the fingerprint known as “minutiae.” Such minutiae
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may include, for example, points where ridge lines terminate or bifurcate. Using
algorithms known in the art, such systems compare the positions of minutiae of one
image with the positions of the minutiae of a second image. If the two images have
similar constellations of minutiae, for example, consisting of five ridge terminations and
three bifurcations, it is likely that the images or of the same fingerprint. To match
fingerprint images, the system does not have to match each and every minutiae point
from each image but simply needs to find a sufficient number minutiae common to both
images. The exact number varies according to the scanner programming, and may be
varied by a user to increase or decrease the level of security.

While the user is logged into the system 300, the computer 202 may
periodically interrogate the identification component 12 via the variable power RF tag
reader 314 to authenticate the user. The system 300 is adapted to isolate

communication with the tag 100 of the user accessing the computer 202 from others

* that may be in the vicinity. This may be done, for example, using the power controller

318 of the reader 314 to isolate communications with the user nearest the reader 314.
To accomplish this, the reader 314 begins by transmitting an interrogation signal at a
high transmit power level. The reader 314 then attempts to detect one or more radio
signhals containing identification information via the receiver 320. If the reader 314
detects only one response signal, it maintains the transmit power at the high level. If
the reader 314 detects more than one response signal, the reader 314 may decrease
the transmit power level by a small amount and transmit the interrogation signal again.
If the reader 314 again detects more than one response signal, it will repeat the steps
of decreasing transmit power and transmitting an interrogation signal at the lower power
level.

This process allows the reader 314 to decrease the transmit power until
the interrogation signal does not reach and/or activate tags 100 that are further from the
reader 314 while still activating tags 100 that are closer to the reader 314. When the
reader 314 has isolated communications with a single tag 100, that tag will be nearest
the reader 314 and most likely the user of the computer 202. 1t will be appreciated that
other methods of isolating the system user may be implemented with the present
invention. When the user first submits physical information via the registration device
302, for example, the computer 202 may assign an access code to that user's tag 100
by writing the access code to the identification component 12 via the read/write
component 308. The access code is then included in the identification information
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transmitted by the identification component 12, thus allowing the reader 314 to
distinguish between various tags 100 that may be within the range of the reader 314.

The user affiliation component 202 of the RFID tag 100 may periodicaily
communicate affiliation information to the computer 202, allowing the computer 202 to
confirm or abandon the association of the identification information and the user
physical information. The computer 202 may confirm the association if the affiliation
information indicates that the tag 100 has not been removed from the user since the
association was created. The computer 202 may abandon the association if the
affiliation indicates that the tag 100 has been removed from the user since the
association was created. If the computer 202 does not detect the identification
information associated with the user physical information, it may automatically log the
user out of the system 300. If the computer 202 detects a valid identification but
abandons an association, it may log the user out of the system 300, or may prompt the
user to submit user information to create a new association.

The user affiliation component 110 may automatically communicate
affiliation information periodically, such as every thirty seconds, or may communicate
the information in response to certain events. For example, the user affiliation
component 110 may communicate affiliation information when the tag 100 has been
removed from the user, when a new user attempts to access the system 300, or when
the computer 202 solicits affiliation information.

The computer 202 may confirm or abandon an association without using
the wrist affiliation component 110. This may be done, for example, by periodically
prompting the user to submit user information via the registration device 302. If the
user does not submit the information, or if the information indicates a new user is
accessing the system 300, the computer 202 may log the user out of the system and/or
log the new user into the system. Alternatively, the computer 202 may prompt the user
to submit user information only if the user is running an application on the computer 202
that gives the user access to sensitive information.

While the tag 100 and the registration device 302 have been described
and illustrated as useful to prevent unauthorized access to the computer system 300,
it will be appreciated that the tag 100 and/or the registration device 302 are useful in
many different environments that require secured access to a system or one or more
devices. By way of example, the tag 100 and the registration device 302 may be used

with an automated system that dispenses pharmaceuticals or other controlled-

-22-



10

15

20

25

30

WO 2005/001642 PCT/US2004/019942
distribution products. Furthermore, the tag 100 and/or the registration device 302 may
be used in an automated manufacturing system, wherein the tag 100 grants control of
or access to manufacturing devices or systems located throughout a production site.

Referring to FIGs. 12-15, a pointer 400 is shown constructed in
accordance with a third preferred embodiment of the present invention. The pointer
400 is adapted to facilitate use of a secured touch-screen computer system, does not
impede other user functions such as typing, and is operable to communicate
identification information to a computer. The computer may then use the information,
for example, to log the user into and out of the computer system.

The pointer 400 comprises a stylus 402, an identification component 404,
and an attachment component 406. The stylus 402 is adapted to assist the user in
communicating with a computer via an interactive display, such as a touch screen or
similar interface. The stylus 402 may be used with a touch screen, for example, that
is part of a stand alone personal computer, part of a workstation that is connected to
a computer network, or part of a portable device such as a personal digital assistant.
The stylus 402 preferably is lightweight, sturdy, contains a fine point 408 for precise
touch screen operation, and is adapted to be secured to the user in a comfortable
manner for convenience and ease of use.

The stylus 402 is preferably constructed of plastic or other suitable
material such as aluminum, wood or nylon; is substantially triangle-shaped; and is sized
to fit substantially over a user’s fingernail with the point 408 extending minimally over
the tip of the user’s finger, as illustrated in FIGs. 8 and 9. The user interacts with the
display using the point 408. Placing the stylus 402 over the user’s fingernail allows the
user to wear and use the pointer 400 without impeding use of the hand, as explained
below. Although shown and described as being triangle-shaped, the stylus 402 may
be of different shapes, such as, for example, a rectangle, oval, or rod. Furthermore, the
stylus 402 may be adapted to be secured to body parts other than a finger, such as a
wrist or arm; or to a user’s clothing, such as a shirt sleeve or glove.

The identification component 404 is preferably adapted to be embedded
in or attached to the stylus 402, but may alternatively be positioned remotely frbm the
stylus 402. It may be desirable, for example, to secure the identification component
404 to the user in a manner that facilitates wireless communication with a computer,
such as by securing the identification component 404 to the user's shirt. The

identification component 404 may be any device operable to store and communicate
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identification information, such as an RFID tag or chip, as described below. The
identification component 404 may include a memory element operable to receive and
store the identification information, such as a read only memory (ROM), a
programmable read only memory (PROM), or an erasable programmable read only
memory (EPROM). A manufacturer may store the identification information in the
identification component 404 by programming the ROM at the time the pointer 400 is
manufactured, or an end user may program or reprogram the ROM.

The attachment component 406 is adapted to secure the stylus 402 to a
user. In one embodiment, the attachment component 406 includes a flexible strap
adapted to wrap around the user's finger, secured in place with a hook and loop
fastener, such the VELCRO® brand hook and loop fastener. The attachment
component 406 preferably secures the stylus 402 to the user’s finger so that the stylus
402 is located substantially over the user’s fingernail, with the point 408 extending over
the tip of the fingernail with minimal overhang, as illustrated in FIGs. 8 and 9. The
attachment component 406 preferably does not impede use of the user’s hand or finger
when worn, and leaves exposed a fingerprintable portion of the user’s fingertip, allowing
the user to type, use a pen, use a fingerprint scanner, talk on a telephone, wear a glove,
and perform other tasks without removing the pointer 400. This has the advantage of
allowing a user to efficiently use a computer system that includes both a keyboard and
a touch screen by enabling the user to type while wearing the pointer 400. The user
could quickly alternate between using the keyboard and the touch screen, and may
even use the keyboard and the touch screen simultaneously.

The attachment component 406 is not limited to a flexible strap but may
include, for example, an elastic band, or substantially rigid members that partially or
completely encircle the user's finger. Also, the attachment component 406 may secure
the stylus 402 and the identification component 404 to various areas of the user’s body
or clothes, such as a wrist, arm, shirt or glove; and may secure the stylus 402 and the
identification component 404 to separate parts of the body. For example, the
attachment component 406 may include two portions, wherein a first portion secures
the stylus 402 the user's finger and a second portion secures the identification
component 404 the user's wrist.

Referring to FIG. 16, a screen pointer 500 is shown constructed in
accordance with an alternate embodiment of the present invention. The pointer 500 is

substantially similar to the pointer 400, except that it further includes an affiliation
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component 310 operable to detect if the pointer 500 is secured to a user and to
communicate corresponding information to allow a computer to associate the pointer
300 with a particular user, and is thus similar to the RFID tag affiliation component 404
described above. _

Referring to FIG. 17, the pointer 400 is preferably used to provide access
to computer system 600. The computer system 600 may be substantially similar to the
computer systems described above, with the exception that the display 602 is operable
to display information generated by the computer 202 and respond to contact with the
pointer 400. The display 602 may be, for example, a touch screen of a type that is well
known in the art, and may include a cathode ray tube or a liquid crystal display. The
keyboard 206 is operable to allow the user to input text and other commands to the
computer, and may be of a type that is well known in the art. The display 602 and the
keyboard 206 may take any of a variety of forms. For example, if the computer 202 is
embedded in a vehicle, the display 204 may include a small liquid crystal display (LCD)
touch screen embedded in the vehicle’s dash board, and the keyboard 206 may include
only a few buttons located on the dash board or steering wheel.

In use, a user wears the pointer 400 on a finger or other area of the body
while operating the computer 202. When the user approaches the computer 202, the
computer 202 interrogates the identification component 404 and detects the
identification information from the identification component 404, as described above in
relation to the first preferred embodiment of the present invention. When the computer
202 logs a user into the system, the user may use the pointer 400 to interact with the
computer 202 via the display 602, may interact with the computer via the keyboard 206,
or both. For example, the user may use the keyboard 206 to enter text, and use the
pointer 400 to navigate menus shown on the display 602 by touching the stylus 400 to
a menu item. This system would eliminate the need for a mouse or other screen
navigation device.

Referring to FIG. 18, the pointer 500 may be used as part of a computer
system 700. The pointer 500 is substantially similar to the pointer 400, except that the
pointer 500 includes an affiliation component 502, as explained above. The computer
system 700 may be substantially similar to the computer system 600 described above.
The registration device 302 is operable to acquire user information and communicate
the information to the computer 202. As with the system 600 described above, the

affiliation component 310 allows the computer to associate the identification information
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with user physical information and require that association to be valid before granting
a user access to the system 700.

In use, a user wears the pointer 500 on a finger or other area of the body
while operating the computer 202. When the user approaches the computer 202, the
computer 202 detects and validates identification information from the identification
component404. When the computer 202 validates the identification information, it may
prompt the user to submit user physical information via the registration device 302 by,
for example, requiring the user to place a finger on a fingerprint scanner 304 and a
finger pulse sensor 306. The computer 202 may validate the physical information by,
for example, comparing the user’s fingerprint information with fingerprint information
stored in a database, and matching the user’s information with information in the
database. Upon receiving and validating the physical information, the computer 202
associates the identification information with the user information by, for example,
storing both in a memory. Associating the identification information with the user
information allows the computer 202 to authenticate the user using identifica‘tion
information, as well as verify that the identification information is associated with a valid
user. This reduces the risk of an unauthorized user accessing the system 350 by illicitly
acquiring a pointer 500.

It will appreciated that while the system 300 is similar to the system 200,
the system 300 may be adapted to accommodate use of the pointer 300. The RF tag
read/write component 308, for example, may be located near or in the fingerprint
scanner 304 in order to facilitate simultaneously scanning a fingerprint and interrogating
the identification component 404.

The present invention has several advantages over the prior art. It allows
a user to work with a secured computer system more efficiently because it eliminates
the need for a user to manually log into and out of the system. The present invention
also increases the security of such a system by eliminating the risk of a user
inadvertently forgetting to log out of the system and leaving it open to unauthorized
access. Furthermore, the third preferred embodiment of the present invention
eliminates the need for a mouse or other screen navigation device, and allows for
simultaneous use of a keyboard and touch screen.

Although the invention has been described with reference to the preferred
embodiments illustrated in the attached drawings, it is noted that equivalents may be

employed and substitutions made herein without departing from the scope of the
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invention as recited in the claims. It will be appreciated, for example, that the
identification component 30 and the affiliation component 100 may be operable to

encode their respective communications.
Having thus described the preferred embodiment of the invention, what

is claimed as new and desired to be protected by Letters Patent includes the following:

-27-



10

15

20

25

30

WO 2005/001642 PCT/US2004/019942
CLAIMS:
1. A device for registering an identification tag, the device comprising:
a biometric information sensor for acquiring biometric information from a user
wearing the tag;
an identification tag read/write component for writing identification information
to the tag and reading the identification information from the tag; and
a communications component for communicating the biometric information and

the identification information to an external electronic device.

2. The device as set forth in claim 1, wherein the biometric information

sensor is a retina scanner for acquiring retina information.

3. The device as set forth in claim 1, wherein the biometric information

sensor is a fingerprint scanner for acquiring fingerprint information.

4. The device as set forth in claim 3, further comprising a first pulse sensor
for acquiring pulse information from a first location on the user’'s arm, wherein the
communications component communicates the pulse information from the first puise

sensor to the external electronic device.

5. The device as set forth in claim 4, wherein the first puise sensor includes

a finger pulse sensor for acquiring pulse information from the user’s finger.

6. The device as set forth in claim 5, further comprising a second pulse
sensor for acquiring pulse information from a second location on the user's arm,
wherein the communications component communicates the pulse information from the

second pulse sensor to the external electronic device.

7. The device as set forth in claim 6, wherein the second pulse sensor

includes a wrist pulse sensor for acquiring pulse information from the user's wrist.
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8. The device as set forth in claim 7, wherein the communications
component includes a processor for comparing the pulse information obtained from the
wrist pulse sensor with the pulse information obtained from the finger pulse sensor and
communicating the identification information and the biometric information to the
external device if the pulse information obtained from the wrist pulse sensor
corresponds to the pulse information obtained from the finger pulse sensor.

9. The device as set forth in claim 1, further comprising a confirmation signal

sensor for sensing a confirmation signal generated by the identification tag.

10. The device as set forth in claim 9, wherein the communications
component communicates the biometric information and the identification information
to the external device if the confirmation signal received by the confirmation sensor is

valid.

11.  The device as set forth in claim 1, wherein the read/write component

communicates with the tag via a wireless RF signal.

12.  The device as set forth in claim 1, wherein the read/write component

communicates with the tag via an infrared signal.
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13.  An RF identification tag registration device comprising:

a housing including a base and a handle;

a fingerprint scanner positioned on the handle for receiving a user’s finger,
acquiring user fingerprint information, and communicating the fingerprint
information;

a finger pulse sensor integral with the fingerprint scanner for acquiring pulse
information from the user’s finger;

a plurality of wrist pulse sensors located in the base for acquiring pulse
information from the user’s wrist;

a confirmation signal sensor located proximate the wrist pulse sensors for
sensing a confirmation signal generated by an RFID tag;

an RF tag read/write component located proximate the wrist pulse sensors for
writing identification information to the RF tag by communicating an RF
signal and for reading identification information from the RF tag; and

a processor for comparing the pulse information obtained from the wrist pulse
sensor with the pulse information obtained from the finger pulse sensor
and communicating the identification information and the fingerprint
information to an external device if the pulse information obtained from
the wrist pulse sensor corresponds to the pulse information obtained from

the finger pulse sensor and the confirmation signals reflect the RF signal.
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14. A computer user verification system comprising:
an identification tag for communicating identification information, the tag
including -
an identification component for storing and communicating identification
information, and
a confirmation signal source for communicating a confirmation signal; and
an identification tag registration device for registering the tag, the device
including -
a biometric information sensor for acquiring biometric information from a
user using the tag, and
a confirmation signal sensor for sensing the confirmation signal of the

identification tag.

' 15.  The system as set forth in claim 14, the identification componentincluding
a passive RF circuit for communicating the identification information in a radio signal

in response to an interrogation signal.

16.  The system as set forth in claim 14, wherein the identification information

includes the user’'s name.

17.  The system as set forth in claim 14, wherein the identification information
includes an identification number.

18.  The system as set forth in claim 14, the identification tag further incltiding
an affiliation component for detecting when the tag is secured to the user and for

communicating affiliation information.

19.  The system as set forth in claim 18, wherein the affiliation information
indicates whether the tag is secured to the user.

20. The system as set forth in claim 19, wherein the affiliation component

detects when the tag is secured to the user by measuring a capacitance between two
points of a surface of the tag that is in contact with the user’s skin.
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21.  The system as set forth in claim 19, wherein the affiliation component
detects when the tag is secured to the user by measuring a pressure exerted on the

surface of the tag.

22.  The system as set forth in claim 19, wherein the affiliation component
detects when the tag is secured to the user by measuring a temperature of the surface
of the tag.

23. The system as set forth in claim 20, wherein the affiliation component
detects when the tag is secured to the user by sensing light incident to the surface of
the tag.

24. The system as set forth in claim 14, further including an attachment

component for securing the tag to the user’s wrist.

25. The system as set forth in claim 14, wherein the confirmation signal

source is a light-emitting diode.

26.  The system as set forth in claim 25, wherein the light-emitting diode emits

an infrared signal.

27.  Thesystem as set forth in claim 14, further comprising a battery for storing

energy and communicating the energy to another component of the tag.
28. The system as set forth in claim 27, further comprising a battery charger,
wherein the charger stores energy in the battery by receiving energy from an antenna

and delivering the energy to the battery.

29. The system as set forth in claim 14, wherein the biometric information

sensor is a retina scanner for acquiring retina information.

30. The system as set forth in claim 14, wherein the biometric information

sensor is a fingerprint scanner for acquiring fingerprint information.
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31. The system as set forth in claim 14, the identification tag registration
device further including -
a first pulse sensor for acquiring pulse information from a first location on the
user's arm;
a second pulse sensor for acquiring pulse information from a second location on
the user’s arm; and
a processor for comparing the pulse information from the first location with the
pulse information from the second location and communicating the
biometric information to an external device if the pulse information from
the first location corresponds to the pulse information from the second

location.

32. The system as set forth in claim 31, wherein the first pulse sensor

includes a finger pulse sensor for acquiring pulse information from the user’s finger.

33.  The system as set forth in claim 32, wherein the second pulse sensor

includes a wrist pulse sensor for acquiring pulse information from the user’s wrist.

34. The system as set forth in claim 31, wherein the processor communicates
the biometric information to the external device if the confirmation signal received by

the confirmation signal sensor is valid.

35. The system as set forth in claim 14, wherein the identification tag
registration device further includes an identification tag read/write component for writing
the identification information to the tag and reading the identification information from

the tag.

36. The system as set forth in claim 35, wherein the read/write component
communicates with the tag via an RF signal.

37. The system as set forth in claim 35, wherein the read/write component
communicates with the tag via an infrared signal.
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38.  Auser verification system for allowing a user to access a secured system .
or location, the user verification system comprising:
a tag for communicating identification information;
a registration device for acquiring a user's biometric information and for
communicating the biometric information; and
a computer operable to receive the identification information and the biometric
information communicated from the tag and the registration device,
respectively, and for validating the identification information and the
biometric information, for permitting the user to access the secured
system or location if the identification information and the biometric
information are validated, and for denying the user access to the secured
system or location if the identification information and the biometric

information are not validated.

39. The system as set forth in claim 38, wherein the tag is a wrist tag.

40. The system as set forth in claim 39, wherein the tag further includes an
affiliation component for detecting when the tag is secured to the user’s wrist and for

communicating affiliation information.

41.  The system as set forth in claim 40, wherein the computer associates the
identification information with the biometric information, confirms the association using
the affiliation information, and if the association is confirmed, permits the userto access

the secured system or location.

42. The system as set forth in claim 40, wherein the computer associates the
identification information with the biometric information, abandons the association using
the affiliation information, and if the association is abandoned, denies the user access

to the secured system or location.
43. The system as set forth in claim 38, wherein the registration device

includes a fingerprint scanner for acquiring fingerprint information relating to the user’s

fingerprint and communicating the fingerprint information to the computer.
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44. The system as set forth in claim 43, wherein the fingerprint scanner

detects when the user’s fingertip is present.

45.  The system as set forth in claim 43, wherein the registration device further
includes a finger pulse sensor and a wrist pulse sensor and communicates the
fingerprint information only if pulse information obtained from the finger pulse sensor

corresponds to pulse information obtained from the wrist pulse sensor.

46. Thesystem as set forth in claim 45, wherein the registration device further
comprises an RF tag read/write component for writing the identification information to
an RF identification component and for reading identification information from the RF
identification component, wherein the read/write component is located proximate the

wrist pulse sensor.

47. The system as set forth in claim 46, wherein the tag further includes a
confirmation signal generator and the registration device further includes a confirmation
signal sensor located proximate the wrist pulse sensor, and the registration device
communicates the fingerprint information only if the confirmation signal sensor senses

a confirmation signal from the signal generator.

48. The system as set forth in claim 46, further comprising an RF tag reader
for interrogating the RF identification component by transmitting an RF interrogation
signal and receiving the radio signal from the RF identification component.

49.  The system as set forth in claim 48,'wherein the RF tag reader isolates

communication with the user by decreasing a transmit power if the reader receives

signals from more than one identification component.
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50. A user verification system for allowing a user to access a secured system

or location, the user verification system comprising:
a wrist tag for communicating identification information, the tag including -

an affiliation component for detecting whether the wrist tag is secured to
the user’s wrist and for communicating affiliation information,

a passive RF identification component embedded in the wrist tag for
responding to an interrogation signal by transmitting a radio signal
containing the identification information,

a confirmation signal generator for generating a signal to confirm the
identity of the tag, and

an attachment component for containing the affiliation component, the
identification component, and the confirmation signal generator
and for securing each to the user’s wrist;

a registration device for acquiring the user’s biometric information and for .
communicating the information, the device including -

a finger pulse sensor for acquiring pulse information from the user's
finger,

a wrist pulse sensor for acquiring pulse information from the user’s wrist,

a confirmation signal sensor for receiving the signal from the confirmation
signal generator, wherein the confirmation signal sensor is located
proximate the wrist pulse sensor,

an RF tag read/write component for writing identification information to
the RF identification component and reading identification
information from the identification component, wherein the
read/write component is located near the wrist pulse sensor, and

a fingerprint scanner for receiving the user’s fingertip, detecting when the
fingertip is present, acquiring the user’s fingerprint information, and
communicating the information if the puise information obtained
from the finger pulse sensor corresponds to the pulse information
obtained from the wrist pulse sensor and the confirmation signal
reflects the signal from the read/write component;

a variable power RF tag reader for interrogating the passive RF identification
component in the wrist tag by transmitting an RF interrogation signal and

receiving the radio signal from the RF identification component, for
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isolating communication with the user by decreasing a transmit power if
the reader receives signals from more than one identification component,
and for communicating the identification information; and

a computer operable to receive the identification information and the biometric
information communicated from the wrist tag and the registration device,
respectively, and for validating the identification information, fhe affiliation
information, and the fingerprint information, for associating the
identification information with the fingerprint information, for confirming
the association if the affiliation information indicates the wrist tag is
secured to the user’s wrist, for abandoning the association if the affiliation
information indicates the wrist tag is not secured to the user’s wrist, for
permitting the user to access the secured system or location if the
association is confirmed, and for denying the user access to the secured

system or location if the association is abandoned.
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51. A computer interaction and user verification system for allowing a user
access to a secured system or location, the computer interaction and user verification
system comprising:
a stylus;
an identification component for storing and communicating identification
information; ‘
an attachment component for securing the stylus and the identification
component to a user;
a computer for detecting the identification information; and
a display for showing information generated by the computer and responding to

contact with the stylus.

52. The system as set forth in claim 51, wherein the stylus is substantially
triangle-shaped and formed to fit over the user’s fingernail.

53.  The system as set forth in claim 51, wherein the identification component

is a passive RF identification tag.

54. The system as set forth in claim 51, wherein the identification component

is embedded in the stylus.

55. The system as set forth in claim 51, wherein the attachment component
attaches the stylus and the identification component to a fingernail of the user.

56. The system as set forth in claim 55, wherein the attachment component

leaves exposed a fingerprintable portion of the user’s fingertip.
57.  The system as set forth in claim 51, wherein the computer permits access

to the secured system or location if it detects a valid identification and denies access
to the secured system or location if it does not detect a valid identification.
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58. The system as set forth in claim 51, further including -
an affiliation component for communicating affiliation information to the
computer; and

a registration device for communicating user information to the computer.

59. The system as set forth in claim 58, wherein the attachment component

secures the affiliation component to the user.

60. The system as set forth in claim 58, wherein the affiliation component is
attached to the stylus.

61. The system as set forth in claim 58, wherein the affiliation component

detects when the stylus is attached to the user’s fingernail by measuring a capacitance.

62. The system as set forth in claim 58, wherein the user information is
fingerprint information.

63. The system as set forth in claim 58, wherein the computer associates the

identification information with the user information.

64. They system as set forth in claim 63, wherein the computer confirms the
association using the affiliation information, abandons the association using the
affiliation information, permits the user to access the computer if the association is
confirmed, and denies the user access to the computer if the association is abandoned.
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65. A computerinteraction and user verification system for allowing a user to
access a secured system or location, the computer interaction and verification system

comprising:

10

15

20

25

30

a plastic triangle-shaped stylus formed to fit over a user’s fingernail;

a passive RF identification tag embedded in the stylus for responding to an
interrogation signal by transmitting a radio signal containing identification
information;

an affiliation component connected to the stylus for detecting when the stylus is
secured to the user’s finger and for communicating affiliation information;

an attachment component for removably securing the stylus to the user’s
fingernail so that a point of the stylus extends over a tip of the fingernail
with minimal overhang, the attachment component including a flexible
strap adapted to encircle the user's finger while leaving exposed a
fingerprintable portion of the user’s fingertip and secured with a hook and
loop fastener;

a registration device for acquiring user fingerprint information and
communicating the information;

a computer for interrogating the RF identification tag, validating the identification
information, validating the fingerprint information, associating the
identification information with the fingerprint information, confirming the
association if the affiliation information indicates the stylus is secured to
the user’s finger, abandoning the association if the affiliation information
indicates the stylus is not secured to the user’s finger, permitting the user
to access the secured system or location if the association is confirmed,
and denying the user access to the secured system or location if the
association is abandoned; and

a touch screen for displaying information generated by the computer and

responding to contact with the stylus.
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66. A tag for communicating identification information to a computer, the tag
comprising:
an identification component for storing and communicating identification
information;
an affiliation component for detecting when the tag is secured to a user and for
communicating affiliation information; and

an attachment component for securing the tag to the user.

67. The tag as set forth in claim 66, the identification component including a
passive RF circuit for communicating the identification information to the computer in

a radio signal in response to an interrogation signal sent by the computer.

68. The tag as set forth in claim 67, wherein the identification information

includes the user's name.

69. The tag as set forth in claim 68, wherein the identification information

includes an identification number.

70. The tag as set forth in claim 66, wherein the affiliation information

indicates whether the tag is secured to the user.

71.  Thetagas set forth in claim 66, wherein the affiliation component detects
when the tag is secured to the user by measuring a capacitance between two points of
a surface of the tag that is in contact with the user’s skin.

72.  The tag as set forth in claim 66, wherein the affiliation component detects
when the tag is secured to the user by measuring a pressure exerted on a surface of

the tag.

73.  Thetag as set forth in claim 66, wherein the affiliation component detects
when the tag is secured to the user by measuring a temperature of a surface of the tag.
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74.  Thetag as set forth in claim 66, wherein the affiliation component detects

when the tag is secured to the user by sensing light incident to a surface of the tag.

75. The tag as set forth in claim 66, wherein the attachment component

secures the tag to the user’s wrist.

76. The tag as set forth in claim 66, further comprising a confirmation signal
source for communicating a tag confirmation signal.

77. The tag as set forth in claim 76, wherein the confirmation signal source
is a light-emitting diode.

78. The tag as set forth in claim 77, wherein the light-emitting diode emits an

infrared signal.

79. The tag as set forth in claim 66, further comprising a battery for storing
energy and communicating the energy to another component of the tag.

80. The tag as set forth in claim 79, further comprising a battery charger,

wherein the charger stores energy in the battery by receiving energy from an antenna

and delivering the energy to the battery.
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81.  Awristtag for communicating identification information to a computer, the

wrist tag comprising:

a passive RF identification component for storing a user identification number
and communicating the number in a radio signal in response to an
interrogation signal;

an affiliation component for detecting when the wrist tag is secured to a user’s
wrist by measuring a capacitance between two points of a surface of the
tag that is in contact with the user’s skin, and for communicating affiliation
information in a radio signal wherein the affiliation information indicates
whether the wrist tag is secured to the user’'s wrist;

a light-emitting diode for communicating an infrared tag confirmation signal; and

an attachment component for containing and securing the identification
component, the affiliation component, and the diode to the user’s wrist,
the attachment component including a flexible strap adapted to encircle

the user’s wrist.

82. The tag as set forth in claim 81, further comprising a battery for storing

energy and communicating the energy to another component of the tag.
83. The tag as set forth in claim 82, further comprising a battery charger,

wherein the charger stores energy in the battery by receiving energy from an antenna

and delivering the energy to the battery.
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84. A screen pointer for permitting a user to interact with a touch screen, the
screen pointer comprising:
a stylus;
an identification component for storing and communicating identification
information; and
an attachment component for securing the stylus and ‘the identification

component to the user.

85.  The pointer as set forth in claim 84, wherein the stylus is formed of plastic
and is substantially triangle-shaped.

86. The pointer as set forth in claim 84, wherein the identification component

is a passive RF identification tag.

87. The pointer as set forth in claim 84, wherein the identification component

is embedded in the stylus.

88. The pdinter as set forth in claim 84, wherein the attachment component

secures the stylus and the identification component to a fingernail of the user.
89. The pointer as set forth in claim 88, wherein the attachment component
secures the stylus to the fingernail so that a tip of the stylus extends over an edge of

the fingernail with minimal overhang.

90. The pointer as set forth in claim 84, wherein the attachment component
leaves exposed a fingerprintable portion of the user’s fingertip.

91. The pointer as set forth in claim 84, wherein the attachment component

is aring.

92. The pointer as set forth in claim 84, wherein the attachment component

secures the stylus to the uset’s wrist.
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93. The pointer as set forth in claim 84, further comprising an affiliation
component, wherein the attachment component removably secures the affiliation

component to the user.

94. The pointer as set forth in claim 93, wherein the affiliation component
detects if the pointer is secured to the user and communicates affiliation information
indicating whether the pointer is secured to the user.

95. The pointer as set forth in claim 94, wherein the affiliation component

detects when the stylus is secured to the user’s finger by measuring a capacitance.

96. The pointer as set forth in claim 93, wherein the affiliation component
detects when the tag is secured to the user by measuring a temperature of a sutface
of the tag.

97. The pointer as set forth in claim 94, wherein the affiliation component
detects when the tag is secured to a user by sensing light incident to a surface of the
tag.

98. The pointer as set forth in claim 84, wherein the attachment component
includes first and second portions, wherein the first portion is for removably securing the
stylus to a first area of the user, and the second portion is for removably securing the

identification component to a second area of the user.
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99. A screen pointer for permitting a user to interact with a touch screen, the
screen pointer comprising:

a triangle-shaped stylus formed to fit over the user’s fingernail;

a passive RF identification tag embedded in the stylus for storing and
communicating identification information; and

an attachment component for removably securing the stylus to the user's
fingernail so that a point of the stylus extends over a tip of the fingernail
with minimal overhang, the attachment component including a flexible
strap adapted to encircle the user's finger while leaving exposed a

fingerprintable portion of the user’s fingertip.

100. The pointer as set forth in claim 99, further comprising an affiliation
component connected to the stylus for detecting when the stylus is secured to the
user’s finger and for communicating affiliation information indicating whether the stylus

is secured to the user.
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101.

A method of verifying a user for access to a secure system or location, the

method comprising the steps of:

(a)

(b)
(c)
(d)

102.

acquiring identification information from an identification tag worn by the
user;

validating the identification information;

granting access to the user if the identification information is valid; and

denying access to the user if the identification information is not valid.

The method as set forth in claim 101, wherein the identification

information is acquired by interrogating an RF identification component that is

embedded in the tag.

103.

The method as set forth in claim 101, wherein the identification

information is validated by matching the identification information with information

stored in a memory of a computer.

104.

(e)
(f)
(9)

105.

of:
(e1)
(e2)

106.

of:
(e3)
(ed)

Thez method as set forth in claim 101, further comprising the steps of:
acquiring user biometric information from a registration device;
validating the biometric information; and

associating the biometric information with the identification information.
The method as set forth in claim 104, step (e) further comprising the steps
acquiring finger pulse information and wrist pulse information; and
communicating the user biometric information only if the finger pulse
information corresponds to the wrist pulse information.

The method as set forth in claim 105, step (e) further comprising the steps
sensing a tag confirmation signal; and

communicating the biometric information only if the finger pulse
information corresponds to the wrist pulse information.
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107. The method as set forth in claim 104, wherein the biometric information
includes fingerprint information.

108. The method as set forth in claim 104, wherein the biometric information
is validated by matching the user biometric information with information stored in a

memory of a computer.

109. The method as set forth in claim 104, further comprising the steps of

(h)  acquiring affiliaﬁon information, wherein the affiliation information
indicates whether the identification tag is secured to the user;

(i) confirming the association if the affiliation information indicates that the
tag is secured to the user,

)] abandoning the association if the affiliation information indicates that the
tag is not secured to the user,

(k)  granting computer access to the user if the association is confirmed; and

)] denying computer access to the user if the association is abandoned.

110. The method as set forth in claim 109, wherein the affiliation information

is based on a capacitance.
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111. A method of verifying a user for access to a secured system or location,

the method comprising the steps of:

(a)

(b)

(c)

(d)

()

(f)

(9)

(h)

{)

acquiring identification information by ihterrogating an RF identification
tag that is embedded in a wrist tag;

validating the identification information by matching the identification
information with information stored in a memory of a computer;
acquiring a user’s fingerprint information from a fingerprint scanner and
pulse information from a finger pulse sensor and a wrist pulse sensor;
if pulse information from the user’s wrist matches puise information from
the user’s finger, validating the user’s fingerprint information by matching
the fingerprint information with fingerprint information stored in the
memory;,

if the fingerprint information is valid, associating the identification
information with the fingerprint information;

acquiring affiliation information from the wrist tag, wherein the affiliation
information is based on a capacitance and indicates whether the wrist tag
is secured to the user;

if the affiliation information indicates that the wrist tag is secured to the
user, confirming the association;

if the affiliation information indicates that the wrist tag is not secured to
the user, abandoning the association;

if the association is confirmed, granting computer access to the user; and

if the association is abandoned, denying computer access to the user.
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112. A method of isolating wireless communications between an RFID tag

and a computer, the method comprising the steps of:

(a)
(b)
(c)
(d)

(e)

transmitting an interrogation signal;

detecting response signals transmitted by one or more RFID tags;
determining if more than one response signal was detected;
transmitting an interrogation signal at a lower power if more than one
response signal was detected; and

maintaining the powér level of the interrogation signal if only one

response signal was detected.
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FIG. 17
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