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SECURE EXCHANGE OF CRYPTOGRAPHICALLY SIGNED RECORDS

CROSS-REFERENCE TO RELATED APPLICATIONS
[6061] This apphication claims the benefit of prionty to U.S. Provisional
Application Number 62/368408, filed July 29, 2016, entitled “SECURE EXCHANGE OF
CRYPTOGRAPHICALLY SIGNED RECORDS)” the content of which s hereby

mcorporated by reference herein in its entirety.

BACKGROUND
Field
[0002] The present disclosure relates generally to systems and methods for
cryptography and more particularly to securely exchanging cryptographically signed records

over computer networks.

Description of the Related Art

[0003] Conventional systems such as digital transmussions are wuseful for
exchanging contents and records over a computer network.  Such digital transmissions may
replace the need for traditional physical exchanges of records. Parties utilizing such
conventional systems need to be connected to a network such as the Internet at the time of
the exchange. These conventional systems require parties to exchanges have continuous

access 1o central data centers for authenticating exchanges

SUMMARY
[0004] Nystems and methods for securely exchanging cryptographically signed
records are disclosed. The systems and methods may utilize public key and private key
encryption techniques. In one aspect, after recetving a content request, a sender device can
send a record to a first receiver device making the request. The record can be sent via a short
range link 1n a decentralized {(e.g., peer-to-peer) manner while the devices may not be in
communication with a centralized processing platform. The record can comprise a sender

signature created using the sender device’s private key. The first receiver device can verify
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the authenticity of the sender signature using the sender device’s public key. After adding a
“for processing only endorsement” and a receiver signature, the first receiver device can
redeem the record with the processing platform. Upon successful verification of the sender
signature and the receiver signature, the processing platform can perform as instructed by a
content of the record.

[0005] In another aspect, the first recetver device can send the record to a second
recetver device after adding a first receiver signature to the record. The second receiver
device can verify the authenticity of the signatures using the public keys of the sender device
and the first receiver device. After adding a “for processing only endorsement” and a second
receiver signature, the second receiver device can redeem the record with the processing
platform.

[0006] In another aspect, after receiving a content request, a sender device can
send a record to an agent device making the request on behalf of a principal. The agent
device can verify the authenticity of the sender signature 1n the record using the sender
device’s public key. The agent device can add a “handled by endorsement” to the record
before the principal redeems the record with the processing platform.

(60671 In one aspect, a sender device can send a record to a receiver device. The
receiver device can validate the received record by detecting a malicious bebavior such as
sender cloning with a single receiver, mousing, ghosting, sender cloning with mubtiple
receivers, ot forking. After detecting a malicious behavior, the receiver device can add a
malicious endorsement to the record prior to sending the endorsed record to a processing
platform. The processing platform can add the sender device to a blacklist after performing
fuzzy rubing or Boolean analysis. In another aspect, the processing platform can vahidate a
record received from a device by detecting a malicious behavior such as receiver cloning or
ghosting.

[6008&] Embodiments of systems and methods for securely exchanging
cryptographically signed records are disclosed. In one aspect, after receiving a content
request, a sender device can send a record to a receiver device making the request. The
record can be sent via a short range link in a decentralized (e.g., peer-to-peer) manner while
the devices may not be in communication with a centralized processing platform. The record

can comprise a sender signature created using the sender device’s private key. The receiver
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device can verify the authenticity of the sender signature using the sender device’s public
key. After adding a “for processing only endorsement” and a receiver signature, the recetver
device can redeem the record with the processing platform. Upon successful verification of
the sender signature and the receiver signature, the processing platform can perform as
instructed by a content of the record.

[0009] Embodiments of systems and methods for securely exchanging
cryptographically signed records are disclosed. In one aspect, after receiving a content
request, a sender device can send a record to an agent device making the request on behalf of
a principal. The record can be sent via a short range hink in a decentralized (e g., peer-to-
peer} manner while the devices may not be in communication with a centralized processing
platform. The record can comprise a sender signature created using the sender device’s
private key. The agent device can vertfy the authenticity of the sender signature using the
sender device’s public kev. The agent device can add a “handied by endorsement” to the
record before the principal redeems the record with the processing platform.  Upon
successtul verification of the sender signature and the receiver signature, the processing
platform can perform as justructed by a content of the record.

(6010} Embodiments of systems and methods for securely exchanging chains of
cryptographically signed records mvolving multiple receivers are disclosed. In one aspect, a
sender device can send a record to a fust receiver device. The record can comprise a sender
signature created using the sender device’s private key. The first receiver device can verify
the authenticity of the signature using the sender device’s public key. The first receiver
device can send the record to a second receiver device after adding a first receiver signature
to the record. The second receiver device can verify the authenticity of the signatures using
the public keys of the sender device and the first receiver device. After adding a “for
processing only endorsement” and a second receiver signature, the second receiver device
can redeem the record with the processing platform. Upon successful verification of the
stgnatures, the processing platform can perform as instructed by a content of the record.

6011} Embodiments of systems and methods for validating cryptographically
signed records are disclosed. In one aspect, a sender device can send a record to a recetver
device. The receiver device can validate the received record by detecting a malicious

behavior such as sender cloning with a single recetver, mousing, ghosting, sender cloning
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with multiple receivers, or forking. After detecting a malicious behavior, the receiver device
can add a malicious endorsement to the record prior to sending the endorsed record to a
processing platform. The processing platform can add the sender device to a blacklist after
performing fuzzy ruling or Boolean analysis. In another aspect, the processing platform can
validate a record received from a device by detecting a malicious behavior such as receiver
cloning or ghosting,

(0012} Details of one or more implementations of the subject matter described in
this specification are set forth in the accompanying drawings and the description below.
Other features, aspects, and advantages will become apparent from the description, the
drawings, and the claims. Neither this summary nor the following detatled description

purports to define or limit the scope of the inventive subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIGS. 1A and 1B schematically illustrate one embodiment of securely
exchanging cryptographically signed contents and records over a wireless network.

[0014] FIG. 2 13 a block diagram of an example user device configured to store
public and private cryptographic keys.

[0015] FIG. 3 1s a block diagram of an example processing platform configured to
store public eryptographic keys of user devices.

[6016] FIG. 4 15 an interaction diagram ilustrating one embodiment of securely
exchanging and redeeming an individual record created for one record receiver.

[6017] FIG. 5 schematically dlustrates one example of an individual record
created for one record receiver.

[6018&] FIG. 6 15 an interaction diagram illustrating one embodiment of securely
exchanging and redeeming individual records created for two record receivers.

[6019] FI1G. 7 schematically illustrates example individual records created for two
record recetvers.

6028} FIG. 8 schematically illustrates example individual records created for a
plurality of record receivers.

6021} FIG. 9 1s an interaction diagram illustrating one embodiment of securely

exchanging and redeeming individual records involving an agent and a recetver.
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6022} FIG. 10 schematically tllustrates example individual records involving an
agent and a record recetver.

6023} FIG. 11 1s an interaction diagram illustrating one embodiment of securely
exchanging and redeeming individual records involving query endorsement.

16024} FIG. 12 schematically illustrates example individual records involving
query endorsement.

[0025] FIG. 13 15 an interaction diagram illustrating one embodiment of
distributing common records from a processing platform.

[0026] FIG. 14 schematically ilustrates example common records for
distribution.

(6027} FIG. 1S 15 an interaction diagram thlustrating an example of propagation of
common records by a record receiver device.

[6028] FIG. 1615 an interaction diagram tlustrating an example of propagation of
common records by a record sender device.

[6029] FIG. 17 1s an interaction diagram illustrating an example of malicious
behavior by sender cloning with multiple receivers.

[6036] FIG. 18 1s an interaction diagram illustrating an example of malicious
behavior by sender cloning with a single receiver,

[6031] FIG. 19 15 an interaction diagram illustrating an example of malicious
behavior by forking.

[6032] FIG. 20 1s an interaction diagram illustrating an example of malicious
behavior by receiver cloning.

[6033] FIG. 21 1s an interaction diagram illustrating an example of malicious
behavior by mousing,

[0034] FI(z 22 is an interaction diagram illustrating an example of malicious

behavior by ghosting.

[8035] FI(G 23 15 a block diagram of an example user device.

[0836] FIG. 24 1s a block diagram of an example processing platform.

[8037] FI(G. 25 schematically illustrates an example of a standard transaction.
[6038&] FIG. 26 schematically illustrates an example of buyer cloning with

multiple sellers.
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6039} FIG. 27 schematically illustrates an example of buyer cloning with a
single seller.

(0040 FIG. 28 schematically illustrates an example of cheque forking.

|
041} FI(G. 29 schematically illustrates an example of seller cloning.
8042} FIG. 30 schematically illustrates an example of mousing.

]

f
{0042
(0043 FIG. 31 schematically illustrates an example of ghosting.

[0044] FIG. 32 schematically tllustrates an example of a point of sale (PoS)
transaction.

[0045] FIG. 33A-33B schematically illustrate one embodiment of securely
exchanging cryptographically signed digital cheques. FIG. 33C schematically illustrates
another embodiment of securely exchanging cryptographically signed digital cheques.

[0046] FIG 34A 13 an mnteraction diagram tllustrating one embodiment of
securely exchanging and redeeming a cryptographically signed digital chequce. FIG. 34B 15
an interaction diagram dlustrating another embodiment of securely exchanging and
redeeming a cryptographically signed digital chequce

(6047} FIG. 35 schematically 1llustrates an example of a wearable display system.

[6048] Throughout the drawings, reference numbers may be re-used to indicate
correspondence between referenced elements. The drawings are provided to dlustrate

example embodiments described herein and are not intended to limut the scope of the

disclosure.
DETAILED DESCRIPTION
Overview
[6049] Systems and methods disclosed hergin address various challenges related

to digital transmissions and physical exchanges. For example, contents and records can be
securely transferred and exchanged over a network using a hybnd svstem. The hybrid
system provides for meaningful or satisfactory centralized and peer-to-peer exchanges of
contents or records. Other advantages include ease of use, speed of exchange, capability of
vertfication, security, anonymity, treversibility, and non-deniability. |0656] The

systems and methods disclosed herein may face similar problems that can occur for physical

exchanges. Because of the differences in virtual and physical environments, various
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challenges related to digital transmissions, such as the triviality with which transaction
mstruments can be copied, are addressed. Features based on digital tools and techniques
available on digital platforms are disclosed, for example using digital cryptography, the much
more powerful cryptographic analog of the traditional hand written signatures, for

endorsements of documents.

Example of Securely Exchangine Cryptosraphically Siened Records

[0050] FIG. 1A schematically illustrates one embodiment of securely exchanging
cryptographically signed contents and records, for example a cryptographically signed
ndividual record 100, A record sender 102a, using a record sender device, can create and
send the mdividual record 100 to a record receiver 102b. The record sender 102a can be a
person who wishes to transfer contents or records to the record recetver 102b. The record
recetver 102b can be a person who wishes to recetve contents or records from the record
sender 102a.

[6051] The record receiver 102b, using a record receiver device, can then modify
the mdividual record 100 to create a modified mdividual record 100mi, where m indicates
the mndividual record 100 has been modified and mi indicates the first modification of the
mdividual record 100, The record receiver 102b can redeem the modified individual record
100m1 with 3 service provider 104, After the service provider 104, operating a secure
electronic processing platform, successfully processes the mdividual record 100mi, the
service provider 104 can provide the record receiver 102b with, for example, a document as
instructed by the modified individual record 100m1. The record sender 102a and the record
recetver 102b can exchange the individual record 100 1 a distributed or a decentralized {e.g.,
peer-to-peer} manner.

[0052] For purpose of illustration, the following examples will describe exchange
of electronic records between a sender 102a and a receiver 102b. It 1s to be understood that
the sender 102a and the receiver 102b use physical, electronic devices to perform the
exchange of the electronic records. For example, the sender and receiver electronic devices
may include a cellular telephone, a portable computing device (e.g., laptop, tablet, e-reader),
a desktop computing device, an augmented reality device (e.g., a head-mounted augmented,

virtual, or mixed reality display), and so forth. It is to be understood that the service provider

~3
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104 can use physical, electronic devices to process the exchanged electronic records. For
example, the service provider electronic device may include one or more centralized or
distributed server computers.

[0053] The record sender 102a, using his user device, can send the individual
record 100 directly to the record receiver 102b or directly through another user of the system
using a short range link, for example a Bluetooth link, in a peer-to-peer manner, for example.
When sending the individual record 100, the user devices of the record sender 102a and the
record receiver 102b can be online or offline. For example, both the user devices of the
record sender 102a and the record receiver 102b can be online and connected to a network
such as the internet.  As another example, one or both of the user devices of the record sender
102a and the record recetver 102b can be offline and not connected to a network. The record
recetver 102b can redeem the modified individual record 100m1 with the service provider
104 when the user device of the record receiver 102b 15 in communication with the service
provider 104,

[06054] The ndividual record 100 can be a digital object comprising a plurality of
blocks that can be transmitted from the record sender 102a to the record receiver 102b. In
some embodiments, the individual record 100 can comprise a block 105a. The block 10353
can comprise a number of constituent parts.

[6055] To provide secunity for the exchange, cryptographic techmiques can be
used 1n the electronic record. For example, public key cryptographic techniques can be used
in which each party to the transaction {the sender 102a and the receiver 102b} or each device
to the transaction {the sender device and the receiver device) ts associated with both a public
key (that can be disseminated widely} and a private key (that 1s kept secure and known only
to the party). Any sender can encrypt a message to a receiver using the public key of the
receiver but the encrypted message can only be decrypted by the receiver, using the
recetver's private key. The receiver of the message can securely reply back to the sender by
encrypting a reply message with the senders public kev so that only the sender can decrypt
the reply message, using the sender’s private key. As will be further described below, the
electronic devices of the sender and receiver may include hardware or software that can
securely store the respective party’s private key and perform the encryption and decryption

using the disseminated public kevs. Public key cryptography is an example of asymmetric
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cryptography in which the key for encryption {e.g., the receiver’s public key) is different
from the key for decryption {(e.g., the receiver’s private key). In other embodiments, other
asymmetric cryptographic techniques can be used.

[8056] For example, the block 105a can comprise a public key 106a of the record
sender device in the “from field,” a public key 106b of the record receiver device in the “to
field,” a record identifier (ID) 108, a content 110, and a record sender signature 112a of the
block 105a. The public key 106a of the record sender device can identify the originator of
the individual record 100, the record sender 102a. The public key 106b of the record receiver
device can identify the recipient of the individual record 100, the record receiver 102b.

[0057) The record 1D 108 can be increasing, for example monotomcally
increasing, such that two individual records 100 created by the record sender device do not
have the same record 1D 108, The content 110 can identify, for example, a document that the
record recetver 102b can receive when redeeming the modified individual record 100m1 with
the service provider 104. The service provider 104 can perform as instructed by the content
100 by iself or indirectly through a third party.

[0058] Users can sign individual records 100 by creating secure, cryptographic
signatures of the individual records. The record sender 102a can use his user device to sign
the mdividual record 100 by creating a record sender signature 112a. To sign the individual
record 100, the record sender device can require authentication of the record sender 102a.
Non-limiting examples of authentication include passphrase authentication, biometric
authentication such as fingerprint austhentication or wris authentication, or biological data
authentication. The record sender signature 112a can be a digital signature created using
cryptography. For example, the record sender device can use public-key cryptography such
as Rivest-Shamir-Adleman (RSA) encryption to encrypt a hash such as secure hash algorithm
(SHA}-2 of the individual record 100, For example, any of the SHA-2 hash functions with
record digests of 224, 245, 384, or 512 bits can be used {(e.g., SHA-256). The record sender
signature 112a can be created using the private key of the record sender device public-key
cryptography pair. The record sender device can securely store the private kev. The record
sender signature 112a can be verified by others as authentically signed by the sender 102a,
for example by the record receiver 102b, in the possession of the public key 106a of the

record sender device. The record receiver 102b can obtain the public key 106a of the record

0.
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sender device from the individual record 100, Once created, the record sender signature 112a
signs the block 105a. The public key 106a of the record sender device, the public key 106b
of the record receiver device, the record ID 108, the content 110, and the record sender
stgnature 112a can complete the block 105a of the individual record 100

[6059] Once 1n the possession of the record recetver 102b, the record receiver
102b can add an endorsement in an endorsement block 105b to the individual record 100 to
create a modified individual record 100m1. For example, an endorsement can be a “for
processing only endorsement” 114 that specifies that the modified individual record 100mi
can only be redeemed by the recipient of the individual record in the block 105a, the record
recetver 102b. Once an endorsement, for example the “for processing only endorsement”
114 15 added, the record receiver 102b can repeat the process of generating a record receiver
signature 112b for the endorsement block 105b to create the modified individual record 100.
The record receiver signature 112b can be based on one or more parts of the modified
mdividual record 100m1. For example, the record receiver signature 112b can be based on
the endorsement block 105b. As another example, the record receiver signature 112b can be
based on the block 105a, the endorsement block 105b, or any combination thereof. The
modified ndividual record 100m1 can be electronically communicated to the service
provider 104 or to another party’s electronic device.

[6060] Accordingly, an mdividual record can comprise a chain of blocks, with
each block identifying s originator. At each block, the entire prior portion of the chain can
be signed by the user handhing the blocks at the time. The user can use a private key
associated with his user device to sign the entire prior portion of the chain. For example, the
modified individual record 100m1 can be a chain comprising two blocks 1053 and 165b. The
block 105a of the individual record 100 can contain the public key 106a of the record sender
device that, together with the public key 106a of the record sender device, can identify the
record sender 102a. The record sender signature 112a can be signed by the record sender
device using the private key of the record sender device public-key cryptography pair. The
endorsement block 105b can contain the record receiver signature 112b that, together with
the public key 106b of the record receiver device, can identify the record recetver device.
The record receiver signature 112b can be signed by the record receiver device using the

private key of the record receiver device public-key cryptography pair. The record receiver

-10-
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signature 112b can be based on the endorsement block 105b, or can be based on the
endorsement block 105b, the one or more blocks prior to the endorsement block 105b, for
example the block 105a, or any combination thereof.

(6061} An mdividual record, for example the modified individual record 100m1,
with s last block containing a “for processing only endorsement” (FPOE) 114 can be
electronically communicated to and redeemed with the service provider 104, On redemption,
the service provider 104 can process the modified individual record 100m1 by verifying the
authenticity of one or more signatures in the chain of blocks 1053 and 105b. For example,
the service provider 104 can verify the authenticity of all the signatures in the modified
individual record 100m1, including the record sender signature 112a and the record receiver
signature 112b.  Authenticity of a signature can refer to the signature being created using a
particular private key. For example, for the record sender signature 112a to be authentic, the
record sender signature 112a can be verified using the record sender device’s public key and
determined to have been created using the private key of the record sender device. Thus, the
mdividual record 100, digitally signed by the record sender device, cannot be repudiated by
the record sender 102a as long as the record sender 102a claims hus private key has remained
private.

[0062] If the content 110 comprises an instruction that the record receiver 102b
should be given access to, for example, a document with a particalar 1D and all of the
signatures 1n the chain are verified to be authentic, then the document can be given to the
record receiver 102b or the user device of the record receiver 102b at the end point of the
chain 1n the modified individual record 100ml. For example, if the record sender signature
112a and the record recetver signature 112b mn the modified original record 100ml are
verified to be authentic, then the service provider 104 can provide the record receiver 102b
with, for example, the document as instructed by the content 110, The time at which the
record receiver 102b becomes connected to the service provider 104 and redeems the
modified individual record 100m1 constitutes a redemption event.

6063} The content 110 of the record 100 can include, for example, a message,
data, mstructions to provide a document or other information to an entity, instructions to
execute a computer program, contractual obligations or nghts (e.g, a smart contract),

mstructions to transfer consideration {e.g., currency, cryptocurrency, securities, real or

i3
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intangible assets, etc.), and so forth. An advantage of certain embodiments 1s that, by
utilizing individual records that are not bearer documents, large amounts of consideration can
be exchanged without both parties appearing at a central depository.

[0064] In one non-himiting example, the sender 1023 is a buyer of an asset from a
seller, who is the receiver 102b. The content 110 comprises instructions for the service
provider 104 to transfer an amount of cryptocurrency from the account of the sender 102a to
the account of the recetver 102b. The sender’s device digitally signs the record 100 using the
sender device’s private key and electronically communicates the record 100 to the receiver’s
device. The receiver device endorses the record with an endorsement 114 {eg., in this
context, the endorsement may be a “For Deposit Only endorsement”) and digitally signs the
record using the receiver device’s private key to create the modified record 100m1. The
receiver device communicates the modified record 100m1 to the service provider 104, which
redeems the modified record 100m1. The service provider 104 can venify the modified
record 100m! was authentically signed by both the sender 102a and the receiver 102b (using
their respective public keys) and can transfer the amount of cryptocurrency (in the content
110} from the sender’s account to the recetver’s account.

[6065] Accordingly, in this non-limiting example, the record functions as a
cheque m a digital cheque system and can be used by a buyer (the sender 102a) to pay a
seller {the receiver 102b} for the asset. In some such cases, the asset 15 an electronic asset
(e.g., computer code that provides deswred functionality for the buyer). The seller {the
recetver 102b) can create and digitally sign a record (analogous to the record 100} having the
electronic asset as the content and electromically commumnicate the record to the buyver {the
sender 102a). Thus, the buyer and the seller can mutually exchange cryptographically secure
records to transfer an asset from the seller to the buver in return for consideration {(e.g., an
amount of cryptocurrency). The service provider 104 can act as a clearinghouse for at least
some of this exchange {e.g., to debit the buyer’s cryptocurrency account and credit the

seller’s cryptocurrency account).

Example System for Exchanging Cryptographically Signed Individual Records

Example User Devices

[0066] The methods and systems for securely exchanging contents and records of
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the present disclosure can be implemented by one or more user devices and one or more
processing platforms.  In the non-limiting example system shown in FIG. 1B, users can
operate user devices to create, send, receive, modify, or redeem individual records 100, For
example, the record sender 102a can operate a record sender device 116a, and the record
recetver 102b can operate a record receiver device 116b.

[0067] The user devices, for example the record sender device 116a and the
record receiver device 116b, can be identical or can be different. The user devices can
include cellular telephones, tablet computers, e-readers, smart watches, head mounted
augmented, virtual, or mixed reality display systems, wearable display systems, or
computers. The user devices 116a, 116b can comprise embodiments of the wearable display
system 3500 described below with reference to FIG. 35, The user device 116a or 116b can be
in communication with other devices on a network 118 using a communication link 120a,
120b, for example a cellular communication link. The network 118 can be a local area
network (LLAN), wide area network (WAN)}, or the Intervet, accessible by wured or wireless
communication links, e.g., implementing the Institute of Electrical and Electronics Engineers
(IEEE) 802.11 standards.

[0068] When sending the individual record 100, one or both of the record sender
device 116a and the record receiver device 116b can be offline and not connected to the
network 118 The record sender 102a, using the record sender device 116a, can send the
mdividual record 100 to the record receiver 102b using a short range link {(SRL) 122, The
short range hink (SRL} 122 can be a peer-to-peer radio or other links through which the user
device 116a or 116b can communicate with one another. The short range link (SR1) 122 can
be based on the Infrared Data Association (IrtDA)Infrared Physical Layer Specification
(IrPHY), Bluetooth®, Near Field Communication (NF(), ad hoc 802.11, or any other wired
or wireless communication methods or systems.

[6069] A processing platform 124, operated by the service provider 104, can be in
communication with other devices on the network 118, for example the user devices 116a
and 116b, using a communication link 126, The communication link 120a, 120b, or 126 can
be wired or wireless communications, cellular communication, Bluetooth®, local area
network (LEAN), wide local area network (WLAN}, radio frequency (RF), infrared (IR}, or

any other communication methods or systems. Users 102a or 102b can redeem mndividual
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records with the processing platform 124, For example, the record receiver 102b, using the
record receiver device 116b, can redeem the modified individual record 100mil with the
processing platform 124

[8078] FI(: 2 1s a block diagram of an example user device 116 configured to
store public and private cryptographic keys. The user device 116 can include an individual
records container 202, a secure element (SE) 204, and common records 206. The individual
records container 202 can be a digital data structure configured to contain unredeemed
mdividual records 208, For example, the individual records container 202b of the record
recetver device 116b can contain the modified mndividual record 100m1 before the modified
individual record 100ml is electronically communicated to and redeemed with the
processing platform 124

[0071] The secure element {(SE) 204 can securely store a private key 210 of the
user device and a service provider public key 212, The secure element (SE} 204 can use the
private key 212 of the user device to sign mdividual records 100 and modified individual
records 100ml. For example, the secure element (SE) 204a of the record sender device 116a
can create the record sender signature 112a of the individual record 100,  As another
example, the secure element (SE) 204b of the record receiver device 116b can create the
record receiver signature 112b of the modified ndividual record 100mi.  In some
embodiments, the secure element (8E) 204a of the record sender device 116a can add one or
more of the public key 106a of the record sender device, the public key 106b of the record
recetver device, the record ID 108, and the content 110 to the mdividual record 100.

[6072] The secure element {(SE) 204 can use the service provider public key 212
to verify the authenticity of mformation recetved from the service provider 104, For
example, the service provider 104, using the processing platform 124, can send updated
public keys of devices 214 to the user device 116a or 116b. The processing platform 124 can
sign the public keys of devices 214 with the private key of the service provider public-key
cryptography pair. In some embodiments, the service provider private key is the service
provider’s exchusive possession. The secure element {SE) 204 can verify the authenticity of
the updated public keys of devices 214, Verifying the authenticity of the updated public keys
of devices 214 can comprise determining, using the service provider public key 212, whether

the signature of the public keys of devices 214 has been created with the service provider
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public key. In some embodiments, there can be two or more processing platforms 124
operating independently. And a user device 116 can include one or more service provider
public keys 212 for the two or more processing platforms 124,

[8073] The common records 206 can include valid user identities and additional
information about the users of the service provider processing platform 124, The common
records 206 are publicly disseminated and shared among users of the processing platform
124, For example, the common records 206 can include the public keys of user devices 214
which are disseminated by the system so that other users can cryptographically verify digital
signatures. The public keys of user devices 214a in the common records 206a of the record
sender device 116a and the public keys of user devices 214b in the common records 206b of
the record receiver device 116b can be the same or can be different. Referring to FIG. 1B,
for the record sender 116a to use a new user device 116a2, the processing platform 104 may
have to notify other user devices 116 of the system of the public key of the user device 116°.
The processing platform 124 can send an updated commeon record 206 comprising updated
public keys of devices 214, including the public key of the user device 1167, to other user
devices 116 when they are connected to the network 118 If the user device 116a is
connected to the network 118 and the user device 116b is not, the user device 116a can
receive the updated public keys of devices 214a. Thus, the public keys of devices 214b in
the common records 206b of the user device 116b can be a subset of the updated public keys
of devices 214a n the common records 206a of the user device 116a.

[6074] In some embodiments, some public keys may be no longer in use and can
be removed from the public keys of devices 214 by the processing platform 124, For
example, if the record sender 102a 1s no longer using the record sender device 116a, the
processing platform 124 can remove the public key 1063 of the record sender device from the
processing platform’s record. The processing platform 124 can send updated public keys of
devices 214, which exclude the public key 106a of the record sender device, to other user
devices 116, To maintain cryptographic security, if the record sender device 116a 18 no
longer being used, the device private key 210 should be permanently deleted or the device
destroyed.

[6075] User devices can verify the authenticity of received individual records

using the public keys of user devices 214, For example, the public keys of user devices 214b
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in the common records 206b of the record receiver device 116b can include the public key
106a of the record sender device. And the record receiver device 116b can verify the
authenticity of the individual record 100 by determining, using the public key 106a of the
record sender device, whether the record signature 112a of the individual record 112a has

been created using the private key of the record sender device 116a.

Example Processing Platform

[8076] FIG 3 1s a block diagram of an example processing platform 124
configured to store public cryptographic keys of user devices. The processing platform 124
can comprise a server or a collection of servers that can be infrastructural to the system. The
processing platform 124 can be connected directly to the network 118 and mndirectly and
possibly only internmittently to the user devices 116 over the network 118, The processing
platform 124 can contain and maintain central records 302 to keep track of users, user
devices 116, and access to contents identified in the records. The processing platform 124
can process instructions contained in the contents 110 of the records 100. For example, as
described above, if the content 110 of a record 100 comtains an mstruction to transfer
cryptocurrency between accounts of users, the platform 124 may perform the transfer upon
redemption of the record.

(6077} The processing platform 124 can maintain the common records 206 or can
generate the common records 206 from the central records 302, The central records 302 can
contain the public keys of devices 214, The public keys of devices 214 in the common
records 206 of the user device 116 can be a subset of the public keys of user devices 214
the central records 302, For example, the public keys of user devices 214 may have been
updated, and the user device 116 may not have received the updated public keys of user
devices 214,

(6078} The central records 302 can include identifying information and ancillary
information of the users 102a or 102b or the user devices 116a or 116b. The central records
302 can include user information 304 that can identify the association of users with user
devices. For example, the central records 302 can include the association of the record
sender 102a with the two record sender devices 116a and 116a°. In some embodiments, one

user with multiple devices can be considered multiple users. In some embodiments, one user
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with multiple devices can be considered one user. The common records 206 may not contain
the user information 304

(6079} The central records 302 can include user record status 306 for tracking
information of the users. For example, the content 110 of the individual record 100 can
instruct the processing platform 124 to provide access to the document with its document D
stored 1n the content 110 to the record recetver 102b. However, the user record status 300
can indicate that only the record sender 102a himself has access to the document; and the
record sender 102a cannot grant other users access to the document. As anocther example, the
user record status 306 can indicate that the record sender 102a can give access of the
document to other users. As yet another example, the user record status 306 can indicate that
the record sender 102a can give access of the document to users only a number of times, such
as once; and the user record status 306 can keep track of whether the individual record 100
has been redeemed and accessed by any user, for example the record receiver 102b.

[0080] As a non-hmuting example, the user record status 306 can keep track of the
record sender’s account balance n, for example, a cryptocurrency. The record sender’s
account can be a payer account. If the content 110 of the mndividual record 100 nstructs the
processing platform 124 to pay the record receiver 102b an amount less than or equal to the
record sender’s account balance, the processing platform 124 can debit the record sender’s
account by the specified amount and credit the record receiver’s account by the same
amount. The record receiver’s account can be a payee account. If the content 110 of the
individual record 100 instructs the processing platform 124 to pay the record receiver 102b
an amount greater than the record sender’s account balance, the processing platform 124 can
refuse to credit the record receiver’s account by the specified amount. However, the record
sender’s account may be debited with an overdraft charge. The common records 206 may
not contain the user record status 306.

[6081] The exchange of cryptographically signed individual records disclosed
herein can include a number of benefits. The benefits can include, for example, ease of use
or speed of exchange. As illustrated in FIG. 1, the record sender device 116a can send the
individual record 100 to the record recetver device 116b via the short range hink (SRL) 122
without etther party being in communication with the service provider 104 through the

network 118, Additional or alternative benefits can include, for example, capability of
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verification or authentication of digital signatures. As illustrated i FIG. 2, the public keys
214 of user devices are disseminated in the common records 206. Thus, the record receiver
device 116b can verify the authenticity of the record sender signature 112a in the individual
record 100 and the record sender device 116a has sent the mdividual record 100, Another
benefit can be, for example, cryptographic security.  As illustrated in FIG. 1A, the record
sender device 116a can sign the individual record 100 with the record sender signature 112a,
and the record receiver device 116b can sign the moditied individual record 100m1 with the
record receiver signature 112b. Malicious user devices which are not the record receiver
device 116b cannot forge the record receiver signature 112b, because they do not know the
record receiver private key. A malicious user device cannot redeem the modified individual
record 100m! with the processing platform 124, because the individual record 100 shows
that its recipient is the record receiver device 116b and not the malicious user device.
Additional or alternative benefits can mclude, for example, anonymuty {(actual legal names
need not be used, merely user identifving information associated with the public keys is
required), or non-demability (digital signatures can be authenticated using public keys and
the signer cannot deny a signature while also claiming his private key remains private). A
further benefit can be, for example, irreversibility. Once the record sender device 116a sends
the individual record 100 to the record receiver device 116b, the processing platform 124 can
deny a request by the record sender device 116a that the processing platform 124 not to
perform as mstructed by the content 110 of the ndividual record 100. Another benefit can
be, for example, the individual records 100 can include different contents 110, Furthermore,
the record sender 1023 can give the record receiver 102b access to a volumimnous amount of
nformation, for example documents with IDs stored o the content 110 of the ndividual

records 100, without directly sending the record recetver 102b the information.

Example One Receiver

[0082] In some embodiments, a record receiver can receive an individual record
from a record sender. FIG. 4 is an interaction diagram ilustrating one embodiment of
securely exchanging and redeeming an individual record created for one record receiver. A
record recetver 102b, using a record recetver device 116b, can request an mndividual record

100 from a record sender 102a by sending a content request 402 to a record sender device
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116a. The record receiver 102b can send the record sender 102a the content request 402
using a short range link (SRL} 122 at interaction 404. The content request 402 can comprise
a content, for example a content B 110b and a public key 106b of the record receiver device.
The content B 110b can comprise a request for, for example, a document with its document
ID stored in the content B 110b. In some embodiments, the public key 106b of the record
recetver device can umiquely identify the record receiver device 116b.  In some
embodiments, the public key 106b of the record recetver device can uniquely wdentify the
record receiver 102b. The public key 106b can be in the common records which can be

stored 1n the secure element (SE) 204b in some embodiments.

Example Pariner dentification

[0083] With reference to FIG. 4, at interaction 408, the record sender device
116a, using its transaction pariner identifier, can confirm the identity of the record receiver
device 116b by partner wdentification. Because the content request 402 may have been
transmitted electronically to the record sender device 116a, the record sender device 116a
may be unsure about the identity of the user device sending the content request 402, Partner
wdentification can be advantageous. For example, with partner identification, the record
sender device 116a can distinguish content requests 402 from the record receiver device 116b
and from malicious users. As another example, with partner identification, a mahicious user
cannot receive an individual record not intended for it As vet another example, with partner
dentification, a malicious user, even after receiving an individual record not intended for 1,

cannot redeem the mdividual record.

Example fndividual Record Creation

[0084] FI(G 5 schematically illustrates one example individual record created for
one record recetver. As illustrated in FIGS. 4-5, after the secure element (SE) 204a of the
record sender device 116a verifies autheniication information 512a of the record sender, the
secure element {SE) 204a can sign an individual record 100 at interaction 416, Prior to
stgning the individual record 100 at interaction 419, the secure element (SE) 204a can require
both the provision of a block to be digitally signed, for example a block 105a of the

mdividual record 100, and the authentication of the record sender 102a. Non-limiting
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examples of authentication can include passphrase authentication, biometric auvthentication
such as fingerprint authentication or iris authentication, biological data authentication, or any
combination thereof Biometric authentication can wutilize a biometric template based on, for
example, fingerprints or eye images. The secure element (SE) 204a can implement a
biometric fuzzy vault for recognizing the biometric template.

[0085] The individual record 100 can be a digital object comprising one or more
blocks. The individual record 100 can comprise a block 105a, and the block 105z can
comprise a public key 106a of the record sender device in the “from field,” a public key 106b
of the record receiver device in the “to field,” a record I 108, a content A 110a, and a record
sender signature 112a of the block 105a. The public key 106a of the record sender device
can identify the originator of the individual record 100, the record sender device 116a. The
public key 106b of the record receiver device can identify the original recipient of the
mdividual record 100, the record recetver device 116b. The content of the content A 110a
can vary. The content A 110a and the content B A 110b can be the same, similar, related, or
different The content A 110a can be the same as the content B 110b, for example a particular
document. The content A 110a can be similar or related to the content B 110b. For example,
the content B 110b can request access to a document, and the content A 110a can grant
access to the document. As another exarople, the content B 110b can request access to two
documents, and the content A 110a can grant access to only of the two documents. As
described above, in the context of cryptocurrency, the content A 110a and the content B 110b
can be the same amount of a cryptocurrency. The content A 110a and the content B 110b
can be similar or related. For example, the content B 110b can be a pre-tax amount, and the
content A 110a can be an after-tax amount. As ancther example, the content B 110b canbea
pre-tip amount, and the content A 110a can be an after-tip amount.

[0086] With reference to FIG. 4, at interaction 420, the record sender 102a can
send the mdividual record 100 to the record receiver 102b, for example, in a peer-to-peer
manner using a short range link (SRL}. Once in the possession of the record receiver 102b,
the record receiver 102b can verify the individual record 100 at interaction 424, Venifying
the ndividual record 100 can comprise authenticating the record sender signature 112a.
Authenticating the record sender signature 112a can comprise determining, using the public

key 106a of the record sender device, whether the record sender signature 112a has been
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created using the private key 210 of the record sender device. The public key 106a of the
record sender device can be obtained by a number of ways. For example, the public key
106a of the record sender device can be obtammed from the individual record 100, As another
example, the public key 106a of the record sender device can be obtained from the common

records 206 of the record receiver device 116b.

Example Individual Record Redemption

[0087] With reference to FIG. 4, after successfully verifying the individual record
100, the record receiver device 116b can, using its secure element 204b, create and sign the
modified individual record 100m1l at interaction 428  Prior to signing the modified
individual record 100m1 at interaction 428, the secure element (SE) 204b can require both
the provision of a block to be digitally signed, for example a block 105b of the modified
mdividual record 100ml, and authentication information 512b of the record receiver. The
modified mdividual record 100m1 can comprise the block 105a of the individual record 100
and an endorsement block 105b. For example, the endorsement can be a “for processing
only endorsement” (FPOE) 114 that, together with the public key 106b of the record receiver,
specifies that the modified mdividual record 100mi can only be redeemed by the record
receiver 102b. As described above, in the context of cryptocurrency, an example of an FPOE
endorsement ncludes a “for deposit only endorsement” (FDOE), in which the processing
platform 124 will deposit an amount of cryptocurrency to the account of the record receiver
1020 but will not recognize a further endorsement to another party.

[0088] After signing the modified mdividual record 100ml, the record receiver
1020 can redeem the modified individual record 100m1 with the processing platform 124 at
interaction 432 when the record receiver 102b 1s in communication with the processing
platform 124 through, for example, the network 118, Un redemption, a service provider 104
operating the processing platform 124 can process at mnteraction 436 the modified individual
record 100m1 by verifying the authenticity of one or more signatures in the chain of blocks
105a and 105b in the modified individual record 100ml, for example the record sender
stgnature 112a and the record receiver signature 112b.  After successful verification, the
processing platform 124 can perform as mstructed by the content A 110a of the modified

mndividual record 100m1t.
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[6089] The sender device 116a can receive an indication that the processing
platform 124 has or has not performed as mmstructed by the content A 110a of the modified
individual record 100ml. For example, the processing platform 124 can send the sender
device 116a an email stating that the processing platform 124 has performed as instructed by
the content A 110a of the modified mdividual record 100ml. As another example, the
processing platform 124 can send the sender device 116a an electronic message stating that
the processing platform 124 has not performed as instructed by the content A 110a of the
modified individual record 100m1 because the content A 110a instructs the processing
platform 124 to provide a document stored in a reposttory to the record receiver device 116b
and repository is temporarily or permanently unavatlable. As yet another example, the
processing platform 124 can provide the sender device 116a with its user record status 306
periodically, such as hourly, daily, weekly, monthly, or vearly. The processing platform 124
can provide the sender device 116a with its user record status 306 when one or more
conditions, such as the record sender device 116 can no longer give another user device

access to a document, are satistied.

Example Partner Identification

[6090] Partner 1dentification can be based on various methods. Non-limiting
examples of methods for partner wdentification include content authorization, knocking,
physical indication, beam forming, prior arrangement, cursory validation, or any combination

thereof.

Fxample Content Authorization

[6091] In some embodiments, partner identification can comprise content
authorization. Utilizing content authorization, the record sender 102a can issue an intent to
exchange an mdividual record to the record receiver device 116b based on the public key
106b 1n the content request 402. The content of the intent to exchange an individual record
can vary. For example, the content of the intent to exchange an individual record can be
empty of can contain one of more zero values.  After the record receiver device 1106b
receives the intent to exchange an individual record, the record receiver 102b can confirm by

non-electronic means that he is the recipient of the intent to exchange an individual record.
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For example, the record receiver 102b can verbally inform the record sender 1023 that he has
received the intent to exchange an individual record. As another example, the record receiver
102b can inform the record sender 102a that he has received the intent to exchange an
individual record electronically. After confirmation, the content request 402 from the record
receiver 102b can be validated, and the record sender 102a can send the record receiver

device 116b an individual record 100 with an appropriate content.

Example Knocking

60921 in some embodiments, partner wdentification can comprise knocking. The
record sender device 116a and the record receiver device 116b each can comprise motion
sensors. Utilizing knocking, the record sender device 116a and the record receiver device
116b can come into physical contact. Such contact can be measured by the motion sensors of
the record sender device 116a and the record receiver device 116b. The relative timing of the
contact and of sending and receiving the content request 402 can vary. For example, the
record receiver device 116b can send the content request 402 at the time of the contact {e.g.,
at the tune of the “knock™). As another example, the record receiver device 116b can send
the content request 402 shortly after the contact (e g., within a threshold time of 105, 205,
30s, 1nun, 10 nun, etc.). If the content request 1s not sent within the threshold time, the
partner identification may require that the devices be knocked again.

[6093] The record sender device 116a can accept the content request 402 based
on the temporal concurrency of the contact and the receipt of the content request 402, In
some embodiments, the record recerver device 116b can send to the record sender device
116a a signature of the contact. The signature of the contact can be created using the private
key of the record receiver device public-key cryptography pair. The signature of the contact
can be based on the contact measured by the motion sensor of the record receiver device
116b and the timing of the contact measured. The signature of the contact can be part of the
content request 402 or can be a separate communication from the record receiver device 116b
to the record sender device 116a. Because the contact can produce an equal and opposiie
reaction in the record sender device 116a, the record sender device 116a can verity the

signature of the contact.
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Example Physical Indication

[0094] In some embodiments, partner identification can comprise physical
indication. The record sender device 116a and the record receiver device 116b can comprise
imaging sensors {e.g., digital cameras). The record sender device 116a and the record
recetver device 116b can be oriented so as to “see” each other using thew imaging sensors.
The record receiver device 116b can send an image of the record sender device 116a it
captures to the record sender device 116a. The image can be part of the content request 402
or can be a separate communication from the record receiver device 116b to the record
sender device 116a. Because the image of the record sender device 116a and the image of
the record receiver device 116b can be opposite of each other, the record sender device 116a
can confirm the identity of the record receiver device 116b by qualitative or quantitative
comparisons of the images. For example, it the record sender device 116a “sees” the record
recetver device 116b to be up and to the left, then the record receiver device 116b should
appear to be down and to the right in the 1mage of the record sender device 116a captured by
record recetver device 116b.

[6095] In some embodiments, physical indication can be based on the
simultaneous observations of the environments of the record sender device 116a and the
record receiver device 116b. The record sender device 116a and the record recetver device
116b can comprise microphones. The physical mdication can be based on the simultanecus
audio recordings of the environments by the microphones of the record sender device 116a
and the record receiver device 116b. Both the record sender device 116a and the record
recetver device 116b can simultaneously “hear” their environments using the microphones.
The record receiver device 116b can send an audio recording of its environment it captures
and the time of the recording to the record sender device 116a. The audio recording can be
part of the content request 402 or can be a separate communication from the record receiver
device 116b to the record sender device 116a. Because the sound recording sent by the
record recetver device 116b can be the same as or simular to what the record sender device
116a “hears” at the same time, the record sender device 116a can confirm the identity of the
record recetver device 116b by qualitative or quantitative comparisons of the sound recording
and what it “hears”. As another example, physical indication can be based on the

stmultaneous audio observations of each other by the record sender device 116a and the
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record receiver device 116b.  As yet another example, physical indication can be based on
the simultanecus visual observations of the environments by the record sender device 116a

and the record receiver device 116b.

Example Beam Forming

[8096] In some embodiments, partner identification can comprise beam forming,
The user device 116 can comprise a short range link (SRL) interface that is directional {e. g,
using a beam-forming or directional antenna). The record sender device 116a and the record
recetver device 116b can have their short range link (SRL) interfaces pointed at each other.
Utilizing beam forming, the record sender device 116a can receive the content request 402
from the record receiver device 116b and not other content requests sent from other
directions from, for example, malicious users. Utilizing beam forming, only the record
sender device 116a, not other users, can receive the content request 402 from the record

receiver device 116b.

Example Prior Arrangement

(60971 In some embodiments, pariner identification can comprise prior
arrangement. For example, the record sender device 116a may have prior knowledge of the
public key 106b of the record receiver device prior to recerving the content request 402 from
the record receiver device 116b.  As another example, the record sender device 116a may
have prior knowledge that a record receiver device with the public key 106b will send it a
content request, for example the content request 402, For example, the sender 102a may
have previously told the receiver 102b that a record 18 gomng to be sent. The receiver 102b
can utilize a user interface (U} on the receiver device 116b to provide an indication that the

record 1s expected to come from the sender device 116a {e.g., within a threshold time period).

FExample Cursory Validation

[6098&] In some embodiments, partner identification can comprise cufsory
validation. For example, the common records 206 can contain identifying strings, for
example BigBoxStore, that can be used for cursory validation of a content request 402, As

an example, in which the recetver 102b 13 a merchant, the record recetver 102Zb can be
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identified as the merchant in the common records 206. The identification can be associated
with an indication, for example a bit, in the common records 206 that the identity has been
validated by the processing platform 124, Such a validated identity can be distinguished

from identities assigned or provided by the users themselves.

Example Contents and Exchanges

0099 The contents 110 of the individual records 100 can vary. For example, the
contents 110 can include mnstructions for providing record receivers 102b with documents
having their document IDs stored in the contents 110. As another example, the contents 110
can include instructions for paying the record recetvers 102b a certain number of monetary
units, for example U.S. Dollars. Payments can be in the form of, e.g., a national currency, a
fiat currency, a commodity or a commodity currency, a cryptocurrency, a financial product or
security {e.g., stocks or bonds), or any combination thereof.

[0100] The contents 110 of the individual records 100 can contamn software code.
The processing platform 124 can execute the software code when certain conditions are
satisfied. The conditions can be time based, such as the time when the record receiver 102b
redeems an individual record 100 containing the software code. The contents 110 can
mclude self-executing software code. The self-executing code can automatically execute
when certain conditions are satisfied. In some embodiments, the users can prevent or delay
the execution of the software codes, for example, when certain conditions such as fraud are
detected. In some embodiments, the users may be unable to prevent or delay the execution of
the software codes.

[0101] The contents 110 of the individual records 100 can include contractual
obligations or rights between the sender and the receiver {e.g., smart contracts). For
example, the record receiver 102b may be under a contractual obligation to perform a service
such as backing up the record sender’s computer infrastructure and may have a contractual
right to receive payment for the service, and the record sender 102a may be under a
contractual obligation to pay the record receiver 102b for the service and may have a
contractual right to receive the record receiver’s performance. The smart contracts can be
between individual users, partnerships, companies, or corporations. The smart contract can

imvolve recurrent execution of software code. The software code can comprise software code
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that can be executed when certain conditions are satisfied. As an example, the software code
can comprise software code for a backup or security scan of the receiver’s computer
infrastructure. The software code might be executed upon the occurrence of a condition (e g,
transfer of a monthly payment of cryptocurrency to the sender). In some embodiments, the
smart contracts can involve recurring payments when certain conditions are satisfied. For
example, a smart contract may require the record receiver 102b to backup the record sender’s
computer infrastructure periodically such as weekly., When the condition of the periodic
performance 15 satisfied, the record sender 102a has a contractual obligation under the smart
contract to pay the record receiver 102b periodically.

[0102] The contents 110 can involve escrow. For example, the record sender
102a and the record receiver 102h would like to exchange codes such as software codes.
After providing first software codes to a repository, for example the processing platform 124,
the record sender 102a can provide the record recetver 102b with a first individual record 100
mstructing the repository to provide the record receiver 102b with the first software codes if
first conditions are satisfied. Similarly, the original record receiver 102b can provide the
original record sender 102a with a second individual record 100m1 mstructing the repository
to provide the original record sender 102a with second software codes if second conditions
are satisfied. The first conditions and the second conditions can be time based. The first
conditions and the second conditions can be the same or different.

[61683] In some embodiments, the record sender 102a can provide the record
recetver 102b with the mdividual record 100 as a part of an exchange. For example, the
content 110 of the mdividual record can struct the processing platform 124 to debut the
record sender’s account with a first amount and to credit the record receiver’s account with a
second amount. The account debiting and crediting can be accompanied by the record

receiver 102b providing the record sender 102a with, for example, a product or some codes.

Example Two Receivers

Example First Content Request

[0104] In some embodiments, after recetving an individual record from a record
sender, a record receiver can send the recetved individual record to a subsequent record

receiver. FIG © is an interaction diagram dlustrating one embodiment of securely
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exchanging and redeeming individual records created for two record receivers. As illustrated
in FIGS. 4-5, a first record receiver 102b, using a first record recetver device 116b, can
request an mdividual record from a first record sender 102a by sending a first content request
402, to a first record sender device 116a at interaction 404. The first content request 402 can
comprise a content B 110b and a first public key 106b of the first record receiver device.

[0105] At interaction 408, the first record sender device 116a can confum the
identity of the first record receiver device 116b by partner identification.  After the secure
element (SE) 204a of the first record sender device 116a verifies authentication information
512a of the first record sender, the secure element (SE} 204a can sign an individual record
100 at interaction 416.

[0106] FI1G. 7 schematically illustrates example individual records created for two
record receivers. As illustrated in FIGS. 6-7, the individual record 100 can be a digital object
comprising a block 105a. The block 105a can comprise a first public key 106a of the fust
record sender device in the “from field,” a first public key 106b of the first record receiver
device in the “io field,” a record 1D 108, a content A 110a, and a first record sender signature
112a of the block 103a.

[6197] At interaction 420, the first record sender 102a can send the individual
record 100 to the first record receiver 102b in, for example, a peer-to-peer manner using a
short range hink {(SRL) 122, Once n the possession of the first record receiver 102b, the first

record receiver 102b can verify the individual record 100 at interaction 424,

Example Second Content Reguest

[6108] With reference to FIG. 6, a second record receiver, using a record receiver
device, can request an mdividual record from a record sender by sending a content request to
a record sender device using a short range hink (SRL) 122 at interaction 604. For example, a
second record receiver 102¢, using a second record receiver device 116¢, can request an
mdividual record from the first record receiver 102b by sending a second content request 602
to the first record receiver device 116b. The first record receiver 102b can be a second
record sender, and the first record receiver device 116b can be referred to as a second record
sender device. The second content request 602 can comprise a content, for example a

content C 110c and a public key 106¢ of the second record receiver device.
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[6169] At interaction 608, the second record sender device 116b can confirm the
identity of the second record receiver device 116¢ by pariner identification. After the secure
element (SE) 204b of the second record sender device/first record recetver device 116b
verifies authentication information 512b of the second record sender, the second record
sender device 116b can decide to send the first modified record 100m1, after signing it, to the
second record receiver device 116¢ for a variety of reasons and purposes. For example, the
second record receiver 102¢ can be an assignee of the second record sender 102b. Instead of
the processing platform 124 performing for the first record receiver/second record sender
102b as instructed by the content A 110a, the processing platform 124 can perform for the
second record receiver 102¢. The content A 110a, the content B 110b, and the content C
110c¢ can be the same, similar, related, or different.

[01190] The secure element (SE} 204b can sign the first modified individual record
100m1 at interaction 612, Sigming the first modified individual record 100m1 can comprise
adding a block, for example a block 105b, to the mdividual record 100 to create a first
modified individual record 100m1i. The block 105h of the first modified individual record
100m1 can comprise a second public key 106¢ of the second record receiver device and a
second record sender signature/first record receiver signature 112b of the block 105b.

[0111] At mteraction 616, the second record sender 102b can send the first
modified mdividual record 100m1i to the second record receiver 102¢, e.g., in a peer-to-peer
manner using a short range hiok (SRL} 122 Once 10 the possession of the second record
receiver 102¢, the second record recetver 102¢ can venty the first modified mndividual record
100mi at mteraction 620, Venfying the first modified individoal record 100ml1 can
comprise authenticating the first record sender signature 112a and the second record sender
signature 112b using, for example, the public kev 106a of the first record sender device and
the public key 106b of the second record sender device in the first modified individual record

100m1.

Example Individual Record Redemption

[61§2] With reference to FI(G 6, after successfully verifying the first modified
individual record 100m1, the second record receiver device 116¢ can, using its secure

element {SE) 204c¢, create and sign a second modified individual record 100mZ at interaction

-29-



WO 2018/022891 PCT/US2017/044186

624, where m indicates the individual record 100 has been modified and m?2 indicates the
mdividual record 100 has been modified at least twice. Prior to signing the second modified
mdividual record 100m2, the secure element {SE) 204¢ can require both the provision of a
block to be digitally signed, for example a block 105¢ of the second modified individual
record 100m2, and authentication information 512¢ of the second record receiver. The
second modified individual record 100m2 can comprise the block 105a of the individual
record 100, the block 105b of the first modified individual record, and an endorsement block
105¢. For example, the endorsement can be a “for processing only endorsement” (FPOE)
114 that, together with the public key 106¢ of the record receiver device, specifies that the
second modified individual record 100m2 can only be redeemed by the second record
recetver 102¢.

(0113} After signing the second modified mdividual record 100m2, the second
record receiver 102¢ can redeem the second modified individual record 100m2 with the
processing platform 124 at interaction 628, On redemption, a service provider 104 operating
the processing platform 124 can process at interaction 632 the second modified individual
record 100m2 by verifying the authenticity of one or more signatures in the chain of blocks
103a, 105b, and 105¢ m the second modified individual record 100m2. Signatures verified
can include the first record sender signature 112a, the second record sender signature/first
record receiver signature 112b, and second record receiver signature 112¢. After successful
verification, the processing platform 124 can perform as instructed by the content A 110a of

the second modified mdividual record 100m1.

Example N Receivers

6114} In some embodiments, after recetving an individual record from a record
sender, a record receiver can send the received individual record to a subsequent record
receiver. The subsequent record receiver can in turn send the individual record it has
received to another record receiver. A last record recetver can redeem the individual record
it has received with a processing platform. The number N of senders/receivers in the chain

of records canbe 2, 3, 4, 5, 6, 10, 20, 100, or more.
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FExample First Content Reqguest

[6115] FIG. 8 schematically illustrates example individual records created for
with a ploerality of record recetvers. As illustrated i FIGK. 4-7, a first record receiver 102b,
using a first record receiver device 116b, can request an individual record from a first record
sender 102a by sending a first content request to a first record sender device 110a using a
short range link (SRL) 122. The first content request can comprise a content B and a first
public key 106b of the first record receiver device.

[0116] The first record sender device 116a can confirm the identity of the first
record receiver device 116b by partner identification. After the secure element (SE) 204a of
the first record sender device 116a verifies authentication information 512a of the first record
sender, the secure element (SE) 204a can sign an individual record 100 at interaction 416,

[6117] The mdividual record 100 can be a digital object comprising a block 105a.
The block 105a can comprise a first public key 106a of the first record sender device in the
“from field,” a first public key 106b of the first record receiver device in the “to field,” a
record 1D 108, a content A 110a, and a first record sender signature 112a of the block 103a.

[0118] The first record sender 102a can send the individual record 100 to the first
record receiver 102b in, for example, a peer-to-peer manner using a short range link (SRL)
122. Once in the possession of the first record recetver 102b, the first record receiver 102b

can venfy the individuoal record 100,

Example Second Content Reguest

[0119] With reference to FIG. &, a second record receiver, using a record receiver
device, can request an mdividual record from a record sender by sending a content request to
a record sender device using a short range link {SRL) 122, For example, a second record
receiver 102¢, using a second record receiver device 116¢, can request an individual record
from a second record sender 102b by sending a second content request to a second record
sender device 116b using a short range hnk {SRL) 122, The first record recerver 102b can be
a second record sender, and the firsi record recetver device 116b can be referred to as a
second record sender device. The second content request can comprise a content  and a

public key 106¢ of the second record receiver device.
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6128} The second record sender device/first record receiver device 116b can
confirm the identity of the second record receiver device 116¢ by partner identification.
After the secure element (SE} 204b of the second record sender device/first record recetver
device 116b verifies authentication information 512b of the second record sender, the second
record sender device 116b can decide to send a first modified record 100m1, after signing 1,
to the second record receiver device 116¢.

[0121] The secure element (SE} 204b of the second record sender device 116b
can sign the first modified individual record 100m1 at interaction 612, Signing the first
modified individual record 100m1 can comprise adding a block, for example a block 105b, to
the individual record 100 to create the first modified individual record 100ml. The block
105b of the first modified individual record 100m1 can comprise a second public key 106¢ of
the second record receiver device and a second record sender signature/first record receiver
signature 112b of the block 105b.

[0122] The second record sender 102b can send the first modified individual
record 100m1 to the second record receiver 102¢ 1n, for example, a peer-to-peer manner
using a short range link {(SRL) 122 Once in the possession of the second record receiver
102¢, the second record receiver 102¢ can verify the first modified individual record 100m1.
Verifying the first modified individual record 100m1 can comprise authenticating the first
record sender signature 112a and the second record sender signature 112b using, for
example, the public key 106a of the first record sender device and the public key 106b of the

second record sender device in the first modified individual record 100m1.

FExample Third Content Reqguest

6123} With reference to FIG. &, a third record receiver, using a third record
recetver device, can request an individual record from a record sender by sending a content
request to a record sender device using a short range link (SRL)Y 122, For example, a third
record receiver, using a third record receiver device, can request an mdividual record from a
third record sender, by sending a third content request to a third record sender device 116¢
using a short range link {(SRL) 122. The second record receiver 102b can be a third record
sender, and the second record receiver device 116b can be referred to as a third record sender

device. The third content request can comprise a content and a public key of the third record
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receiver device.

[0124] The third record sender device 116¢ can confirm the identity of the third
record receiver device by partner identification. After the secure element (SE) 204¢ of the
third record sender device/second record receiver device 116¢ verifies authentication
information 512¢ of the third record sender, the third record sender device can send a second
modified record 100m2, after signing 1t, to the third record receiver device.

[0125] The secure element {SE) 204¢ can sign the second moditied individual
record 100m2 at interaction 624. Signing the second modified mdividual record 100m2 can
comprise adding a block, for example a block 105¢, to the first modified individual record
100m1 to create the second modified individual record 100m2. The block 105¢ of the second
modified individual record 100m2 can comprise a third public key 106¢ of the second record
receiver device and a third record sender signature/second record receiver signature 112¢ of
the block 105¢.

[0126] The third record sender 102¢ can send the second modified individual
record 100m2 to the third record receiver in, for example, a peer-to-peer manner using a
short range link (SRL) 122 Once i the possession of the third record receiver, the third
record receiver can verify the second modified individual record 100m2. Vernifving the
second modified individual record 100m2 can comprise authenticating the first record sender
signature 112a, the second record sender signature/first record receiver signature 112b, and
the third record sender signature/second record recetver signature 112c using, for example,
the public keys 106a, 106b, and 106¢c of the first record sender device, the second record
sender device, and the third record sender device in the second modified individual record

100m?2.

FExample nth Conient Request

6127} With reference to FIG. 8, an nth record receiver, using an nth record
receiver device, can request an individual record from an nth record sender, by sending an
nth content request to an nth record sender device using a short range link (SRL) 122, The
nth record sender can be an (n-1)th record recetver, and the (n-1}th record recetver device can
be referred to as an nth record sender device. The nth content request can comprise a content

and a public key of the nth record receiver device.
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[6128&] The nth record sender device can confirm the identity of the nth record
recetver device by partner identification. After the secure element (SE} of the nth record
sender device/(n-1}th record receiver device verifies authentication information of the nth
record sender, the nth record sender device can send a {n-1}th modified record 100m(n-1},
after signing it, to the nth record receiver device, where m indicates the individual record 100
has been modified and m{n-1) indicates the individual record 100 has been modified at least
(n-1} times.

(08129} The secure element (SE) of the nth record sender device can sign the (n-
1)th modified individual record 100m{n-1). Signing the {n-1)th modified individual record
100m{n-1) can comprise adding a block 105(n-1), to the {(n-2)th modified individual record to
create a {n-1)th modified individual record 100m{n-1). The block 105(n-1) of the (n-1}th
modified individual record 100m{n-1) can comprise an nth public key 106n of the nth record
recetver device and an nth record sender signature/{n-1)th record receiver signature 112{n-1)
of the block 105(n-1).

[0136] The nth record sender can send the (n-1)th modified individual record
100m{n-1) to the nth record receiver in, for example, a peer-to-peer manner using a short
range link (SRL) 122, Once in the possession of the nth record receiver, the nth record
receiver can vertfy the (n-1)th modified individual record 100m(n-1). Verifying the (n-1}th
modified mdividoal record 100m{n-1) can comprise authenticating the first record sender
signature 112a, the second record sender signature 112b, . . | and the (n-1)th record sender
stgnature 112(n-1) using, for example, the public keys of the first record sender device 112a,
the second record sender device 112b, the third record sender device 112¢, . ., and the nth

record sender device in the {n-1}th modified individual record 100m{n-1).

FExample Individual Record Redemption

6131} With reference to FIG. &, after successfully verifying the (n-1)th modified
individual record 100m{n-1), the nth record receiver device can, using its secure element,
create and sign an nth modified individual record 100mn, where m indicates the mdividual
record 100 has been modified and mn indicates the individual record 100 has been modified
at least N times. Prior to signing the nth modified mndividual record 100MM, the secure

element (SE} can require both the provision of a block to be digitally signed, for example a
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block 105n of the nth modified individual record 100mn, and authentication information of
the mh record receiver. The nth modified individual record 100mn can comprise an
endorsement block 105n.  For example, the endorsement can be a “for processing only
endorsement” (FPOE} 114 that, together with the public keys in the nth modified individual
record 100mn, specifies that the nth modified individual record 100mn can only be redesmed
by the nth record receiver.

(6132} After signing the nth modified individual record 100mn, the nth record
receiver can redeem the nth modified individual record 100mn with a processing platform.
On redemption, a service provider operating the processing platform can process the nth
modified individual record 100mn by verifying the authenticity of the signatures in the chain
of blocks 105a, 105b, 105¢, . . ., 105{(n-1), and 105n in the nth modified individual record
100mn. After successful verification, the processing platform 124 can perform as instructed

by the content A 110a of the nth modified mdividual record 100mn.

Example Interactions between Acent and Record Receiver

Example from Record Sender to Agent

[0133] In some embodiments, an agent can act on behalf of a record receiver. In
an example context of a merchant or a principal, the merchant or the principal may be the
record receiver, and the agent may be an attendant at a checkout lane or payment booth. In
ancther example context, the agent may be a self-checkout machine or kiosk that allows
customers to process their own purchases from a merchant. The attendant accepts payments
on behalf of the merchant upon customer checkout, typically using a pomt-of-sale (POS)
device such as a cash register to receive a payment sent from the customer’s electronic
device 116a.

[0134] FI(G 9 1s an interaction diagram illustrating one embodiment of securely
exchanging and redeeming individual records involving an agent and a receiver. An agent
102d of a record receiver 102b, using an agent device 116d, can request an individual record
from a record sender 102a by sending a content request 402, to a record sender device 116a
using a short range link (SRL} 122 at interaction 404. The content request 402 can comprise
a content B 110b and a public key 106b of the record recerver.

[0135] The record receiver 102b, for example a merchant, can have or can be
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associated with one or more agents 102d, for example ten agents (eg., checkers}. The
relationships between the agents 102d and the agent devices 116d can vary. For example,
some agents 102d can share one agent device 116d, and agent devices 116d can support
multiple logins by authorized agents 102d. As another example, some agents 102d do not
share agent devices 116d. As yet another example, some agents 102d each can have more
than one agent device 116d. Some agents 102d can own their own agent devices 116d.

[0136] The record receiver 102b can have or can be associated with one or more
public keys 106b. For example, the record receiver 102b can have one public key 106b. As
another example, the record receiver 102b can have one public key 106b per location, for
example a physical location or a virtual location. A physical location can be a store location
or a location of exchange. As yet another example, the record receiver 102b can have one
public key 106b per external device.

[6137] Agents 102d can advantageously mteract with external devices that are not
part of the systems and methods of the present disclosure. Non-limiting examples of external
devices include cellular telephones, tablet computers, e-readers, smart watches, head
mounted augmented, virtual, or mixed reahty display systems, wearable display systems,
computers, server computers, point of sale systems, or cash registers. External devices can
be fixed in locations, for example a physical location such as a store location. External
devices can be part of an mfrastructure, for example an existing infrastructure.

[0138] The management of the public keys 106b can vary. For example, the
record receiver 102b can manage the public keys 106b stself using the record receiver device
116b or one or more other computers it operates. As another example, a service provider 104
can manage the public keys 106b of the record recetver as a service similar to “software as a
service” {Saas).

[0139] Advantageousty, the agent 102d cannot redeem the mdividual record 100
or a first modified ndividual record 100m1 with a processing platform 124 because the block
1052 contains the public key 106b of the record receiver device 116b, and not the public key
106d of the agent device 116d.

[0140] At interaction 408, the record sender device 116a can confirm the identity
of the agent device 116d or the identity of the record recetver device 116b by partner

identification. After the secure element (SE) 204a of the record sender device 116a verifies
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authentication mformation 512a of the record sender, the secure element (SE) 204a can sign
an individual record 100 at interaction 416.

6141} FIG. 10 schematically tllustrates example individual records involving an
agent and a record receiver. As illustrated in FIGS. 9-10, the mdividual record 106 can be a
digital object comprising a block 105a. The block 105a can comprise a public key 106a of
the record sender device in the “from field,” a public key 106b of the record receiver device
in the “to field,” a record ID 108, a content A 110a, and a record sender signature 112a of the
block 105a.

(0142} At interaction 420, the record sender 102a can send the individual record
100 to the agent 102d in, for example, a peer-to-peer manner using a short range link (SRL)
122, Once in the possession of the agent 102d, the agent 102d can verify the individual
record 100 at interaction 424, In some embodiments, the agent device 116d can be
connected to a network, for example the network 118, through a private network of the
record receiver 102b. Using this connectivity to the network 118, the agent device 116d can
verify the mdividual record 100 with the processing platform 124, In some embodiments, the

agent device 116d, not the record sender device 1164, can have access to the network.

Example from Agent to Record Receiver

[0143] With reference to FIG. 9, in some embodiments, the secure elerent (SE)
204d of the agent device 116d can create and sign the first modified individual record 100mi
at interaction 904, prior to sending the first modified mdividual record 100ml to the record
receiver 102b at interaction 908, Signing the first modified ndividoal record 100ml can
comprise adding a block 105b to the first mdividual record 100 to create the first modified
individual record 100m1. The block 105b of the first modified individual record 100ml can
comprise a public key 1064 of the agent device, an endorsement, and an agent signature 112
of the block 105b. The endorsement can be, for example, a “handled by endorsement”
(HBE) 114a. The “handled by endorsement” (HBE)}, the public key 106d of the agent device,
and the agent signature 112d, together with the public kev 106a of the record sender device
and the public key 106b of the record receiver device, can indicate that the agent device 116d
may have received the individual record 100 from the record sender device 116a on behalf of

the record receiver 102b.
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6144} At mteraction 908, the agent 102d can send the first modified individual
record 100m1 to the record recerver 102b dwrectly through a communication hink or
indirectly. For example, the agent 102d can send the first modified individual record 100mi
to the record recetver 102b in, for example, a peer-to-peer manner using a short range link
(SRL) 122. As another example, the agent 102d can send the first modified individual record
100m1 to the record receiver 102b through a network, for example the network 118 The
configuration of the record recetver device 116b can vary. For example, the record receiver
device 116b can be similar to or the same as the user device 116 illustrated in FIG 2, the
processing platform 124 iHlustrated in FIG. 3, or any combination thereof.

[0145] In some embodiments, once in the possession of the record receiver
102b, the record receiver 102b can verify the first modified individual record 100m1.
Verifying the first modified individual record 100m! can comprise determining whether the
public key 106d associated with the agent device 1s associated with an authorized agent 102d.
The record receiver 102b can reject individual records received by a non-authorized person,
or received by while not endorsed by an authorized agent. Verifying the first modified
mdividual record 100m1 can comprise authenticating the record sender signature 112a and
agent signature 112d using, for example, the public key 106a of the record sender device and

the public key 106d of the agent device in the first modified individual record 100m1i.

Example Individual Record Redemption

[0146] With reference to FIG. 9, the record receiver device 116b can use, for
example, its secure element (SE} 204b to create and sign a second modified mdividual record
100m2.  In some embodiments, prior to signing the second modified mdividual record
100m2 at mteraction 912, the secure element (SE} 204b of the record receiver device 116b
can require both the provision of a block to be digitally signed, for example a block 105¢ of
the second modified individual record 100m2, and authentication information of the record
recetver or an authorized personnel working for the record receiver 102b.

(6147} The content of the second modified individual record 100m2 can vary.
For example, the second modified individual record 100m2 can comprise the block 105b of
the first modified individual record 100ml.  As another example, the second modified

mdividual record 100m2 may not comprise the block 105b of the first modified individual

-38-



WO 2018/022891 PCT/US2017/044186

record 100m!. The second modified individual record 100m2 can comprise an endorsement
block 105¢c. For example, the endorsement can be a “for processing only endorsement”
(FPOE) 114b that, together with the public key 106b of the record receiver, specifies that the
second modified individual record 100m2 can only be redeemed by the record receiver 102b.

[6148&] After signing the second modified individual record 100m2, the record
receiver 102b can redeem the second modified individual record 100m2 with the processing
platform 124 at interaction 916, On redemption, a service provider 104 operating the
processing platform 124 can process at interaction 920 the second modified individual record
100m2 by verifying the authenticity of one or more signatures in the chain of blocks 1053,
105h, and 105¢ in the second modified individual record 100mZ. For example, the
processing platform 124 can verify the record sender signature 112a, the agent signature
112d, and record recetver signature 112b.  After successful verification, the processing
platform 124 can perform as wnstructed by the content A 110a of the second modified
mdividual record 100m2.

10149 In some embodiments, the processing platform 124 can ntorm the record
receiver device 116b at interaction 924 that the second modified individual record 100m2 has
been processed successfully. The record receiver device 116b can in turn notify the agent
device 116d at interaction 928 that the modified ndividual record 100ml has been
successtully processed using, for example, a8 “handled by endorsement” (HBE).

(6150} The agent device 116d can remove the modified mdividueal record 100m1
stored m the individual records container 202 of the agent device 116d as one of the
unredeemed mdividual records 208, The agent device 116d can input the content A 110a of
the mdividual record 100 1nto an external device accompanied by, for example, a message

such as “record cleared.”

Example Context of Buvers/Pavers and Sellers/Pavees

(0151 In some embodiments, the content request 402 can be a payment request
402 comprising an amount B 110b. The individual records 100 can comprise digital cheques
100, The content A 110a of an individual record 100 can comprise an amount A 110a. The
amount B and the amount A can be the same, similar, or different. The amount can be a fiat

currency, cryptocurrency {e.g., Bitcoin}, a financial security {e.g., stock or bond), or any type
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of real, intangible, or virtual asset. The record ID 108 can comprise a check 1D 108,
Creating individual records 100 can comprise creating digital checks 100, and creating
modified individual records 100m1 can comprise creating modified digital checks 100mi. A
“for processing only endorsement” (FPOE) can be a “for deposit only endorsement” (FDOE).

[6152] The record sender 102a can be a buyer or a paver 102a, and the record
receiver 102b can be a seller or a payee 102b. The record sender device 116a and the record
recetver device 116b can be a buyer device or a payer device 116a and a seller device or a
payee device 116b. The exchange involving the individual record 100 can be the record
sender 102a buying, for example, a computer from the record recetver 102b, and the record
sender 102a paying the purchase with a digital cheque 100 with the amount A 110a being the
purchase price of the computer. The agent 102d ilustrated in FIG. 9 can be a checkerora
cashier 102d. The record receiver 102b illustrated in FIG. O can be a merchant 102b. An
external device can be a pont of sale system or a cash register.

[0153] The common records 206 in the common records container 240 can be a
common ledger 206 in a common ledger container 240. Unredeemed individual records 208
stored 1n the mdividual records container 202 can be unredeemed cheques 208 stored in a
wallet 202,

[0154] The processing platform 124 can process payvments. The processing
platform 124 performing for the record recetver 102b as instructed by the content 110 of the
modified individual record 100m1 can comprise providing the pavee device with an amount
A 110a as mstructed by the modified digital cheque 100m1. The central records container
332 can be a central ledger, and the central records 302 can comprise a common ledger. The

user record status 306 can comprise user current balance 306,

Examples of Costs/Fees

[0155] Third parties other than users 102a or 102b and the service provider 104
can charge third party fees for certain activities. For example, the third party maintaining, for
example, documents with their document IDs stored in the contents 110 of the individual
records 100 can charge the processing platform 124 access fees for accessing these
documents. The processing platform 124 can in turn charge the users 102a or 102b the

access fees.
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[6156] The processing platform 124 can charge transaction fees for certain
transactions. For example, the processing platform 124 can charge transaction fees for
processing the individual records 100 or for mantaiing user accounts. As another example,
the processing platform 124 can charge transaction fees for accessing documents as
instructed by the contents 110 of the individual records 100, As yet another example, the
processing platform 124 can charge transaction fees for providing record receivers with
access to the documents with their document IDs stored in the contents 110 of individual
records 100, The processing platform 124 can charge different users different fees for the
same or simtilar transactions such as accessing the same or similar documents. As vet another
example, the processing platform 124 can charge users for undesirable behaviors, for
example granting other users access to documents when they should not. The transaction
fees can be based on the transaction size or the number of transactions, can be fixed, or any
combination thereof

[0157] The processing platform 124 can charge the record receiver 102b with
agents 102d, for example, maintenance fees for key pairs. The maintenance fees can be
charged once, for example, when the processing platform 124 provide the record receiver
102b with the key pairs, or can be charged periodically. The charge can be fixed, negotiated,

discounted, preferential, exclusive, or any combination thereof.

Example Querv Endorsement

[6158] In some embodiments, a record receiver can be connected to a network
even if a record sender may not. For example, a record sender 102a and a record receiver
102b can exchange an individual record 100 at the record sender’s place of business. A
record receiver device 116b operated by the record receiver 102b may be connected the
network 118, through a private network operated by, for example, the record receiver 106b.
And a record sender device 116a operated by the record sender 102a may not be connected to
the network 118 because of, for example, poor cellular connectivity. Before accepting an
exchange involving the individual record 100, the record receiver 102b can electronically
query a processing platform 124 regarding whether the processing platform 124 will perform
as instructed in a content A 110a of the individual record 100 when the mdividual record 100

is electronically communicated to and redeemed with the processing platform 124, For
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example, the content A 110a can give the record receiver device 102b access to the document
with its document ID stored in the content A 110a. The receiver 102b can verify using, for
example, a “query endorsement” (QE)} with the processing platform 124 that the record
sender 102a can give access to the document to the record receiver 102b.

[6159] FIG. 11 1s an interaction diagram illustrating one embodiment of securely
exchanging and redeeming individual records imvolving query endorsement. As illustrated in
FIGS. 4-5, a record receiver 102bh, using a record receiver device 116b, can request an
individual record 100 from a record sender 102A by sending a content request 402 to a
record sender device 116A using a short range link (SRL) 122 at interaction 404, The
content request 402 can comprise a content B 110b and a public key 106b of the record
recetver device.

[0160] At interaction 408, the record sender device 116A can confirm the identity
of the record receiver device 116b by pariner identification.  After the secure element (SE)
204A of the record sender device 116A verifies authentication information 512A of the
record sender, the secure element 204A can sign an mdividual record 100 at interaction 416,
Prior to signing the mdividual record 100 at interaction 416, the secure element 204A can
require both the provision of a block to be digitally signed, for example a block 105A of the
mdividual record 100, and the authentication of the record sender 102A.

[0161] FIG. 12 schematically illustrates example mdividual records mvolving
query endorsement.  As 1Hustrated m FIGS. 11-12, the individual record 100 can be a digital
object comprising one or more blocks. The individual record 100 can comprise a block 105a.
The block 105a can comprise a public key 106a of the record sender device in the “from
field,” a public key 106b of the record receiver device, a record ID 108 m the “to field,” a
content A 110a, and a record sender signature 112a of the block 1035a.

[0162] As illustrated in FIG. 11, at interaction 420, the record sender 102a can
send the mdividual record 100 to the record receiver 102b in, for example, a peer-to-peer
manner using a short range link (SRL) 122, Once n the possession of the record receiver
102b, the record receiver 102b can venfy the individual record 100 at interaction 424,
Verifyimg the individual record 100 can comprise authenticating the record sender signature
112a using, for example, the public key 106a of the record sender device n the mdividual

record 100,



WO 2018/022891 PCT/US2017/044186

FExample Querving

[6163] With reference to FIG. 11, after successfully verifying the individual
record 100, the record receiver device 116b can, using its secure element 204b, create and
sign a first modified individual record 100m1. Prior to signing the first modified mdividual
record 100ml at interaction 1104, the secure element (SE) 204b can require both the
provision of a block to be digitally signed, for example a block 105b of the modified
mdividual record 100m1, and authentication information 512b of the record receiver. The
first modified individual record 100m1 can comprise the block 105a of the mdividual record
100 and the block 105b. The block 105b can comprise an endorsement and a record receiver
signature 112b of the block 105b. For example the endorsement can be a “query
endorsement” {QE} 114a. The “query endorsement” 114a can indicate that the first modified
mdividual record 1s for querying, and not for redemption. The “query endorsement” 114da
can indicate or can include a query that the receiver device 102b would like to know whether
the processing platform 124 would perform as instructed by the content A 110a of the first
modified individual record 100m!l if one or more conditions are satisfied.  Non-limiting
examples of the conditions nclude that a second moditied mdividual record 100m2 based on
the mdividual record 100 with a “for processing ounly endorsement” (FPOE) being
electronucally communicated to and redeemed by the record receiver 102b with the
processing platform 124, the record sender 102a or the record receiver 102b having
performed a task, or the occurrence of an event such as recetving authorization from another
user or a non-user, or a specific time.  In some embodiments, the processing platform 124
can provide the record receiver 102b with sourcing information and fee splitting information.

[6164] After signing the first modified individual record 100ml, the record
receiver 102b can send the modified individual record 100m1 o the processing platform 124
at interaction 1108, After processing the query endorsement 1ida in the first modified
mdividual record 100m1 at interaction 1112, the processing platform 124 can provide the
record receiver 102b with a query result at interaction 1116, For example, the query result
can indicate that the processing platform 124 would or would not perform as instructed by
the content A 110a of the first modified mdividual record 100ml and the timing of

performance. As another example, a query result can be that the processing platform 124
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would perform as instructed by the content A 110a if one or more conditions have been

satisfied. As yet another example, a query result can comprise source information or a cost.

Example Individual Record Redemption

[6165] With reference to FI(z. 11, given the query result, the record receiver 102b
can decide whether to accept the exchange involving the individual record 100 with the
record sender 102a. If the record receiver 102b decides to accept the exchange and redeem
the individual record 100 with the processing platform 124, the record receiver device 116b
can, using its secure element 204b, create and sign the second modified individual record
100m2. Prior to signing the modified individual record 100m1 at interaction 428, the secure
element (SE) 204b can require both the provision of a block to be digitally signed, for
example a block 105¢ of the second modified individual record 100m2, and authentication
mformation 312b of the record receiver. The modified individual record 100m1 can
comprise the block 105a of the mdividual record 100 and an endorsement block 105¢. The
block 105¢ can comprise an endorsement and a record receiver signature 112b” of the block
10S¢c. For example, the endorsement can be a “for processing only endorsement” (FPOE)
114b specifying that the modified individual record 100mi can only be redeemed by the
record receiver 102b. In some embodiments, the second modified individual record 100m2
can include the block 105b of the first modified ndividual record 100m1.

[6166] After signing the second modified individual record 100m2, the record
recetver 102b can redeem the second modified individual record 100m2 with the processing
platform 124 at wnteraction 432, On redemption, a service provider 104 operating the
processing platform 124 can process at interaction 436 the second modified individual record
100m2 by verifying the authenticity of one or more signatures in the chain of blocks 105a
and 105¢ in the modified individual record 100m1. The signatures authenticated can include
the record sender signature 112a and the second record receiver signature 112b. After
successful verification, the processing platform 124 can perform as instructed by the content
A 110a of the second modified individual record 100m2.

(6167} The timing of the exchange involving the mdividual record 100 being
considered complete can be different in different implementations. For example, the

exchange involving the individual record 100 can be considered complete when the record

-44-



WO 2018/022891 PCT/US2017/044186

receiver 102b accepts the exchange involving the individual record 100 with the record
sender 102a after receiving the query result at interaction 1116, The query result can indicate
that the processing platform 124 would perform as instructed by the content A 110a of the
first modified individual record 100m1 and the timing of performance. As another example,
the exchange involving the individual record 100 can be considered complete when the
service provider 104 operating the processing platform 124 successfully processes at
interaction 436 the second modified individual record 100m2. The processing platform 124
can verify the authenticity of one or more signatures in the chain of blocks 105a and 105¢ in
the modified individual record 100m1. As vet another example, the exchange mvolving the
individual record 100 can be considered complete when the central platform 124 performs as

mstructed by the content A 110a of the second modified individual record 100m2.

Example Dhstribution of Common Records

Example Freguency of Upndates

[0168] The processing platform 124 can update the common records 206 from
time to time or at a regular interval by sending updated common records 206 to one or more
user devices. In some embodiments, the regular intervals can be tume-based, for example
every hour, every day, every week, or every month.

[6169] In some embodiments, the regular intervals can be based on the number or
the percentage of users or user devices with changed status. Non-limiting examples of
changed status include a device beconung a user device 116, a device 116 no longer being a
user device, a user 102a or 102b or a user device 116 being added to or removed from a
demertt list {demerits will be described below), the demerit status of a user 102a or 102b or a
user device 116a or 116b on the demerit list changing such as an increase or a decrease in
demerit points, or a user 102a or 102b or a user device 116 being added to or removed from a
blacklist. For example, the number of users or user devices 116 with changed status can be
100, As another example, the percentage of users or user devices 116 with changes status
can be 1% of all users or user devices 116.

[0170] In some embodiments, the regular intervals can be based on the number of
error events detected by an error manager of the processing platform 124 or determined by

error managers of user devices 116, for example 100 error events. An error event can be, for
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example, the processing platform receiving an individual record with a “malicious code”
N g £

{(MC) endorsement (further described below).

Example Common Records Received from Processing Plaiform

(6171} FIG. 13 is an interaction diagram illustrating one embodiment of
distributing common records 206 from a processing platform 124, At interaction 1304, the
processing platform 124 using, for example, a common records generator can create a
common records message 1308 FIG. 14 schematically illustrates example common records
for distribution.  As llustrated in FIGS. 13-14, the common records message 1308 can
include updated common records 206 which can include updated public keys of devices 214.
The common records message 1308 can include a demert list 1402 and a blacklist 1404,
The processing platform 124 can sign the common records message 1308 by adding a service
provider signature 1312 to the common records message 1308, The service provider
signature 1312 can be created by the common records generator 340 using the service
provider private key 348 in the service provider’s possession.

[0172] A common records distributor of the processing platform 124 can
distribute the common records message 1308 to user devices. The processing platform 124
can distribute the common records message 1308 to user devices sequentially. For example,
the processing platform 124 can distribute the common records message 1308 to a record
recetver device 102b at mteraction 1316a furst and subsequently to a record sender device
102a at mteraction 1316b.  Such sequential distribution can advantageously avoid traffic
congestion and bandwidth bottleneck. Common records receivers of the record sender
device 102a and the record recetver device 102b can receive the common records message
1308 from the processing platform 124,

[0173] The processing platform 124 can distribute the common records message
1308 to one or more user devices 116 at the same time or close in time. For example, the
common records distributor can distribute the common records message 1308 to 100 user
devices 116 at the same time. As another example, the common records distributor 344 can
distribute the common records message 1308 to 10% of user devices 116 at the same time.
As vet another example, the common records distributor 344 can distribute the common

records message 1308 to the user devices 116 in 100 batches.
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6174} At mteraction 1320, the secure element {SE) 130b of the record receiver
device 102b can verify the authenticity of the common records message 1308, Verifying the
authenticity of the common records message 1308 can comprise verifying the service
provider signature 1308 Venfving the service provider signature 1308 can comprise
determining, using the service provider public key 212 stored in the secure element 204b,
whether the service provider signature 1308 has been created using the service provider
private key 348. Similarly at interaction 1328, the secure element 204a of the record sender

device 102a can verify the authenticity of the common records message 1308.

Example Common Records Received from Record Receiver

[0175] User devices, for example a record receiver device, after receiving a
common record message 1308 from the processing platform 124, can propagate the common
records message 1308 to other user devices, including a record sender device. For example,
user devices that have received the common records message 1308 can broadcast the
received common records message 1308 to other user devices for a time period after
receiving it or continuously until receiving a new common records message from the
processing platform 124

[0176] FIG. 15 15 an interaction diagram itlustrating an example of propagation of
common records by a record receiver device. After creating and signing the common record
message 1308 at interaction 1304, the processing platform 124 can distribute the common
records message 1308 to user devices, for example the record receiver device 102b at
mteraction 1316, At mteraction 1320, the secure element (SE) 204b of the record receiver
device 102b can verify the authenticity of the common records message 1308,

6177} Prior to exchanging an individual record, for example the individual
record 100 illustrated in FIGS. 4-12, the record sender device 1022 may not have received
the common records message 1308 from the processing platform 124 or any other user
device 116, At interaction 1504, the record receiver device 102b can propagate the common
records message 1308 by offering to send and sending the common records message 1308 to
the record sender device 102a. The common records message 1308 the record sender device
102a received from the record receiver device 102b can include a signature of the record

recetver device. At interaction 1508, the secure element (SE) 204a of the record sender
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device 10Z2a can venify authenticity of the common records message 1308,

Example Common Records Received from Record Sender

[0178] User devices, for example a record sender device, after receiving common
records 206 from the processing platform 124, can propagate the common records 206 to
other user devices, including a record recetver device. FIG 16 is an interaction diagram
lustrating an example of propagation of common records by a record sender device. After
creating and signing the common record message 1308 at interaction 1304, the processing
platform 124 can distribute the common records message 1308 to user devices, for example
the record sender device 102b at interaction 1310. At interaction 1328, the secure element
(SE} 204a of the record sender device 102a can vertfy the authenticity of the common
records message 1308,

[6179] Prior to exchanging an individual record, for example the mdividual
record 100 itlustrated in FIGS. 4-12, the record receiver device 102b, may not have received
the common records message 1308 from the processing platform 124 or any other user
device 116. For example, the record sender device 116a can be a new user device, and the
record recetver device 116b may not be in the possession of the public key 106a of the record
sender device. Without receiving the common records message 1308 containing the public
key 106 of the record sender device, the record receiver 102b may be unable to verify that the
record sender device 116a 18 a valid user device.

6180} At mteraction 1504, the record sender device 102a can propagate the
common records message 1308 by offering to send and sending the common records
message 1308 to the record receiver device 102b. At interaction 1508, the secure element
(SE} 204b of the record receiver device 102b can verify the authenticity of the common
records message 1308,  Such propagation advantageously allows the exchange of an
individual record even though the record receiver device 102b may not be in the possession
of the public kev 102a of the record sender device prior to receiving the common records
message 1308 from the record sender device 102a.

Example Error Management

[0181] Individual records that the processing platform 124 receives from user
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devices can contain intended or unintended errors. Users can behave maliciously by creating
invalid individual records, for example individual records with invalid signatures.
Unscrupulous users can cause other users to appear as malicious users by, for example

causing them to create invalid individual records.

Example Sender Cloning with Muliiple Receivers

[0182] in some embodiments, a malicious record sender can send an individual
record to two different record receivers. FIG. 17 is an interaction diagram illustrating this
malicious behavior, which can be referred to as sender cloning with multiple recetvers. A
first record recetver 102b, using a first record receiver device 116b, can request an individual
record from a record sender 102a by sending a first content request 402 to a first record
sender device 116a using a short range link (SRL) 122 at interaction 404. The first content
request 402 can comprise a content B 110b and a first public key 106b of the first record
receiver device. A second record receiver 102¢, using a second record receiver device 116¢,
can request an individual record from the record sender 10Za by sending a second content
request 1702 to the record sender device 116a using a short range link 122 at interaction
1704, The second content request 402 can comprise a content € 110¢ and a second public
key 106¢ of the second record recetver device. The record sender 102a can receive the first
content request 402 prior to, subsequent to, or at the same time as, receiving the second
content request 1702,

[0183] The secure element {(SE) 204a of the record sender device 116a can create
and sign an mdividual record 100 at interaction 416 prior to sending a first copy of the
ndividual record 100 to the first record receiver device 116b at interaction 420, After
successful verification of the individual record 100 at interaction 424, the first record receiver
device 116b can redeem the individual record 100 with a processing platform 124 at
interaction 432, On redemption, a service provider 104 operating the processing platform
124 can process at interaction 436 the individual record 100 by venfying the authenticity of
one or more signatures in the redeemed individual record 100, After successful verification,
the processing platform 124 can perform as instructed by the content A 110a of the
individual record 100.

[0184] After creating and signing the individual record 100 at interaction 416, the
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record sender device 116a can also send a second copy of the individual record 100 to the
second record receiver device 116b at interaction 1720, The record sender 102a can send a
copy of the individual record 100 to the first record receiver 102b prior to, subsequent to, or
at the same time as sending another copy of the individual record 100 to the second record
receiver 102¢.

[0185] The content B 100b and the content C 100c¢ can be the same or similar
such that the content A 100a can appear to the first record receiver 102b and the second
record receiver 102¢ as satisfying the first content request 402 and the second content request
1702 respectively. However, verification of the individual record 100 by the second record
receiver 116¢ at interaction 1724 can fail because the individual record 100 can include the
public key 106b of the first record receiver device, and not the public key 106¢ of the second
record receiver device. This can indicate that the individual record 100 1s intended for the
first record receiver 102b, and not the second record receiver 102¢. Because of unsuccessful
vertfication, the second record receiver 106¢ can dechine the exchange involving the second
content request 1702 with the record sender 102a. In some embodiments, after unsuccessful
verification, the second record sender device 116¢ can add a “malicious record endorsement”
(MRE) to the individual record 100 prior to sending 1t to the processing platform 124 at

interaction 1728,

Example Sender Cloning with g Single Receiver

[0186] In some embodiments, a malicious record sender can send two copies of
the same mdividual record to one record receiver. FIG 18 15 an interaction diagram
iHustrating this malicious behavior, which can be referred to as sender cloning with a single
receiver. A record receiver 102b, using a record recetver device 116b, can request an
mdividual record from a record sender 102a by sending a first content request 402 to a record
sender device 116a using a short range link (SRL} 122 at interaction 404. The first content
request 402 can comprise a content B 110b and a public key 106b of the record receiver
device. Similarly, the record receiver 102b can request another individual record from the
record sender 102a by sending a second content request 1802 to the record sender device
116a using a short range link 122 at interaction 1804. The second content request 1802 can

comprise a content B’ 110b” and the public key 106b of the record receiver device. The
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record receiver 102b can send the first content request 402 and the second content request
1802 at the same time or at different times.

[6187] The secure element (8E} 204a of the record sender device 116a can create
and sign an individual record 100 at interaction 416 prior to sending a first copy of the
individual record 100 to the record receiver device 116b at interaction 420. The record 1D of
the individual record 100 can be, for example, N. After successful verification of the
ndividual record 100 at interaction 424, the record receiver device 116b can redeem the
mdividual record 100 with a processing platform 124 at interaction 432, On redemption, a
service provider 104 operating the processing platform 124 can process at interaction 436 the
mdividual record 100 by verifying the authenticity of one or more signatures in the redeemed
individual record 100. After successful verification, the processing platform 124 can perform
as instructed by the content A 110a of the mdividual record 100.

[0188] At interaction 1820, the record sender device 116a can end a second copy
of the individual record 100 to the record receiver device 116b. The content B 100b and the
content B” 100b” can be the same or sinular such that the content A 100a can appear to the
record recetver 102b as satisfying the first content request 402 and the second content request
1802,

[G189] However, verification of the second copy of the mdividual record 100 by
the record receiver 116b at interaction 1820 can fail. For each user device the record receiver
device 116b has received one or more individual records from, a record history tracker of the
record recetver device 116b can keep track of the record ID of the last individual record
recetved from the user device. For example, the record history tracker can keep track of the
record 1D 108 N of the last individual record 100 1t has received from the record sender
device 116a. Thus, the record sender device 116a should not have sent the record receiver
device 116b the second copy of the individual record 100 containing the same record ID 108
N.

[0190] In some embodiments, for each user device the record receiver device
116b has received one or more individual records from, the record history tracker can keep
track of the individual record 100 with the largest record ID 108 recetved. Advantageously,
for each user device the record receiver device 116b has received one or more individual

records from, the record recetver device 116b can keep track of only the record {D 108 of the
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last individual record 100 recetved from the user device because record IDs 108 of individual
records created by one record sender can be monotonically increasing.  In some
embodiments, the record history tracker can keep track of record IDs 108 of all individual
records received.

(6191} Because of unsuccessful verification, the record receiver 106b can decline
the exchange involving the second content request 1802 with the record sender 102a. In
some embodiments, after unsuccessful verification, the record sender device 116b can add a
“malicious record endorsement” to the second copy of the individual record 100 prior to

sending it to the processing platform 124 at interaction 1828,

Example Forking

[0192] In some embodiments, a malicious record receiver can copy an individual
record before endorsing 1t and attempt to send a saved copy of the individual record to a
second record receiver. FIG. 19 is an interaction diagram illustrating this malicious behavior,
which can be referred to as forking. A first record receiver 102b, using a first record receiver
device 116b, can request an mdividual record from a first record sender 102a by sending a
first content request 402 to a first record sender device 116a using a short range link (SRL)
122 at interaction 404. The first content request 402 can comprise a content B 110b and a
public key 106b of the first record receiver device.

[6193] The secure element (SE} 204a of the first record sender device 116a can
create and sign an individual record 100 at interaction 416 prior to sending the individual
record 100 to the first record receiver device 116b at interaction 420, After successful
verification of the individual record 100 at interaction 424, the first record receiver device
116b can create a modified individual record 100m1 with a first record receiver signature
112b at mnteraction 428 On redemption of the modified individual record 100m1 with a
processing platform 124 at interaction 432, a service provider 104 operating the processing
platform 124 can process at interaction 436 the modified individual record 100ml by
verifying the authenticity of one or more signatures in the modified individual record 100m1.
After successful verification, the processing platform 124 can perform as instructed by the
content A 110a of the modified individual record 100mi.

[0194] A second record recetver 102¢, using a second record recetver device
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116¢, can request an individual record from the first record receiver 102b by sending a
second content request 1902 to the first record receiver device 116b.  The first record
receiver 102b can be a second record sender 102b, and the first record sender device 116b
can be referred to as a second record sender device 116b. The second content request 1902
can comprise a content { 110c and a public key 106¢ of the second record recetver device.
[0195] The second record sender device 110b can send a copy of the individual
record 100 to the second record receiver device 116¢ at interaction 1916. However,
verification of the individual record 100 by the second record receiver 116¢ at interaction
1920 can fail because the individual record 100 can include the public key 106b of the
second record sender device, and not the public key 106¢ of the second record receiver
device. This can mean that the individual record 100 15 intended for the first record receiver
102b, and not the second record receiver 102¢. Because of unsuccessful verification, the
second record receiver 106¢ can decline the exchange involving the second content request
1902 with the second record sender 102b.  In some embodiments, after unsuccessful
verification, the second record sender device 116¢ can add a “malicious record endorsement”
to the mndividual record 100 prior to sending it to the processing platform 124 at interaction

1924,

Example Receiver Cloning

[6196] In some embodiments, a malictous record receiver can attempt to redeem
an mndividual record twice. In some embodiments, a malicious record receiver can redeem an
mdividual record twice in an attempt to accuse a record sender of record sender cloning with
a single receiver. FIG. 20 15 an interaction diagram lustrating this malictous behavior,
which can be referred to as receiver cloning. A record receiver 102b, using a record receiver
device 116b, can request an individual record from a record sender 102a by sending a content
request 402 to a record sender device 116a using a short range link (SRL) 122 at interaction
404. The content request 402 can comprise a content B 110b and a public key 106b of the
record receiver device.

(0197} The secure element {SE) 204a of the record sender device 116a can create
and sign an individual record 100 with a record 1D 108 N at interaction 416 prior to sending

the individual record 100 to the record receiver device 116b at interaction 420, After
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successful verification of the individual record 100 at 424, the record receiver device 116b
can create a modified individual record 100ml with a record recetver signature 112b at
interaction 428 prior to redeeming a first copy of the modified individual record 100m1 with
a processing platform 124 at interaction 432, On redemption, a service provider 104
operating the processing platform 124 can process at mnteraction 436 the modified individual
record 100m1 by verifying the authenticity of one or more signatures in the modified
individual record 100ml. After successful venfication, the processing platform 124 can
perform as instructed by the content A 110a of the individual record 100

[0198] The record sender device 116b can attempt to redeem a second copy of the
modified individual record 100m1 with the processing platform 124 at mnteraction 2032,
However, processing of the second copy of the modified individual record 100m1 can fail at
mteraction 2036, The processing platform 124 has previously successfully processed the
first copy of modified individual record 100m1 at interaction 436. For each record sender
device, the user record status 306 of the central records 302 can contain the record IDs of the
mdividual records that the processing platform 302 has processed.  For example, for the
record sender device 116a, the user record status 306 of the central records 302 can contain
the record ID 108 N of the modified individual record 100m1. When the record sender
device 116b attempts to redeem the second copy of the modified mdividual record 100mi
with the same record ID 108 N, the processing platform 124 can detect this mahicious
redemption by comparing the record ID 108 N of the modified individual record 100m1i and

the user record status 306.

FExample Mousing

[6199] In some embodiments, a maklicious record sender can create individual
records with mappropriate signatures by bypassing the secure element (SE) of his record
sender device. FIG. 21 is an interaction diagram tlustrating this malicious behavior, which
can be referred to as mousing. A record receiver 102b, using a record receiver device 116b,
can request an individual record from a record sender 102a by sending a content request 402
to a record sender device 116a using a short range link (SRL} 122 at mteraction 404. The
content request 402 can comprise a content B 110b and a public key 106b of the record

recetver device.
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6260} By hacking or bypassing its secure element {(SE) 204a, the record sender
device 116a can create an individual record 100 with an inappropriate signature 112a° at
interaction 416 prior to sending the individual record 100 to the record receiver device 116b
at interaction 420, The mappropriate signature 1127 can be a random signature or can be
created using a private key not associated with the record sender device 106b.

[0201] Verification of the individual record 100 by the record receiver 116b at
interaction 424 can fail.  The record receiver device 116b cannot determine that the
mappropriate signature 1127 has been created using the private key 210a of the record sender
device. The record receiver device 116b cannot decrypt the inappropriate signature 112
using the public key 106a of the record sender device. Because of unsuccessful verification,
the record receiver 106b can decline the exchange involving the content request 402 with the
record sender 102a. In some embodiments, after unsuccessful verification, the record sender
device 116b can add a “malicious record endorsement” to the individual record 100 prior to

sending 1t to the processing platform 124 at interaction 2124,

Example Ghosting

[0202] In some embodiments, a malicious record sender can create individual
records with inappropriate signatures. FIG. 22 15 an interaction diagram illustrating this
malicious behavior, which can be referred to as ghosting. A record receiver 102b, using a
record recetver device 116b, can request an individual record from a record sender 102a by
sending a content request 402 to a record sender device 116a using a short range link (SRL)
122 at interaction 404. The content request 402 can comprise a content B 110b and a public
key 106b of the record receiver device.

6263} By hacking or bypassing its secure element {(SE) 204a, the record sender
device 116a can create an individual record 100 with an mappropriate public key 1062’ and
an inappropriate signature 1127 at interaction 416" prior to sending the individual record 100
to the record receiver device 116b at interaction 420. The inappropriate public key 106’and
the public key 106a of the record sender device can different. The inappropriate signature
112’ can be created using the inappropriate private key 2107,

6264} Vertfication of the individual record 100 by the record recetver 116b at

424a can fail if the record receiver device has up-to-date public keys of devices 214b. Even
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though the record recetver device 116b can decrypt the mappropriate signature 1127 the
record receiver device 116b can be aware that the inappropriate public key 106™ may not
belong to a user device. The mappropriate public key 106" may not be in the public keys of
devices 214b of the common records 206, Because of unsuccesstul verification, the record
recetver 106b can decline the exchange involving the content request 402 with the record
sender 102a. In some embodiments, after unsuccesstul verification, the record sender device
116b can add a “malicious record endorsement” (MRE) to the individual record 100 prior to
sending it to the processing platform 124 at interaction 2224

[0265] in some embodiments, verification of the individual record 100 by the
record receiver 116b at interaction 424b can be successful because the record receiver device
may not have up-to-date public keys 214b of devices. Because the inappropriate signature
1127 has been created using the inappropriate private key 2107, the record receiver device
116b can successtully decrypt the mappropriate signature 112 using the inappropriate public
key 1067 in the individual record 100a. After successful verification of the individual record
100 at interaction 424b, the first record recerver device 116b can create a modified individual
record 100m1 with a record receiver signature 112b at interaction 428 prior to redeenung the
modified individual record 100ml with the processing platform 124 at interaction 432
However, processing of the modified individual record 100ml can fail at interaction 436
because the mappropriate public key 106a” 1s not m the public keys of devices 214 of the
central records 302, In some emboduments, even if venfication of the individual record 100
by the record receiver 116b at imteraction 424b can be successful, the record recetver 102b
can decline the exchange nvolving the content request 402 with the record sender 102a
because the mappropriate public key 106a 1s not m the public keys of devices 214 of the
common records 206. In some embodiments, a proprietary variant of the encryption

algorithm can be employed, thus making ghosting impossible.

Example Demerit and Blacklist

[62686] Certain actions by the users are undesirable in the methods and systems
disclosed herein. In some embodiments, undesirable actions may not require altering or
hacking user devices. For example, an undesirable action can be a result of a record sender

116a creating an individual record 100 with a content 110 that is inappropriate. For example,
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the user record status 306 can indicate that only a record sender 102a himself has access to
the document with its document 1D stored in the content 110; and the record sender 102a
cannot grant other users access to the document. If the content 110 of an individual record
100 attempts to grant a record receiver 102b access to the document, the content 110 can be
mappropriate.  The record sender 102a, by creating the individual record 100 with the
mappropriate content 110, can act undesirably.

06267} The processing platform 124 can include a demerit list that 1s configured
to keep track of the number of undesirable actions by users. The demertt list can keep track
of and can be based on the number of undesirable actions processed or the number of
mdividual records 100 with inappropriate contents 110 processed, the types of undesirable
actions of inappropriate contents 110, when and how recent the undesirable actions have
occurred, when and how recent the individual records 100 with mappropriate contents 110
have been processed, or any combination thereof. In some embodiments, the demerit list can
determine demerit points for users and user devices 116, The demerit points can be based on
the information the demerit list can keep track of. The demerit points can be normalized with
respect to all users or some users, for exarmple new users.

[6208] In some embodiments, undesirable actions may require altering or hacking
user devices. Non-limiting examples of undesirable actions that require altering user devices
can include sender cloning with multiple receivers, sender cloning with a single receiver,

forking, recetver cloning, mousing

g, ghosting, or any combination thereof Undesirable
actions can be detected with a number of detection schemes and methods. These undesirable
actions can be detected as illustrated m FIGS. 17-22.  As another example, the processing
platform 124 can detect device alterations based on checksums and signed certifications for
software and hardware on user devices 116,

[0209] The processing platform 124 can include a blacklist that can keep track of
the user devices that have been altered by detecting their participations in undesirable actions
that require device alterations. In some embodiments, if a user device of a user is on the
blacklist, all user devices of the user can be on the blacklist 1404, If a user device is on the
blacklist, it can be banned temporarily or permanently from the methods and systems

disclosed herein. In some embodiments, users and user devices 116 with a certain number of

demerit points can be placed on the blacklst.
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FExample Mdalicious Record Endorsement

16216} For some undesirable actions, record receiver devices 116b can detect the
alterations or hacking of the record sender devices 116a themselves. For example, with
sender cloning with multiple receivers illustrated i FIG. 17, the second record receiver
device 116¢ can detect by itself the mdividual record 100 s intended for the first record
receiver device 116b. In some embodiments, upon unsuccesstful verification, the second
record sender device 116¢ can add a “malicious record endorsement” (MRE) to the
individual record 100 prior to sending it to the processing platform 124 at interaction 1724,
The second record sender device 116¢ can send the individual record 100 with a “malicious
record endorsement” together with a record receiver signature 112¢, which can be referred to
as a signed “malicious record endorsement” to the processing platform 124, The record
sender device 116c can send the ndividual record 100 with a “malicious record

endorsement” when it 1s connected to the network 118,

Example Fuzzy Ruling

[0211] When the processing platform 124 receives an individual record 100 with
a signed “malicious record endorsement,” the processing platform 124 can determine that a
malicious user 13 present.  However, the processing platform 124 may be unable to
distinguish certam undesirable actions such as sender cloning with a single receiver and
recetver cloning. And the processing platform 124 may be unable to assign guilt or faslt toa
particular user or a user device 116,

(6212} For certain undesirable actions, the processing platform 124 may be able
to assign guwilt or fault to a particolar user. For example, if two identical copies of an
individual record 100, involving a record sender 102a and a first record receiver 102b, are
redeemed at the processing platform 124, then either the record sender 102a or the first
record receiver 102b is a malicious user. Based on either the record sender 102a or the first
record receiver 102b being a malicious user, the processing platform 124 can generate a
number of rules. A non-limiting example rule 1s:

M (Sender) + M {First Recetver} = True, (Rule 1)

where M(} denotes a Boolean operator that determines if the argument s malicious, and “+”7
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denotes the logical OR operation.

[0213] This information can be stored for future use. For example, if two
identical copies of another individual record, mvolving the record sender 102a and a second
record receiver 1020, are redeemed at the processing platform 124, the processing platform
124 can generate a number of rules. A non-limiting example rule 1s:

(M (Sender) + M (First Recerver}} * (M (Sender} + M (Second Receiver)) = True, {(Rule 2)
where “*” denotes the logical AND operation.
Rule 2 can be rewritten as:
M (Sender) + (M (Furst Recetver}) * M (Second Recetver)) = True. (Rule 3)

[0214] In interpreting the rules, the processing platform 124 can, for example
assume that no two users are malicious. If no two users are malicious, the processing
platform 124 can conclude from Rule 3 that the record sender 102a 1s malicious. As another
example, the processing platform 124 can assert a prior belief that malicious users may be
rare, occurring with probability “p” greater than 0 and smaller than 1. Then the probability
that both the first record receiver 102b and the second record receiver 102b” both being
malicious can be p * p in Rule 3. The left hand side of Rule 3 can be expressedasp +p * p.

[0215] Similarly, such interpretations and assumptions can be extended to include
all observations of all users by the processing platform 124 and can be expressed in a sum of
products form. Thus, the term with the least elements in the product can be the most hikely to
be trae. For example, i Rule 3 the term M (Sender) can have the least element and can be
the most likely to be true. These users and user devices can be labeled as malicious and

blacklisted, immediately, provisionally, or can be further investigated.

Example User Device

Example Processor, Memory, Storage, Network Interface, and Shorvt Rance Link

Interface

[0216] FI(G:. 23 schematically illustrates an example user device 116, User
devices 116 can be record sender devices, record receiver devices, and agent devices. The
user device 1106 can include a processor 2304 configured for executing instructions stored in
a memory 2308, for example a random access memory (RAM). The memory 2308 can be

configured for storing instructions and data when the user device 116 1s powered on. The
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memory 2308 can include both read only and writable memory. The user device 116 can
include a storage 2312 configured for storing instructions and data when the user device 116
is powered on or powered off. One or both of the memory 2308 and the storage 2312 can
store instructions for securely exchanging contents and records.

16217} The user device 116 can include a network mterface 2316 and a short
range link (SRL) mterface 2320, The network interface 2316 can be configured for
communicating with other devices on the network 118, for example the processing platform
124, synchronously or asynchronously. Non-limiting examples of the network interface
2316 include wired communication, wireless communication, cellular communication, and
communications using Bluetooth®, radio frequency (RF), or infrared (IR). The short range
link {SRL) interface 2320 can be configured for communicating with other user devices 116
through the short range link (SRL) 122, The short range link interface 2320 can be a peer-to-
peer radio or other interfaces through which the user devices 116a or 116b can comumunicate
with one another. The short range link interface 2320 can be based on the Infrared Data
Association (IrDA)/Infrared Physical Layer Specification (IrPHY), Bluetooth®, Near Field
Communication (NFC), ad hoc Institute of Electrical and Electronics Engineers (IEEE)

80211, or any other wireless communication methods and systems.

Example Sensors

[0218] The user device 116 can mnclude one or more sensors 2324 for sensing the
user device's surrounding. In some embodiments, the sensors 2324 can include motion
sensors, orientation sensors, location sensors, or any combmation thereof. A motion sensor
can be configured to sense, detect, and determine the movements of the user operating the
user device 116, for example the user shaking the user device 116, In some embodiments, a
motion sensor can convert the user’s motions into electrical signals for processing by the user
device 116, For example, a motion sensor can comprise a single axis accelerometer
configured for sensing, detecting, and determining the movemenis imparted on the user
device 116 by the user. As another example, a motion sensor can comprise multiple
accelerometers, for example single axis accelerometers and 3D accelerometers, to enable
detection of directional movements and vibrations in a multiplicity of directions and to

increase detection sensitivity.
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[6219] An orientation sensor can be configured to determine the orientation of the
user device 116, For example, an orientation sensor of the sender device 116a can determine
the record sender’s head relative to a fixed plane, for example the floor of the place of
business where the record sender 102a and the record receiver 102b are securely exchanging
an individual record 106. In some embodiments, an orieniation sensor can convert
orientation information into electrical signals for processing by the user device 116, A
location sensor can be configured to determine the location of the user based on the location
of the user device 116. Non-limiting examples of location sensors include global positioning
system {GPS) or assisted GPS (aGPS) transceivers.

[0220] The sensors 2324 can include imaging sensors {e.g., digital cameras},
microphones, or biometric sensors. An imaging sensor can be configured to capture what the
user sees. For example, an imaging sensor of the record sender device 116a can capture one
or more images of what the record sender 102a sees. As another example, when the record
sender 102a and the record receiver 102b are securely exchanging an individual record 100,
an imaging sensor of the record sender device 116a can capture an image of the record
receiver device 116b in order to authenticate the record sender device 116a. In some
embodiments, an imaging sensor can convert photons into electrical signals and images for
processing by the user device 116,

[6221] A mucrophone can be configured to detect sound waves from the
environment surrounding the user and from the user. The user device 116 can detect and
“hear” what the user hears and says. In some embodiments, a microphone can convert sound
waves into electrical signals for processing by the user device 116, A biometric sensor can
be configured to capture the user’s biometric information. Non-limiting examples of

biometric information include iris scan, skin tone, skin texture, or fingerprints.

Example Individual Records Processor, Container. Communicator, and Tracker

[0222] The user device 116 can include an individual records processor 2326, an
mndividual records container 202, an individual records communicator 2328, and a record
history tracker 2332 The individual records processor 2326 can be configured for creating
and modifying individual records. The individual records container 202 can be configured

for storing unredeemed individual records 208. The individual records communicator 2328
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can be configured for sending, receiving, or redeeming individual records and modified
ndividual records. The record history tracker 2332 can be configured for tracking individual
records that the user device 116 has created, received, modified, or redeemed.

[0223] For example, the mdividual records processor 2326 of the record sender
device 116a can create the individual record 160, The individual record communicator 2328
of the record sender device 116a can send the individual record 100 to the record receiver
device 116h. The record recetver device 116b can receive the mdividual record 100 using its
individual records communicator 2328 The individual records processor 2326 of the record
recetver device 116b can modify the individual record 100 to create the modified individual
record 100m1. The record receiver device 116b can store the modified individual record
100m1 in the individual records container 202 as one of the unredeemed individual records
208. The record receiver 116b can redeem the modified mdividual record 100m1 using its
mdividual records communicator 2328 with the processing platform 124,

[0224] The record history tracker 2332 can contain a highest record 1D 2336 for
tracking the record 1D of the individual record 100 that the user device 116 has created most
recently. Afier the user device 116 creates a new individual record with a record 1D bigger
than the highest record TD 2336, the user device 116 can update the highest record ID 2336,
As another example, the record history tracker 2332 can keep track of all the mdividual
records 100 the user device 116 has created, received, modified, or redeermned. The record
sender device 1163 can contain a copy of the mdividual record 100, and the record receiver

device 116b can contamn a copy of the modified individual record 100m1.

FExample Secure Elemeni (SE)

[6225] The user device 116 can include a secure element (SE) 204, The secure
element 204 can be configured to securely store the private key 210 of the user device and
one or more service provider public kevs 212, In some embodiments, the secure element 204
can include a public key of the service provider 124, In some embodiments, the secure
element 204 can include two or more service provider public keys 212 of one service
providers 124, In some embodiments, the secure element 204 can include two or more
service provider public keys 212 of two or more service providers. The secure element 204

can use the private key 210 of the user device to sign individual records 100. The secure
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element 204a of the record sender device 116a can add the receiver public key 106b and the
record 1D 108 to the individual record 100, The record 1D 108 can be based on, for example,
the highest record I} 2336 tracked by the record history tracker 2332, In some
embodiments, the secure element 204 can comprise one or more of the record history tracker
2332 and the highest record 1D 2336,

[0226] The secure element (SE} 204 can use the service provider public key 212
to verify the authenticity of information received from the service provider 104, For
example, the information received from the service provider 104 can comprise a service
provider signature created using the private key of the service provider public-key
cryptography pair.  Verifying the authenticity of information received from the service
provider 104 can comprise determining, using the service provider public key 212, whether
the service provider signature has been created using the service provider private key. In
some embodiments, the service provider public key 212 can be hardcoded in the secure
elernent 204. In some embodiments, the service provider public key 212 can be updated by
the processing platform 124,

(62271 The secure element (SE) 204 can have different implementations,
meluding a hardware implementation, a secure virtualization, a secure execution
environment, or any combination thereof For example, the secure element 204 can comprise
an tegrated circuit, or another hardware component that can securely store the private key
210 associated with the user device 116, As another example, the secure element 204 can be
mmplemented by a virtualized infrastructure. The virtualized infrastructure can be supported
by one or more hardware features in a processor in the user device 116, for example the
processor 2304, As yet another example, the secure element 204 can be implemented as a
secure execution environment. The secure execution environment can be a virtual
implementation of an mfrastructure such as the Global Platform (GP) on which Java Card
applets can run. The Global Platform system can be hosted by, for example, the Trust Zone
features of an Advanced Reduced Instruction Set Computing (RISC) Machine (ARM)

processor of the user device 116 providing a trusted execution environment ( TEE).

Example Common Records Receiver and Container

[0228] The user device 116 can include a common records recetver 2338 that can
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be configured for recetving commeon records 206 for storage in a common records container
2340. The common records 206 can contain the public kevs of devices 214 In some
embodiments, the common records 200 can contain user record status 306. In some
embodiments, the common records 206 can coniain a demerit list 1402 and a blacklist 1404
A user or a user device can be on the demerit list 1402 if the user or the user device has
created an mdividual record instructing the processing platform 124 to perform a task when
the user or the user device should not. A user or a user device can be on the blacklist 1404
the user or the user device has, for example, attempted to redeem an individual record by

signing it using a private key not assigned to the user device.

Example Transaciion Pariner Identifier

[0229] The user device 116 can include a transaction partner identifier 2348
configured for identifying record sender devices and record receiver devices. For example,
as illustrated 1 FIG. 1B, for the record sender device 116a to create and send the ndividual
record 100 to the record receiver device 116b, the record sender device 116a may need to
identity the public key 106b of the record recetver device 116b. The record recetver device
116b can send a public key to the record sender device 116a using, for example, the short
range link interface 2320. The transaction partner identifier 2348 of the record sender device
116a can confirm, for example, the public key received from the record receiver device 116b

is indeed the public key 106b of the record receiver device.

Example Error Manager

[230] The user device 116 can include an error manager 2356 for processing
improper individual records received. For example, the record receiver device 116b may be
unable to verify the authenticity of the record sender signature 112a of the individual record
100 recetved from the record sender device 116a. In some embodiments, in response to
receiving improper mdividual records, the error manager 2356 can send the ndividual
records to the processing platform 124 after adding a “malicious record endorsement” to the

improper mdividual records.
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Example Sourcing

[0231] The user device 116 can include a source container 2360 configured for
maintaining source information 2364, The source information 2364 can be associated with
identification strings, for example the name of a depository. The source information 2364
can tdentify a number of sources for obtaining, for example, the document with its 1D stored
in the content 110 of an individual record 100, The sources may or may not be part of the
processing platform 264

[0232] The user devices 116 can create individual records 100 with source fields
for storing source information. In some embodiments, if mdividual records 100 have empty
source fields or do not have source fields, the individual records 100 can be assumed to have
default sources. For example, if an individual record 100 instructs the processing platform
124 to provide a document to a record receiver 102b, the individual record 100 can include a
source field such as a particular depository for obtaining the document. If the individual
record 100 does not contain a source field or contains an empty source field, the processing
platform 124 can obtain the document from a default depository.

[0233] In some embodiments, individual records 100 can contain fee sharing
fields regarding whether the record senders 102a or the record recewvers 102b will pay or
split sourcing fees associated with sourcing. For example, a depository can charge the
processing platform 100 for accessing a document as instructed by an individual record 100,
and the fee sharing field can indicate whether the record sender 102a or the record sender
1026 will be responsible for the charge by the depository or if and how they can split the
charge. In some embodiments, the user devices 116 can reject individual records 100 with
certain source fields, fee sharing fields, or any combination thereof.

6234} The user device 116 can mclude a source user interface 2368 for receiving
source information 2364 from users. For example, users can input source mnformation 2364
using a web interface or an application on user devices 116, As another example, the source
user interface 2368 can provide a visual interface for extracting source nformation 2364
from documents containing the source information 264. The visual interface can make use of

the sensors 2324, for example an imaging sensor, and computer vision algorithms.
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Example Processing Platform

FExample Processor, Memory, Storgee. and Network Interface

[6235] The processing platform 124 can comprise one or more server computers.
The server computers can be centralized or distributed. FIG. 24 schematically iHustrates an
example processing platform 124, The processing platform 124 can include a processor 2404
configured for executing instructions stored in a memory 2408, for example a random access
memory (RAM). The memory 2408 can be configured for storing instructions and data when
the processing platform 124 is powered on. The memory 2408 can include both read only
and writable memory. The processing platform 124 can include a storage 2412 configured
for storing instructions and data when the processing platform 124 is powered on or powered
off One or both of the memory 2408 and the storage 2412 can store instructions for
processing individual records, for example the modified individual record 100m1 that the
record receiver device 116b has redeemed with the processing platform 104, The processing
platform 124 can include a network interface 2416 configured for communicating with other
devices on the network 118, for example the user devices 116, synchronously or
asynchronously, continuously or mtermittently.  The network interface 2416 of the
processing platform 124 and the network interface 306 of the user device 116 can be the

same or different.

Example Individual Records Receiver and Processor

[6236] The processing platform 124 can include an mdividual records receiver
2420 configured for receiving ndividual records 100 from user devices 116, An mdividual
records processor 2424 of the processing platform 124 can be configured for processing
individual records 100 received by the individual records recetver 2420 from users devices
116. For example the individual record processor 2424 of the processing platform 124 can
process the modified individual record 100m1 received by the individual records receiver
2420 from the record receiver 102b.

16237} Processing an individual record 100 can comprise authenticating some or
all of the signatures in the individual record 100 from the originator of the individual record
100 to the signer of a “for processing only endorsement” (FPOE). For example, processing

the modified individual record 100m1i can comprise authenticating one or both of the record
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sender signature 112a and the record receiver signature 112b.

[0238] Authenticating the signatures in the individual records 100 can be based
on the public keys of user devices 214 stored in a central records container 2432 containing
the central records 302. For example, the individual records processor 2424 can authenticate
the record sender signature 112a and the record receiver signature 112b in the modified
mdividual record 100m1.  Authenticating the record sender signature 112a and the record
recetver signature 112b can comprise determining whether the record sender signature 112a
and the record receiver signature 112b have been created using the private key 212a of the
record sender device and the private key 212b of the record receiver device 116b
respectively. Determining whether the record sender signature 112a and the record receiver
signature 112b have been created using the private key 212a of the record sender device and
the private key 212b of the record receiver device can comprise using the public key 106a of
the record sender device and the public key 106b of the record receiver device to determine
the authenticity of signatures,

[6239] Processing the individual records can comprise acting as instructed by the
contents 110 of the individual records 100 processed. For example, if the content 110 of the
modified individual record 100m1 comprises an instruction that the record receiver device
116h should be given access to a document with a particular document 1D, processing the
modified individual record 100ml can comprise giving the record receiver device 116b such

acCess.

Example Central Records Processor and Container

[6240] After the individual records processor 2424 completes processing
individual records received, a central records processor 2428 of the processing platform 124
can be configured to update the central records 302 contained in a central records container
2432 The central records processor 2428 can back up the central records 302 contained in
the central records container 2432 to, for example, a backup storage. In some embodiments,
the central records 302 contained in the central records container 2432 are authoritative. For
example, the user record status 306 of the central records 302 can contain the most up-to-date
and the most accurate information of the users or the user devices. In some embodiments, at

any given time, there can be individual records that have not been redeemed and may not be
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reflected by the central records 302.

(0241} The central records 302 can comprise the public keys of user devices 214,
the user information 304, the user record status 306, a demerit list 1402, a blacklist 1404, and
source information 2436. For example, after the individual records processor 2424 gives the
record receiver device 116b access to the document as instructed by the content 110 of the
modified individual record 100m1, the central records processor 2428 can update the user
record status 306 to reflect such grant of access.

[0242] The source information 2436 can include information regarding how the
contents 110 of the individual records 100 can be processed. For example, the modified
mdividual record 100m1 can instruct the processing platform 124 to give the record receiver
device 116b access to the document with a particular document ID, and the document may be
stored in two databases. The source information 2436 can indicate that the document can be
obtained from either databases, or the document should be obtained from one of the two

databases if possible.

Example Common Records Generator and Distributor

6243} A common records generator 2440 of the processing platform 124 can
create the common records 206 from the central records 302 for distribution to user devices
116 by a common records distributor 2444, The contents of the common records 206 can
vary. For example, the common records 206 can be 1dentical to the central records 302, As
another example, the common records 206 can be a subset of the central records 302, The
common records 206 can contamn one or more of the public keys of devices 214, the user
mformation 304, the user record status 300, the demerit list 1402, the blacklist 1404, and the
source information 2436, The common records distributor 2444 can distribute the common
records 206 with a signature of the common records 206 created using the service provider
private key 2448 One or both of the service provider public key 212 and the service
provider private key 2448 can be stored in a secure element {SE) of the processing platform
124. The service provider private key 2448 can be in the exclusive or the non-exclusive

possession of the processing platform 124,
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Example Error Manager

[6244] The processor platform 124 can include an error manager 2452 configured
for processing improper individual records. For example, the record receiver device 116b
can send the modified individual record 160m1 with a “malicious record endorsement” in the
endorsement block 105b. The error manager 2452 can be configured to determine whether
the record sender device 116a should be placed on the demerit list 1402 or on the blacklist

1404 based on the improper individual records received by the processing platform 124.

Example Sourcing

[0245] The processing platform 124 can include a source manager 2456 for
managing source information 2436 stored in the central records 302. The source manager
2456 can be configured for facilitating interactions with sources and for determining the
sources to interact with. The source information 2436 can identify a number of sources,
mcluding the default sources and preferences for different sources, for performing as
mstructed by the contents 110 of the individual records 100 redeemed. The source
mformation 2436 can include costs associated with accessing the sources, for example the
costs the sources charge for accessing them. The source information 2436 can comprise

information received from users.

Example Svstem for Cryptosraphically Secure Transfer of Funds

[6246] Disclosed herein are systems and methods for offline digital transfer of
funds. For example, transaction mstruments such as digital chegues can be securely
transferred and exchanged using a hybrid system. The hybnid system can provide meamngful
or satisfactory centralized and peer-to-peer exchanges of digital cheques or transmission of
value when not all parties to a transaction are connected to central data servers that can
authenticate the transaction. Digital cheques can have variable value, and not being a bearer
document {(such as cash}, they allow large amounts of value to be transferred from one person
or entity to another without both parties being required to appear at a central depository such
as a bank. Challenges related to digital transmissions such as the triviahity with which digital
cheques can be copied are addressed Features based on digital tools and technigues

available on digital platforms are disclosed, for example using digital cryptography, the much
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more powerful cryptographic analog of the traditional hand written signature, for
endorsement of digital cheques.

16247} The hybrid system can comprise one or more components for transferring
funds from one user of the system to another. The hybrid system can have both centralized
as well as peer-to-peer components. With the hybnid system, users can make financial
transactions with one another without access to the central components of the system at the
time of the transactions. The system can utilize a network such as the Internet, the
worldwide network that can be accessed by wired or wireless communications implementing
protocols such as Institute of Electrical and Elecironics Engineers (IEEE) 802.11 standards
802.11 or long range networks such as the cellular telephone networks.

[0248] The one or more components of the system can include a digital cheque,
users such as a buyer or a seller, mobile computers (MC), a wallet, a short range link (SRL),
a processing platform, a central ledger, a common ledger, or a company. The digital cheque
can be a digital object, a block of data, which can be transnutted from one component of the
system to another. The buyer can be a payer who wishes to transter funds to another person,
for example, the seller. The seller can be a payee who wishes to receive funds from another
person, for example the buyer. The mobile computers can be computing devices in the
possession of the buyer and the seller. The mobile computers in the possession of the buyer
and the seller may be identical or different.  The mobile computers may be cellular
telephones, for example. The wallet can be a digital data structure, residing on a mobile
computer that contains all digital cheques received by that mobile computer that have not yet
been transiutied on to the processing platform. The short range link can be a peer-to-peer
radio or other links that allow the mobile computers to commumicate with one another. The
link can be based on the Infrared Data Association (IrDA)Infrared Physical Layer
Specification (IrPHY), Bluetooth®, Near Field Communication (NFC), ad hoc Institute of
Electrical and Electronics Engineers (IEEE} 802.11, or any other wireless communication
methods and systems.

[6249] The processing platform can be a server comprising a machine or a
coliection of machines that can be infrastructural to the system. The processing platform can
be connected to the network and indirectly (though possibly only intermittently) to the

mobile computers. The processing platform can maintain the central ledger as well as the
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common ledger. The central ledger can be a database that maintains balances, measured in
currency units. Currency units may be existing national currencies {e.g. US Dollars).
Currency units may be a novel fiat currency created for the system. This balance information
can be stored for every user of the system. The central ledger can maintain other ancillary or
identifying information about each user. The common ledger, associated with the central
ledger, can be distributed throughout the system. The common ledger can contain a hist of
valid user identifiers (IDs). The common ledger can also contain additional information
about users. The common ledger is distinct form the central ledger in that the common
ledger does not contain account balances in some embodiments. The common ledger may
omit other information in the central ledger. The company can be a service provider or an

entity that operates the processing platform.

Example Basic Transactions

[0250] FIG. 25 schematically tllustrates an example of a standard transaction.
The buyer may issue an instruction to the central ledger that can be given to the seller. Such
an instruction can be a digital cheque. The Seller can then redeern that digital cheque, to the
processing platform maintaining the central ledger, in order to transfer the money. The
fransaction between the buyer and seller may be done offline, such that neither party 1s
connected to the network, and the data transmussion can mstead be done via the short range
hink {SRL). The seller can then redeem the digital cheque with the processing platform that
maintains the central ledger at any later ime when the seller’s mobile computer s connected
1o the processing platform through the network.

[6251] Both the buyer and the seller can have a mobile computer (M), A
mobile computer may be equipped with a secure element {SE). The secure element can have
different implementations, ncluding a hardware implementation, a secure virtualization, a
secure execution environment, or any combination thereof. For example, the secure element
can be a chip or other hardware component that i1s capable of securely storing a private key of
public key cryptographic algorithms such Rivest-Shamir-Adleman (RSA} encryption. As
another example, the SE can be a virtualized infrastructure that may be supported by
hardware features in another processor in the MU, As vet another example, the SE may be a

virtual implementation of infrastructure such as Global Platform (GP) on which Java Card
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applets run. The entire GP system may be hosted by means of the TrustZone features of the
Advanced Reduced Instruction Set Computing (RISC) Machine {(ARM) processor of the
mobile device, for example the ARM Global Platform trusted execution environment (TEE).

[0252] The secure element can sign data blocks of digital cheques. The secure
element can have other, possibly unrelated, functions the SE may also have. In signing the
data blocks, the secure element can also complete two additional fields in the block. The first
additional field can be the Public Kev associated with the user which can be stored in the SE.
The second additional field can be a cheque identifier (I3}, a number that 5 uniformly
incrementing inside of the SE such that the same number will never appear twice.

[0253] The action of the SE can be triggered by both the provision of a block of a
digital cheque to be digitally signed, as well as a pass phrase or biometric template. The pass
phrase or biometric template may be required in order for the SE to issue a signature. The
biometric template may be derived from fingerprint, iris, or any other source. The SE may
implement a biometric fuzzy vault configured for recognizing the biometric terplate. The
signature can complete and sigo the block. This signature can be a digital signature, and may
be created use of an algorithm such as RSA to encrypt a hash such as secure hash algorithm
(SHA)-2 of the block. The signature can be created with the private key stored n the SE, but
can be verified by any holder of the user’s associated public key.

[6254] The buyer can transmit the signed digital cheque directly to the seller, or
mdirectly through any other party, by means of the SRL or by any other means. Once in the
possession of the seller, the seller may choose to add an endorsement block to the digutal
cheque. This endorsement may be a “for deposit only endorsement” (FDOE) that specifies
that the digital cheque may be only deposited. This endorsement may further redirect the
digrtal cheque to a third party. Once the endorsement is added, the seller can repeat the
process of generating a signature for the entire digital cheque, including the original block,
the buyer’s signature, and the endorsement block. Accordingly, any digital cheque can be a
chain of blocks, each identifying its originator. At each block, the entire prior portion of the
chain can be signed by the party handling the blocks at that time using the private key of his
mobile computer.

[6255] Any digital cheque whose last block is an FDOE may be redeemed with

the processing platform. On redemption, the processing platform can verify the authenticity
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of each Signature in the chain back to the originator of the digital cheque, for example the
original buyer. If all of the signatures are authentic, then the fund will be transferred from
the account of the origmnator and placed in the account of the user at the end point of the
chain in the digital cheque. The time at which the seller becomes connected to the

processing platform and redeems the digital cheque 1n his wallet can be a redemption event.

Example Central Ledoer

[0256] The company can be responsible for maintaining the processing platform,
and the processing platform can be configured to maintain the central ledger. The central
ledger can be, or can comprise, a database of users. The central ledger can contain
information known about the users, including their public keys and their current balances. In
some embodiments, the central ledger can contain all information about the users known in
the system. The public keys can associated with private keys in the SEs of the mobile
computers. A record in the central ledger can be the record of a device, rather than an
mdividual. Mobile computers owned by a user can be grouped together by the user if such
mformation is available. Balances between devices associated with a particular user may be
pooled in some embodiments.

[0257] Even though there can be backup copies of the central ledger, the central
ledger can be unique, such that the balances it contains are the authoritative balances m the
system. At any given time, there may be digital cheques outstanding n the system, of which
the central ledger may be unaware. The processing platform that mamntains the central ledger
can use the information in the central ledger to authenticate any digital cheque from its point

of origin to the signer of the FDOE.

Example Common Ledger

[0258] Individual mobile computers in the system may maintain a data structure
called a common ledger. A common ledger can be a derivative of the central ledger that does
not contain financial balance information. The common ledger can contain a hist of all of the
valid public keys, 1.e. user identities, in the system. The common ledger can also contamn
mformation about individual users, such as their demerits or blacklist status (further

described below).
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[6259] The common ledger may be updated from time to time by the processing
platform. When distnibuted, the common ledger can be cryptographically signed using a
private kev known only to the processing platform. Every recipient can be provisioned in
advance with the corresponding public key required to verify the signature on the common

ledger.

Example Transaction Partner Identification

[0260] Because the digital cheque of the system can be transnutted electronically
from the buyer to the seller, the buyer may be unsure of the identity of the seller. For
example, when a merchant acting as a seller desires payment from a buyer acting as a payee,
the merchant may issue a “payment request” (PR), via the SRL. The payment request can
contain the merchant’s identifier (ID), for example the merchant’s public key, and the
requested value. A malicious actor might generate a payment request at approximately the
same time as the merchant, hoping that the buyer may incorrectly send a digital cheque to
him rather than the merchant 1ssuing the payment request. Accordingly, the buyer may need
to be able to wdentify the seller. The buver can identify the seller by partner identification.
Non-hnuting examples of methods for partner identification include payment authorization,
knocking, physical indication, beam forming, prior arrangement, cursory validation, or any

combination thereof

Fxample Payment Authorization

[0261] In some embodiments, partner identification can comprise payment
authorization (PA). For example, the buyer can issue an intent to pay {IP}). The intent to pay
can be a zero value transaction sent to buyer, for example the public key of the seller’s
mobile computer, provided in the payment request. If the intent to pay arrives at the seller’s
MU, then the seller can indicate by non-electronic methods that he is the recipient of the
intent to pay. For example, the seller can verbally inform the buyer that he has recetved the
intent to pay. When the seller indicates to the buver that he is the recipient of the intent to
pay, the seller’s payment requested can be validated and the buyer can send payment to the

seller.
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FExample Knocking

6262} In some embodiments, partner identification can comprise knocking. For
example, the buyer’s mobile computer (MC} and the seller’s mobile computer can come nto
physical contact, for example knocking. The mobile computers can comprise motion
sensors. And the motion sensors of the buyer’s mobile computer and the seller’s mobile
computer can measure the physical contact. The simultaneity of the physical contact
measured by the buyer’s mobile computer and the seller’s mobile computer can be a proof of
authenticity. The seller’s mobile computer can send the payment authorization when the
knock occurs. The buyer’s mobile computer can accept the payment authorization based on
the temporal concurrency of the physical contact that it itself measures and the receipt of the
pavment authorization. In some embodiments, to provide additional security, the seller can
send to the buyer a signature of the contact it measures. Because the contact can produce an
equal and opposite reaction in the buyer’s mobile computer, the buver’s mobile computer can

validate the contact measured by the seller’s mobile computer.

FExample Physical Indication

[0263] In some embodiments, partner identification can comprise physical
indication.  For example, if the mobile computers (MCs) are capable of perceiving the
environment {e.g., via imaging sensors such as cameras), the two mobile computers can be
oriented 50 as to perceive one another. The observed pose of the other MC plays a role
analogous to the signature of the knock when knocking is used for partner identification. For
example, if the camera of A’s mobile computer sees B’s MC to be up and to the left, then the
camera of B’s mobile computer should see A’s M to be down and to the right. The

perceived orientations may be compared qualitatively or quantitatively.

Example Beam Forming

[0264] In some embodiments, partner identification can comprise heam forming.
For example, the short range link (SRL) of mobile computers may be directional {e.g., using
a beam-forming or directional antenna). With beam forming, the buyer’s mobile computer

and the seller’s mobile computer can be pointed at one another when sending or receiving a
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payment request. Thus, the payment request (PR} from the seller’s mobile computer can be
sent to the buyer’s mobile computer (MC). If another PR is sent from another direction, the
response may not be received by the buyer’s mobile computer, as the buyer’s M is onented

towards the seller’s M.

Example Prior Avrangement

[6265] in some embodiments, pariner identification can comprise prior
arrangement. For example, the buyer may know the identifier (ID) of a particular seller; thus

validation may be unnecessary.

Example Cursory YValidation

[0266] In some embodiments, pariner identification can comprise Cursory
validation. The common ledger can contain an dentifying string, for example BigBoxStore,
which can be used for cursory validation of a payment request. For example, a merchant can
be wdentified by the company operating the processing platform in the common ledger as
BigBoxStore. Such identification can be associated with an indication, for example a bit, n
the common ledger that indicates that the BigBoxStore’s identity has been validated by the
company. The vahidated identity can be distingumished from wdentities assigned or provided

by users themselves.

Frror Management

(6267} The systermn disclosed heremn can be capable of authenticating any chamn of
endorsements i a digital cheque when they are authentic. However, digital cheques can
contain errors. Unscrupulous users operating within the system can attack the system by
creating invalid digital cheques, or unscrupulous entities can attack other users of the system
by making these other users appear as malicious actors. In some embodiments, some attacks

can be mtially indistinguishable from other attacks.

Example Buver Clonine with Multiple Sellers

[0268] A malicious buyer can copy a digital cheque after signing 1t and send the

identical copies of a digital cheque to two different sellers with the goal that 1t can receive
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goods from both sellers while only paving once. FIG. 26 schematically illustrates an
example of this malicious behavior, which can be referred to as buver cloning with multiple
sellers. For example, the malicious buyer can send 1dentical copies of a digital cheque to a
first selier and a second seller when the digiial cheque 15 intended for the first seller. Upon
receiving a copy of the digital cheque, the second seller can immediately determine that the
digital cheque it has received is not endorsed to 1t. Accordingly, the second seller can reject

the digital cheque.

Example Buyver Cloning with a Single Seller

[0269] A malicious buyer can copy a digital cheque after signing 1t and attempt to
reuse that digital cheque later with the same seller with the goal that it can receive goods
from that seller twice while only paying once. FIG. 27 schematically illustrates this
malicious behavior, which can be referred to as buyer cloning with a single seller. The
seller’s mobile computer (MC) can detect such malicious behavior. For example, the seller’s
mobile computer can keep a record of the cheque ID from the last digital cheque from any
particular user it has received digital cheques from. In some embodiments, because the
cheque IDs can be 1ssued in a strictly increasing order, the selier’s mobile computer can keep
track of the 1D of the last digital cheque 1t has received from any particular user. In some
embodiments, the seller’s mobile computer can keep track of the IDs of all digital cheques it
has received. Any new digital cheque received from a particular user should have a cheque
1D greater than the highest cheque 1D on record.

[6270] Because the central ledger can always detect a copied digital cheque, the
processing platform will never pay a copied digital cheque  Therefore, it 1s the seller’s
responsibility to keep this record of transactions. The seller’s MC can execute a software
program or a hardware program can automatically log transactions and digital cheques it has

recetved, and compare all new transactions against this log.

Example Forking

(0271} A malicious seller can receive a digital cheque from a buyer. After
recetving the digital cheque, the seller can copy the digital cheque before endorsing 1t and

attempt to pay a second seller using the received digital cheque, with the goal of purchasing
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goods from the second seller while not paying for it. FIG. 28 schematically illustrates this
malicious behavior, which can be referred to as cheque forking. The second seller can reject
the digital cheque received from the malicious seller because it can verify that the digital

cheque received does not indicate it as the intended recipient.

Example Seller Cloning

(6272} A malicious seller can copy a received digital cheque and deposit it twice,
with the goal that it can be paid twice for the transaction. FIG. 29 schematically illustrates
this malicious behavior which can be referred to as seller cloning. The malicious seller can
attempt seller cloning with the intent that the buyer be accused of buyer cloning.

(6273} Because the central ledger can contain the same cheque ID number from
the buyer, the processing platform can identified this malicious behavior when the malicious
seller deposits the received digital cheque the second time. To detect this attack, the central
ledger can retain a record of all cheque I numbers that have been redeemed from a
particular onigmating 1D of a mobile computer. In some embodiments, the common ledger
can countain this record and be distributed to users or mobile devices of the system.

Accordingly, users or user devices can receive digital cheques received out of order.

Example Mousing
[6274] A malicious buyer can bypass the secure element of his mobile computer

and generate a false signature for a digital cheque. A false signature can be a signature
created not using the private key of the malicious buyer’s mobile computer. FIG. 30
schematically illustrates this malicious behavior which can be referred to as mousing. The
malicious buyer’s goal can be that when the digital cheque can be unredeemable because the
seller cannot verify that 1t has originated from the malicious buyer. The seller can
immediately detectable this malicious behavior because the signature of the digital cheque
cannot be decrypted with the buyer’s ID, for example the malicious buyer’s public key that is

part of the digital cheque. Accordingly, the seller can immediately reject the digital cheque.

Example Ghostine

[0275] A malictous buyer can generate a digital cheque using a different ID than
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its own which is then signed using the private key associated with the different ID. FIG. 31
schematically illustrates this malicious behavior which can be referred to as ghosting. The
seller can detect ghosting if the seller has an up-to-date list of all users in the system while
the processing platform can detectable when the digital cheque arrives at the ledger. The
seller can have a copy of the common ledger and can either reject the digital cheque or accept
it at its own risk in the case that its common ledger does not contain the buyer ID on the
digital cheque. In some embodiments, the system can employ a proprietary variant of the

encryption algorithm, thus making ghosting impossible.

Example Merit. Demerit. and Blacklist

[6276] Certain activities by users can be undesirable. The system can respond to
users who have been involved in undesirable activities 1n a variety of ways. The first type of
undesirable activities does not require any explicit modification of the mobile computers or
the computer programs running on the mobile computers (MCs). The first type of
undesirable activities, overdrafts, can include “bouncing” digital cheques, for example
issuing more value in digital cheques than the issuer’s balance can support. When users are
mvolved in overdrafts, the system can give them demerits. The demerit system can, for
example, keep track of one or more of the following: demerits based on number of bounced
digital cheques, demerits based on value of bounced digital cheques, demerits based on
recency of bounced digital cheques, or any combination thereof The demerit system can
normalize some or all of the demerits 1t keeps track of by the total number of digital cheques
redeemed or the values of all digital cheques redeemed.

(8277} The second kind of undesirable activities, hacking, can require tampering
with the mobile computers, the secure elements (SE) of the mobile computers, or the
computer programs running on the mobile computers. The second kind of undesirable
activities can include attacks mentioned in the previous section, for example forking, cloning,
or mousing, which require explicit hacking or modification of the mobile computers, the
secure elements of the mobile computers, of the computer programs running on the mobile
computers (1.¢ unauthorized modification of the behaviors of the mobile computers, the
secure elements, or the computer programs). The system can detect some hacks using

checksums and signed certificates for the computer programs running on the mobile
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computers. When users are involved in hacking, the system can place them on a blacklist.
The Blacklist can be a list of user IDs that are banned temporarily or from all future
transactions. Because user IDs can be uniquely tied to mobile computers, blacklisting a user
1) can be equivalent to blacklisting a mobile computer. Any user shown to have participated

in an attack originating from a hacked device can be blacklisted.

Example Siened Siatements

[0278] Sellers can immediately detect certain types of hacking. For example, in
the case of buyer cloning with multiple sellers, the second seller can immediately detect that
it has received a malicious “hacked” cheque. It can be advantageous if such a hacking event
be reported to the processing platform. For example, the seller’s mobile computer can
endorse the digital cheque received with a “malicious cheque” (MC} endorsement. MC
endorsements can be signed like any other digital cheques from the second seller, and the
endorsed cheque can be transmitted to the processing platform when other digital cheques in
that seller’s possession are redeemed with the processing platform.

[0279] The receipt of a signed MC endorsement by the processing platform can
mean that a malicious actor 1s present in the system. However, the identity of the malicious
actor may be unclear. For example, the MC presented by the seller may mdicate buyer
clonming from a mahcious buver it has actually transacted with, however it may also be a
legitimate digital cheque received by a malicious seller who tself clones the buyer’s check
with the goal of accusing the buyer of buyer cloning. In either case, a malicious actor 13

present in the system.

Example Fuzzy Ruling

[0280] For some class of the hacks, it mav be hard or impossible to
unambiguously assign guilt to a particular party in the transaction. However, because digital
cheques are signed using signatures available only to the parties in the transaction, it may be
possible to assign blame to one of some number of parties. For example, if two identical
digital cheques are redeemed at the processing platform, then either the originator (the buyer)
or the depositor {the seller) can be a malicious actor. On such an observation, a non-limiting

rule can be generated:
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M (Buyer) + M {Sender} = True, (Rule 4)
where M() denotes a Boolean operator that determines if the argoment is malicious, and “+”
denotes the logical OR operation.

[0281] This mformation can be stored for future use. For example, if the central
ledger receives another pair of identical digital cheques later from a different seller and the
same buyer, then another non-limiting rule can be generated:

(M (Buyer) + M (First Seller)) * (M (Buyer) + M (Second Seller)) = True,  (Rule 5)
where “*” denotes the logical AND operation. Rule S can be rewritien as:

M (Buyer) + (M (First Seller)) * M (Second Seller)) = True. (Rule 6)

[0282] For example, in interpreting the rules, the processing platform can assume
that no two actors are malicious. Accordingly, the processing platform can conclude from
Rule 6 that the buyer 1s malicious. As another example, the processing platform can assert a
prior belief that malicious actors are rare, occurring with probability “p” greater than 0 and
smaller than 1. Then the probability that both sellers being malicious can be p * p in Rule 6.
The left size of Rule 6 can be expressedasp+p * p.

[0283] Simularly, such interpretations and assumptions can be extended to include
all observations of all users by the system and can be expressed in a sum of products form,
Thus, the term with the least elements in the product can be the most likely 1o be true. These
actors can be labeled as malicious and blacklisted, either immediately, provisionally, or

further investigated.

Example Point of Sale

[6284] The systemn can interact with a pomnt of sale system.  FIG 32
schematically illustrates an example of a point of sale (PoS) transaction. A point of sale
(PoS) system can be a cash register or equivalent. A point of sale system can be at a fixed
location. A point of sale system can be part of an infrastracture, for example an existing
infrastructure with cash registers at a merchant such as BigBoxStore.

[6285] The merchant can be associated with one or more user identifiers (IDs).
The merchant can have a single account, one account per cash register, or one per store
location. The merchant’s accounis can be associated with mobile computers as with other

users or may be associated with key pairs 1ssued to the merchant by the system. Merchant
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key pairs can be managed by computers owned by the merchant or can be hosted by the
company as a service similar to “software as a service” {SaaS}.

[6286] A checker, a cashier, or a PoS operator working for the merchant can have
access to a mobile computer (MC) issued to him specifically, or the mobile computer can
support multiple logins by authorized checkers, cashiers, or PoS operators working for the
merchant.

[0287] When a buyer wishes to purchase goods or services from the merchant, the
buyer can create a digital cheque issued to the merchant’s user 1D, but transmitted to a
checker via a short range link (SRL). Once in the possession of the checker, the checker can
verify that the digital cheque 1s valid by accessing, for example, the merchant’s network.
The merchant’s network can be a secure Institute of Electrical and Flectronics FEngineers
(IEEE) 802.11 network or similar networks that the checker, not the buyer, can have access
to. The checker can transmit the digital cheque to the merchant’s wallet via, for example, the
merchant’s secure network.

16288} In a transaction involving a point of sale system, the original digual
cheque from the buver can be 1ssued for the merchant, but given to the checker. The checker
can then add a “handled by endorsement” (HBE) before transmutting the digital cheque to the
merchant. The merchant can then add a “for deposit only endorsement” (FDOE) and redeem
the digital chegue with the processing platform.

[0289] Prior to sending the digital cheque to the merchant, the checker can add a
“handled by” endorsement (HBE} containing s own user ID and signed by the secure
element of his mobile computer. The merchant may choose to only handle digital cheques
marked with an HBE from one of is checkers.

[629¢] When the digital cheque s redeemed by the Merchant, a message can be
sent to the checker, for example using the HBE, indicating that the processing platform has
cleared the digital cheque. At this time the checker can close the sale by entering the value
of the digital cheque into a cash register as “check tendered” or an appropriate designation.

(6291} The merchant’s PoS system may require little or no change. The merchant
can issue mobile computers to its checkers. Some checkers may own their own M5, and the
merchant may choose to accept digital cheques with HBE issued from checkers’ privately

owned MCs.
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Example Ingress and Egress of Funds Relative to the Central Ledeer

6292} Funds can enter and exit the central ledger from other common currency
mstruments. When a user or a user device desires to add money into the central ledger, the
processing platform can transfer that money into an account of the user or user device by a
transfer-in method. A transfer-in method may be withdrawal from credit cards, automated
clearing house (ACH) transfer, the mailing of a physical check, or the handling of physical
cash instruments. The processing platform can credit an account of the user or user device
after receiving the money. For such mstruments that transaction fees exist, the processing
platform may or may not reimburse those fees.

[0293] When a user or a user device desires to remove money from the central
ledger, the processing platform can transfer that money out of an account of the user or user
device by a transfer-out method. A transfer-out method can be ACH transfer, mailing of a
physical check, or any simiar means. The processing platform can debit an account of the
user or user device prior to sending money using the transfer-out method. The processing
platform can charge a fee for money removed. This fee can be different for different
customers or for customers of different types.

[0294] Merchants or users may be charged for key pairs. For example, merchants
or users may be charged pertodically (e g., monthly), or only once {(e.g., during setup). The
key pairs can be sold at a fixed price or at a negotiated price, which can include volume
discounts for merchants with multiple active key pairs. The processing platform can have

preferential or exclusive pricing for some users or merchants.

Example Fees

[0295] As described above, fees may be charged on any transfer into, out of, or
within the system. These transfer fees may be proportional to transaction size, fixed, or a
combination of the two. Fees may also be assessed for digital cheques issued by user devices
with insufficient account balances. The processing platform may opt to cover the debt

created, and in such case may charge interest or fees associated with the resulting debt.
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Example Sourced Transactions

[6296] Transactions in the system disclosed herein can be “sourced” from the
available balance in a buyer’s account on the central ledger. If it may be advantageous for a
buyer to 1ssue a digial cheque that 15 to have its funds drawn automatically from a source
known to the common ledger, but not part of it. For example, a buyer may wish to purchase
merchandise from a merchant for $100, and may want the central ledger to withdraw $100
from a particular source, such as the buyer’s checking account at his bank or from a
particular credit card. The system can include interfaces for entering source information {SI)
such as bank account information or credit card information to the central ledger. Buyers’
mobile computers can store source accounts with identification strings (SAIS). A digital
cheque can include a data field for storing an SAIS.

(62971 The interfaces for entering source information into the system can be
different in different implementations. For example, the interfaces can include a webpage or
an “app” on the MC. Such an interface can include a visual interface (e.g. using a digital
camera and software umplementing computer vision algorithms) for extracting source
mformation from a physical check, a bank statement, a physical credit card, a credit card
statement, or any combination thereof.

[6298] The system may not accept digital cheques with a blank SAIS field. If the
system accepts digital cheques with a blank SAIS field, the blank SAIS field can be
interpreted as implying that the processing platform should wiathdraw funds in the users’
accounts or other default sources.

[6299] Digital cheques may contain fee sharing fields mmdicating fee sharing
policy. Fee sharing fields can be bits, bit fields, or other numbers indicating fee sharing
policy such as the buyer will pay fees associated with the sourcing or how the sellers or the
buyers will split the fees associated with the sourcing. For example, a digital cheque can
include a bit indicating that the buyer will (or will not} pay the sourcing fees associate with

the source account {e.g., a credit card fee}, and a second bit indicating that the buyer will (or

will not) pay the transfer fee (¢.g., the fee charged by the processing platform for transfer of
funds from the buyer’s account to the seller’s account).

[0300] The system can make these fees visible or invisible to buyers or sellers. In
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some embodiments, sellers may be able to refuse digital cheques selectively based on their

associated fees and the buyer’s fee sharing policy.

Example Fund Verification

6361} The seller may be connected to the processing platform via a network such
as the internet even though the buyer may not be. For example, a merchant can have wired
or wireless connectivity to the Internet through s private network connection even though
the buyer may not be connected to the processing platform because of, for example, poor
cellular telephone connectivity. When the seller has access to the Internet, it can verify the
availability of funds in a buyer’s account before accepting a transaction.

(0362} For example, the seller may be permitted to submit an endorsed version of
the digital cheque issued by the buyer with an endorsement such as “query endorsement”
(QF), indicating that the digital cheque is to be used only as a guerv. Such a query
endorsement (QF) can be signed by the seller. On receiving a digital cheque with a QF, the
processing platform can return information to the seller about the buyer and the buyer’s
ability to complete the transaction. For example, the processing platform may return
uformation such as immediate fund avatlability {current central ledger balance, or if current
central ledger balance meets or exceeds the value of the digital cheque), source information if
the digital cheque is sourced by means of the SAIS field {e.g., imcluding default source
mformation if an overdraft on current funds 18 anticipated), or any combination therefor.
Source mnformation may mclode mformation about fees. Fee sharing fields can be used to
determune if fee nformation 15 to be shared in response to a QF digital cheque (e.g fee
mformation may not be shared with a seller who is holding a digital cheque that mdicates that

the buyer is covering the fees).

Example Secure Exchange Cryptogsraphically Siened Bigital Cheques Involving a Financial

Institution

6363} The systems and methods for securely exchanging contents and records
(e.g., cryptographically signed digital cheques) of the present disclosure can be implemented
by one or more user devices, one or more processing platforms, and one or more financial

mstitution servers.  FIG. 33 schematically illustrates another embodiment of securely
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exchanging cryptographically signed digital cheques involving one financial mstitution. In
the non-limiting example embodiment shown 1n FIG. 33, users can operate user devices to
create, send, receive, modify, or redeem individual records 100, such as cryptographically
signed digital cheques. For example, a sender 102a of a digital cheque can operate a cheque
sender device 116a or 116a°. A receiver 102b of the digital cheque can operate a cheque
receiver device 116b.

[0304] The user devices, for example the cheque sender device 116a and the
cheque recetver device 116b, can be identical or can be different. The user devices can
include cellular telephones, tablet computers, e-readers, smart watches, head mounted
augmented, virtual, or mixed reality display systems, wearable display systems, or
computers. The user device 116a or 116b can be in communication with other devices on a
network 118 using a communication link 120a, 120b, for example a cellular communication
link. The network 118 can be a local area network (LAN), wide area network (WAN), or the
Internet, accessible by wired or wireless communication links, e.g., implementing the
Institute of Electrical and Electronics Engineers (IEEE) 802,11 standards.

[0305] When sending the digital cheque 100, one or both of the cheque sender
device 116a and the cheque receiver device 116b can be offline and not connected to the
network 118, The cheque sender 102a, using the cheque sender device 116a, can send the
cryptographically signed digital cheque 100 to the cheque recerver 102b using a short range
hink (SRL) 122, The short range link (SRL} 122 can be a peer-to-peer radio or other hinks
through which the user device 116a or 116b can communicate with one another. The short
range link {(SRL} 122 can be based on the Infrared Data Association (IrDA )Y Infrared Physical
Layer Specification (IrPHY}, Bluetooth®, Near Field Communication {NFC}, ad hoc 802.11,
or any other wired or wireless communication methods or systems.

[8306] A processing platform 124, operated by the service provider 104, can be in
communication with other devices on the network 118, for example the user devices 116a,
116b, using a communication link 126, A financial institution server 3304, operated by the
service provider 104 or a financial institution affiliated with the processing platform 104, can
be i communication with other devices on the network 118, for example, the processing
platform 124. The commumnication hink 120a, 120b, 126, or 3304 can be wired or wireless

communications, cellular communication, Bluetooth®, local area network (LAN), wide local
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area network (WLAN), radio frequency (RF), infrared (IR), or any other communication
methods or systems.

16307} Users 102a or 102b can redeem cryptographically signed digital cheques
with the processing platform 124, For example, the sender 1023 operating the cheque sender
device 116a can be a buyer of a product or a service from a seller, who is the receiver 102b
operating the cheque receiver device 116b. Referring to FIG. 33B, a content 110 of a digital
cheque 100 can comprise an amount of cryptocurrency (or real currency) for transferring
from an account of the sender 102a to an account of the recetver 102b or instructions for the
processing platform 124 to transfer an amount of cryptocurrency from an account of the
sender 102a to an account of the receiver 102b (or from the account of the cheque sender
device 116a to the account of the cheque receiver device 116b). The cheque sender device
116a can digitally sign the digital cheque 100 using the sender device private key and
electrorucally communicates the digital cheque 100 to the receiver device 116b. The receiver
device 116b endorses the cheque with an endorsement 114 (e.g, i this context, the
endorsement may be a “Tor Deposit Ounly endorsement™) and digitally signs the digual
cheque using the receiver device private key to create a moditied digital cheque 100mi. The
receiver device 116b communicates the modified digital cheque 100ml to the service
provider 104, which redeems the maodified digital cheque 100m1.

[6308] The processing platformy 124 can verify the modified digital cheque
100m1 was authentically signed by both the sender device 116a and the receiver device 116b
{using their respective public keys). The processing platform 124 can i twrn nstruct a
financial institution server 3304 to transfer the amount of cryptocurrency from the account of
the sender 102a to the account of the receiver 102b {or from the account of the cheque sender
device 116a to the account of the cheque receiver device 116b). The financial institution
server 3304 can maintain the account of the sender 102a and the account of the receiver
102b. In some implementations, the processing platform 124 can also keep track of the
balance of the account of the sender 102a and the balance of the account of the receiver 102b.
Accordingly, in this non-limiting example, the record functions as a cheque m a digital
cheque system and can be used by a buyer {the sender 102a} to pay a seller (the receiver
102b} for the asset. The service provider 104 can act as a clearinghouse for at least some of

this exchange (e.g., to debit the buyer’s cryptocurrency or real currency account and credit
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the seller’s cryptocurrency account}.

[8309] FIG. 33C schematically illustrates another embodiment of securely
exchanging cryptographically signed digital cheques. After receiving a modified digital
cheque 100m1, the processing platform 124 can venfy the modified digital cheque 100m1
was authentically signed by both the sender device 116a and the receiver device 116b (using
their respective public keys). The processing platform 124 can 1n turn instruct a server 3304a
of a financial institution to transfer the amount of cryptocurrency from the account of the
sender 102a at the financial mstitution to the account of the receiver 102b at another financial
mstitution {or from the account of the cheque sender device 116a at a financial institution to
the account of the cheque receiver device 116b at another financial institution). The financial
mstitution server 3304a can maintain the account of the sender 102Za.  The financial
mstitution server 3304b can maintain the account of the receiver 102b. After receiving the
transfer of the amount of cryptocurrency, the server 3304b of the other financial institution
can update the balance of the account of the receiver 102b at the other financial institution {or
the account of the cheque receiver device 116b). In some implementations, the processing
platform 124 can also keep track of the balance of the account of the sender 102a and the
balance of the account of the receiver 102b.

[0310] In some embodiments, some of the terms described herein can have
meanings as defined m 15 US.C §1693 (Defintions for Consumer Protection). For
example, a financial institution can be a State or National bank, a State or Federal savings
and loan association, a mutual savings bank, a State or Federal credit unton, or any other
person who, directly or mdirectly holds an account belonging to a consumer.  As another
example, an account ¢an be a demand deposit, savings deposit, or other asset account {other

than credit balance}.

Example Digital Chegue

(0311} In some embodiments, a cheque receiver can receive a cryptographically
signed digital cheque from a cheque sender. FI( 4 1s an interaction diagram iHustrating one
embodiment of securely exchanging and redeeming an individual record created for one
record receiver. A cheque receiver 102b {(e.g., a payee), using a cheque receiver device 116b,

can request a digital cheque 100 from a cheque sender 102a (e.g, a payer) by sending a
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payment request 402 to a cheque sender device 116a. The cheque receiver 102b can send the
cheque sender 102a the payment request 402 using a short range link (SRL) 122 at
interaction 404. The payment request 402 can comprise a content, for example a payment
amount 110b and a public key 106b of the cheque receiver device. The payment amount
110b can be an amount that the cheque receiver 102b expects to receive from the cheque
sender 102a. In some embodiments, the public key 106b of the cheque receiver device can
unigquely identify the cheque receiver device 116b. In some embodiments, the public key
106 of the cheque receiver device can uniquely idenufy the cheque receiver 102b. The
public key 106b can be in the common records, which can be stored in the secure element

{(SE) 204b in some embodiments.

Example Partner Identification

10312} With reference to FIG. 34A, at miteraction 408, the cheque sender device
t16a, using its transaction pariner wdentifier, can confirm the identity of the cheque receiver
device 116b by partner identification.  Because the payment request 402 may have been
transmitted electronically to the cheque receiver device 116a, the cheque receiver device
116a may be unsure about the identity of the user device sending the payment request 402
Partner identification can be advantageous. For example, with partner identification, the
cheque sender device 116a can distinguish payment requests 402 from the chegue receiver
device 116b and from malicious users. As another example, with partner identification, a
malicious user cannot receive a digital cheque not intended for 1t As yet another example,
with partner identification, a malicious user, even after receiving a digital cheque not

mtended for it, cannot redeem the digital cheque.

Fxample Digital Cheque Creation

6313} After the secure element (8E) 204a of the cheque sender device 116a
verifies authentication information of the record sender, the secure element {(SE) 204a can
sign a digital cheque 100 at interaction 416, Prior to signing the mdividual record 100 at
interaction 416, the secure element (SE} 204a can require both the provision of a block to be
digrtally signed, for example a block 105a of the digital cheque 100, and the authentication of

the record sender 102a. MNon-limiting examples of authentication can include passphrase
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authentication, biometric authentication such as fingerprint authentication or 1iris
authentication, biological data authentication, or any combination thereof. Biometric
authentication can utilize a biometric template based on, for example, fingerprints or eye
images. The secure element (SE) 204a can implement a biometric fuzzy vault for
recognizing the biometric template.

[0314] Referring to FIG. 33B, the digital cheque 100 can be a digital object
comprising one or more blocks. The digital cheque 100 can comprise a block 103a, and the
block 1035a can comprise a public key 106a of the cheque sender device 116a in the “from
field,” a public key 106b of the cheque recetver device in the “to field,” a cheque ID 108, a
payment amount 110a, and a cheque sender signature 112a of the block 105a. The public
key 106a of the cheque sender device 116a can idenufy the originator of the digital cheque
100, the cheque sender device 116a. The public key 106b of the cheque recetver device can
wdentify the original recipient of the digital cheque 100, the cheque recetver device 116b.
The payment amount 110a can vary. The payment amount 110a in the digital cheque 100a
and the payment amount 110b requested in FIG. 34A can be the same, siular, related, or
different. In the context of cryptocurrency, the payvment amount sent 110a and the payment
amount requested 110b can be the same amount of a cryptocurrency. The payment amount
sent 110a and the payment amount requested 110b can be similar or related.  For example,
the payment amount requested 110b can be a pre-tax amount, and the payment amount sent
110a can be an after-tax amount. As another example, the payment amount requested 110b
can be a pre-tip amount, and the payment amount sent 1103 can be an after-tip amount.

[6315] With reference to FIG. 34A, at interaction 420, the cheque sender 102a
can send the digital cheque 100 to the cheque receiver 102b, for example, in a peer-to-peer
manner using a short range link (SRL}. Once in the possession of the cheque receiver 102b,
the cheque receiver 102b can verify the digital cheque 100 at interaction 424, Venifying the
digital cheque 100 can comprise authenticating the cheque sender signature 112a.
Authenticating the cheque sender signature 112a can comprise determining, using the public
key 106a of the cheque sender device, whether the cheque sender signature 112a has been
created using the private key 210 of the cheque sender device. The public key 106a of the
cheque sender device can be obtained by a number of ways. For example, the public key

106a of the cheque sender device can be obtained from the digital cheque 100, As another
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example, the public key 106a of the cheque sender device can be obtained from the common

records 206 of the cheque receiver device 116b.

Example Individual Record Redemption — One Financial Institution

[6316] With reference to FIGS. 33B and 34A, after successfully verifying the

digital cheque 100, the cheque receiver device 116b can, using its secure element 204b,
create and sign the modified digital cheque 100m1 at interaction 428, Prior to signing the
modified digital cheque 100ml at interaction 428, the secure element (SE} 204b can require
both the provision of a block to be digitally signed, for example a block 105b of the modified
digital cheque 100ml1, and authentication information 512b of the cheque receiver. The
modified digital cheque 100m1 can comprise the block 1032 of the digital cheque 100 and an
endorsement block 105b.  For example, the endorsement can be a “for deposit only
endorsement” (FPOE) 114 that, together with the public key 106b of the cheque receiver,
specifies that the modified digital cheque 100m1 can only be redeemed by the cheque
recetver 102b.  In the context of cryptocurrency, after receiving a digital cheque a “for
deposit only endorsement” (FDOE), the processing platform 124 can deposit or instruct to be
depostted an amount of cryptocurrency to the account of the cheque receiver 102b but will
not recognize a further endorsement to another party.

[8317] After signing the modified digital cheque 100m1i, the cheque receiver
102b can redeem the modified digital cheque 100m! with the processing platform 124 at
interaction 432 when the cheque receiver 102b 1s in communication with the processing
platform 124 through, for example, the network 118, On redemption, a service provider 104
operating the processing platform 124 can process at mteraction 436 the modified individual
record 100m1 by verifving the authenticity of one or more signatures in the chain of blocks
105a and 105b in the modified digital cheque 100ml, for example the cheque sender
signature 112a and the cheque receiver signature 112b.  After successful verification, the
processing platform 124 can perform based on the pavment amount 110a of the modified
digrtal cheque 100m1.

{6318} The processing platform 124 can instruct a financial institution server
3304 to transfer the payment amount 110a of, for example, cryptocurrency or real currency

from the account of the sender 102a to the account of the recetver 102b (or from the account
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of the cheque sender device 116a to the account of the cheque receiver device 116b). The
financial nstitution operating the server 3304a can maintain the account of the sender 102a
and the account of the receiver 102b. At interaction 3404, the processing platform 124 can
mstruct the financial mstitution or the server 3304a operated by the financial institution to
debit the sender account and to credit the recetver account by the payment amount 110a.
After authenticating the processing platform 124 and sufficiency of fund in the sender
account, the financial institution can debit the sender account and credit the receiver account
by the payment amount 110a at interaction 3408, After receiving an indication from the
financial institution server 3304a that the accounts have been debited and credited at
mnteraction 3424, the processing platform 124 can send an indication to the receiver device
116b that the processing platform 124 has performed based on the payment amount sent 110a
of the modified digital cheque 100m1 at interaction 3428 In some implementations, the
processing platform 124 can keep track of the balance of the account of the sender 102a and
the halance of the account of the receiver 102b and update the balances of the accounts after

mieraction 3424,

Example Individual Record Redemption — Multiple Financial Institutions

[0319] FIG. 34B 1s an nteraction diagram dlustrating another embodiment of
securely exchanging and redeeming a cryptographically signed digital cheque mmvolving two
financial mstitutions.  The payment request 402 and interactions 404, 408, 416, 420, 424,
428 432, and 436 in FIG. 348 are as described with reference to FIG. 34A. After successtul
verification at interaction 436, the processing platform 124 can perform based on the
payment amount 1 10a of the modified digital cheque 100m1.

6328} The processing platform 124 can instruct a financial institution server
3304 to transfer the payment amount sent 110a from the account of the sender 1062a to the
account of the receiver 102b {or from the account of the cheque sender device 116a to the
account of the cheque receiver device 116b). The financial institution operating the server
3304a can maintain the account of the sender 102a. The financial institution operating the
server 33043 can maintain the account of the receiver 102b. At interaction 3404, the
processing platform 124 can instruct the financial institution or the server 3304a operated by

the financial institution to debit the sender account and to credit the receiver account by the



WO 2018/022891 PCT/US2017/044186

payment amount requested 110a.  After authenticating the processing platform 124 and
sufficiency of fund in the sender account, the financial institution can debit the sender
account at interaction 3408. The financial institution server 3304a can in turn request the
other financial nstitution or the server 3304b operated by the other financial institution to
credit the receiver account by the payment amount sent 110a at interaction 3412, After
successfully crediting the recetver account by the payment amount sent 110a at interaction
3412, the server 3304b can send an indication that the receiver account has been credited
successfully to the server 3304a of the financial institution.

(6321} After recetving an indication from the financial mstitution server 3304a
that the accounts have been debited and credited at interaction 3424, the processing platform
124 can send an indication to the receiver device 116b that the processing platform 124 has
performed based on the payment amount sent 110a of the modified digital cheque 100m1 at
mteraction 3428 In some implementations, the processing platform 124 can keep track of
the balance of the account of the sender 102a and the balance of the account of the receiver

102b and update the balances of the accounts after interaction 3424

Example Payment Types

[06322] The payment from the sender 102a to the receiver 102b can be analogous
to a check transaction, a debit transaction, a credit card transaction, an automated clearing
house {ACH) transaction, a wire transfer, or a combination thereof A check-type transaction
can requite an “item,” for example, under the aniform commercial code (UCC). A check
transaction can be considered a contract between a financial mstitution (e.g., the financial
nstitution operating the server 3304a and a customer owning an account at the financial
mstitution (e.g., the sender 102a). Payment can be complete either (1) immediately if
processed over the counter {(e.g., a virtual counter} at the financial institution, or (2} at
midnight the day the modified check 100ml is received by financial institution. The
financial mstitution can be liable for fraudulent activity or unauthorized payments unless
account holder is negligent.

[8323] A debit-type transaction can be considered an exception to UCC definition
of item as a debit transaction can involve a “signal” that completes the transaction. Payment

can be completed at time of sale (e g., when a seller, a payee, or a cheque receiver receives a
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digital cheque) with an immediate authorization to the financial institution to debit the
account to the seller. In some embodiments, unauthorized payments subject to cheque sender
“deductible” hiability. For example, if an unauthorized payment 1s reported by a purported
cheque sender with a short time period {(e.g., two days), the deductible can be $50. If an
unauthorized payment 1s reported by a purported cheque sender within a medium time period
{e.g., 60 days), the deductible can be $500. 1If an unauthorized payment is not reported
within the medium time period, the purported cheque sender 1s liable for the unauthorized
pavment. The financial institution of the purported cheque sender can be liable for remainder
of unauthorized balance unless account holder is negligent.

[0324] With a credit card-type transaction, payment is complete when cheque
sender pays the financial nstitution (e.g., a credit card company). Disputes on charges may
not be permitted if a statement has been paid (two billing cycles to bring up a dispute). The
financial institution 15 always liable as long as statement s not yet paid.

[0325] An ACH-type transaction can include credit ACH payments and debit
ACH payments. With credit ACH payments, the financial institution can cancel payvment for
any reason. With debit ACH payments, the account holder (e.g., the cheque sender) has 1
business day to halt a payment, otherwise it goes through and customer has 15 days to notify
of unauthorized payment. Pavment can be considered complete at time of sale, or up one day
later for debit ACH or two days for credit ACH.

[6326] Wire transfers can be transfers between financial mstitutions.  The
Electronic Funds Transfer Act permits wire transfers involving natural persons. A wire
transfer mvolves two stages of payment orders: First, payer or cheque sender gives transfer
information to a first financial institution, such as the financial institution operating the server
3304a (or the processing platform 124} to transfer money to a second financial institution
{(e.g., the other financial institution operating the server 3304b}. Second, the first financial
imstitution can give the second financial mstitution instructions on the transfer. Payment can
be considered complete when step 2 is complete, whether or not the funds were actually
transferred from the first financial institution to the second f{inancial institution. So the
chegue sender or paver is liable to the cheqgue receiver payee very fast, but the second
financial institution can be hable if they made a mistake in the transfer.

(0327} In some implementations, the systems and methods disclosed herein can
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be used for complex bargaining. For example, a seller or a vendor can sell at one price for
debit-type transactions because the seller may get the funds sooner. However, the buyer may
be malicious, the seller may automatically blocks debit requests for payment of goods less
than $50 due to the deductible threshold.  As another example, a seller may request a wire
transfer payment because they know that venfication between financial mstitutions will
occur. However, the buyer may reject such request because the buver may not want to pay

for the two steps of transfer fees unless fee sharing s involved.

Example Wearable Display Svstem

[0328] The user device 116 can be or can be mcluded in a wearable display
device, which may advantageously provide a more immersive virtual reality (VR),
augmented reality {AR), or muxed reality (MR) experience, wherein digitally reproduced
images or portions thereof are presented to a wearer in a manner wherein they seem to be, or
may be perceived as, real

[0329] Without being limited by theory, it 15 believed that the human eye
typically can interpret a finite number of depth planes to provide depth perception.
Consequently, a highly believable simulation of perceived depth may be achieved by
providing, to the eye, different presentations of an image corresponding to each of these
fimited number of depth planes. For example, displays contaiming a stack of waveguides may
be configured to be worn positioned 1n front of the eves of a user, or viewer. The stack of
waveguides may be utilized to provide three-dimensional perception to the eye/bramn by
using a plurality of waveguides to direct light from an mmage mjection device {e.g., discrete
displays or output ends of a multiplexed display which pipe image mformation via one or
more optical fibers) to the viewer’s eye at particular angles (and amounts of divergence)
corresponding to the depth plane associated with a particular waveguide.

6336} In some embodiments, two stacks of waveguides, one for each eve of a
viewer, may be utilized to provide different images to each eve. As one example, an
augmented reality scene may be such that a wearer of an AR technology sees a real-world
park-like setting featuring people, trees, buildings in the background, and a concrete
platform. In addition to these ttems, the wearer of the AR technology may also perceive that

he “sees” a robot statue standing upon the real-world platform, and a cartoon-like avatar
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character flying by which seems to be a personification of a bumble bee, even though the
robot statue and the bumble bee do not exast in the real world. The stack(s) of waveguides
may be used to generate a hight field corresponding to an mmput image, and in some
implementations, the wearable display comprises a wearable light field display. Examples of
wearable display device and waveguide stacks for providing light field images are described
in U.S. Patent Publication No. 2015/0016777, which 1s hereby incorporated by reference
herein in its entirety for all it contains.

(0331 FIG. 35 illustrates an example of a wearable display system 3500 that can
be used to present an AR, MR, or VR experience to the wearer 3504, The wearable display
system 3500 may be programmed to perform any of the applications or embodiments
described herein. The display system 3500 includes a display 3508, and various mechanical
and electronic modules and systems to support the functioning of that display 3508 The
display 3508 may be coupled to a frame 3512, which is wearable by a display system wearer
or viewer 3504 and which 1s configured to posttion the display 3508 1o frout of the eves of
the wearer 3504, The display 3508 may be a light field display. In some embodiments, a
speaker 35616 is coupled to the frame 3512 and positioned adjacent the ear canal of the user
n some embodiments, another speaker, not shown, 1s positioned adjacent the other ear canal
of the user to provide for stereo/shapeable sound control. The display 3508 is operatively
coupled 3520, such as by a wired lead or wireless connectivity, to a local data processing
module 3524 which may be mounted in a variety of configurations, such as fixedly attached
to the frame 3512, fixedly attached to a helmet or hat worm by the user, embedded n
headphones, or otherwise removably attached to the user 3504 {e.g., n a backpack-stvle
configuration, m a belt-coupling style configuration).

6332} The local processing and data module 3524 may comprise a hardware
processor, as well as non-transitory digital memory, such as non-volatile memory e.g., flash
memory, both of which may be utilized to assist in the processing, caching, and storage of

o0

data. The data include data (a} captured from sensors (which may be, e.g., operatively
coupled to the frame 3512 or otherwise attached to the wearer 3504), such as image capture
devices (such as cameras), microphones, inertial measwrement units, accelerometers,
compasses, GPS units, radio devices, and/or gyros; and/or (b} acquired and/or processed

using remote processing module 3528 and/or remote data repository 3332, possibly for
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passage to the display 3508 after such processing or retrieval. The local processing and data
module 3524 may be operatively coupled to the remote processing module 3528 and remote
data repository 3532 by communication links 3536, 3540, such as via a wired or wireless
communication hinks, such that these remote modules 3528, 3532 are operatively coupled to
each other and available as resources to the local processing and data module 3524

[0333] In some embodiments, the remote processing module 3528 may comprise
one or more processors configured to analyze and process data and/or 1mage information
such as video information captured by an image capture device. The video data may be
stored locally in the local processing and data module 3524 and/or in the remote data
repository 3532, In some embodiments, the remote data repository 3532 may comprise a
digital data storage facility, which may be available through the internet or other networking
configuration in a “cloud” resource configuration. In some embodiments, all data is stored
and all computations are performed in the local processing and data module 3524, aliowing
fully autonomous use from a remote module.

[0334] In some mmplementations, the local processing and data module 3524
and/or the remote processing module 3528 are programumed to perform embodiments of the
systems and methods disclosed herein. The image capture device can capture video for a
particular application {e.g., video of the wearer’s eye for an eye-tracking application or video
of a wearer’s hand or finger for a gesture identification application}. The video can be
analyzed by one or both of the processing modules 3524, 3528, In some cases, off-loading at
least some of the analysis to a remote processing module {e.g., in the “cloud™} may mprove
efficiency or speed of the computations. The parameters of the systerns and methods
disclosed herein can be stored 1n data modules 3524 and/or 3532,

[6335] The results of the analysis can be used by one or both of the processing
modules 3524, 3528 for additional operations or processing. For example, biometric
identification, eye-tracking, recognition or classification of gestures, objects, poses, etc. may
be used by the wearable display system 3500. For example, the wearable display system
3500 may analyze video captured of a hand of the wearer 3504 and recognize a gesture by
the wearer’s hand (e.g., picking up a real or virtual object, signaling assent or dissent {e.g.,
“thumbs up”, or “thumbs down”), gtc.}, and the wearable display system 3500 may perform

an appropriate action in response to the wearer’s gesture (e.g., moving the virtual object,
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performing an additional operation based on the wearer’s assent/dissent}. As another
example, video of the wearer’s eve(s) can be analyzed by the wearable display svstem 3500
to determine the direction of the gaze of the wearer 3504 through the display 3508. As vet
another example, the processing modules 3524, 3528 may analyze video of the wearer’s
surroundings to identify {or count} objects of a particular class of objects {e.g., to identify
“cats” or “cars” near the wearer 3504). The processing modules 3524, 3528 of the wearable
display system 3500 can be programmed to perform any of the methods or video or image
processing applications described herein or any of the methods or applications for secure
exchange of cryptographically signed records described herein. For example, embodiments
of the wearable display system 3500 can be configured as the user device 116a {e.g., sender
102a) or the user device 116b (e.g., receiver 102b) and used to create, send, recetve, modify,

or redeem the records 100 in a cryptographically secure way as described herein.

Additional Aspects

Secure Exchange of Cryprographically Siened Records

[0336] In a Ist aspect, a method for securely exchanging cryptographically signed
records 1s disclosed. The method s performed under control of a hardware processor and
comprises: receiving a receiver individual record from a record receiver device, wherein the
recetver individual record comprises a sender individual record and a receiver signature of
the receiver mdividual record, wherein the sender individual record s created by a record
sender device after receiving a record content request from the record recetver device and
identifying the record receiver device, wheremn the sender individual record comprises a
record content, a sender public key of the record sender device, a receiver public key of the
record receiver device, and a sender signature of the sender individual record, wherein the
sender signature is created using a sender private key of the record sender device, wherem
the sender public key and the sender private key form a sender public-key cryptographic pair,
wherein the receiver individual record 15 created by the record receiver device after receiving
the sender individual record from the record sender device and verifying the sender
individual record using the sender public key while not necessarily in communication with a
processing platform, wherein the receiver signature 1s created using a receiver private key of

the record receiver device, and wherein the receiver public key and the receiver private key
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form a receiver public-key cryptographic pair; verifying the receiver individual record; and
performing for the record receiver device as instructed by the receiver individueal record.

16337} In a 2nd aspect, the method of aspect 1, wherein the content request
comprises the receiver public key and a requested content, and wherein the record content is
related to the requested content.

[0338] In a 3rd aspect, the method of any one of aspects 1-2, wherein identifying
the record receiver device comprises performing partner identification, wherein partner
identification comprises content authorization, knocking, physical indication, beam forming,
prior arrangement, cursory validation, or any combination thereof.

[0339] In a 4th aspect, the method of any one of aspects 1-3, wherein the sender
individual record further comprises a record identifier.

[0340] In a 5th aspect, the method of aspect 4, wherein the record identifier 1s a
monotonically increasing number,

[0341] In a 6th aspect, the method of any one of aspects 1-5, wherein receiving
the sender individual record from the record receiver device comprises recetving the sender
mdividual record from the record sender device via a short range link directly or through an
mtermediate device.

[0342] In a 7th aspect, the method of aspect 6, wherein the short range link 15 a
peer-to-peer communication hink,

[6343] In a 8th aspect, the method of any one of aspects 1-7, wherein the receiver
mdividual record further comprises a for redemption only endorsement, a query
endorsement, a malicious record endorsement, or any combination thereof.

[08344] In a 9th aspect, the method of any one of aspects 1-8, wherein the sender
individual record is created after receiving authentication information of a record sender by
the record sender device, and wherein the recetver individual record is created after receiving
authentication information of a record receiver by the record receiver device.

[0345] In a 10th aspect, the method of any one of aspects 1-9, wherein verifying
the sender individual record comprises: using the sender public key to determine the sender
signature is created using the sender private key: and using the sender public key to
determine the sender signature 1s created using the sender private key.

[0346] In a 1lth aspect, the method of any one of aspects 1-10, further
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comprising providing common records to the record sender device and the record receiver
device, wherein the common records comprise the sender public key and the receiver public
key.

[8347] In a 12th aspect, the method of any one of aspects 1-10, further
comprising: providing common records to the record sender device, wherein the common
records comprise the sender public key and the receiver public key; and causing the record
sender device to send the common records to the record receiver device.

[0348] In a 13th aspect, the method of any one of aspects 1-10, further
comprising: providing common records to the record receiver device, wherein the common
records comprise the sender public key and the receiver public key; and causing the record
recetver device to send the common records to the record sender device.

[0349] In a 14th aspect, the method of any one of aspects 11-13, wherein the
common records further comprise a third signature of the common records, wherein the
common records further comprise a third signature of the common records, and wherein the
third signature s created using a thurd private key of the processing platform.

6350} In a 15th aspect, the method of any one of aspects 11-14, further
comprising: generating the common records from central records, wherein the central records
comprise the sender public key, the receiver public key, a user record status of the record
sender device, and a user record status of the record receiver device.

[6351] In a 16th aspect, the method of aspect 15, further comprising: determining
the user record status of the record sender prohibits the processing platform to perform the
record recetver device as mstructed by the receiver individual record; and adding the payer
device to a demerit list.

[6352] In a 17th aspect, a method for securely exchanging cryptographically
signed records 1s disclosed. The method is performed under control of a hardware processor
and comprises: receiving a content request from a record receiver device, dentifying the
record receiver device; creating a sender individual record, wherein the sender individual
record comprises a record content, a sender public key of a record sender device, a receiver
public key of the record recetver device, and a sender signature of the sender individual
record, wherein the sender signature 1s created using a sender private key of the record sender

device, and wherein the sender public key and the sender private key form a sender public-
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key cryptographic pair; sending the sender individual record to the record receiver device;
and receiving an indication of the record receiver device: receiving the sender individual
record; verifying the sender individual record using the sender public key while not
necessarily in communication with a processing platform; creating a receiver individual
record, wherein the receiver individual record comprises the sender individual record and a
receiver signature of the recetver individual record, wherein the receiver signature is created
using a receiver private key of the record recetver device, and wherein the receiver public
key and the receiver private key form a receiver public-key cryptographic pair; redeeming
the receiver individual record with the processing platform; and receiving a performance by
the processing platform as instructed by the receiver individual record.

[0353] in a 18th aspect, the method of aspect 17, wherein the content request
comprises the recetver public key and a requested content, and wherein the record content is
related to the requested content.

[0354] In a 19th aspect, the method of any one of aspects 17-18, wherein
wdentifving the record receiver device comprises performing partner wentification, wherein
partner wdentification comprises content authorization, knocking, physical indication, beam
forming, prior arrangement, cursory validation, or any combination thereof.

[0355] In a 20th aspect, the method of any one of aspects 17-19, wherein the
sender individual record further comprises a record identifier.

[6356] In a 21st aspect, the method of aspect 20, wherein the record identifier s a
monotonically increasing number,

[8357] In a 22nd aspect, the method of any one of aspects 17-21, wheremn sending
the sender mndividual record to the record receiver device comprises sending the sender
individual record to the record receiver device via a short range link directly or through an
intermediate device.

[6358&] In a 23rd aspect, the method of aspect 22, wherein the short range link is a
peer-to-peer communication link,

[6359] In a 24th aspect, the method of any one of aspects 17-23, wherein the
receiver mndividual record further comprises a for redemption only endorsement, a query
endorsement, a malicious record endorsement, or any combination thereof.

[0360] In a 25th aspect, the method of aspect 24, wherein the receiver individual
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record further comprises a query enforcement, wherein performing for the record receiver
device as instructed by the receiver individual record comprises sending a query result to the
record receiver device, and wherein the query result indicates the processing platform would
perform as nstructed by the receiver individual record.

[6361] In a 26th aspect, the method of any one of aspects 17-25, wherein creating
the sender individual record comprises recetving authentication information of a record
sender by the record sender device, and wherein creating the receiver individual record
comprises receiving authentication mformation of a record receiver by the record receiver
device.

[0362] In a 27th aspect, the method of any one of aspects 17-26, wherein
verifying the sender individual record comprises using the sender public key to determine the
sender signature is created using the sender private key.

[0363] In a 28th aspect, the method of any one of aspects 17-27, wherein the
sender signature 1s created by a Secure Element of the record sender device using the sender
private key, and wherein the sender private key is stored in the Secure Element of the record
sender device.

[0364] In a 29th aspect, the method of any one of aspects 17-28, wherein the
receiver signature is created by a Secure Element of the record recetver device using the
receiver private key, and wherein the receiver private key is stored 11 the Secure Element of
the record receiver device.

[8365] In a 30th aspect, the method of anv one of aspects 17-29, further
comprising receiving common records from the processing platform, wherein the common
records comprise the sender public key and the receiver public key.

[8366] In a 31st aspect, the method of any one of aspects 17-29, further
comprising receiving commeon records from the record receiver device, wherein the common
records comprise the sender public key and the receiver public key.

[8367] In a 32nd aspect, the method of any one of aspects 30-31, wherein the
common records further comprise a third signature of the common records, wherein the third
signature 1s created using a third private key of the processing platform, the method further
comprises verifying the common records using a third public key of the processing platform

while not necessarily in communication with the processing platform, wherein the third
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public key and the third private key form a third public-key cryptographic pair, and wherein
verifying the common records comprises using the third public key to determine the third
signature 1s created using the third private key.

[8368] In a 33rd aspect, a method for securely exchanging cryptographically
signed records. The method is performed under control of a hardware processor and
comprises: sending a content request to a record sender device; receiving a sender individual
record from the record sender device, wherein the sender individual record is created by the
record sender device after receiving the content request from a record receiver device and
wdentifying the record recetver device, wherein the sender individual record comprises a
record content, a sender public key of the record sender device, a receiver public key of the
record receiver device, and a sender signature of the sender individual record, wherein the
sender signature is created using a sender private key of the record sender device, and
wherein the sender public key and the sender private key form a sender public-key
cryptographic pair; verifving the sender individual record using the sender public key while
not necessarily in communication with a processing platform; creating a receiver individual
record, wherein the receiver individual record comprises the sender individual record and a
recetver signature of the receiver individual record, wherein the receiver signature is created
using a receiver private key of the record receiver device, and wherein the receiver public
key and the receiver private key form a receiver public-key cryptographic pair; redeeming
the receiver individual record with the processing platform; and receiving a performance by
the processing platform as mstructed by the recerver individual record.

[8369] In a 34th aspect, the method of aspect 33, wherein the content request
comprises the receiver public key and a requested content, and wheremn the record content 1s
related to the requested content.

[8378] In a 35th aspect, the method of any one of aspects 33-34, wherein
identifying the payee device comprises performung partner identification, wherein pariner
identification comprises payment authorization, knocking, physical indication, beam
forming, prior arrangement, cursory validation, or any combination thereof

[8371] In a 36th aspect, the method of any one of aspects 33-35, wherein the
sender individual record further comprises a record identifier.

(8372} In a 37th aspect, the method of aspect 36, wherein the record 1dentifier is a

-103-



WO 2018/022891 PCT/US2017/044186

monotonically increasing number.

[0373] In a 38th aspect, the method of any one of aspects 33-37, wherein
recetving the sender individual record from the record sender device comprises receiving the
sender individual record from the record sender device via a short range link directly or
through an intermediate device.

[0374] In a 3%9th aspect, the method of aspect 38, wherein the short range link 1s a
peer-to-peer conymunication link.

[8375] In a 40th aspect, the method of any one of aspects 33-39, wherein the
receiver individual record further comprises a for redemption only endorsement, a query
endorsement, a malicious record endorsement, or any combination thereof.

[8376] in a 41st aspect, the method of any one of aspects 33-40, wherein the
sender individual record is created after receiving authentication information of a record
sender by the record sender device, and wherein creating the receiver individual record
comprises receiving authentication mformation of a record receiver by the record receiver
device.

(63771 In a 42Znd aspect, the method of any one of aspects 33-41, wherein
verifying the sender individual record comprises using the sender public key to determine the
sender signature 13 created using the sender private key.

[6378] In a 43rd aspect, the method of any one of aspects 33-42, wherem the
sender signature is created using a Secure Element of the record sender device using the
sender private key, and wherein the sender private key 1s stored in the Secure Element of the
record sender device.

[6379] In a 44th aspect, the method of any one of aspects 33-43, wheremn the
receiver signature 1s created using a Secure Flement of the record receiver device using the
recetver private key, and wherein the receiver private key is stored in the Secure Element of
the record receiver device.

[0380] In a 45th aspect, the method of any one of aspects 33-44, further
comprising receiving common records from the processing platform, wherein the common
records comprise the sender public key and the receiver public key.

0381} In a 46th aspect, the method of aspect 45, further comprising sending the

commaon records to the record sender device.
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[6382] In a 47th aspect, the method of any one of aspects 33-44, further
comprising receiving common records from the record sender device, wherein the common
records comprise the sender public key and the receiver public key.

[0383] In a 48th aspect, the method of any one of aspects 45-47, wherein the
common records further comprise a third signature of the common records, and wherein the
third signature 1s created using a third private key of the processing platform, the method
further comprises verifying the common records using a third public key of the processing
platform while not necessarily in communication with the processing platform, wherein the
third public key and the third private key form a thurd public-key cryptographic pair, and
wherein verifymg the common records comprises using the third public key to determine the
third signature is created using the third private key.

[0384] In a 49th aspect, a computer system 15 disclosed. The computer system
comprises: a hardware processor; and non-transitory memory having instructions stored
thereon, which when executed by the processor cause the processor to perform the method of
any one of aspects 1-48.

[0385] In a 50th aspect, the computer system of aspect 49, wherein the computer
system is a mobile device.

[0386] In a Sist aspect, the computer systerm of aspect 50, wherein the mobile

device is a wearable display system.

Secure Exchange of Crvntographically Signed Records by Azents

[6387] In a 52nd aspect, a method for securely exchanging of cryptographically
signed records by agents 1s disclosed. The method 1s performed under control of a hardware
processor and comprises: receiving a principal-modified individual record from a principal
device, wherein the principal-modified individual record comprises an agent-modified
individual record and a signature of the principal-modified individual record, wherein the
agent-modified ndividual record comprises an original individual record, an agent public key
of an agent device, and a signature of the agent-modified individual record, wherein the
original mdividual record comprises a record content, a sender public key of a record sender
device, a principal public key of the principal device, and a signature of the original

individual record, wherein the signature of the principal-modified individual record is created
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using a principal private key of the principal device, and wherein the principal public key and
the principal private key form a principal public-key cryptographic pair, wherein the agent-
modified individual record is created by the agent device after receiving the original
individual record from the principal device, wherein the signature of the agent-modified
individual record 1s created using an agent private key of the agent device, wherein the agent
public key and the agent private key form an agent public-key cryptographic pair, and
wherein the original individual record is created by the record sender device after recetving a
content request from the agent device and identifying the agent device, wherein the signature
of the original mdividual record 1s created using a sender private key of the record sender
device, and wherein the sender public keyv and the sender private key form a sender public-
key cryptographic pair; verifying the principal-modified individual record; and performing
for the principal device as instructed by the principal-modified individual record.

[06388] In a 53rd aspect, the method of aspect 52, wherein the content request
comprises the principal public key and a requested content, wherein the record content is
related to the requested content.

[6389] In a S54th aspect, the method of any one of aspects 52-53, wherein
wdentifying the agent device comprises performing partner identification, wherein partner
identification comprises payment authorization, knocking, physical indication, beam
forming, prior arrangement, cursory vahidation, or any combination thereof,

[639¢] In a 55th aspect, the method of aspect 54, wherein the origimal imdividual
record further comprises a record identifier.

[6391] In a 56th aspect, the method of aspect 55, wherein the record 1dentifier s a
monotonically increasing number,

6392} In a 57th aspect, the method of any one of aspects 52-56, wherein
receiving the original individual record from the record sender device comprises receiving
the original individual record from the record sender device via a short range link directly or
through an intermediate device.

6393} In a 58th aspect, the method of aspect 57, wherein the short range hink is a
peer-to-peer communication link,

[6394] In a 59th aspect, the method of any one of aspects 52-58, wherein agent-

modified ndividual record further comprises a handled by endorsement, a query
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endorsement, a malicious record endorsement, or any combination thereof, and wherein the
principal-modified individual record further comprises a for redemption only endorsement, a
query endorsement, a malicious record endorsement, or any combination thereof.

[8395] In a 60th aspect, the method of any one of aspects 52-59, wherein the
origmal individual record is created by the record sender device after receiving auvthentication
mformation of a record sender by the record sender device, and wherein the agent-modified
ndividual record s created by the agent device after receiving authentication imformation of
an agent by the agent device.

[0396] in a 6lst aspect, the method of any one of aspects 52-60, wherein
verifying the original individual record comprises: using the sender public key to determine
the signature of the original individual record is created using the sender private key; using
the agent public key to determine the signature of the agent-modified individual record is
created using the agent private key; and using the principal public key to determine the
signature of the principal device is created using the principal private key.

[6397] In a 62nd aspect, the method of any one of aspects 32-61, further
comprising providing common records to the record sender device, the agent device, and the
principal device, wherein the common records comprise the sender public key and the
principal public key.

[6398] In a 63rd aspect, the method of any one of aspects 52-61, further
comprising providing common records to the record sender device, wherein the common
records comprise the sender public key and the principal public key; and causing the record
sender device to provide the common records to the agent.

[8399] In a 64th aspect, the method of any one of aspects 52-61, further
comprising providing common records to the agent, wherein the common records comprise
the sender public key and the principal public key; and causing the agent to provide the
common records to the record sender device.

[8400] In a 65th aspect, the method of any one of aspects 52-61, further
comprising providing common records to the principal device, wherein the common records
comprise the sender public key and the principal public key; and causing the principal device
to provide the common records to the agent.

[0401] In a 66th aspect, the method of aspect 65, further comprising causing the
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agent to provide the common records to the record sender device.

[0402] In a 67th aspect, the method of any one of aspects 62-66, wherein the
common records further comprise a common records signature, wherein the common records
signature is created using a processing platform private key of the processing platform, the
method further comprises verifying the common records using a processing platform public
key of the processing platform while not necessarily in communication with the processing
platform, wherein the processing platform public key and the processing platform private key
form a processing platform public-key cryptographic patr, and wherein verifying the
common records comprises using the processing platform public key to determine the
common records signature is created using the processing platform private key.

0403} in a 68th aspect, the method of any one of aspects 62-67, further
comprising: generating the common records from central records, wherein the central records
comprise the sender public key, the principal public kev, the agent public key, a user record
status of the record sender device, and a user record status of the principal device.

[0404] In a 69th aspect, the method of any one of aspects 352-68, further
comprising: charging the merchant for the agent public-key cryptographic pair or the
principal cryptographic pair periodically or once.

[0405] In a 70th aspect, a method for securely exchanging of cryptographically
signed records by agents 1s disclosed. The method 1s performed under control of a hardware
processor and comprises: receiving a content request from an agent device, dentifying the
agent device, creating an original individual record, wherein the ongmal individual record
comprises a record content, a sender public key of a record sender device, a principal public
key of a principal device, and a signature of the onginal individual record, wherein the
signature of the original individual record is created using a sender private key of the record
sender device, and wherein the sender public key and the sender private key form a sender
public-key cryptographic pair, sending the original individual record to the agent device;
receiving an indication of the agent device: receiving the original individual record; venifying
the original individual record using the sender public key while not necessanly in
communication with a processing platform; creating an agent-modified individual record,
wherein the agent-modified individual record comprises the original individual record, an

agent public key of the agent device, and a signature of the agent-modified individual record,
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wherein the signature of the agent-modified individual record is created using an agent
private key of the agent device, and wherein the agent public key and the agent private key
form an agent public-key cryptographic pair; and sending the agent-modified individual
record to the principal device; and receiving an indication of the principal device: receiving
the agent-modified individual record, creating a principal-modified individual record,
wherein the principal-modified individual record comprises the agent-modified individual
record and a signature of the principal-modified individual record, wherein the signature of
the principal-modified individual record is created using a principal private key of the
principal device, and wherein the principal public key and the principal private key form a
principal public-key cryptographic patr; redeeming the principal-modified mdividual record
with the processing platform; receiving a performance by the processing platform as
mstructed by the principal-modified individual record; and notifying the agent device of
recetving the performance.

[0406] In a 7ist aspect, the method of aspect 70, wherein the content request
comprises the principal public key and a requested content, wherein the record content is
related to the requested content.

(6467} In a 72nd aspect, the method of any one of aspects 70-71, wherein
identifying the agent device comprises performung pariner wentification, wherein pariner
wdentification comprises payment authorization, knocking, physical mdication, beam
forming, prior arrangement, cursory validation, or any combimation thereof

[8408] In a 73rd aspect, the method of any one of aspects 70-72, wheren the
original individual record further comprises a record 1dentifier,

[6409] In a 74th aspect, the method of aspect 73, wheretn the record identifier 1s a
monotonically increasing number.

[0410] In a 75th aspect, the method of any one of aspects 70-74, wherein sending
the original individual record to the agent device comprises sending the original individual
record to the agent device via a short range link directly or through an intermediate device.

6411} In a 76th aspect, the method of aspect 75, wherein the short range link is a
peer-to-peer communication link,

16412} In a 77th aspect, the method of any one of aspects 70-76, wherein agent-

modified ndividual record further comprises a handled by endorsement, a query
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endorsement, a malicious record endorsement, or any combination thereof, and wherein the
principal-modified individual record further comprises a for redemption only endorsement, a
query endorsement, a malicious record endorsement, or any combination thereof.

[0413] In a 78th aspect, the method of any one of aspects 70-77, wherein creating
the original individual record comprises receiving authentication information of a record
sender by the record sender device, and wherein creating the agent-modified individual
record comprises receiving authentication information of an agent by the agent device.

[0414] In a 79th aspect, the method of any one of aspects 70-78, wherein
verifying the original individual record comprises using the sender public key to determine
the signature of the original individual record is created using the sender private key.

[0415] in a 80th aspect, the method of any one of aspects 70-79, wherein the
signature of the oniginal individual record is created by a Secure Element of the record sender
device using the sender private key, and wherein the sender private key is stored in the
Secure Element of the record sender device.

[0416] In a 81st aspect, the method of any one of aspects 70-80, wherein the
signature of the agent-modified individual record 1s created by a Secure Element of the agent
device using the agent private key, and wherein the agent private key 15 stored in the Secure
Element of the agent device.

[8417] In a B2nd aspect, the method of any one of aspects 70-81, further
comprising receiving common records from the processing platform, wherein the common
records comprise the sender public key and the principal public key.

[0418] In a 83rd aspect, the method of any one of aspects 70-81, further
comprising receiving common records from the agent device, wheremn the common records
comprise the sender public key and the principal public key.

[0419] In a B4th aspect, the method of any one of aspects 82-83, wherein the
common records further comprise a common records signature, wherein the common records
signature is created using a processing platform private key of the processing platform, the
method further comprises verifying the common records using a processing platform public
key of the processing platform while not necessarily in communication with the processing
platform, wherein the processing platform public key and the processing platform private key

form a processing platform public-key cryptographic patr, and wherein verifying the
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common records comprises using the processing platform public key to determine the
common records signature 15 created using the processing platform private key.

6420} In a 85th aspect, a method for securely exchanging of cryptographically
stgned records by agents 1s disclosed. The method is performed under control of a hardware
processor and comprises: sending a content request to a record sender device; receiving an
original individual record from the record sender device, wherein the original individual
record 15 created by the record sender device after receiving the content request from the
record sender device and identifying the agent device, wheremn the original individual record
comprises a record content, a sender public key of a record sender device, a principal public
key of a principal device, and a signature of the original individual record, wherein the
signature of the original individual record is created using a sender private key of the record
sender device, and wherein the sender public key and the sender private key form a sender
public-key cryptographic pair; verifving the ongmal individual record using the sender
public key while not necessarily in communication with a processing platform; creating an
agent-modified mdividual record, wherein the agent-modified individual record comprises
the original individual record, an agent public key of the agent device, and a signature of the
agent-modified individual record, wherein the signature of the agent-modified individual
record s created using an agent private key of the agent device, and wherein the agent public
key and the agent private key form an agent public-key cryptographic pair, sending the
agent-modified mdividual record to the principal device; and receiving an indication of the
principal device: receiving the agent-modified mdividual record; creating a principal-
modified individual record, wherem the principal-modified individual record comprises the
agent-modified individual record and a signature of the principal-modified individual record,
wherein the signature of the principal-modified individual record s created using a principal
private key of the principal device, and wherein the principal public key and the principal
private key form a principal public-key cryptographic pair; redeeming the principal-modified
individual record with the processing platform; and receiving a performance by the
processing platform as instructed by the principal-modified mndividual record.

[0421] In a 86th aspect, the method of aspect 85, wherein the content request
comprises the principal public key and a requested content, wherein the record content is

related to the requested content.

-111-



WO 2018/022891 PCT/US2017/044186

(6422} In a 87th aspect, the method of any one of aspects 85-86, wherein
identifying the agent device comprises performing partner identification, wherein partner
identification comprises payment authorization, knocking, physical indication, beam
forming, prior arrangement, cursory validation, or any combination thereof.

6423} In a 88th aspect, the method of any one of aspects 85-87, wherein the
original individual record further comprises a record identifier.

[0424] in a 89th aspect, the method of aspect 88, wherein the record identifier is a
monotonically increasing number.

[0425] in a 90th aspect, the method of any one of aspects 85-89, wherein
receiving the original individual record from the record sender device comprises receiving
the original individual record from the record sender device via a short range link directly or
through an intermediate device.

[0426] In a 91st aspect, the method of aspect 90, wherein the short range link s a
peer-to-peer communication link.

(6427} In a 92nd aspect, the method of any one of aspects 85-91, wherein agent-
modified individual record further comprises a handled by endorsement, a query
endorsement, a malicious record endorsement, or any combimation thereof, and wherein the
principal-modified individual record further comprises a for redemption only endorsement, a
query endorsement, a malicious record endorsement, or any combination thereof.

[0428] In a 931d aspect, the method of any one of aspects 85-92, wherein creating
the ongmal individual record comprises receiving authentication nformation of a record
sender by the record sender device, and wherein creating the agent-modified mdividual
record comprises receiving authentication information of an agent by the agent device.

6429} In a 94th aspect, the method of any one of aspects 85-93, wherein
verifying the original individual record comprises using the sender public key to determine
the signature of the original individual record 1s created using the sender private key.

[0430] In a 95th aspect, the method of any one of aspects 85-94, wherein the
signature of the original individual record is created by a Secure Flement of the record sender
device using the sender private key, and wherein the sender private key is stored in the
Secure Element of the record sender device.

[0431] In a 96th aspect, the method of any one of aspects 85-95, wherein the
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signature of the agent-modified individual record 1s created by a Secure Element of the agent
device using the agent private key, and wherein the agent private key 1s stored in the Secure
Element of the agent device.

[0432] In a 97th aspect, the method of any one of aspects &5-96, further
comprising receiving common records from the processing platform, wherein the common
records comprise the sender public key and the principal public key.

[0433] in a 98th aspect, the method of aspect 97, further comprising sending the
common records to the record sender device.

[0434] in a 99th aspect, the method of any one of aspects 85-96, further
comprising receiving common records from the principal device, wherein the common
records comprise the sender public key and the principal public key.

[0435] In a 100th aspect, the method of any one of aspects 97-99, wherein the
common records further comprise a common records signature, wherein the common records
signature 15 created using a processing platform private key of the processing platform, the
method further comprises verifying the common records using a processing platform public
key of the processing platform while not necessarily in communication with the processing
platform, wherein the processing platform public key and the processing platform private key
form a processing platform public-key cryptographic pawr, and wherein verifying the
common records comprises using the processing platform public key to determune the
common records signature 1s created using the processing platform private key.

[8436] In a 101Ist aspect, a computer system 1s disclosed. The computer system
comprises: a processor; and non-transitory memory having mstructions stored thereon, which
when executed by the processor cause the processor to perform the method of any one of
aspects 52-100.

[8437] In a 102nd aspect, the computer system of aspect 101, wherein the
computer system is a mobile device.

[0438] In a 103rd aspect, the computer system of aspect 102, wherein the mobile

device is a wearable display system.

Secure Exchange of Chains of Cryiographically Siened Records

[0439] In a 104th aspect, a method for securely exchanging chains of
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cryptographically signed records is disclosed. The method is performed under control of a
hardware processor and comprises: receiving a subsequent receiver individual record from a
subsequent record recetver device, wherein the subsequent receiver individual record
comprises an original receiver individual record and a subsequent receiver signature of the
subsequent recetver individual record, wherein the original receiver individual record
comprises a sender individual record, a subsequent receiver public key of the subseqguent
record receiver device, and an original receiver signature of the original receiver individual
record, wherein the sender individual record comprises a record content, a sender public key
of a record sender device, an original receiver public key of an original record receiver
device, and a sender signature of the sender individual record, wherein the sender individual
record is created by the record sender device after recetving an original content request from
the original record receiver device and identifying the original record receiver device,
wherein the sender signature is created using a sender private key of the record sender
device, and wherein the sender public key and the sender private key form a sender public-
key cryptographic pair, wherein the origmal receiver individual record is created by the
original record receiver device after receiving a subsequent content request from the
subsequent record recetver device and identifying the subsequent record receiver device,
wherein the original receiver signature is created using an original receiver private key of the
original record recetver device, and wherein the original receiver public key and the origimal
receiver private key form an original receiver public-key cryptographic pair, wherein the
subsequent receiver signature 15 created using a subsequent receiver private key of the
subsequent record receiver device, and wherein the subsequent recetver public key and the
subsequent receiver private key form a subsequent receiver public-key cryptographic pair;
verifying the subsequent receiver individual record; and performing for the subsequent
record recetver as instructed by the subsequent receiver individual record.

6440} In a 105th aspect, the method of aspect 104, wherein the original content
request comprises the original receiver public key and an original content, wherein the record
content 1s related to the original content, wherein the subsequent content request comprises
the subsequent recetver public key and a subsequent content, wherein the original content is
related to the subsequent content.

[0441] In a 106th aspect, the method of any one of aspects 104-105, wherein
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identifying the original content requester or identifying the subsequent content requester
comprises performing partner identification, wherein partner identification comprises content
authorization, knocking, physical indication, beam forming, prior arrangement, cursory
validation, or any combination thereof.

6442} In a 107th aspect, the method of any one of aspects 104-106, wherein the
sender individual record further comprises a record identifier.

[0443] in a 108th aspect, the method of aspect 107, wherein the record identifier
is a monotonically increasing number.

[0444] in a 109th aspect, the method of any one of aspects 104-108, wherein the
sender individual record is sent by the record sender device to the original record receiver
device via a first short range link directly or through an intermediate device, and wherein
sending the original receiver mdividual record to the subsequent record receiver device
comprises sending the oniginal receiver individual record to the subsequent record receiver
device via a second short range link directly or through an intermediate device.

[0445] In a 110th aspect, the method of aspect 109, wherein the first short range
link 13 a peer-to-peer communication link or wherein the second short range link is a peer-to-
peer communication hink.

[0446] In a 111st aspect, the method of any one of aspects 104-110, wherein the
subsequent receiver mdividual record further comprises a for redemption only endorsement,
a query endorsement, a malicious record endorsement, or any combination thereof.

[8447] In a 112nd aspect, the method of any one of aspects 104-111, wherein the
sender individual record 1s created by the record sender device after receiving authentication
information of a record sender, wherein the original receiver individual record 1s created by
the original record receiver device after receiving authentication information of an original
record receiver device, and wherein the subsequent receiver individual record is created by
the subsequent record receiver device after receiving authentication information of a
subsequent record recetver device.

[6448&] In a 113rd aspect, the method of any one of aspects 104-112, wherein
verifying the subsequent receiver individual record comprises: using the sender public key to
determine the sender signature is created using the sender private key; using the original

receiver public key to determine the original receiver signature is created using the original
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recetver private key: and using the subsequent receiver public key to determine the
subsequent receiver signature is created using the subsequent receiver private key.

(6449} In a 114th aspect, the method of any one of aspects 104-113, wherein the
sender signature is created by a Secure Element of the record sender device using the sender
private key, wherein the sender private key is stored in the Secure Element of the record
sender device, wherein the original receiver signature is created by a Secure Element of the
original record receiver device using the original receiver private key, wherein the original
receiver private key is stored in the secure element of the original record recetver device,
wherein the subsequent receiver signature is created by a Secure Element of the subsequent
record receiver device using the subsequent recetver private key, and wherein the subsequent
recetver private key is stored in the secure element of the subsequent record receiver device.

[0450] In a 115th aspect, a method for securely exchanging chains of
cryptographically signed records is disclosed. The method s performed under control of a
hardware processor and comprises: receiving an original content request from an original
record receiver device; wdentifying the original record receiver device; creating a sender
mdividual record, whereimn the sender individual record comprises a record content, a sender
public key of a record sender device, an original receiver public key of the original record
receiver device, and a sender signature of the sender individual record, wherein the sender
signature 1s created using a sender private key of the record sender device, and wherein the
sender public key and the sender private key form a sender public-key cryptographic pair;
sending the sender mndividual record to the original content requester; and recetving an
mdication of the original content requester: recetving the sender mdividual record; verifying
the sender mdividual record using the sender public key while not necessarily mn
communication with a processing platform; receiving a subsequent content request from a
subsequent record recetver device, identifying the subsequent record receiver device;
creating an original receiver individual record, whergin the original recetver individual record
comprises the sender mndividual record, a subsequent receiver public key of the subsequent
record receiver device, and an original receiver signature of the original receiver individual
record, wherein the original receiver signature 1s created using an oniginal recerver private
key of the original record receiver device, and wherein the original receiver public key and

the original receiver private key form an original recetver public-key cryptographic pair;
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sending the original receiver individual record to the subsequent record receiver device; and
receiving an indication of the subseguent record receiver: recetving the original receiver
individual record; verifying the original receiver individual record using the sender public
key and original recetver public key while not necessarily in communication with the
processing platform; creating a subsequent receiver individual record, wherein the
subsequent receiver individual record comprises the original receiver individual record and a
subsequent receiver signature of the subsequent recetver individual record, wherein the
subsequent receiver signature is created using a subsequent receiver private key of the
subsequent record recetver device, and wherein the subsequent receiver public key and the
subsequent receiver private key form a subsequent receiver public-key cryptographic pair;
redeeming the original receiver individual record with the processing platform; and receiving
a performance by the processing platform as instructed by the subsequent receiver individual
record.

[0451] In a 116th aspect, the method of aspect 115, wherein the ongmal content
request comprises the original receiver public key and an original content, wherein the record
content 1s related to the original content, wherein the subsequent content request cormprises
the subsequent receiver public key and a subsequent content, wherein the original content 13
related to the subsequent content.

[0452] In a 117th aspect, the method of any one of aspects 115-116, wheren
dentifying the onginal content requester or identifying the subsequent content requester
comprises perfornming partner wdentification, wherein partner identification comprises content
authorization, knocking, physical mdication, beam forming, prior arrangement, cursory
validation, or any combination thereof.

6453} In a 118th aspect, the method of any one of aspects 115-117, wherein the
sender individual record further comprises a record 1dentifier.

6454} In a 119th aspect, the method of aspect 118, wherein the record identifier
is a monotonically increasing number.

[6455] In a 120th aspect, the method of any one of aspects 115-119, wherein
sending the sender individual record to the original record receiver device comprises sending
the sender individual record to the original record receiver device via a first short range link

directly or through an intermediate device, and wherein sending the origimnal receiver
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individual record to the subsequent record receiver device comprises sending the original
recetver individual record to the subsequent record receiver device via a second short range
link directly or through an intermediate device.

[8456] In a 121st aspect, the method of aspect 120, wherein the first short range
link 1s a peer-to-peer communication link or wherein the second short range link is a peer-to-
peer commumnication link.

[0457] in a 122nd aspect, the method of any one of aspects 115-121, wherein the
subsequent receiver individual record further comprises a for redemption only endorsement,
a query endorsement, a malicious record endorsement, or any combination thereof.

[0458] In a 123rd aspect, the method of any one of aspects 115-122, wherein
creating the sender individual record comprises receiving authentication information of a
record sender by the record sender device, wherein creating the original receiver individual
record comprises receiving authentication information of an original record receiver by the
original record receiver device, and wherein creating the subsequent receiver mdividual
record comprises receiving authentication information of a subsequent record receiver by the
subsequent record receiver device.

[6459] In a 124th aspect, the method of any one of aspects 115-123, wheremn
verifying the sender individual record comprises using the sender public key to determine the
sender signature 1s created using the sender private key, and wheremn verifying the origimal
receiver individual record comprises using the original receiver public key to determine the
original receiver signature s created using the original receiver private key.

[8460] In a 125th aspect, the method of any one of aspects 115-124, wherein the
sender signature s created by a Secure Element of the record sender device using the sender
private key, wherein the sender private key is stored in the Secure Element of the record
sender device, wherein the original receiver signature is created by a Secure Element of the
original record receiver device using the original receiver private key, wherein the original
receiver private key 1s stored in the secure element of the original record recetver device,
wherein the subsequent receiver signature is created by a Secure Element of the subsequent
record receiver device using the subsequent receiver private key, and wherein the subsequent
receiver private key 1s stored in the secure element of the subsequent record receiver device.

[0461] In a 126th aspect, a method for securely exchanging chains of
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cryptographically signed records is disclosed. The method is performed under control of a
hardware processor and comprises: sending an original content request to a record sender
device; receiving a sender individeal record from the record sender device, wherein the
sender individual record comprises a record content, a sender public key of a record sender
device, an original receiver public key of the original record recetver device, and a sender
signature of the sender mdividual record, wherein the sender signature is created using a
sender private key of the record sender device, and wherein the sender public key and the
sender private key form a sender public-key cryptographic pair; verifying the sender
ndividual record using the sender public key while not necessarily in communication with a
processing platform; receiving a subsequent content request from a subsequent record
recetver device, identifying the subsequent record receiver device; creating an original
recetver individual record, wherein the original receiver individual record comprises the
sender individual record, a subsequent receiver public kev of the subsequent record receiver
device, and an original recetver signature of the original receiver individual record, wherein
the original receiver signature is created using an original receiver private key of the original
record receiver device, and wherein the original receiver public key and the original receiver
private key form an onginal receiver public-key cryptographic pair; sending the original
receiver ndividual record to the subsequent record receiver device;, and receiving an
mdication of the subsequent record recetver: receiving the original receiver individual record;
verifying the original receiver individual record using the sender public key and original
recetver public key while not necessarily in communication with the processing platform;
creating a subsequent recerver mdividual record, wherein the subsequent receiver individual
record comprises the original receiver individual record and a subsequent receiver signature
of the subsequent receiver individual record, wherein the subsequent receiver signature is
created using a subsequent receiver private key of the subsequent record receiver device, and
wherein the subsequent receiver public key and the subsequent receiver private key form a
subsequent receiver public-key cryptographic pair; redeeming the original recetver individual
record with the processing platform; and receiving a performance by the processing platform
as instructed by the subsequent recerver individual record.

6462} In a 127th aspect, the method of aspect 126, wherein the original content

request comprises the original receiver public key and an original content, wherein the record
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content 1s related to the original content, wherein the subsequent content request comprises
the subsequent receiver public key and a subsequent content, wherein the original content s
related to the subsequent content.

{8463} In a 128th aspect, the method of any one of aspects 126-127, wherein
identifying the original content requester or identifying the subsequent content requester
comprises performing partner identification, wherein partner identification comprises content
authorization, knocking, physical indication, beam forming, prior arrangement, cursory
validation, or any combination thereof.

[0464] in a 129th aspect, the method of any one of aspects 126-128, wherein the
sender individual record further comprises a record identifier.

[0465] in a 130th aspect, the method of aspect 129, wherein the record identifier
is a monotonically increasing number.

[0466] In a 131st aspect, the method of any one of aspects 126-130, wherein
sending the sender individual record to the original record receiver device comprises sending
the sender individual record to the original record receiver device via a first short range link
directly or through an itermediate device, and wherein sending the orniginal recewver
mdividual record to the subsequent record receiver device comprises sending the original
receiver individual record to the subsequent record receiver device via a second short range
link directly or through an intermediate device.

[8467] In a 132nd aspect, the method of aspect 131, wherein the first short range
link 15 a peer-to-peer communication link or wherein the second short range Iink 1s a peer-to-
peer communication link.

[8468] In a 133rd aspect, the method of any one of aspects 126-132, wherein the
subsequent receiver individual record further comprises a for redemption only endorsement,
a query endorsement, a malicious record endorsement, or any combination thereof.

[6469] In a 134th aspect, the method of any one of aspects 126-133, wherein
creating the sender individual record comprises receiving authentication information of a
record sender by the record sender device, wherein creating the original receiver individual
record comprises receiving authentication information of an original record receiver by the
origmal record receiver device, and wherein creating the subsequent recetver individual

record comprises recetving authentication information of a subsequent record recetver by the
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subsequent record receiver device.

[3478] In a 135th aspect, the method of any one of aspecis 126-134, wherem
verifying the sender individual record comprises using the sender public key to determine the
sender signature is created using the sender private key, and wherein verifying the original
receiver individual record comprises using the original receiver public kev to determine the
original receiver signature 1s created using the original receiver private key.

(0471} in a 136th aspect, the method of any one of aspects 126-135, wherein the
sender signature is created by a Secure Element of the record sender device using the sender
private key, wherein the sender private key is stored in the Secure Element of the record
sender device, wherein the original receiver signature is created by a Secure Element of the
original record receiver device using the original receiver private key, wherein the original
receiver private key is stored in the secure element of the original record recetver device,
wherein the subsequent receiver signature 1s created by a Secure Flement of the subsequent
record receiver device using the subsequent receiver private key, and wherein the subsequent
recetver private key 1s stored i the secure element of the subsequent record receiver device.

(0472} In a 137th aspect, a method for securely exchanging chains of
cryptographically signed records is disclosed. The method s performed under control of a
hardware processor and comprises: sending a subsequent content request to an original
record receiver device, recetving an original receiver individual record from the origmal
record receiver device, wheremn the onginal receiver individual record comprises a sender
mdividual record, a subsequent recetver public key of a subsequent record receiver device,
and an onginal receiver signature of the original receiver individual record, wherein the
sender individual record comprises a record content, a sender public key of a record sender
device, an original receiver public key of the original record recetver device, and a sender
signature of the sender individual record, wherein the sender individual record 1s created by
the record sender device after receiving an original content request from the origimal record
receiver device and identifying the onginal record recetver device, wherein the sender
signature 18 created using a sender private key of the record sender device, and wherein the
sender public key and the sender private key form a sender public-key cryptographic pair,
wherein the original receiver individual record is created by the original record receiver

device after receiving the subsequent content request from the subsequent record receiver
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device and identifying the subsequent record receiver device, wherein the original receiver
stgnature is created using an original receiver private key of the original record receiver
device, and wherein the original receiver public kev and the oniginal recetver private key
form an original receiver public-key cryptographic pair; verifyving the orniginal receiver
individual record while not necessarily in communication with a processing platform;
creating a subsequent recetver individual record, wherein the subsequent receiver individual
record comprises the original receiver individual record and a subsequent receiver signature
of the subsequent receiver individual record, wherein the subsequent receiver signature is
created using a subsequent recetver private key of the subsequent record receiver device, and
wherein the subsequent receiver public key and the subsequent receiver private key form a
subsequent receiver public-key cryptographic pair; redeeming the subsequent receiver
individual record with the processing platform; and receiving a performance by the
processing platform as instructed by the subsequent receiver individual record.

[6473] In a 138th aspect, the method of aspect 137, wherein the ongmal content
request comprises the original receiver public key and an original content, wherein the record
content 1s related to the original content, wherein the subsequent content request cormprises
the subsequent receiver public key and a subsequent content, wherein the original content 13
related to the subsequent content.

[0474] In a 139th aspect, the method of any one of aspects 137-138, wheren
dentifying the onginal content requester or identifying the subsequent content requester
comprises perfornming partner wdentification, wherein partner identification comprises content
authorization, knocking, physical ndication, beam forming, prior arrangement, cursory
validation, or any combination thereof.

(6475} In a 140th aspect, the method of any one of aspects 137-139, wherein the
sender individual record further comprises a record 1dentifier.

6476} In a 141st aspect, the method of aspect 140, wherein the record identifier
is a monotonically increasing number.

16477} In a 142nd aspect, the method of any one of aspects 137-141, wherein
receiving the original recetver individual record from the original record recetver device
comprises receiving the original receiver individual record from the original record receiver

device via a short range link directly or through an intermediate device.
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(6478} In a 143rd aspect, the method of aspect 142, wherein the short range link
is a peer-to-peer communication hink.

(6479} In a 144th aspect, the method of any one of aspects 137-143, wherein the
subsequent receiver individual record further comprises a for redemption only endorsement,
a query endorsement, a malicious record endorsement, or any combination thereof.

[0480] In a 145th aspect, the method of any one of aspects 137-144, wherein the
sender individual record is created by the record sender device after receiving authentication
information of a record sender, wherein the original receiver individual record is created by
the original record receiver device after receiving authentication information of an original
record receiver device, and wherein creating the subsequent receiver individual record
comprises recetving authentication information of a subsequent record recetver by the
subsequent record receiver device.

[0481] In a 146th aspect, the method of any one of aspects 137-145, wherein
verifying the original receiver individual record comprises: using the sender public key to
determine the sender signature 13 created using the sender private key; and using the original
receiver public key to determune the original receiver signature is created using the original
recetver private key.

[0482] In a 147th aspect, the method of any one of aspects 137-146, wherein the
sender signature s created by a Secure Element of the record sender device using the sender
private key, wherein the sender private key is stored in the Secure Element of the record
sender device, wherein the oniginal receiver signature 1s created by a Secure Element of the
original record receiver device using the orniginal receiver private key, wherein the original
recetver private key 1s stored in the secure element of the onginal record receiver device,
wherein the subsequent receiver signature is created by a Secure Element of the subsequent
record receiver device using the subsequent receiver private key, and wherein the subsequent

receiver private key 1s stored in the secure element of the subsequent record receiver device.

Secure Exchange of Cryptographically Signed Digital Cheques

[0483] In a 148th aspect, a method for securely exchanging cryptographically
signed digital cheques is disclosed. The method is performed under control of a hardware

processor and comprises: recetving an endorsed digital cheque from a pavee device, wherein
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the endorsed digital cheque comprises an original digital cheque and a payee signature of the
endorsed digital cheque, wherein the orniginal digital cheque is created by a payer after
recetving a payment request from the payee and identifying the payee device, wherein the
original digital cheque comprises a payment amount, a payer public key, a payee public key,
and a payer signature of the original digiial cheque, wherein the payver signature is created
using a payer private key of the paver device, wherein the payer public key and the payee
public key form a payee public-key cryptographic pair, wherein the endorsed digital cheque
is created by the payee device after receiving the original digital cheque from the paver
device and venifying the original digital cheque using the paver public key while not
necessarily in communication with a processing platform, wherein the pavee signature is
created by the pavee device using a pavee private key, and wherein the payee public key and
the payee public key form a payee public key cryptographic pair; verifying the endorsed
digital cheque; and providing a payment of the payment amount to the payee.

[0484] In a 14%th aspect, the method of aspect 148, wherem the payment request
comprises the payee public key and a requested amount, and wherein the payment armount is
related to the requested amount.

[0485] In a 1506th aspect, the method of any one of aspects 148-149, wherein
identifying the payee device comprises performing partner identification, wherein pariner
identification comprises content authorization, knocking, physical indication, beam forming,
prior arrangement, cursory vahidation, or any combination thereof,

[08486] In a 151st aspect, the method of any one of aspects 148-150, wheren the
origmal digital cheque further comprises a cheque identifier.

[6487] In a 152nd aspect, the method of aspect 151, wherein the cheque identifier
is a monotonically increasing number.

0488} In a 153rd aspect, the method of any one of aspects 148-152, wherein
receiving the origianl digital cheque from the paver device comprises receiving the original
digital cheque from the paver device via a short range link directly or through an
intermediate device.

{6489} In a 154th aspect, the method of aspect 153, wherein the short range link 18
a peer-to-peer communication link.

[0490] In a 155th aspect, the method of any one of aspects 148-154, wherein the
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endorsed digital cheque further comprises a for redemption only endorsement, a query
endorsement, a malicious cheque endorsement, or any combination thereof

(6491} In a 156th aspect, the method of any one of aspects 148-155, wherein the
original digital cheque is created after receiving authentication information of a payer by the
paver device, and wherein the endorsed digital cheque s created after receiving
authentication information of a payee by the pavee device.

(64921 in a 157th aspect, the method of any one of aspects 148-156, wherein
verifying the original digital cheque comprises: using the payer public key to determine the
payer signature is created using the paver private key, and using the payee public key to
determine the payee signature is created using the payee private key.

(6493} in a 158th aspect, the method of any one of aspects 148-157, further
comprising providing a common ledger to the payer device and the payee device, wherein the
common ledger comprises the payer public key and the payee public kev.

[0494] In a 15%9th aspect, the method of any one of aspects 148-157, further
comprising: providing a common ledger to the payer device, wherein the common ledger
comprises the paver public key and the payee public key; and causing the payer device to
provide the conuon ledger to the payee device.

[0495] In a 160th aspect, the method of any one of aspects 148-157, further
comprising: providing a common ledger to the payee device, wherein the common ledger
comprises the payer public key and the payee public key; and causing the pavee device to
provide the common ledger to the payer device.

(0496} In a 161st aspect, the method of any one of aspects 158-160, wheremn the
common ledger further comprises a common ledger signature, wherein the common ledger
signature is created using a processing platform private key of the processing platform, the
method further comprises verifying the common ledger using a processing platform public
key of the processing platform while not necessarily in communication with the processing
platform, wherein the processing platform public key and the processing platform private key
form a public-key cryptographic pair of the processing platform, and wherein verifying the
common ledger comprises using the processing platform public key to determine the
common ledger signature is created using the processing platform private key.

[0497] In a 162nd aspect, the method of any one of aspects 158-161, further
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comprising: generating the central ledger from a common ledger, wherein the central ledger
comprises a payer account of the payer device and a payee account of the payee device,
wherein the payer account comprises the payer public key and an account balance of the
payer account, and wherein the payee account comprises the payee public key and an account
balance of the payee account.

[0498] In a 163rd aspect, the method of aspect 162, wherein providing the
payment of the payment amount to the payee device comprises: determining the payer
account has a sufficient balance to pay the payment amount; debiting the payer account by
the payment amount; and crediting the payee account by the payment amount.

[0499] In a 164th aspect, the method of aspect 163, further comprising: receiving
a request to transfer money out of the payee account from a payee device, wherein the
request to transfer money out of the pavee account comprises a transfer-out amount and a
transfer-out method, wherein the transfer-out method 1s automated clearing house (ACH)
transfer, wire transfer, or sending a physical check; debiting the payee account by the
transfer-out amount; and sending the transfer-out amount using the transfer-out method.

[0500] In a 165th aspect, the method of aspect 164, further comprising. debiting
the pavee account by a transfer fee, wherein the fee 1s proportional to the transfer-out amount
or fixed.

[6501] In a 166th aspect, the method of any one of aspects 162-165, wheren
providing the payment of the payment amount to the pavee device comprises: deternining
the payer account has an msufficient balance to pay the payment amount; debiting the payer
account by a fee for the sufficient balance; and adding the payer device to a demenit list.

[8562] In a 167th aspect, the method of any one of aspects 162-166, wherein the
original digital cheque further comprises a source account, wherein providing the payment of
the payment amount to the pavee device comprises: receiving the payment amount from the
source account; and crediting the payee account by the payment amount.

[0503] In a 168th aspect, the method of any one of aspects 148-167, wherein the
original digital cheque comprises a fee sharing policy.

[0504] In a 169th aspect, a method for securely exchanging cryptographically
signed digital cheques, comprising: under control of a hardware processor: receiving a

pavment request from a pavee device; identifving the payee device; creating an original
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digital cheque, wherein the original digital cheque comprises a payment amount, a payer
public key of a payer device, a payvee public key of the pavee device, and a payer signature of
the original digital cheque, wherein the payer signature 1s created using a payer private key of
the payer device, and wherein the payer public key and the payer private key form a payer
public-key cryptographic pair; sending the original digital cheque to the payee device; and
receiving an indication of the payee device: receiving the original digital cheque; venifying
the original digital cheque using the payer public key while not necessarily in communication
with a processing platform; creating an endorsed digital cheque, wherein the endorsed digital
cheque comprises the original digital cheque and a payee signature of the endorsed digital
cheque, wherein the payee signature is created using a payee private key, and wherein the
payee public key and the payee private key form a payee public-key cryptographic pair;
redeeming the endorsed digital cheque with the processing platform; and recetving a payment
of the payment amount from the processing platform.

[0505] In a 170th aspect, the method of aspect 169, wherem the payment request
comprises the payee public key and a requested amount, and wherein the payment armount is
related to the requested amount.

[6506] In a 171st aspect, the method of any one of aspects 169-170, wherein
identifying the payee device comprises performing partner identification, wherein pariner
wdentification comprises payment authorization, knocking, physical mdication, beam
forming, prior arrangement, cursory validation, or any combimation thereof

[8567] In a 172nd aspect, the method of any one of aspects 169-171, wherein the
origmal digital cheque further comprises a cheque identifier.

[6508] In a 173rd aspect, the method of aspect 172, wherein the cheque identifier
is a monotonically increasing number.

[3509] In a 174th aspect, the method of any one of aspects 169-173, wherem
sending the original digital cheque to the payee device comprises sending the original digital
cheque to the payee device via a short range hink directly or through an intermediate device.

(6516} In a 175th aspect, the method of aspect 174, wherein the short range hink 15
a peer-to-peer communication hink.

(6511} In a 176th aspect, the method of any one of aspects 169-175, wherein the

endorsed digital cheque further comprises a for redemption only endorsement, a query
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endorsement, a malicious cheque endorsement, or any combination thereof.

(0512} In a 177th aspect, the method of any one of aspects 169-176, wherein
creating the original digital cheque comprises receiving authentication information of a payer
by the payer device, and wherein creating the endorsed digital cheque comprises receiving
authentication information of a payee by the payee device.

[0513] In a 178th aspect, the method of any one of aspects 169-177, wherein
verifying the original digital cheque comprises using the payer public key to determine the
payer signature is created using the payer private key.

[0514] in a 179th aspect, the method of any one of aspects 169-178, wherein the
payer signature is created by a Secure Element of the payer device using the payer private
key, and wherein the payer private key 1s stored in the Secure Element of the payer device.

[0515] In a 180th aspect, the method of any one of aspects 169-179, wherein the
payee signature is created by a Secure Element of the pavee device using the payee private
key, and wherein the payee private key 15 stored in the Secure Element of the payee device.

[0516] In a 18ist aspect, the method of any one of aspects 169-180, further
comprising receiving a common ledger from the processing platform, wherein the common
ledger comprises the payer public key and the payee public key.

[0517] In a 182nd aspect, the method of any one of aspects 169-180, further
comprising receiving a common ledger from the pavee device, wherein the common ledger
comprises the payer public key and the payee public key.

[6518] In a 183rd aspect, the method of any one of aspects 181-182, wherein the
common ledger further comprises a common ledger signature, wherein the common ledger
signature 1s created using a processing platform private key of the processing platform, the
method further comprises verifying the common ledger using a processing platform public
key of the processing platform while not necessarily in communication with the processing
platform, wherein the processing platform public key and the processing platform private key
form a public-key cryptographic pair of the processing platform, and wherein verifying the
common ledger comprises using the processing platform public kev to determine the
common ledger signature 1s created using the processing platform private key.

[6519] In a 184th aspect, a method for securely exchanging cryptographically

signed digital cheques 1s disclosed. The method is performed under control of a hardware
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processor and comprises: sending a payment request to a payer device; receiving an original
digital cheque from the payer device, wherein the original digital cheque is created by the
payver device after receiving the payment request from a payee device and identifying the
payee device, wherein the original digital cheque comprises a payment amount, a payer
public key of the paver device, a payee public key of the payee device, and a payer signature
of the original digital cheque, wherein the payer signature is created using a paver private key
of the paver device, and wherein the payer public key and the payee public key form a payer
public-key cryptographic pair; verifying the original digital cheque using the payer public
key while not necessarily in communication with a processing platform; creating an endorsed
digital cheque, wherein the endorsed digital cheque comprises the original digital cheque and
a payee signature of the endorsed digital cheque, wherein the payee signature 1s created using
a payee private key of the payee device, and wherein the payee public key and the payee
public key form a payee public key cryptographic pair; redeeming the endorsed digital
cheque with the processing platform; and receiving a payment of the payment amount from
the processing platform.

[052¢] In a 185th aspect, the method of aspect 184, wherem the payment request
comprises the payee public key and a requested amount, and wherein the payment armount is
related to the requested amount.

[6521] In a 186th aspect, the method of any one of aspects 184-185, wheren
dentifying the payee device comprises performmng partner identification, wherein partner
wdentification comprises payment authorization, knocking, physical mdication, beam
forming, prior arrangement, cursory validation, or any combimation thereof

[8522] In a 187th aspect, the method of any one of aspects 184-186, wherein the
origmal digital cheque further comprises a cheque identifier.

[0523] In a 188&th aspect, the method of aspect 187, wherein the cheque identifier
is a monotonically increasing number.

(3524 In a 189th aspect, the method of any one of aspects 184-188, wherem
receiving the original digital cheque from the paver device comprises receiving the original
digital cheque from the paver device via a short range link directly or through an
intermediate device.

[0525] In a 190th aspect, the method of aspect 189, wherein the short range link is
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a peer-to-peer communication link.

[8526] In a 191st aspect, the method of any one of aspects 184-190, wherein the
endorsed digital cheque further comprises a for redemption only endorsement, a query
endorsement, a malicious cheque endorsement, or any combination thereof

6527} In a 192nd aspect, the method of any one of aspects 184-191, wherein
creating the original digital cheque comprises receiving a payer authentication information
by the pavyer device, and wherein creating the endorsed digital cheque comprises receiving a
payee authentication information by the payee device.

[0528] in a 193rd aspect, the method of any one of aspects 184-192, wherein
verifying the original digital cheque comprises using the paver public key to determine the
payer signature 1s created using the paver private key.

[0529] In a 194th aspect, the method of any one of aspects 184-193, wherein the
payer signature 18 created by a Secure Element of the payer device using the payer private
key, and wherein the payer private key 1s stored in the Secure Element of the payer device.

[0530] In a 195th aspect, the method of any one of aspects 184-194, wherein the
payee signature is created by a Secure Element of the pavee device using the payee private
key, and wherein the payee private key 1s stored 1n the Secure Element of the payee device.

[0531] In a 196th aspect, the method of any one of aspects 184-195, further
comprising receiving a common ledger from the processing platform, wherein the common
ledger comprises the payer public key and the payee public key.

[6532] In a 197th aspect, the method of aspect 196, further comprising sending
the common records to the payer device.

[6533] In a 198th aspect, the method of any one of aspects 184-195, further
comprising receiving a common ledger from the payer device, wherein the common ledger
comprises the payer public key and the payee public key.

[6534] In a 199th aspect, the method of any one of aspects 196-198, wherein the
common ledger further comprises a common ledger signature, wherein the common ledger
signature is created using a processing platform private key of the processing platform, the
method further comprises verifying the common ledger using a processing platform public
key of the processing platform while not necessarily in communication with the processing

platform, wherein the processing platform public key and the processing platform private key
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form a public-key cryptographic pair of the processing platform, and wherein verifying the
common ledger comprises using the processing platform public key to determine the
common ledger signature is created using the processing platform private key.

[8535] In a 200th aspect, a computer system 1s disclosed. The computer svstem
comprises: a hardware processor; and non-transitory memory having instructions stored
thereon, which when executed by the processor cause the processor to perform the method of
any one of aspects 148-199.

[0536] In a 201st aspect, the computer system of aspect 200, wherein the
computer system is a mobile device.

[0537] In a 202nd aspect, the computer system of aspect 201, wherein the mobile

device is a wearable display system.

Validation of Crvtographically Signed Records

[0538] In a 203rd aspect, a method for vahidating cryptographically signed
records 1s disclosed. The method s performed under control of a hardware processor and
comprises: receiving a sender individual record from a record sender device, wherein the
sender individual record comprises a record identifier, a record content, a sender public key,
a receiver public key of the record receiver device, and a sender signature of the sender
mdividual record, and wherein the sender individual record 1s created by the record sender
device after receiving a content request from a record receiver device and 1dentifying the
record recetver device, determining the sender individual record 1s invalid while not
necessarily in communication with a processing platform; creating a receiver mdividual
record, wherein the recetver individual record comprises the sender ndividual record, a
malicious record endorsement, and a receiver signature of the receiver individual record,
wherein the recetver signature is created using a receiver private key of the record recetver
device, and wherein the receiver public key and the receiver private key form a receiver
public-key cryptographic pair; and sending the receiver individual record to the processing
platform.

[8539] In a 204th aspect, the method of aspect 203, wherein determining the
sender individual record is invalid comprises detecting sender cloning with a single receiver,

detecting mousing, or detecting ghosting.
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6540} In a 205th aspect, the method of aspect 204, wherein the record identifier
of the sender individual record 15 a monotomically increasing number, wherein the record
recetver device maintains a highest record identifier of individual records previously received
with the sender public key of the record sender device as sender public keys of the individual
records previously recetved, and wherein detecting sender cloning comprises determuning the
record identifier of the sender individual record is not larger than the highest record
identifier.

[0541] In a 206th aspect, the method of aspect 205, wherein the record identifier
of the sender individual record is different for individual records created by the record sender
device, wherein the record recetver device maintains record identifiers of individual records
previcusly received from the record sender device, and wherein detecting sender cloning
comprises determining the record identifier of the sender individual record is not in the
record dentifiers of all mdividual records previously received from the record sender device.

[0542] In a 207th aspect, the method of any one of aspects 205-206, wherein the
sender public key is the sender public key of the record sender device, wherein the sender
signature is created using a sender private key of the record sender device, and wherein the
sender public key and the sender private key form a sender public-key cryptographic patr.

[0543] In a 208th aspect, the method of any one of aspects 204-207, wherein the
sender public key 15 the sender public key of the record sender device, wherein detecting
mousing comprises determmning the sender signature is not created using a sender private key
of the record sender device, wherein the sender public key and the sender private key form a
sender public-key cryptographic parr, and wherein determuming the sender signature s not
created using the sender private key of the record sender device comprises using the sender
public key to determine the sender signature is not created using the sender private key.

[0544] In a 20%th aspect, the method of any one of aspects 204-208, wherein
detecting ghosting comprises determining the sender public key 1s not a valid public key of a
user device, wherein determining the sender public key 1s not a vahid public key comprises:
receiving common records from the processing platform, wherein the common records
comprise valid public keys of user devices; and determining the common records comprise
the sender public key of the record sender device.

[0545] In a 210th aspect, the method of aspect 209, wherein the sender signature
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is created using a sender private key, and wherein the sender public key and the sender
private key form a sender public-key cryptographic pair.

[6546] In a 211ist aspect, the method of any one of aspects 203-210, further
comprising causing the processing platform to add the record sender device to a blacklist of
malicious user devices.

(05471 In a 212nd aspect, a method for validating cryptographically signed
records 1s disclosed. The method is performed under control of a hardware processor and
comprises. receiving a sender individual record from a record sender device, wherein the
sender individual record comprises a record content, a sender public key, a receiver public
key, and a sender signature of the sender individual record, wherein the sender signature is
created using a sender private key, wherein the sender public key and the sender private key
form a sender public-key cryptographic pair, and wherein the individual record is sent by the
record sender device after receiving a content request from the record receiver device and
identifying the record receiver device; determuning the sender individual record is mmvalid
while not necessarily in communication with a processing platform; creating a receiver
mdividual record, wherein the receiver mdividual record comprises the sender ndividual
record, a malicious record endorsement, and a receiver signature of the receiver individual
record, wherein the recetver signature 18 created using a receiver private key of the record
recetver device, and wheremn the receiver public key and the receiver private key form a
receiver public-key cryptographic pair; and sending the receiver individual record to the
processing platform.

{0548} In a 213rd aspect, the method of aspect 212, wherein determuning the
sender mdividual record 1s invalid comprises detecting sender cloning with multiple receivers
or detecting forking,

[0549] In a 214th aspect, the method of aspect 213, wherein detecting sender
cloning with multiple receivers comprises: determining the sender public key is the sender
public key of the record sender device; anddetermining the receiver public key 1s not a public
key of the record receiver device.

6550} In a 215th aspect, the method of aspect 213, wherein detecting forking
comprises: determining the sender public key is not a public key of the record sender device,

determining the public kev of the record recetver device 1s not in the in the sender individual
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record, and determining the recetver public key s not a public key of the record receiver
device.

[6551] In a 216th aspect, the method of any one of aspects 214-215, wherein the
sender signature 1s created using a sender private key, and wherein the sender public key and
the sender private key form a sender public-key cryptographic pair.

[0552] In a 217th aspect, the method of any one of aspects 212-216, further
comprising causing the processing platform to add the record sender device to a blacklist of
malicious user devices.

[0553] in a 218th aspect, a method for validating cryptographically signed
records 1s disclosed. The method 1s performed under control of a hardware processor and
comprises: receiving a receiver individual record from a record receiver device, wherein the
receiver individual record comprises a sender individual record, a for processing only
endorsement, and a receiver signature of the receiver individual record, wherein the sender
mdividual record comprises a record content, a sender public key, a receiver public key of
the record recetver device, and a sender signature of the sender individual record, wherein the
sender signature 1s created using a sender private key, wherein the sender public key and the
sender private key form a sender public-key cryptographic pair, wherein the receiver
mdividual record 1s created by the record receiver device after receiving the sender mdividual
record from the record sender device and verifying the sender mndividual record using the
sender public key while not necessarily in communication with a processing platform,
wherein the recetver signature 1s created using a recetver private key of the record receiver
device, and wherein the receiver public key and the receiver private key form a receiver
public-key cryptographic pair;, determining the receiver individual record to be mvalid, and
declining to perform for the record receiver device as instructed by the record content.

[0554] In a 219th aspect, the method of aspect 218, wherein determining the
receiver individual record to be mvalid comprises detecting receiver cloning or detecting
ghosting.

[6555] In a 220th aspect, the method of aspect 219, wherein the sender individual
record comprises a record identifier, wherein the sender public key is the sender public key
of the record sender device, wherein the sender private key is the sender private key of the

record sender device, and wherein detecting receiver cloning comprises determining an
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individual record comprising the sender public key and the record identifier has been
recetved prior to receiving the receiver individual record.

[6556] In a 221st aspect, the method of aspect 220, wherein determining the
individual record comprising the sender public key and the record identifier has been
received prior to receiving the receiver individual record comprises: maintaining the record
identifiers of previously received individual records with the sender public key of the record
sender device as sender public keys of the previously received individual records; and
determining the record identifier of the sender individual record 15 not in the record
wdentifiers of previously received individual records with the sender public key of the record
sender device as sender public keys of the previously received individual records.

0557} in a 222nd aspect, the method of any one of aspects 219-221, wherein
detecting ghosting comprises: determining the sender public key is an invalid public key.

[6558] In a 223rd aspect, the method of aspect 222, wherein determining the
sender public key s an invahd public key comprises: maintaining valid sender public keys;
and determining the valid sender public keys comprise the sender public key of the sender
mdividual record.

[0559] In a 224th aspect, the method of any one of aspects 218-223, further
comprising: adding the record sender device to a blacklist of malicious users if recetver
cloning 15 detected; and adding the record receiver device to a blacklist of malbicious users if
ghosting 15 detected.

16560} In a 225th aspect, a method of validating cryptographically signed records
1s disclosed. The method 1s performed under control of a hardware processor and comprises:
recetving a receiver individual record from a record receiver device, wherein the receiver
individual record comprises a sender individual record, an endorsement, and a receiver
signature of the receiver individual record, wheremn the endorsement 15 a malicious record
endorsement or a for processing only endorsement, wherein the sender mdividual record
comprises a record content, a sender public key of a record sender device, a receiver public
key of the record receiver device, and a sender signature of the sender individual record, and
wherein the sender signature is created using a sender private key of the record sender
device, wherein the sender public kev and the sender private key form a sender public-key

cryptographic pair; deternuning the receiver individual record is invalid; and determining a
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cause of the receiver individual record being invahd.

[0561] In a 226th aspect, the method of aspect 225, wherein determining the
cause of the receiver individual record being nvalid comprises determining the cause of the
receiver individual record being invalid using Boolean analysis.

(6562} In a 227th aspect, the method of aspect 225, wherein determining the
cause of the receiver individual record being invalid comprises determining the cause of the
recetver individual record being invalid using fuzzy ruling, comprising: maintaining a first
probability of the record sender device being a first cause of any individual record being
mvalid; maintaining a second probability of the record receiver device being a second cause
of any mdividual record being mnvalid; updating the first probability of the record sender
device being the first cause of any individual record being invalid by multiplying the first
probability with a third probability, wherein the third probability is a probability of the record
sender device or the record recetver device being the cause of the receiver individual record
being invalid; updating the second probability of the record receiver device being the second
cause of any individual record being invalid by multiplying the second probability with a
third probability; and determining the cause of the recetver individual record being invahd to
be the record sender device if the first probability is greater than the second probability or the
record receiver device if the second probability 1s greater than the first probabiluy.

[6563] In a 228th aspect, the method of aspect 227, further comprising adding the
cause of the recetver mdividual record being invahid to a blacklist of malicious user devices.

[6564] In a 22%th aspect, a computer system 1s disclosed. The computer system
comprises: a hardware processor; and non-transitory memory having mstructions stored
thereon, which when executed by the processor cause the processor to perform the method of
any one of aspects 203-228.

[8565] In a 230th aspect, the computer system of aspect 229, wherein the
computer system is a mobile device.

[8566] In a 231st aspect, the computer system of aspect 230, whergin the mobile

device is a wearable display system.
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Secure  Fxchange of Crvptocraphically  Siened Digital Cheques — Financial

Institution(s}

(6567} In a 232nd aspect, a method for securely exchanging cryptographically

signed digital cheques 1s disclosed. The method 15 performed under control of a hardware
processor and comprises: recetving an endorsed digital cheque from a payee device, wherein
the endorsed digital cheque comprises an original digital cheque and a payee signature of the
endorsed digital cheque, wherein the original digital cheque is created by a payer after
receiving a payment request from the payee and identifying the payee device, wherein the
original digital cheque comprises a payment amount, a payer public key, a payee public key,
and a payer signature of the original digital cheque, wherein the payer signature is created
using a payer private key of the payer device, wherein the payer public key and the payee
public key form a payee public-key cryptographic pair, wherein the endorsed digital cheque
15 created by the payee device after receiving the original digital cheque from the payer
device and vernifying the original digital cheque using the payer public key while not
necessarily in communication with a processing platform, wherein the pavee signature is
created by the payee device using a payee private key, and wherein the payee public key and
the payvee public key form a payee public key cryptographic pair; verifying the endorsed
digital cheque; and causing a payment of the payment amount to be provided to the payee.

[65638] Ina 233rd aspect, the method of aspect 232, wherein the payment request
comprises the payee public key and a requested amount, and wherein the payment amount 1s
related to the requested amount.

[6569] In a 234th aspect, the method of any one of aspects 232-233, wherein
dentifying the payee device comprises performing pariner identification, wheremn partoer
identification comprises content authorization, knocking, physical indication, beam forming,
prior arrangement, cursory validation, or any combination thereof.

(6576} In a 235th aspect, the method of any one of aspects 232-234, wherein the
original digttal cheque further comprises a cheque dentifier.

[6571] In a 236th aspect, the method of aspect 235, wherein the cheque identifier
is a monotonically increasing number.

16572} In a 237th aspect, the method of any one of aspects 232-236, wherein

receiving the original digital cheque from the payer device comprises receiving the original
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digital cheque from the payer device via a short range link directly or through an
intermediate device.

(6573} In a 238th aspect, the method of aspect 237, wherein the short range link 15
a peer-to-peer communication hink.

(6574} In a 239th aspect, the method of any one of aspects 232-238, wherein the
endorsed digital cheque further comprises a for deposit only endorsement, a query
endorsement, a malicious cheque endorsement, or any combination thereof

[0575] In a 240th aspect, the method of any one of aspects 232-239, wherein the
original digital cheque is created after receiving an authentication information of a payer by
the payer device, and wherein the endorsed digital cheque is created after receiving an
authentication information of a payee by the payee device.

[0576] In a 241st aspect, the method of any one of aspects 232-240, wherein
verifying the original digital cheque comprises: using the paver public key to determine the
paver signature is created using the paver private key, and using the pavee public key to
determine the payee signature is created using the payee private key.

[6577] In a 242nd aspect, the method of any one of aspects 232-241, further
comprising providing a common ledger to the paver device and the payee device, wherein the
common ledger comprises the paver public key and the payee public key.

[8578] In a 243rd aspect, the method of any one of aspects 232-241, further
comprising; providing a common ledger to the payer device, wherein the common ledger
comprises the payer public key and the payee public key; and causing the payer device to
provide the common ledger to the pavee device.

[6579] In a 244th aspect, the method of any one of aspects 232-241, further
comprising: providing a common ledger to the payee device, wherein the common ledger
comprises the paver public key and the payee public key; and causing the payee device to
provide the common ledger to the paver device.

[0580] In a 245th aspect, the method of any one of aspects 242-244, wherein the
common ledger further comprises a common ledger signature, wherein the common ledger
signature is created using a processing platform private key of the processing platform, the
method further comprises verifying the common ledger using a processing platform public

key of the processing platform while not necessarily in communication with the processing
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platform, wherein the processing platform public key and the processing platform private key
form a public-key cryptographic pair of the processing platform, and wherein verifying the
common ledger comprises using the processing platform public kev to determine the
common ledger signature 1s created using the processing platform private key.

[0581] In a 246th aspect, the method of any one of aspects 242-245, further
comprising: generating the central ledger from a common ledger, wherein the central ledger
comprises a payer account of the payer device and a payee account of the payee device,
wherein the payer account comprises the payer public key and an account balance of the
payer account, and wherein the payee account comprises the payee public key and an account
halance of the payee account.

[0582] in a 247th aspect, the method of aspect 246, causing a payment of the
payment amount to be provided to the payee comprises: causing to be determined the payer
account has a sufficient balance to pay the payment amount; causing the payer account to be
debited by the payment amount; and causing the payee account to be credited by the payment
amount,

[0583] In a 248th aspect, the method of aspect 247, wherein causing the payer
account to be debited by the payment amount comprises instructing a first financial
mstitution to debit the payer account by the payment amount, and wherein causing the pavee
account to be credited by the payment amount comprises nstructing the first financial
mstitution to debit the payer account by the payment amount.

[6584] In a 249th aspect, the method of aspect 247, wherein causing the payer
account to be debited by the payment amount comprises mstructing a first financial
mstitution to debit the payer account by the payment amount, and wherein causing the payee
account to be credited by the payment amount comprises instructing a second financial
mstitution to debit the payer account by the payment amount.

[0585] In a 250th aspect, the method of any one of aspects 247-249, further
comprising: receiving a request to transfer money out of the payee account from a payee
device, wherein the request to transfer money out of the payee account comprises a transfer-
out amount and a transfer-out method, wherein the transfer-out method is automated clearing
house (ACH) transfer, wire transfer, or sending a physical check; causing the pavee account

1o be debited by the transfer-out amount; and causing the transfer-out amount to be sent using
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the transfer-out method.

[0586] In a 251st aspect, the method of aspect 250, further comprising: causing
the pavee account to be debited by a transfer fee, wherein the fee 1s proportional to the
transfer-out amount or fixed.

6587} In a 252nd aspect, the method of aspect 251, further comprising: receiving
a request to transfer money i from the payee account from a payee device, wherein the
request to transfer money in from the payee account comprises a transfer-in amount and a
transfer-in method, wherein the transfer-in method i1s automated clearing house {(ACH)
transfer, wire transfer, or sending a physical check; causing the payee account to be debited
by the transfer-in amount; and causing the transfer-in amount to be sent using the transfer-in
method.

[0588] In a 253rd aspect, the method of aspect 252, further comprising: causing
the pavee account to be debited by a transfer fee, wherein the fee is proportional to the
transfer-in amount or fixed.

[6589] In a 254th aspect, the method of any one of aspects 246-253, wherein
causing a payvment of the payment amount to be provided to the pavee comprises: causing to
be determined the paver account has an insufficient balance to pay the pavment amount;
causing the paver account to be debited by a fee for the msufficient balance; and adding the
payer device to a demerit list.

[659¢] In a 255th aspect, the method of any one of aspects 246-254, wherein the
original digital cheque further comprises a source account, wherein causing a payment of the
payment amount to be provided to the payee comprises: causing the payment amount to be
recetved from the source account; and causing the pavee account to be credited by the
payment amount.

[0591] In a 256th aspect, the method of any one of aspects 232-255, wherein the
original digital cheque comprises a fee sharing policy.

[8592] In a 257th aspect, the method of any one of aspects 232-256, wherein the
original digital cheque comprises a transaction type.

[8593] In a 258th aspect, the method of aspect 257, wherein the transaction type
comprises check-type transaction, a debit-type transaction, a credit card-type transaction, an

ACH-type transaction, or a combination thereof

-140-



WO 2018/022891 PCT/US2017/044186

Svsiens and Devices

[6594] In a 25%h aspect, a system 18 disclosed. The system comprises non-
transitory computer-readable memory storing executable instructions; and one or more
hardware processors programmed by the executable nstructions to perform the method of
any one of aspects 1-259.

[0595] in a 260th aspect, a wearable display system is disclosed. The wearable
display system comprises a display; non-transitory computer-readable storage medium
storing executable instructions; and one or more hardware processors programmed by the

executable instructions to perform the method of any one of aspects 1-259.

Conclusion

[6596] Fach of the processes, methods, and algorithms described herein and/or
depicted 1n the attached figures may be embodied in, and fully or partially automated by,
code modules executed by one or more physical computing systermns, hardware computer
processors, application-specific cucuitry, and/or electronic hardware configured to execute
specific and particular computer instructions. For example, computing systems can include
general purpose computers {e.g., servers) programmed with specific computer instructions or
special purpose computers, special purpose circuitry, and so forth. A code module may be
compiled and linked into an executable program, 1nstalled in a dynanuc link library, or may
be written i an interpreted programming language. In some implementations, particular
operations and methods may be performed by circuitry that 1s specific to a given function.

[8597] Further, certain implementations of the functionality of the present
disclosure are sufficiently mathematically, computationally, or technically complex that
apphcation-specific hardware or one or more physical computing devices (utilizing
appropriate specialized executable instructions} may be necessary to perform  the
functionality, for example, due to the volume or complexity of the calculations mvolved or to
provide results substantially in real-time. For example, a video may include many frames,
with each frame having millions of pixels, and specifically programmed computer hardware
is necessary to process the video data to provide a desired image processing task or

apphcation in a commercially reasonable amount of time. Further, the processing platform
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124 of the service provider 104 may be in electronic communication with thousands or
millions of user devices 116a, 116b and configured to handle the exchange of hundreds of
thousands, millions, or hundreds of mullions of cryptographically signed records,
substantially in real time in many cases or when the user devices 116a, 116b are in electronic
communication with the processing platform 124.

[0598] Code modules or any type of data may be stored on any type of non-
transttory computer-readable medium, such as physical computer storage including hard
drives, solid state memory, random access memory {RAM), read only memory (ROM]),
optical disc, volatile or non-volatile storage, combinations of the same and/or the like. The
methods and modules (or data) may also be transmitted as generated data signals (e g, as part
of a carrier wave or other analog or digital propagated signal) on a variety of computer-
readable transmission mediums, including wireless-based and wired/cable-based mediums,
and may take a variety of forms {(e.g., as part of a single or multiplexed analog signal, or as
multiple discrete digital packets or frames). The resulis of the disclosed processes or process
steps mav be stored, persistently or otherwise, n any type of non-transitorv, tangible
computer storage or may be communicated via a computer-readable transmission medium.

65991 Any processes, blocks, states, steps, or functionalities in flow diagrams
described herein and/or depicted in the attached figures should be understood as potentially
representing code modules, segments, or portions of code which include one or more
executable nstructions for implementing specific functions {e.g., logical or arithmetical} or
steps in the process. The various processes, blocks, states, steps, or functionalities can be
combined, rearranged, added to, deleted from, modified, or otherwise changed from the
tlustrative examples provided herein.  In some embodiments, additional or different
computing systems or code modules may perform some or all of the functionalities described
herein. The methods and processes described herein are also not limited to any particular
sequence, and the blocks, steps, or states relating thereto can be performed in other sequences
that are appropriate, for example, 1n serial, in parallel, or in some other manner. Tasks or
events may be added to or removed from the disclosed example embodiments. Moregover,
the separation of various system components in the implementations described herein is for
illustrative purposes and should not be understood as requiring such separation in all

implementations. It should be understood that the described program components, methods,
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and systems can generally be integrated together in a single computer product or packaged
into multiple computer products. Many implementation variations are possible.

6600} The processes, methods, and systems may be implemented in a network
{or distributed) computing environment. Network environments include enterprise-wide
computer networks, intranets, local area networks (LAN), wide area networks (WAN),
personal area networks (PAN), cloud computing networks, crowd-sourced computing
networks, the Internet, cloud-based networks, and the World Wide Web. The network may
be a wired or a wireless network, a satellite or balloon-based network, or any other type of
communication network.

[0601] The systems and methods of the disclosure each have several innovative
aspects, no single one of which is solely responsible or required for the desirable attributes
disclosed herein.  The various features and processes described above may be used
mndependently of one another, or may be combined in various ways. All possible
combinations and subcombinations are intended to fall within the scope of this disclosure.
Vartous maodifications to the implementations described in this disclosure may be readily
apparent to those skilled in the art, and the generic principles defined herein may be applied
to other imaplementations without departing from the spirit or scope of this disclosure. Thus,
the clatos are not intended to be limited to the implementations shown herein, but are to be
accorded the widest scope consistent with this disclosure, the principles and the novel
features disclosed herein.

[6602] Certain features that are described n this specification in the context of
separate implementations also can be implemented 1n combimnation in a single
mmplementation. Conversely, various features that are described in the context of a single
implementation also can be implemented in multiple implementations separately or in any
suitable subcombination. Moreover, although features may be described above as acting in
certain combinations and even imitially claimed as such, one or more features from a claimed
combination can in some cases be excised from the combination, and the claimed
combination may be directed to a subcombination or variation of a subcombination. No
single feature or group of features is necessary or indispensable to each and every
embodiment.

39 ¢

[0603] Conditional language used herein, such as, among others, “can,” “could,”
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“might,” “may,” “e.g.,” and the like, unless specifically stated otherwise, or otherwise
understood within the context as used, is generally intended to convey that certamn
embodiments include, while other embodiments do not include, certain features, elements
and/or steps. Thus, such conditional language 1s not generally intended to umply that
features, elements and/or steps are in any way required for one or more embodiments or that
one or more embodiments necessarily include logic for deciding, with or without author input
or prompting, whether these features, elements and/or steps are included or are to be
performed in any particular embodiment. The terms “comprising,” “mcluding,” “having,”
and the like are synonymous and are used inclusively, in an open-ended fashion, and do not
exclude additional elements, features, acts, operations, and so forth. Also, the term “or” is
used in 1ts inclusive sense {and not in its exclusive sense) so that when used, for example, to
connect a list of elements, the term “or” means one, some, or all of the elements in the list.
In addition, the articles “a,” “an,” and “the” as used m this application and the appended
claims are to be construed to mean “one or more” or “at least one” unless specified
otherwise.

[0604] As used herein, a phrase referring to “at least one of” a list of items refers
to any combination of those ttems, including single members. As an example, “at least one
off A,B or Cisintendedtocover A, B, C, Aand B, Aand C,Band C, and A, B, and C.
Conjunctive language such as the phrase “at least one of X, Y and Z,” unless specifically
stated otherwise, 13 otherwise understood with the context as used in general to convey that
an item, term, etc. may be at least one of X, Y or Z. Thus, such conjunctive language 1s not
generally mtended to imply that certain embodiments require at least one of X, at least one of
Y and at least one of 7 to each be present.

[6605] Similarly, while operations may be depicted in the drawings in a particular
order, it is to be recognized that such operations need not be performed in the particular order
shown or in sequential order, or that all illustrated operations be performed, to achieve
desirable results. Further, the drawings may schematically depict one more example
processes in the form of a flowchart. However, other operations that are not depicted can be
incorporated in the example methods and processes that are schematically illustrated. For
example, one or more additional operations can be performed before, after, simultaneously,

or between any of the illustrated operations. Additionally, the operations may be rearranged
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or reordered in other implementations. In certain circumstances, multitasking and parallel
processing may be advantageous. Moreover, the separation of various system components in
the implementations described above should not be understood as requiring such separation
i all implementations, and it should be understood that the described program components
and systems can generally be integrated together in a single software product or packaged
into multiple software products. Additionally, other implementations are within the scope of
the following claims. In some cases, the actions recited in the claims can be performed in a
different order and still achieve desirable results. The following claims are hereby expressly

mcorporated by reference into this detailed description as additional aspects of the disclosure.
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WHAT IS CLAIMED I5:

I A method for securely exchanging cryptographically signed records,
COMPrisSIing;
under control of a hardware processor:
recetving a recetver individual record from a record receiver device,
wherein the receiver individual record comprises a sender individual record
and a receiver signature of the recetver individual record,
wherein the sender individual record is created by a record sender device after
receiving a record content request from the record receiver device, and
identifying the record receiver device,
wherein the sender individual record comprises a record content, a sender
public key of the record sender device, a receiver public key of the record receiver
device, and a sender signature of the sender individual record,
wherein the sender signature is created using a sender private key of the
record sender device, wherein the sender public key and the sender private key form a
sender public-key cryptographic pair,
wherein the receiver individual record 1s created by the record receiver device
after
receiving the sender individual record from the record sender device
and
verifying the sender ndividual record using the sender public key
while not necessarily in commumication with a processing platform,
wherein the recetver signature is created using a recetver private key of the
record receiver device, and wherein the receiver public key and the receiver private
key form a recetver public-key cryptographic pair;
verifying the receiver individual record; and
performing for the record receiver device as instructed by the receiver individual
record.
2. The method of claim 1, wherein identifying the record receiver device
comprises performing partner dentification, whergin partner identification comprises content

authorization, knocking, physical indication, beam forming, prior arrangement, cursory
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validation, or any combination thereof.

3 The method of claim 1, wherein the sender individual record further
comprises a record identifier.

4 The method of claim 1, wherein receiving the sender individual record from
the record receiver device comprises receiving the sender individual record from the record
sender device via a short range link directly or through an mtermediate device.

5. The method of claim 4, wherein the short range link is a peer-to-peer
communication hink.

6. The method of claim 1, wherein the receiver individual record further
comprises a for redemption only endorsement, a query endorsement, a malicious record
endorsement, or any combination thereof

7. The method of any one of claims 1-6, wherein the sender mdividual record is
created after receiving authentication information of a record sender by the record sender
device, and wherein the receiver individual record is created after receiving authentication
mformation of a record receiver by the record receiver device.

8. The method of any one of claims 1-6, further comprising providing common
records to the record sender device or the record recetver device, wherein the common
records comprise the sender public key and the recerver public key.

9. The method of any one of claims 1-6, further comprising;

generating the common records from central records, wherein the central
records comprise the sender public key, the receiver public key, a user record status
of the record sender device, and a user record status of the record recewver device.

10 The method of claim 9, further comprising:

determining the user record status of the record sender prohibits the
processing platform to perform the record receiver device as imstructed by the
receiver individual record; and

adding the payer device to a demerit list.

11 A method for securely exchanging cryptographically signed records,
COMmprising

under control of a hardware processor:

receiving a content request from a record receiver device;
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identifying the record receiver device;
creating a sender mdividual record,

wherein the sender individual record comprises a record content, a
sender public kev of a record sender device, a receiver public key of the
record receiver device, and a sender signature of the sender individual record,

wherein the sender signature is created using a sender private key of
the record sender device, and wherein the sender public key and the sender
private key form a sender public-key cryptographic pair;
sending the sender individual record to the record receiver device; and
recetving an indication of the record receiver device:

recerving the sender individual record;

verifying the sender individual record using the sender public key
while not necessarily in communication with a processing platform;

creating a recetver individual record, wherein the receiver mdividual
record comprises the sender individual record and a receiver signature of the
recetver individual record, wherein the receiver signature is created using a
receiver private key of the record receiver device, and wherein the receiver
public key and the receiver private kev form a receiver public-key
cryptographic pair;

redeeming the receiver individual record with the processing platform;
and

receiving a performance by the processing platform as mstructed by
the recerver individual record.

12. The method of claim 11, wherein the content request comprises the receiver
public key and a requested content, and wherein the record content 1s related to the requested
content.

13. The method of any one of claims 11-12, wherein the sender signature is
created by a Secure Element of the record sender device using the sender private key, and
wherein the sender private key 1s stored in the Secure Element of the record sender device.

14. A method for securely exchanging cryptographically signed records,

comprising;
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under control of a hardware processor:
sending a content request to a record sender device;
receiving a sender individual record from the record sender device,
wherein the sender individual record is created by the record sender
device after receiving the content request from a record receiver device and
wdentifying the record receiver device,
wherein the sender individual record comprises a record content, a
sender public key of the record sender device, a receiver public key of the
record receiver device, and a sender signature of the sender individual record,
wherein the sender signature is created using a sender private key of
the record sender device, and wherein the sender public key and the sender
private key form a sender public-key cryptographic pair;
verifving the sender individual record using the sender public key while not
necessarily m communication with a processing platform;
creating a receiver individual record, wherein the receiver individual record
comprises the sender individual record and a receiver signature of the receiver
individual record,
wheren the receiver signature 1s created using a receiver private key
of the record recerver device, and
wherein the recetver public key and the receiver private key form a
receiver public-key cryptographic pair;
redeeming the receiver mdividual record with the processing platform; and
receiving a performance by the processing platform as instructed by the
recetver individual record.

15, The method of claim 14, wherein the content request comprises the receiver
public key and a requested content, and wherein the record content is related to the requested
content.

16. The method of claim 14, wherein verifving the sender individual record
comprises using the sender public key to determine the sender signature is created using the
sender private key.

17. The method of any one of claims 14-16, wherein the receiver signature is
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created using a Secure Element of the record receiver device using the receiver private key,
and wherein the receiver private key is stored in the Secure Element of the record receiver
device.

18. The method of claim 14, further comprising sending common records to the
record sender device.

19. The method of claim 14, further comprising receiving common records from
the record sender device, wherein the common records comprise the sender public key and
the receiver public key.

20. The method of any one of claims 18-19,

wherein the common records further comprise a third signature of the
common records, and wherein the third signature 1s created using a third private key
of the processing platform,

wherein the method further comprises verifying the common records using a
third public key of the processing platform while not necessarily i communication
with the processing platform,

wherein the third public key and the third private key form a third public-key
cryptographic pair, and

wherein verifying the common records comprises using the third public key to

determine the third signature 15 created using the third private key.
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